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(57) ABSTRACT

Internet of Things (IoT) devices and methods of operating the
same are disclosed. A method may include registering a set of
services configured for execution on a producer IoT device
with a producer management application, and broadcasting
or multicasting a system service advertisement as a first sys-
tem signal via a given system signal protocol to notify one or
more consumer IoT devices that one or more services of the
registered set of services are available via the producer IoT
device. The producer IoT device receives, 1n response to the
system service advertisement, at least one request for a ser-
vice announcement from at least one of the consumer IoT
devices, and the producer Io'T device unicasts, 1n response to
the request, the at least one service announcement that
announces the set of services to the at least one consumer IoT
device as a second system signal via the given system signal
protocol.
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LEVERAGING SYSTEM SIGNALING
SERVICE ADVERTISEMENTS FOR
APPLICATION-LAYER DISCOVERY AND
CONNECTION MANAGEMENT IN AN

INTERNET OF THINGS (101)
ENVIRONMENT

CLAIM OF PRIORITY UNDER 35 U.S.C. §119

The present Application for Patent claims priority to Pro-
visional Application No. 61/839,801 entitled “LEVERAG-
ING SYSTEM SERVICE ADVERITISEMENTS FOR
APPLICATION-LAYER DISCOVERY AND CONNEC-
TION MANAGEMENT IN AN INTERNET OF THINGS
(IoT) ENVIRONMENT™ filed Jun. 26, 2013, and assigned to
the assignee hereol and hereby expressly incorporated by
reference herein.

FIELD

Embodiments relate to leveraging system service adver-
tisements for application-layer discovery and connection
management 1n an Internet of Things (IoT) environment.

BACKGROUND

The Internet 1s a global system of interconnected comput-
ers and computer networks that use a standard Internet pro-
tocol suite (e.g., the Transmission Control Protocol (TCP)
and Internet Protocol (IP)) to commumnicate with each other.
The Internet of Things (I0T) 1s based on the 1dea that everyday
objects, not just computers and computer networks, can be
readable, recognizable, locatable, addressable, and control-
lable via an IoT communications network (e.g., an ad-hoc
system or the Internet).

A number of market trends are driving development of IoT
devices. For example, increasing energy costs are driving
governments’ strategic investments 1n smart grids and sup-
port for future consumption, such as for electric vehicles and
public charging stations. Increasing health care costs and
aging populations are driving development for remote/con-
nected health care and fitness services. A technological revo-
lution 1n the home 1s driving development for new “smart”
services, mncluding consolidation by service providers mar-
keting ‘N’ play (e.g., data, voice, video, security, energy man-
agement, etc.) and expanding home networks. Buildings are
getting smarter and more convenient as a means to reduce
operational costs for enterprise facilities.

There are a number of key applications for the IoT. For
example, 1n the area of smart grids and energy management,
utility companies can optimize delivery of energy to homes
and businesses while customers can better manage energy
usage. In the area of home and building automation, smart
homes and buildings can have centralized control over virtu-
ally any device or system 1n the home or office, from appli-
ances to plug-in electric vehicle (PEV) security systems. In
the field of asset tracking, enterprises, hospitals, factories,
and other large organizations can accurately track the loca-
tions of high-value equipment, patients, vehicles, and so on.
In the area of health and wellness, doctors can remotely
monitor patients’ health while people can track the progress
ol fitness routines.

In an IoT environment, advertising and discovery of appli-
cation-layer services can be implemented using application-
iitiated multicast/broadcast advertisement messages. But
this approach typically requires each application to indepen-
dently generate an advertisement message for advertising 1ts
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respective service 1n the IoT environment, and each adver-
tisement message 1s broadcast to all connected devices in the
Io'T environment (e.g., via Bluetooth, WikFi1, LTE, etc.). This
can generate a high amount of multicast tratfic in the IoT
environment, and 1n addition, because multicast and broad-
cast protocols typically do not require feedback (e.g., ACKs
or NACKSs), each of the service advertisements have rela-
tively low reliability, and for this reason, are retransmitted at
a relatively high frequency, which creates more traflic. As
such, a need exists for improved advertising and discovery of
application-layer services.

SUMMARY

A first aspect includes a method of operating Internet of
Things (Io'T) devices deployed 1n a local IoT environment.
The method may include registering, at a producer IoT
device, a set of services configured for execution on the
producer IoT device with a producer management application
on the producer IoT device. The producer IoT device broad-
casts or multicasts, from the producer IoT device, a system
signaling service advertisement as a first system signal via a
given system signal protocol to notilty one or more consumer
Io'T devices 1n the local IoT environment that one or more
services ol the registered set of services are available via the
producer IoT device. The given system signal protocol may
be configured such that new system signals of a same type as
any previously received system signals function to replace the
previously received system signals. The producer IoT device
receives, 1n response to the system signaling service adver-
tisement, at least one request for a service announcement
from at least one of the one or more consumer IoT devices,
and the producer IoT device unicasts, 1n response to the at
least one request, the service announcement that announces
the set of services to the at least one consumer IoT device as
a second system signal via the given system signal protocol.

A second aspect may be characterized as an Internet of
Things (IoT) device that includes transceiver to communicate
with other IoT devices over a network, and the IoT device
includes a peer-to-peer platform to provide a peer-to-peer
connection between the IoT device and the other Io'T devices
in a local IoT environment. A management application on the
Io'T device 1s configured to register a set of services that are
coniigured for execution on the IoT device, and the manage-
ment application broadcasts or multicasts, from the IoT
device, a system signaling service advertisement as a {irst
system signal via a given system signal protocol to notify one
or more consumer IoT devices 1n the local IoT environment
that one or more services of the registered set of services are
available. The given system signal protocol 1s configured
such that new system signals of a same type as any previously
received system signals function to replace the previously
received system signals. The management application 1s also
configured to receive, at the 10T device, 1n response to the
system signaling service advertisement, at least one request
for a service announcement from at least one of the consumer
Io'T devices, and the management application unicasts, {from
the producer IoT device, 1n response to the at least one
request, the service announcement that announces the set of
services to the at least one consumer Io'T device as a second
system signals via the given system signal protocol.

BRIEF DESCRIPTION OF THE DRAWINGS

A more complete appreciation of aspects of the disclosure
and many of the attendant advantages thereot will be readily
obtained as the same becomes better understood by reference
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to the following detailed description when considered 1n con-
nection with the accompanying drawings which are presented

solely for 1llustration and not limitation of the disclosure, and
in which:

FIG. 1A illustrates a high-level system architecture of a
wireless communications system in accordance with an
aspect of the disclosure.

FIG. 1B illustrates a high-level system architecture of a
wireless communications system 1n accordance with another
aspect of the disclosure.

FIG. 1C illustrates a high-level system architecture of a
wireless communications system in accordance with an
aspect of the disclosure.

FIG. 1D illustrates a high-level system architecture of a
wireless communications system in accordance with an
aspect of the disclosure.

FIG. 1E illustrates a high-level system architecture of a
wireless communications system in accordance with an
aspect of the disclosure.

FIG. 2A 1llustrates an Internet of Things (IoT) device in
accordance with aspects of the disclosure, while FIG. 2B
illustrates a passive IoT device 1n accordance with aspects of
the disclosure.

FIG. 3 illustrates a communication device that includes
logic configured to perform functionality 1n accordance with
an aspect of the disclosure.

FI1G. 4 illustrates a server according to various aspects of
the disclosure.

FI1G. 5 illustrates an example of an Internet of Things (IoT)
environment 1in accordance with an embodiment of the inven-
tion.

FIG. 6 1llustrates a conventional process for advertising
services 1n an IoT environment such as the IoT environment
of FIG. 5.

FI1G. 7 illustrates software module architecture for a set of
IoT devices 1n accordance with an embodiment of the mven-
tion.

FIG. 8 illustrates a service advertisement procedure in
accordance with an embodiment of the invention.

FI1G. 9 1llustrates a more detailed implementation example
of a portion of the process of FIG. 8 1n accordance with an
embodiment of the invention.

FIG. 10 illustrates an example of Thin Client (TC) IoT
architecture 1n accordance with an embodiment of the inven-
tion.

DETAILED DESCRIPTION

The terminology used herein describes particular embodi-
ments only and should be construed to limit any embodiments
disclosed herein. As used herein, the singular forms “a,” “an,”
and “the” are mtended to include the plural forms as well,
unless the context clearly indicates otherwise. It will be fur-
ther understood that the terms “comprises,” “comprising,”
“includes,” and/or “including,” when used herein, specily the
presence of stated features, integers, steps, operations, ele-
ments, and/or components, but do not preclude the presence
or addition of one or more other features, integers, steps,
operations, elements, components, and/or groups thereof.

Further, many aspects are described in terms of sequences
of actions to be performed by, for example, elements of a
computing device. It will be recognized that various actions
described herein can be performed by specific circuits (e.g.,
an application specific integrated circuit (ASIC)), by program
instructions being executed by one or more processors, or by
a combination of both. Additionally, the sequence of actions

described herein can be considered to be embodied entirely
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4

within any form of computer readable storage medium having
stored therein a corresponding set of computer instructions
that upon execution would cause an associated processor to
perform the functionality described herein. Thus, the various
aspects of the disclosure may be embodied 1n a number of
different forms, all of which have been contemplated to be
within the scope of the claimed subject matter. In addition, for
cach of the aspects described herein, the corresponding form
of any such aspects may be described herein as, for example,
“logic configured to” perform the described action.

As used herein, the term “Internet of Things device” (or
“loT device”) may refer to any object (e.g., an appliance, a
sensor, etc. ) that has an addressable interface (e.g., an Internet
protocol (IP) address, a Bluetooth identifier (ID), a near-field
communication (NFC) ID, etc.) and can transmit information
to one or more other devices over a wired or wireless connec-
tion. An IoT device may have a passive communication inter-
face, such as a quick response (QR) code, a radio-frequency
identification (RFID) tag, an NFC tag, or the like, or an active
communication interface, such as a modem, a transceiver, a
transmitter-receiver, or the like. An IoT device can have a
particular set of attributes (e.g., a device state or status, such
as whether the IoT device 1s on or off, open or closed, 1dle or
active, available for task execution or busy, and so on, a
cooling or heating function, an environmental monitoring or
recording function, a light-emitting function, a sound-emit-
ting function, etc.) that can be embedded 1n and/or controlled/
monitored by a central processing unit (CPU), microproces-
sor, ASIC, or the like, and configured for connection to an IoT
network such as a local ad-hoc network or the Internet. For
example, IoT devices may include, but are not limited to,
refrigerators, toasters, ovens, microwaves, freezers, dish-
washers, dishes, hand tools, clothes washers, clothes dryers,
furnaces, air conditioners, thermostats, televisions, light fix-
tures, vacuum cleaners, sprinklers, electricity meters, gas
meters, etc., so long as the devices are equipped with an
addressable communications interface for communicating
with the IoT network. IoT devices may also include cell
phones, desktop computers, laptop computers, tablet comput-
ers, personal digital assistants (PDAs), etc. Accordingly, the
Io'T network may be comprised of a combination of “legacy”™
Internet-accessible devices (e.g., laptop or desktop comput-
ers, cell phones, etc.) 1n addition to devices that do not typi-
cally have Internet-connectivity (e.g., dishwashers, etc.).

FIG. 1A 1illustrates a high-level system architecture of a
wireless communications system 100A 1n accordance with an
aspect of the disclosure. The wireless communications sys-
tem 100A contains a plurality of IoT devices, which include
a television 110, an outdoor air conditioning unit 112, a
thermostat 114, a refrigerator 116, and a washer and dryer
118.

Referring to FIG. 1A, IoT devices 110-118 are configured
to communicate with an access network (e.g., an access point
125) over a physical communications interface or layver,
shown 1 FIG. 1A as air interface 108 and a direct wired
connection 109. The air iterface 108 can comply with a
wireless Internet protocol (IP), such as IEEE 802.11.
Although FIG. 1A illustrates IoT devices 110-118 communi-
cating over the air interface 108 and IoT device 118 commu-
nicating over the wired connection 109, each Io'T device may
communicate over a wired or wireless connection, or both.

The Internet 175 includes a number of routing agents and
processing agents (not shown in FIG. 1A for the sake of
convenience). The Internet 175 1s a global system of inter-
connected computers and computer networks that uses a stan-
dard Internet protocol suite (e.g., the Transmission Control
Protocol (TCP) and IP) to communicate among disparate




US 9,420,044 B2

S

devices/networks. TCP/IP provides end-to-end connectivity
specifying how data should be formatted, addressed, trans-
mitted, routed and received at the destination.

In FIG. 1A, a computer 120, such as a desktop or personal
computer (PC), 1s shown as connecting to the Internet 175
directly (e.g., over an Ethernet connection or Wi-F1or802.11-
based network). The computer 120 may have a wired connec-
tion to the Internet 175, such as a direct connection to a
modem or router, which, 1n an example, can correspond to the
access point 125 itself (e.g., for a Wi-F1 router with both wired
and wireless connectivity). Alternatively, rather than being
connected to the access point 125 and the Internet 175 over a
wired connection, the computer 120 may be connected to the
access point 125 over air mterface 108 or another wireless
interface, and access the Internet 175 over the air interface.
Although 1llustrated as a desktop computer, computer 120
may be a laptop computer, a tablet computer, a PDA, a smart
phone, or the like. The computer 120 may be an IoT device
and/or contain functionality to manage an IoT network/
group, such as the network/group of IoT devices 110-118.

The access point 125 may be connected to the Internet 175
via, for example, an optical communication system, such as
F108, a cable modem, a digital subscriber line (DSL) modem,
or the like. The access point 1235 may communicate with IoT
devices 110-120 and the Internet 175 using the standard Inter-
net protocols (e.g., TCP/IP).

Referring to FIG. 1A, an IoT server 170 1s shown as con-
nected to the Internet 175. The IoT server 170 can be imple-
mented as a plurality of structurally separate servers, or alter-
nately may correspond to a single server. In an aspect, the IoT
server 170 1s optional (as indicated by the dotted line), and the
group of IoT devices 110-120 may be a peer-to-peer (P2P)
network. In such a case, the IoT devices 110-120 can com-
municate with each other directly over the air interface 108
and/or the wired connection 109. Alternatively, or addition-
ally, some or all of IoT devices 110-120 may be configured
with a communication interface independent of air interface
108 and wired connection 109. For example, 1f the air inter-
face 108 corresponds to a Wi-Fi interface, certain of the IoT
devices 110-120 may have Bluetooth or NFC interfaces for
communicating directly with each other or other Bluetooth or
NFC-enabled devices.

In a peer-to-peer network, service discovery schemes can
multicast the presence of nodes, their capabilities, and group
membership. The peer-to-peer devices can establish associa-
tions and subsequent interactions based on this information.

In accordance with an aspect of the disclosure, FIG. 1B
illustrates a high-level architecture of another wireless com-
munications system 100B that contains a plurality of IoT
devices. In general, the wireless communications system
100B shown 1in FIG. 1B may include various components that
are the same and/or substantially similar to the wireless com-
munications system 100A shown i FIG. 1A, which was
described in greater detail above (e.g., various IoT devices,
including a television 110, outdoor air conditioning unit 112,
thermostat 114, refrigerator 116, and washer and dryer 118,
that are configured to communicate with an access point 125
over an air interface 108 and/or a direct wired connection 109,
a computer 120 that directly connects to the Internet 1735
and/or connects to the Internet 175 through access point 125,
and an Io'T server 170 accessible via the Internet 175, etc.). As
such, for brevity and ease of description, various details relat-
ing to certain components 1n the wireless communications
system 100B shown in FIG. 1B may be omitted herein to the
extent that the same or similar details have already been
provided above 1n relation to the wireless communications

system 100A illustrated 1n FIG. 1A.
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Reterring to FIG. 1B, the wireless communications system
100B may include a supervisor device 130, which may alter-
natively be referred to as an IoT manager 130 or IoT manager
device 130. As such, where the following description uses the
term “supervisor device” 130, those skilled in the art will
appreciate that any references to an IoT manager, group
owner, or similar terminology may refer to the supervisor
device 130 or another physical or logical component that
provides the same or substantially similar functionality.

In an embodiment, the supervisor device 130 may gener-
ally observe, monitor, control, or otherwise manage the vari-
ous other components in the wireless communications system
100B. For example, the supervisor device 130 can commu-
nicate with an access network (e.g., access point 125) over air
interface 108 and/or a direct wired connection 109 to monitor
or manage attributes, activities, or other states associated with
the various IoT devices 110-120 1n the wireless communica-
tions system 100B. The supervisor device 130 may have a
wired or wireless connection to the Internet 175 and option-
ally to the IoT server 170 (shown as a dotted line). The
supervisor device 130 may obtain information from the Inter-
net 175 and/or the IoT server 170 that can be used to further
monitor or manage attributes, activities, or other states asso-
ciated with the various IoT devices 110-120. The supervisor
device 130 may be a standalone device or one of IoT devices
110-120, such as computer 120. The supervisor device 130
may be a physical device or a software application running on
a physical device. The supervisor device 130 may include a
user interface that can output information relating to the
monitored attributes, activities, or other states associated with
the IoT devices 110-120 and receive mnput information to
control or otherwise manage the attributes, activities, or other
states associated therewith. Accordingly, the supervisor
device 130 may generally include various components and
support various wired and wireless communication interfaces
to observe, monitor, control, or otherwise manage the various
components 1n the wireless communications system 100B.

The wireless communications system 100B shown 1n FIG.
1B may include one or more passive IoT devices 105 (in
contrast to the active IoT devices 110-120) that can be
coupled to or otherwise made part of the wireless communi-
cations system 100B. In general, the passive IoT devices 105
may include barcoded devices, Bluetooth devices, radio ire-
quency (RF) devices, RFID tagged devices, infrared (IR)
devices, NFC tagged devices, or any other suitable device that
can provide its identifier and attributes to another device
when queried over a short range interface. Active IoT devices
may detect, store, communicate, act on, and/or the like,
changes 1n attributes of passive IoT devices.

For example, passive IoT devices 105 may include a cotlee
cup and a container of orange juice that each have an RFID tag
or barcode. A cabinet IoT device and the refrigerator IoT
device 116 may each have an appropriate scanner or reader
that can read the RFID tag or barcode to detect when the
colfee cup and/or the container of orange juice passive IoT
devices 105 have been added or removed. In response to the
cabinet IoT device detecting the removal of the coffee cup
passive 10T device 105 and the refrigerator IoT device 116
detecting the removal of the container of orange juice passive
IoT device, the supervisor device 130 may receive one or
more signals that relate to the activities detected at the cabinet
Io'T device and the refrigerator IoT device 116. The supervi-
sor device 130 may then infer that a user 1s drinking orange
juice from the cofiee cup and/or likes to drink orange juice
from a colfee cup.

Although the foregoing describes the passive IoT devices
105 as having some form of RF or barcode communication
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interfaces, the passive IoT devices 105 may include one or
more devices or other physical objects that do not have such
communication capabilities. For example, certamn IoT
devices may have appropriate scanner or reader mechanisms
that can detect shapes, sizes, colors, and/or other observable
teatures associated with the passive 10T devices 105 to 1den-
tify the passive 10T devices 105. In this manner, any suitable
physical object may communicate its 1dentity and attributes
and become part of the wireless communication system 1008
and be observed, monitored, controlled, or otherwise man-
aged with the supervisor device 130. Further, passive IoT
devices 105 may be coupled to or otherwise made part of the
wireless communications system 100A in FIG. 1A and
observed, monitored, controlled, or otherwise managed 1n a
substantially similar manner.

In accordance with another aspect of the disclosure, FIG.
1C 1illustrates a ligh-level architecture of another wireless
communications system 100C that contains a plurality of IoT
devices. In general, the wireless communications system
100C shown 1n FIG. 1C may include various components that
are the same and/or substantially similar to the wireless com-
munications systems 100A and 100B shown 1n FIGS. 1A and
1B, respectively, which were described in greater detail
above. As such, for brevity and ease of description, various
details relating to certain components 1n the wireless commu-
nications system 100C shown in FIG. 1C may be omitted
herein to the extent that the same or similar details have
already been provided above 1n relation to the wireless com-
munications systems 100A and 100B illustrated in FIGS. 1A
and 1B, respectively.

The communications system 100C shown in FI1G. 1C illus-
trates peer-to-peer communications between the IoT devices
110-118 and the supervisor device 130. As shown in FIG. 1C,
the supervisor device 130 communicates with each of the IoT
devices 110-118 over an IoT supervisor interface. Further,
[oT devices 110 and 114, IoT devices 112, 114, and 116, and
IoT devices 116 and 118, communicate directly with each
other.

The IoT devices 110-118 make up an IoT group 160. An
IoT device group 160 1s a group of locally connected IoT
devices, such as the IoT devices connected to a user’s home
network. Although not shown, multiple IoT device groups
may be connected to and/or communicate with each other via
an IoT SuperAgent 140 connected to the Internet 175. At a
high level, the supervisor device 130 manages intra-group
communications, while the IoT SuperAgent 140 can manage
inter-group communications. Although shown as separate
devices, the supervisor device 130 and the IoT SuperAgent
140 may be, or reside on, the same device (e.g., a standalone
device or an IoT device, such as computer 120 1n FIG. 1A).
Alternatively, the IoT SuperAgent 140 may correspond to or
include the functionality of the access point 125. As yet
another alternative, the Io'T SuperAgent 140 may correspond
to or include the functionality of an IoT server, such as IoT
server 170. The IoT SuperAgent 140 may encapsulate gate-
way functionality 145.

Each IoT device 110-118 can treat the supervisor device
130 as a peer and transmit attribute/schema updates to the
supervisor device 130. When an IoT device needs to commu-
nicate with another IoT device, 1t can request the pointer to
that IoT device from the supervisor device 130 and then
communicate with the target IoT device as a peer. The IoT
devices 110-118 communicate with each other over a peer-
to-peer communication network using a common messaging,
protocol (CMP). As long as two IoT devices are CMP-en-
abled and connected over a common communication trans-
port, they can communicate with each other. In the protocol
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stack, the CMP layer 154 1s below the application layer 152
and above the transport layer 156 and the physical layer 158.

In accordance with another aspect of the disclosure, FIG.
1D 1llustrates a high-level architecture of another wireless
communications system 100D that contains a plurality of IoT
devices. In general, the wireless communications system
100D shown 1n FIG. 1D may include various components that
are the same and/or substantially similar to the wireless com-
munications systems 100A-C shown in FIG. 1-C, respec-
tively, which were described 1in greater detail above. As such,
for brevity and ease of description, various details relating to
certain components 1n the wireless communications system
100D shown in FIG. 1D may be omitted herein to the extent
that the same or similar details have already been provided
above 1n relation to the wireless communications systems
100A-C 1llustrated 1n FIGS. 1A-C, respectively.

The Internet 175 1s a “resource” that can be regulated using
the concept of the IoT. However, the Internet 175 1s just one
example of a resource that 1s regulated, and any resource
could be regulated using the concept of the IoT. Other
resources that can be regulated include, but are not limited to,
clectricity, gas, storage, security, and the like. An IoT device
may be connected to the resource and thereby regulate it, or
the resource could be regulated over the Internet 175. FIG. 1D
illustrates several resources 180, such as natural gas, gasoline,
hot water, and electricity, wherein the resources 180 can be
regulated 1n addition to and/or over the Internet 175.

IoT devices can communicate with each other to regulate
their use of a resource 180. For example, IoT devices such as
a toaster, a computer, and a hairdryer may communicate with
cach other over a Bluetooth communication interface to regu-
late their use of electricity (the resource 180). As another
example, IoT devices such as a desktop computer, a tele-
phone, and a tablet computer may communicate over a Wi-Fi
communication mterface to regulate their access to the Inter-
net 175 (the resource 180). As yet another example, IoT
devices such as a stove, clothes dryer, and a water heater may
communicate over a Wi-Fi communication interface to regu-
late their use of gas. Alternatively, or additionally, each IoT
device may be connected to an IoT server, such as IoT server
170, which has logic to regulate their use of the resource 180
based on information received from the IoT devices.

In accordance with another aspect of the disclosure, FIG.
1E 1illustrates a high-level architecture of another wireless
communications system 100E that contains a plurality of IoT
devices. In general, the wireless communications system
100E shown 1n FIG. 1E may include various components that
are the same and/or substantially similar to the wireless com-
munications systems 100A-D shown in FIG. 1-D, respec-
tively, which were described 1n greater detail above. As such,
for brevity and ease of description, various details relating to
certain components 1n the wireless communications system
100E shown 1n FIG. 1E may be omitted herein to the extent
that the same or similar details have already been provided
above 1n relation to the wireless communications systems
100A-D illustrated 1n FIGS. 1A-D, respectively.

The communications system 100E includes two IoT device
groups 160A and 160B. Multiple IoT device groups may be
connected to and/or communicate with each other via an IoT
SuperAgent connected to the Internet 175. At a high level, an
IoT SuperAgent may manage inter-group communications

among IoT device groups. For example, in FIG. 1E, the IoT
device group 160A 1ncludes IoT devices 116A, 122A, and

124 A and an Io'T SuperAgent 140A, while Io'T device group
160B includes IoT devices 116B, 1228, and 124B and an IoT
SuperAgent 140B. As such, the IoT SuperAgents 140A and

140B may connect to the Internet 175 and communicate with
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cach other over the Internet 175 and/or communicate with
cach other directly to facilitate communication between the

IoT device groups 160A and 160B. Furthermore, although
FIG. 1E 1illustrates two IoT device groups 160A and 160B
communicating with each other via IoT SuperAgents 160A
and 1608, those skilled in the art will appreciate that any
number of Io'T device groups may suitably communicate with
cach other using Io'T SuperAgents.

FIG. 2A illustrates a high-level example of an IoT device
200A 1n accordance with aspects of the disclosure. While
external appearances and/or internal components can differ
significantly among IoT devices, most IoT devices will have
some sort of user interface, which may comprise a display and
a means for user input. IoT devices without a user interface
can be communicated with remotely over a wired or wireless
network, such as air interface 108 1n FIGS. 1A-B.

As shown 1 FIG. 2A, 1n an example configuration for the
IoT device 200A, an external casing of IoT device 200A may
be configured with a display 226, apower button 222, and two
control buttons 224 A and 2248, among other components, as
1s known 1n the art. The display 226 may be a touchscreen
display, 1n which case the control buttons 224 A and 224B
may not be necessary. While not shown explicitly as part of
IoT device 200A, the IoT device 200A may include one or
more external antennas and/or one or more integrated anten-
nas that are built into the external casing, including but not
limited to W1-F1 antennas, cellular antennas, satellite position
system (SPS) antennas (e.g., global positioning system (GPS)
antennas), and so on.

While internal components of IoT devices, such as IoT
device 200A, can be embodied with different hardware con-
figurations, a basic high-level configuration for internal hard-
ware components 1s shown as platform 202 1n FIG. 2A. The
platform 202 can receive and execute software applications,
data and/or commands transmitted over a network interface,
such as air interface 108 1n FIGS. 1A-B and/or a wired inter-
face. The platform 202 can also independently execute locally
stored applications. The platform 202 can include one or
more transceivers 206 configured for wired and/or wireless
communication (e.g., a Wi-F1 transceiver, a Bluetooth trans-
ceiver, a cellular transceiver, a satellite transceiver, a GPS or
SPS receiver, etc.) operably coupled to one or more proces-
sors 208, such as a microcontroller, microprocessor, applica-
tion specific integrated circuit, digital signal processor (DSP),
programmable logic circuit, or other data processing device,
which will be generally referred to as processor 208. The
processor 208 can execute application programming nstruc-
tions within a memory 212 of the IoT device. The memory
212 can include one or more of read-only memory (ROM),
random-access memory (RAM), electrically erasable pro-
grammable ROM (EEPROM), flash cards, or any memory
common to computer platforms. One or more 1nput/output
(I/O) interfaces 214 can be configured to allow the processor
208 to communicate with and control from various I/O
devices such as the display 226, power button 222, control
buttons 224 A and 224B as 1illustrated, and any other devices,
such as sensors, actuators, relays, valves, switches, and the
like associated with the IoT device 200A.

Accordingly, an aspect of the disclosure can include an IoT
device (e.g., IoT device 200A) including the ability to per-
form the functions described herein. As will be appreciated by
those skilled 1n the art, the various logic elements can be
embodied 1n discrete elements, software modules executed
on a processor (e.g., processor 208) or any combination of
software and hardware to achieve the functionality disclosed
herein. For example, transceiver 206, processor 208, memory
212, and I/O terface 214 may all be used cooperatively to
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load, store and execute the various functions disclosed herein
and thus the logic to perform these functions may be distrib-
uted over various elements. Alternatively, the functionality
could be incorporated into one discrete component. There-
fore, the features of the IoT device 200A 1n FIG. 2A are to be
considered merely illustrative and the disclosure 1s not lim-
ited to the illustrated features or arrangement.

FIG. 2B illustrates a high-level example of a passive IoT
device 200B 1n accordance with aspects of the disclosure. In
general, the passive IoT device 200B shown 1n FIG. 2B may
include various components that are the same and/or substan-
tially stmilar to the IoT device 200A shown in FI1G. 2A, which
was described 1n greater detail above. As such, for brevity and
case of description, various details relating to certain compo-
nents 1n the passive IoT device 200B shown in FIG. 2B may
be omitted herein to the extent that the same or similar details
have already been provided above in relation to the IoT device
200A 1llustrated in FIG. 2A.

The passive Io'T device 2008 shown 1n FIG. 2B may gen-
crally differ from the IoT device 200A shown 1n FIG. 2A 1n
that the passive IoT device 200B may not have a processor,
internal memory, or certain other components. Instead, 1n an
embodiment, the passive Io'T device 200A may only include
an I/0 mterface 214 or other suitable mechanism that allows
the passive IoT device 200B to be observed, monitored, con-
trolled, managed, or otherwise known within a controlled IoT
network. For example, in an embodiment, the 1/0O mterface
214 associated with the passive Io'T device 200B may include
a barcode, Bluetooth interface, radio frequency (RF) inter-
face, RFID tag, IR interface, NFC interface, or any other
suitable I/O interface that can provide an identifier and
attributes associated with the passive IoT device 200B to
another device when queried over a short range interface
(e.g., an active IoT device, such as IoT device 200A, that can
detect, store, communicate, act on, or otherwise process
information relating to the attributes associated with the pas-
stve IoT device 200B).

Although the foregoing describes the passive IoT device
200B as having some form of RF, barcode, or other I/O
interface 214, the passive IoT device 200B may comprise a
device or other physical object that does not have such an I/0
interface 214. For example, certain IoT devices may have
appropriate scanner or reader mechanisms that can detect
shapes, sizes, colors, and/or other observable features asso-
ciated with the passive Io'T device 200B to 1dentily the passive
Io'T device 200B. In this manner, any suitable physical object
may commumnicate 1ts identity and attributes and be observed,

monitored, controlled, or otherwise managed within a con-
trolled Io'T network.

FIG. 3 illustrates a communication device 300 that
includes logic configured to perform functionality. The com-
munication device 300 can correspond to any of the above-
noted communication devices, icluding but not limited to
IoT devices 110-120, IoT device 200A, any components
coupled to the Internet 175 (e.g., the IoT server 170), and so
on. Thus, communication device 300 can correspond to any
clectronic device that 1s configured to communicate with (or
facilitate communication with) one or more other entities
over the wireless communications systems 100A-B of FIGS.
1A-B.

Referring to FIG. 3, the communication device 300
includes logic configured to recerve and/or transmit informa-
tion 305. In an example, 1f the communication device 300
corresponds to a wireless communications device (e.g., IoT
device 200A and/or passive Io'T device 200B), the logic con-
figured to recetve and/or transmit information 305 can
include a wireless communications interface (e.g., Bluetooth,
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Wi-Fi1, Wi-F1 Direct, Long-Term Evolution (LTE) Direct,
etc.) such as a wireless transcerver and associated hardware
(c.g., an RF antenna, a MODEM, a modulator and/or
demodulator, etc.). In another example, the logic configured
to recerve and/or transmit information 305 can correspond to
a wired communications interface (e.g., a serial connection, a
USB or Firewire connection, an Ethernet connection through
which the Internet 175 can be accessed, etc.). Thus, 1f the
communication device 300 corresponds to some type of net-
work-based server (e.g., the application 170), the logic con-
figured to recerve and/or transmit information 305 can corre-
spond to an Ethernet card, in an example, that connects the
network-based server to other communication entities via an
Ethernet protocol. In a further example, the logic configured
to recerve and/or transmit information 305 can include sen-
sory or measurement hardware by which the communication
device 300 can monzitor 1ts local environment (e.g., an accel-
crometer, a temperature sensor, a light sensor, an antenna for
monitoring local RF signals, etc.). The logic configured to
receive and/or transmit information 305 can also include soft-
ware that, when executed, permits the associated hardware of
the logic configured to receive and/or transmit information
305 to perform its reception and/or transmission function(s).
However, the logic configured to recetve and/or transmit
information 305 does not correspond to soitware alone, and
the logic configured to receive and/or transmit information
305 relies at least 1n part upon hardware to achieve 1ts func-
tionality.

Referring to FI1G. 3, the communication device 300 further
includes logic configured to process information 310. In an
example, the logic configured to process information 310 can
include at least a processor. Example implementations of the
type of processing that can be performed by the logic config-
ured to process information 310 mncludes but 1s not limited to
performing determinations, establishing connections, mak-
ing selections between different information options, per-
forming evaluations related to data, interacting with sensors
coupled to the communication device 300 to perform mea-
surement operations, converting information from one format
to another (e.g., between different protocols such as .wmv to
.avi, etc.), and so on. For example, the processor included in
the logic configured to process mnformation 310 can corre-
spond to a general purpose processor, a DSP, an ASIC, a field
programmable gate array (FPGA) or other programmable
logic device, discrete gate or transistor logic, discrete hard-
ware components, or any combination thereof designed to
perform the functions described herein. A general purpose
processor may be a microprocessor, but in the alternative, the
processor may be any conventional processor, controller,
microcontroller, or state machine. A processor may also be
implemented as a combination of computing devices (e.g., a
combination of a DSP and a microprocessor, a plurality of
MICroprocessors, one Or more miCroprocessors 1 conjunc-
tion with a DSP core, or any other such configuration). The
logic configured to process information 310 can also include
software that, when executed, permits the associated hard-
ware of the logic configured to process mformation 310 to
perform 1ts processing function(s). However, the logic con-
figured to process mformation 310 does not correspond to
soltware alone, and the logic configured to process informa-
tion 310 relies at least in part upon hardware to achieve its
functionality.

Referring to FIG. 3, the commumnication device 300 further
includes logic configured to store information 3135. In an
example, the logic configured to store information 315 can
include at least a non-transitory memory and associated hard-
ware (e.g., a memory controller, etc.). For example, the non-
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transitory memory included in the logic configured to store
information 315 can correspond to RAM, flash memory,
ROM, erasable programmable ROM (EPROM), EEPROM,
registers, hard disk, a removable disk, a CD-ROM, or any
other form of storage medium known 1n the art. The logic
configured to store information 313 can also include software
that, when executed, permits the associated hardware of the
logic configured to store information 315 to perform its stor-
age function(s). However, the logic configured to store infor-
mation 3135 does not correspond to soitware alone, and the
logic configured to store information 313 relies at least in part
upon hardware to achieve 1ts functionality.

Reterring to FIG. 3, the communication device 300 turther
optionally includes logic configured to present information
320. In an example, the logic configured to present informa-
tion 320 can include at least an output device and associated
hardware. For example, the output device can include a video
output device (e.g., a display screen, a port that can carry
video mformation such as USB, HDMI, etc.), an audio output
device (e.g., speakers, a port that can carry audio information
such as a microphone jack, USB, HDMI, etc.), a vibration
device and/or any other device by which information can be
formatted for output or actually outputted by a user or opera-
tor of the commumication device 300. For example, if the
communication device 300 corresponds to the IoT device
200A as shown i FIG. 2A and/or the passive IoT device
200B as shown i FIG. 2B, the logic configured to present
information 320 can include the display 226. In a further
example, the logic configured to present information 320 can
be omitted for certain communication devices, such as net-
work communication devices that do not have a local user
(e.g., network switches or routers, remote servers, etc.). The
logic configured to present information 320 can also include
soltware that, when executed, permits the associated hard-
ware of the logic configured to present information 320 to
perform 1ts presentation function(s). However, the logic con-
figured to present information 320 does not correspond to
software alone, and the logic configured to present informa-
tion 320 relies at least in part upon hardware to achieve its
functionality.

Reterring to FIG. 3, the communication device 300 turther
optionally includes logic configured to receive local user
input 325. In an example, the logic configured to receive local
user mput 325 can include at least a user input device and
associated hardware. For example, the user iput device can
include buttons, a touchscreen display, a keyboard, a camera,
an audio mput device (e.g., a microphone or a port that can
carry audio mnformation such as a microphone jack, etc.),
and/or any other device by which information can be recerved
from a user or operator of the communication device 300. For
example, 11 the communication device 300 corresponds to the
Io'T device 200A as shown 1in FIG. 2A and/or the passive IoT
device 2008 as shown in FIG. 2B, the logic configured to
receive local user input 325 can include the buttons 222,
224 A, and 224B, the display 226 (if a touchscreen), etc. In a
further example, the logic configured to receive local user
input 325 can be omitted for certain communication devices,
such as network communication devices that do not have a
local user (e.g., network switches or routers, remote servers,
etc.). The logic configured to recerve local user input 325 can
also include software that, when executed, permits the asso-
ciated hardware of the logic configured to receive local user
input 325 to perform 1ts input reception function(s). However,
the logic configured to receive local user input 3235 does not
correspond to software alone, and the logic configured to
receive local user input 325 relies at least 1n part upon hard-
ware to achieve its functionality.
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Referring to FIG. 3, while the configured logics of 305
through 325 are shown as separate or distinct blocks 1n FIG.

3, it will be appreciated that the hardware and/or soitware by
which the respective configured logic performs 1ts function-
ality can overlap in part. For example, any software used to 5
facilitate the functionality of the configured logics of 3035
through 325 can be stored 1n the non-transitory memory asso-
ciated with the logic configured to store information 315,
such that the configured logics of 305 through 3235 each
performs their functionality (1.e., in this case, software execu- 10
tion) based in part upon the operation of software stored by
the logic configured to store information 315. Likewise, hard-
ware that 1s directly associated with one of the configured
logics can be borrowed or used by other configured logics
from time to time. For example, the processor of the logic 15
configured to process information 310 can format data into an
appropriate format before being transmitted by the logic con-
figured to recerve and/or transmit information 305, such that
the logic configured to receive and/or transmit information
305 performs 1ts functionality (1.e., 1n this case, transmission 20
of data) based 1n part upon the operation of hardware (1.¢., the
processor) associated with the logic configured to process
information 310.

Generally, unless stated otherwise explicitly, the phrase
“logic configured to” as used throughout this disclosure 1s 25
intended to mmvoke an aspect that 1s at least partially imple-
mented with hardware, and 1s not intended to map to soft-
ware-only implementations that are independent of hard-
ware. Also, 1t will be appreciated that the configured logic or
“logic configured to” in the various blocks are not limited to 30
specific logic gates or elements, but generally refer to the
ability to perform the functionality described herein (either
via hardware or a combination of hardware and software).
Thus, the configured logics or “logic configured to” as 1llus-
trated 1n the various blocks are not necessarily implemented 35
as logic gates or logic elements despite sharing the word
“logic.” Other interactions or cooperation between the logic
in the various blocks will become clear to one of ordinary skill
in the art from a review of the aspects described below in more
detaul. 40

The various embodiments may be implemented on any of
a variety ol commercially available server devices, such as
server 400 1llustrated 1n FIG. 4. In an example, the server 400
may correspond to one example configuration of the IoT
server 170 described above. In FIG. 4, the server 400 includes 45
a processor 400 coupled to volatile memory 402 and a large
capacity nonvolatile memory, such as a disk drive 403. The
server 400 may also include a floppy disc drive, compact disc
(CD) or DVD disc drive 406 coupled to the processor 401.
The server 400 may also include network access ports 404 50
coupled to the processor 401 for establishing data connec-
tions with anetwork 407, such as alocal area network coupled
to other broadcast system computers and servers or to the
Internet. In context with FIG. 3, it will be appreciated that the
server 400 of FIG. 4 illustrates one example implementation 55
of the communication device 300, whereby the logic config-
ured to transmit and/or receive information 305 corresponds
to the network access points 404 used by the server 400 to
communicate with the network 407, the logic configured to
process information 310 corresponds to the processor 401, 60
and the logic configuration to store information 3135 corre-
sponds to any combination of the volatile memory 402, the
disk drive 403 and/or the disc drive 406. The optional logic
configured to present information 320 and the optional logic
configured to recerve local user mput 325 are not shown 65
explicitly in FIG. 4 and may or may not be included therein.
Thus, FIG. 4 helps to demonstrate that the communication
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device 300 may be implemented as a server, 1n addition to an
Io'T device implementation as 1n FIG. 2A.

FIG. 5 1llustrates an example of an Io'T environment 500 1n
accordance with an embodiment of the invention. In FIG. 5,
the IoT environment 500 1s an office space with a conference
room 5035, a plurality of offices 510 through 535 and a kitchen
540. Within the office space, IoT device 1 (e.g., a video
projector) and IoT device 2 (e.g., a handset device such as a
cell phone or tablet computer) are positioned the conference
room 505, and IoT device 3 (e.g., a handset device such as a
cell phone or tablet computer) 1s positioned 1n office 510.
Also, IoT device 4 (e.g., a thermostat), IoT device 5 (e.g., a
blender), IoT device 6 (e.g., a refrigerator) and IoT device 7
(e.g., a handset device such as a cell phone or tablet computer
being operated by an employee on his/her lunch break) are
positioned in the kitchen 540. As will be appreciated, while
the IoT environment 500 of FIG. 5 1s directed to an office,
many other configurations of IoT environments are also pos-
sible (e.g., residential homes, retail stores, vehicles, stadiums,
etc.).

IoT devices are characterized herein as corresponding to
either “producer” IoT devices (e.g., IoT devices that produce
data for dissemination to other Io'T devices) or “consumer”
IoT devices (e.g., Io'T devices that receive data from a pro-
ducer Io'T device). Examples of producer Io'T devices include
toasters, ovens, washers, dryers, microwaves, etc., and
examples of consumer IoT devices include smart phones,
tablet computers, televisions, etc. Certain IoT devices can be
producer IoT devices 1n some contexts and consumer IoT
devices 1n other contacts. For example, a television may be a
consumer IoT device when the television recetves a notifica-
tion for presentation thereon (e.g., while watching TV, the TV
briefly flashes a “washer has completed wash cycle” notifi-
cation), and the television may be a producer IoT device when
the television has a notification to report to other Io'T devices
(e.g., that a particular television program has completed its
recording, a score update for a television program being
viewed, etc.). Consumer IoT devices are configured with a
widget that interprets the data received from producer IoT
devices for output via a control panel 1n a display of the
consumer IoT devices. The control panel intertace can permat
a user of the consumer IoT devices to perform certain actions,
such as dismissing a notification from view (e.g., a “washer
has completed wash cycle” notification can appear in the
control panel which 1s dismissed or canceled by the user), or
implementing a control function on a remote producer IoT
device (e.g., a “washer has completed wash cycle” notifica-
tion can appear 1n the control panel which causes the user to
request the washer to transition to a low-heat tumble mode to
reduce wrinkles).

In an IoT environment, advertising and discovery of appli-
cation-layer services can be implemented using application-
initiated multicast/broadcast advertisement messages, as
shown 1n FIG. 6. FIG. 6 1llustrates a conventional process for
advertising services in an IoT environment such as the IoT
environment 500 of FIG. §.

Reterring to FIG. 6, assume that a producer IoT device 1s
provisioned with Apps 1, 2 and 3, with Appl supporting
services 1A and 1B, application 2 supporting service 2 and
application 3 supporting service 3. Appl generates and trans-
mits a multicast or broadcast message throughout a local IoT
environment (e.g., via Bluetooth, WikF1, LTE, etc.) including
consumer loT devices 1 ... N that advertises service 1A, 600,
and Appl also generates and transmits a multicast or broad-
cast message throughout the local IoT environment that
advertises service 1B, 605. Similarly, App2 generates and
transmits a multicast or broadcast message throughout the
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local IoT environment that advertises service 2, 610, and
App3 generates and transmits a multicast or broadcast mes-
sage throughout the local IoT environment that advertises
service 3, 615. The advertisement messages of 600 through
615 each include information such as a service number or 1D,
connection mformation for responding to the service adver-
tisements, and so on.

Later, assume App2 has data available for transmission
(e.g., anotification that a washer 1s done with a wash cycle, a
notification that a microwave or oven timer has expired, that
a water heater 1s leaking, etc.). Accordingly, App2 generates
and transmits a multicast or broadcast message throughout
the local IoT environment that indicates data 1s available for
service 2, 620. Consumer IoT device 1 1s interested 1n service
2 and requests the data from App2, 625, and App2 transmits
the data via unicast to consumer loT device 1, 630. Later, one
or more of consumer IoT devices 2 . . . N use connection data
contained 1n the advertisement for service 1B from 605 to
initiate a session for service 1B with Appl on the producer
[oT device, 635.

As will be appreciated, the approach described 1n FIG. 6
requires each application to independently generate an adver-
tisement message for advertising its respective service in the
IoT environment, and each advertisement message 1s broad-
cast to all connected devices 1n the IoT environment (e.g., via
Bluetooth, WiF1, LTE, etc.). This can generate a high amount
of multicast traffic 1n the IoT environment. Also, because
multicast and broadcast protocols typically do not require
teedback (e.g., ACKs or NACKSs), each of the service adver-
tisements of 600 through 615 have relatively low reliability
and for this reason are retransmitted at a relatively high fre-
quency, which creates more traific.

FI1G. 7 1llustrates software module architecture for a set of
IoT devices 1n accordance with an embodiment of the inven-
tion. Referring to FIG. 7, a producer IoT device 700 1s pro-
visioned with producer applications 1. .. N, 705 (e.g., where
N 1s greater than or equal to 1), a producer management
application 710 and a device OS 715. A consumer IoT device
720 1s provisioned with consumer applications 1 ... N, 725
(e.g., where N 1s greater than or equal to 1), a consumer
management application 730 and a device OS 735. Commu-
nication between the producer IoT device 700 and the con-
sumer IoT device 720 1s mediated via an IoT bus/transport
740, which can correspond to a Bluetooth connection, a WiF1
connection, an ['TE connection, etc. As will be described
below, the respective management applications can 1mple-
ment a communication protocol such that a variety of appli-
cation-layer services can be advertised without the need for
cach service to independently perform 1ts own advertisement
function. Further, 1t will be appreciated that the IoT bus/
transport 740 not only connects producer IoT devices with
consumer IoT devices, but can also be used for producer-to-
producer communication as well as consumer-to-consumer
communication within the IoT environment. Further, as used
herein, “N”” 1s not intended to be a constant value, such that N
can be different in different context (e.g., the number of
producer applications 1 . . . N does not need to be equal to the
number of consumer applications 1 . .. N).

FIG. 8 illustrates a service advertisement procedure in
accordance with an embodiment of the invention. Referring
to FIG. 8, at the producer IoT device, Appl registers/an-
nounces services 1A and 1B with the producer management
application via a service announcement signal, 800, and App2
registers/announces service 2 with the producer management
application via a service announcement signal, 805. As used
herein, service registration at the producer IoT device
includes assigning a umique identifier to the application. Fur-
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ther, at the consumer IoT devices, one or more of Apps 1 . ..
N perform a registration function with their respective con-
sumer management applications, 810 and 815. The registra-
tion function of 810 triggers the consumer management
application at consumer IoT device 1 to monitor the IoT
bus/transport 740 for system signaling service advertise-
ments, and the registration function of 815 similarly triggers
the consumer management applications at consumer IoT
devices 2 . . . N to monitor the IoT bus/transport 740 for
system signaling service advertisements, 825.

The producer management application provides a system
signaling service, which can be used by applications to adver-
tise app layer services. More specifically, the system signal-
ing service enables applications to send system signals adver-
tising app layer services. In particular, the system signaling
service sends out a multicast/broadcast advertisement 1ndi-
cating availability of new/updated app layer signals. Producer
applications advertise their services by sending service
announcements as system signals using system signaling ser-
viCe.

At 830, the producer management application transmits a
system signaling service advertisement within the IoT envi-
ronment that 1s configured to advertise that one or more app
layer signals are currently available at the producer IoT
device (1.e., service announcement signals for services, 1A,
1B and 2). The system signaling service advertisement
includes connectivity information by which any of the con-
sumer IoT devices 1 ... N can connect back to the producer
IoT device. In an example, the system signaling service
advertisement message 1s kept relatively small to reduce the
amount of multicast or broadcast overhead 1n the IoT envi-
ronment by omitting any service-specific 1nformation.
Instead, the system signaling service advertisement message
includes a version number that changes each time the app
layer signals information changes (e.g., when service
announcement signals are added, updated, or removed at the
producer IoT device, the version 1s modified), and any con-
sumer IoT device that determines 1tself to be interested 1n
obtaining the service-specific information can fetch this data
from the producer Io'T device for separate delivery via uni-
cast. Thereby, consumer IoT devices can 1gnore system sig-
naling service advertisement messages with redundant ver-
sion numbers, while consumer IoT devices can request that
the producer IoT device provide an app layer service
announcement message (which includes the service-specific
information) 1f the version number does not equal a current
version number for system signaling service advertisement
messages from the producer IoT device.

Further, the system signaling service advertisement 830 1s
an advertisement for one or more system signals. Each suc-
cessive system signal of the given type functions to overwrite
any previous system signal of the given type from the same
app. As an example, a system signal for an IoT notification
class from an app can correspond to an “urgent” or “‘emer-
gency’ system signal (e.g., high priority, such as “house 1s on
fire!”), a “warning” system signal (e.g., intermediate priority,
such as “humidity 1n house 1s currently above threshold” or
“hot water heater 1s leaking”) or an “information” system
signal (e.g., low priority, such as “dishwasher 1s nearly done
with 1ts cycle”). In another example, an updated service
announcement signal from an app overwrites the previous
service announcement signal from the same app at the man-
agement application. Each consumer Io'T device need only
retain the version number of a previous system signaling
service advertisement message to compare against the ver-
sion number of later system advertisement messages.
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Further, each system signal 1s associated with a time to live
(T'TL) whereby the sender (in this case, the producer IoT
device) will continually retransmit the system signal until (1)
the TTL expires, or (11) anewer system signal of the same type
becomes available. After expiration of a system signal, the
system signal will no longer be transmitted even 11 requested.
For example, a coffeemaker completing a pot of colfee may
try to ping consumer IoT devices that the colfee 1s ready for
10 minutes (e.g., TTL=10 minutes), after which the cotlee-
maker will no longer try to broadcast this information and waill
not provide a “cofiee complete” notification even 1f a con-
sumer IoT device provides a delayed status inquiry to the
colfeemaker. System signals will become more fully under-
stood from a review of the embodiments described below.

Turning back to FIG. 8, consumer IoT devices 1 ... N each
receive the system signaling service advertisement. As
shown, consumer IoT device 1 requests additional service
information over unicast, 835 (e.g., based on a version num-
ber of the system signaling service advertisement from 830
being different than a current version number maintained at
consumer IoT device 1), and consumer Io'T devices 2 ... N do
not request additional service information (e.g., based on a
version number of the system signaling service advertisement
from 830 being the same as a current version number main-
tained at consumer IoT devices 2 . . . N). The consumer IoT
device 1 uses the connectivity mformation received in the
system signaling service advertisement to connect with the
producer Io'T device over unicast. The producer IoT device
provides the service announcement signals for services 1A,
1B and 2 via unicast to consumer IoT device 1 in response to
the request from 835, 845. In an example, the service
announcement being transmitted via unicast to consumer IoT
device 1 at 845 permits the service announcement to be larger
(e.g., multicast messages in IoT environments typically have
s1ize constraints) and to be transmitted with less network
overhead than multicast or broadcast messaging. In a further
example, the service announcement 1s a unicast signal
directed to a port number and IP address of consumer IoT
device 1. As shown, consumer IoT device 1 delivers the
service announcement to its registered Apps, 850. The service
announcement includes details about the advertised services
by the app including service port and app unique identifier.
The service port and app unique 1dentifier can be used to
initiate a session with any of services 1A, 1B and 2 with the
producer IoT device. Accordingly, one of the registered Apps
requests that the consumer management application establish
a session with service 1A, 855, after which the session 1s
established with service 1A, 860.

Referring to FIG. 8, atthe producer IoT device, App3 sends
a service announcement signal for service 3 with the producer
management application, 865. The new service announce-
ment signal for service 3 prompts the producer management
application to transmit an updated system signaling service
advertisement within the IoT environment that 1s configured
to advertise one or more app layer signals are currently avail-
able at the producer IoT device (1.e., service announcement
signals for services, 1A, 1B, 2 and 3). Stmilar to 845, the
system signaling service advertisement of 870 1s sent over
multicast/broadcast and does not actually include any ser-
vice-speciiic information. Also, the system signaling service
advertisement of 870 includes a different version number
than the system signaling service advertisement ol 830 to
prompt consumer IoT devices to fetch a separate (and large)
service announcement over unicast.

Turning back to FI1G. 8, consumer Io'T devices 1. .. N each
receive the system signaling service advertisement, and con-
sumer IoT devices 1 ... N each request additional service
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information over unicast based on connectivity mnformation
received 1n the system signaling service advertisement, 875
and 880 (c.g., based on a version number of the system
signaling service advertisement from 870 being different than
a current version number maintained at consumer IoT devices
1 ... N). The producer IoT device provides the service
announcement for services 1A, 1B 2, and 3 to consumer IoT
devices 1 ... N via separate unicast transmissions 11 response
to the requests from 875 and 880, 885. In an example, unlike
the system signaling service advertisement of 870, the service
announcement 1s sent as separate unicast signals to consumer
IoT devices 1... N (e.g., so the service announcement can be
larger 1n si1ze as compared to the multicast system signaling
service advertisement). Consumer IoT devices 1 ... N each
deliver the service announcement to their respective regis-
tered Apps, 890 and 895.

FIG. 9 1llustrates a more detailed implementation example
of a portion of the process of FIG. 8 1n accordance with an
embodiment of the mvention. Referring to FIG. 9, a given
producer application registers with the producer management
application by sending a Connect message, 900, and receiv-
ing an assignment of a first unique identifier, 903 (e.g., as
described with reference to block 800 1n FIG. 8). A consumer
application at a consumer IoT device also registers with a
transmission at 945 by sending a Connect message, 906, and
receiving an assignment of a second unique identifier, 909
(c.g., stmilar to 810 or 815 of FIG. 8). The consumer appli-
cation requests that the consumer management application
monitor for system signals, 912, and the consumer manage-
ment application begins a discovery procedure for the system
signaling service by monitoring the IoT bus/transport 740 for
a system signaling service advertisement, 9135 (e.g., similar to
820 and 825 of FIG. 8).

The producer application generates a service announce-
ment that includes information pertaining to the producer
app’s supported services, 918, and the producer application
also generates a system signal from the announcement mes-
sage, 921. The producer application provides the system si1g-
nal for the service announcement to the producer manage-
ment application, 924 (e.g., similar to 800 and 805 of FIG. 8),
and the producer management application stores the service
announcement system signal, 927. The producer manage-
ment application increments a version number for the system
signaling service advertisement and then begins to periodi-
cally transmit the system signaling service announcement
with the updated version number throughout the IoT environ-
ment, 930 (e.g., similar to 830 of FIG. 8). The consumer IoT
device detects the system signaling service advertisement,
933, and determines that the version number 1s updated, 936.
The consumer IoT device recerves a globally unique identifier
(GUID) of the producer management application as part of
the system signaling service advertisement of 933. The ver-
sion number update detection at 936 prompts the consumer
Io'T device to establish a connection with the producer IoT
device using connection information contained in the system
signaling service advertisement, 939. Once connected, the
consumer IoT device requests any available system signals,
942 (e.g., stmilar to 835, 875 or 880 of FIG. 8), and the
producer IoT device transmits the stored system signal (1.e.,
the service announcement signals) via unicast to the con-
sumer o1 device, 945 (e.g., similar to 845 or 885 of FIG. 8).
The announcement signal includes the unique identifier
assigned to the producer app (e.g. assigned at 903). In an
example, unlike the system signaling service advertisement
of 930, the service announcements sent at 945 are unicast
signals directed to the management app of the consumer IoT
device (e.g., so the service announcement can be larger 1n size
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as compared to the multicast system signaling service adver-
tisement due to multicast size constraints that are typical in
IoT environments).

Once the consumer management application obtains the
system signals, the consumer management application
updates a mapping table to include: a globally unique 1denti-
fier (GUID) of the given producer management application;
the most recent system signal version number recerved from
the given producer management app; connectivity informa-
tion (e.g., IP and port number) for connecting with the given
producer management app; and unique 1dentifiers assigned to
producer apps advertising services via the given producer
management app, 951. As shown, the consumer management
application delivers the service announcement to the con-
sumer application, 954. At some later point in time, the con-
sumer application 1mitiates a session with one of the adver-
tised services by specilying a service port and unique
identifier for the app, 957, and thereby delivers a session
initiation request to the consumer management application,
960. The consumer management application looks up the
connectivity information for the target service from its map-
ping table based on the unique 1dentifier for the app, 963, and
uses the connection mformation to establish a session with
the specified service at the producer app via the producer
management app, 966.

In a further embodiment, the procedure described with
reference to FIG. 9 for system signaling may also be used for
delivering notification messages generated by producer and/
or consumer applications as system signals.

In yet a further embodiment, one or more producer IoT

devices deployed 1n the IoT environment could be CPU,
memory and/or battery limited. These limited producer IoT
devices will most likely not be up and running all the time.
Rather, these limited producer IoT devices may wake up
periodically, perform certain functions and go back to sleep.
Such devices are referred to heremn as ““thin client (1TC)”
producer 10T devices.
In an embodiment, a TC producer IoT device only has a
lightweight TC application running on the device, and the TC
producer IoT device accesses the IoT bus/transport 740 via
another producer IoT device. So, a TC producer IoT device
can essentially offload IoT bus functionality to another IoT
device.

At start-up, the TC application discovers and connects to
the IoT bus/transport 740 via another IoT device. From that
point onwards, the TC application uses that connection to the
IoT bus/transport 740 for accomplishing IoT functionality
including service advertisement/discovery, session establish-
ment with remote service, signal delivery, etc. If the TC
application 1s not able to connect to a previously discovered
IoT bus, 1t attempts to discover another IoT bus for setting up
the connection. The TC application can use the same set of
over-the-wire protocols as a standard non-TC (or standard)
application. This ensures compatibility between thin client
and standard IoT devices. Essentially, a remote application
communicating with the TC application will not know that 1t
1s talking to a performance-constrained TC application.

In a further embodiment, a TC producer IoT device can
generate an announcement message and send 1t to the con-
nected IoT bus interface for transmaission throughout the IoT
environment via system signal. The TC producer IoT device
can then go back to sleep. The announcement message will
then be delivered over system signal by the IoT bus interface
at the other IoT device while the TC producer IoT device 1s
asleep. This announcement message will contain connection
information for that IoT bus interface, and the IoT bus inter-
face can 1n turn add additional mnformation 1n the announce-
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ment message to indicate connectivity information back to
the original producer app on the TC producer IoT device.
Thus, the IoT bus interface on the other “standard” IoT device
acts as a proxy IoT bus for the TC producer IoT device.

FIG. 10 illustrates an example of TC IoT architecture in
accordance with an embodiment of the invention. As
described above, the TC producer IoT device can send service
announcement signals to a connected management app on a
standard or non-TC IoT device via connection 1000, and the
standard IoT device can 1n turn have 1ts management appli-
cation advertise and deliver service announcements on behalf
of the TC app (e.g., similar to steps 924 to 945), 1005 and
1010. Consumer IoT devices 1 and 2 receive the service
announcement for services hosted by the TC app from the
standard IoT device. Any requests to instantiate a service
session with the TC app 1s done via the management app
connected to the TC. In FIG. 10, consumer IoT device 2
attempts to establish a session with TC App service, and the
session gets established via the management app at the stan-
dard non-TC IoT device, 1015 and 1020. Accordingly, 1t will
be appreciated that all of the embodiments described 1n this
Specification can be implemented whereby the producer IoT
device 1s etther a standard producer IoT device or a TC pro-
ducer IoT device.

Those skilled in the art will appreciate that information and
signals may be represented using any of a variety of different
technologies and techniques. For example, data, instructions,
commands, information, signals, bits, symbols, and chips that
may be referenced throughout the above description may be
represented by voltages, currents, electromagnetic waves,
magnetic fields or particles, optical fields or particles, or any
combination thereof.

Further, those skilled in the art will appreciate that the
various 1illustrative logical blocks, modules, circuits, and
algorithm steps described 1n connection with the aspects dis-
closed herein may be implemented as electronic hardware,
computer soitware, or combinations of both. To clearly 1llus-
trate this interchangeability of hardware and software, vari-
ous 1llustrative components, blocks, modules, circuits, and
steps have been described above generally 1n terms of their
functionality. Whether such functionality 1s implemented as
hardware or software depends upon the particular application
and design constraints imposed on the overall system. Skilled
artisans may 1mplement the described functionality i vary-
ing ways for each particular application, but such implemen-
tation decisions should not be mterpreted to depart from the
scope of the present disclosure.

The various 1illustrative logical blocks, modules, and cir-
cuits described in connection with the aspects disclosed
herein may be implemented or performed with a general
purpose processor, a digital signal processor (DSP), an appli-
cation specific mtegrated circuit (ASIC), a field program-
mable gate array (FPGA) or other programmable logic
device, discrete gate or transistor logic, discrete hardware
components, or any combination thereof designed to perform
the functions described herein. A general purpose processor
may be a microprocessor, but 1n the alternative, the processor
may be any conventional processor, controller, microcontrol-
ler, or state machine. A processor may also be implemented as
a combination of computing devices (e.g., a combination of a
DSP and a microprocessor, a plurality of microprocessors,
One Or more microprocessors in conjunction with a DSP core,
or any other such configuration).

The methods, sequences and/or algorithms described 1n
connection with the aspects disclosed herein may be embod-
ied directly 1n hardware, 1n a software module executed by a
processor, or in a combination of the two. A software module
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may reside im RAM, flash memory, ROM, EPROM,.,
EEPROM, registers, hard disk, a removable disk, a CD-ROM,
or any other form of storage medium known in the art. A
storage medium 1s coupled to the processor such that the
processor can read information from, and write information
to, the storage medium. In the alternative, the storage medium
may be integral to the processor. The processor and the stor-
age medium may reside m an ASIC. The ASIC may reside 1n
an Io'T device. In the alternative, the processor and the storage
medium may reside as discrete components 1n a user terminal.

In one or more aspects, the functions described may be
implemented 1n hardware, software, firmware, or any combi-
nation thereof. If implemented 1n software, the functions may
be stored on or transmitted over as one or more instructions or
code on a computer-readable medium. Computer-readable
media includes both computer storage media and communi-
cation media including any medium that facilitates transter of
a computer program from one place to another. A storage
media may be any available media that can be accessed by a
computer. By way of example, and not limitation, such com-
puter-readable media can comprise RAM, ROM, EEPROM,
CD-ROM or other optical disk storage, magnetic disk storage
or other magnetic storage devices, or any other medium that
can be used to carry or store desired program code in the form
of mstructions or data structures and that can be accessed by
a computer. Also, any connection 1s properly termed a com-
puter-readable medium. For example, 11 the software 1s trans-
mitted from a website, server, or other remote source using a
coaxial cable, fiber optic cable, twisted pair, DSL, or wireless
technologies such as inirared, radio, and microwave, then the
coaxial cable, fiber optic cable, twisted pair, DSL, or wireless
technologies such as infrared, radio, and microwave are
included 1n the definition of medium. Disk and disc, as used
herein, includes CD, laser disc, optical disc, DVD, tloppy disk
and Blu-ray disc where disks usually reproduce data magneti-
cally and/or optically with lasers. Combinations of the above
should also be included within the scope of computer-read-
able media.

While the foregoing disclosure shows illustrative aspects
of the disclosure, i1t should be noted that various changes and
modifications could be made herein without departing from
the scope of the disclosure as defined by the appended claims.
The functions, steps and/or actions of the method claims 1n
accordance with the aspects of the disclosure described
herein need not be performed 1n any particular order. Further-
more, although elements of the disclosure may be described
or claimed 1n the singular, the plural 1s contemplated unless
limitation to the singular 1s explicitly stated.

What 1s claimed 1s:

1. A method of operating Internet of Things (IoT) devices
deployed 1n a local IoT environment, comprising:

announcing, as a service announcement system signal to a

producer management application at a producer IoT
device, a set of services configured for execution on the
producer IoT device, the producer management applica-
tion providing a system signaling service through which
one or more applications on the producer IoT device
advertise application-layer services;

wherein the service announcement system signal includes:

a session port number for a service corresponding to the
system signaling service advertisement; and

a unique 1dentifier assigned to the producer application
generating the system signaling service advertise-
ment;

broadcasting, from the producer management application

of the producer IoT device, a system signaling service
advertisement to notily one or more consumer IoT
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devices 1n the local IoT environment that the service
announcement system signal 1s available via the pro-
ducer IoT device;

recerving, at the producer Io'T device, in response to the
system signaling service advertisement, at least one
request for fetching the service announcement system
signal from at least one of the one or more consumer IoT
devices; and

unicasting, from the producer management application of
the producer IoT device, 1n response to the at least one
request, the service announcement system signal that
announces the set of services to the at least one consumer

[oT device:
receving, at the consumer IoT device, the at least one
service announcement system signal that announces the
set of services available at the producer Io'T device;
storing, at the consumer IoT device, connection informa-
tion 1n a mapping table; and
establishing, from the consumer IoT device, a session with
an announced service 1n the service announcement sys-
tem signal using the connection mnformation.

2. The method of claim 1, including assigning a unique
identifier for each app announcing services to the producer
management application.

3. The method of claim 1, wherein the system signaling
service advertisement includes:

sending a version number with the system signaling ser-

vice advertisement; and

changing the version number each time service announce-

ment system signals are added, updated or removed with
the producer management application.

4. The method of claim 3, including;:

receving the system signaling service advertisement at a

consumer loT device;

determining, at the consumer IoT device, that the version

number of the system signaling service advertisement 1s
different than a version number of a previously recerved
system signaling service advertisement;

transmitting, from the consumer IoT device to the producer

IoT device, 1n response to the version number being
different, the at least one request for fetching the service
announcement system signal from the producer IoT
device.

5. The method of claim 4, wherein the connection infor-
mation 1ncludes:

a globally unique 1dentifier (GUID) of the producer man-

agement application;

a most recent system signal version number received from

the producer management application;

connectivity information for connecting with the producer

management application; and

unique 1dentifiers assigned to producer apps advertising

services via the producer management application.
6. The method of claim 5, wherein establishing a session
includes:
determining a unique identifier of a producer app announc-
Ing a service;

determining the connectivity information associated with
the unique 1dentifier of the producer app from the map-
ping table; and

using the connectivity information to establish a session

with the producer app announcing the service.

7. The method of claim 1, wherein the system signaling
service advertisement includes:

a globally unique identifier (GUID) for the producer man-

agement application; and
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connectivity information including an IP address and ser-
vice port for the one or more consumer IoT devices to
connect back with the producer IoT device.

8. The method of claim 1, including;:

assigning a time to live (ITL) value to the service
announcement system signal; and

retransmitting the service announcement system signal
until the TTL value 1s reached, the service announce-
ment system signal 1s removed, or an updated service
announcement system signal 1s made available.
9. An Internet of Things (Io'1) system, comprising;:
a producer IoT device comprising:
a transceiver to communicate with other IoT devices
over a network;
a peer-to-peer platiorm configured to provide a peer-to-
peer connection between the IoT device and the other
[oT devices 1n a local IoT environment;
a management application that 1s configured to:
recerve a service announcement system signal that
announces a set of services configured for execu-
tion on the IoT device;
broadcast, from the IoT device, a system signaling
service advertisement to notily one or more con-
sumer Io'T devices in the local Io'T environment that
the service announcement system signal 1s avail-
able:
send a version number with the system signaling ser-
vice advertisement, and change the version number
cach time service announcement system signals are
added, updated, or removed;
recetve, at the IoT device from at least one of the
consumer IoT devices, 1n response to the system
signaling service advertisement, at least one
request for fetching the service announcement sys-
tem signal;
unicast, from the producer IoT device, 1n response to
the at least one request, the service announcement
system signal that announces the set of services to
the at least one consumer Io1T device; and
a consumer IoT device including a consumer-side manage-
ment application configured to:
receive the system signaling service advertisement from
the producer IoT device;
determine the version number of the system signaling
service advertisement 1s different than a version num-
ber of a previously received system signaling service
advertisement;
transmuit, to the producer IoT device, 1n response to the
version number being different, the at least one
request for fetching the service announcement system
signal; and
receive the at least one service announcement system
signal that announces the set of services available at
the producer IoT device.
10. The IoT system of claim 9, wherein the at least one

service announcement system signal includes a session port
number and IP address to enable the at least one consumer IoT
device to 1nitiate a session with the set of services.

11. The IoT system of claim 9, wherein the management

application 1s configured to:

assign a time to live (T'TL) value to the service announce-
ment system signal; and

retransmit the service announcement system signal until
the TTL wvalue 1s reached, the service announcement
system signal 1s removed, or an updated service
announcement system signal 1s made available.

24

12. A non-transitory, tangible computer readable storage
medium, encoded with processor readable instructions to per-
form a method for operating a consumer Internet of Things
(IoT) device deployed in a local IoT environment, the method

5 comprising;
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announcing, as a service announcement system signal to a
producer management application, at a producer IoT
device, a set of services configured for execution on the
producer Io'T device, the producer management applica-
tion providing a system signaling service through which
one or more applications on the producer IoT device
advertise application-layer services;
wherein the service announcement system signal includes:
a session port number for a service corresponding to the
system signaling service advertisement; and

a unique 1dentifier assigned to the producer application
generating the system signaling service advertise-
ment;

broadcasting, from the producer management application
of the producer IoT device, a system signaling service
advertisement to notily one or more consumer IoT
devices in the local IoT environment that the service
announcement system signal 1s available via the pro-
ducer IoT device:

receving, at the producer IoT device, 1n response to the
system signaling service advertisement, at least one
request for fetching the service announcement system
signal from at least one of the one or more consumer [oT
devices;

unicasting, from the producer management application of
the producer IoT device, 1n response to the at least one
request, the service announcement system signal that
announces the set of services to the at least one consumer
IoT device

receving, at the consumer IoT device, the at least one
service announcement system signal that announces the
set of services available at the producer Io'T device;

storing, at the consumer IoT device, connection informa-
tion 1n a mapping table; and

establishing, from the consumer IoT device, a session with
an announced service 1n the service announcement sys-
tem signal using the connection information.

13. The non-transitory, tangible computer readable storage

medium of claim 12, wherein the method includes:

sending a version number with the system signaling ser-
vice advertisement; and

changing the version number each time service announce-
ment system signals are added, updated or removed with
the producer management application.

14. The non-transitory, tangible computer readable storage

medium of claim 13, wherein the method includes:

receving, the system signaling service advertisement at a
consumer loT device;

determiming, at the consumer IoT device, that the version
number of the system signaling service advertisement 1s
different than a version number of a previously received
system signaling service advertisement;

transmitting, from the consumer IoT device to the producer
IoT device, 1n response to the version number being
different, the at least one request for fetching the service
announcement system signal from the producer IoT
device.

15. The non-transitory, tangible computer readable storage

medium of claim 12, wherein the service announcement sys-

tem signal includes a port number and IP address to enablet.

1C

at least one consumer IoT device to initiate a session with t
set of services.

1C
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16. The non-transitory, tangible computer readable storage
medium of claim 12, wherein the method includes:

assigning a time to live (I'TL) value to service announce-
ment system signal; and

retransmitting the service announcement system signal 3
until the TTL wvalue 1s reached, the service announce-
ment system signal 1s removed, or an updated service
announcement system signal 1s made available.

G x e Gx o
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