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ABSTRACT

An authentication and authorization apparatus combines a
unmique 1dentifier for a commumnications device with pre-
stored voice recognition information. Incoming audio, asso-
ciated with the unique 1dentifier, 1s processed to authenticate
the speaker. In response to successiul authentication, a
requested function or action embedded 1n the audio can be
recognized and, 1f authorized, implemented by a displaced
system.

15 Claims, 3 Drawing Sheets
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When operating a local system, the unique identifier Fruuided by the near field communication (NFC) chip within the smart phone may be used fo

identify the voice of the phone owner so that the foca

recognition algorithm can simply match the voice fo the proper credentials (Fig 2)

In a residential home securtty system a phons thatis NFC enabled arms or disarms 2 security system. In this case the system then prompts for a
voice command which is enacted only-if the NFC and voice are a matched-pair
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SYSTEM AND METHOD OF SPEAKER
RECOGNITION

CROSS-REFERENCE TO RELAT
APPLICATION

T
»

This application 1s a continuation of co-pending U.S. appli-
cation Ser. No. 13/710,128, filed on Dec. 10, 2012, now U.S.

Pat. No. 8,971,854, entitled “System and Method of Speaker

Recognition™, which 1s incorporated herein by reference.
This application also claims the benefit of the filing date of

U.S. Provisional Application Ser. No. 61/661,424 filed Jun.
19, 2012, entitled “Voice Commanded Mobile Security Con-
troller” (the “’424 application™). The 424 application 1s
incorporated herein by reference.

FIELD

The application pertains to systems and methods for pro-
viding secure voice control of wireless communications
devices. More particularly, the application pertains to such
systems and methods which provide authentication of a
speaker using multiple identifying indicia.

BACKGROUND

There 1s increasing use of applications or “apps” in mobile
devices, e.g. tablet computers, smart phones and personal
digital assistant (PDA’s), to control various building and
home automation systems over local area and wide area net-
works. In addition, there are applications that run on these
mobile devices which recognize human speech and perform
some task on the device 1tself or at a central location. In order
to 1mprove the human-machine-interface 1n an automation
system, a speech recognition application running on a mobile
device, which converts speech mto digital form and then to
other communication protocols suitable for transport on a
LAN/WAN, provides a reliable, hands-free, convenient
method of use. The “424 application, incorporated herein by
reference, discloses one such system.

While useful, speech recognition systems can exhibit limi-
tations from a security point of view since speech, not
“voice”, 1s being recognized. Speech recognition 1s much
simpler to perform than individual voice recognition. The
recognition process, however, does not necessarily provide a
desired level of authentication. Speech recognition 1s not
necessarily tied to an individual. Hence, 1t would be useful to
authenticate the user or speaker 1n such systems.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 illustrates a diagram of a system in accordance
herewith;

FIG. 2 illustrates a diagram of another system 1n accor-
dance herewith; and

FI1G. 3 illustrates a diagram of yet another system 1n accor-
dance herewith.

DETAILED DESCRIPTION

While disclosed embodiments can take many different
forms, specific embodiments thereof are shown 1n the draw-
ings and will be described herein in detail with the under-
standing that the present disclosure 1s to be considered as an
exemplification of the principles thereol as well as the best
mode of practicing the same, and 1s not intended to limait the
application or claims to the specific embodiment 1llustrated.
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In one aspect, authentication can be implemented prior to
speech recognition to provide an increased level of security.
In this regard, and to reduce the complexity of voice recog-
nition, 1t 1s preferred to target a particular speaker’s voice
rather than search an extensive database having information
associated with a plurality of speakers to find a particular
voice.

Advantageously, the particular speaker can be associated
with a particular, wireless communication device, for
example, using a unique smart-phone ID, to reduce the com-
plexity of the voice recognition, authentication, process.
Another benefit of linking a particular voice and particular
device 1s that certain specific profiles and activities can be
authorized subsequent to authentication. For example, a mes-
sage from a home-owner’s phone might produce a different
result than a message from a child’s or a nanny’s mobile
phone.

When authenticating a speaker by carrying out a voice
recognition activity via a central remote computing station,
the wireless device 1dentifier, such as the mobile equipment
identifier (MEID), mobile identification number (MIN), or
international mobile equipment identifier (IMEI), provides
additional originating information so that the voice recogni-
tion algorithm can target a specific user. As a result, faster,
more reliable, and more secure processing can be provided.
Additionally authorization can be provided relative to profiles
available to a phone/user.

In one aspect, a previously downloaded application being,
executed on the smart phone digitizes the speech of the 1indi-
vidual and sends the imnformation with the mobile device’s
globally unique identifier to a central computing location.
The unique phone ID can be used to i1dentify a particular
individual. The authentication process, the voice recognition
processing, can use the phone ID as a vector or index into a
voice recognition data base which can provide reliable,
quicker and secure results.

In another aspect, the wireless communications device can
include authentication information for the expected user of
that device. In this embodiment, the authentication, and
authorization, processing can take place locally at the device,
for example, on a smart phone. Then, the requesting message
or command can be transmitted.

The application being executed can include a learning
phase to improve security by storing certain phrases from
certain speakers and storing the voice patterns with the phone
identifier, for example an IMFEI.

In one embodiment, an application executing on a mobile
phone could transmit a command 1n the form of digitized
speech to a displaced computing facility which, after authen-
tication, would then recognize the command or word, for
example, “disarm”, from a certain user. The facility could
then send the necessary digital data over a network to disarm
a specific security system, enable specific lighting scenes,
unlock certain doors, etc. A small business owner might say
“disarm home™ to control her home system, or “arm work” to
address a change 1n her business’ system.

In an embodiment of a local system, a unique 1dentifier
provided by a near field communication (NFC) chip 1n a smart
phone could be used to 1dentily the speaker. Locally stored
authentication software can process the incoming audio from
the speaker. Once the authentication process has been suc-
cessiully concluded, and speech recognition carried out, the
subsequently recognized command or request can be trans-
mitted to a security system, or any other type of system, for
execution.

FIGS. 1-3 1illustrate different embodiments hereof. Other
embodiments come within the spirit and scope hereof.
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FIG. 1 illustrates a combination 10 which can include a
security monitoring system 12. System 12 1s installed so as to
monitor conditions 1n a region R. As those of skill in the art
will understand, potential conditions include sensing intru-
s10n, temperature, smoke, gas or fire all without limitation.
System 12 can include a display and keyboard for local con-
trol as 1llustrated.

An exemplary wireless communications device, such as a
smart phone 14, can include a previously downloaded appli-
cation. The application facilitates authentication and autho-
rization. A user of the phone 14 can verbally speak a com-
mand or request into the phone 14.

The incoming audio message 1s digitized and transmitted,
using the application executing on the phone 14, along with a
phone 1dentifier (ID), via a wireless medium, to a displaced
computing facility 16. The facility 16 could include a pro-
grammable processor, along with executable control sofit-
ware, to recerve and process the digitized voice stream and 1D
from the phone 14. The facility 16 also includes a voice
authentication, recognition, data base 18.

Data base 18 can include voice recognition information for
a plurality of individuals. The recognition imnformation for
cach individual 1s linked to an individual specific 1dentifier
associated with a communications device such as a smart
phone, personal digital assistant, computer, tablet or the like,
without limitation. For example, the identifier of the phone 14
can be stored 1n the data base 18 linked to information as to the
listed operator of the phone 14. The phone 1dentifier can be
used as an index or vector to obtain the pre-stored voice based
authentication information from the data base 18 for the spe-
cific person associated with the device 14.

The facility 16 can then implement an authentication pro-
cess with respect to the received, digitized voice sample from
phone 14. If the voice 1s authenticated, then the facility 16 can
recognize the command or request in the speech stream from
the user.

The function, command, or other request can then be
directed back to system 12 for implementation. For example,
system 12 can be disarmed, specific lighting scenes can be
enabled, doors can be locked or unlocked, or the status of
areas 1n the region 12 or environmental conditions can be
requested by the facility 16 from system 12, all without limi-
tation. Confirmation can be subsequently provided to the
phone 14 by the system 12.

In accordance with a method as illustrated 1n FIG. 1, the
digitized voice stream and phone ID are transmitted via a
WAN, link A, to the facility 16, link B. Some or all of that data
can also be transmitted to system 12, link C.

The incoming digitized audio from the phone 14 1s pro-
cessed, as described above, 1n the facility 16, using the data
base 18. If the voice 1s authenticated and is then authorized,
the resultant directive, function, or request 1s forwarded to the
system 12 for execution via a WAN, link D. Once system 12
has implemented the order, request, or the like, a eenﬁrmatery
message 1s forwarded to the phone 14 and the user via a WAN,
link E.

Advantageously, i the combination 10, security 1s
enhanced and over-all processing time can be reduced since
the facility 16, upon receipt of the data stream from the phone
14, can determine whether the ID of the phone 14 and the
associated data stream match the pre-stored voice of the listed
operator of the phone 14 without having to retrieve and pro-
cess extensive quantities of voice mformation for a large
number of individuals from the data base 18.

FI1G. 2 1llustrates a local combination 10-1 where a security
system 12-1 1s monitoring conditions in aregion R-1. In 10-1,
authentication and authorization can be performed locally 1n
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system 12-1 1n response to a stream of digitized audio from a
smart phone 14-1, or other wireless device. In 10-1, a unique
identifier provided by the near field communication chip
within the smart phone 14-1 can be used to identily the voice
of the authorized user of the phone 14-1. An authentication
process can be executed by system 12-1 to compare the

incoming digitized audio with pre-stored voice associated
with the near field ID associated with the smart phone 14-1.
Where the voice from the phone 14-1 has been authenticated,
it can be recognized and the requested command, or request,
can be implemented at system 12-1.

In accordance with a method as illustrated 1n FIG. 2, the
smart phone 14-1 can be moved or swiped into the field of the
communications controller for the system 12-1, link A. The
system, 1n response, can request a password, as at speaker B.
The user can respond as at microphone C. The system 12-1
can process the voice message from the user, via the phone
14-1. If the incoming digitized audio matches the pre-stored
voice data 1n the system 12-1 that 1s associated with the near
field ID for the phone 14-1, then the requested process, com-
mand, or mnquiry will be implemented via the system 12-1.
System 12-1 can confirm to the phone 14-1 the status of the
implemented process, command, or inquiry.

Advantageously, 1 the combination 10-1, security 1is
enhanced and over-all processing time can be reduced since
the system 12-1, upon receipt of the data stream from the
phone 14-1, can determine whether the ID of the phone 14-1
and the associated data stream match the pre-stored voice of
the listed operator of the phone 14-1 without having to
retrieve and process extensive quantities of voice information
for a large number of individuals which might be stored 1n
system 12-1.

FIG. 3 1llustrates a combination 10-2 which can include a
security monitoring system 12-2. System 12-2 1s installed so
as to monitor conditions 1n a region R-2. System 12-2 can
include a display and keyboard for local control as 1llustrated.

An exemplary wireless communications device, such as a
smart phone 14-2, can include a previously downloaded
application. The application facilitates authentication and
authorization.

A user of the phone 14-2 can verbally speak a command or
request 1nto the phone 14-2. The application executed on the
phone 14-2 carries out an authentication function, relative to
the incoming audio from the user. The received audio, when
authenticated, can also be processed in the phone 14-2 to
recognize which command or request has been spoken.

In one embodiment, where the immcoming audio corre-
sponds to the pre-stored voice of the authorized user, or
owner, the voice stream and mobile phone ID can be trans-
mitted via a WAN, links A, B, to the displaced computing
facility 16-2. Data can also be transmitted from the phone
14-2, via link C, to the system 12-2.

The facility 16-2 can process the digitized incoming audio,
and 11 needed, carry out a speech recognition function. The
request, action, or command can be transmitted from the
facility 16-2, via link D, to system 12-2 for implementation.
When the system 12-2 has carried out the requested function,

N B

results can be returned to the phone 14-2 via link E.

Alternately, the NFC chip of the phone 14-2 can be cnabled
so that the phone 14-2 and the system 12-2 can communicate
directly. The system 12-2 can then implement the order or
request.

Advantageously, 1 the combination 10-2, security 1is
enhanced and over-all processing time can be reduced since
the phone 14-2 can directly determine whether the incoming
audio matches the pre-stored voice of the listed operator of
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the phone 14-2 without having to retrieve and process exten-
stve quantities of voice information for a large number of
individuals.

From the foregoing, it will be observed that numerous
variations and modifications may be effected without depart-
ing from the spirit and scope hereof. It 1s to be understood that
no limitation with respect to the specific apparatus illustrated
herein 1s 1ntended or should be inferred.

It1s, of course, intended to cover by the appended claims all
such modifications as fall within the scope of the claims.
Further, logic flows depicted 1n the figures do not require the
particular order shown, or sequential order, to achieve desir-
able results. Other steps may be provided, or steps may be
climinated, from the described flows, and other components
may be added to, or removed from the described embodi-
ments.

The mvention claimed 1s:

1. A method comprising:

a security system sensing a device identifier for a wireless

communication device;

the security system receiving a digitized stream of incom-

ing audio from the wireless communication device;

the security system requesting and receiving verbal pass-

word audio recerved by a microphone at the security
system;

the security system selecting pre-stored voice related infor-

mation associated with the device 1dentifier;

the security system carrying out an authentication process

by comparing the received verbal password audio to the
selected pre-stored voice related information; and

the security system responding to authenticating the

received verbal password audio by recogmizing the
incoming audio and implementing a function associated
with the recognized incoming audio.

2. Amethod as 1 claim 1 which further comprising sensing,
signals using a near field communications reader.

3. A method as 1n claim 1 wherein the device i1dentifier
comprises one of a smart phone identifier, or a unique 1den-
tifier of the wireless communication device.

4. A method as 1n claim 1 further comprising generating an
output indicating that the verbal password audio has been
authenticated.

5. A method as 1n claim 1 wherein, responsive to the rec-
ognized incoming audio, a command or request 1s transmitted
to a remote location for implementation.

6. A method as 1n claim 1 further comprising providing a
pre-stored database which contains voice recognition infor-
mation for a plurality of individuals.

7. A method as 1n claim 6 further comprising recerving,
exemplary voice information, and identification information,
and storing the exemplary voice mformation and the identi-
fication information 1n the pre-stored database for subsequent
retrieval.

8. A speech authentication and authorization combination
comprising:

circuitry to associate a device identifier for a communica-

tions device with pre-stored voice recognition informa-
tion for an authorized user of the communications
device;
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circuitry to recerve a stream of incoming audio from the
communications device requesting that a function be
implemented 1n a security system control panel;

microphone circuitry to recerve verbal password audio at
the security system control panel;

circuitry to carry out an authentication process by deter-
mining 11 at least part of the verbal password audio
corresponds to the pre-stored voice recognition informa-
tion associated with the device identifier:;

circuitry to respond to results of the authentication process
by implementing a speech recognition process relative
to at least a portion of the stream of incoming audio; and

circuitry to implement the requested function.
9. A combination as 1n claim 8 further comprising circuitry,

responsive to the speech recognition process, to generate a
function designating output.

10. A combination as 1n claim 9 turther comprising cir-
cuitry to transmit the function designating output to the secu-
rity system control panel for implementation.

11. An apparatus as in claim 8 wherein the circuitry to
associate includes a pre-stored data base of voice recognition
information and associated communication device identifica-
tion information.

12. An apparatus as in claim 8 further comprising the
communications device, wherein the communications device
includes a transmittable unique identifier, and wherein the
circuitry to associate 1s located at one of, the communications
device, and a displaced computer.

13. An apparatus as in claim 12 wherein the circuitry to
carry out the authentication process 1s located at the displaced
computer.

14. A method comprising;:

providing a communication device having a device 1denti-

fler;

establishing a data base having identification indicia linked

to voice recognition information for each member of a
plurality of persons;

recerving a stream ol audio from the communication

device;

recerving verbal password audio from a microphone asso-

ciated with a security control panel;

associating the device 1dentifier with the verbal password

audio;

forwarding the device 1dentifier and a representation of the

verbal password audio to the data base;

retrieving selected voice recognition information from the

data base, using the device identifier;

carrying out voice recognition processing between the

retrieved voice recognition information, and the repre-
sentation of the verbal password audio;

responsive to results of the voice recognition processing,

determining 11 the retrieved voice recognition informa-
tion and the representation of the verbal password audio
correspond to a same person; and

carrying out speech recognition processing of a represen-

tation of the stream of audio.

15. A method as in claim 14 which further comprising
1ssuing a request or mstruction associated with the stream of
audio to a displaced apparatus for implementation.
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