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TECHNIQUES FOR DETECTING ADVANCED
SECURITY THREATS

FIELD OF THE DISCLOSUR.

L1l

The present disclosure relates generally to computer
viruses and malware and, more particularly, to techniques for
detecting advanced security threats.

BACKGROUND OF THE DISCLOSURE

Advanced security threats such as malware that target spe-
cific resources can oiten be difficult to detect. These types of
advanced secunity threats may cause significant damage to
any 1nfected resources by accessing secure data, reducing
resource performance, and exploiting resources to perform
turther malicious activity. One such example of an advanced
security threat 1s Stuxnet. Accordingly, detection of such
advanced security threats has become critical. However, tra-
ditional methods of detecting such advanced security threats
are ineffective at detecting the threat until after the resources
have been compromised or infected.

In view of the foregoing, 1t may be understood that there
may be significant problems and shortcomings associated
with traditional security threat detection.

SUMMARY OF THE DISCLOSUR.

(L]

Techniques for detecting advanced security threats are dis-
closed. In one particular embodiment, the techniques may be
realized as a method for detecting an advanced security threat
comprising generating a resource at a client, implementing
the resource on the client, monitoring system behavior of the
client having the resource implemented thereon, determining
whether a security event involving the implemented resource
has occurred based on the monitored system behavior, and
generating a report when it has been determined that the
security event has occurred.

In accordance with other aspects of this particular embodi-
ment, the resource 1s generated based on information recerved
from a separate backend security system.

In accordance with other aspects of this particular embodi-
ment, the resource 1s automatically generated upon receipt of
the information from the backend security system,

In accordance with additional aspects of this particular
embodiment, the information received from the backend
security system 1s included 1n a policy update.

In accordance with additional aspects of this particular
embodiment, the resource 1s a decoy resource.

In accordance with additional aspects of this particular
embodiment, the decoy resource 1s defined 1n accordance
with a classification of the client.

In accordance with other aspects of this particular embodi-
ment, the system behavior 1s monitored 1n accordance with a
monitoring policy.

In accordance with additional aspects of this particular
embodiment, the implemented resource 1s monitored at a
level higher than other client resources based on the monitor-
ing policy.

In accordance with additional aspects of this particular
embodiment, the monitoring of the implemented resource 1s
defined by the backend security system.

In accordance with further aspects of this particular
embodiment, the method comprises transmitting the report to
a backend security system, wherein the report includes
detailed information regarding the security event and addi-
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tional client behavior information, and wherein the security
event 1s an attempted access of the implemented resource.

In another particular embodiment, the techniques may be
realized as least one non-transitory processor readable stor-
age medium storing a computer program of instructions con-
figured to be readable by at least one processor for instructing
the at least one processor to execute a computer process for
performing the method comprising generating a resource at a
client, implementing the resource on the client, monitoring
system behavior of the client having the resource imple-
mented thereon, determining whether a security event involv-
ing the implemented resource has occurred based on the
monitored system behavior, and generating a report when 1t
has been determined that the security event has occurred.

In another particular embodiment, the techniques may be
realized as a method for detecting a security threat compris-
Ing generating resource information specitying a resource to
be implemented on a client, transmitting the resource nfor-
mation to the client, determiming whether a report has been
received from the client indicating that a security event
involving the resource implemented at the client has
occurred, analyzing the recerved report, and determining an
appropriate action to be performed based on the report analy-
S18.

In accordance with other aspects of this particular embodi-
ment, the resource 1s a decoy resource.

In accordance with other aspects of this particular embodi-
ment, the report indicates a type of the security event and at
least one of an application, process, and user responsible for
causing the security event.

In accordance with other aspects of this particular embodi-
ment, the appropriate action 1s determined based on addi-
tional reports recerved from different clients having the
resource implemented thereon.

In accordance with other aspects of this particular embodi-
ment, the appropriate action 1s determined based on a prede-
termined reputation of an application that caused the security
event.

In accordance with additional aspects of this particular
embodiment, the appropriate action includes at least one of
quarantining an application that caused the security event,
generating a rule for the application, and adjusting a reputa-
tion of the application.

In accordance with further aspects of this particular
embodiment, the method comprises transmitting information
indicating the appropriate action to the client.

In another particular embodiment, the techniques may be
realized as least one non-transitory processor readable stor-
age medium storing a computer program ol instructions con-
figured to be readable by at least one processor for instructing
the at least one processor to execute a computer process for
performing the method comprising generating resource nfor-
mation specilying a resource to be implemented on a client,
transmitting the resource information to the client, determin-
ing whether a report has been received from the client 1indi-
cating that a security event involving the resource imple-
mented at the client has occurred, analyzing the received
report, and determining an appropriate action to be performed
based on the report analysis.

In another particular embodiment, the techniques may be
realized as a system for detecting a security threat comprising,
one or more processors communicatively coupled to a net-
work, wherein the one or more processors are configured to
generate a resource at a client, implement the resource on the
client, monitor system behavior of the client having the
resource implemented thereon, determine whether a security
event involving the implemented resource has occurred based
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on the monitored system behavior, and generate a report when
it has been determined that the security event has occurred.

BRIEF DESCRIPTION OF THE DRAWINGS

In order to facilitate a fuller understanding of the present
disclosure, reference 1s now made to the accompanying draw-
ings, in which like elements are referenced with like numer-
als. These drawings should not be construed as limiting the
present disclosure, but are intended to be 1llustrative only.

FIG. 1 shows a block diagram depicting a network archi-
tecture 1n accordance with an embodiment of the present
disclosure.

FI1G. 2 shows a block diagram depicting a computer system
in accordance with an embodiment of the present disclosure.

FI1G. 3 shows an advanced security threat detection module
in accordance with an embodiment of the present disclosure.

FI1G. 4 a method for detecting advanced security threats in
accordance with an embodiment of the present disclosure.

FIG. 5 a method for detecting advanced security threats in
accordance with an embodiment of the present disclosure.

DETAILED DESCRIPTION OF EMBODIMENTS

FIG. 1 shows a block diagram depicting a network archi-
tecture 100 for detecting advanced security threats 1n accor-
dance with an embodiment of the present disclosure. FIG. 1 1s
a simplified view of network architecture 100, which may
include additional elements that are not depicted. Network
architecture 100 may contain client systems 110, 120 and
130, as well as servers 140A and 140B (one or more of each
of which may be implemented using computer system 200
shown 1n FIG. 2). Client systems 110, 120 and 130 may be
communicatively coupled to a network 150. Server 140A
may be communicatively coupled to storage devices 160A
(1)-(N), and server 140B may be communicatively coupled to
storage devices 160B(1)-(N). Client systems 110, 120 and
130 may contain an advanced security threat detection mod-
ule (e.g., advanced security threat detection module 300). In
addition, servers 140A and 140B may contain an advanced
security threat detection module (e.g., advanced security
threat detection module 300). Servers 140A and 140B may be
communicatively coupled to a SAN (Storage Area Network)

tabric 170. SAN fabric 170 may support access to storage
devices 180(1)-(N) by servers 140A and 1408, and by client

systems 110, 120 and 130 via network 150.

With reference to computer system 200 of FIG. 2, modem
247, network interface 248, or some other method may be
used to provide connectivity from one or more of client sys-
tems 110, 120 and 130 to network 150. Client systems 110,
120 and 130 may access mformation on servers 140A and
140B using, for example, a web browser or other client soft-
ware (not shown). Such a client may allow client systems 110,
120 and 130 to access data hosted by any one of servers 140A
and 140B or one of storage devices 160A(1)-(IN), 160B(1)-
(N), and/or 180(1)-(N). In some embodiments, client systems
110, 120 and 130 may have a security agent implemented
thereon to protect the client systems from security threats
such as computer viruses and/or malware, and be in commu-

nication with a backend security system implemented on
server 140A.

Networks 150 and 190 may be local area networks (L ANs),
wide area networks (WANs), the Internet, cellular networks,
satellite networks, or other networks that permit communica-
tion between clients 110, 120, 130, servers 140, and other
devices communicatively coupled to networks 150 and 190.
Networks 150 and 190 may further include one, or any num-
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4

ber, of the exemplary types of networks mentioned above
operating as a stand-alone network or 1n cooperation with
cach other. Networks 150 and 190 may utilize one or more
protocols of one or more clients or servers to which they are
communicatively coupled. Networks 150 and 190 may trans-
late to or from other protocols to one or more protocols of
network devices. Although networks 150 and 190 are each
depicted as one network, i1t should be appreciated that accord-
ing to one or more embodiments, networks 150 and 190 may
cach comprise a plurality of interconnected networks.

Storage devices 160A(1)-(IN), 160B(1)-(IN), and/or 180(1)-
(N) may be network accessible storage and may be local,
remote, or a combination thereof to any one of servers 140A
and 140B. Storage devices 160A(1)-(N), 160B(1)-(N), and/
or 180(1)-(N) may utilize a redundant array of imnexpensive
disks (“RAID’), magnetic tape, disk, a storage area network
(“SAN”), an mternet small computer systems interface
(“1SCSI”) SAN, a Fibre Channel SAN, a common Internet
File System (“CIFS”), network attached storage (“INAS”), a
network file system (“NFS”), optical based storage, or other
computer accessible storage. Storage devices 160A(1)-(N),
160B(1)-(N), and/or 180(1)-(N) may be used for backup or
archival purposes. For example, storage devices 160B(1)-(IN)
and/or 180(1)-(N) may be used to store data replicated from
storage devices 160A(1)-(N).

According to some embodiments, clients 110,120, and 130
may be smartphones, PDAs, desktop computers, laptop com-
puters, servers, other computers or computing devices, or
other devices coupled via a wireless or wired connection to
network 150. Clients 110, 120, and 130 may receive data from
user 1nput, a database, a file, a web service, and/or an appli-
cation programming interface.

Servers 140A and 140B may be application servers, archi-
val platforms, backup servers, network storage devices,
media servers, email servers, document management plat-
forms, enterprise search servers, anti-malware/virus security
servers, or other devices communicatively coupled to net-
work 150. Servers 140A and 140B may utilize one of storage
devices 160A(1)-(N), 160B(1)-(N), and/or 180(1)-(N) for the
storage of application data, backup data, or other data. Serv-
ers 140A and 140B may be hosts, such as an application
server, which may process data traveling between clients 110,
120, and 130 and a backup platiform, a backup process, and/or
storage.

According to some embodiments, servers 140A and 1408
may be platforms used for backing up and/or archiving data.
One or more portions of data may be backed up or archived
based on a backup policy and/or an archive applied, attributes
associated with the data source, space available for backup,
space available at the data source, or other factors. Further, the
one or more portions of data that have been backed up or
archived may be recovered upon occurrence of a particular
event according to a failover policy. According to other
embodiments, servers 140A and 140B may identity advanced
security threats based on collected information from any
source including clients 110 120, and 130. As a result, servers
140A and 140B may distribute information to clients 110,
120, and 130 to prevent malware and viruses from infecting
clients 110, 120, and 130.

According to some embodiments, clients 110,120, and 130
may contain one or more portions of soitware for detection of
advanced security threats such as, for example, advanced
security threat detection module 300. In addition, server
140 A may contain one or more portions of software for detec-
tion of security threats such as, for example, advanced secu-
rity threat detection module 300. As illustrated, one or more
portions of the advanced security threat detection module 300
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may reside at a network centric location. According to some
embodiments, network 190 may be an external network (e.g.,
the Internet) and server 140A may be a gateway or firewall
between one or more internal components and clients and the
external network. According to some embodiments, the
advanced security threat detection module 300 may be imple-
mented as part of a cloud computing environment.

FI1G. 2 shows a block diagram of a computer system 200 in
accordance with an embodiment of the present disclosure.
Computer system 200 1s suitable for implementing tech-
niques i accordance with the present disclosure. Computer
system 200 may include a bus 212 which may interconnect
major subsystems of computer system 200, such as a central
processor 214, a system memory 217 (e.g. RAM (Random
Access Memory), ROM (Read Only Memory), flash RAM, or
the like), an Input/Output (I/O) controller 218, an external
audio device, such as a speaker system 220 via an audio
output interface 222, an external device, such as a display
screen 224 via display adapter 226, serial ports 228 and 230,
a keyboard 232 (interfaced via a keyboard controller 233), a
storage interface 234, a floppy disk drive 237 operative to
receive a floppy disk 238, a host bus adapter (HBA) interface
card 235 A operative to connect with a Fibre Channel network
290, a host bus adapter (HBA) interface card 235B operative
to connect to a SCSI bus 239, and an optical disk drive 240
operative to receive an optical disk 242. Also included may be
a mouse 246 (or other point-and-click device, coupled to bus
212 via serial port 228), amodem 247 (coupled to bus 212 via
serial port 230), network interface 248 (coupled directly to
bus 212), power manager 250, and battery 252.

Bus 212 allows data communication between central pro-
cessor 214 and system memory 217, which may include
read-only memory (ROM) or flash memory (neither shown),
and random access memory (RAM) (not shown), as previ-
ously noted. The RAM may be the main memory into which
the operating system and application programs may be
loaded. The ROM or tlash memory can contain, among other
code, the Basic Input-Output system (BIOS) which controls
basic hardware operation such as the interaction with periph-
eral components. Applications resident with computer sys-
tem 200 may be stored on and accessed via a computer read-
able medium, such as a hard disk drive (e.g., fixed disk 244),
an optical drive (e.g., optical drive 240), a floppy disk unit
237, a removable disk unit (e.g., Universal Serial Bus drive),
or other storage medium. According to some embodiments,
the advanced security threat detection module 300 may be
resident in system memory 217.

Storage 1nterface 234, as with the other storage interfaces
of computer system 200, can connect to a standard computer
readable medium for storage and/or retrieval of information,
such as a fixed disk drive 244. Fixed disk drive 244 may be a
part of computer system 200 or may be separate and accessed
through other interface systems. Modem 247 may provide a
direct connection to a remote server via a telephone link or to
the Internet via an internet service provider (ISP). Network
interface 248 may provide a direct connection to a remote
server via a direct network link to the Internet via a POP (point
of presence). Network interface 248 may provide such con-
nection using wireless techniques, including digital cellular
telephone connection, Cellular Digital Packet Data (CDPD)
connection, digital satellite data connection or the like.

Many other devices or subsystems (not shown) may be
connected 1n a similar manner (e.g., document scanners, digi-
tal cameras and so on). Conversely, all of the devices shown in
FIG. 2 need not be present to practice the present disclosure.
The devices and subsystems can be interconnected 1n differ-
ent ways from that shown 1n FIG. 2. Code to implement the

10

15

20

25

30

35

40

45

50

55

60

65

6

present disclosure may be stored 1n computer-readable stor-
age media such as one or more of system memory 217, fixed
disk 244, optical disk 242, or tloppy disk 238. Code to imple-
ment the present disclosure may also be recerved via one or
more 1nterfaces and stored in memory. The operating system
provided on computer system 200 may be MS-DOS®, MS-
WINDOWS®, OS/2®, OS X®, UNIX®, Linux®, or another
known operating system.

Power manager 250 may monitor a power level of battery
252. Power manager 250 may provide one or more APIs
(Application Programming Interfaces) to allow determina-
tion of a power level, of a time window remaining prior to
shutdown of computer system 200, a power consumption
rate, an 1ndicator of whether computer system 1s on mains
(e.g., AC Power) or battery power, and other power related
information. According to some embodiments, APIs of power
manager 250 may be accessible remotely (e.g., accessible to
a remote backup management module via a network connec-
tion). According to some embodiments, battery 252 may be
an Uninterruptable Power Supply (UPS) located either local
to or remote from computer system 200. In such embodi-
ments, power manager 250 may provide information about a
power level of an UPS.

FIG. 3 shows an advanced security threat detection module
300 1n accordance with an embodiment of the present disclo-
sure. As 1llustrated, the advanced security threat detection
module 300 may contain one or more components including
a resource definition module 310, a resource distribution
module 320, a resource generation module 330, an endpoint
monitoring module 340, a report generation module 350, a
behavior analysis module 360, an action determination mod-
ule 370, a system and resource control module 380, and a user
interface 390.

The resource definition module 310 may define a resource
to be implemented at an endpoint client. In some embodi-
ments, the resource to be implemented 1s a decoy or honeypot
resource having no actual functionality. The decoy resource
may mimic actual resources implemented on an endpoint
client (e.g., client 110). By mumicking actual high value
resources, the decoy resource may deceive an unknown threat
into accessing the decoy resource for exploitation such that
the unknown threat may be detected. The decoy resource may
be any resource of interest to a virus or malware creator
secking to exploit or infect a computing system. In addition,
the decoy resource may be defined based on known 1illegiti-
mate uses of such a resource on a particular endpoint, within
a group of endpoints, or all endpoints. For example, the decoy
resource may be any one of an administrator password, pass-
word lists, a database of confidential information, SQL
records, cookies, remote access tools, remote access creden-
tials, stored FTP credentials, etc. In some instances, the decoy
may be an actual physical resource or a virtualized resource.

The resource definition module 310 may define a single
resource at once or may define multiple resources to be imple-
mented. In some embodiments, the resources to be 1mple-
mented on endpoint clients may vary based on a classification
of the client. In at least one example, the decoy resources may
be resources that an attacker would expect to see on such a
device and attempt to exploit. For example, decoy resources
for servers may include open ports, SQL Server administrator
consoles, application data, and/or fake directories. Addition-
ally, decoy resources for desktop computers may include
remote login information, documents, cookies, favorites,
shortcuts, etc. In some instances, the resources to be 1mple-
mented may be defined by a user or administrator via the user
interface 390. Further, the resource definition module 310
may specily that the defined resource 1s to be monitored
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differently from other resources or 1s to be placed on a watch
list. For instance, the resource definition module 310 may
specily that any access to the defined resource 1s to be logged
and immediately reported whereas other non-decoy resources
are to be monitored less frequently.

The resource distribution module 320 may distribute infor-
mation speciiying the resources defined by the resources
definition module 310 to endpoints. The resource distribution
module 320 may also distribute updated monitoring policies
for the defined resources to various endpoints (e.g., client
110, 120, and 130). In some embodiments, the resource defi-
nition information may be distributed to endpoints as part of
a standard policy update. Additionally, the resource definition
information may be propagated to one or multiple endpoints
separate from a policy update.

The resource generation module 330 may generate the
resources defined by the resource mnformation distributed by
the resource distribution module 320. In some embodiments,
the resource generation module 330 may be arranged at each
endpoint such that when new resource definition information
1s recerved, the defined resource may be automatically gen-
erated and implemented at the endpoints without user input at
the endpoint. For example, the new resource definition infor-
mation recerved may specily decoy administrator credentials
having no actual ability to access any administrator functions
and the resource generation module 330 may generate the
decoy administrator credentials in accordance with the
received information. The resource generation module 330
may also update any monitoring policies implemented at the
endpoint 1n accordance with the information recerved from
the resource distribution module 320.

The endpoint monitoring module 340 may monitor the
behavior of resources and applications or processes being
executed or implemented on an endpoint client. In some
instances, the endpoint monitoring module 340 may be
implemented as part of a security agent at an endpoint client.
The endpoint monitoring module 340 may momnitor various
types of behavior of the endpoint client (e.g., client 110). For
example, the endpoint monitoring module 340 may monitor
an endpoint client for unauthorized access or modifications to
system files, unauthorized access to an operating system,
termination of security applications such as anti-virus appli-
cations, and malicious network activity. In addition, the end-
point monitoring module 340 may specifically monitor the
decoy resource implemented by the resource generation mod-
ule 330 in accordance with a monitoring policy. The moni-
toring policy may specily that the decoy resource is to be
monitored more closely than other resources and any access
carefully tracked. The endpoint monitoring module 340 may
also utilize heuristics to monitor the behavior of the endpoint
client to 1dentily any potentially malicious activity.

The report generation module 350 may report the results of
the endpoint monitoring from the endpoint monitoring mod-
ule 340. In some embodiments, the endpoint monitoring,
module 340 may report the behavior to a backend system
(e.g.,server 140A) from aclient (e.g., client 110,120, or 130).
The endpoint monitoring module 340 may report the results
of the monitored behavior at regular intervals which may be
varied depending on the activity at the endpoint client, con-
tinuously, or upon the occurrence of a particular behavior or
activity at the endpoint client. In particular, the monitoring
policy may specily that any activity with respect to the decoy
resource 1s to be tracked and immediate reported by the report
generation module to the backend system for analysis.

The behavior analysis module 360 may receive reports of
endpoint monitoring transmitted by the report generation
module 350. In some embodiments, the behavior analysis
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module 360 may be arranged at a backend system (e.g., server
140A) and be configured to recerve reports of endpoint moni-
toring from one or a plurality of clients (e.g., clients 110, 120,
and 130). Based on the reports received, the behavior analysis
module 360 may determine an appropriate action to take with
respect to the access, application, or process interacting with
the decoy resource. For instance, the behavior analysis mod-
ule 360 may determine that an application attempting to
access the decoy resource 1s malicious.

In some embodiments, the behavior analysis module 360
may compare reports from multiple endpoints to determine
whether a threat exists or whether the behavior 1s a false
positive. The behavior analysis module 360 may also com-
pare the report to known acceptable activity or illegitimate
activity at the endpoint or similar endpoints within a particu-
lar group or network to determine whether a threat exists.
Additionally, the behavior analysis module 360 may utilize
whitelists and/or blacklists to determine whether a threat
exists. In at least one embodiment, the behavior analysis
module 360 may determine that a particular application
implemented on multiple endpoints 1s attempting to access
and exploit the decoy resource at each respective endpoint
and 1s therefore malicious. In at least one example, the behav-
1ior analysis module 360 may determine that a particular user
of an endpoint 1s attempting to access decoy administrator
credentials and 1s therefore suspicious. The behavior analysis
module 360 may also determine whether a threat exists or a
particular application 1s exhibiting malicious behavior by
utilizing heuristics and based on system and application
behavior reported from at least one endpoint client.

The action determination module 370 may determine an
appropriate action to take with respect to a particular appli-
cation or process based on the report transmitted by the report
generation module 350 and analyzed by the behavior analysis
module 360. In some 1instances, the action determination
module 370 may generate a rule to restrict an application or
process when 1t 1s determined that the application or process
1s exhibiting malicious behavior. The action determination
module 370 may also generate a rule specifying that a user 1s
to be denied access to all resources, the application or process
1s to be blocked or denmied access to any system resources, or
the application or process 1s to only be executed on a secure
virtual client. However, the action determination module 370
may determine that the activity 1s a false positive and that no
remedial action 1s necessary.

The action determination module 370 may also update a
reputation for the application or process identified by the
behavior analysis module 360. For instance, the action deter-
mination module 370 may increase or decrease a previously
established reputation 1n accordance with the analysis by the
behavior analysis module 360. A previous reputation may be
established or assigned based on the developer of the appli-
cation, a reputation of a previous version of the application,
monitored characteristics or behavior of the application at any
time, a whitelist, a blacklist, or any other factor. The reputa-
tion may indicate a level of trust for the application or process.
For example, the application or process may been assigned a
good reputation (e.g., “sate”) having a high level of trust
based on the developer that released the application or pro-
cess. In at least one example, the action determination module
370 may decrease a reputation of an application when it 1s
determined by the behavior analysis module 360 that the
particular application 1s exhibiting malicious or suspicious
behavior.

The system and resource control module 380 may control
any portion of an endpoint based on information from the
action determination module 370. In some embodiments, the
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system and resource control module 380 may be imple-
mented at each of the endpoints within the system. The sys-
tem and resource control module 380 may determine permis-
sions for a user, an application, a process, or any other
component based on a reputation and/or a rule from the action
determination module 370, and behavior of the system and
application detected by the endpoint monitoring module 340.
In some embodiments, the system and resource control mod-
ule 380 may restrict the access of a user, an application, or a
process 1o certain system resources based on a rule. In other
embodiments, the system and resource control module 380
may permit the application full access to system resources
when the user, application, or process has a trusted reputation.
In another embodiment, the system and resource control
module 380 may permit limited access to certain system
resources based on a trusted reputation even though the appli-
cation 1s exhibiting suspicious behavior.

The user interface 390 may provide a user or administrator
with an interface to control any aspect to the processes
described below. For example, the user intertace 390 may
display information about the endpoint behavior monitored
by the endpoint monitoring module 340, the behavior of
applicants analyzed by the behavior analysis module 360,
and/or the rules generated by the action determination mod-
ule 370.

FI1G. 4 shows a method 400 for detecting advanced security
threats 1n accordance with an embodiment of the present
disclosure. The method 400 may be performed across mul-
tiple devices including for example clients 110, 120, 130, and
server 140A 1ndependently and concurrently. However, any
portion of the method 400 described below may be performed
on any one of clients 110, 120, 130, and server 140A at any
time. At block 402, the method 400 may begin.

At block 404, new resource information may be received.
In some embodiments, the new resource information may be
received by the resource generation module 330 arranged at
an endpoint (e.g., client 110). The new resource information
may be received from the resource distribution module 320
arranged at a backend security system (e.g., server 140A).
The new resource information may specily one or multiple
resource to be generated and deploved at the endpoint. In
some embodiments, the resource to be implemented 1s a
decoy resource For instance, the new resource mformation
may indicate that decoy administrator credentials are to be
created. Additionally, the new resource information may
include an update to a monitoring policy which indicates that
the new resource to be created 1s to be monitored closely.
After the new resource information has been recerved, the
overall process may then proceed to block 406.

At block 406, a resource may be created or generated 1n
accordance with the resource information recerved at block
404. In some embodiments, the resource may be created and
implemented by the resource generation module 330. In at
least one example, the resource may be a decoy resource
created and implemented 1n a virtualized environment to

reduce a risk to actual system resources. After the resource
has been created and implemented, the overall process may
proceed to block 506.

At block 408, a monitoring policy may be updated 1n
accordance with the resource information recerved at block
404. In some embodiments, the monitoring policy may be
updated by the resource generation module 330. For instance,
the monitoring policy may be updated such that the endpoint
monitors the decoy resource for any activity. Additional sys-
tem resources may be monitored less frequently 1 accor-
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dance with the monitoring policy. After the monitoring policy
has been updated, the overall process may then proceed to
block 410.

At block 410, system behavior of the endpoint may be
monitored. In some embodiments, the endpoint monitoring
module 340 may monitor the behavior of the endpoint client
(e.g., client 110). The monitoring of the endpoint client may
be monitored continuously throughout each process step of
process 400 or may be performed periodically. In addition,
the behavior of the entire client and the decoy resource may be
monitored 1n various ways.

In at least one embodiment, the endpoint may be generally
monitored for unauthorized system directory access or modi-
fications, unauthorized writing to an operating system, termi-
nation of security applications such as anti-virus applications,
and malicious network activity. In addition, the decoy
resource may be closely monitored for any read access or
write access. In some 1nstances, heuristics may be utilized to
monitor the general behavior of the endpoint and the decoy
resource to 1identify risky or suspicious behavior. The moni-
toring may be performed for a predetermined time period at
regular intervals or continuously. In some embodiments, the
endpoint behavior may be momitored in accordance with the
monitoring policy. For example, when each application has a
trusted or sate reputation according the monitoring policy, the
endpoint behavior may be monitored less frequently whereas
il an application has a suspicious or untrusted reputation, the
endpoint may be monitored more frequently. The endpoint
may monitor certain applications or processes less frequently
based on an associated trusted reputation whereas other appli-
cations or processes may be monitored more frequently based
on an associated suspicious reputation. Additionally, the
decoy resource may be monitored at a high frequency or
constantly 1n accordance with the updated monitoring policy.
After the system behavior has been monitored, the process
may proceed to block 412.

At block 412, it may be determined whether a security
event has occurred or has been detected. In some embodi-
ments, the endpoint monitoring module 340 may determine
whether a security event has occurred. A security event may
occur 1n relation to any resource of the endpoint. For instance,
a security event may be detected upon unauthorized system
directory access or modifications, unauthorized writing to an
operating system, termination of security applications such as
anti-virus applications, and malicious network activity. Addi-
tionally, a security event may be detected with respect to the
decoy resource. For example, an application or process may
attempt to access and read from decoy remote login informa-
tion. If a security event has not been detected, the process may
proceed back to block 410 where the endpoint behavior 1s
continued to be monitored. However, 11 a security event has
been detected, the process may proceed to block 414.

At block 414, a report specilying the detected security
event may be generated. In some embodiments, the report
generation module 350 may generate the report specitying
the security event. The report generation module 350 may
automatically generate a report upon the occurrence of the
detected security event or may generate a report periodically
based on any detected events over a predetermined period of
time. In addition to generating a report, the endpoint may take
remedial measures with respect to the percerved threat. For
instance, the endpoint may terminate an application or pro-
cess 1 that application or process attempts to read from the
decoy resource. After the report has been generated, the pro-
cess may proceed to block 416.

At block 416, the report may be transmitted from the end-
point (e.g., client 11) to a backend system (e.g., server 140A).
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In some embodiments, the report generation module 350 may
transmit the report from the endpoint client (e.g., client 110)
to the backend system (e.g., server 140A). After the report has
been reported to the backend system, the process may pro-
ceed to back to block 402 such that the overall process 400
may be repeated or to block 410 such that the system behavior
may be monitored. In at least one embodiment, the process
400 may be executed across a plurality of endpoint clients
(e.g., clients 110, 120, 130) such that each endpoint imple-
ments the decoy resource, monitors system behavior, and
reports any security events involving the decoy resource to a
backend system (e.g., server 140A).

The overall process 400 may then repeat periodically or
continuously. In some 1nstances, various elements of the over-
all process may be performed concurrently or sequentially.
For example, an endpoint may be creating a new decoy
resource while also transmitting a report of a detected secu-
rity event in relation to a previously created decoy resource.

FI1G. 5 shows a method 500 for detecting advanced security
threats 1n accordance with an embodiment of the present
disclosure. The method 500 may be performed across mul-
tiple devices including for example clients 110, 120, 130, and
server 140A. However, any portion of the method 300
described below may be performed on any one of clients 110,
120,130, and server 140A. At block 502, the method 500 may
begin.

At block 504, decoy resource information may be defined.
In some embodiments, the resource definition module 310
may define the decoy resource information. The decoy
resource information specifies at least one decoy resource to
be created and implemented on at least one endpoint. The
decoy resource may be specified by a user or administrator of
a backend security system (e.g., server 140A) via the user
interface 390.

In some embodiments, the decoy resource or honeypot
resource may have no actual functionality but may mimic
actual resource functionality. As a result, threats may attempt
to exploit the decoy resource thereby making their presence
detectable. The decoy resource may be any resource of inter-
est to a virus or malware creator seeking to exploit or infect a
computing system. In addition, the decoy resource may be
defined 1n accordance with the type of endpoint on which it is
to be implemented and based on known usage of the endpoint.
In some 1nstances, the decoy resource may be any one of an
administrator password, password lists, a database of confi-
dential information, SQL records, cookies, remote access
tools, remote access credentials, stored FIP credentials, or
any other appropriate resource. In some instances, the decoy
resource may be an actual physical resource or a virtualized
resource.

Additionally, an updated monitoring policy may be defined
in accordance with the at least one decoy resource to be
implemented. In some embodiments, the resource definition
module 310 may also define the updated monitoring policy.
The updated monitoring policy may indicate that the defined
resource 1s to be monitored differently from other resources
or 1s to be placed on a watch list. After the decoy resource
information 1s generated, the process may proceed to block
506.

At block 506, the decoy resource information may be dis-
tributed to each appropriate endpoint. In some embodiments,
the resource distribution module 320 may propagate the
decoy resource information to at least one endpoint (e.g.,
client 110) from a backend system (e.g., server 140A). The
decoy resource information may be distributed to one particu-
lar endpoint, multiple endpoints within a particular group, or
cach known endpoint. In some 1nstances the decoy resource
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information may be transmitted to certain endpoints based on
a perceived or known threat to those endpoints. The decoy
resource information may also be transmitted to the appro-
priate endpoint or endpoints with the updated monitoring
policy. In at least one embodiment, the decoy resource infor-
mation may be transmitted with a scheduled policy update or
when a new endpoint come online for the first time and
downloads an 1nitial policy. In additional embodiments, the
decoy resource information may be transmitted separately
from a scheduled policy update. After the decoy resource
information has been distributed, the overall process may
proceed to block 508.

At block 508, it may be determined whether a report has
been recerved from an endpoint. In some embodiments, the
behavior analysis module 360 arranged at a backend system
(e.g., server 140A) may receive a report from an endpoint
(e.g., client 110). If 1t 1s determined that a report has not been
received, the process may proceed back to block 508. How-
ever, 1 a report has been received, the process may proceed to
block 510.

Atblock 510, the recerved report may be analyzed. In some
embodiments, the recerved report may be analyzed by the
behavior analysis module 360. In some instances, reports
may be recetved from a plurality of clients (e.g., clients 110,
120, and 130) at a backend system (e.g., server 140A). The
report may indicate whether an endpoint 1s exhibiting any
general suspicious or malicious behavior and any particular-
1zed activity involving the decoy resource. The report may
also include details of the general suspicious or malicious
behavior and the particularized activity involving the decoy
resource. For instance, the report may indicate when an
attempt to access the decoy resource occurred, the application
involved 1n the attempted access, and the user of the endpoint
at the time of the access.

The report may further include any additional relevant
information. For example, the report may specily an overall
performance of the endpoint, any previously existing appli-
cations or processes, any new application, and any combina-
tion of information useful in determiming whether an appli-
cation or process 1s a threat and should be quarantined or
terminated. The report may be received from an endpoint as
part of a regular periodic report, upon the occurrence of a
security event, or at any other time. Based on one or a plurality
of reports recerved from endpoints, 1t may be determined
whether a particular application or process 1s a threat. In
addition, the determination of whether a particular applica-
tion or process 1s a threat may be based on a previous repu-
tation of the application or process, whitelists, blacklists, and
any other appropriate information. After the report has been
analyzed, the process may proceed to block 512.

At block 512, 1t may be determined whether remedial
action 1s necessary with respect to a percerved threat. In some
embodiments, the action determination module 370 may
determine whether any action 1s to be taken based on the
analysis performed at block 510. The necessary action may
include, for example, establishing a new rule for an applica-
tion, process or user, modifying a reputation of an application,
or any other appropriate action to remedy an 1dentified threat.
For instance, 11 1t 1s determined that a particular application 1s
a threat at block 510, appropriate remedial action for that
application may be determined at block 512.

In at least one example, 1t may be determined that the
appropriate action 1s to generate and distribute a new rule to at
least one endpoint when an application 1s determined to be a
threat at block 510. The determination of whether to generate
a new rule may be based on a report received from a single
endpoint or a plurality of endpoints. In some embodiments, a
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new rule for a particular application may be generated when
the report indicates that the particular application 1s respon-
sible for attempting to access the decoy resource at one end-
point. Additionally, a new rule for a particular application
may be generated when the reports indicate that the particular
application 1s executed on each endpoint and 1s attempting to
access the decoy resource at the respective endpoints. The
new rule may instruct the endpoints to implement any one of
a plurality of known security measures. For example, the new
rule may indicate that the application 1s to be prevented from
being loaded or executed, the application 1s to be executed in
a secure sandbox, the application 1s to be moved to a virtual
client for execution, or the application 1s to be completely
removed from the endpoint.

Another action to be taken may include a change 1n the
reputation of the application attempting to access the decoy
resource. For example, the reputation of the application
attempting to access the decoy resource on an endpoint may
be changed from good to suspicious. The reputation of an
application attempting to access decoy resources on a plural-
ity ol endpoints may be changed from good to malicious. In
some embodiments, a determination of whether to change the
reputation of an application may be based on heuristics.

In additional embodiments, the reputation of an applica-
tion may be changed when a preset number or threshold
number of endpoints report that the application 1s attempting,
to access the decoy resource. The reputation of an application
may be changed based on other suspicious behavior detected
at one or a plurality of endpoints. However, 1n another
example, a higher reputation such as good or safe reputation
may be maintained 1f only one endpoint reports an access
attempt by an application executed on multiple endpoints.
Accordingly, 11 1t 1s determined that remedial action 1s not
necessary, the process may proceed back to block 508. How-
ever, 11 1t 1s determined that remedial action 1s necessary, the
process may proceed to block 514.

At block 514, the remedial action 1dentified at block 512
may be distributed to appropriate endpoints. In some embodi-
ments, the resource distribution module 320 may distribute
the remedial action to be taken at one or more endpoints. For
example, a changed reputation may be distributed from the
backend system (e.g., server 140A) to each of the endpoints
(e.g., clients 110, 120, and 130) 1n the network. The remedial
action with respect to the application or process may be
distributed with a scheduled policy update to all endpoints 1n
the system, a group of endpoints in the system, or a single
endpoint. In addition, the remedial action may be distributed
separate from a scheduled policy update.

Each endpoint may control execution of the application
identified as a threat in accordance with the received remedial
action. In some embodiments, the system resource control
module 380 may control execution of the application 1denti-
fied as a threat. For example, the endpoints may prohibit the
application from being executed, execute the application in a
secured sandbox, execute the application on a virtual client,
or limit access of the application to particular system
resources. After the appropriate remedial action has been
distributed, the process may proceed to block 516.

The overall process 500 may then repeat periodically or
continuously. In some instances, various elements o the over-
all process may be performed concurrently or sequentially.
For example, the backend system may be distributing decoy
resource information while also analyzing a report recerved.

At this point i1t should be noted that detection of advanced
security threats in accordance with the present disclosure as
described above may involve the processing of input data and
the generation of output data to some extent. This mnput data
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processing and output data generation may be implemented
in hardware or software. For example, specific electronic
components may be employed in the detection of advanced
security threats or similar or related circuitry for implement-
ing the functions associated with detecting advanced security
threats 1n accordance with the present disclosure as described
above. Alternatively, one or more processors operating in
accordance with instructions may implement the functions
associated with detecting advanced security threats in accor-
dance with the present disclosure as described above. 11 such
1s the case, 1t 1s within the scope of the present disclosure that
such instructions may be stored on one or more non-transitory
processor readable storage media (e.g., a magnetic disk or
other storage medium), or transmitted to one or more proces-
sOrs via one or more signals embodied 1n one or more carrier
waves.

The present disclosure 1s not to be limited 1n scope by the
specific embodiments described herein. Indeed, other various
embodiments of and modifications to the present disclosure,
in addition to those described herein, will be apparent to those
of ordinary skill in the art from the foregoing description and
accompanying drawings. Thus, such other embodiments and
modifications are intended to fall within the scope of the
present disclosure. Further, although the present disclosure
has been described herein 1n the context of at least one par-
ticular implementation 1n at least one particular environment
for at least one particular purpose, those of ordinary skill 1n
the art will recognize that 1ts usefulness 1s not limited thereto
and that the present disclosure may be beneficially imple-
mented 1n any number of environments for any number of
purposes. Accordingly, the claims set forth below should be
construed 1n view of the full breadth and spirit of the present
disclosure as described herein.

The invention claimed 1s:

1. A method for detecting a security threat comprising:

recerving resource information from a backend server via a
network indicating a defined resource to be generated on
a plurality of clients, wherein the defined resource to be
generated 1s specified by the backend server based on at
least one computing resource characteristic and at least
one known usage of at least a first client of the plurality
of clients, and wherein the first client 1s separate from the
backend server and associated with a known threat;

generating the defined resource at the plurality of clients
respectively based on the recerved resource information,
wherein the defined resource 1s a decoy resource difier-
ent from the recetved resource information and moni-
tored differently from other client resources;

implementing the decoy resource automatically on each
respective client of the plurality of clients, wherein the
implemented decoy resource simulates on the respective
client one of a physical computing resource of at least
the first client and a virtualized computing resource of at
least the first client available to applications executing
on at least the first client;

monitoring system behavior of the respective client having
the decoy resource implemented thereon;

determining by the respective client whether a security
event mvolving the implemented decoy resource has
occurred based on the monitored system behavior of the
respective client including the at least one computing
characteristic and the at least one known usage of at least
the first client; and

generating a report at the respective client including
detailed information regarding the security event and the
monitored system behavior of the respective client when
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it has been determined that the security event has
occurred and sending the report to the backend server.

2. The method of claim 1, wherein the decoy resource 1s
automatically generated upon receipt of the resource infor-
mation from the backend server.

3. The method of claim 1, wherein the resource information
received from the backend server 1s included n a policy
update.

4. The method of claim 1, wherein the decoy resource 1s

defined in accordance with a classification of at least the first
client.

5. The method of claim 1, wherein the system behavior 1s
monitored 1n accordance with a monitoring policy.

6. The method of claim 5, wherein the implemented decoy
resource 1s monitored at a level higher than the other client
resources based on the monitoring policy.

7. The method of claim 1, wherein the monitoring of the
implemented decoy resource 1s defined by the backend server.

8. The method of claim 1, further comprising:

transmitting the report to the backend server, wherein the

report includes the detailed information regarding the
security event and additional client behavior informa-
tion, and wherein the security event 1s an attempted
access of the implemented decoy resource.

9. The method of claim 1, further comprising:

creating a virtualized environment on each of the plurality

of clients, wherein the decoy resource 1s implemented 1n
the respective virtualized environment on each of the
plurality of clients, respectively.
10. The method of claim 1, wherein the respective client
simulates a server and the decoy resource 1s one of an open
port, an SQL Server administrator console, and an application
directory.
11. The method of claim 1, wherein the respective client
simulates a desktop computer and the decoy resource 1s one of
a remote login, a word-processing document, a cookie, a
favorite, and a shortcut.
12. At least one non-transitory processor readable storage
medium storing a computer program ol instructions config-
ured to be readable by at least one processor for instructing,
the at least one processor to execute a computer process for
performing the method as recited in claim 1.
13. A method for detecting a security threat comprising:
generating, at a backend server, resource information
speciiying a defined resource based on at least one com-
puting resource characteristic and at least one known
usage of at least a first client of a plurality of clients, and
wherein the first client 1s separate from the backend
server and associated with a known threat;
transmitting the resource information from the backend
server to the plurality of clients via a network;

generating the defined resource at the plurality of clients
respectively based on the resource information recerved
at the respective plurality of clients, wherein the defined
resource 1s a decoy resource different from the resource
information and monitored differently from other
resources;

implementing the decoy resource automatically on each

respective client of the plurality of clients based on the
generated resource information, wherein the imple-
mented decoy resource simulates one of a physical com-
puting resource of at least the first client and a virtualized
computing resource of at least the first client available to
applications executing on at least the first client;
determining whether a report has been received from one
of the plurality of clients indicating that a security event
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involving the decoy resource implemented at the one of
the plurality of clients has occurred;

analyzing the received report; and

determinming an appropriate action to be performed based

on the report analysis.

14. The method of claim 13, wherein the report indicates a
type of the security event and at least one of an application,
process, and user responsible for causing the security event.

15. The method of claim 13, wherein the appropriate action
1s determined based on additional reports recerved from at
least two of the plurality of clients having the decoy resource
implemented thereon.

16. The method of claim 13, wherein the appropriate action
1s determined based on a predetermined reputation of an
application that caused the security event.

17. The method of claim 13, wherein the appropriate action
includes at least one of quarantining an application that
caused the security event, generating a rule for the applica-
tion, and adjusting a reputation of the application.

18. The method of claim 13, further comprising:

transmitting information idicating the appropriate action

to the one of the plurality of clients.

19. At least one non-transitory processor readable storage
medium storing a computer program of mnstructions config-
ured to be readable by at least one processor for instructing
the at least one processor to execute a computer process for
performing the method as recited in claim 13.

20. A system for detecting a security threat comprising:

a backend server comprising one or more first computer

processors communicatively coupled to a network; and

a plurality of clients each comprising one or more second

computer processors and a memory communicatively

coupled to the network, wherein the plurality of clients

are separate from the backend server and associated with

a known threat,

wherein the one or more first computer processors are

configured to:

transmit resource information from the backend server
to the plurality of clients via the network indicating a
defined resource to be generated on the plurality of
clients respectively, wherein the defined resource to
be generated 1s based on at least one computing
resource characteristic and at least one known usage
of at least a first client of the plurality of clients; and

wherein the one or more second computer processors are

coniigured to:

generate the defined resource at the plurality of clients
respectively based on the resource information,
wherein the defined resource 1s a decoy resource dii-
ferent from the resource miformation and monitored
differently from other resources;

implement the decoy resource automatically on each
respective client of the plurality of clients, wherein
the implemented decoy resource simulates one of a
physical computing resource of at least the first client
and a virtualized computing resource available of at
least the first client to applications executing on at
least the first client;

monitor system behavior of the respective client having
the decoy resource implemented thereon;

determine by the respective client whether a security
event involving the implemented decoy resource has
occurred based on the monitored system behavior of
the respective client including the at least one com-
puting characteristic and the at least one known usage
of at least the first client; and
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generate a report at the respective client including
detailed information regarding the security event and
the associated system behavior of the respective client
when 1t has been determined that the security event
has occurred and sending the report to the backend 5
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