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(57) ABSTRACT

Computer networks can have excessively varied configura-
tions, hence the ability to easily discover and access services
within a networked computing environment has become
indispensable to modern business. As a result, systems such
as ZeroConfiguration (ZeroConfig) have been introduced to
make services such as printing more seamless. ZeroConfig
enables a service (such as a printing service) to be discovered
in a straightforward manner to user devices wishing to use the
service without any configuration on the part of a user or
administrator. While this 1s advantageous 1n some environ-
ments, 1n others, service visibility becomes too widespread.
Hence, a system and method 1s provided for controlled vis-
ibility service discovery and subsequent service execution.
The system and method allow only authorized users to dis-
cover services from their user device using ZeroConfig as the
underlying technology. In this way benefits of systems such
as ZeroConfig can be maintained while providing service
visibility control.

20 Claims, 10 Drawing Sheets
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METHOD AND SYSTEM OF PROVIDING
COMPUTER NETWORK BASED LIMITED
VISIBILITY SERVICE DISCOVERY

TECHNICAL FIELD

Embodiments of the present invention relate generally to
interconnectivity among digital systems and peripheral
devices. More particularly embodiments of the invention
relate to a system and method which manages service visibil-
ity and allows end user devices to use the service from their
device, when authorized to view or use that service.

BACKGROUND OF THE INVENTION

The embodiments described 1n the following section are
not necessarily embodiments that have been previously con-
ceived or pursued. Therefore, unless otherwise indicated, 1t
should not be assumed that any of the embodiments described
herein quality as prior art merely by virtue of their inclusion.

Computer systems have a plethora of configurations, and
the ability to print within a networked computing environ-
ment has become indispensable to the modern business. Elec-
tronic devices such as desktop computers, tablet computers,
personal digital assistants (PDAs), and smart phones are tools
which enable the user to access and create electronic content.
It 1s sometimes useful to turn the information into a printed
tangible form.

Unfortunately existing providers of both printers and print-
ing services have tended to be limited in their offerings, often
allowing only certain applications and file types to print 1n
specific, limited configurations. Moreover, adaptability to
some tablets, PDAs, smart phones, and other mobile devices
has been previously unavailable without the advantages and
teatures of embodiments of the present invention.

Conventional printers, and associated printing techniques,
typically mnvolve the installation of a print driver on an oper-
ating system or platform of an associated computer. However,
protocols such as AirPrint by Apple Inc. have been introduced
which enable printing without the need for an independent
printer driver. The protocol utilizes a service advertisement
methodology which enables services (such as printing to a
printer) to be presented to users in an unrestricted, global
manner. Hence printers may be shared within local area net-
works (LANs) and in some cases other networked architec-
tures. While this 1s advantageous 1n some environments, in
other environments service visibility becomes too widely
cast. For example, for AirPrint enabled printers once the
printer 1s made available to the network all users can discover
and use the printer. Hence, given the above limitations of
current AirPrint (and similar) protocols, there 1s a need for
improved service discovery in existing networked environ-
ments.

Visibility Control and Reduced Network Tratfic

As stated above Apple Inc. has introduced a protocol
known as AirPrint, which 1s a native feature of Apple’s mobile
device operating systems and supports printing via a wireless
network to any AirPrint compatible printer. At its core Air-
Print uses Bonjour for service discovery (e.g. printer discov-
ery), which 1s Apple’s implementation of ZeroConfiguration
(ZeroConfig). ZeroConfig 1s a low level network specification
that publishes various types of services (including print ser-
vices) over a local network. ZeroConfig enables a service to
announce 1itself 1n a simple, easy to understand, and unique
name based manner to devices wishing to use the service
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without any configuration on the part of the user or an admin-
istrator. While this 1s practical on smaller networks, typically

less than a thousand users, where security and network tratfic
volume are not 1ssues, 1t 1s impractical for larger, enterprise
level networks. For larger networks, such as those used by
businesses, the protocol creates an environment where all
services are globally visible, without restriction. Also the
protocol, due to 1ts nature to broadcast messages as well as
provide periodic service status, may generate excessive net-
work traffic.

In terms of global service visibility, ZeroConfig creates a
framework of broadcasted, global service requests and adver-
tisements. This results 1n ZeroConfig’s mnability to filter and
control visibility over a network. For example, a chief execu-
tive officer may want the ability to print to their printer from
their device only (1.e. Tor10S/08S X devices, only they can see
the printer as an option on their AirPrint menu while no one
¢lse can see that printer on theirs). ZeroConiig does not allow
this controlled visibility since 1t takes an all or nothing
approach due to 1ts broadcasted method.

In regard to network tratfic, bandwidth could also become
hampered with uncontrolled services sending multicast mes-
sages to devices on the network. In other words, Apple’s
Bonjour 1s constantly sending out network traific and because
of this some administrators disable the Bonjour feature on
printers and other Bonjour capable devices.

Accordingly, the current state of printers and printing envi-
ronments provide an uneven, resource intensive, unpredict-
able user experience, which has been less than ideal. More
importantly, previous solutions directed towards an attempt to
solve these 1ssues lack service visibility control (for given
environments) Hence, there exists a need to have a net-
worked, multiple device system that allows any device to see
and use services such as printing (when registered, found, or
shared within the network) only when the user 1s authorized to
do so.

SUMMARY OF THE INVENTION

According to exemplary embodiments of the subject appli-
cation, a system and method are provided for supplying ser-
vice discovery to a user device to allow service visibility and
use of any authorized service connected to the device’s net-
work. The user can first take his or her device (such as an
1IPAD) and log into wherever they purchase applications.
Upon logging into the store the user downloads an agent
application onto their device. The agent application, once
installed and configured, allows selected users to see autho-
rized, available services (such as printing services). Subse-
quently, when services such as printing are desired by the user
using a native print interface, only the authorized printers are
visible to the user.

Embodiments of the invention provide a method of provid-
ing computer network based limited visibility service discov-
ery comprising disabling a broadcast function of a service
device when the service device includes a broadcast service
advertisement function. A service 1s configured to be recog-
nized by a server via an 1mitial service discovery request. The
server 1s directed to wait for a subsequent service discovery
request from a user device. Upon receipt of the subsequent
service discovery request, the server verifies that the request-
ing user device 1s authorized or not authorized to view ser-
vices available via the network. A response to a user device
service request based on a result of the authorization check,
where a response 1s sent from the server to only the said
requesting user device 1f authorized to view the service, and a
response 1s not sent to said requesting user device if not
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authorized to view the service. Upon receipt of user selection
of the service to be executed, the service request 1s processed
with a service handler by receiving, processing, and forward-
ing the request to a service device or further service forward-
ing device.

In another embodiment, a system for providing computer
network based limited visibility service discovery comprises
a Processor; a memory; one or more service devices which
have their broadcast service discovery function disabled for
the service devices that include a multicast service advertise-
ment function; a configuring unit which configures one or
more services to be recognized by a server via an initial
service request; a directing unit which directs the server to
wait for a subsequent service discovery request from a user
device; a checking unit which, once a request 1s received,
checks 11 the requesting user 1s authorized or 1s not authorized
to see one or more services available via the network; a
responding unit which responds to one or more user service
requests based on the result of one or more user authorization
checks; and a receiving unit that, upon user selection of the
service to be executed, processes the service request with a
service handler by receiving, processing, and forwarding the
request to a service device or further service forwarding
device.

The details of one or more implementations are set forth in
the accompanying drawings and the description below. Other

teatures will become apparent from the descriptions, draw-
ings, and claims.

DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a device hardware diagram.

FIG. 2A-B are network architecture diagrams displaying
the overall service discovery and printing system for two
different configurations according to an exemplary embodi-
ment of the mvention.

FIG. 3 1s a communication diagram displaying server and
multiple user device communication according to an exem-
plary embodiment of the invention.

FIG. 4 1s an alternate configuration communication dia-
gram displaying workstation and multiple user device
according to an exemplary embodiment of the invention.

FIG. 5 1s a message diagram displaying requests and
responses from system components according to an exem-
plary embodiment of the invention.

FI1G. 6 15 a tlow of device functions operating on the server
(the environment handling service discovery and print con-
trol) according to an exemplary embodiment of the mnvention.

FIG. 7 1s a tlow of device functions operating on the end
user device according to an exemplary embodiment of the
invention.

FIG. 8 1s a network packet diagram showing an address
modified Ethernet address in the Ethernet layer header
according to an exemplary embodiment of the invention.

FI1G. 9 1s a network packet diagram showing an unmodified
IP address in the Network layer header according to an exem-
plary embodiment of the invention.

DETAILED DESCRIPTION

Example embodiments of the invention are discussed
below. While specific example embodiments are discussed, it
should be understood that this 1s done for illustration pur-
poses only. For example, embodiments of the mnvention are
discussed 1n the context of printer services, but the invention
1s applicable to all services.
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4

In order to accomplish this, the user device can first send an
initial broadcast service discovery (SD) request over the net-
work 1n order to set up the system. This 1s considered an nitial
service discovery phase. Once the user device sends the SD
request the services can, 1f available, identify themselves to
the agent on the user device. The user device 1n turn forwards
the 1dentified services to a central server for processing. Once
processed, the server will be aware of the services and can act
in place of the service itsell (for the purposes of service
discovery and visibility). The above setup can also be accom-
plished 1n other ways, including for example where the server
itself drives the setup process, or where preexisting services
have been configured and drawn from the server and other
sources.

Once setup 1s complete the user may subsequently decide
to use a particular service, where a second service discovery
process 1s then executed. To accomplish this the user device
again sends a broadcasted, multicast service discovery
request over the network. Upon receiving the request, the
server checks security policies and assignments and, 1n
response, sends available services directly to the user device.
Service devices themselves would, at this point 1n the process,
have discovery protocols such as Airprint disabled in order to
prevent a direct response from the device. The user i1s then
able to see the list of available, authorized services (e.g.
printers) currently associated with the user’s account.

In a further embodiment, the server may announce the
service to the authorized user’s device instead of responding
to a broadcasted, multicast service discovery request. This
announcement may be sent directly to the user’s device, for
example via directed multicast to that user’s device. (Not
shown 1n the diagrams).

In the case where the service 1s local to a specific worksta-
tion, once logged by the central server (which can either be
public and 1n the cloud or private) the print job, for example,
1s received by the server and i1s forwarded to a printer’s
machine, then forwarded to the printer.

Whether a network or local service, the available and
authorized service devices on the device server (such as a
print server) are published using a protocol similar to Apple’s
AirPrint. This enables only the authorized user to see their
available services and, 11 permitted, allow the user to use the
service (such as printing to their desired printer). Therefore,
the system according to an exemplary embodiment of the
invention can provide, when needed, selective service visibil-
ity for native printing through, for example, 10S/0S X appli-
cations to various authorized printers over a computer net-
work. The system may have the ability to assign specific
printers to specific users based on network administrator and
other configurations.

Embodiments of the present invention may be laid upon a
hardware architecture, for example as abstracted 1in FIG. 1.
The system units including the configuring unit, directing
unmt, checking unit, and responding unit may be stored 1n a
memory 110 and/or 120 and can be executed on a processing
umt 100. Many configurations can be arranged 1n a similar
manner as FIG. 1 to achieve a processing environment, and
therefore the invention 1s not restricted to the hardware archi-
tecture as displayed 1n FIG. 1.

According to embodiments of the subject application, the
system and method provide control of service visibility on a
computer network through setup, discovery, and service
execution. Error! Reference source not found. displays an
exemplary system architecture including service devices 230
and 240, user device 200, “hosted” or private central server
210, print server 220, and permissions database 250. In terms
of configuration, the target service device (e.g. printer) can be
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connected directly to the network such as service devices
230-250 or connected locally to a computer which 1s then
connected to the network such as service device 260. FIG. 2A

displays both configurations.

Additional configuration steps may include the following.
A service discovery protocol such as the airprint function on
an otherwise airprint enabled printer 1s disabled, for example
by a network administrator. Also an agent 1s provided on user
device 200. The agent may be an application running on the
user device 200. To obtain the application, the user logs nto
wherever they purchase applications, then purchases, down-
loads, and 1nstalls the application onto their device. Once the
user runs the application the device 1s ready to communicate
with central server(s) 210.

In one embodiment the server(s) 210 as well as print server
220 may already be set up 1n the system. Also, the application
1s meant to detect service devices (e.g. printers) whenever
they may come online, hence the order of steps can vary.
Finally, while the embodiments of the present invention
includes various types of services, the described embodi-
ments use a printing service as an example.

While the network printer scenario described 1n connection
with FIG. 2A may be most common, the printer connections
can be rearranged 1n the network to an alternate embodiment
as shown 1n FIG. 2B. In other words all of the server and
database functions could be implemented on workstation 270
with local printer 280 attached instead. In this scenario the
communication between user device 260 and workstation
270 does not change, but the printer may be connected over a
local Universal Serial Bus (USB) link rather than a network
link. Consequently the user device must rely on the worksta-
tion to discover and communicate with a printer because the
Airprint function of the printer has been turned off. Also the
workstation 270 acts as a pass through device when the print
10b 1s actually executed.

Once set up, the system 1s ready for initial service discov-
ery and by extension discovery of any devices supporting
those services, as executed by a configuring unit. The config-
uring unit ensures that available network services are initially
discovered, which 1n turn enables service availability for sub-
sequent processing. The nitial service discovery process
begins when the agent on user device 300 issues a service
discovery request (as shown in FIG. 3). The available printers
respond with a Bonjour message to identily themselves to the
agent. This response could be from a networked printer (such
as printer 320) or from a computer residing on the network but
with a locally connected printer (such as printer 330). Note
that during 1nitial service discovery any target service device
need only rely on Apple’s Bonjour to advertise 1ts services.
This would, as a result, mask its presence from Airprint ser-
vice recervers (such as 10S/08S X devices).

Returming again to user device 300, once it sends the dis-
covery message and gathers responses 1t will have a list of
available printers residing on the network (as 1dentified via
Apple’s Bonjour). The user device agent then forwards the
list to server 210, or to a local workstation 410 1t service
management 1s being handled there, as with FIG. 4 (note that
in the case of FIG. 4 the service information to the worksta-
tion will be redundant). The server or workstation then creates
printer accounts the user may have the option to subscribe to.

Once services have been mitially discovered, a user may be
able to subscribe to those service(s). The subscription process
allows a user to establish to the central server that the user
wants the service to appear on their user device menu once
they are ready to execute the service. For example, 11 a par-
ticular printer 1s discovered and appears 1n the user device
agent application as “discovered”, actually subscribing to the
printer enables the central server to associate the user’s 1den-
tifier with the particular printer. Subsequently, when the user
1s ready to print a document, for example, the printer appears
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6

in the application’s native print menu for selection. Success-
tul subscription by a user 1s predicated on the security policies
set 1n place by the system administrator, as described below.

Once network services are initially discovered success-
tully, the security process can be executed by a checking unat.
The checking unit ensures that previously set permissions for
a particular service are used to determine service visibility for

a particular user. The server or workstation should have 1n
place the previously set assignments and policies for how

users are allowed to see and access a particular service (such
as a printing service). Once the server or workstation receives
a request from a user device to display printers 1n the user
interface (UI) of the user device, the server or workstation
starts the security process. The server or workstation first
compares the requesting user’s unique identifier to the per-
missions list of the printer. The printer permissions list and
unique user identifier can be pre-set, for example by an
administrator or by the processing system 1tself, and stored 1n
a remote database (such as Microsoft Access, Microsoit SQL
Server, International Business Machines DB2, Mongo,
Oracle, SAP, etc.) or locally. If permissions are stored in a
database the printer’s permissions list 1s retrieved, compared
to the requesting user’s 1dentifier, and allowed if the user 1s
included in the printer permissions list. Otherwise the user’s
identifier 1s compared directly to the printer permission list to
determine 11 a particular printer should be included 1n the
authorized printer list. Finally, the authorized printer list 1s
sent back to the user device for viewing, device selection, and
subscription (if enabled based on permissions).

Once 1ni1tial subscription 1s complete, the process 1s ready
to utilize the subsequent directed multicast service discovery
system and method. This process begins at the user device as
the user 1s ready to print or use another network service. In the
case of a print service, the user will bring up the native print
UI on the user device through any print enabled application.
The user would then request a list of available printers from
within the print UI. This prompts the user device operating
system to send out a request 500 for available Airprint and
other printers (as shown 1n FIG. 5). The request 1s a multicast
service request directed to the network on which the central
server resides. Hence the central server can detect the request
and respond as the original service would have. In other
words, while the Airprint functionality has been turned oif on
the network printers they are known to the server due to the
initial discovery process described above. This enables the
server to notily the requesting user device of a service rather
than the service device itself performing the notification. At
this point the central server 1s waiting, with a directing unat,
for a service request (which can be request S00 generated by
the user device). The directing unit directs the server to wait
for this service request.

Therefore the server side agent, once 1t detects a user
device service request, responds to 1t with a packet using the
user device specific MAC address as the destination address.
This response 510, executed by the responding unit, notifies
the user device operating system of print service names to
display to the user. The response from the server also serves to
notily only the requesting user device, as the packet contains
the device specific MAC address rather than a multicast MAC
address 1n the request. The server will respond only with
printers the user 1s allowed to print to and/or see. Hence, the
available printers are published 1n a directed multicast man-
ner to the user device, for example over Apple’s AirPrint
protocol (as shown 1n FI1G. 3, print discovery server response
340 and 350 and in FIG. 4, print discovery workstation
response 430). Also, as shown 1n FIG. 3 and FIG. 4, this
process can be repeated for as many user devices as are
requesting services. This enables the user to both see the
authorized available printers and select their desired printer to
print a job. The directed multicast message also serves to
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reduce network bandwidth as responses would be sent one to
one (1.e. server to user device) rather than one to many (1.e.
server to multiple user devices).

Moving now to the exemplary server agent behavior dis-
played in FIG. 6, the figure outlines the process the server side
agent follows to respond to a service discovery request by a
user device. The following steps follow FIG. 6 where a packet
1s sent from the server 1n response to a multicast query from
the user device requesting the service (such as a printing
service).

The server side agent waits (block 600), then receives a
query Irom a user device for a service type (block 610).

Internal to the agent, a Domain Name System (DNS) mes-
sage handler captures the query and checks 11 1t 1s publishing
a service type that matches, and 1f so goes through a list of
user devices to check 11 a response has already been sent.

The agent checks user permissions against the requesting,
user, 1 block 620, 11 the response has not yet been sent.

If there are available printers the user 1s authorized to see
(block 630), the server side agent builds the response packet
via a raw socket (block 640) and sends 1t to the user device
(block 650).

The response 1s marked as sent, a check 1s made for any
additional and available services (block 660) and the process
flow proceeds accordingly.

Note that the packet 1s sent 1n response to a Domain Name
Server-Service Discovery (DNS-SD) query from the device
requesting service (such as an AirPrint request).

Moving now to a more detailed example of user device
behavior displayed in FIG. 7, the figure and following steps
outline the process the operating system on the user device
takes to 1nitialize a service request (such as a print service).
While these operations are considered native to the user
device the data being received 1s distinct.

The user device requests a service (such as an Airprint
service) from the network (block 700).

Listens for a response from the server (blocks 710, 720).

If a response 1s recerved, unpack the received service infor-
mation and display to the user (block 730).

Wait for a service device to be selected (block 740).

Once the user selects a service device from the list (block
750) communication with the service provider (such as a
server or printer 1tsell) can proceed (for example a print job 1s
sent to a printer, as retlected in block 760).

Transitioning now to low level packet mampulation, 1n an
exemplary embodiment, Apple’s Bonjour universal messag-
ing as well as direct packet manipulation are utilized to
accomplish service management. Referring now to FIG. 8,
the server side agent takes MAC address field 800 and writes
in a MAC address specific to the requesting user device (when
responding to the device). The packet should include the
source address 810 and the appropriate header 820. The
printer mformation 1s contained in the payload 830 of the
packet. While the printer information 1s typically readily
available to the server (as 1n FIG. 8), the user device MAC
address 800 1s an exception. This MAC address can be cap-
tured, for example, 1n several ways:

1. Get the IPv4 to physical address mapping table, look for

the matching IP.
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2. When a user device mitially logs into the central server
have the user device include its MAC address as part of
the login data, store for later user.

3. Obtain the MAC address directly from the multicast
request packet, possibly with a tool such as WinPCap (a
low level packet capture and transmission tool), when
packet capture 1s available.

Also, while the MAC address can be associated with a
specific user device, the multicast Internet Protocol (IP)
address 910 should be preserved and set to the standard mul-
ticast address, as expected by the Airprint protocol (as shown
in FIG. 9). The remainder of the formed packet should also
conform to the Airprint expected network protocol. This
includes IP header 900 and Source IP address 920, the user
datagram protocol (UDP) implementation in transport header
930, and the software port as expected by the Airprint proto-
col. Also the Domain Name Service-Service Discovery
(DNS-SD) implementation, as described below, should con-
form to ZeroConfiguration and Network Working Group
(NWG) standards. Lower level packet manipulation can be
achieved by using the application interface (API) function
calls of the standard WinPCap packet capture and transmis-
sion tool. This effectively preserves the expected Airprint
send and response protocol while targeting a specific user
device or devices. Hence, to a user device, 1t appears as 1i the
server 1s sending out a normal Airprint response packet,
except that the MAC address has been changed from the
default address to a device specific address (1.e. a directed
multicast message).

Moving on to the protocols themselves, the solution also
utilizes the open source nature of ZeroConfig (during service
discovery) by creating a custom implementation and adding
service visibility control features as stated above. In this
manner the central server responds to service requests exactly
as the user device expects, while at the same time allowing for
controlled responses of the requested service. This results 1n
all service devices (e.g. Airprint printer service devices) being
published using a proxy since their native Airprint feature 1s
turned off. In other words, the Airprint disabled printer must
communicate through a server or workstation proxy to adver-
tise 1ts services to user devices.

In regard to the software functions themselves, a Domain
Name Service-Service Discovery (DNS-SD) message han-
dler relies on a ZeroConfig implementation that 1s adapted to
publish services to a restricted set of user devices, as 1imple-
mented 1n the embodiment. This 1s meant to replace Bonjour
during the print discovery step of the process. At the heart of
the functionality, to limit service visibility, 1s the use of raw
sockets to send the directed multicast packet directly to the
user device. The DNS-SD message handler first listens to all
network traific using the multicast IP address 224.0.0.251.
While 1t listens to all network tratfic, the handler only reacts
to DNS-SD queries and from those determines whether or not
to respond (using the user assignments/policies security
setup).

In terms of the lower level layers of the directed multicast
response packet, the following programming code can be
used to assemble the Ethernet and IP layers (where the IP

address would be set to 224.0.0.225):

// Source IP, source port, target IP, target port from the command line arguments

CMDnmns::RetVal CMDns::SendRaw(

{

nsClient *pClient, u__int&  t *pBuffer, u_ int16_ t sizeBuffer)

//1s mac address already stored for this client?
1f(pClient->GetMacAddress( ) == NULL)

{

//Client has no mac address already stored, get it
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1f{GetMacAddress(destmac, (IPAddr)pClient->GetAddress( )) != Ok)

return NotFound;
pClient->SetMacAddress(destmac);
h
else
{
memepy(destmac, pClient->GetMacAddress( ), 6);
h

//make and pack the ethernet header

memset(pktBufier, O, PCKT__LEN);

[PAddr destip = pClient->Get Address( );

[PAddr srcip = m_ localAddress.sin__addr.s_ addr;
ethernet_ header ehdr;

memcpy(ehdr.source, m__localMacAddress.addr, 6);
memcpy(ehdr.dest,destmac, 6);

ehdr.type = htons(0x0800);

PackEthernetHdr(pktBuffer, PCKT_LEN,ehdrtotalUsed);
u__int¥  t *ipBuffer = &pktBuifer[totalUsed|;

din.sin__addr.s__addr = inet__addr(IPV4__MCAST__GROUP);

// Source IP address, can use spoofed address here!!!
ip.1iph__sourcelp = sin.sin__addr.s__ addr;

// The destination IP address

ip.iph__destip = din.sin__addr.s__ addr;

pcap_ t* t;

t = pcap_ open(ifname.c_ str( ) ,65535,PCAP_ OPENFLAG_ DATATX UDP,1 ,NULL,Error);

(1)

{
return CreatePcapFailed;
h
clse
{
ConsoleOut(“Raw packet sent OK!™);
h

int ireturn = pcap_sendpacket(t,pktBuiier,totalUsed);
pcap__close(t);
return OKk;

In terms of the UDP and DNS-SD portions of the response
packet, when communicating with environments such as 10S
and OS X port 631 or 10631 can be used as part of the central
server response to the user device. Also, a portion of the
response mncludes service type ._ipp with the subtype ._uni-
versal for communication with a user device having an 10S
environment. However, service type ._ipp without a subtype
can be used for OS X and other environments. Also, all of the
response data from the central server to the user device can be
packaged into one or more packets when sent, depending on
the operating system residing on the user device.

Along with the other message attributes, packets follow
resource record (RR) descriptions when working with the
DNS-SD messages as described in both the Network Working
Group RFC 1035 and the Internet Engineering Task Force
RFC 6763 publications. These additional attributes include
using the “pointer” type record for the service, as referenced
by RFC 6763, and an associated address, as referenced by
RFC 1033. Use of the Network Working Group/Internet
Engineering Task Force’s protocol allows both the resource
record and multicast IP layer to be preserved while the Eth-
ernet layer 1s modified as described above.

Hence, due to 1initial discovery, security, subscription, and
secondary discovery processes, the system and method can
present to a user any services the user 1s authorized to view.
The service request process described below completes the

end to end service process.
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To complete a service such as printing a document, the user
can now select a printer from the list available on their device.
This also completes the message path as shown 1n FIG. 5. In
a disclosed embodiment, once the user selects a printer the
print job 1s sent back to the servers as messages 520 and 530,
then forwarded on to the target printer (or to an alternate end
device) as message 540, as seen FIG. 5. In the case of a local
printer, the job 1s sent to the workstation on which the printer
resides and then 1s forwarded over the local connection (e.g.
USB). While both tasks rely on the unaltered Internet Printing
Protocol to deliver the print job to a printer or forwarding
device, all visibility control, security handling, message for-
mation, job routing, and formatting 1s handled by the sys-
tem’s servers encompassing the present invention. Hence, the
system and method provide controlled service visibility
(where none had previously existed) and allow for service

execution from a user device for only the mtended user or
users. It should be noted that embodiments may be 1imple-
mented using some combination of hardware and/or soft-
ware. It should be further noted that a computer-readable
medium that comprises computer-executable 1nstructions for
execution 1n a processor may be configured to store various
embodiments. The computer-readable medium may include
volatile memories, non-volatile memories, flash memories,
removable discs, non-removable discs and so on. In addition,
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it should be noted that various electromagnetic signals such as
wireless signals, electrical signals carried over a wire, optical
signals carried over optical fiber and the like may be encoded
to carry computer-executable instructions and/or computer
data that embodiments of the invention on e.g., a communi-
cation network.

Embodiments may be embodied in many different ways as
a soltware component. For example, 1t may be a stand-alone
software package, or it may be a software package incorpo-
rated as a “tool” 1n a larger software product, such as, for
example, an information technology management product. It
may be downloadable from a network, for example, a web-
site, as a stand-alone product or as an add-in package for
installation 1n an existing soitware application. It may also be
available as a client-server software application, or as a web-
enabled software application.

While various embodiments of the present invention have
been described above, 1t should be understood that they have
been presented by way of example only, and not limitation.
For example, embodiments of the invention may be used with
any ZeroConfig service, such as Airplay, Bonjour, Avahi, etc.
Thus, the breadth and scope of the present mvention should
not be limited by any of the above-described exemplary
embodiments, but should instead be defined only 1n accor-
dance with the following claims and their equivalents.

What 1s claimed:

1. A method of providing computer network based limited
visibility service discovery, comprising:

disabling a broadcast function of a service device when the

service device includes a broadcast service advertise-
ment function;

configuring a service to be recognized by a server via an

initial service discovery request;

directing the server to wait for a subsequent service dis-

covery request from a user device;

upon receipt of the subsequent service discovery request,

verilying with the server that the requesting user device
1s authorized or not authorized to view services available
via the network;

responding to a user device service request based on a

result of the authorization check, where a response 1s
sent from the server to only the said requesting user
device 1f authorized to view the service, and a response
1s not sent to said requesting user device 11 not authorized
to view the service;

upon receipt of user selection of the service to be executed,

processing the service request with a service handler by
receiving, processing, and forwarding the request to a
service device or further service forwarding device.

2. The method of providing computer network based lim-
ited visibility service discovery according to claim 1, wherein
said broadcast function 1s an Airprint service that 1s included
with the service device.

3. The method of providing computer network based lim-
ited visibility service discovery according to claim 1, wherein
one or more said 1nitial service discovery requests originate
from an agent on the user device.

4. The method of providing computer network based lim-
ited visibility service discovery according to claim 1, wherein
said subsequent service discovery request originates from a
user device alter the user opens a service menu from an
application, and where said server receives the request.

5. The method of providing computer network based lim-
ited visibility service discovery according to claim 4, wherein
said server response message contains a Media Access Con-
trol (MAC) address specific to the service requesting device,
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and where a protocol multicast MAC address 1s replaced with
said device specific MAC address.

6. The method of providing computer network based lim-
ited visibility service discovery according to claim 4, wherein
said server response contains a multicast Internet Protocol
(IP) address that 1s compatible with a printing protocol imple-
mentation.

7. The method of providing computer network based lim-
ited visibility service discovery according to claim 4, wherein
said server response message inserts a Media Access Control
(MAC) address specific to the service requesting device but
preserves an Internet Protocol multicast address conforming,
to the Bonjour protocol.

8. The method of providing computer network based lim-
ited visibility service discovery according to claim 4, wherein
said server response includes a message indicating that autho-
rized printers were found 11 the requesting user 1s authorized

for any of the service devices known by the server, and where
the Media Access Control (MAC) response address 1s the

specific user device’s MAC address, and where the Internet
Protocol (IP) multicast address 1s preserved 1n the response
packet.

9. The method of providing computer network based lim-
ited visibility service discovery according to claim 1, wherein
said server authorization check is performed by comparing,
stored user authorization configurations to user information
from the service request.

10. The method of providing computer network based lim-
ited visibility service discovery according to claim 1, wherein
said server response includes a service list containing at least
one service name that identifies the service device as a
resource that a requesting user has authorization to see, if any
authorized devices exist on the network.

11. A system for providing computer network based lim-
ited visibility service discovery, comprising:

a Processor;

a memory;

one or more service devices which have their broadcast
service discovery function disabled for the service
devices that include a multicast service advertisement
function;

a configuring module which configures one or more ser-
vices to be recognized by a server via an 1nitial service
request;

a central server agent which directs the server to wait for a
subsequent service discovery request from a user device;

which, once a request 1s recerved, checks if the request-
ing user 1s authorized or 1s not authorized to see one or
more services available via the network; and which
responds to one or more user service requests based on
the result of one or more user authorization checks; and
a service handler that, upon user selection of the service to
be executed, processes the service request by receiving,
processing, and forwarding the request to a service
device or further service forwarding device.

12. The system of providing computer network based lim-
ited wvisibility service discovery according to claim 11,
wherein said broadcast function 1s an Airprint service that 1s
included with the service device.

13. The system of providing computer network based lim-
ited wvisibility service discovery according to claim 11,
wherein one or more said 1nitial service discovery requests
originate from an agent on the user device.

14. The system of providing computer network based lim-
ited wvisibility service discovery according to claim 11,
wherein said subsequent service discovery request originates
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from a user device after the user opens a service menu from an
application, and where said server receives the request.

15. The system of providing computer network based lim-
ited wvisibility service discovery according to claim 14,
wherein said server response message contains a Media
Access Control (MAC) address specific to the service
requesting device, and where a protocol multicast MAC
address 1s replaced with said device specific MAC address.

16. The system of providing computer network based lim-
ited wvisibility service discovery according to claim 14,
wherein said server response contains a multicast Internet
Protocol (IP) address that 1s compatible with Apple’s printing
protocol implementation.

17. The system of providing computer network based lim-
ited wvisibility service discovery according to claim 14,
wherein said server response message mserts a Media Access
Control (MAC) address specific to the service requesting
device but preserves an Internet Protocol multicast address
conforming to the Bonjour protocol.

18. The system of providing computer network based lim-
ited wvisibility service discovery according to claim 14,

10
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wherein said server response mncludes a message indicating
that authorized printers were found 11 the requesting user 1s
authorized for any of the service devices known by the server,
and where the Media Access Control (MAC) response
address 1s the specific user device’s MAC address, and where
the Internet Protocol (IP) multicast address 1s preserved in the
response packet.

19. The system of providing computer network based lim-
ited wvisibility service discovery according to claim 11,
wherein said server authorization check 1s performed by com-
paring stored user authorization configurations to user infor-
mation from the service request.

20. The system of providing computer network based lim-
ited wvisibility service discovery according to claim 11,
wherein said server response includes a service list contain-
ing at least one service name that identifies the service device
as a resource that a requesting user has authorization to see, 1f
any authorized devices exist on the network.
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