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Determining if a source and destination address of one 310
or more Internet protocol data flows are within a specific
network in an evolved packet system

Recelving information pertaining to a source user 410
equipment from at least one packet data network

gateway

in response to receiving information pertaining to the

source user equipment from the at least one packet data | ~420
network gateway, sending an identification of the target

user equipment and identification information of the

source user equipment to a target mobility management

entity
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DIRECT COMMUNICATION AMONG
DEVICES

TECHNICAL FIELD

This 1nvention relates generally to wireless communica-
tion systems, methods, devices and computer programs, and,
more specifically, relates to determining whether a source and
destination address of certain Internet protocol data tlow are
within a specific network in an evolved packet system for
evaluating and controlling potential opportunities for device
to device communication among two or more proximately
located user equipment.

BACKGROUND

Social-technical trends have resulted 1n a proliferation of
over-the-top (OT'T) applications and services such as Face-
book Places, Google Latitude and Shop Kick. These proxim-
ity-based applications and services are based upon an aware-
ness that two or more user equipment (or users) are in close
proximity to one another. These applications and services
typically rely upon “high-level software,” employ global
positioning system (GPS) technologies and networks for
determining the position of each user equipment (UE) while
accessing a wireless local area network (WLAN), an evolved
universal telecommunications radio access network or a
legacy radio access network which supply the “data pipes™ for
the application or service. In such a high-level software
scheme, there 1s no network supervision of these applications
and services. As such, OT'T applications and services repre-
sent unregulated network tratfic which utilize bandwidth, and
pose security risks while offering no economic advantage
from the mobile network operator’s perspective.

Device-to-device (D2D) communications are contem-
plated as an underlay of an advanced cellular network, such as
the long term evolution-advanced (LTE-A) and LTE-beyond
(LTE-B) networks, as specified in the 3rd Generation Part-
nership Project (3GPP). In D2D communications, two or
more user equipment (in close proximity) may communicate
directly instead of through an evolved Node B (eNB) and
evolved packet core network to offload network tratfic, such
as video streaming, online gaming, media downloading, and
peer-to-peer (P2P) file sharing. Unlike competing technolo-
gies like Bluetooth and WiFi1, D2D communication promises
to provide network operators the ability to coordinate com-
munications in licensed and unlicensed spectrum in each cell
to avoid interference among devices. However, an LTE plat-
form does not currently include functionality which would
allow network supervision of over the air device discovery to
intercept the above described growing demand for proximity-
based packet switched applications and services.

There 1s a need for network-based 1dentifying, evaluating,
and controlling potential opportunities for device to device
communication among two or more proximately located user
equipment coupled to an E-UTRAN system and security
architecture. Such network-based control would allow UE
access to proximity-based packet switched applications and
services while at the same time allowing cellular network
operators the ability to retain control of each UE’s behavior;
tor example, which UE can emit discovery signals, when and
where, what information each UE carries and what the UEs
should do once they discover each other.

The following abbreviations that may be found in the
specification and/or the drawing figures are defined as fol-
lows:
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3GPP 37 Generation Partnership Project
BS base station

D2D device-to-device

DDN downlink data notification

ECGI E-UTRAN cell global 1dentifier
ECM EPS connection management
EPS evolved packet system

eNB evolved Node B

E-UTRAN evolved umiversal terrestrial radio access network
ID 1dentification

IP Internet protocol

LTE-A Long Term Evolution-Advanced
LTE-B Long Term Evolution-Beyond
M2M machine-to-machine

ME mobile equipment

MME mobility management entity
MTC machine type communication
NAS non-access stratum

P-GW packet data network gateway
RAN radio access network

RRC radio resource control

SA service aspects

S-GW serving gateway

TA tracking area

TAU tracking area update
UE user equipment

SUMMARY

In accordance with a first aspect of the present invention,
there 1s provided a method for use 1n device to device com-
munication among two or more user equipment, the method
comprising;

determining if a source and destination address of one or
more Internet protocol data tflows are within a specific net-
work 1n an evolved packet system; and

sending 1dentification information of a source user equip-
ment to a target serving gateway.

In accordance with a second aspect of the present inven-
tion, there 1s provided an apparatus for use 1n device to device
communication among two or more user equipment, the
apparatus comprising a processing system that comprises at
least one processor and at least one memory storing at least
one computer program. In this second aspect of the invention
the processing system 1s configured to cause the apparatus to
at least:

determine 1f a source and destination address of one or
more Internet protocol data tflows are within a specific net-
work 1n an evolved packet system; and

send 1dentification information of a source user equipment
to a target serving gateway.

In accordance with a third aspect of the present invention,
there 1s provided a computer program comprising a set of
instructions, which, when executed by a computerised
device, causes the computerised device to carry out a method
for use 1n device to device communication among two or
more user equipment, the method comprising;:

determining if a source and destination address of one or
more Internet protocol data flows are within a specific net-
work 1n an evolved packet system; and

sending 1dentification information of a source user equip-
ment to a target serving gateway.

In accordance with a fourth aspect of the present invention,
there 1s provided a method for use 1n device to device com-
munication among two or more user equipment, the method
comprising;
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receiving information pertaining to a source user equip-
ment from at least one packet data network gateway; and

in response to recewving information pertamning to the
source user equipment from the at least one packet data net-
work gateway, sending 1dentification information of a target
user equipment and 1dentification information of the source
user equipment to a target mobility management entity.

In accordance with a fifth aspect of the present invention,
there 1s provided apparatus for use in device to device com-
munication among two or more user equipment, the apparatus
comprising a processing system that comprises at least one
processor and at least one memory storing at least one com-
puter program. In this fifth aspect of the invention the pro-
cessing system 1s configured to cause the apparatus to at least:

receive mformation pertaining to a source user equipment
from at least one packet data network gateway; and

in response to recewving information pertaining to the
source user equipment from the at least one packet data net-
work gateway, send 1dentification information of a target user
equipment and identification information of the source user
equipment to a target mobility management entity.

In accordance with a sixth aspect of the present invention,
there 1s provided a computer program comprising a set of
instructions, which, when executed by a computerised
device, causes the computerised device to carry out a method
for use 1 device to device communication among two or
more user equipment, the method comprising:

receiving information pertaining to a source user equip-
ment from at least one packet data network gateway; and

in response to recewving information pertamning to the
source user equipment from the at least one packet data net-
work gateway, sending an identification information of a tar-
get user equipment and identification information of the
source user equipment to a target mobility management
entity.

Embodiments comprise means for determining 1 a source
and destination address of one or more Internet protocol data
flows are within a specific network 1n an evolved packet
system and means for sending 1dentification information of a
source user equipment to the target serving gateway.

Embodiments comprise means for recerving information
pertaining to a source user equipment from at least one packet
data network gateway, and means for sending an identifica-
tion of a target user equipment and 1dentification information
of the source user equipment to a target mobility management
entity 1n response to receiving information pertaining to the
source user equipment from the at least one packet data net-
work gateway.

Embodiments comprise a computer program product com-
prising a non-transitory computer-readable storage medium
having computer readable instructions stored thereon, the
computer readable instructions being executable by a com-
puterized device to cause the computerized device to perform
a method according to the first or fourth aspects of the present
invention.

Further features and advantages of the invention will
become apparent from the following description of preferred
embodiments of the invention, given by way of example only,
which 1s made with reference to the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

FI1G. 1 reproduces FIG. 4.2.1-1 from 3GPP TS 23.23.401
(Version 11.2.0) which 1illustrates the non-roaming architec-
ture for 3GPP access 1n accordance with the prior art;

FI1G. 2 1llustrates some basic evolved packet core entities
and non-access stratum functionalities including establishing
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a default evolved packet system bearer for handling packet
switched services 200 suitable for carrying out embodiments

of the present invention;

FIG. 3 shows a logical flow diagram of the operation of
methods and execution of computer program instructions
tangibly embodied on a computer readable memory 1n a
packet data network gateway that 1dentily, evaluate and con-
trol potential opportunities for device to device communica-
tion among two or more proximately located user equipment,
in accordance with embodiments of the present invention;

FIG. 41s alogical flow diagram of the operation of methods
and execution of computer program instructions tangibly
embodied on a computer readable memory in serving gate-
way that identify, evaluate and control potential opportunities
for device to device communication among two or more
proximately located user equipment, in accordance with
embodiments of the present invention; and

FIG. 5 15 a simplified block diagram of various electronic
devices and apparatuses that are suitable for use 1n practicing
embodiments of the present invention.

DETAILED DESCRIPTION

Embodiments of this invention provide apparatuses, meth-
ods, and computer programs that to determining whether a
source and destination address of certain Internet protocol
data flow are within a specific network 1n an evolved universal
telecommunications access network for evaluating and con-
trolling potential opportunities for device to device (D2D)
communication among (or ‘between’) two or more proxi-
mately located user equipment (UE). Throughout this disclo-
sure the terms “device” and “user equipment” are used inter-
changeably. In one embodiment of the invention a packet data
network gateway determines if a source and destination
address of one or more Internet protocol data flows are within
a specific network 1n an evolved packet system, and sends
identification information of a source user equipment to a
target serving gateway. In another embodiment of the mnven-
tion a serving gateway recerves mformation pertaining to a
source user equipment from at least one packet data network
gateway, and 1n response to receiving information pertaining
to the source user equipment from the at least one packet data
network gateway, sends an 1dentification of the target user
equipment and identification information of the source user
equipment to a target mobility management entity.

In one non-limiting example, a target device’s 1dentifica-
tion 1s the target UE’s international mobile subscriber iden-
tifier (IMSI), mobile station integrated services digital net-
work (MSISDN) ID, mobile equipment (ME) identifier, and
the like. Embodiments of the present invention allow control
of a UE’s access to one or more proximity-based packet
switched applications or services by a core network.

Prior to describing 1n detail the apparatuses, methods, and
computer programs suitable for carrying out the above men-
tioned embodiments, a description of the relevant long term
evolved (LTE) system, including core network entities and
related functionalities, will be provided to provide clarifica-
tion of embodiments of the present invention.

In long term evolved (LTE) systems, each UE 1s required
upon powering on to register with a public land mobile net-
work (PLMN) by way of a radio access network (RAN)
employing an Initial Attach procedure to access an evolved
umversal telecommunications radio access network (E-U'T-
RAN). LTE refers to radio access architecture as the access
stratum (AS), which may include various radio access net-
works (RANs) such as a 4G access network, like E-UTRAN

or legacy RANSs, such as a 3G cellular network like a universal
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telecommunications radio access network (UTRAN), ora 2G
cellular network like a global system for communication
(GSM) Enhanced Data rates for GSM Evolution (EDGE)
radio access network (GERAN).

FIG. 1 reproduces FIG. 4.2.1-1 from 3GPP TS 23.23.401
(Version 11.2.0) which 1illustrates the non-roaming architec-
ture for 3GPP accesses 100 1n accordance with the prior art.
As shownin FIG. 1, UE 110 1s coupled to E-UTRAN 120 via
a LTE-Uu radio frequency (RF) interface for connectivity to
an evolved Node B (not shown) in E-UTRAN 120. Although
not shown 1n FIG. 1, UE 110 also has at least two other RF
interfaces at its disposal, such as a Uu RF interface for con-
nectivity between UE 110 and a Node B (not shown) and
RNC (not shown) in a legacy 3G RAN (e.g., such as UTRAN
124), and a Um RF interface for connectivity between UE 110
and a base transceiver station (BTS) and a base station con-
troller (BSC)1inalegacy 2GRAN (e.g., suchas GERAN 122).

Also shown 1n FIG. 1, various other non-access stratum
(NAS) entities are shown such as a serving GPRS support
node (SGSN) 134 and/or mobility management entity
(MME) 130 which provide access to a core network (CN) for
E-UTRAN 120, UTRAN 124 or GERAN 122. MME 130
actually may be one of many MMEs 1n a so-called MME pool
(not shown). That 1s, in LTE multiple MMEs are provided for
load balancing and redundancy. Each MME in the network 1s
identified by a MME ID and a group code and one or more
evolved Node Bs (eNBs) (not shown) can communicate with
multiple MMEs 1n a pool. In FIG. 1, UE 110 can access the
core network (CN) via UTRAN 124 by employing SGSN 134
together with a MME (by way of a S3 interface), thereby
providing UE 110 with connectivity to the packet switched
(PS) domain 160. Alternatively, UE 110 can access the CN
employing GERAN 122 via SGSN 134 which 1s also adapted
to provide connectivity to the PS domain for GERAN 122 via
a Gb interface (not shown) and a S4 interface. A S1-MME
interface and S1-U interface provide connectivity to the PS
domain for E-UTRAN 120. Both E-UTRAN 120 and the
legacy RANSs access a packet data network gateway (P-GW)
152 by way of a serving gateway (S-GW) 150. As with the
MMEs, multiple S-GWs and multiple P-GWs are provided in
LTE and each 1s provided with identilying information.
Again, to stmplity this description, only one of each entity 1s
shown. P-GW 152 1s further adapted for employing common
core network functions, such as the transfer of quality of
service ((QoS) policy and charging rules from a policy control
and charging rule function (PCRF) 154 by way of the Gx
reference point. Also, P-GW 152 allocates UE IP addresses,
packet filtering, packet routing and forwarding and access to
network operator’s Internet protocol (IP) services 160, such
as IP multimedia subsystem (IMS) and other packet switched
services (PSS). A home subscriber server (HSS) 140 enables
the transfer of subscription and authentication data via the
S6a interface for authenticating and/authorizing user access
to the evolved system which 1s obtained via a S6b interface
from the authentication authorization accounting (AAA)
server (not shown). The HSS 140 contains various subscrip-
tion relevant data pertaining to users, such as international
mobile subscriber identifier (IMSI), mobile station integrated
services digital network (MSISDN), subscribed access point
names (APN) and subscribed QoSe and so on.

As described above, in LTE the core network, or more
precisely, the evolved packet core (EPC), provides each UE
with IP connectivity to the P-GW, thereby allowmg cach
device access to the Internet as well as running other IP
services such as voice over IP (VOIP), IP multimedia sub-
system (IMS), IP television, and IP location aware services,

as well as other over-the-top (OTT) applications and services.
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This non-access stratum (NAS) 1s a functional layer (protocol
layer) between EPC and the UE. NAS procedures are respon-
sible for: selection of a mobile network, attachment to the
selected network, and updating the location of the UE.
Referring now to FIG. 2, an illustration of some basic EPC
entities and NAS functionalities including establishing a
default B

EPS bearer for handling PS services 200 1s shown. In
FIG. 2, F

EPC 212 contains two functional elements 1n the user
plane (1.e., the S-GW 250 and the P-GW 252) and one element
in the control plane (1.e., MME 230). NAS signaling provides
sub-layers for EPS mobility management (EMM) and EPS
connection management (ECM) between the UE 210 and the
MME 230 1n the EPS 212. Logical connections 1n the control
plane between UE 210 and MME 236 disregard eNB 220 (1.¢.,
RF interface LTE Uu and S1-MME are logically combined).
The S1-MME 1nterface 1s provided for logical connectivity
between UE 110 via access network (E-UTRAN 120) and the
non-access stratum (NAS) via MME 130 as a function of the
EPC procedures. During the Initial Attach procedure, UE 220
sends an Attach request to eNB 220 which forwards that
request to MME 230 via the S1-MME interface. The MME
230 creates a UE context by selecting S-GW 250 and allocat-
ing an EPS bearer identity for the default bearer associated to
the UE 220. MME 230 sends an information element (IE) to
S-GW 250 which includes data obtained from HSS 240, such
as a temporary IMSI, MSISDN, APN, a permanent E-U'1-
RAN cell global identifier (ECGI), as well as a P GW address
and IP address. Thereafter, in the Initial Attach procedure,
S-GW 250 creates a new entry 1n i1ts EPS bearer table and
sends a create default bearer request message to P GW 252
indicated by the P GW address received in the previous step.
P-GW 252 creates a new entry in its EPS bearer context table
and generates a charging 1D for UE 210. PCRF 254 and the
policy control enforcement function (PCEF) 256 (although
shown attached to the Gx reference point) are actually located
within P-GW 252. That 1s, PCRF 254 and PCEF 256 are
functions of P-GW and are shown in FIG. 2 externally to
better 1llustrate the creation of a dedicated bearer 280 for
handling various PS services. The PCEF 256 is further
coupled to a charging system 270 which includes an online
charging system (OCS) 272 and an offline charging system
(OFCS) 274 by way of a Gy interface and Gz interface,
respectively.

Mobility management and connection management in

EPC 1s described by the EMM and ECM sub-layers in terms
of numerous states in the UE and the MME. The key states
are:. EMM-DEREGISTERED/EMM-REGISTERED  {for
EMM and ECM-IDLE ECM-CONNECTED 1n ECM. For
example, UE 210 in the EMM-DEREGISTERED state 1s not
reachable by MME 236. However, the UE context (S-TMSI)
can be stored in the UE 210 and MME 230. As such, the UE
210 1s in the EMM-DEREGISTERED state in MME 230. If
UE 210 1s in the EMM-REGISTERED state, 1ts location 1s
known, the accuracy of its tracking 1s assumed and 1t can have

at least one active P connection (P-GW via mterface S1-U and
S5/S8). When UE 210 1s 1n the ECM-IDLE state, NAS sig-

naling does not occur between the EPS 212 and UE 210. It UE
210 enters both the EMM-REGISTERED and ECM-IDLE
state, UE 210 performs the following functions: (1) 1t sends
tracking area updates; (11) 1t sends periodic tracking area
updates (TAU); (111) 1t sends service requests, and (1v) 1t
responds to pages from MME 230.

Referring now to FIG. 3, a logical flow diagram of the
operation of methods and execution of computer program
instructions tangibly embodied on a computer readable
memory 1n a packet data network gateway that identity, evalu-
ate and control potential opportunities for D2D communica-
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tion among two or more proximately located UE 300 1s 1llus-
trated 1n accordance with the present invention. In a first step,
the P-GW determines if a source and destination address of
one or more Internet protocol data flows are within a specific
network 1n an evolved packet system (310), and 1n a second
step sends 1dentification information of a source user equip-
ment to a target serving gateway (320).

In an embodiment, the method and execution of computer
instruction further includes the steps of, 1n response to deter-
mimng that the Internet protocol data tlows are within the
specific network, determining 11 a source user equipment and
a target user equipment are authenticated for device to device
communication. In another embodiment, the method and
execution of computer mstruction further includes the steps
of, determining 1f a target serving gateway 1s a source serving
gateway. The target serving gateway 1s the serving gateway of
the target UE and the source serving gateway 1s the serving
gateway ol the source UE. In addition, 1n certain scenarios
referring to the “target serving gateway,” may also mean the
“source serving gateway’ if they are the same entities. In yet
another embodiment, the source user equipment identifica-
tion information includes an international mobile subscriber
identifier, a mobile station integrated services digital network
identifier and/or a mobile equipment identifier. Another
embodiment provides that in addition to the source user
equipment 1dentification information, an evolved packet sys-
tem bearer identifier 1s sent which 1s associated with the
corresponding Internet protocol data tlows or an evolved uni-
versal telecommunications access network cell global 1den-
tifier of the source device to the target serving gateway. More-
over, another embodiment provides that the target serving
gateway sends at least one of the source user equipment
identifiers to a target mobility management entity.

Referring now to FIG. 4, a logical flow diagram of the
operation of methods and execution of computer program
instructions tangibly embodied on a computer readable
memory 1n a serving gateway that identity, evaluate and con-
trol potential opportumities for D2D communication among,
two or more proximately located UE 400 1s illustrated in
accordance with the present mvention. In a first step, the
S-G'W recerves information pertaining to a source user equip-
ment from at least one packet data network gateway (410),
and 1n a second step, in response to receiving information
pertaining to the source user equipment from the at least one
packet data network gateway, an 1dentification of the target
user equipment and 1dentification information of the source
user equipment are sent to a target mobility management
entity (420).

In an embodiment, the method and execution of computer
instruction further includes the steps of, in response to receiv-
ing the information pertaining to the source user equipment
from the at least one packet data network gateway, triggering
a downlink data notification for the target device. In yet
another embodiment the method and execution of computer
instruction further includes the steps of implementing the
identification information of the source user equipment 1nto
the downlink data notification of the target user equipment. In
embodiments, the target user equipment 1s 1 an evolved
packet system connection management 1dle mode or 1 an
evolved packet system connection management connected
mode. In another embodiment, the serving gateway identifies
if the target mobility management entity is the source mobil-
ity management entity. In yet another embodiment, a serving
gateway sends an evolved packet system bearer 1dentifier of
the source user equipment associated with the corresponding,
Internet protocol data flows to the target mobility manage-
ment entity.
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The above embodiments include allow controlling of a
UE’s access to one or more proximity-based packet switched
applications or services by a core network. For example, a
charging system such as an online charging system or oif line
charging system can be employed 1n accordance with a policy
charging rule function to charge users for accessing various IP
SErvices.

Non-limiting examples of proximity-based packet
switched applications or services could include; (1) proxim-
ity-based IP applications and/or services related to social
applications, such as (a) exchanging files, photos, or text
messages, (b) voice over LTE (LTEVoIP) conversation, (¢)
one-way streaming video, and (d) two-way video confer-
ences; (1) proximity-based IP applications and/or services
related to local advertising; (111) proximity-based IP applica-
tions and/or services related to multiplayer gaming such as (a)
high resolution media (voice & video) exchanged interac-
tively either with all participants or team members within a
game environment; and (b) gaming adapted for providing
control imnputs based upon expected data to be received by all
game participants with an ability to maintain causality; (v)
proximity-based IP applications and/or services related to
network oftloading of traific which could provide an oppor-
tunistic proximity offload when such a potential exists. For
example, Device 1 mitiates a transfer of the media flow from
the macro network to a proximity communications session
with Device 2. Such an off loading of network tratfic could
conserve macro network resources while maintaining the
quality of user experience for the media session; (1v) proxim-
ity-based IP applications and/or services related to smart
meters which includes monitoring communication among
low capability machine-type-communication (MTC)
devices, vehicular communication (safety and non-safety) or
general machine to machine (M2M) communication among
capability different devices or machines; and (v1) proximity-
based IP applications and/or services related to public safety
for both network controlled D2D and ad hoc D2D with partial
or without network coverage as envisioned by First
Responder Network Authority (FirstNet).

Reference 1s now made to FIG. 5, which shows an example
of a simplified block diagram of various electronic devices
and apparatuses that are suitable for use 1n practicing embodi-
ments of this invention. In FIG. 5, a first access node 520 1s
adapted for communication over a wireless link LTE-Uu #0
with a source mobile apparatus, such as a source mobile
terminal or source user equipment UE 510. In additional
embodiments of this invention UE 510 1s adapted for device
to device communication over a D2D communication link
580 with a proximity-located UE such as target UE 590.
Source UE 510 and/or target UE 390 may comprise a mobile
phone, smart phone, laptop computer or tablet computer or
the like. The first access node 520 may be a legacy access
point, such as a base station terminal (BTS), a Node B, a
macro eNB, a WLAN AP, a femto eNB, or other type of base
station (BS) or access point (AP) suitable for supporting
E-UTRAN.

The first access node 520 includes a processing system
and/or processor, such as at least one data processor (DP)
520A, and a storing device, such as at least one computer-
readable memory (MEMORY) 520B, which stores at least
one computer program (PROG) 520C. The first access node
520 also includes a communicating means, such as a long
term evolution/long term evolution advanced (LTE/LTE-A)
transceiver 520D, which includes a transmitter TX and a
receiver RX for bidirectional wireless communications with
the UE 510 via one or more antennas 520E. The LTE/LTE-A

transcerver 520D can be any other transceiver capable of
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communicating with a umiversal mobile telecommunications
system, an evolved universal mobile telecommunications
Terrestrial Radio Access Network (E-UTRAN), a Global
System for Mobile communications (GSM), a Universal Ter-
restrial Radio Access network (UTRAN), or cellular net-
works employing Wideband Code Division Multiple Access
(WCDMA) or High Speed Packet Access (HSPA). First
access node 520 also includes at least one of the PROGs 520C
to carry out the above described methods and computer pro-
gram operations in accordance with one or more embodi-
ments of the present invention. For example, a Paging func-
tion 522 1s included 1n first access node adapted to convey
information to source UE 3510 regarding D2D communica-
tions. Also as shown 1 FIG. 3 are data interfaces S1 and

EE which are coupled to the first

control interface S1-MEE
access node 520 with network core element/mobility man-
agement entity/service gateway NCE/MME/S-GW 530.
FIG. 5 also includes a target serving gateway (S-GW) 552,
a target packet data network gateway (P-GW) 554 and a target
mobility management entity (MME) 556 which are coupled
to target user equipment 590 which 1s camped on first access
node 520 over wireless link L'TE-Uu #1. In the scenario
shown 1n FIG. §, target MME 556 might actually be the same
MME employed by source UE 510. However 1t 1s possible
that the ECGI of the source UE 510 indicated by the P-GW 1s
not 1 the S-GW’s context, as such S-GW will indicate the
ECGI stored 1n 1ts context of source UE 510 to target MME
556 (e.g., since the S-GW always has the latest information
about the device’s ECGI value). For example, both target UE
590 and source UE 510 might both be camped on different
eNBs. However, each eNB might be coupled to one or more
MMEs 1mn a MME pool (not shown). In other words, both
¢NBs share one or more of the same MME 1n the MME pool.
NCE/MME/S-GW 530 includes a processing system/or
processor (such as at least one data processor (DP) 530A), a
storing device, (such as at least one computer-readable
memory (MEMORY') 5308 which stores at least one com-
puter program (PROG) 530C, and a communicating device,
such as a modem 530D for bidirectional communication with
the first access node 520 via the links S1 and S1-MME. In
addition, the NCE/MME/S-GW 530 1s coupled to a packet
data network gateway (P-GW) 540 via interfaces S5/S8. As
shown 1n NCE/MME/S-GW 330 an IP flow Function 530E
configured for carrying out identiiying the source and desti-
nation addresses of a certain IP flow to determine if the IP
flow 1s within a certain network 1n accordance with one or
more of the above embodiments of the present mnvention. A
target device’s i1dentification can be stored in target P-GW
554 which includes target UE 590 1nternational mobile sub-

scriber 1dentifier (IMSI), mobile station integrated services
digital network (MSISDN) ID, mobile equipment (ME) 1den-

tifier, and the like. NCE/MME/S-GW 530 also includes a
D2D communication function 530M configured for carrying
out one or more of the above embodiments of the present
invention, such as sending specific identifying imnformation
pertaining to target UE 590, together with thatdevice’s E-U'T-
R AN cell global identifier ECGI value to a source MME. Also
included 1s a D2D communication function which includes
various methods of determining whether to allow D2D com-
munications.

P-GW 540 includes a PCRF 540A, as described above, 1n
turtherance of the above described embodiments of the
present invention. Also, P-GW 540 includes an IP filter 5408

for determining the IP flow required for data services. P-GW

540 1s coupled to PCEF 542 via logical reference point Gx. As

shown 1n FIG. 5, PCEF 542 1s coupled to packet data services
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560. Packet data services 560 include IMS 560A and the
Internet 560B as non-limiting examples of such services.
Also shown 1 FIG. § 1s a home subscriber server (HSS)
538 which enables the transier of subscription and authenti-
cation data via the Sé6a interface for authenticating and/au-

thorizing user access to the evolved system which 1s obtained
via a S6b interface from the authentication authorization
accounting (AAA) server 357. The HSS 5358 obtains data 559
which includes various subscriptions relevant data pertaining
to users, such as international mobile subscriber identifier
(IMSI), mobile station integrated services digital network
(MSISDN), subscribed access point names (APN) and sub-
scribed QoSe and so on.

In these regards, embodiments of this invention may be

implemented at least in part by computer software stored on
the MEM 530B and MEMORY 3520B which 1s executable by

the DP 520A, DP 530C of the access node 520 or NCE/MME/
S-GW 330 and/or UE 510, or by hardware, or by a combina-
tion of tangibly stored software and hardware (and tangibly
stored firmware). FElectronic devices implementing these
aspects of the mvention need not be the entire devices as
depicted 1n FI1G. 7, but embodiments may be implemented by
one or more components of same, such as the above-de-
scribed tangibly stored software, hardware, firmware and DP,
or a system on a chip (SOC) or an application specific inte-
grated circuit (ASIC).

Various embodiments of the computer readable MEMs
520B and 530B include any data storage technology type
which 1s suitable to the local technical environment, includ-
ing, but not limited to, semiconductor based memory devices,
magnetic memory devices and systems, optical memory

devices and systems, fixed memory, removable memory, disc
memory, flash memory, DRAM, SRAM, EEPROM and the

like. Various embodiments of the DPs 520A and 530A
include, but are not limited to, general purpose computers,
special purpose computers, microprocessors, digital signal
processors (DSPs) and multi-core processors.

As used 1n this application, the term ‘circuitry’ refers to all
of the following: (a) hardware-only circuit implementations
(such as implementations 1n only analog and/or digital cir-
cuitry) and (b) combinations of circuits and software (and/or
firmware), such as (as applicable): (1) to a combination of
processor(s) or (11) to portions of processor(s)/software (in-
cluding digital signal processor(s)), software, and
memory(ies) that work together to cause an apparatus, such as
a mobile phone or server, to perform various functions) and
(c) circuits, such as a microprocessor(s) or a portion of a
microprocessor(s), that require software or firmware for
operation, even 1if the software or firmware 1s not physically
present. This definition of ‘circuitry” applies to all uses of the
term 1n this application, including 1n any claims. As a further
example, as used 1n this application, the term “circuitry”
would also cover an implementation of merely a processor (or
multiple processors) or portion of a processor and its (or their)
accompanying software and/or firmware. The term *‘cir-
cuitry’” also would cover, 1t applicable to the particular claim
clement, a baseband integrated circuit or applications proces-
sor integrated circuit for a mobile phone or a similar inte-
grated circuit 1n server, a cellular network device, or other
network device.

The above embodiments are to be understood as 1llustrative
examples of the invention. Further embodiments of the inven-
tion are envisaged. It 1s to be understood that any feature
described 1n relation to any one embodiment may be used
alone, or in combination with other features described, and
may also be used 1n combination with one or more features of
any other of the embodiments, or any combination of any
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other of the embodiments. Furthermore, equivalents and
modifications not described above may also be employed
without departing from the scope of the mvention, which 1s
defined 1n the accompanying claims.

We claim:

1. A method for use 1n device to device communication
among two or more user equipment, the method comprising:

determining, by circuitry of a packet data network gateway,

if a source and destination address of one or more Inter-
net protocol data flows are within a specific network in
an evolved packet system;

in response to determining that one or more Internet pro-

tocol data flows are within the specific network, deter-
mining, by the circuitry of the packet data network gate-
way, iI the source user equipment and a target user
equipment are authenticated for device to device com-
munication; and

in response to determining that the source user equipment

and the target user equipment are authenticated for
device to device communication, sending, by the packet
data network gateway, i1dentification information of a
source user equipment to a target serving gateway cor-
responding to the target user equipment for triggering a
downlink data notification for the target user equipment.

2. The method according to claim 1, further comprising
determining 11 the target serving gateway 1s a source serving
gateway.

3. The method according to claim 1, wherein the source
user equipment 1dentification information comprises at least
one of:

an 1nternational mobile subscriber 1dentifier;

a mobile station integrated services digital network 1denti-

fier; and

a mobile equipment 1dentifier.

4. The method according to claim 1, further comprising
sending an evolved packet system bearer 1dentifier associated
with one or more corresponding Internet protocol data flows
or an evolved universal telecommunications access network
cell global 1dentifier of a source device to the target serving
gateway.

5. The method according to claim 1, wherein the target
serving gateway sends at least of the source user equipment
identification information to a target mobility management
entity.

6. The method according to claim 1, wherein the target
serving and source gateways operate according to long term
evolution or according to long term evolution advanced.

7. A packet data network gateway apparatus for use in
device to device communication among two or more user
equipment, the packet data network gateway apparatus com-
prising:

at least one memory storing at least one computer program;

and

circuitry configured, when executing at least one computer

program, 1o

determine 11 a source and destination address of one or
more Internet protocol data flows are within a specific
network 1n an evolved packet system;

in response to determining that one or more Internet
protocol data flows are within the specific network,
determine if the source user equipment and a target
user equipment are authenticated for device to device
communication; and

in response to determining that the source user equip-
ment and the target user equipment are authenticated
for device to device communication, send 1dentifica-
tion information of a source user equipment to a target
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serving gateway corresponding to the target user
equipment for triggering a downlink data notification
for the target user equipment.

8. The packet data network gateway apparatus according to
claiam 7, wherein the source user equipment i1dentification
information comprises at least one of:

an international mobile subscriber 1dentifier;

a mobile station integrated services digital network 1denti-

flier; and

a mobility management entity identifier.

9. A method, implemented by a target serving gateway
corresponding to a target user equipment for use in device to
device communication among two or more user equipment,
the method comprising:

receving, by circuitry of the target serving gateway, infor-

mation pertaining to a source user equipment from at
least one packet data network gateway after the packet
data network gateway determines that that one or more
Internet protocol data flows are within a specific network
and the source user equipment and a target user equip-
ment are authenticated for device to device communica-
tion; and

in response to recerving information pertaiming to the

source user equipment from the at least one packet data
network gateway, sending identification information of
a target user equipment and 1dentification information of
the source user equipment to a target mobility manage-
ment entity and triggering a downlink data notification
for the target user equipment.

10. The method according to claim 9, further comprising
implementing the identification information of the source
user equipment into the downlink data notification of the
target user equipment.

11. The method according to claim 9, wherein the target
user equipment 1s 1n an evolved packet system connection
management 1dle mode or 1in an evolved packet system con-
nection management connection mode.

12. The method according to claim 9, wherein the target
serving gateway 1dentifies 11 the target mobility management
entity 1s the source mobility management entity.

13. The method according to claim 9, wherein the target
serving gateway sends an evolved packet system bearer 1den-
tifier of the source user equipment associated with one or
more corresponding Internet protocol data flows to the target
mobility management entity.

14. The method according to claim 9, wherein the target
serving target serving gateway operates according to the long
term evolution or according to long term evolution advanced.

15. A target serving gateway apparatus corresponding to a
target user equipment for use 1n device to device communi-
cation among two or more user equipment, the target serving
gateway apparatus comprising:

at least one memory storing at least one computer program;

and

circuitry configured, when executing the at least one com-

puter program, to

receive mformation pertaining to a source user equip-
ment from at least one packet data network gateway
after the packet data network gateway determines that
that one or more Internet protocol data flows are wii-
hin a specific network and the source user equipment
and a target user equipment are authenticated for
device to device communication; and

in response to receiving information pertaining to the
source user equipment from the at least one packet
data network gateway, send 1dentification information
of a target user equipment and 1dentification informa-
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tion of the source user equipment to a target mobility
management entity and trigger a downlink data noti-
fication for the target user equipment.

16. The target serving gateway apparatus according to
claim 15, wherein the circuitry 1s configured to further cause 5
the apparatus to at least implement the 1dentification infor-
mation of the source user equipment into the downlink data

notification of the target user equipment.
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