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Sensor Board
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FIGURE 11K




US 9,396,633 Bl

Sheet 20 of 50

Jul. 19, 2016

U.S. Patent

dury O
NUIS JUD4IND

do|
dd1 4l

Kl

W o ow oo ow

L]
rFrs =

1L J4N9Ild

P B L T R
a

2 R -
LN S .
-hl‘l- [
. 1]

PV L

- &
'

=

T =]
-
1

P
>
LY

-
L]
LI

R P Y .".'I ]

.-




ANlLL JdNDId

US 9,396,633 Bl

~
\f,
-~
&
y—
e~ >
e < -
: X
oo
7 i
T
0
)
o
= D)} JBHOHUOD
\& ! apon Ll
Bt w PO YiGs(d
— ot
g\
=
—
ll
—
pm

WwoHog
a3l di

U.S. Patent



U.S. Patent Jul. 19, 2016 Sheet 22 of 50 US 9,396,633 B1

: ‘:E.::::;h. ‘F “;;::H'u '* | —— 102 | .
RN N\ (SMART THERMOQSTAT)

—~— 1200-B
(BACK PLATE}

FIGURE 12A



U.S. Patent Jul. 19, 2016 Sheet 23 of 50 US 9,396,633 B1

1232

(HEAD UNIT
CIRCUIT BOARD)
1250
1210
1238
1208
™ 1212
1214
FIGURE 12B
BACKPLATE
1260 circUIT BOARD
- O . (REAR SIDE)
1266 =il g g
O e R e
1268 0= L I
, []1= y
1270 A -0
- 0= = A
—_— D D —_— O X 7
1272 il | lIlD
1= T Floe
g 1264
— _
1274 260

FIGURE 12C



US 9,396,633 Bl

Sheet 24 of 50

Jul. 19, 2016

U.S. Patent

LA s s aaa
...__n.r_._.—._.__.rn.
-l.r._.-. i

&
& a2 a
Tated .-_.._.r.r -

aaet

l. .-_.-.._1I....”._..“..-..”.._1 .r....k.l Frarars '
.-._.-_I.rl. |.;.... .

N

t._H!”..__ ”.r r1Hl..._l.._.+ RN N
. -
l.“h & l...l & i ir .J. & l

P L oax
.___-_1»_-.___..

.l.r.._.._.1

a2 dp

LI RN L)
| &+ * I
}l'-l'—..'.al.b.r”b“..4..“.'”.‘.:.#-1.”1. - .r.l L B B
» S .r...-....r.._....-_H.-”.__.r....q.q.__.q...

'

Fk i .._...l.rn.-.._.rq.-_.._....._.r.-....n...t......_....... - b

s e ek W ke ...au...._.l ___._._..-

.r-_.-_.-..._..-.... s F r h kKBl a ol onoy o wip B F . 3 L
I.-..-. s e e Tty o U .r.-..li..__ . e Mk 5 »

- .4.-.....1..1..1..1 .u.._.......__.._l. ..ﬂ...u.._.r........__.--....”....r...__..___h.r....“_-_.._ 3 " x 1...... ..4_-“.__.;.__. o ....v.q .._J...”....-.._.“.— ..__H....._...___t.___...»q
[ T S ol S S .rt.....-..__..-.-..r.t.__.r:.-.-.__...-_.-. _-..r.._.-..r-.r.__.....r.._..-..r__.-....-..__ll.__ ll._.

F ] F F ] [ ] [ ] F ] & [ ]
¥ & __.H.__i.r”...ltH“-..__.._. .._..... .1.1.-.....“.._....1"“. ..."l-.
e o ™ . o w .
1 .II.__ll_.__.r .....r.-.. .

- & A ar ) ok * & . i [ N ok
lli.”.....__k.-..l..._ ' ....._.n N .ri....l.rni . .....4.-... L @ d b om ot s B oa s & ok g Ty rl..._.q......_..._.-.... P * g -_.-.l..r. *

* A ra b ¥k Fodroa & I e B a
....v.l.._.__.._v.__.._.... .-..._.-_.-_.._ .ri.__.!.-.....__..-.r.-..r... o
PR e A

F

.
Fode b g .-_.__ .
,.4.....__..._..1 _-__........_.__.._._ .k
bu iT.‘l-_.
P ..._wt-..._.._..
vt [ T i r:.l.
f .-.-_1:..-. e e w
PR g OF ke - s ok a -
i S A e i ) ..... i
F ] .Tﬁl.bbh.'b‘l.l*blh.bb**l
-1.__.....-......-..__._1 P

F
l....r.._.l.t.r....!.._
! LG

"k dr jpfpoa i a dp kB B oA U o Moy sk
.._..-_.._....._.-_-.__.._..__.__...I._..._...__.._-._1.._...........__.....p....._.._'.._......._.._b.._.u._...__....._.-.._..r...-....1 T

- ..
LN

.-l.r. l..r.__.ll.-.l.....l.rr......_.......t-.rt.-1.-......._...._1.._.-.._..__..-._..._|.11.-.......-.... l.._.__.-..._ LR ..r.r.___.i.__.-..-..{.rl . R N AL MU M A
aly e e T T e e .__..._.I-. . . ..._..__....-.__.._..._.__..__._....___.._..._.__.
.t.-b.t.-llql..._.t...l.l.._lq!-}.v.r.._ PN o e N e o i » »
L T A T ST A AL e e RN A AL AL eI A .
Ak Bl g B L e e bk ok dpa de B b om i ek b M A . ek ek W -
Bt e e e e e e e »
N AN N N N e e S i T A
t.r AL AR AL S A _..__l..__..-l..__ ll..rl.l-..T....l__:.l.__.-..r.-.“I..__ R »
* - __.-_.__.r alsE rli “.__.
. N -
.-..r.__..._.-._..._.”l..._ e
=k r m "
L EN ) o
LAl ]
LA - .
f »
i e

x LN

t AL TR e .41-.4 t

1.1..In.._..r.._.__.__ .1.._.._..
s

.
L |
—_-

'w
S __“..1”.-_“.4.....{-! P
“xa .._.l y ..-_lh.r.._i & i 4
...._........ . .-_.-..-. a-
* I e 3 i
b —..r .....TI._. l i.._s. ....r L] ” * L N
....h.i.T.r”._. 1.-.”._1“-.-. " I..I....-.”.r“& r”.r“”l..rrll..__....
- - 2 r
AT B F e

’ L M N L
R I iy dr dod o Bk om -
i w0 L N e e i g g P »
* T T __.__.lt.___ .__.__.4..._-_....._...-:.. ...........___......n..._-.._.__.-.___._.....-_-.__.q .__...» "
e N s Rl et A P
. N h..___.r-...rk.._rltnk R e o
B e T N e e e e T T s e e e
.4.._..__.-4._...___.._..'1.,._.___...__..._.1-_.. .u -.r.__.

L
& [ & L & O +
e ] .".“.“.nﬂ..,.u?“”.__..‘.“..
PO AR AT NI A AL WA Rl R W
L R N }.-.fl.?!.'i‘l.\.-.ll.l.l.-. L B
.r.-..-..-......r.l.-_l..l..r“___.l..__.._.-.'.rl.ri.__..... .._.l..-..-..l.-_.....l_.-.
T e P W S
S ___._._.-h._..___._..nt._..._.___...u
-.

dr & & a kU b ok A
P N h.__.l..........rlt' B T
L T R A N N L LACE N AE N
lilkl..........ll..il.?l.._.ill..._l.__n.
LN I I I e RO N N
o b o R d Bl o ko o b
B R b bk el b
...-_n.v.._.... P e R e L
......-......-......-_.-..-”l.-..._ .-_.r.-_.._..-..-..-..-......._ .._.1.....-......-..-...1.._.1.

| L ]

L

W e R

e
-:;

l_.__ll_.__.._. Py P S Tl e o
- & F [ ] - - [
“n.l.-..-..._ .-..__.l ..._..-..._.._ .-.....l .._.._..-.l.....__l.... .r......_ .... ...Hn_l._ .._"-.
.q.__.# L T .-.r -
. e a ey . - -...r........_.....:....l__..—._.-_... pi
» b .rl-.i.-_.r__ b o A P S o e T e e Y P
a . t...r..........-.ll.._ .__.....__. .-.... .i”t.._.r.-.l..._.._r....-..__l ll_.._.l.:..._ |....__.r.-. I.-.'ll-.lll
. - -
» ..+-.-.........n....q...|...11...... iy X

- r
e oo w.n
o e i.._.l..-..._ ......_.tn.._l......... » -.._l_ PR .-..._. a A
¥

Coteta .rHE”.-_ll.“ o “.r”...“.._._..-_”.r.r.._“:ﬂ LI RN
r -
g

L) ._. a2 BT .__
x .......-.-.._IH...-.._._.-._..'l - -
.vl. i B . . .

.__r -...h_ 1”..-.._».___.._...

e

.l“....l.. .__.-..._

WL g e ey
.—..-. ha & Foh o Fo
.....-.....-..vnl..._ ¥ rl...lk. .._.....-.....l.._ i ok
L o L N PTI  Ae  REN  )
B e
g .rt.u..-........l.r.....-.....r......n........u
A T T
e e e R St P

'y

.II‘:..:....I..
o oa k&,

r

- ERLEE
l.-l.r-..-_..._.-.ill.._ -..n.r.t.v.r.t.v.._'....r
.

.._.r.__.n.-_l.l - .

st I”.-_......_ .”.l... l”..._ *
- .._..r LI

1.___.._.._.__.-._1
LI '

L B B

- R

FIGURE 13A



U.S. Patent

1324

Jul. 19, 2016

]
L)

[
ra

R
l"t
T
L] Ir‘
.~ K o
v J':*#* W L - L
¥ "-\.- 'r'il‘ :‘." -Jl*-‘-.b-|qq ke -h'- o i LY q-J'l - -'ql
':. =:*'¢::-..:'i -’:’ " |=-.I'..~.n-,:-‘ =‘!- .--“1. .- ":'4,"..-:'*_'-. "‘-l' ‘,"
Lt BRI i T PP i ey L]
u L] I R | 1 .q- .
- N r'l:n- ) ¥
¥ ] v
N T 1 .:4':-
- E Y
‘. l.p--i'--: o
! , Ly
& - F ] &
. ) L]
] " A
[] . [
F 1 r '
Y
X o
= & L}
- l‘-l- o
EE N
L] r
i

e
'y

'4""'*

.-...' "

)

Sheet 25 of 50

US 9,396,633 Bl

FIGURE 13B



1300

US 9,396,633 B1
1300

] -
] .
« .
T ldl_...l.__.l.l.l.!.l.l.l.l.l....- . ..|..|..|..._.II1-.1.1|.|II__.._..._...__..
. 1, [ o R
. " " ..|1..1...+|.|!”.H1”III1111..1..1+.+......||.!l| ‘
___. . _. tl.....l. .1»...-\u“.““-flflfl.l.i.i!lllflr“f”llinﬂl|tl-]tl
Ly e e . A .
[ - - F w m T .l.l.lll...-
i} it o m - s = TN o w3 e PP LU
L N I1.1 ....-t.-... I_.-.._I.._".._".._" .I....I1.I11.-..l.-.....__..__..._. .........l..l..|11.11j.__. F)
- .-...-1.. . L3 -t lr.ﬂ.r.l..rl..ﬁl.l..-..-.-.I.I.‘II-_..-..I...I.I.I..r.r.r.L..._..
- A oy -..,1.]....1.111.-..-..-....._..................... . .
T -y -
o .m.__ _,u"w: . N it .._._
..- ..—. ..l.l.. - .-..l.l..ll.,.l.-._..l_ul.l_.l.l .I.
P ” e _._.-._...-__n_ul ”I“l
l.. o l.-_..._.il._l...ul.-ﬂ-.._-r-._l.__. - .I..I..._.
S e r A - - .l.liillll .l{.-.,tjtjta# ...-_
L . [ .lIIll“lk.I1 - - L.- \ '.-.
- .- I.III!LIEI.'. ul.._ul
q _ o r .11.-...-._. .-l_...-...r ."Ir h .1.._... o
= ..-ll Qi l....._.l.-.-. _-".-“.“I .-..__T..h“"m"J l._ [
- - 3 i
A RS - ¥
) ot TR} . ...ﬁ"*mu._.. hﬂ... 4 OERE:
- . o
.l.l..-I' .li{.—..‘.'.l.ll..-..—._ .-.rlfl”.‘i lh.*. L] l-i“..‘ Hi.v‘ »
- - PR N o
N All r 1” II..IL-F.-I.rﬂ-l .lw_.l.”.._..l. .lH.r-.I».._..r-.lfu-m Y v
h -“-..l._li.-. l.r._l.r._-.r.l...l..lll.-. o - .-..-.‘l-...ﬁ - . .H.- "
._....__. ’ I I.- 1 "..th li-..h.._. ; .-”
- ; .
By

1302

, e e PR o
m L a.,q . . .I..lﬁ.r.t.r ot W mnl%h _..-»# ..__“H .....1. .__M f._“. .ﬂ. r
! 1 " .r.-..rlllIL. + 1
: : _ Y ﬁ RIS oA ATl SO A
ot W ', : i . R h nnu.._- m.n.ﬂ.”.. P o - ;
by " ! * ! B Fl “ﬁ....'.- L Twlllltlhthl..l._..l....lrtl!l

Ledd .A.l..l..lpll.l.lulnll.in.]..th« c

- F

I"“'-"-"- - -i.,'.
w'
L]
-
L]
L L
r
1
|-
i
'i
L}
&

4
\ N 4 . 3 —— = * r
., W __ OWNSE  wRty ST il R
a . e L, L N x ik : _...".-.T..n. 4 .__.m- L ;
15 LS G
L . [ .T \ ‘momm o ow 1
[ ] 1 - a4 r@m T -
S .-__-..j.r.]....lhl L “I.-“...-.- _--..w w__ L _”_-._..l.ﬁ ._... _-_”. |_.__.__ .
....___--...- ..“. . _.m ] ...- Yo lmataaa” r...... £
-.“-.-..-.._.. .".'M..-.-l“. Py g qmmm === 1
: R '
-.' s & ..._.-._.l.ﬂ.. J..-. ..I“t_.-_-_.l._i.._.l..__.l - l-..-.._.-l___.. ..-._
O . “.-..1.- m_. H ) Ll.'.jp.l.l-l.l__. .._.I.._.I.!I_.....__. ""M‘ ."... [ " !
Vhoan S T WS T i ALl
..."._._.h“m‘ . - lw .ﬂ q q-".- ‘.'..v%...— - .-“.Hlllhihdwqu.n ._..l.1..|l”.___
Uil by . [ I R e N e
I.-_.-.-_ [ . - ol £ N a™ -
R § i i
| Ll ) e w ol Er - | )
3 .._. gt mnnnﬂn_.nr.l_.-k-. Foteht e s
,..___..._.__.4 dft?flh.ﬂii“-{“h!ﬁliil%#i n .__._.”___.'._....“. ..__.4____
.'s - ! l.____._...lnflf._____ll.liiill. . N s "t i ;o
o a _-..- " _mi.l.J _r.1- Pt FYN *u - oS
t - Tl " it 'l "._..n”. L
R Y ] m= e -, " p] e e e mmm - T
3 .u..--lu. hﬂ-_tﬂlt._ ____... “‘ P e, Wy R I
L * . - e '
T e lll.__._nu-q..l "y PR . -~ -~ 4
i [ | ’ .
..".'. A ."- -~ . *
e h-..q .. -t LS L]
O T - : .
w ' | .l“_“btnl .q.-.. u_il - .r.._.r
5 L b ]
Ii.l ﬁ;l.l..!.r,._ J - i
b ’ ’ . 2
.%.- tl.... - . 4
| . - +
nl.'hr IITMI.!-..".__..-. ' _- *
.“.- .l.m._..'.i.l1 h.._..r _..__ -
. ] R 2 1 i
+ . a
L._. .”..”. 4
.1..-. ] - e 1 ..q...._-.-__-_... ..‘.
a ¥ i v 3
- 1 . .
o _ P A
= =T e w i "
._..l ] Ly B iy _-h + -..
L - - L]
b L) r..-....- .H n .___ h. .‘
Fa . & . ¥
- - L] P
d W L +
, 4 - L .-._. . ]
O e & ) o
— . N ¢ D : A
A . lf ....1.1- — T T e . .-l "
1 .-.._- . - ! " b "a oo Fr !
. . ey N " [] * » - y - »
= J_ Fortg s« O o A g
¥ i . ) ) !
3 R M titiniliall - - ___.___. R I Y Y “n_._. .____.
. o ! !....- l-..... - LN -_.....-. IR A L - , o
M n ..‘.t + -._-4_ X ¥ i ..“i- .t-t."- . ._.... . . .1...... . ......I. .1.|... S R “.. - ”..
.1_ _.ru__ o .--.-..-_ -.".._... " g ._.-.IH_. .._..,.”-. - 1...l ) - - . ar —-.... e .-.-._.i. a .
ra 1 P -yt L . : - .- L] P ;
. , srd o T S S e QPRPR L T /
= A L L} * [
u - ] - ¥ - ) v
LI -—. * [
___.... ‘ .-..”.__.‘ “.- - m o
ﬂ f_ . .L.u. S ._.1“..
", - T - a2l
1Y .-ﬂq . -, *
. oy " ot "nTa
o L R el
S rmemw
T o P
pr— " R s =
I T .
{ lu " L mma www rUr - .
h-_. +.H.... - . PR .-.. 'y .-l.-i .ml“_-
L ’ mlu .lwn ! __. “u o N
. . 4 F [ [ -
- ] . . ] . - Ly i
: JRR : . .. . v S St it W
e, , i e L ' " . W e IO IR L e .m“.:.. n..*Mu".
. L N ..Hnu.q.__ T .. " . 4...__. 7 .I..-Jl..l.q..t.ui.lll..l..l...-.. e 1_..!.
LS .-._. - ] e * LN u . ] e ....___.._-1- ' i N ..... . . .
- . \ & v _-1._..-_..- . e 1 o .-I..._ 5 L..‘... ! l.- l.' Lo mtwtat \
L) _...“ L 5 wat s v ”_ . uuv St i ! ! :
- 0n - r 1 . - =z |
, Yo “ S 3t . o e eeseegs 40 .
) ' IIII-...-...-...:....... r _.-. A mmm g, .-l-. + . - Ll 'K - l.l...- 4. . - - - -
T e M50 S U S . L Selaege n MR D SR ﬁ.,.H.H” B o
. . . . . . . . . . . . . . . . . . . . A . _ - - - . . . . . . . . .o . . . . . - ol . -
% . oo “_.. e ...lt_._.__..l..__. LR N __. . - ...._.n..._ - ..".—lﬂ.#-h.-. . . "y oy _"”_.._.. & L lh.i ' ¥
W o ey e d LN -.qi a N ' - J.___--_.-. 3 L] ..".- .Ith_-._l.IL-._'.l...- A"“h ] AL P Y ﬂ.._. r r o~ - .._
..l._li.u..._-...l...u........ T .__ .“ : e --_..._a_.. o .._Mi 1-_-.- .....- == !._.h.__..-.- ._._.....‘. KR __._..__.. - ] LR TN _..1.......-..___. a'y '
" . - . Pt - 4 " w7 -
-Fm.r.rrr.r..." . L b . R ¥ r...rl.rl.l.-..._..u...__l.i_.l.il.l.l - LA a i L a ol II'J _..... -...l.-. "
.III.I_I! ' ' 1 ’ " .-..-. ...I.I.I.“.“I.ri.-..l.l.l.‘.li J-:r -1-... -1__- F l..-.-..-.l.l.l.lllu..l.-. rrarEr
.- - T T T A mmEEs Ill‘..I.. " . -. - ’ II . ) .- ==
. I u..-i.”.”.”.””.. _“.l..l-..h.-.-.-.- - \ P .....f.ll.-.1111-!!1!!!;!..1..-.............!..- " .”_._.-..___...”.......1._.
.._.... B T S N __..... 1 < % P '
-.-._..... .._.-.._,. - o o o g N - . !._. . ;. ... ..__“ v
- ...l..r_..... - ...._._ .._. ._..__.- LI "
"m o . “.-.“““”-.1..1.1..1.....l e s e e 1..l.l..l.l..l . . R . - 1--...._-lfl.flfll.l..ll.. o |}
eeEERS .- ..1+++....|.....|.....J“...“..“.“.,“H””””..... .-.q.r.fff........:..........-...-.i.,i-___.,l.l....
' F* St maaa "o

U.S. Patent

FIGURE 13D



276 SINPON SuoHEdUNWWOY)

y—

an

e

N4

= i 34N9Il4

)

S

N r T

7r | |

- _ |
_ |
| |
| |
| |
|| z-zovL ¥ |

S | _

= | ’ |

-

3 AR _

= _ =7, 30171 |

72 _ |

|

| = 0 =
| S = 3 _

\& | cudte] 3l o] |

\ PY SN _

S ., o |

< _ L-c0vl 076 (s)oipey |

- _ _ |

- _ ’ |

- | uy L-9011 O0F | @npow pug juoi4 _
| N T/ _
_ ™ ......_........_. ..l........... o _
| |
| |
|

027 92iA8( HewS

U.S. Patent

J



b9l VGl 44N9ld

US 9,396,633 Bl

WILSAS ————————————————— — — — — — = — = .._
HANYIS | _
HITINOY | |
SO LY z-zop) |
LHYINS | |
A | ’ —_ —_ N |
| 2 5 0 |

7. R T
S 001 | -7, “lal 2ol 2 |
: VA . B 3B 28 OF _
3 _ | 3210 |2 |
D | _
W -
2 # _ _ - _
i / | - vovl 076 (s)oipey _
Z0L . _
& | 4 _ :
= @ 111111 d 4 |
2 X ara 4 _
= / \ - | ZV6 2|NPO SUOHEIIUNWIWOY |
— \ - ﬂ ;
/ . —
- y N o7 FOZ 901A8Q HRWS |
/ ey et i
LGP S )
g as” D
A\ n | 001
= JUSLIUOJIAUY
SUIOH HUBeWS

U.S. Patent



U.S. Patent Jul. 19, 2016 Sheet 29 of 50 US 9,396,633 B1

.
1402-2

e-vOvi

UIHMS

FIGURE 15B

-~

802.11)

N
-
Y5,
o)
RS,
©
@
A

(e.g., Wi-Fi

——
£
O
A2
- 4P
OO’_.:?.
2 m
g
&
O
S

Radios 95



US 9,396,633 Bl

Sheet 30 of 50

Jul. 19, 2016

U.S. Patent

D9l NI

E:.%m& -.mwo_o.aa J3} 0] §SA008L
OIpel "G ZO8 SULURIS ST OIPBI IIIA\

L e D E b DR B DR b K TR

WNIPIW SSA[AIAN
Ay} 01 $$900¢8 3unsonbar st opes $°¢1° 708

o L D B b e DR B R b DR b L e D E L DR




U.S. Patent Jul. 19, 2016 Sheet 31 of 50 US 9,396,633 B1

Normal Mode

¥ - ') .
*. v * »
> v L) "
* v +, *
> . L) &
;Hhhhhhhhhhhhhhhﬁﬁhﬁhhhﬁ i }HHHHHHHHHHHHHHHHfﬂﬂfﬂﬂfﬂﬂfﬂﬂfﬂﬂfﬂﬂfvﬂﬂﬁ *
* « % w " e
¥ ¥k ;; $
L . o : ¥ , %3
!- . . Ryt : v . : ¥y
. 3 . * ‘ -“ 5‘.- a _‘
‘ . . .* .‘ -. "J *.- .'l _‘
», e * ¥ S "3
" ¥ Ay $ . e
¥ e + W
* - -
*. 4 ¥
pt 5 .
¥ A
: l’lr'lr'Ir'lr'lr'!'lr'lr'lr'lr'lr'Ir'lr'lr'!'lr'lr-'!'lr'lr'!'lr'Ir'lr'lr'Ir'lr'lr'Ir'!r'lr'lr-'!'lr'Ir'Ir'lr'Ir'Ir'lr'Ir'Ir'lr'Ir'Ir'lr'Ir-'lr'lr'Ir'!'lr'lr'!'lr'lr'!'lr'lr'!'lr'-* : '
¥ = ¥ '
¥ i + *
» v . .
*. v * .
: E*tﬁbibbihbibbibbibii111bbiibiibiibiibibbibbihbihbibbibbibbibbi‘h%ﬂﬁi111111bbiibiibiibiibibbibbihbihbibbg‘b
¥ - £ .
: .: :.- :
. [ ] ' L - ' 4 & oa
3 -: ¥ v i ) Bl T ' R MARTEE e 2
» v v - :""';: e Ty ﬁ' ., M aC T T 5 LA L I .
.'. -.i- [ ] .I FLILE ":‘ It .:- F el ‘-.I. .." * .'.-.i-.-l'-‘h.l- (] L] } "-'-" ] ‘1- .;- r' e
* L} L™ N LI NN *.- - o
» - ¥
¥ L ; +
» N - ¥ by
3 A i by ¢
» LN v ¥ L)
x i i by ¢
> n v ¥ L)
13 i ; by ¢
_} |‘_ g ..- ..._
¥ : 2 - Yy
3 v : v
* 3 ..i- -“ ) '..-
. . ¥, T = o ¥
. ) * LN -"' f-'. '..-
. : : * * 0, v vV *
. . ) * ..i- -“ .'.l.- '.-'
b A \ ) . : » L. v ¥ *
5 1 .‘. .-} -.i- 5 '.- ..-_
> . " A ,." "_.
; ¥ : $ :
- u I
.'. 1 :.i- ‘:J :-_ '.:
:_ 5 L P ;
: - (] ') :
* ..l- -‘ F ] ".-
-" - v 4 o
* ..l- -‘ F ] *.-
> . . ) L
" ..I -‘ -I"-’
» ﬁﬁ.ﬁ.ﬁ.ﬁ.ﬁ.ﬁ.ﬁ.ﬁ.ﬁ. R 3
¥ L 5 i
; : : : ¥
.*. ._|. -‘ F ] *.-
* v - x
». v ¥
] * L)
. L i [ ] L iy, L ] N M [ -
WY T i T Ty
» a !. -.i- :__ ] » - ':-'- '."-h ) Il"llli et M .- :i‘..'-'. -l__
* > T i "1-*-" A et Th "a ¥ LR et Ve s O *
3 v : .
3 v £ '
1 N M ¥
; : ; :
:-‘. -.i- ‘: "
fﬂﬂffHfffﬂﬂﬂffﬂfffﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂfﬂfﬂﬂﬂfﬂﬂﬂﬁ ¥
» v - Hy .
. - - ¥, -
[ 1 . ' * -“ '.__ "
. M ™ - » v ¥ '.,‘..
sf ! . » v 4, 'y
. . ‘1. B R : N : i,,:
' . * -. *" ," "
Wt . ¥ . 'z
* -"‘ 4 Ly
> ¥ + if
> v L) o
¥ y £ o
¥ -i- ¥ Y ¥
.*'. -: +"-"-"-"-"-"-"-"-"-"-"-"-"-"ll" .':
3 . x T
3 v : s
3 v ¢ v
J [ . . »
¥ ,, ] . .
) .- g o
3 v : i
¥ o . Y
[ 9 . [y

11111

o e . .,"' . - ‘:F-.‘ _._'-.... Tt ~ -l"lr s ..J"...'-. B il ' _“-'-".. -
. .;‘.;" - O %-."f-. YO we fja,._ g é‘- g’:':‘ s
] il.'-‘-". . { . ¥ .J- » ." I‘l-"-..‘ ¥ F-:l-" 'ﬂ: - » ." 2 -’:I Y

T RELD PRI Lengihol hedding HADNDG HEG sssented,

RN R R R Y Y Y R Y R Y R Y R Y R Y I Y R P Y R Y R Y R Y R Y R Y R Y R Y R Y R Y R P Y R Y R P Y R Y R PN R PRI RPN R RSN RN SRR N

T REYG INTERVAL, Pterval hetween BADIO BED s WA

Wl W W e W e e A e e W e e e e e e e e A e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e A e e e e e e e e e e e e e e e e e e e e i e i A e e i e e e i e i B e A e i A e e i B i i B e i B e e B e i B i i B i i B i A B i i B i i B i i B i i B i i B i i O i i O i i O O O O

TLERE SEPLp Retuyp time o sstabiih RADIO FRY before O MIA
Reserivay BALNLY R

T BEL LATENCY Latersoy belwsen BADID RIEG wsseyt and  30us
WIFY GRANT nuset,

PR R R R R R R R R RN RN R R R R R RN RN RN R RN RN RN

TOEENVOBRE LATENUY Latenoy betwesn AU B de-asseyt S0uz Llms
and WIFD GERANT de-nssert,

LR L PR L L P
R

P L P, PSS, PR, Y PR, R, TR, R, PR, RS, P, PR, P, PR, PR, PR, PR, R, PSS, R, PR, S, PR, PSS, Y PR, TR, TR, R, PR, RS, P, R, L, PR, PR, RS PR, L, PR, R, PR, S, PR, PR, PR, PSS, S P,
trrrrrrrrrrrerrrifirrerrrrrrrrrerrrirrrrrrrrvrrrrrridrrwrrry

FIGURE 15D-2



U.S. Patent

RADID KRG

WIFL GRAMT |

5
: 3 3
Y » .

LT TR T )

ttttttttttttttttttttttttttttttttttttttttttt

T_GRANT MIN §

B a0 3

Top T Vo o e T P P Ve P P P o P P e P P P P P e o P P P P o o P P P o P P Top "o o e T T P P !

T WiFLACT

T WIF &

Jul. 19, 2016 Sheet 32 of 50 US 9,396,633 B1

High Priority Wi-Fi (i.e.,
Grant Revoke)

il-q__ll"'-‘ll'. -

X KX R

-‘:‘!.‘!'I'_

"Cl‘C'L'%‘L'Cl‘C'L'C'L'L'C"C'L'C'L'Ctttt ]
a‘-"‘i""‘r‘i"‘i""‘r""‘i""‘r"" a A A

[ 3
'I
b S S
| 4
hhﬁg*ﬂ-*—*ﬂ.‘-

f.
:g.n.
"y
OO
_.rf*it.
-y

-‘zi'-ﬂ'

T
ey
A
eyt
“u
L
>,

pun LS

LS
™t

L e I-‘I"I"I-‘I"Ii
Lot »

% wy - T 3 ".‘.'!l;"i; BE LTS i-; ?'MFJ' - T b ol *.:. "»'l:_:"*,i' - '-" i i:} ':h-ﬂzr‘-;l .--
EISLAR FINCUNE GRS S SRR T & 32 A S ek £ R 3T EERR SR A £ S PO s

rid WiIrD GHAIT s reasmrrtand,

ttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttt

Maumam permd  whinh WIFL GRANT § NS

can b guarantsed b e anseried,

et T e e e T T P T T T P e T P P P T P P P e P P e P e P P P e o P P P e P P P e o P P P P e P P e P P P P P e o P P P P e Ve P P P o P P P e e T o o e P T P P P T P P o P T P o o P P T T o o e P T o P e P e o P T P P e P P e P P P P P e P P e P e P P P e o P P P P e Ve P P P o P P P o o P P

‘;.‘ 1

A
., ay

foe Wighrprioray WAFL 400us NA

T ORRIINNON.

o I b
Wik
L A,

£
-

intervel between high-priorty

LOADS RIS P ReET,

FIGURE 15E-2



U.S. Patent Jul. 19, 2016 Sheet 33 of 50 US 9,396,633 B1

Beacon Protection

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

FADHY Ml

.'.-‘..'.i"-"-l-

WL GRANT

] .'w_'."l .'T.".
iy,

e ] i Lk ]
-J'
-J
'-.
‘E';!v'.:"'J'rJ"ﬁﬁﬁﬂtﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁ e

e

|

| ]
0
-I?II- ':.1-‘:{_-.-; e :e..r:l-l:-:l %.ls E:?.s !'.:'l '.Jll-l:’ i!i‘ r}i"‘:‘.:;_" % Er- -..l .-JI':' -gt -"l_p f'{\“g.:t & .} ¥ -gt i '-;r§- :..'E.-: :.-_1._....::_..-
n A . h ; ' m's . L -.r' " N - ;g .‘-:-.l " = 1;' i ] ..‘ .l L - X ,
5 'F'-z M":’...‘ 'k{ :' ".'"i * ': _F“, e RN { ' ':-'-'t ' "-'l:: i!;l-!--";? L W ‘i '-"l -’_hh': E. '1:. -F'i- ::-'- { "'-‘l‘
! gyt _.- gt gt
.-

k L

L d
h-'!-ﬂ!-!i-.sgt-h-h-h-h-h-.-

Pl L T

BaanonActiviy

;

B B

-I-"l--lu...l.-.._.-l-_‘.q )

-I-.I-.I-.I- I-.I-.I-.I-.I-.I-.I-.I-.I-.I-.I-.I-.I-.I-.I-.I-.I-.I-.I-.I-.I-.I-.I-.I-.I-.I-.I-.I-.I-.

"ll':i'q'q--_‘ -

-..
-i-
'.
..
'-
...
...
-‘-
'.
R R
..
'-
..
*

.ﬁr.ﬁ‘r;:.ﬁrsﬁ.ﬁrsﬁ.ﬁrss.ﬁr
FI
FI
FI
[ ]
[ ]
[ ]
| ]
[ ]
[ ]
| ]
[ ]
[ ]
| ]
[ ]
[ ]
| ]
FI

DE GRANT MIN Mindruwn period which WL GBAKT sun KA
he puansnieed 10 be aszerted befow vevoked

by Beasn,

R SN, S 1 vl A ref g e o 2% r Qe
gocasserted and Wiy bearon s schedulod 1o

oo yesesnienr,

i

D ORBGRANT LATENGCY  Latencey between WiFibeaom s veceived tor AN

mtesediund WIFL GRAIT s e asserind.

e ostesseps sttt et P ITIA AR TR awsraes
L BREATON_ACT Popiod betwess WK beacon i monived o N/A
- TRAS SN,

3 SERREEASA.

--"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"- el - - - L0 Al Al A Al Al al A AP R b Al Al A A A Rl A b A Al A A A Al A A R A Al Al A ATl AP R Al A Al A e A Al A A A A A A A Al Al A R R Al A A ATl A R Al Al A Al AT A Al A A A A AT A A A Al Al A A AT A AT A AP o AP Al AR A A A AT
i,

I [ . - . - g n w . g - ‘.

i f{! g E;* ﬁ{*{jﬁ }.?‘HP _;1 % ; ,.I.-:- b . AT, Y R

-! . - [ ] 3 ﬂ;{'{:’ig S-E ;"&13’ :l-:-lg ; --._-'

N [ - h " - - ¥ . : - . v - ;- - LI .

_: v e ll'{ -lr"" P » . e b » iy Mg . * iy N

FIGURE 15F-2



U.S. Patent

WIF]_ GRANT |

SR oo kv

Ll
-

.

Ll
-

Ll
-

Ll
-

Ll
-

Ll
-

Ll
-

!
- [
4
; ;'

Ll
-

Ll Ll L]
-

-

R

Ll
- -

S
e

Ll
-

Ll
-

Ll
-

Ll
-

Ll
-

Ll
-

Ll
-

Ll
-

Ll
-

Ll
-

Ll
-

Ll
-

Ll
-

R

-

-.'-_;

-

Ll
-

AR

-

Ll
-

Jul. 19, 2016

i e i i o o i o o o .

et

e o o

r.-;-. s u'm -h-..‘. ! oy -'-.;-'- . n'p's g'nts " .‘-;'-_. 1-' - w'p's - |' n'
L3 * Ye » L o K A e e R v ¥ ;* L3
| ] }'- = wa kEKw v} LN L] L] - . . K w
. n « - - - [] 4 PN . & » Ty .
*, ¥ e Ol L * Wt AT e s LR H AL
w0, M e e,
-.-
-.-
-.-
-.-
-.-
WJ
% 3
. - -
k] ]
- »
Y » -
| N ] -
e - | ]
1. L) "
L . :"'
; ;
5 ..:,
e
-_-.-_-.-_-.__-.-_-.—_-.-_-.-_-.-_-.-_n.-_-.-_-.__-.-_-.-_-.-_-.-_-.-_-.-_n.-_-.-_-.__-.-_-.-_-.-_-.-_-.-_-.-p- e o e e e e e e e e e e e e e e e e e e e e e e e e e

o
iyt
A
1:rt
[
voam
a
R
..-F
e
LBA
A he
L
-.“-
r'r'e'rrr'r'rrr're' e e e ' e ', 'lrr'lrr"r"'r"'E'r"
L
ot
£
oo
ey
""‘.E
i'-:ﬂ..
o .
'
'.i:ﬁ:l-'
it
1%,
'-‘I:-‘l-g
R
-.:‘-?
"
.;.:"
i
'.-'-‘:!:
T
K .
I. '.I
i'-.-:.-?
iy
5 4
Vi
b
A
-a-"n.
o
it

Sheet 34 of 50

Beacon Skipping

derrrrrrrrrrrrererrey

[ R TR Y T TR T N Y|
4 44

4

LAl B ]

4

4

2 :‘,
- . "
- j. ‘
2 : ™
- - 7 "
- é 5 :‘,
: . - -+
- L] .,.' ™
! % 4 ;
r . I. ‘
- K} = *
r |'-|'..|'|'-.|'..|'|'-.|'..|'|'-.u*u'u*-*u'u*-'u'u*-*u'u'.u .,.‘
- | ]
2 :‘,
- *
- ™
- . —

Sy, T ' '. e

s o RO ¥ L A

R *-:n.-.-.'""f-)‘-.-' e A LN
X X

A 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 _4_4_4_41

4

*TFEFFEFFFFEFEFEFFFEFFFFEFFEFFEFFFFA R

L L L L

g R T g T " 2
POEEALE }g':: i E

Pl -,
'm

i

u'w'r

' 4
_1'1'_1'1‘_1 1

FIGURE 15F-3

o . [ .:- #uls

e 3:" Sy
I .'E'.".':*.&.

Cale' e e e e e e e e e e e e E
.f\.h:

US 9,396,633 Bl

RN

:
E
:

J

A

_'.
::'a\\'a\\'a\\'a\\'a\\'a\\'a\
TR



U.S. Patent Jul. 19, 2016 Sheet 35 of 50 US 9,396,633 B1

Alarming Mode

}-‘r‘r‘-‘r‘
L |
"\gﬂh"ﬂ-‘-‘-

1 n A

4,

i
et

T O
4 .
L llll'ri'.l-_.-_-
}
. ' T,

o

RADHD RED

) '..'.'.-.".'?""."' )

]

]

EE :'Et
* 5
L 2
. $

[ t _u,

e e AT kY Y LY Y Yy yrurgrgrg

R
T e

"-r‘f-r‘-r‘f-r‘-r"}-r‘-"}-r‘-r‘}-rh&h&h&h&h&h&h&h&h&h&h&%
n
i,

I
¥Iy &
NI
:Engwwii.
43
R
o
L
40
e

g A

.
. "."'".""s

£
i
€2
13

va,
o
ol 5:"

"
L
} .

3 L \ - PP - LN
. =, e * e

W T

LS

1:
w3

¥

D,

lr‘_ win! lr‘ w! Ir' lr' wilnininininiy!

RADG PRI

a
-r‘-_-lr._-i'q'-l.‘h _‘.

e

AT

.ti-.-i-.-e.i.:-.-.:-.'e.if-a.' N

*

--.--

--.--

--..- . .

"-‘-m- T -‘-‘N *l'-

- iy )

--._: |..I

* -
At ey e, 2 Al " gt : S ey g
e B O e Sl ol 2 00 IR R B0
* o k ,. X " 4, Yo ¥ e e . Lw
L » [ L e Fe L T Ty L) L8 LN " L

ER : g, g,

T

-%l;####-li

- !-.‘.‘1 L - - B

K] » : : 3
WIFL_GRANT L ) L
i ; : i

e e e e e

*.*.*.»%w.w-
- ‘--‘-l:é
-44434444444444444444

T
.
e L
-l
L

e TR ol e R e R
o, . M . N KAl 'l... v é a) 'l. ""'.
oREG LATENOY AT HBEYVORD LA -3

T REQG PERHOD A Paveion o hobd BANHO BEO in aleyr &0us  MAA

T EF%LE“‘@TF’%M@ A i*-'a*kwm*;ﬁ ;i'—vc»wi:?m E{%{}ii} E {1 3e5 sai wt Hibdhm NAA
piatatel g

1111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111

’I‘ _REG LATENDY A Lavtoney between BAING BES assert aed 50us R

WIVL GRAKT szsertin slest mads. {%)

L]
W
L)
)
¥
]
L]
W
L)
)
¥
]
L]
)
)
)
¥
]
L]
W
L)
)
¥
]
L]
W
L)
)
¥
]

e e e e e T e e e e R L e e e B e T e e e e e e e e R L e e e P P e e e e e e e e e e e e e ke R e T P e P e R R e e T e T T e e P e e e e e e e e e R T o T T e e e e e e e e P e e e e e e T o P e e e T e e e e e P e e o P T e T e e e e o e e T B P e e e e P e e e e L e T e P e e R L L P P P P P P P P L P B

T REVOKE LATENDY A Lateney betwern HADIO REQ deassmt %0us  Sws
aad  WIFL GRARYT de-sssert dn alent {42
steratcs

e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e

FIGURE 15G-2



91 44NOIld

US 9,396,633 Bl

Sheet 36 of 50

Jul. 19, 2016

U.S. Patent




U.S. Patent Jul. 19, 2016 Sheet 37 of 50 US 9,396,633 B1

BLE Priorly |
| ] ﬁiﬂ_ggﬁ |

BLE_FFA

FIGURE 17A



U.S. Patent Jul. 19, 2016 Sheet 38 of 50 US 9,396,633 B1

SLO_Pricsity |

BLE_Priggity |

BOTs

[ ] [ PR . .
N it® ?.. E . ::% H

FIGURE 17B



U.S. Patent Jul. 19, 2016 Sheet 39 of 50 US 9,396,633 B1

fLC Prionty |

3 Y. . pt SO -
REE Prinvity |
- N ). 1535

L0 BFAE | | ____________]_

Grant

FIGURE 18A



U.S. Patent Jul. 19, 2016 Sheet 40 of 50 US 9,396,633 B1

DU Proy

2 Pnony

8O RFA I—l

WIFE Ty g | |__
R U S t,L %L %Eﬁ FIGURE 18B

S0 Priotity

BLE Priceity

P R I

Q%.-r..-* 1R |

91 E REA | |

CHC M N T < 4 L o o et m e e o e

syt

e _ake, wle

!

i T

Hifk ixw i I ; T

WiEE Tx




U.S. Patent Jul. 19, 2016 Sheet 41 of 50 US 9,396,633 B1

BLE Priorty |

g B i) ﬁ""'}ﬁ o l |
ﬁa:'!&.%—‘*;!_'; . e l.:--. __________________________________Lw

BLE AR

Grant

ELETﬁ . .

M T I I l
e o | N
Elf'-z iyl iz iy

FIGURE 18D




U.S. Patent Jul. 19, 2016 Sheet 42 of 50 US 9,396,633 B1

§LO Priotly |

BLO AFA I I D

BEE HEA

BOTe | T T

BLE Tx -

Wikt iz

| [N i
4 lp 13 1 I5

FIGURE 19A

R Pronty

BLE_Frony

:-- T NE NN FEE EE FET EE FEC FECT WO FEr W PR PN WA S MM SME SN FEFE BN FEF AN CEE PSS WO P EN O PN WO SN FEE O BCE BFEE FECE BT M WO WO FE N FE N N NN AN F S W rE W e e

BLOTx | ‘

& ?;1 tlz 313 {&

FIGURE 19B




U.S. Patent Jul. 19, 2016 Sheet 43 of 50 US 9,396,633 B1

SLUBNERN PEIRITY
BLE PRIORITY = s o oot s s st & it & s o i i i i

M G
L ._.f.:i
m"’**‘

.....

HLLRNFEN HEA

L g g ol BN o BN . E O ' e ‘rwrrm rr W Wm Ew

BLLRNEAR T el

FIGURE 20

FIGURE 21



U.S. Patent Jul. 19, 2016 Sheet 44 of 50 US 9,396,633 B1

2200

- - "'"" - - T

Produce bypass sighal when second transceiver is active 2202

Detect whether second transceiver is transmitting signals via second ~29204
antenna coupled to second transceiver

- A A A T —— I L1 L} ~E— S L1 T A I A A S A S L L S - L1 L I S I I I A S o S A I L1 L] I I I L | A L]

Detect the bypass signal Ly 2206
No l 1 Yes
Couple first transceiver to first Coupie first transceiver to first
antenna via amplifier such antenna via bypass line such
that a signal received by the | _ 2208 that a signal received by the {_—~2210
first antenna is ampiified by first antenna is not amplified
the amplifier prior {0 being by amplifier prior to being
passed to the first transceiver passed {o the first transceiver

FIGURE 22



U.S. Patent Jul. 19, 2016 Sheet 45 of 50 US 9,396,633 B1

2300

Communicate using a first transceiver of a plurality of distinct transceivers of a camera

device, where the transceivers are configured for communication over respective 2302

communication protocols. The first transceiver is configured to transmit and receive,
over a first one of the communication protocols, signals for configuring the camera

device.
o -_T—fwg ﬁrgtaﬁmunication protocol is‘—bﬁége_é on the Bluetooth Lo\; Ege?g}ﬁ o |
standard —{ 2304
Transmit data comprising a video format configured for low-bandwidth | b—~2306

transmissions

- _— — - 4

Communicate with one or more smart home devices using a second transceiver of the
plurality of transceivers, the second transceiver configured 1o transmit and receive, | 2308

over a second one of ihe communication protocols, signails comprising one or more of | |

alerts, control signals and status information to and from the one or more smart home
devices

The second communication protocol is based on the IEEE 802.15.4 standard Ly 2310

1— — . —

Transmit data comprising the video format configured for low-bandwidth 2312
fransmissions

Concurrently with the transmission of data using a third transceiver, receive
infermittent signais from the one or more smart home devices and/or 'y 2314
retransmitting received signals from the one or more smart home devices

The transmission of data using the third transceiver is temporarily
suspended while receiving signals from the one or more smart home 2318
devices and/or retransmitling received signals from the one or more smart :\—4/
home devices |

FIGURE 23A



U.S. Patent Jul. 19, 2016 Sheet 46 of 50 US 9,396,633 B1

Communicate using the third transceiver of the plurality of transceivers, the third
transceiver configured to transmit and receive, over a third one of the communication
protocols, data corresponding {o video captured by the camera device

The third communication protocol is based on the IEEE 802.11 standard 1 2320

|
: The data comprises a video format confiqured for high-bandwidth transmissions L_y 2322

I-I-ll" ——————— T e S IR ST N WS AN I, WS DD JENEE DT AN GRS AT A WP AN SN WIS AN IR ST N WA AT N WS A i ey s mpe gy g 1

: Receive and transmit data at.a data rate that is higher than a data rate at which

| the camera device communicates using the first transceiver and/or a data rate at L_y~ ~ 2324
which the camera device communicates using the second transceiver

I
I
|

o | | . |
Receive signals from the one or more smart home devices over the second L—~2398
communication protocot |

-

b R e R -lll-'

Y

|
| Retransmit the signals to one or more other smart home devices 2328
|

h#*““h“ e, i wah s Sais e, et

FIGURE 23B



U.S. Patent Jul. 19, 2016 Sheet 47 of 50 US 9,396,633 B1

2330

e o e o R e wijee. el e e il il el

- Grant or deny transmission access {o a first transceiver, a second transceiver, and/or :
a third transceiver of a plurality of distinct transceivers of a camera device, where the _—~2332
transceivers are configured for communication over respective communication
protocols.

Detect activation of a priority control signal 2334

g g = ——g— 1

|
The activated priority control signal corresponds to an alarming mode of 1‘\‘/4-\ 2336
| the second transceiver [ |

_________________________ e e |

e e — A

In response to detecting activation of the priority control signal, grant *
transmission access {o the second transceiver and deny transmission access 1o J‘2338

_i the third transceiver :

{ — o o e  — ——— — o —— o o — — . —— —_—— —

| Detect an activated priority control signal rL/'\23r:m

| ' ! T :

I
) I
|

' While detechng thé activated priority Contml signatl: . “’{ﬁ 2342
_____________________________________ |
Detect activation of a radio request control signal by the second | -
: g . J Y ~— //:’\ 2344
ransceiver _

In response {o detecting activation of the radio request control signal by | |
the second transceiver, grant transmission access {0 the second L_p 2346

transceiver and deny transmission access {o the third transceiver

gt gy Sy T T Syt T, o g, EEE oy iy

|
|
| Actwate the grant control signal L_
d
71

b o o e e e e e e e e e e e e e e

il il i i —rih i

Detect a transmission request by the third transceiver J\_/:'\ 2350

The transmission request by the third transceiver is detected while : ‘J/"‘\2352

transmission access is granted to the second transceiver :\‘“

miersier wrvesls desle s drweew wleewler relesim dersersk | wlerslee **J

| e ~ T e -

In respctnse to detecting the transmission request by the third transcewer L

and while detecting the activated radio request control signal by the ‘ '

~ second transceiver, continue to grant transmission access to the second 4\_:,/:"\ 2354

transceiver while continuing to deny fransmission access to the third
transceiver

— | - — 3

r"—.—-'.—.-ll—-—-

- T - - T - - 1 [

While continuing to detect the activated radio request control signal and |
~ the activated priority control signal, continue to grant transmission access DI5H
| to the second transceiver and continue {0 deny transmission access o the T‘*
| third transceiver

FIGURE 23C



U.S. Patent Jul. 19, 2016 Sheet 48 of 50 US 9,396,633 B1

. , _ :
Grant or deny transmission access to a first transceiver, a second transceiver, and/or |

a third transceiver of a plurality of distinct {fransceivers of a camera device, where the ;‘“'H2358
ransceivers are configured for communication over respective communication :
protocois ;
T | " . | . o
While detecting the activaled priority control signat: LY T 2342

—— —_— b e e, o o B o o e e e B, o e o L o o B o B o A o o S e e R o o B o L o D o o S o B o SR o L e e R o o

A

S ooy

in response {o detecting deactivation of the radio request control signal by :
the second transceiver, revoke transmission access to the second ,\_l/’:-\ 2362
transceiver and grant fransmission access 1o the third transceiver :

el skl deslees sk eskesh O eekes Sk sk sk ek, eskesk ashes seshbs sk ek Sk skl esbes O seshe O eskesls. deslees 0 s

Deactivate the grant control signal L\ fl\ 2364

w—— gl —— -J

©

FIGURE 23D

e e -




U.S. Patent

ﬁ_““”“h““mﬂ““““”“*““““,

Jul. 19, 2016 Sheet 49 of S0

US 9,396,633 Bl

g gy S

Grant or deny transmission access 1o a first fransceiver, a second transt:eiver, and/or | _ 5agg
a third transceiver of a plurality of distinct transceivers of a camera device, where the
fransceivers are configured for communication over respeclive communication ;
protocols ;
© ‘
|
. !
; Detect a deactivated priority control signat ~—{ 2366
L - - S
Y :
r - - = - -
| While detecting the deactivated priority control signat: %2368
:
: { Detect activation of the radio request control signal by the second ;\_  /TT~2370

dvirer v vwr e

| in response to detecting the transmission request by the third transceiver,

P fransceiver

g e ey s e }

In response 1o detecting activation of the radio request control signal by
the second transceiver, grant transmission access 1o the second

transceiver and denying fransmission access to the third transceiver |

L _— # ——

g I

While fransmission access is granted to the second transceiver, detecta |
transmission request by the third fransceiver

'—'—mﬂ

The transmission request by the third transceiver is detected
detecting the activated radio request control signal

m— — —— —— —

b SR ]

The transmission request by the third transceiver is a high priority
fransmission request |

e mamy e geam

revoke transmission access {0 the second transceiver and grant
transmission access 1o the third transceiver

'

While transmission access is granted 1o the third transceiver, detect that a
high priority transmission by the third transceiver is in progress

Upon completion of the high priority transmission, grant transmission
access 1o the second transceiver and revoke fransmission access o the
third transceiver |

R Ay M. WS N R SN . ANy WS SN RN WS SN G WGy A RS N MM WM SN AL BRSNS AN W g

while | 1 1~ T™~2376

|
i
i
i

\/‘"“ 2380

FIGURE 23E



U.S. Patent Jul. 19, 2016 Sheet 50 of 50 US 9,396,633 B1

Communicate using the first transceiver which is configured to transmit and receive,
over a first one of the communication protocois, signals for configuring the camera
device.

'

Communicate with one or more smart home devices using the second transceiver

which is configured to transmit and receive, over a second one of the communication | .91308

protocols, signais compyrising one or more of alerts, control signals and status
infarmation {o and from the one ar more smart hame devices

Communicate using the third transceiver which is configured to transmit and receive,

over a third one of the communication pratocols, data corresponding to video captured
by the camera device

FIGURE 23F



US 9,396,633 Bl

1

SYSTEMS, METHODS, AND DEVICES FOR

MANAGING COEXISTENCE OF MULTIPLE

TRANSCEIVER DEVICES BY OPTIMIZING
COMPONENT LAYOUT

RELATED APPLICATIONS

This application claims priority to U.S. Provisional Appli-
cation No. 62/1735,393, filed Jun. 14, 2015, entitled “Systems,
Methods, and Devices for Managing Coexistence of Multiple
Transceiver Devices by Optimizing Component Layout,”
which 1s hereby incorporated by reference 1n 1ts entirety.

This application 1s related to U.S. patent application Ser.
No. 14/616,302, filed Feb. 6, 2013, entitled “Systems and
Methods for Processing Coexisting Signals for Rapid
Response to User Input,” U.S. patent application Ser. No.
13/656,189, filed Oct. 19, 2012, entitled “User-iriendly, net-
work connected learning thermostat and related systems and
methods,” and U.S. patent application Ser. No. 13/835,439,
filed Mar. 13,2013, entitled “Detector umit and sensing cham-
ber therefor,” which are hereby incorporated by reference in
their entirety.

TECHNICAL FIELD

This relates generally to computer technology, including
but not limited to methods and systems for managing coex-
istence of multiple transceiver devices.

BACKGROUND

Devices 1n a smart home environment include a host of
circuit components and 1nterfaces for enabling communica-
tions with other systems, devices, and/or servers. For
example, some smart devices include multiple radios as com-
ponents of a single integrated circuit collocated within a
compact area for recerving and transmitting signals to other
devices and across networks. As a consequence of the close
physical spacing of components within smart devices, com-
bined with close proximity to nearby conductive materials
and the fact that devices often share the same or close fre-
quency bands 1n operation, device components typically
exhibit poor 1solation from transmissions of one another. In
addition to poor communications performance, sensitive
device components are also at risk of damage when their input
power thresholds are exceeded due to poor 1solation.

SUMMARY

Accordingly, there 1s a need for methods, apparatuses, and
systems for managing coexistence of multiple transceivers 1n
a device. By utilizing various component layout strategies
within a device, using bypass circuitry, and/or using various
control signals for prioritizing transmission access, the
impact and harmful effects arising from poorly 1solated trans-
ceivers 1n a device are reduced.

In accordance with some implementations, a camera
assembly includes an enclosed housing having a rear surface,
a front surface, and a periphery. Furthermore, the camera
assembly 1ncludes a lens module located within the housing
and configured to receive light via the front surface, and
communication circuitry located within the housing and con-
figured to wireless communicate over a plurality of different
communication protocols. The camera assembly further
includes a first antenna arranged at a first location on an 1nner
surface of the periphery, the first antenna configured for com-
munication over a first one of the communication protocols,
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and a second antenna arranged at a second location on the
inner surface of the periphery, the second location being
different than the first location, the second antenna configured
for communication over a second one of the communication
protocols.

Another aspect includes a communications apparatus
including a first and second transceiver, and a {irst and second
antenna. The communications apparatus further includes a
front end module (FEM) coupled between the first transcerver
and the first antenna, the front end module including an
amplifier for amplifying signals recerved by the first antenna,
and a bypass line. The FEM 1s configured to couple the first
antenna to the first transceiver via the bypass line when the
second transceiver 1s active and transmitting signals using the
second antenna such that a signal received via the first
antenna 1s not amplified by the amplifier prior to being passed
to the first transceiver. Furthermore, the FEM 1s configured to
couple the first antenna to the first transceiver via the ampli-
fier when the second transceiver i1s not transmitting signals
using the second antenna such that a signal received via the
first antenna 1s amplified by the amplifier prior to being
passed to the first transceiver.

In accordance with some implementations, a method for
communicating via a plurality of transcervers includes cou-
pling a first transcerver of a plurality of transceivers of an
electronic device to a first antenna via an amplifier such that
a signal received by the first antenna 1s amplified by the
amplifier prior to being passed to the first transceiver, 1n
accordance with detecting that a second transceiver of the
plurality of transcetrvers 1s not transmitting signals via a sec-
ond antenna coupled to the second transceiver. The method
further 1ncludes coupling the first transcerver to the first
antenna via a bypass line such that a signal received by the
first antenna 1s not amplified by the amplifier prior to being
passed to the first transceiver, 1n accordance with detecting
that the second transceiver 1s transmitting signals via the
second antenna.

In accordance with some implementations, a communica-
tions apparatus including a first and second transceiver, and a
first and second antenna. The communications apparatus fur-
ther includes a coupling means. The coupling means 1s con-
figured to couple the first antenna to the first transceiver via
the bypass line when the second transceiver 1s active and
transmitting signals using the second antenna such that a
signal received via the first antenna 1s not amplified by the
amplifier prior to being passed to the first transceiver. Fur-
thermore, the coupling means 1s configured to couple the first
antenna to the first transceiver via the amplifier when the
second transcerver 1s not transmitting signals using the sec-
ond antenna such that a signal recerved via the first antenna 1s
amplified by the amplifier prior to being passed to the first
transcerver

Another aspect includes a method for communicating via a
plurality of transceivers, the method performed at a camera
device comprising a plurality of distinct transceivers config-
ured for communication over respective communication pro-
tocols, one or more processors, and memory storing instruc-
tions for execution by the one or more processors. The
method 1ncludes communicating using a first transceiver of
the plurality of transceivers, the first transcerver configured to
transmit and receive, over a first one of the communication
protocols, signals for configuring the camera device. Further-
more, the method mcludes communicating with one or more
smart home devices using a second transcetrver of the plurality
of transcervers, the second transcerver configured to transmit
and receive, over a second one of the communication proto-
cols, signals comprising one or more of alerts, control signals
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and status information to and trom the one or more smart
home devices. Furthermore, the method includes communi-

cating using a third transceiver of the plurality of transcervers,
the third transcerver configured to transmit and receive, over
a third one of the communication protocols, data correspond-
ing to video captured by the camera device.

In accordance with some implementations, a camera
device includes a first and second antenna, and a first, second,
and third transceiver. The first transceiver 1s configured to
transmit and receive, over a first one of a plurality of distinct
communication protocols, signals for configuring the camera
device. Furthermore, the second transceiver 1s configured to
transmit and recerve, over a second one of the plurality of
distinct communication protocols, signals comprising one or
more of alerts, control signals and status information to and
from the one or more smart home devices. Moreover, the third
transceiver 1s configured to transmait and recerve, over a third
one of the plurality of distinct communication protocols, data
corresponding to video captured by the camera device,
wherein the second transceiver 1s coupled to the first antenna,
and the first and third transcervers are coupled to the second
antenna.

BRIEF DESCRIPTION OF THE DRAWINGS

For a better understanding of the various described imple-
mentations, reference should be made to the Description of
Implementations below, 1n conjunction with the following
drawings in which like reference numerals refer to corre-
sponding parts throughout the figures.

FIG. 1 1s an example smart home environment, 1n accor-
dance with some implementations.

FIG. 2 15 a block diagram 1illustrating an example network
architecture that includes a smart home network, 1n accor-
dance with some implementations.

FIG. 3 illustrates a network-level view of an extensible
devices and services platform with which the smart home
environment of FIG. 1 1s integrated, in accordance with some
implementations.

FIG. 4 illustrates an abstracted functional view of the
extensible devices and services platform of FIG. 3, with ret-
erence to a processing engine as well as devices of the smart
home environment, in accordance with some 1mplementa-
tions.

FIG. 5 15 a representative operating environment 1in which
a hub device server system interacts with client devices and
hub devices communicatively coupled to local smart devices,
in accordance with some implementations.

FIG. 6 15 a block diagram illustrating a representative hub
device, 1n accordance with some implementations.

FI1G. 7 1s a block diagram illustrating a representative hub
server system, in accordance with some implementations.

FI1G. 8 15 a block diagram illustrating a representative client
device associated with a user account, 1n accordance with
some 1mplementations.

FI1G. 9 1s a block diagram 1llustrating a representative smart
device, 1n accordance with some implementations.

FIG. 10 1s a block diagram 1illustrating a representative
smart home provider server system, 1n accordance with some
implementations.

FIGS. 11A-11M 1llustrate various assembly views of a
camera device 118, 1 accordance with some 1mplementa-
tions.

FIGS. 12A-12C 1illustrate various component views of a
thermostat, 1n accordance with some implementations.

FIGS. 13A-13D 1illustrate various component views of a
hazard detector, 1n accordance with some implementations.
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FIG. 14 1llustrates a block diagram of a communications
module of a smart device utilizing a bypass coexistence tech-

nique, 1n accordance with some implementations.

FIGS. 15A-15Gllustrate a coexistence scheme for a smart
device having multiple radios 1n smart home environment, 1n
accordance with some implementations.

FIG. 16 shows an illustrative co-existence circuit for man-
aging operations of three communications circuits, 1n accor-
dance with some implementations.

FIGS. 17A-17B show priority cases for Wi-F1 circuitry, in
accordance with some implementations.

FIGS. 18A-D shows different illustrative 6LoWPAN pri-
ority use cases, 1n accordance with some implementations.

FIGS. 19A-19B show illustrative timing diagrams where
Wi-F1 circuitry 1s OFF, 1 accordance with some implemen-
tations.

FIG. 20 shows an illustrative timing diagram showing how
the BLE circuitry attempts to communicate with a personal
device during the 1dle portion of a wake packet being trans-
mitted by 6LoWPAN circuitry during a NCCA period, 1n
accordance with some implementations.

FIG. 21 shows 1llustrative timing diagrams of exemplary
BLE advertise, connect, and data transfer activity during BLE
transmissions, 1n accordance with some implementations.

FIG. 22 1s a flow diagram 1illustrating a method of coexist-
ence using bypass circuitry, 1n accordance with some 1mple-
mentations.

FIGS. 23A-23F are flow diagrams illustrating methods of
using control signals 1n a coexistence scheme, in accordance
with some implementations.

Like reference numerals refer to corresponding parts
throughout the several views of the drawings.

DESCRIPTION OF IMPLEMENTATIONS

Retference will now be made 1n detail to implementations,
examples of which are illustrated 1n the accompanying draw-
ings. In the following detailed description, numerous specific
details are set forth in order to provide a thorough understand-
ing of the various described implementations. However, 1t
will be apparent to one of ordinary skill in the art that the
various described implementations may be practiced without
these specific details. In other instances, well-known meth-
ods, procedures, components, circuits, and networks have not
been described 1n detail so as not to unnecessarily obscure
aspects of the implementations.

It will also be understood that, although the terms first,
second, etc. are, 1n some 1nstances, used herein to describe
various elements, these elements should not be limited by
these terms. These terms are only used to distinguish one
clement from another. For example, a first type of signal could
be termed a second type of signal, and, similarly, a second
type of signal could be termed a first type of signal, without
departing from the scope of the various described implemen-
tations. The first type of signal and the second type of signal
are both types of signals, but they are not the same type of
signal.

The terminology used 1n the description of the various
described implementations herein 1s for the purpose of
describing particular implementations only and 1s not
intended to be limiting. As used in the description of the
various described implementations and the appended claims,
the singular forms “a”, “an” and “the” are intended to include
the plural forms as well, unless the context clearly indicates
otherwise. It will also be understood that the term “and/or’” as
used herein refers to and encompasses any and all possible

combinations of one or more of the associated listed items. It
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will be further understood that the terms “includes,” “includ-
ing,” “comprises,” and/or “comprising,” when used 1n this
specification, specily the presence of stated features, integers,
steps, operations, elements, and/or components, but do not
preclude the presence or addition of one or more other fea-
tures, integers, steps, operations, elements, components, and/
or groups thereof.

As used herein, the term “11” 1s, optionally, construed to
mean “when” or “upon” or “in response to determining’” or
“1n response to detecting” or “in accordance with a determi-
nation that,” depending on the context. Similarly, the phrase
“1f 1t 1s determined” or ““if [a stated condition or event] 1s
detected™ 1s, optionally, construed to mean “upon determin-
ing”” or “in response to determining’” or “upon detecting [the
stated condition or event]” or “in response to detecting [the
stated condition or event]” or “in accordance with a determi-
nation that [a stated condition or event] 1s detected,” depend-
ing on the context.

It1s to be appreciated that “smart home environments” may
refer to smart environments for homes such as a single-family
house, but the scope of the present teachings 1s not so limited.
The present teachings are also applicable, without limitation,
to duplexes, townhomes, multi-unit apartment buildings,
hotels, retail stores, office buildings, industrial buildings, and
more generally any living space or work space.

It 1s also to be appreciated that while the terms user, cus-
tomer, nstaller, homeowner, occupant, guest, tenant, land-
lord, repair person, and the like may be used to refer to the
person or persons acting in the context of some particularly
situations described herein, these references do not limit the
scope of the present teachings with respect to the person or
persons who are performing such actions. Thus, for example,
the terms user, customer, purchaser, installer, subscriber, and
homeowner may often refer to the same person in the case of
a single-family residential dwelling, because the head of the
household 1s often the person who makes the purchasing
decision, buys the unit, and installs and configures the unit,
and 1s also one of the users of the unit. However, in other
scenarios, such as a landlord-tenant environment, the cus-
tomer may be the landlord with respect to purchasing the unait,
the installer may be a local apartment supervisor, a first user
may be the tenant, and a second user may again be the land-
lord with respect to remote control functionality. Importantly,
while the 1dentity of the person performing the action may be
germane to a particular advantage provided by one or more of
the implementations, such identity should not be construed in
the descriptions that follow as necessarily limiting the scope
of the present teachings to those particular individuals having
those particular 1dentities.

FIG. 1 1s an example smart home environment 100 in
accordance with some 1mplementations. Smart home envi-
ronment 100 includes a structure 150 (e.g., a house, office
building, garage, or mobile home) with various integrated
devices. It will be appreciated that devices may also be 1nte-
grated mnto a smart home environment 100 that does not
include an entire structure 150, such as an apartment, condo-
minium, or office space. Further, the smart home environment
100 may control and/or be coupled to devices outside of the
actual structure 150. Indeed, several devices in the smart
home environment 100 need not be physically within the
structure 150. For example, a device controlling a pool heater
114 or mrrigation system 116 may be located outside of the
structure 150.

The depicted structure 150 includes a plurality of rooms
152, separated at least partly from each other via walls 154.
The walls 154 may include interior walls or exterior walls.
Each room may further include a floor 156 and a ceiling 158.
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Devices may be mounted on, integrated with and/or sup-
ported by a wall 154, floor 156 or ceiling 158.

In some mmplementations, the integrated devices of the
smart home environment 100 include intelligent, multi-sens-
ing, network-connected devices that integrate seamlessly
with each other 1n a smart home network (e.g., 202 FIG. 2)
and/or with a central server or a cloud-computing system to
provide a variety of useful smart home functions. The smart
home environment 100 may include one or more intelligent,
multi-sensing, network-connected thermostats 102 (herein-
alter referred to as “smart thermostats 102””), one or more
intelligent, network-connected, multi-sensing hazard detec-
tion units 104 (hereinaiter referred to as “smart hazard detec-
tors 104”), one or more intelligent, multi-sensing, network-
connected entryway interface devices 106 and 120
(hereinafter referred to as “smart doorbells 106 and “smart
door locks 120”°), and one or more intelligent, multi-sensing,
network-connected alarm systems 122 (heremnafter referred
to as “smart alarm systems 1227).

In some 1mplementations, the one or more smart thermo-
stats 102 detect ambient climate characteristics (e.g., tem-
perature and/or humidity) and control a HVAC system 103
accordingly. For example, a respective smart thermostat 102
includes an ambient temperature sensor.

The one or more smart hazard detectors 104 may include
thermal radiation sensors directed at respective heat sources
(e.g., a stove, oven, other appliances, a fireplace, etc.). For
example, a smart hazard detector 104 1n a kitchen 153
includes a thermal radiation sensor directed at a stove/oven
112. A thermal radiation sensor may determine the tempera-
ture of the respective heat source (or a portion thereof) at
which it 1s directed and may provide corresponding black-
body radiation data as output.

The smart doorbell 106 and/or the smart doorlock 120 may
detect a person’s approach to or departure from a location
(e.g., an outer door), control doorbell/door locking function-
ality (e.g., recerve user inputs ifrom a portable electronic
device 166-1 to actuate bolt of the smart door lock 120),
announce a person’s approach or departure via audio or visual
means, and/or control settings on a security system (e.g., to
activate or deactivate the security system when occupants go
and come).

The smart alarm system 122 may detect the presence of an
individual within close proximity (e.g., using built-in IR sen-
sors), sound an alarm (e.g., through a built-in speaker, or by
sending commands to one or more external speakers), and
send notifications to entities or users within/outside of the
smart home network 100. In some implementations, the smart
alarm system 122 also includes one or more 1nput devices or
sensors (e.g., keypad, biometric scanner, NFC transcerver,
microphone) for veritying the identity of a user, and one or
more output devices (e.g., display, speaker). In some 1imple-
mentations, the smart alarm system 122 may also be set to an
“armed” mode, such that detection of a trigger condition or
event causes the alarm to be sounded unless a disarming
action 1s performed.

In some implementations, the smart home environment
100 1includes one or more intelligent, multi-sensing, network-
connected wall switches 108 (hereinafter referred to as
“smart wall switches 108”"), along with one or more intelli-
gent, multi-sensing, network-connected wall plug interfaces
110 (hereinatter referred to as “smart wall plugs 110”). The
smart wall switches 108 may detect ambient lighting condi-
tions, detect room-occupancy states, and control a power
and/or dim state of one or more lights. In some 1nstances,
smart wall switches 108 may also control a power state or
speed of a fan, such as a ceiling fan. The smart wall plugs 110
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may detect occupancy of a room or enclosure and control
supply of power to one or more wall plugs (e.g., such that
power 1s not supplied to the plug i1f nobody is at home).

In some implementations, the smart home environment
100 of FIG. 1 includes a plurality of intelligent, multi-sens-
ing, network-connected appliances 112 (heremafter referred
to as “smart appliances 112”"), such as refrigerators, stoves,
ovens, televisions, washers, dryers, lights, stereos, intercom
systems, garage-door openers, tloor fans, ceiling fans, wall air
conditioners, pool heaters, irrigation systems, security sys-
tems, space heaters, window AC units, motorized duct vents,
and so forth. In some implementations, when plugged 1n, an
appliance may announce itself to the smart home network,
such as by indicating what type of appliance it 1s, and 1t may
automatically integrate with the controls of the smart home.
Such communication by the appliance to the smart home may
be facilitated by either a wired or wireless communication
protocol. The smart home may also include a variety of non-
communicating legacy appliances 140, such as old conven-
tional washer/dryers, refrigerators, and the like, which may
be controlled by smart wall plugs 110. The smart home envi-
ronment 100 may further include a variety of partially com-
municating legacy appliances 142, such as infrared (“IR”)
controlled wall air conditioners or other IR-controlled
devices, which may be controlled by IR signals provided by
the smart hazard detectors 104 or the smart wall switches 108.

In some implementations, the smart home environment
100 1ncludes one or more network-connected cameras 118
that are configured to provide video monitoring and security
in the smart home environment 100. The cameras 118 may be
used to determine occupancy of the structure 150 and/or
particular rooms 152 in the structure 150, and thus may act as
occupancy sensors. For example, video captured by the cam-
cras 118 may be processed to identily the presence of an
occupant 1n the structure 150 (e.g., 1n a particular room 152).
Specific individuals may be 1dentified based, for example, on
their appearance (e.g., height, face) and/or movement (e.g.,
their walk/gait). Cameras 118 may additionally include one
or more sensors (e.g., IR sensors, motion detectors), mput
devices (e.g., microphone for capturing audio), and output
devices (e.g., speaker for outputting audio).

The smart home environment 100 may additionally or
alternatively include one or more other occupancy sensors
(e.g., the smart doorbell 106, smart door locks 120, touch
screens, IR sensors, microphones, ambient light sensors,
motion detectors, smart nightlights 170, etc.). In some 1mple-
mentations, the smart home environment 100 includes radio-
frequency 1dentification (RFID) readers (e.g., in each room
152 or a portion thereol) that determine occupancy based on
RFID tags located on or embedded in occupants. For
example, RFID readers may be integrated into the smart
hazard detectors 104.

The smart home environment 100 may also include com-
munication with devices outside of the physical home but
within a proximate geographical range of the home. For
example, the smart home environment 100 may include a
pool heater monitor 114 that communicates a current pool
temperature to other devices within the smart home environ-
ment 100 and/or recerves commands for controlling the pool
temperature. Similarly, the smart home environment 100 may
include an 1rrigation momtor 116 that communicates infor-
mation regarding 1rrigation systems within the smart home
environment 100 and/or recerves control information for con-
trolling such 1rrigation systems.

By virtue of network connectivity, one or more of the smart
home devices of FIG. 1 may further allow a user to interact
with the device even 11 the user 1s not proximate to the device.
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For example, a user may communicate with a device using a
computer (e.g., a desktop computer, laptop computer, or tab-
let) or other portable electronic device 166 (e.g., a mobile
phone, such as a smart phone). A webpage or application may
be configured to recerve communications from the user and
control the device based on the communications and/or to
present information about the device’s operation to the user.
For example, the user may view a current set point tempera-
ture for a device (e.g., a stove) and adjust 1t using a computer.

The user may be 1n the structure during this remote commu-
nication or outside the structure.

As discussed above, users may control smart devices in the
smart home environment 100 using a network-connected
computer or portable electronic device 166. In some
examples, some or all of the occupants (e.g., individuals who
live 1n the home) may register their device 166 with the smart
home environment 100. Such registration may be made at a
central server to authenticate the occupant and/or the device
as being associated with the home and to give permission to
the occupant to use the device to control the smart devices in
the home. An occupant may use their registered device 166 to
remotely control the smart devices of the home, such as when
the occupant 1s at work or on vacation. The occupant may also
use their registered device to control the smart devices when
the occupant 1s actually located inside the home, such as when
the occupant 1s sitting on a couch inside the home. It should be
appreciated that instead of or in addition to registering
devices 166, the smart home environment 100 may make
inferences about which individuals live 1n the home and are
therefore occupants and which devices 166 are associated
with those individuals. As such, the smart home environment
may “learn” who 1s an occupant and permit the devices 166
associated with those individuals to control the smart devices
of the home.

In some 1mplementations, in addition to containing pro-
cessing and sensing capabilities, devices 102, 104, 106, 108,
110, 112, 114, 116, 118, 120, and/or 122 (collectively
referred to as “the smart devices”) are capable of data com-
munications and information sharing with other smart
devices, a central server or cloud-computing system, and/or
other devices that are network-connected. Data communica-
tions may be carried out using any of a variety of custom or
standard wireless protocols (e.g., IEEE 802.15.4, Wi-F1, Zig-
Bee, 6LoWPAN, Thread, Z-Wave, Bluetooth Smart,
ISA100.11a, WirelessHART, MiWi, etc.) and/or any of a
variety of custom or standard wired protocols (e.g., Ethernet,
HomePlug, etc.), or any other suitable communication proto-
col, including communication protocols not yet developed as
of the filing date of this document.

In some implementations, the smart devices serve as wire-
less or wired repeaters. In some implementations, a {irst one
of the smart devices communicates with a second one of the
smart devices via a wireless router. The smart devices may
further communicate with each other via a connection (e.g.,
network interface 160) to a network, such as the Internet 162.
Through the Internet 162, the smart devices may communi-
cate with a smart home provider server system 164 (also
called a central server system and/or a cloud-computing sys-
tem herein). The smart home provider server system 164 may
be associated with a manufacturer, support entity, or service
provider associated with the smart device(s). In some 1mple-
mentations, a user 1s able to contact customer support using a
smart device 1tself rather than needing to use other commu-
nication means, such as a telephone or Internet-connected
computer. In some 1mplementations, software updates are
automatically sent from the smart home provider server sys-
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tem 164 to smart devices (e.g., when available, when pur-
chased, or at routine intervals).

In some 1mplementations, the network interface 160
includes a conventional network device (e.g., a router), and
the smart home environment 100 of FIG. 1 includes a hub

device 180 that 1s communicatively coupled to the network(s)
162 directly or via the network interface 160. The hub device
180 1s further communicatively coupled to one or more of the
above intelligent, multi-sensing, network-connected devices
(e.g., smart devices of the smart home environment 100).
Each of these smart devices optionally communicates with
the hub device 180 using one or more radio communication

networks available at least in the smart home environment
100 (e.g., ZigBee, Z-Wave, Insteon, Bluetooth, Wi-F1 and

other radio communication networks). In some implementa-
tions, the hub device 180 and devices coupled with/to the hub
device can be controlled and/or interacted with via an appli-
cation running on a smart phone, household controller, lap-
top, tablet computer, game console or similar electronic
device. In some 1implementations, a user of such controller
application can view status of the hub device or coupled smart
devices, configure the hub device to iteroperate with smart
devices newly introduced to the home network, commission
new smart devices, and adjust or view settings of connected
smart devices, etc. In some implementations the hub device
extends capabilities of low capability smart device to match
capabilities of the highly capable smart devices of the same
type, integrates functionality of multiple different device
types—even across different communication protocols, and
1s configured to streamline adding of new devices and com-
missioning of the hub device.

FIG. 2 15 a block diagram 1illustrating an example network
architecture 200 that includes a smart home network 202 1n
accordance with some implementations. In some implemen-
tations, the smart devices 204 1n the smart home environment
100 (e.g.,devices 102,104,106,108,110,112,114,116, 118,
120, and/or 122) combine with the hub device 180 to create a
mesh network 1 smart home network 202. In some 1imple-
mentations, one or more smart devices 204 in the smart home
network 202 operate as a smart home controller. Additionally
and/or alternatively, hub device 180 operates as the smart
home controller. In some 1mplementations, a smart home
controller has more computing power than other smart
devices. In some 1mplementations, a smart home controller
processes mputs (e.g., from smart devices 204, electronic
device 166, and/or smart home provider server system 164)
and sends commands (e.g., to smart devices 204 in the smart
home network 202) to control operation of the smart home
environment 100. In some implementations, some of the
smart devices 204 1n the smart home network 202 (e.g., 1n the
mesh network) are “spokesman” nodes (e.g., 204-1) and oth
ers are “low-powered” nodes (e.g., 204-9). Some of the smart
devices 1n the smart home environment 100 are battery pow-
ered, while others have a regular and reliable power source,
such as by connecting to wiring (e.g., to 120V line voltage
wires) behind the walls 154 of the smart home environment.
The smart devices that have a regular and reliable power
source are referred to as “spokesman” nodes. These nodes are
typically equipped with the capability of using a wireless
protocol to facilitate bidirectional communication with a
variety of other devices in the smart home environment 100,
as well as with the smart home provider server system 164. In
some 1mplementations, one or more “spokesman” nodes
operate as a smart home controller. On the other hand, the
devices that are battery powered are the “low-power” nodes.
These nodes tend to be smaller than spokesman nodes and
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typically only communicate using wireless protocols that
require very little power, such as Zigbee, 6LoWPAN, etc.

In some implementations, some low-power nodes are inca-
pable of bidirectional communication. These low-power
nodes send messages, but they are unable to “listen”. Thus,
other devices in the smart home environment 100, such as the
spokesman nodes, cannot send information to these low-
power nodes.

In some implementations, some low-power nodes are
capable of only a limited bidirectional communication. For
example, other devices are able to communicate with the
low-power nodes only during a certain time period.

As described, 1n some implementations, the smart devices
serve as low-power and spokesman nodes to create a mesh
network in the smart home environment 100. In some 1mple-
mentations, idividual low-power nodes 1n the smart home
environment regularly send out messages regarding what
they are sensing, and the other low-powered nodes in the
smart home environment—in addition to sending out their
own messages—Ilorward the messages, thereby causing the
messages to travel from node to node (1.e., device to device)
throughout the smart home network 202. In some implemen-
tations, the spokesman nodes 1n the smart home network 202,
which are able to communicate using a relatively high-power
communication protocol, such as IEEE 802.11, are able to
switch to a relatively low-power communication protocol,
such as IEEE 802.15.4, to receive these messages, translate
the messages to other communication protocols, and send the
translated messages to other spokesman nodes and/or the
smart home provider server system 164 (using, e.g., the rela-
tively high-power communication protocol). Thus, the low-
powered nodes using low-power communication protocols
are able to send and/or receive messages across the entire
smart home network 202, as well as over the Internet 162 to
the smart home provider server system 164. In some 1imple-
mentations, the mesh network enables the smart home pro-
vider server system 164 to regularly receive data from mostor
all of the smart devices in the home, make inferences based on
the data, facilitate state synchronization across devices within
and outside of the smart home network 202, and send com-
mands to one or more of the smart devices to perform tasks in
the smart home environment.

As described, the spokesman nodes and some of the low-
powered nodes are capable of “listening.” Accordingly, users,
other devices, and/or the smart home provider server system
164 may communicate control commands to the low-pow-
ered nodes. For example, a user may use the electronic device
166 (¢.g., a smart phone) to send commands over the Internet
to the smart home provider server system 164, which then
relays the commands to one or more spokesman nodes in the
smart home network 202. The spokesman nodes may use a
low-power protocol to communicate the commands to the
low-power nodes throughout the smart home network 202, as
well as to other spokesman nodes that did not receive the
commands directly from the smart home provider server sys-
tem 164.

In some 1implementations, a smart nightlight 170 (FIG. 1),
which 1s an example of a smart device 204, 1s a low-power
node. In addition to housing a light source, the smart night-
light 170 houses an occupancy sensor, such as an ultrasonic or
passive IR sensor, and an ambient light sensor, such as a photo
resistor or a single-pixel sensor that measures light i the
room. In some 1implementations, the smart nightlight 170 1s
configured to activate the light source when its ambient light
sensor detects that the room 1s dark and when its occupancy
sensor detects that someone 1s 1n the room. In other 1mple-
mentations, the smart nightlight 170 1s simply configured to
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activate the light source when 1ts ambient light sensor detects
that the room 1s dark. Further, 1n some implementations, the
smart nightlight 170 includes a low-power wireless commu-
nication chip (e.g., a ZigBee chip) that regularly sends out
messages regarding the occupancy of the room and the
amount of light in the room, including instantaneous mes-
sages coincident with the occupancy sensor detecting the
presence of a person in the room. As mentioned above, these
messages may be sent wirelessly (e.g., using the mesh net-
work) from node to node (i.e., smart device to smart device)
within the smart home network 202 as well as over the Inter-
net 162 to the smart home provider server system 164.

Other examples of low-power nodes 1include battery-oper-
ated versions of the smart hazard detectors 104. These smart
hazard detectors 104 are often located 1n an area without
access to constant and reliable power and may include any
number and type of sensors, such as smoke/fire/heat sensors
(e.g., thermal radiation sensors), carbon monoxide/dioxide
sensors, occupancy/motion sensors, ambient light sensors,
ambient temperature sensors, humidity sensors, and the like.
Furthermore, smart hazard detectors 104 may send messages
that correspond to each of the respective sensors to the other
devices and/or the smart home provider server system 164,
such as by using the mesh network as described above.

Examples of spokesman nodes include smart doorbells
106, smart thermostats 102, smart wall switches 108, and
smart wall plugs 110. These devices are often located near
and connected to a reliable power source, and therefore may
include more power-consuming components, such as one or
more communication chips capable of bidirectional commu-
nication in a variety of protocols.

In some 1mplementations, the smart home environment
100 includes service robots 168 (FIG. 1) that are configured to
carry out, 1n an autonomous manner, any ol a variety of
household tasks.

As explained above with reference to FIG. 1, in some
implementations, the smart home environment 100 of FIG. 1
includes a hub device 180 that 1s communicatively coupled to
the network(s) 162 directly or via the network interface 160.
The hub device 180 1s further communicatively coupled to
one or more of the smart devices using aradio communication
network that 1s available at least 1n the smart home environ-
ment 100. Communication protocols used by the radio com-
munication network include, but are not limited to, ZigBee,
/-Wave, Insteon, EuOcean, Thread, OSIAN, Bluetooth Low
Energy and the like. In some implementations, the hub device
180 not only converts the data recerved from each smart
device to meet the data format requirements of the network
interface 160 or the network(s) 162, but also converts infor-
mation received from the network interface 160 or the net-
work(s) 162 to meet the data format requirements of the
respective communication protocol associated with a targeted
smart device. In some implementations, i addition to data
format conversion, the hub device 180 further processes the
data recerved from the smart devices or information recerved
from the network interface 160 or the network(s) 162 prelimi-
nary. For example, the hub device 180 can integrate mputs
from multiple sensors/connected devices (including sensors/
devices of the same and/or different types), perform higher
level processing on those mputs—e.g., to assess the overall
environment and coordinate operation among the different
sensors/devices—and/or provide instructions to the different
devices based on the collection of mputs and programmed
processing. It 1s also noted that 1n some 1implementations, the
network interface 160 and the hub device 180 are integrated to
one network device. Functionality described herein 1s repre-
sentative of particular implementations of smart devices, con-
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trol application(s) running on representative electronic
device(s) (such as a smart phone), hub device(s) 180, and
server(s) coupled to hub device(s) via the Internet or other
Wide Area Network. All or a portion of this functionality and
associated operations can be performed by any elements of
the described system—ior example, all or a portion of the
functionality described herein as being performed by an
implementation of the hub device can be performed, 1n dii-
ferent system implementations, in whole or 1n part on the
server, one or more connected smart devices and/or the con-
trol application, or different combinations thereof.

FIG. 3 illustrates a network-level view of an extensible
devices and services platform with which the smart home
environment of FIG. 1 1s integrated, in accordance with some
implementations. The extensible devices and services plat-
form 300 1ncludes smart home provider server system 164.
Each of the mtelligent, network-connected devices described
with reference to FIG. 1 (e.g., 102, 104, 106, 108, 110, 112,
114,116 and 118, identified simply as “devices” in FIGS. 2-4)
may communicate with the smart home provider server sys-
tem 164. For example, a connection to the Internet 162 may be
established either directly (for example, using 3G/4G con-
nectivity to a wireless carrier), or through a network interface
160 (e.g., a router, switch, gateway, hub device, or an 1ntelli-
gent, dedicated whole-home controller node), or through any
combination thereof.

In some implementations, the devices and services plat-
form 300 communicates with and collects data from the smart
devices of the smart home environment 100. In addition, 1n
some implementations, the devices and services plattorm 300
communicates with and collects data from a plurality of smart
home environments across the world. For example, the smart
home provider server system 164 collects home data 302
from the devices of one or more smart home environments
100, where the devices may routinely transmit home data or
may transmit home data 1n specific instances (e.g., when a
device queries the home data 302). Example collected home
data 302 includes, without limitation, power consumption
data, blackbody radiation data, occupancy data, HVAC set-
tings and usage data, carbon monoxide levels data, carbon
dioxide levels data, volatile organic compounds levels data,
sleeping schedule data, cooking schedule data, inside and
outside temperature humidity data, television viewership
data, inside and outside noise level data, pressure data, video
data, etc.

In some implementations, the smart home provider server
system 164 provides one or more services 304 to smart homes
and/or third parties. Example services 304 include, without
limitation, software updates, customer support, sensor data
collection/logging, remote access, remote or distributed con-
trol, and/or use suggestions (e.g., based on collected home
data 302) to mmprove performance, reduce utility cost,
increase safety, etc. In some implementations, data associated
with the services 304 1s stored at the smart home provider
server system 164, and the smart home provider server system
164 retrieves and transmits the data at appropriate times (e.g.,
at regular intervals, upon receiving a request from a user, etc.).

In some implementations, the extensible devices and ser-
vices platform 300 includes a processing engine 306, which
may be concentrated at a single server or distributed among
several different computing entities without limitation. In
some 1mplementations, the processing engine 306 includes
engines configured to receive data from the devices of smart
home environments 100 (e.g., via the Internet 162 and/or a
network interface 160), to index the data, to analyze the data
and/or to generate statistics based on the analysis or as part of
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the analysis. In some implementations, the analyzed data 1s
stored as derived home data 308.

Results of the analysis or statistics may thereaiter be trans-
mitted back to the device that provided home data used to
derive the results, to other devices, to a server providing a
webpage to a user of the device, or to other non-smart device
entities. In some implementations, usage statistics, usage sta-
tistics relative to use of other devices, usage patterns, and/or
statistics summarizing sensor readings are generated by the
processing engine 306 and transmitted. The results or statis-
tics may be provided via the Internet 162. In this manner, the
processing engine 306 may be configured and programmed to
derive a variety of useful information from the home data 302.
A single server may include one or more processing engines.

The dertved home data 308 may be used at different granu-
larities for a variety of useful purposes, ranging from explicit
programmed control of the devices on a per-home, per-neigh-
borhood, or per-region basis (for example, demand-response
programs for electrical utilities), to the generation of inferen-
tial abstractions that may assist on a per-home basis (for
example, an inference may be drawn that the homeowner has
left for vacation and so security detection equipment may be
put on heightened sensitivity), to the generation of statistics
and associated inferential abstractions that may be used for
government or charitable purposes. For example, processing
engine 306 may generate statistics about device usage across
a population of devices and send the statistics to device users,
service providers or other entities (e.g., entities that have
requested the statistics and/or entities that have provided
monetary compensation for the statistics).

In some mmplementations, to encourage mmnovation and
research and to increase products and services available to
users, the devices and services platform 300 exposes a range
of application programming interfaces (APIs) 310 to third
parties, such as charities 314, governmental entities 316 (e.g.,
the Food and Drug Administration or the Environmental Pro-
tection Agency), academic 1nstitutions 318 (e.g., university
researchers), businesses 320 (e.g., providing device warran-
ties or service to related equipment, targeting advertisements
based on home data), utility companies 324, and other third
parties. The APIs 310 are coupled to and permit third-party
systems to communicate with the smart home provider server
system 164, including the services 304, the processing engine
306, the home data 302, and the derived home data 308. In
some 1mplementations, the APIs 310 allow applications
executed by the third parties to mnitiate specific data process-
ing tasks that are executed by the smart home provider server
system 164, as well as to recerve dynamic updates to the home
data 302 and the derived home data 308.

For example, third parties may develop programs and/or
applications (e.g., web applications or mobile applications)
that integrate with the smart home provider server system 164
to provide services and imformation to users. Such programs
and applications may be, for example, designed to help users
reduce energy consumption, to preemptively service faulty
equipment, to prepare for high service demands, to track past
service performance, etc., and/or to perform other beneficial
functions or tasks.

FI1G. 4 illustrates an abstracted functional view 400 of the
extensible devices and services platform 300 of FIG. 3, with
reference to a processing engine 306 as well as devices of the
smart home environment, 1n accordance with some 1mple-
mentations. Even though devices situated 1n smart home envi-
ronments will have a wide variety of different individual
capabilities and limitations, the devices may be thought of as
sharing common characteristics in that each device 1s a data
consumer 402 (DC), a data source 404 (DS), a services con-
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sumer 406 (SC), and a services source 408 (SS). Advanta-
geously, 1 addition to providing control information used by
the devices to achieve their local and immediate objectives,
the extensible devices and services platform 300 may also be
configured to use the large amount of data that is generated by
these devices. In addition to enhancing or optimizing the
actual operation of the devices themselves with respect to
their immediate functions, the extensible devices and services
plattorm 300 may be directed to “repurpose” that data 1n a
variety of automated, extensible, flexible, and/or scalable
ways to achieve a variety of useful objectives. These objec-
tives may be predefined or adaptively identified based on,
¢.g., usage patterns, device etliciency, and/or user input (e.g.,
requesting specific functionality).

FIG. 4 shows processing engine 306 as including a number
of processing paradigms 410. In some implementations, pro-
cessing engine 306 includes a managed services paradigm
410a that monitors and manages primary or secondary device
functions. The device functions may include ensuring proper
operation of a device given user inputs, estimating that (e.g.,
and responding to an 1nstance 1n which) an intruder is or 1s
attempting to be 1 a dwelling, detecting a failure of equip-
ment coupled to the device (e.g., a light bulb having burned
out), implementing or otherwise responding to energy
demand response events, providing a heat-source alert, and/or
alerting a user of a current or predicted future event or char-
acteristic. In some implementations, processing engine 306
includes an advertising/communication paradigm 4105 that
estimates characteristics (e.g., demographic information),
desires and/or products of interest of a user based on device
usage. Services, promotions, products or upgrades may then
be offered or automatically provided to the user. In some
implementations, processing engine 306 includes a social
paradigm 410c¢ that uses information from a social network,
provides information to a social network (for example, based
on device usage), and/or processes data associated with user
and/or device interactions with the social network platform.
For example, a user’s status as reported to their trusted con-
tacts on the social network may be updated to indicate when
the user 1s home based on light detection, security system
inactivation or device usage detectors. As another example, a
user may be able to share device-usage statistics with other
users. In yet another example, a user may share HVAC set-
tings that result 1n low power bills and other users may down-
load the HVAC settings to their smart thermostat 102 to
reduce their power bills.

In some 1implementations, processing engine 306 includes
a challenges/rules/compliance/rewards paradigm 4104 that
informs a user of challenges, competitions, rules, compliance
regulations and/or rewards and/or that uses operation data to
determine whether a challenge has been met, a rule or regu-
lation has been complied with and/or a reward has been
carned. The challenges, rules, and/or regulations may relate
to efforts to conserve energy, to live safely (e.g., reducing the
occurrence of heat-source alerts) (e.g., reducing exposure to
toxXins or carcinogens), to conserve money and/or equipment
life, to improve health, etc. For example, one challenge may
involve participants turning down their thermostat by one
degree for one week. Those participants that successiully
complete the challenge are rewarded, such as with coupons,
virtual currency, status, etc. Regarding compliance, an
example mvolves a rental-property owner making a rule that
no renters are permitted to access certain owner’s rooms. The
devices 1n the room having occupancy sensors may send
updates to the owner when the room 1s accessed.

In some implementations, processing engine 306 inte-
grates or otherwise uses extrinsic information 412 from
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extrinsic sources to improve the functioning of one or more
processing paradigms. Extrinsic imnformation 412 may be
used to mterpret data recerved from a device, to determine a
characteristic of the environment near the device (e.g., out-
side a structure that the device 1s enclosed 1n), to determine
services or products available to the user, to 1dentity a social
network or social-network information, to determine contact
information of entities (e.g., public-service entities such as an
emergency-response team, the police or a hospital) near the
device, to i1dentily statistical or environmental conditions,
trends or other information associated with a home or neigh-
borhood, and so forth.

FIG. 5 1llustrates a representative operating environment
500 1n which a hub device server system 508 provides data
processing for monitoring and facilitating review of motion
events 1n video streams captured by video cameras 118. As
shown 1n FIG. §, the hub device server system 508 recerves
video data from video sources 522 (including cameras 118)
located at various physical locations (e.g., inside homes, res-
taurants, stores, streets, parking lots, and/or the smart home
environments 100 of FIG. 1). Each video source 522 may be
bound to one or more reviewer accounts, and the hub device
server system 308 provides video monitoring data for the
video source 322 to client devices 504 associated with the
reviewer accounts. For example, the portable electronic
device 166 1s an example of the client device 504.

In some implementations, the smart home provider server
system 164 or a component thereof serves as the hub device
server system 308. In some implementations, the hub device
server system 508 15 a dedicated video processing server that
provides video processing services to video sources and cli-
ent devices 504 independent of other services provided by the
hub device server system 508.

In some 1mplementations, each of the video sources 522
includes one or more video cameras 118 that capture video
and send the captured video to the hub device server system
508 substantially inreal-time. In some implementations, each
of the video sources 522 optionally includes a controller
device (not shown) that serves as an intermediary between the

one or more cameras 118 and the hub device server system
508. The controller device receives the video data from the
one or more cameras 118, optionally, performs some prelimi-
nary processing on the video data, and sends the video data to
the hub device server system 508 on behalf of the one or more
cameras 118 substantially in real-time. In some 1implementa-
tions, each camera has its own on-board processing capabili-
ties to perform some preliminary processing on the captured
video data before sending the processed video data (along
with metadata obtained through the preliminary processing)
to the controller device and/or the hub device server system
508.

As shown 1n FIG. 5, 1n accordance with some implemen-
tations, each of the client devices 504 includes a client-side
module 502. The client-side module 502 communicates with
a server-side module 506 executed on the hub device server
system 508 through the one or more networks 162. The client-
side module 502 provides client-side functionalities for the
event momitoring and review processing and communications
with the server-side module 506. The server-side module 506
provides server-side functionalities for event momtoring and
review processing for any number of client-side modules 502
cach residing on a respective client device 504. The server-
side module 506 also provides server-side functionalities for
video processing and camera control for any number of the
video sources 522, including any number of control devices
and the cameras 118.
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In some implementations, the server-side module 506
includes one or more processors 512, a video storage database
514, device and account databases 516, an I/O interface to one
or more client devices 518, and an I/O interface to one or more
video sources 520. The I/O interface to one or more clients
518 facilitates the client-facing input and output processing
for the server-side module 506. The databases 516 store a
plurality of profiles for reviewer accounts registered with the
video processing server, where a respective user profile
includes account credentials for a respective reviewer
account, and one or more video sources linked to the respec-
tive reviewer account. The I/0 iterface to one or more video
sources 3520 facilitates communications with one or more
video sources 522 (e.g., groups of one or more cameras 118
and associated controller devices). The video storage data-
base 514 stores raw video data received from the video
sources 322, as well as various types of metadata, such as
motion events, event categories, event category models, event
filters, and event masks, for use 1n data processing for event
monitoring and review for each reviewer account.

Examples of a representative client device 504 include, but
are not limited to, a handheld computer, a wearable comput-
ing device, a personal digital assistant (PDA), a tablet com-
puter, a laptop computer, a desktop computer, a cellular tele-
phone, a smart phone, an enhanced general packet radio
service (EGPRS) mobile phone, a media player, a navigation
device, a game console, a television, a remote control, a
point-of-sale (POS) terminal, vehicle-mounted computer, an
c¢book reader, or a combination of any two or more of these
data processing devices or other data processing devices.

Examples of the one or more networks 162 include local
area networks (LAN) and wide area networks (WAN) such as
the Internet. The one or more networks 162 are, optionally,
implemented using any known network protocol, including
various wired or wireless protocols, such as Ethernet, Uni-

versal Serial Bus (USB), FIREWIRE, Long Term Evolution
(LTE), Global System for Mobile Communications (GSM),
Enhanced Data GSM Environment (EDGE), code division
multiple access (CDMA), time division multiple access
(IDMA), Bluetooth, Wi-Fi1, voice over Internet Protocol
(VoIP), Wi-MAX, or any other suitable communication pro-
tocol.

In some 1mplementations, the hub device server system
508 1s implemented on one or more standalone data process-
ing apparatuses or a distributed network of computers. In
some implementations, the hub device server system 508 also
employs various virtual devices and/or services of third party
service providers (e.g., third-party cloud service providers) to
provide the underlying computing resources and/or inira-
structure resources of the hub device server system 508. In
some 1mplementations, the hub device server system 308
includes, but 1s not limited to, a handheld computer, a tablet
computer, a laptop computer, a desktop computer, or a com-
bination of any two or more of these data processing devices
or other data processing devices.

The server-client environment 500 shown i FIG. 1
includes both a client-side portion (e.g., the client-side mod-
ule 502) and a server-side portion (e.g., the server-side mod-
ule 506). The division of functionalities between the client
and server portions of operating environment 300 can vary 1n
different implementations. Similarly, the division of func-
tionalities between the video source 522 and the hub device
server system 508 can vary 1n different implementations. For
example, 1n some implementations, client-side module 502 1s
a thin-client that provides only user-facing input and output
processing functions, and delegates all other data processing
functionalities to a backend server (e.g., the hub device server
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system 508). Similarly, in some implementations, a respec-
tive one of the video sources 522 1s a simple video capturing
device that continuously captures and streams video data to
the hub device server system 508 without no or limited local
preliminary processing on the video data. Although many
aspects of the present technology are described from the
perspective of the hub device server system 308, the corre-
sponding actions performed by the client device 504 and/or
the video sources 522 would be apparent to ones skilled 1n the
art without any creative efforts. Similarly, some aspects of the
present technology may be described from the perspective of
the client device or the video source, and the corresponding,
actions performed by the video server would be apparent to
ones skilled in the art without any creative efforts. Further-
more, some aspects of the present technology may be per-
formed by the hub device server system 508, the client device
504, and the video sources 522 cooperatively.

It should be understood that operating environment 500
that mvolves the hub device server system 508, the video
sources 322 and the video cameras 118 1s merely an example.
Many aspects of operating environment 300 are generally
applicable in other operating environments in which a server
system provides data processing for monitoring and facilitat-
ing review ol data captured by other types of electronic
devices (e.g., smart thermostats 102, smart hazard detectors
104, smart doorbells 106, smart wall plugs 110, appliances
112 and the like).

The electronic devices, the client devices or the server
system communicate with each other using the one or more
communication networks 162. In an example smart home
environment, two or more devices (e.g., the network interface
device 160, the hub device 180, and the client devices 504-m)
are located 1n close proximity to each other, such that they
could be communicatively coupled 1n the same sub-network
162A via wired connections, a WLAN or a Bluetooth Per-
sonal Area Network (PAN). The Bluetooth PAN 1s optionally
established based on classical Bluetooth technology or Blue-
tooth Low Energy (BLE) technology. This smart home envi-
ronment further includes one or more other radio communi-
cation networks 162B through which at least some of the
clectronic devices of the video sources 522-r exchange data
with the hub device 180. Alternatively, 1n some situations,
some of the electronic devices of the video sources 522-r
communicate with the network intertace device 160 directly
via the same sub-network 162A that couples devices 160, 180
and 504-m. In some 1mplementations (e.g., in the network
162C), both the client device 504-m and the electronic
devices of the video sources 522-r» communicate directly via
the network(s) 162 without passing the network interface
device 160 or the hub device 180.

In some 1mplementations, during normal operation, the
network interface device 160 and the hub device 180 com-
municate with each other to form a network gateway through
which data are exchanged with the electronic device of the
video sources 522-n. As explained above, the network inter-
face device 160 and the hub device 180 optionally commu-
nicate with each other via a sub-network 162A.

FIG. 6 1s a block diagram 1illustrating a representative hub
device 180 1n accordance with some implementations. In
some 1mplementations, the hub device 180 includes one or
more processing units (e.g., CPUs, ASICs, FPGAs, micro-
processors, and the like) 602, one or more communication
interfaces 604, memory 606, radios 640, and one or more
communication buses 608 for interconnecting these compo-
nents (sometimes called a chipset). In some implementations,
the hub device 180 includes one or more mput devices 610
such as one or more buttons for recerving mmput. In some
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implementations, the hub device 180 includes one or more
output devices 612 such as one or more indicator lights, a
sound card, a speaker, a small display for displaying textual
information and error codes, etc. Furthermore, 1n some imple-
mentations, the hub device 180 uses a microphone and voice
recognition or a camera and gesture recognition to supple-
ment or replace the keyboard. In some implementations, the
hub device 180 includes a location detection device 614, such
as a GPS (global positioning satellite) or other geo-location
receiver, for determining the location of the hub device 180.

The hub device 180 optionally includes one or more built-
in sensors (not shown), including, for example, one or more
thermal radiation sensors, ambient temperature sensors,
humidity sensors, IR sensors, occupancy sensors (€.g., using
RFID sensors), ambient light sensors, motion detectors,
accelerometers, and/or gyroscopes.

The radios 640 enable and/or connect to one or more radio
communication networks in the smart home environments,
and allow a hub device to communicate with smart devices
204. In some implementations, the radios 640 are capable of
data communications using any of a variety of custom or
standard wireless protocols (e.g., IEEE 802.15.4, Wi-F1, Zig-
Bee, 6LoWPAN, Thread, Z-Wave, Bluetooth Smart,
ISA100.11a, WirelessHART, M1Wi, etc.) custom or standard
wired protocols (e.g., Ethernet, HomePlug, etc.), and/or any
other suitable communication protocol, including communi-
cation protocols not yet developed as of the filing date of this
document. In some 1implementations, the radios 640 include
multiple different physical radios, each of which implements
a different communication protocol. For example, in some
implementations the radios 640 include a Wi-Fi1radio, a Blue-
tooth radio and an IEEE 802.15.4 radio, all of which operate
at 2.4 GHz. In some implementations, some of the radios are
combined. For example, in some implementations, a Blue-
tooth radio and a Wi1-F1 radio are incorporated 1n a single chip
coupled to a single antenna. In other implementations, a Blue-
tooth radio and an IEEE 802.15.4 radio are incorporated 1n a
single chip coupled to a single antenna. Any combination of
these radios can be implemented 1n any of the smart devices
employed 1n a smart home environment.

Communication interfaces 604 include, for example, hard-
ware capable of mterfacing the one or more radios 640 with
the hub device 180, so as to enable data communications

using any of a variety of custom or standard wireless proto-
cols (e.g., IEEE 802.15.4, Wi-F1, ZigBee, 6LoWPAN,

Thread, Z-Wave, Bluetooth Smart, ISA100.11a, Wire-
lessHART, Mi1W1i, etc.) and/or any of a variety of custom or
standard wired protocols (e.g., Ethernet, HomePlug, etc.), or
any other suitable communication protocol, including com-
munication protocols not yet developed as of the filing date of
this document.

Memory 606 includes high-speed random access memory,
such as DRAM, SRAM, DDR RAM., or other random access
solid state memory devices; and, optionally, includes non-
volatile memory, such as one or more magnetic disk storage
devices, one or more optical disk storage devices, one or more
flash memory devices, or one or more other non-volatile solid
state storage devices. Memory 606, or alternatively the non-
volatile memory within memory 606, includes a non-transi-
tory computer readable storage medium. In some implemen-
tations, memory 606, or the non-transitory computer readable
storage medium of memory 606, stores the following pro-
grams, modules, and data structures, or a subset or superset
thereof:

Operating logic 616 including procedures for handling

various basic system services and for performing hard-
ware dependent tasks;
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Hub device communication module 618 for connecting to
and communicating with other network devices (e.g.,
network interface 160, such as a router that provides
Internet connectivity, networked storage devices, net-
work routing devices, server system 508, etc.) connected
to one or more networks 162 via one or more commus-
nication interfaces 604 (wired or wireless);

Radio Communication Module 620 for connecting the hub
device 180 to other devices (e.g., controller devices,
smart devices 204 1n smart home environment 100, cli-
ent devices 504) via one or more radio communication
devices (e.g., radios 640);

User interface module 622 for providing and displaying a
user interface 1 which settings, captured data, and/or
other data for one or more devices (e.g., smart devices
204 1n smart home environment 100) can be configured
and/or viewed; and

Hub device database 624, including but not limited to:
Sensor information 6240 for storing and managing data

recerved, detected, and/or transmitted by one or more
sensors of the hub device 180 and/or one or more
other devices (e.g., smart devices 204 1n smart home
environment 100);

Device settings 6242 for storing operational settings for
one or more devices (e.g., coupled smart devices 204
in smart home environment 100); and

Communication protocol information 6244 for storing
and managing protocol information for one or more
protocols (e.g., standard wireless protocols, such as
Z1gBee, Z-Wave, etc., and/or custom or standard
wired protocols, such as Ethernet).

Each of the above 1dentified elements (e.g., modules stored
in memory 206 of hub device 180) may be stored in one or
more of the previously mentioned memory devices (e.g., the
memory of any of the smart devices 1n smart home environ-
ment 100, FIG. 1), and corresponds to a set of instructions for
performing a function described above. The above 1dentified
modules or programs (1.e., sets of nstructions) need not be
implemented as separate software programs, procedures, or
modules, and thus various subsets of these modules may be
combined or otherwise re-arranged in various 1mplementa-

tions. In some implementations, memory 606, optionally,
stores a subset of the modules and data structures 1dentified
above. Furthermore, memory 606, optionally, stores addi-
tional modules and data structures not described above.
FI1G. 7 1s a block diagram illustrating the hub server system
508 1n accordance with some implementations. The hub
server system 508, typically, includes one or more processing
units (CPUs) 702, one or more network interfaces 704 (e.g.,
including an I/O interface to one or more client devices and an
I/0 1nterface to one or more electronic devices ), memory 706,
and one or more communication buses 708 for interconnect-
ing these components (sometimes called a chipset). Memory
706 includes high-speed random access memory, such as
DRAM, SRAM, DDR RAM, or other random access solid
state memory devices; and, optionally, includes non-volatile
memory, such as one or more magnetic disk storage devices,
one or more optical disk storage devices, one or more flash
memory devices, or one or more other non-volatile solid state
storage devices. Memory 706, optionally, includes one or
more storage devices remotely located from one or more
processing units 702. Memory 706, or alternatively the non-
volatile memory within memory 706, includes a non-transi-
tory computer readable storage medium. In some implemen-
tations, memory 706, or the non-transitory computer readable
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storage medium of memory 706, stores the following pro-
grams, modules, and data structures, or a subset or superset
thereof:

Operating system 710 including procedures for handling
various basic system services and for performing hard-
ware dependent tasks;

Network communication module 712 for connecting the
hub server system 508 to other systems and devices (e.g.,
client devices, electronic devices, and systems con-
nected to one or more networks 162, F1IGS. 1-5) via one
or more network interfaces 704 (wired or wireless);

Server-side module 714, which provides server-side func-
tionalities for device control, data processing and data
review, imncluding but not limited to:

Data recerving module 7140 for receiving data from
clectronic devices (e.g., video data from a camera
118, FI1G. 1) via the hub device 180, and preparing the
received data for further processing and storage in the
data storage database 7160;

Hub and device control module 7142 for generating and
sending server-initiated control commands to modify
operation modes of electronic devices (e.g., devices
of a smart home environment 100), and/or receiving
(e.g., from client devices 504) and forwarding user-
imitiated control commands to modily operation
modes of the electronic devices:

Data processing module 7144 for processing the data
provided by the electronic devices, and/or preparing,
and sending processed data to a device for review
(e.g., client devices 504 for review by a user); and

Server database 716, including but not limited to:

Data storage database 7160 for storing data associated
with each electronic device (e.g., each camera) of
cach user account, as well as data processing models,
processed data results, and other relevant metadata
(e.g., names of data results, location of electronic
device, creation time, duration, settings of the elec-
tronic device, etc.) associated with the data, wherein
(optionally) all or a portion of the data and/or process-
ing associated with the hub device 180 or smart
devices are stored securely;

Account database 7162 for storing account information
for user accounts, including user account informa-
tion, information and settings for linked hub devices
and electronic devices (e.g., hub device 1dentifica-
tions ), hub device specific secrets, relevant user and
hardware characteristics (e.g., service tier, device
model, storage capacity, processing capabilities, etc. ),
user interface settings, data review preferences, etc.,
where the information for associated electronic
devices includes, but 1s not limited to, one or more
device identifiers (e.g., MAC address and UUID),
device specific secrets, and displayed titles; and

Device Information Database 7164 for storing device
information related to one or more hub devices, e.g.,
device identifiers and hub device specific secrets,
independently of whether the corresponding hub
devices have been associated with any user account.

Each of the above 1dentified elements may be stored in one

or more of the previously mentioned memory devices, and
corresponds to a set of istructions for performing a function
described above. The above 1dentified modules or programs
(1.e., sets of mstructions) need not be implemented as separate
soltware programs, procedures, or modules, and thus various
subsets of these modules may be combined or otherwise
re-arranged 1n various implementations. In some implemen-
tations, memory 706, optionally, stores a subset of the mod-
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ules and data structures identified above. Furthermore,
memory 706, optionally, stores additional modules and data
structures not described above.

FIG. 8 1s a block diagram 1llustrating a representative client
device 504 associated with a user account 1n accordance with
some 1mplementations. The client device 504, typically,
includes one or more processing units (CPUs) 802, one or
more network interfaces 804, memory 806, and one or more
communication buses 808 for interconnecting these compo-
nents (sometimes called a chipset). Optionally, the client
device also includes a user interface 810 and one or more
built-in sensors 890 (e.g., accelerometer and gyroscope).
User interface 810 includes one or more output devices 812
that enable presentation of media content, mcluding one or
more speakers and/or one or more visual displays. User inter-
face 810 also includes one or more 1mput devices 814, includ-
ing user interface components that facilitate user input such as
a keyboard, a mouse, a voice-command input unit or micro-
phone, a touch screen display, a touch-sensitive mput pad, a
gesture capturing camera, or other input buttons or controls.
Furthermore, some the client devices use a microphone and
voice recognition or a camera and gesture recognmition to
supplement or replace the keyboard. In some implementa-
tions, the client device includes one or more cameras, scan-
ners, or photo sensor units for capturing images (not shown).
Optionally, the client device includes a location detection
device 816, such as a GPS (global positioning satellite) or
other geo-location receiver, for determiming the location of
the client device.

Memory 806 includes high-speed random access memory,
such as DRAM, SRAM, DDR RAM, or other random access
solid state memory devices; and, optionally, includes non-
volatile memory, such as one or more magnetic disk storage
devices, one or more optical disk storage devices, one or more
flash memory devices, or one or more other non-volatile solid
state storage devices. Memory 806, optionally, includes one
or more storage devices remotely located from one or more
processing units 802. Memory 806, or alternatively the non-
volatile memory within memory 806, includes a non-transi-
tory computer readable storage medium. In some implemen-
tations, memory 806, or the non-transitory computer readable
storage medium of memory 806, stores the following pro-
grams, modules, and data structures, or a subset or superset
thereof:

Operating system 818 including procedures for handling
various basic system services and for performing hard-
ware dependent tasks;

Network communication module 820 for connecting the
client device 504 to other systems and devices (e.g.,
client devices, electronic devices, and systems con-
nected to one or more networks 162, FIGS. 1-5) via one
or more network interfaces 804 (wired or wireless);

Input processing module 822 for detecting one or more
user inputs or interactions from one of the one or more
input devices 814 and interpreting the detected input or
interaction;

One or more applications 824 for execution by the client
device (e.g., games, social network applications, smart
home applications, and/or other web or non-web based
applications) for controlling devices (e.g., sending com-
mands, configuring settings, etc. to hub devices and/or
other client or electronic devices) and for reviewing data
captured by the devices (e.g., device status and settings,
captured data, or other information regarding the hub
device or other connected devices);

User interface module 622 for providing and displaying a
user interface 1 which settings, captured data, and/or
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other data for one or more devices (e.g., smart devices

204 1n smart home environment 100) can be configured

and/or viewed;

Client-side module 828, which provides client-side func-
tionalities for device control, data processing and data
review, including but not limited to:

Hub device and device control module 8280 for gener-
ating control commands for modifying an operating
mode of the hub device or the electronic devices 1n
accordance with user inputs; and

Data review module 8282 for providing user interfaces
for reviewing data processed by the hub server system
508: and

Client data 830 storing data associated with the user
account and electronic devices, including, but 1s not
limited to:

Account data 8300 storing information related to both
user accounts loaded on the client device and elec-
tronic devices (e.g., of the video sources 522) associ-
ated with the user accounts, wherein such information
includes cached login credentials, hub device 1denti-
fiers (e.g., MAC addresses and UUIDs), electronic
device identifiers (e.g., MAC addresses and UUIDs),
user mterface settings, display preferences, authenti-
cation tokens and tags, password keys, etc.; and

Local data storage database 8302 for selectively storing,
raw or processed data associated with electronic
devices (e.g., of the video sources 522, such as a
camera 118).

Each of the above 1dentified elements may be stored in one
or more of the previously mentioned memory devices, and
corresponds to a set of instructions for performing a function
described above. The above 1dentified modules or programs
(1.e., sets of mstructions) need not be implemented as separate
soltware programs, procedures, modules or data structures,
and thus various subsets of these modules may be combined
or otherwise re-arranged 1n various implementations. In some
implementations, memory 806, optionally, stores a subset of
the modules and data structures i1dentified above. Further-
more, memory 806, optionally, stores additional modules and
data structures not described above.

FIG. 9 1s a block diagram illustrating a representative smart
device 204 in accordance with some implementations. In
some 1implementations, the smart device 204 (e.g., any device
of a smart home environment 100 (FIGS. 1 and 2), such as a
camera 118, a smart hazard detector 104, a smart thermostat
102, hub device 180, etc.) includes one or more processing
units (e.g., CPUs, ASICs, FPGAs, microprocessors, and the
like) 902, memory 906, a communications module 942 that
includes one or more radios 940 and radios 950, communi-
cation interfaces 904, and one or more communication buses
908 for interconnecting these components (sometimes called
a chipset). In some implementations, user interface 910
includes one or more output devices 912 that enable presen-
tation of media content, including one or more speakers and/
or one or more visual displays. In some implementations, user
interface 910 also includes one or more iput devices 914,
including user interface components that facilitate user input
such as a keyboard, a mouse, a voice-command 1nput unit or
microphone, a touch screen display, a touch-sensitive input
pad, a gesture capturing camera, or other mput buttons or
controls. Furthermore, some smart devices 204 use a micro-
phone and voice recognition or a camera and gesture recog-
nition to supplement or replace the keyboard. In some imple-
mentations, the smart device 204 includes one or more 1image/
video capture devices 918 (e.g., cameras, video cameras,
scanners, photo sensor units). Optionally, the client device
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includes a location detection device 916, such as a GPS (glo-
bal positioning satellite) or other geo-location receiver, for
determining the location of the smart device 204.

The built-1n sensors 990 include, for example, one or more
thermal radiation sensors, ambient temperature sensors,
humidity sensors, IR sensors, occupancy sensors (€.g., using,
RFID sensors), ambient light sensors, motion detectors,
accelerometers, and/or gyroscopes.

The radio(s) 940 and radio(s) 950 enable one or more radio
communication networks in the smart home environments,
and allow a smart device 204 to communicate with other
devices. In some implementations, the radios 940 are capable
ol data communications using any of a variety of custom or
standard wireless protocols (e.g., IEEE 802.15.4, Wi-F1, Zig-
Bee, 6LoWPAN, Thread, Z-Wave, Bluetooth Smart,
ISA100.11a, WirelessHART, M1W1i, etc.) custom or standard
wired protocols (e.g., Ethernet, HomePlug, etc.), and/or any
other suitable communication protocol, mncluding communi-
cation protocols not yet developed as of the filing date of this
document.

Communication interfaces 950 include, for example, hard-
ware capable of interfacing the one or more radios 940 and
950 with the smart device 204, so as to enable data commu-
nications using any of a variety of custom or standard wireless
protocols (e.g., IEEE 802.15.4, Wi-F1, ZigBee, 6LoWPAN,
Thread, Z-Wave, Bluetooth Smart, ISA100.11a, Wire-
lessHART, MiWi, etc.) and/or any of a variety of custom or
standard wired protocols (e.g., Ethernet, HomePlug, etc.), or
any other suitable communication protocol, including com-
munication protocols not yet developed as of the filing date of
this document. In some implementations, each radio(s) 940
and radio(s) 950 has a respective communication interface
950 for facilitating and managing data communications for
the respective radio, while 1n other implementations, multiple
radios 940 and/or 950 are managed by a single respective
communication interface 950.

In some implementations, radios 940 and/or radios 950 are
configured to transmit and receive the same or distinct types
of signals 1n the smart home environment. For example,
radios 940 may include transceivers configured to transmit
data between other devices (e.g., smart devices) within the
smart home environment (e.g., IEEE 802.15.4 communica-
tions protocol for unilaterally/bilaterally transmitting data
between and among smart devices). Signals transmitted
between devices may include, for example, signals directed to
critical hazard information (e.g., pings indicating the detec-
tion ol smoke) or device status information (e.g., ping indi-
cating low battery). In contrast, in some implementations, the
radios 950 may include transcervers configured to transmit
high-bandwidth data across data networks (e.g., IEEE 802.11
(Wi-F1) for uploading a video stream to a smart home pro-
vider server system 164). In some implementations, the
radios 940 and/or the radios 950 include transceivers config-
ured for close-range communications with devices (e.g.,
Bluetooth communications protocol for device provision-
ing). In some implementations, the radios 940 and/or the
radios 950 include transceivers configured to transmit low-
power signals (e.g., smart hazard detectors 104 not connected
to a persistent power source). In some 1mplementations,
radios 940 and/or radios 950 are configured to transmit mul-
tiple types of signals 1n the smart home environment (e.g., a
Wi-Firadio 950 uploads video stream data to the smart home
provider server system 164, 1in addition to routing received
beacons to other nearby smart devices). In some 1implemen-
tations, the radios 940 and/or the radios 9350 of a respective
device include transcervers for directly and communicably
bridging the respective device to other devices (e.g., pairing,
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devices directly via Bluetooth, rather than communicating via
a router by using Wi-F1). In some implementations, the radios
940 and/or the radios 950 are configured to translate signals
received through a first radio 940, and further to re-transmit
the translated signals using the first radio 940 and/or a radio
950 (e.g., a proprietary message format 1s received via Blue-
tooth and translated, where the translated messages are re-
transmitted to other devices using Wi-Fi).

The communications module 942 includes a variety of
components for enabling the receiving and transmitting of
signals by a respective smart device 204, including one or
more amplifiers, oscillators, antennas, filters, switches,
memory, firmware, and/or any other support circuits or circuit
components. In some implementations, the one or more
radios 940 and radios 950 are integrated components of the
communications module 942 (e.g., System on a Chip (SOC)).
In some 1mplementations, the one or more radios 940 and
radios 950 have respective circuit components (€.g., radios
940 having a corresponding antenna 1402-1, radios 950 hav-
ing a corresponding antenna 1402-2). Alternatively, the one
or more radios 940 and radios 950 share one or more circuit
components (e.g., radio 950-1 and radio 950-2 sharing an
antenna 1402-2, FI1G. 15B).

Memory 906 1includes high-speed random access memory,
such as DRAM, SRAM, DDR RAM., or other random access
solid state memory devices; and, optionally, includes non-
volatile memory, such as one or more magnetic disk storage
devices, one or more optical disk storage devices, one or more
flash memory devices, or one or more other non-volatile solid
state storage devices. Memory 906, or alternatively the non-
volatile memory within memory 906, includes a non-transi-
tory computer readable storage medium. In some implemen-
tations, memory 906, or the non-transitory computer readable
storage medium of memory 906, stores the following pro-
grams, modules, and data structures, or a subset or superset
thereof:

Operating logic 920 including procedures for handling
various basic system services and for performing hard-
ware dependent tasks;

Device communication module 922 for connecting to and
communicating with other network devices (e.g., net-
work interface 160, such as a router that provides Inter-
net connectivity, networked storage devices, network
routing devices, server system 308, etc.) connected to
one or more networks 162 via one or more communica-
tion 1nterfaces 904 (wired or wireless);

Radio Communication Module 924 for connecting the
smart device 204 to other devices (e.g., controller
devices, smart devices 204 1n smart home environment
100, client devices 504) via one or more radio commu-
nication devices (e.g., radios 940)

Input processing module 926 for detecting one or more
user iputs or 1mteractions from the one or more input
devices 914 and interpreting the detected inputs or inter-
actions;

User interface module 928 for providing and displaying a
user interface 1in which settings, captured data, and/or
other data for one or more devices (e.g., the smart device
204, and/or other devices 1n smart home environment
100) can be configured and/or viewed;

One or more applications 930 for execution by the smart
device 930 (e.g., games, social network applications,
smart home applications, and/or other web or non-web
based applications) for controlling devices (e.g., execut-
ing commands, sending commands, and/or configuring
settings of the smart device 204 and/or other client/
clectronic devices), and for reviewing data captured by
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devices (e.g., device status and settings, captured data, or

other information regarding the smart device 204 and/or

other client/electronic devices);

Device-side module 932, which provides device-side func-
tionalities for device control, data processing and data
review, including but not limited to:

Command receiving module 9320 for recewving, for-
warding, and/or executing instructions and control
commands (e.g., from a client device 504, from a
smart home provider server system 164, from user
inputs detected on the user interface 910, etc.) for
operating the smart device 204; and

Data processing module 9322 for processing data cap-
tured or recerved by one or more mputs (e.g., input
devices 914, image/video capture devices 918, loca-
tion detection device 916), sensors (e.g., built-in sen-
sors 990), interfaces (e.g., communication interfaces
904, radios 940), and/or other components of the
smart device 204, and for preparing and sending pro-
cessed data to a device for review (e.g., client devices
504 for review by a user);

Device data 934 storing data associated with devices (e.g.,
the smart device 204), including, but 1s not limited to:
Account data 9340 storing imformation related to user

accounts loaded on the smart device 204, wherein
such mformation includes cached login credentials,
smart device identifiers (e.g., MAC addresses and
UUIDs), user interface settings, display preferences,
authentication tokens and tags, password keys, etc.;
and

Local data storage database 9342 for selectively storing
raw or processed data associated with the smart
device 204 (e.g., video surveillance footage captured
by a camera 118);

Bypass module 936 for detecting whether radio(s) 940
and/or radio(s) 950 are transmitting signals via respec-
tive antennas coupled to the radio(s) 940 and/or radio(s)
9350 (e.g., detecting whether radio 950 1s transmitting via
antenna 1402-2) and to accordingly couple radio(s) 940
and/or radio(s) 950 to their respective antennas either via
a bypass line (e.g., bypass line 1408) or an amplifier
(e.g., low noise amplifier 1406-2); and

Transmission access module 938 for granting or denying,
transmission access to one or more radio(s) 940 and/or
radio(s) 950 (e.g., based on detected control signals and
transmission requests).

Each of the above 1dentified elements may be stored 1n one
or more of the previously mentioned memory devices, and
corresponds to a set of instructions for performing a function
described above. For example, 1n some implementations, the
one or more radios 940 and radios 950 include respective
memory and firmware for storing one or more programs/
executable modules of the memory 906. The above 1dentified
modules or programs (1.e., sets of nstructions) need not be
implemented as separate software programs, procedures, or
modules, and thus various subsets of these modules may be
combined or otherwise re-arranged in various 1mplementa-
tions. In some implementations, memory 906, optionally,
stores a subset of the modules and data structures 1dentified
above. Furthermore, memory 906, optionally, stores addi-
tional modules and data structures not described above.

FIG. 10 1s a block diagram illustrating the smart home
provider server system 164 1n accordance with some 1mple-
mentations. The smart home provider server system 164,
typically, includes one or more processing units (CPUs)
1002, one or more network interfaces 1004 (e.g., including an
I/0 1interface to one or more client devices and an I/0 interface

10

15

20

25

30

35

40

45

50

55

60

65

26

to one or more electronic devices), memory 1006, and one or
more communication buses 1008 for interconnecting these
components (sometimes called a chipset). Memory 1006
includes high-speed random access memory, such as DRAM,
SRAM, DDR RAM, or other random access solid state
memory devices; and, optionally, includes non-volatile
memory, such as one or more magnetic disk storage devices,
one or more optical disk storage devices, one or more flash
memory devices, or one or more other non-volatile solid state
storage devices. Memory 1006, optionally, includes one or
more storage devices remotely located from one or more
processing units 1002. Memory 1006, or alternatively the
non-volatile memory within memory 1006, includes a non-
transitory computer readable storage medium. In some
implementations, memory 1006, or the non-transitory com-
puter readable storage medium of memory 1006, stores the
tollowing programs, modules, and data structures, or a subset
or superset thereof:
Operating system 1010 including procedures for handling
various basic system services and for performing hard-

ware dependent tasks;

Network communication module 1012 for connecting the
smart home provider server system 164 to other systems
and devices (e.g., client devices, electronic devices, and
systems connected to one or more networks 162, FIGS.
1-5) via one or more network interfaces 1004 (wired or

wireless);

Server-side module 1014, which provides server-side func-
tionalities for device control, data processing and data
review, including but not limited to:

Data recerving module 10140 for recerving data from
clectronic devices (e.g., video data from a camera
118, FIG. 1), and preparing the received data for fur-
ther processing and storage in the data storage data-

base 10160;

Device control module 10142 for generating and send-
ing server-mnitiated control commands to modily
operation modes of electronic devices (e.g., devices
ol a smart home environment 100), and/or receiving
(e.g., from client devices 504) and forwarding user-
imitiated control commands to modily operation

modes of the electronic devices;

Data processing module 10144 for processing the data
provided by the electronic devices, and/or preparing,
and sending processed data to a device for review
(e.g., client devices 504 for review by a user); and

Server database 1016, including but not limited to:

Data storage database 10160 for storing data associated
with each electronic device (e.g., each camera) of
cach user account, as well as data processing models,
processed data results, and other relevant metadata
(e.g., names of data results, location of electronic
device, creation time, duration, settings of the elec-
tronic device, etc.) associated with the data, wherein
(optionally) all or a portion of the data and/or process-
ing associated with the electronic devices are stored
securely; and

Account database 10162 for storing account informa-
tion for user accounts, including user account infor-
mation, information and settings for linked hub
devices and electronic devices (e.g., hub device 1den-
tifications ), hub device specific secrets, relevant user
and hardware characteristics (e.g., service tier, device
model, storage capacity, processing capabilities, etc. ),
user interface settings, data review preferences, etc.,
where the information for associated electronic
devices includes, but 1s not limited to, one or more
device identifiers (e.g., MAC address and UUID),

device specific secrets, and displayed titles.
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Each of the above 1dentified elements may be stored 1n one
or more of the previously mentioned memory devices, and
corresponds to a set of mstructions for performing a function
described above. The above 1dentified modules or programs
(1.e., sets of nstructions) need not be implemented as separate
soltware programs, procedures, or modules, and thus various
subsets of these modules may be combined or otherwise
re-arranged 1n various implementations. In some implemen-
tations, memory 1006, optionally, stores a subset of the mod-
ules and data structures identified above. Furthermore,
memory 1006, optionally, stores additional modules and data
structures not described above.

Furthermore, 1n some implementations, the functions of
any of the devices and systems described herein (e.g., hub
device 180, hub server system 508, client device 504, smart
device 204, smart home provider server system 164) are
interchangeable with one another and may be performed by
any other devices or systems, where the corresponding sub-
modules of these functions may additionally and/or alterna-
tively be located within and executed by any of the devices
and systems. The devices and systems shown in and described
with respect to FIGS. 6-10 are merely illustrative, and differ-
ent configurations of the modules for implementing the func-
tions described herein are possible 1 various implementa-
tions.

As described with respect to FIGS. 6-10, devices 1n a smart
home environment (e.g., smart devices 204 1n FIG. 2, such as
cameras 118, smart thermostats 102, smart hazard detectors
104, etc. of a smart home environment 100, FIG. 1) include a
host of circuit components and interfaces for enabling com-
munications with other systems, devices, and/or servers. For
example, 1n some 1implementations, smart devices include a
communications module (e.g., communications module 942,
FIG. 9) which comprises one or more radios 940 and/or radios
950 for recerving and transmitting signals to other devices
and across networks (sometimes referred to generally as
“transceivers” or “transcerver devices”). In some implemen-
tations, the one or more radios 940 and radios 950 are com-
ponents of a single integrated circuit (e.g., System on a Chip
(SOC)). Given the typical physical compactness of smart
devices, components of the communications module 942 and
other components of the device are often collocated 1n close
physical proximity with one another. For example, a typical
smart device may contain multiple radio antennas, memory
devices, sensors, chips, and other electronic components. As
a consequence of their close physical spacing within smart
devices, however, and in combination with components com-
ing into close contact with conductive materials (e.g., metal
casing, camera stand, wires, etc, ), device components, such as
antennas, are typically poorly 1solated from transmissions of
one another. Additionally, because these devices sometimes
share the same or close frequency bands in operation (e.g.,
IEEE 802.11 (1.e., Wi-F1) and 802.15.4 sharing 2.4 GHz fre-
quency band), signals transmitted by one component tend to
interfere with signals transmitted and/or received by other
components. Ultimately, components of the communications
module 942 typically achieve poor signal-to-noise ratio
(SNR), distortion, degraded analog signal quality, and
increased bit error rate (BER).

Furthermore, the poor isolation of these devices has an
additional impact on the maximum input power of device
components, since the transmission power of signals trans-
mitting by one transceiver adds unexpectedly to the expected
transmission ol signals simultaneously received by other
nearby transcervers. Sensitive device components are thus
often risk of damage when their input power thresholds are
exceeded. For example, referring to the front end module
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1400 of the smart device 204 in FIG. 14, the low noise
amplifier 1406-2 typically offers higher sensitivity to
received signals, but consequently has a lower mput power
threshold than alternative amplifiers. Thus, the transmission
power of antenna 1402-2, which adds to the transmission
power of any signals received by antenna 1402-1, risks dam-
aging components such as the low noise amplifier 1406-2.

Various schemes and techniques are described for lessen-
ing the harmitul effects arising from poorly 1solated transceiv-
ers 1n smart devices, a strategy generally referred to as coex-
istence. In particular, FIGS. 11-13 illustrate various
component layout strategies for achieving improved coexist-
ence for various devices, 1n accordance with some implemen-
tations. Furthermore, FIG. 14 illustrates a block diagram of a
communications module 942 of a smart device utilizing
bypass circuitry, and FIG. 22 1s a flow diagram 1llustrating a
method of coexistence using bypass circuitry, 1n accordance
with some implementations. Moreover, FIGS. 15A-15G
illustrate the use of control signals 1n a coexistence scheme,
and FIGS. 23A-23F are flow diagrams 1llustrating methods of
using control signals 1n a coexistence scheme, in accordance
with some implementations.

Implementations and techniques described with respect to
FIGS. 11 through 15 may be combined in whole or in part to
achieve 1improved coexistence. For example, implementa-
tions described with respect to FIGS. 15A-15G (and corre-
sponding methods of operation) may serve as an additional or
supplementary measures for achieving optimal coexistence
and operation of multiple radios 1n the event that implemen-
tations described with respect to FIG. 14 fail or malfunction
(e.g., 1f the commumnications module 942 fails to engage the
bypass line 1408, coexistence can still be achieved through
software/firmware-based 1mplementations described 1n
FIGS. 15A-15G).

FIGS. 11A-11M 1illustrate various assembly views of a
camera device 118, 1 accordance with some implementa-
tions. In particular, the embodiments illustrate the placement
of the components as part ol a component layout strategy for
achieving improved coexistence. Components of a camera
118 (e.g., where the camera 1s a smart device 204, FI1G. 9) and
various 1mplementations are described in greater detail
throughout (e.g., FIGS. 9, 14, and 15).

Specifically, FIGS. 11A and 11B illustrate perspective
views of an assembled camera device 118. The camera device
118 captures multimedia data (1image, video, and audio data)
in real-time, and communicates raw or processed multimedia
data to 1ts users via a remote surveillance server. The captured
raw multimedia data are optionally processed locally in the
camera device 118 or remotely within the remote surveillance
Server.

FIG. 11C 1llustrates a view of the camera device 118 1n
which the plastic cover 1102 1s removed from the camera
device 118 assembly. FIGS. 11D and 11E further illustrate
views ol the camera device 118 and the locations 1n which one
or more antennas (e.g., 1104-1 and 1104-2) are positioned
with respect to the plastic cover 1102 of the camera device
118 assembly. As shown 1n F1G. 11D, a cable (e.g., RF coaxial
cable) connects the antenna 1104-2 to the main circuit board
of the camera device 118 (which i1s 1llustrated with greater
detail 1n FIGS. 11H and 111. Although not shown, 1n some
implementations, the antenna 1104-1 1s also connected to the
main circuit board using a similar cable.

The placement of antennas 1104 within the camera device
118 assembly i1s such that interference from conductive and
transmitting components 1s minimized. Placement of anten-
nas 1104 1s based at least 1n part on the type of antennas used.
In some 1implementations, antennas may be integrated into or
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secured by stickers or tape (or alternatively fixed using a
non-conductive adhesive). By selecting the material of the
enclosed housing of the camera assembly to be a less (or non)
conductive material, such as plastic (e.g., plastic cover 1102),
these antennas may be fixed adhesively along the inside of the
enclosing housing, thereby reducing the impact of interfer-
ence otherwise experienced. Antennas 1104 may also be
stamped sheet metal antennas. These antennas may be con-
structed as three-dimensional sheet metal antennas that are
mounted on the circuit board where nearby the location of the
corresponding transceiver. An example 1s a Planar Inverted-F
Antenna (PIFA) stamped metal antenna. Alternatively, anten-
nas 1104 may be trace antennas integrated into/onto a printed
circuit board (PCB). In some implementations, the trace 1s
laminated on the surface of the PCD. In other cases, the traces
may occupy several layers of a multilayer board. Chip anten-
nas may also be used, which are passive surface mounted
antenna components oiten made from ceramic. Optionally,
antennas 1104 may be antennas external to the enclosed hous-
ing of the camera assembly.

FIG. 11F 1s an exploded view of a camera device 118 in
accordance with some implementations. This view of the
camera device 118 1llustrates a camera lens 1108, a plurality
of LEDs 1106, the one or more antennas 1104.

In accordance with a regular monitor mode, the camera
device 118 1s configured to provide video monitoring and
security 1in a smart home environment that 1s illuminated by
visible light sources (e.g., the sun or light bulbs). In some
implementations, the camera device 118 includes alternative
operation modes, such as a night vision mode and a depth
imaging mode. Each of the alternative operation modes 1s
associated with a respective illumination condition. For
example, 1n the night vision mode, the camera device 118 1s
configured to capture activities in the smart home environ-
ment at night when no or limited visible light 1llumination 1s
available. In the depth imaging mode, the camera device 118
1s configured to create a depth map or image for the corre-
sponding field of view in the smart home environment. The
depth map can be subsequently used 1n the regular monitor
mode for accurate 1dentification of objects in the smart home
environment. In some 1implementations, the depth image 1s

created based on one or more 1images captured when part of

the field of view 1s selectively 1lluminated. Theretfore, 1n some
implementations, the camera device 118 1s configured to
include a LED illumination system, and use 1t as an internal
light source to provide illumination 1n the smart home envi-
ronment according to the respective 1llumination condition
associated with each alternative operation mode of the cam-
era device 118.

10

15

20

25

30

35

40

45

Specifically, in some implementations, the plurality of 50

LEDs 1106 includes infrared LEDs 1106. The infrared LEDs
1106 are enclosed within a dark-colored, infrared-transparent
plastic cover 1102 of the camera device 118, and therefore are
invisible from the exterior of the camera device 118. Given
that the plastic cover 1102 permits inirared light to pass
through it, the camera device 118 can rely on the imirared
LEDs 1106 to provide illumination at night. In the night
vision mode, the plurality of LEDs 1s powered on to 1llumi-
nate the ﬁeld of view with infrared light at night. The camera
device 118 includes infrared image sensors that capture infra-
red 1mages or video clips of the field of view. In the depth
imaging mode, the plurality of LEDs 1106 1s grouped 1nto a
number of LED sets, and each LED set 1s selectively powered
up to illuminate respective part of a field of view associated
with a venue where the camera device 118 1s located. Images
captured 1n association with these LED sets are combined to
generate a depth map of the entire field of view at the venue.
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Alternatively, 1n some implementations, the plurality of
LEDs 1106 1s a mix of infrared and visible light LEDs,
including at least one infrared LED and at least one visible
light LED. In the night vision mode, the at least one infrared
LED of the plurality of LEDs 1s powered on to illuminate the
field of view with infrared light.

In some 1mplementations, the plurality of LEDs 1106 1s
disposed on an internal assembly structure of the camera
device 118, and configured to surround the camera lens 1108
of the camera device 118. In some implementations, as shown
in the mset of FIG. 11F, each LED 1s optionally tilted with an
angle with respect to the optical axis that passes through a
center 340 of the camera lens 1108. Here, the optical axis 1s
perpendicular to the lens surface at the center of the camera
lens 1108. In some implementations, each LED 1s tilted away
from the optical axis of the camera with the angle 1n the range
of 20-40 degrees. In this example, the plurality of LEDs 1106
includes eight LEDs that are grouped 1n four pairs of LEDs.
The four pairs of LEDs are disposed symmetrically within
four quadrants surrounding the camera lens 1108. In some
implementations, a mechanical or electrical component 314
1s placed between two LED pairs or between two LEDs
within a LED patir. It 1s noted that the camera lens 1108 can be
surrounded by a number of LEDs having a different physical
arrangement from the above example (e.g., the camera lens
1108 1s surround by a hundred LEDs distributed uniformly 1n
three layers surrounding the camera lens 1108).

In some 1implementations, the one or more antennas 1104
are attached on an interior wall of the camera cover 1102
according to the form factor of the camera device 118. Each of
the one or more antennas 1104 1s positioned at a respective
preferred location with a respective preferred orientation with
respect to the other antennas to suppress or reduce the impact
from the presence and interference of the other antennas. In
some situations, the recerving element 206 and the base
assembly 208 are made from metal material, and each of the
one or more antennas 1104 1s positioned at a respective pre-
terred location with a respective preferred orientation with
respect to the recerving element 206 and the base assembly
208 to suppress or reduce the impact from their presence. To
render the preferred location and orientation, each of the one
or more antennas 1104 1s marked with a respective alignment
mark that 1s configured to guide assembly of the respective
antenna onto the interior wall of the camera cover 1102.

In some implementations, the one or more antennas
include at least a first antenna and a second antenna. The first
antenna 1s configured to wirelessly transfer data captured by
the camera device 118 over a wireless local area network
(WLAN), and the second antenna 1s configured to communi-
cate configuration data associated with the WLAN wvia a {irst
radio network for the purposes of commissioning the camera
device 118 into the WLAN. In some implementations, the
camera device 118 further includes a third antenna to allow
the camera device 118 to communicate with a local hub
device (e.g., the hub device 180 shown 1n FIG. 1) via a second
radio network that 1s distinct from the first radio network. In
some 1implementations, the WLAN and the first and second

radio networks are associated with custom or standard wire-

less protocols (e.g., IEEE 802.15.4, Wi-F1, ZigBee, 6L.oW-
PAN, Thread, Z-Wave, Bluetooth Smart, ISA100.11a, Wire-
lessHART, Mi1Wi, etc.). In a specific example, the {irst,
second and third antennas are configured to transfer their
respective data wirelessly according to IEEE 802.11, IEEE
802.15.4 and ZigBee specifications, respectively.

Further, 1n some implementations, the one or more anten-
nas 1104 are electrically coupled to separate wireless trans-

mitter circuits that operate on distinct frequency bands, and
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transmit wireless signals at the distinct frequency bands con-
currently. In some implementations, the one or more antennas
1104 are electrically coupled to a duplex filter, or a switch that
controls their connections to a single wireless receiver circuit.

FIGS. 11G-11M 1llustrate additional views of the camera
device 118. Particularly, FIG. 11G 1llustrates exploded views
of the camera device 118. FIGS. 11H and 111 illustrate top

and bottom views, respectively, ol a main circuit board of the
camera device 118. Additionally, FIGS. 11J and 11K 1llus-

trate top and bottom views, respectively, of a sensor board of
the camera device 118. Moreover, FIGS. 11L and 11M 1llus-
trate top and bottom views, respectively, of an IR LED circuit
board of the camera device 118.

In some implementations, a camera assembly includes an
enclosed housing having a rear surface, a front surface, and a
periphery (e.g., camera 118, FIGS. 11A-11M). In some
implementations, the camera assembly further includes a lens
module located within the housing and configured to receive
light via the front surface (e.g., lens 1108, FI1G. 11F). In some
implementations, video data captured by the lens module 1s
exchanged between the camera assembly and a server using a
wireless local area network.

In some mmplementations, the camera assembly further
includes commumnication circuitry located within the housing
and configured to wireless communicate over a plurality of
different communication protocols (e.g., main circuit board
ol the camera device 118 that includes multiple transceivers).
In some i1mplementations, the communication circuitry
includes a first circuit configured for communication over the
first communication protocol (e.g., Wi-F1 transceiver) and a
second circuit configured for communication over the second
communication protocol (e.g., 802.15 .4 transceiver), wherein
the first circuit and the second circuit are distinct. In some
implementations, the communication circuitry 1s an inte-
grated circuit configured for communication over both the
first and second commumnication protocols (e.g., radios 950,
which includes a radio 950-1 for Bluetooth LE, and a radio
950-2 for Wi-F1, FIG. 15B). In some implementations, the
communication circuitry 1s configured to wireless communi-
cate over at least three different communication protocols
(e.g., Wi-F1, 802.15.4, and Bluetooth LE). In some imple-
mentations, the second antenna 1s further configured for com-
munication over a third one of the communication protocols.
In some 1mplementations, the communication circuitry 1s
turther configured to provide transmission access for coms-
municating over the first communication protocol while
denying transmission access for communicating over the sec-
ond communication protocol, while detecting an activated
priority control signal (e.g., using control signals as described
with respect to FIGS. 15A-15G).

In some mmplementations, the camera assembly further
includes a first antenna arranged at a first location on an 1nner
surface of the periphery (e.g., antenna 1104-1), the first
antenna configured for communication over a first one of the
communication protocols (e.g., Wi-F1), and a second antenna
(c.g., antenna 1104-2) arranged at a second location on the
inner surface of the periphery, the second location being
different than the first location, the second antenna configured
for communication over a second one of the communication
protocols (e.g., 802.15.4). In some implementations, the first
antenna 1s arranged at the first location on the inner surface of
the periphery and/or the second antenna 1s arranged at the
second location on the mner surface of the periphery by an
adhesive material (e.g., F1G. 11E). In some implementations,
the first antenna has a first orientation and the second antenna
has a second orientation such that the impact from the pres-
ence and interference of each other antenna are suppressed
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(c.g., ortenting antennas 1104-1 and 1104-2 and different
angles with respect to each other and other components
within the camera assembly). In some implementations, the
first antenna and the second antenna are marked with a
respective alignment mark that 1s configured to guide the
assembly of the respective antenna onto the interior wall of
the camera lid.

In some 1implementations, the first antenna and the second
antenna are configured to operate at the same frequency (e.g.,
2.4 GHz). In some implementations, the first antenna and the
second antenna are configured to operate at distinct frequen-
cies (e.g., 2.4 GHz and 5 GHz). In some implementations, the
first antenna 1s configured to transmit and receive, over the
first communication protocol, signals comprising one or
more of alerts, control signals and status information to and
from other smart home devices (e.g., emergency alerts from a
hazard detector 104 using 802.15.4, or any signals transmit-
ted/recerved by any of the smart devices 204 described with
respect to FIGS. 1-13). Furthermore, the second antenna 1s
configured to transmit and recerve, over the second commu-
nication protocol signals for configuring the smart home
device (e.g., Bluetooth LE for provisioning and setting up the
camera 118), and over the third communication protocol data
corresponding to video captured by the smart home device
(e.g., Wi-F1 for streaming video data).

In some implementations, the first antenna or the second
antenna 1s configured to transmit and receirve wireless signals
in a wireless local area network according to the IEEE 802.11
specifications. In some 1mplementations, wherein the first
antenna or the second antenna 1s configured to transmit and
receive wireless signals in a wireless personal area network
according to the IEEE 802.15 .4 standard. In some implemen-
tations, the first antenna or the second antenna 1s configured to
transmit and receive wireless signals according to the Blue-
tooth Low Energy standard. In some implementations, the
first antenna and the second antenna are electrically coupled
to a duplex that controls their connections to a single wireless
receiver circuit.

In some mmplementations, the camera assembly further
includes a loop arm that 1s configured to hold the enclosed
housing when the enclosed housing 1s inserted within a cutout
opening 1n the loop arm. In some 1implementations, the loop
arm 1s made from metal material, and the first location of the
first antenna and the second location of the second antenna are
such that the impact from the presence of the metal loop arm
1s suppressed (e.g., placed 1n a location that 1s farthest from
the location at which the loop arm and the enclosed housing
make contact).

FIGS. 12A-12C illustrate various views of a smart thermo-
stat (e.g., smart thermostat 102, FIG. 1) that may be used as
part of a smart home environment 100, as previously
described.

Specifically, FIG. 12A illustrates an exploded perspective
view ol the smart thermostat 102 with respect to its two main
components, which are the head unit 1200-A and the back
plate 1200-B. The head unit 1200-A includes a head umnit
circuit board 1250 (described 1n further detail with respect to
FIG. 12B), and the back plate 1200-B includes a backplate
circuit board 1260 (described 1n turther detail with respect to
FIG. 12C). Further technical and/or functional descriptions of
various ones of the electrical and mechanical components
illustrated hereinbelow can be found 1n one or more of the
commonly assigned incorporated applications, such as U.S.
Ser. No. 13/199,108, supra. In the drawings shown, the “z”
direction 1s outward from the wall, the *“y” direction 1s the
head-to-toe direction relative to a walk-up user, and the “x”
direction 1s the user’s left-to-right direction.
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FI1G. 12B 1llustrates a head-on view of the head unit circuit
board 1250 for the smart thermostat, which comprises a head
unit microprocessor 1202 (such as a Texas Instruments
AM3703 chip) and an associated oscillator 1204, along with
DDR SDRAM memory 1206, and mass NAND storage 1208.
For Wi1-F1 capability, there 1s provided 1n a separate compart-
ment of RF shielding 1210 a Wi-Fi1 module 1212, such as a
Murata Wireless Solutions LBWA19XSL.7Z module, which 1s
based on the Texas Instruments WL1270 chipset supporting,
the 802.11 b/g/m WLAN standard. For the Wi-Fimodule 1212
1s supporting circuitry 1214 including an oscillator 1216. For
Zi1gBee capability, there 1s provided also 1n a separately
shielded RF compartment a ZigBee module 1218, which can
be, for example, a C2530F256 module from Texas Instru-
ments. For the ZigBee module 1218 there 1s provided sup-
porting circuitry 1220 including an oscillator 1222 and a
low-noise amplifier 1224. Also provided 1s display backlight
voltage conversion circuitry 1226, piezoelectric driving cir-
cuitry 1228, and power management circuitry 1230 (local
power rails, etc.). Provided on a flex circuit 1232 that attaches
to the back of the head unit circuit board by a flex circuit
connector 1234 1s a proximity and ambient light sensor
(PROX/ALS), more particularly a Silicon Labs S11142 Prox-
imity/ Ambient Light Sensor with an 12C Interface. Also pro-
vided 1s battery charging-supervision-disconnect circuitry
1236, and spring/RF antennas 1238. Also provided 1s a tem-
perature sensor 1344 (ri1sing perpendicular to the circuit board
in the +z direction containing two separate temperature sens-
ing elements at different distances from the circuit board),
and a PIR motion sensor 1242. Notably, even though the
PROX/ALS and temperature sensors 1244 and PIR motion
sensor 1246 are physically located on the head unit circuit
board 1940, all these sensors are polled and controlled by the
low-power backplate microcontroller on the backplate circuit
board, to which they are electrically connected. Optionally, in
some 1mplementations, the head unit circuit board includes a
Bluetooth module 1248, and additional circuitry (not shown)
which includes one or more oscillators, amplifiers, and/or any
other support circuitry. In some implementations, the head
unit circuit board includes one or more integrated circuits
which include a combination of radios and transcervers. For
example, 1n some implementations, the Wi-F1 module 1212
and the Bluetooth module 1248 comprise a single chip,
wherein the Wi-F1 module 1212 and the Bluetooth module
1248 transmit and receive signals using a single antenna
1238. Various implementations of transceivers (e.g., radios
940, radios 950) are described 1n greater detail with respect to
FIGS. 9 and 14-15G.

FIG. 12C 1llustrates a rear view of the backplate circuit
board 1260, comprising a backplate processor/microcontrol-
ler 1262, such as a Texas Instruments MSP430F System-on-
Chip Microcontroller that includes an on-board memory
1264. The backplate circuit board 1260 further comprises
power supply circuitry 1266, which includes power-stealing,
circuitry, and switch circuitry 1268 for each HVAC respective
HVAC function. For each such function the switch circuitry
1268 1ncludes an 1solation transtormer 1270 and a back-to-
back NFET package 1272. The use of FETs 1n the switching
circuitry allows for “active power stealing™, 1.e., taking power
during the HVAC “ON” cycle, by briefly diverting power
from the HVAC relay circuit to the reservoir capacitors for a
very small interval, such as 100 micro-seconds. This time 1s
small enough not to trip the HVAC relay 1nto the “off” state
but 1s suilicient to charge up the reservoir capacitors. The use
of FETSs allows for this fast switching time (100 micro-sec-
onds ), which would be difficult to achieve using relays (which
stay on for tens of milliseconds). Also, such relays would
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readily degrade doing this kind of fast switching, and they
would also make audible noise too. In contrast, the FETS
operate with essentially no audible noise. Also provided 1s a
combined temperature/humidity sensor module 1274, such as
a Sensirion SHT21 module. The backplate microcontroller
1262 performs polling of the various sensors, sensing for
mechanical wire 1nsertion at installation, alerting the head
unitregarding current vs. setpoint temperature conditions and
actuating the switches accordingly, and other functions such
as looking for appropriate signal on the inserted wire at instal-
lation.

In accordance with the teachings of the commonly
assigned U.S. Ser. No. 13/269,501, supra, the commonly
assigned U.S. Ser. No. 13/275,307, supra, and others of the
commonly assigned incorporated applications, the smart
thermostat 102 (FIG. 1) represents an advanced, multi-sens-
ing, microprocessor-controlled intelligent or “learning™ ther-
mostat that provides a rich combination of processing capa-
bilities, intuitive and wvisually pleasing user interfaces,
network connectivity, and energy-saving capabilities (1includ-
ing the presently described auto-away/auto-arrival algo-
rithms) while at the same time not requiring a so-called
“C-wire” from the HVAC system or line power from a house-
hold wall plug, even though such advanced functionalities
can require a greater instantancous power draw than a
“power-stealing” option (1.e., extracting smaller amounts of
clectrical power from one or more HVAC call relays) can
sately provide. By way of example, the head unit micropro-
cessor 1202 can draw on the order of 250 mW when awake
and processing, and an LCD module (not shown) can draw on
the order of 250 mW when active. Moreover, the W1-F1 mod-
ule 1212 can draw 250 mW when active, and needs to be
active on a consistent basis such as at a consistent 2% duty
cycle in common scenarios. However, 1 order to avoid
talsely tripping the HVAC relays for a large number of com-
mercially used HVAC systems, power-stealing circuitry 1s
often limited to power providing capacities on the order of
100 mW-200 mW, which would not be enough to supply the
needed power for many common scenarios.

The smart thermostat 102 resolves such issues at least by
virtue of the use of a rechargeable battery (or equivalently
capable onboard power storage medium) that will recharge
during time intervals in which the hardware power usage 1s
less than what power stealing can safely provide, and that will
discharge to provide the needed extra electrical power during
time intervals 1n which the hardware power usage 1s greater
than what power stealing can safely provide. In order to
operate 1n a battery-conscious manner that promotes reduced
power usage and extended service life of the rechargeable
battery, the thermostat 1800 1s provided with both (1) a rela-
tively powertul and relatively power-intensive first processor
(such as a Texas Instruments AM3703 microprocessor) that1s
capable of quickly performing more complex functions such
as driving a visually pleasing user interface display and per-
forming various mathematical learning computations, and
(11) a relatively less powertul and less power-intensive second
processor (such as a Texas Instruments MSP430 microcon-
troller) for performing less intensive tasks, including driving
and controlling the occupancy sensors. To conserve valuable
power, the first processor 1s maintained 1n a “sleep” state for
extended periods of time and 1s “woken up” only for occa-
s10ns 1n which 1ts capabilities are needed, whereas the second
processor 1s kept on more or less continuously (although
preferably slowing down or disabling certain internal clocks
for brief periodic intervals to conserve power) to perform 1ts
relatively low-power tasks. The first and second processors
are mutually configured such that the second processor can
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“wake” the first processor on the occurrence of certain events,
which can be termed “wake-on” facilities. These wake-on
facilities can be turned on and turned off as part of different
functional and/or power-saving goals to be achieved. For
example, a “wake-on-PROX™ {facility can be provided by
which the second processor, when detecting a user’s hand
approaching the thermostat dial by virtue of an active prox-
imity sensor (PROX, such as provided by a Silicon Labs
S11142 Proximity/ Ambient Light Sensor with 12C Interface),

will “wake up” the first processor so that 1t can provide a
visual display to the approaching user and be ready to respond
more rapidly when their hand touches the dial. As another
example, a “wake-on-PIR” facility can be provided by which
the second processor will wake up the first processor when
detecting motion somewhere 1n the general vicinity of the

thermostat by virtue of a passive infrared motion sensor (PIR,
such as provided by a PerkinElmer DigiPyro PYD 1998 dual

clement pyrodetector). Notably, wake-on-PIR 1s not synony-
mous with auto-arrival, as there would need to be N consecu-
tive buckets of sensed PIR activity to imnvoke auto-arrival,

whereas only a single suflicient motion event can trigger a
wake-on-PIR wake-up.

FIGS. 13A-13D illustrate various views of a smart hazard
detector (e.g., smart hazard detector 104, FIG. 1) that may be
used as part of a smart home environment 100, as previously
described.

Specifically, F1G. 13 A 1llustrates an assembled view of the
smart hazard detector 104. FIG. 13A shows the mounting
plate 1324, front casing 1326, and cover plate 1328 1n an
assembled configuration with the various other components
contained within an interior space of smart hazard detector
104. These figures also show the plurality of holes or open-
ings ol cover plate 1328 forming a visually pleasing design
that1s viewable by occupant of a room within which the smart
hazard detector 104 1s mounted. The lens button 1332 1s
shown attached to the smart hazard detector 104 so as to be
centrally positioned with respect to cover plate 1328. As
briefly described, light ring 1342 may be used to provide a
halo appearance of light around and behind lens button 1332.
The assembled smart hazard detector 104 provides a compact
yet multifunctional device.

FIG. 13B 1llustrates an exploded perspective views of the
smart hazard detector 104. As shown 1n FIG. 13B, the smart
hazard detector 104 includes a mounting plate 1324 that may
be attached to a wall of the building or structure to secure the
smart hazard detector 104 thereto. Smart hazard detector 104
also 1includes a back plate 1330 that may be mounted to the
mounting plate 1324 and a front casing 1326 that may be
coupled with or otherwise secured to back plate 1330 to
define a housing having an interior region within which com-
ponents of the smart hazard detector 104 are contained. A
circuit board 1300 may be coupled with or attached to back
plate 1330. Various components may be mounted on circuit
board 1300. For example, a smoke chamber 1334 may be
coupled with or mounted on circuit board 1300 and config-
ured to detect the presence of smoke. In one embodiment,
smoke chamber 1334 may be mid-mounted relative to circuit
board 1300 so that air may flow into smoke chamber 1334
from a position above circuit board 1300 and below circuit
board 1300. A speaker 1336 and alarm device (not number)
may also be mounted on circuit board 1300 to audibly warn an
occupant of a potential fire danger when the presence of
smoke 1s detected via smoke chamber 1334. Other compo-
nents, such as a motion sensor, carbon monoxide sensor,
microprocessor, and the like may likewise be mounted on
circuit board 1300 as described herein.
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In one embodiment, a protective plate 1338 may be
attached to or otherwise coupled with circuit board 1300 to
provide a visually pleasing appearance to the mner compo-
nents of smart hazard detector 104 and/or to funnel or direct
airflow to smoke chamber 1334. For example, when a user
views the mternal components of smart hazard detector 104,
such as through vents 1n back plate 1330, protective plate
1338 may provide the appearance of a relatively smooth
surface and otherwise hide the components or circuitry of
circuit board 1300. Protective plate 1338 may likewise func-
tion to direct a flow of air from the vents of back plate 1330
toward smoke chamber 1334 so as to facilitate air tlow 1nto
and out of smoke chamber 1334.

Smart hazard detector 104 may also include a battery pack
1340 that 1s configured to provide power to the various com-
ponents of smart hazard detector 104 when smart hazard
detector 104 1s not coupled with an external power source,
such as a 120 V power source of the home or structure. In
some embodiments, a cover plate 1328 may be coupled with
the front casing 1326 to provide a visually pleasing appear-
ance to smart hazard detector 104 and/or for other functional
purposes. In a specific embodiment, cover plate 1328 may
include a plurality of holes or openings that allow one or more
sensors coupled with circuit board 1300 to view or see
through a surface of cover plate 1328 so as to sense objects
external to smart hazard detector 104. The plurality of open-
ings of cover plate 1328 may be arranged to provide a visually
pleasing appearance when viewed by occupants of the home
or structure. In one embodiment, the plurality of openings of
cover plate 1328 may be arranged according to a repeating
pattern, such as a Fibonacci or other sequence.

A lens button 1332 may be coupled with or otherwise
mounted to cover plate 1328. Lens button 1332 may allow
one or more sensors to view through the lens button 1332 for
various purposes. For example, 1n one embodiment a passive
IR sensor (not shown) may be positioned behind the lens
button 1332 and configured to view through the lens button
1332 to detect the presence of an occupant or occupants
within the home or structure. In some embodiments, lens
button 1332 may also function as a button that 1s pressable by
a user to 1nput various commands to smart hazard detector
104, such as to shut off an alarm that 1s triggered 1n response
to a false or otherwise harmless condition. Positioned distally
behind lens button 1332 may be a light ring 1342 that 1s
configured to recerve light, such as from an LED, and disperse
the light within ring 1342 to provide a desired visual appear-
ance, such as a halo behind lens button 1332. Positioned
distally behind light ring 1342 may be a flexible circuit board
1344 that includes one or more electrical components, such as
a passive IR sensor (heremnaiter PIR sensor), LEDs, and the
like. Flexible circuit board 1344 (hereinaiter tlex ring 1344)
may be electrically coupled with circuit board 1300 to com-
municate and/or recerve mstructions from one or more micro-
processors mounted on circuit board (not shown) during
operation of smart hazard detector 104.

Referring now to FIGS. 13C and 13D, 1llustrated are front
and rear perspective views of a circuit board of a smart hazard
detector (e.g., smart hazard detector 104, FIG. 1). Circuit
board 1300 includes a main body 1302 having a front side or
surface and a rear side or surface. As described herein, various
clectrical components are mounted on circuit board 1300. In
some embodiments, these components may be mounted on
the front surface of circuit board 1300, on the rear surface of
circuit board 1300 opposite the front surface, or on both
surfaces of the circuit board 1300. For example, 1n a specific
embodiment one or more microprocessors and/or other pro-
cessor related components may be mounted on the rear sur-
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face of circuit board 1300 facing a protective plate while one
or more functional components (e.g. an alarm device, CO
detector, speaker, motion sensors, Wi-Fi device, Zigbee
device, Bluetooth device, and the like) are mounted on a front
surface of circuit board 1300 facing a room of the home or
structure 1n which the smart hazard detector 104 1s positioned.
Other components may be mid-mounted relative to circuit
board 1300 so that opposing surfaces are positioned on
opposing sides of the circuit board 1300 as described herein.
In some implementations, the circuit board 1300 includes one
or more integrated circuits which include a combination of
radios and transceivers. For example, in some implementa-
tions, a Wi-F1 device and a Bluetooth device of the smart
hazard detector 104 comprise a single chip, wherein the Wi-Fi
device and the Bluetooth device transmit and receive signals
using a single antenna. Various implementations of transceiv-
ers (e.g., rad1os 940, radios 950) are described 1n greater detail
with respect to FIGS. 9 and 14-15G.

As shown in FI1G. 13C, 1n a specific embodiment the front
surtace of circuit board 1300 may 1include a CO detector 1304
that 1s configured to detect presence of carbon monoxide gas
and trigger an alarm device 1306 i1 the carbon monoxide gas
levels are determined to be too high. The alarm device 1306
(which can be a piezoelectric buzzer having an intentionally
shrill or jarring sound) may likewise be mounted on the front
surface of circuit board 1300 so as to face an occupant of the
room 1n which the smart hazard detector 104 1s positioned to
alarm the occupant of a potential danger. Alarm device 1306
may be configured to produce one or more sounds or signals
to alert the occupant of the potential danger. The front surface
may further include an area 1308 1n which a speaker (not
shown) 1s positioned. The Speaker may be configured to
provide audible warnings or messages to the occupant of the
room. For example, the speaker may alert the occupant of a
potential danger and 1nstruct the occupant to exit the room. In
some embodiments, the speaker may provide specific instruc-
tions to the occupant, such as an exit route to use when exiting,
the room and/or home or structure. Other messages may
likew1se be communicated to the occupant, such as to alert the
occupant that the batteries are low, that CO levels are rela-
tively high in the room, that the smart hazard detector 104
needs periodic cleaning, or alert the occupant of any other
abnormalities or 1ssues related to hazard detector 104 or com-
ponents thereof.

Circuit board 1300 may also 1include one or more motion
sensors mounted on the front surface thereof. The motion
sensors may be used to determine the presence of an 1ndi-
vidual within a room or surrounding area of the smart hazard
detector 104. This information may be used to change the
functionality of the smart hazard detector 104 and/or one or
more other devices connected 1n a common network as
described previously. For example, this information may be
relayed to a smart thermostat to inform the thermostat that
occupants of the home or structure are present so that the
smart thermostat may condition the home or structure accord-
ing to one or more learned or programmed settings. The smart
hazard detector 104 may likewi1se use this information for one
or more purposes, such as to quiet the alarm device (e.g.
gesture hush) as described herein or for various other reasons.

In one embodiment, a first ultrasonic sensor 1320 and a
second ultrasonic sensor 1322 may be mounted on the front
surface of circuit board 1300. The two ultrasonic sensors,
1320 and 1322, may be offset axially so as to point 1n slightly
different directions. In this orientation, each ultrasonic sensor
may be used to detect motion of an individual based on an
orientation of the smart hazard detector 104 relative to the
room and/or occupant. Detecting the motion of the individual
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may be used to quiet the alarm device as described herein (1.¢.,
gesture hush) or for any other reason. In one embodiment, an
axis of the first ultrasonic sensor 1320 may be oriented sub-
stantially outward relative to the smart hazard detector 104
while an axis of the second ultrasonic sensor 1322 1s oriented
an angle relative to the axis of the first ultrasonic sensor 1320.
The first ultrasonic sensor 1320 may sense motion of an
individual when the smart hazard detector 104 1s mounted on
a ceiling of the home or structure. Because the first ultrasonic
sensor 1320 1s oriented substantially outward relative to the
smart hazard detector 104, the first ultrasonic sensor 1320
essentially looks straight down on individuals beneath the
smart hazard detector 104. The second ultrasonic sensor 1322
may similarly sense motion of the individual when the smart
hazard detector 104 1s mounted on a wall of the home or
structure. Because the second ultrasonic sensor 1322 1s ori1-
ented at an angle relative to the first ultrasonic sensor 1320
and the smart hazard detector 104, the second ultrasonic
sensor essentially looks downward toward the floor when the
smart hazard detector 104 1s mounted on a wall of the home or
structure, rather than looking directly outward as the first
ultrasonic sensor 1320. In one embodiment, the angular offset
of the two ultrasonic sensors may be approximately 30° or
any other desired value.

In another embodiment, the two ultrasonic sensors, 1320
and 1322, may be replaced by a single ultrasonic sensor that
1s configured to rotate within the smart hazard detector 104 so
that the single ultrasonic sensor 1s capable of looking straight
outward similar to the first ultrasonic sensor 1320 or capable
of looking downward similar to the second ultrasonic sensor
1322. The single ultrasonic sensor may be coupled to circuit
board 1300 via a hinge that allows the ultrasonic sensor to
rotate based on the orientation of the smart hazard detector
104. For example, when the smart hazard detector 104 1s
mounted to a ceiling of the home or structure, gravity may
orient the ultrasonic sensor so as to look straight downward;
whereas when the smart hazard detector 104 1s coupled to a
wall of the home or structure, gravity may cause the ultrasonic
sensor to rotate via the hinge and look downward toward a
tfloor and relative to the smart hazard detector 104. In another
embodiment, a motor may be coupled with the single ultra-
sonic sensor so as to rotate the ultrasonic sensor based on the
orientation of the smart hazard detector 104. In this manner,
the ultrasonic sensor may always point 1n a direction that 1s
likely to detect motion of an individual within the room or
space surrounding the smart hazard detector 104. In yet
another embodiment, the single ultrasonic sensor may have a
wide field of view that 1s able to substantially accommodate
both mounting positions of the two ultrasonic sensors, 1320

and 1322.

As shown 1 FIGS. 13C and 13D, body 1310 of circuit
board 1300 also includes a substantially centrally located
aperture 1312 through which a smoke chamber 1s inserted so
as to mid-mount the smoke chamber relative to the circuit
board 1300. Aperture 1312 may also include a pair of notches
1314 through which wires are 1nserted to electrically couple
the smoke chamber with circuit board 1300. As previously
described, mid-mounting of the smoke chamber through an
aperture 1312 allows smoke and air to enter the smoke cham-
ber from both the front surface or side of circuit board 1300
and the rear surface or side of circuit board 1300. Various
aspects of the electrical components on the circuit board 1300
are now described, the positions thereon of many of which
will be apparent to the skilled reader in view of the descrip-
tions herein and FIGS. 13C and 13D. Included on the circuit
board 1300 can be several components, including a system
processor, relatively high-power wireless communications




US 9,396,633 Bl

39

circuitry and antenna, relatively low-power wireless commu-
nications circuitry and antenna, non-volatile memory, audio
speaker, one or more terface sensors, a safety processor,
salety sensors, alarm device 1306, a power source, and pow-
ering circuitry. The components are operative to provide fail-
safe safety detection features and user interface features using
circuit topology and power budgeting methods that minimize
power consumption. According to one preferred embodi-
ment, a bifurcated or hybrid processor circuit topology 1s used
tor handling the various features of the smart hazard detector
104, wherein the safety processor 1s a relatively small, rela-
tively lean processor that 1s dedicated to core safety sensor
governance and core alarming functionality as would be pro-
vided on a conventional smoke/CQO alarm, and wherein the
system processor 1s a relatively larger, relatively higher-pow-
ered processor that 1s dedicated to more advanced features
such as cloud communications, user interface features, occu-
pancy and other advanced environmental tracking features,
and more generally any other task that would not be consid-
ered a “core” or “conventional” safety sensing and alarming
task.

By way of example and not by way of limitation, the safety
processor may be a Freescale KL15 microcontroller, while
the system processor may be a Freescale K60 microcontrol-
ler. Preferably, the safety processor 1s programmed and con-
figured such that it 1s capable of operating and performing its
core safety-related duties regardless of the status or state of
the system processor. Thus, for example, even if the system
processor 1s not available or 1s otherwise incapable of per-
forming any functions, the safety processor will continue to
perform 1ts core safety-related tasks such that the smart haz-
ard detector 104 still meets all industry and/or government
safety standards that are required for the smoke, CO, and/or
other safety-related monitoring for which the smart hazard
detector 104 1s offered (provided, of course, that there is
suificient electrical power available for the safety processor to
operate). The system processor, on the other hand, performs
what might be called “optional” or “advanced” functions that
are overlaid onto the functionality of the safety processor,
where “optional” or “advanced” refers to tasks that are not
specifically required for compliance with industry and/or
governmental safety standards. Thus, although the system
processor 1s designed to interoperate with the satety proces-
sor 1n a manner that can improve the overall performance,
teature set, and/or functionality of the smart hazard detector
104, its operation 1s not required 1n order for the smart hazard
detector 104 to meet core safety-related industry and/or gov-
ernment safety standards. Being generally a larger and more
capable processor than the safety processor, the system pro-
cessor will generally consumes more power than the safety
processor when both are active.

Similarly, when both processors are inactive, the system
processor will still consume more power than the safety pro-
cessor. The system processor can be operative to process user
interface features and monitor interface sensors (such as
occupancy sensors, audio sensors, cameras, etc., which are
not directly related to core safety sensing). For example, the
system processor can direct wireless data tratfic on both high
and low power wireless communications circuitry, access
non-volatile memory, communicate with the safety proces-
sor, and cause audio to be emitted from the speaker. As
another example, the system processor can monitor interface
sensors to determine whether any actions need to be taken
(e.g., shut off a blaring alarm 1n response to a user detected
action to hush the alarm). The safety processor can be opera-
tive to handle core safety related tasks of the smart hazard
detector 104. The safety processor can poll safety sensors
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(e.g., smoke, CO) and activate alarm device 1306 when one or
more of satety sensors indicate a hazard event 1s detected. The
safety processor can operate imndependently of the system
processor and can activate the alarm device 1306 regardless
of what state the system processor 1s 1n. For example, i1 the
system processor 1s performing an active function (e.g., per-
forming a Wi-F1 update) or 1s shut down due to power con-
straints, the safety processor can still activate the alarm device
1306 when a hazard event 1s detected.

In some embodiments, the software running on the safety
processor may be permanently fixed and may never be
updated via a solftware or firmware update after the smart
hazard detector 104 leaves the factory. Compared to the sys-
tem processor, the safety processor 1s a less power consuming
processor. Using the safety processor to monitor the safety
sensors, as opposed to using the system processor to do this,
can yield power savings because safety processor may be
constantly monitoring the safety sensors. If the system pro-
cessor were to constantly monitor the safety sensors, power
savings may not be realized. In addition to the power savings
realized by using safety processor for monitoring the safety
sensors, bifurcating the processors can also ensure that the
safety features of the smart hazard detector 104 always work,
regardless of whether the higher level user interface works.
The relatively high power wireless communications circuitry
can be, for example, a Wi-F1 module capable of communicat-
ing according to any of the 802.11 protocols.

By way of example, the relatively high power wireless
communications circuitry may be implemented using a
Broadcom BCM43362 Wi-Fi module. The relatively low
power wireless communications circuitry can be a low power
Wireless Personal Area Network (6LoWPAN) module or a
Z1gBee module capable of communicating according to an
IEEE 802.15.4 protocol. For example, in one embodiment,
the relatively low power wireless communications circuitry
may be implemented using an Ember EM357 6LoWPAN
module. The non-volatile memory can be any suitable per-
manent memory storage such as, for example, NAND Flash,
a hard disk drive, NOR, ROM, or phase change memory. In
one embodiment, the non-volatile memory can store audio
clips that can be played back using the speaker 1336. The
audio clips can include 1nstallation mstructions or warning in
one or more languages. The interface sensors can includes
sensors that are monitored by system processor, while the
safety sensors can include sensors that are momtored by the
safety processor. Sensors can be mounted to a printed circuit
board, a flexible printed circuit board, a housing of a system,
or a combination thereof.

The interface sensors can include, for example, an ambient
light sensor (ALS) (such as can be implemented using a
discrete photodiode), a passive inirared (PIR) motion sensor
(such as can be implemented using an Excelitas PY Q1348
module), and one or more ultrasonic sensors (such as can be
implemented using one or more Manorshi MSP1640H12TR
modules). The satety sensors can include, for example, the
smoke detection chamber 1334 (which can employ, for
example, an Excelitas IR module), the CO detection module
1304 (which can employ, for example, a Figaro TGS5342
sensor), and a temperature and humidity sensor (which can
employ, for example, a Sensirion SHT20 module). The power
source can supply power to enable operation of the smart
hazard detector and can include any suitable source of energy.
Embodiments discussed herein can include AC line powered,
battery powered, a combination of AC line powered with a
battery backup, and externally supplied DC power (e.g., USB
supplied power). Embodiments that use AC line power, AC
line power with battery backup, or externally supplied DC
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power may be subject to different power conservation con-
straints than battery only embodiments.

Preferably, battery-only powered embodiments are
designed to manage power consumption of its finite energy
supply such that smart hazard detector 104 operates for a
mimmum period of time of at least seven (7), eight (8), nine
(9), or ten (10) years. Line powered embodiments are not as
constrained. Line powered with battery backup embodiments
may employ power conservation methods to prolong the life
of the backup battery. In battery-only embodiments, the
power source can include one or more batteries. The batteries
can be constructed from different compositions (e.g., alkaline
or lithium 1ron disulfide) and different end-user configura-
tions (e.g., permanent, user replaceable, or non-user replace-
able) can be used. In one embodiment, six cells of L1i—FeS2
can be arranged 1n two stacks of three. Such an arrangement
can vield about 27000 mWh of total available power for the
smart hazard detector 104.

FI1G. 14 illustrates a block diagram of a communications
module 942 of a smart device utilizing bypass circuitry, in
accordance with some implementations. FIG. 14 1llustrates a
communications module 942 of a smart device 204 (e.g., FI1G.
9), 1n accordance with any of the implementations disclosed

in FIGS. 1-9 (e.g., devices 102,104, 106,108,110, 112, 114,
116, 118, 120, and/or 122, FIG. 1, such as a camera 118, a
smart hazard detector 104, a smart thermostat 102, etc.).

In some implementations, the communications module
942 includes one or more radios 940, radios 950, a front end
module 1400, and antennas 1402. In some implementations,
the one or more radios 940 and radios 950 are communicably
connected, and each have respective antennas 1402 through
which respective signals are transmitted and recerved. As an
example, the communications module 942 of a camera 118
includes a first transceiver for transmitting video data (e.g.,
Wi-F1, radios 950), and additionally includes a second trans-
ceiver for transmitting and recerving packets from other smart
devices 1n a smart home environment (e.g., Zigbee, radios
940). Optionally, a combined transceiver i1s configured for
transmitting and receiving data in accordance with more than
one communications protocol (e.g., radio 950 configure for
Wi-Fi1 and Bluetooth LE). Components of the communica-
tions module 942 (e.g., radios 940, radios 950) are described
in greater detail with regards to FIG. 9.

The front end module 1400 of the communications module
942 1ncludes a variety of circuit elements for manipulating
(e.g., amplilying) signals received and transmitted by the
radios 940. In particular, the front end module 1400 includes
switches 1404 for coupling the radios 940 and the antenna
1402 by selectively using an amplifier (e.g., amplifier 1406-1
and a low noise amplifier 1406-2) or bypass line 1408.
Whether the front end module 1400 couples the radios 940
and the antenna 1402 by the low noise amplifier 1406-2 or the
bypass line 1408 depends on whether the radio 950 is active
and transmitting signals using the second antenna 1402-2.
Although not 1llustrated, other implementations of the front
end module 1400 may include additional circuit elements,
including one or more additional switches, amplifiers, tran-
sistors, and/or any combination of active or passive elements.
A combination of circuit elements may be used in the front
end module 1400, for example, to modity the sensitivity of
the communications module 942 and signals transmitted and/
or recerved through the radios 940.

As described previously, poor signal 1solation typically
results from the close physical placement of antennas 1402.
In particular, device components risk damage in the event that
the signal power of transmitting antennas 1n a transmission
chain nearby (e.g., antenna 1402-2 for Wi-F1 transmissions)
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exceeds the maximum input power ol components 1n the
receiving chain (e.g., 802.15.4 receiving chain formed by
radio(s) 940 and antenna 1402-1).

One method for enabling and enhancing coexistence of
transcerver devices (€.g., radios 940, radios 950) includes the
use of a bypass line 1408 1n a front end module 1400. In
particular, by using the switches 1404 to automatically and
selectively enable the bypass line 1408 when the radio 950
(e.g., Wi-F1) 1s “on” and transmitting signals through the
antenna 1402-2 (e.g., radios 950 signals to the front end
module 1400 through connection 1410 that 1t 1s “on” and
transmitting), transmissions received through the antenna
1402-1 do not pass through the low noise amplifier 1406-2,
and 1nstead pass through the bypass line 1408 to the radios
940. Consequently, the effective maximum mput power that
can be tolerated by the front end module 1400 may be
increased (1.€., the front end module 1400 has a larger input
power threshold when the bypass line 1408 1s used to couple
the radio 940 and the antenna 1402-1), as determined by
characteristics of the bypass line 1408, rather than the low
noise amplifier 1406-2. When the radio 950 1s “off,” the
switches 1404 operate to couple the radios 940 and the
antenna 1402-1 with the low noise amplifier 1406-2 1n the
receiver pathway. Thus, with respect to recerver chain sensi-
tivity, the front end module 1400 has a higher receiver sensi-
tivity when the low noise amplifier 1406-2 1s used to couple
the radio 940 and the antenna 1402-1. Given the selective
operation of the low noise amplifier 1406-2 based on the
activity of the radio 950, the risk of damage to the low noise
amplifier 1406-2 1s avoided, while still achieving improved
sensitivity through the use of the low noise amplifier 1406-2.
Theretore, the front end module 1400 1s configured to couple
the antenna 1402-1 to the radio 940 via the bypass line 1408
when the radio(s) 950 1s active and transmitting signals using
the antenna 1402-2 such that a signal received via the antenna
1402-1 1s not amplified by the amplifier 1406-2 prior to being,
passed to the radio 940. The front end module 1400 is further
configured to couple the antenna 1402-1 to the radio 940 via
the amplifier 1406-2 when the radio(s) 950 1s not transmaitting
signals using the antenna 1402-2 such that a signal received
via the antenna 1402-1 1s amplified by the amplifier 1406-2
prior to being passed to the radio 940. Methods of coexistence
using the bypass circuitry in FIG. 14 1s described 1n greater
detail with respect to FIG. 22.

FIGS. 15A-15G illustrate a coexistence scheme for a smart
device having multiple radios 1n smart home environment
100, 1n accordance with some implementations.

As 1llustrated 1 FIG. 15A, a smart device 204 (e.g., a
camera 118) transmits data to and recerves data from other
devices 1n proximity (e.g., smart hazard detector 104, camera
118, smart thermostat 102). Simultaneously, data (e.g., live
video stream recorded by the camera 118) 1s transmitted to
and from a remote server system over a network (e.g., a smart
home provider server system 164, over the network 162
through a network interface 160). In some implementations,
the various devices in the smart home environment 100 are
also communicably connected and may therefore transmiat/
receive data from one another. The specific smart devices
illustrated and described 1n FIG. 15A are merely examples,
and other implementations 1include various combinations of
smart devices (not illustrated).

In some 1mplementations, a camera 118 (or any smart
device 204 that provides high bandwidth output data) needs to
transmit one more video streams at different resolutions (e.g.,
180p, 780p and 1080p) to the server system 164 for additional
processing, storage, and/or sharing with authorized users. In
some situations, as when the video stream 1s a live, high
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definition (e.g., 780p or 1080p) video stream, this requires the
camera 118 to maintain a low latency, high bandwidth con-
nection to the server system 164 through the network inter-
face 160 for a substantial period of time (e.g., from a few
minutes to hours). This 1s accomplished in some 1implemen-
tations by the camera 118 employing a Wi-F1 connection
provided by the network 162 to connect to the server system
164 to transmit video streams. At the same time, the camera
118 needs to be responsive to high priority alerts from other
smart devices 204 so these alerts can be processed locally
(e.g., used to change system state in the camera 118, trans-
mitted to a hub device 180 for integration processing 1n view
of other system alerts and status information, relayed to other
smart home devices 204, or transmitted to client devices 504
that are configured to 1ssue alerts directed to authorized users)
and/or transmitted to the server system 164. In some 1imple-
mentations, these alerts are 1ssued via Bluetooth or IFEE
802.11.15.4 signals by radios in other smart devices 204
(such as a smart hazard detector 304) and are received by
corresponding radios 1n the camera 118 (or any comparable
smart device 204). These alerts are typically of short duration
and low bandwidth in contrast to streaming video, which 1s
long duration and high bandwidth. In some implementations,
these alerts need to be retransmitted to other smart devices
204 by the corresponding Bluetooth or IEEE 802.11.15.4
radios 1in the camera 118 (or any comparable smart device
204), which operate at the same frequency as the Wi-Firadio
(e.g., 2.4 GHz). This requires the camera 118 to prioritize use
of the radios and antennas such that high priority transmis-
s1ons recerved from other smart devices 204 (e.g., smoke or
CO alerts) are transmitted with minimal latency, while during
normal operation (e.g., when there are no incoming alerts
from other smart devices 204), video streaming 1s enabled
with high efficiency through the Wi-Fi1 radio. Devices with
multiple radios (e.g., Wi-F1, Bluetooth, and 802.11.15.4) may
be utilized 1n a number of additional ways. In some embodi-
ments, for example, one or more radios of a device may be
used for secure device provisioning (e.g., via Bluetooth).
Additionally, as described above, one or more radios may also
be used for low-power communications (e.g., in devices not
connected to a persistent power source).

Any of the operations described above 1n which multiple
radios are utilized require a co-existence strategy, described
herein, that manages the use by multiple radios (e.g., 2 or
more) of one or more antennas with poor 1solation from each
other to transmit without interference signals at the same
frequency or frequencies that would otherwise interfere.

As shown 1n FIG. 15A, some implementations of a com-
munications module 942 include one or more radios 940,
radios 950, antennas 1402, an optional front end module 1400
(as described 1n FIG. 14), and one or more control lines 1500
which transmit signals between the one or more radios 940
and radios 950 (e.g., RADIO_PRI on control line 1500-1,
RADIO_REQ on control line 1500-2, and WIFI_GRANT on
control line 1500-3). Various components of the communica-
tions module 942 are described 1n greater detail with respect
to FIGS. 9 and 14.

In some implementations, the control lines 1500 are used to
transmit control signals between one or more radios 940 and
radios 950 to manage the operation of transceiver devices in
accordance with a coexistence scheme. In particular, as
described 1n greater detail below, control signals are trans-
mitted as a means for indicating and determining a priority of
signals being transmitted by the one or more radios 940 and
radios 950. A transcerver determined to have a lower priority
yields to a higher priority transceiver by suspending trans-
missions for a duration of time as the higher priority trans-
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ceiver completes transmitting/recerving data, thus lessening
or altogether avoiding the negative effects of poor 1solation
resulting from transcerver devices operating simultaneously.
As an example, when the RADIO_PRI (1.e., request for trans-
mission priority) and RADIO_REQ (e.g., request for trans-
mission) control lines 1500-1 and 1500-2 are asserted by the
radios 940, the radio 950 yield to transmission requests by the
radios 940 by suspending its own transmissions while the
radios 940 transmit/receive data. Referring to the example in
FIG. 15A, when the RADIO_PRI and RADIO_REQ control
lines 1500-1 and 1500-2 are asserted, the radio 950 of the
smart device 204 (e.g., Wi-F1 transceiver of a camera 118)
momentarily suspend uploads of recorded video to the smart
home provider server system 164, while permitting the radios
940 (e.g., 802.15.4) to transmit critical packets recerved from
a smart hazard detector 104 to a smart thermostat 102 by
activating (or “asserting”) the WIFI_GRANT control signal.
As a result, interference and transmission collisions are
avoided between the transceiver devices, while reducing the
risk of damaging hardware components (e.g., by exceeding
device input power thresholds) and failing to transmait critical
data (e.g., emergency pings ifrom a smart hazard detectors
104).

In some implementations, one of the transceivers serves as
a “master” device which recerves requests for transmissions
and moderates transmissions between itsell and requesting
transceivers. In the example shown, the radio 950 (e.g., Wi-Fi
transceiver) 1s the master, as indicated by the directions of the

control lines 1500 (1.e., with respect to the radio 950,
WIFI_GRANT 1s an output, and RADIO_ PRI and

RADIO_REQ are inputs).

The radios 940 and/or the radios 950 may operate in station
mode (1.e., transcerver acts as a client that connects to an
access point, such as a router), Access Point (AP) mode (i.e.,
transcerver acts as an access point through which other
devices can connect and access other connected devices),
and/or Ad-Hoc mode (e.g., mode in which network connected
devices have equal status and may associate with any other
network device i range). Furthermore, radios 940 and/or the
radios 950 may operate 1n a variety of power modes (e.g., full
power mode, power save mode). In the example coexistence
scheme of FIGS. 15A-135G, the radio 950 (e.g., Wi1-Fi1) oper-
ates 1n station mode and full power mode. Furthermore, in the
given example, the WIFI_GRANT control signal 1s kept acti-
vated when the radio 950 1s 1n power save mode.

Although the example 1llustrates the use of three control
lines, other implementations may include additional control
lines and control signals for determining a request priority of
a transmitting device. Additional control lines and control
signals may, for example, be used in 1implementations which
include two or more radios 940 or radios 950 1n a combined
device (e.g., a combined Bluetooth and 802.15.4 chip), such
that the plurality of transceiver devices can separately arbi-
trate with the master device.

Alternatively, 1n some implementations, two or more
radios 940 or radios 950 are integrated as a combined device
(e.g., a combined Bluetooth and Wi-F1 802.11 chip), and a
separate arbitration scheme may be implemented such that
the two radios 940 or radios 950 arbitrate internally before
arbitrating with the other transceiver of the communications
module 942. FIG. 15B illustrates an example of an internal
arbitration scheme between transceivers combined 1n a single
device (e.g., Bluetooth and Wi-Fi transceivers combined 1n a
single device, shown by radios 950-1 and 950-2, respec-
tively). Using a switch 1404-3, for example, radios 950-1 and
950-2 decide between each other (e.g., based on instructions
and logic 1n the firmware of radio 950-1 and/or 950-2) as to
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which transceiver will have control over the antenna 1402-2.
Thus, the example coexistence scheme of FIG. 15A operates
independently from, but simultaneously with, any internal
coexistence schemes implemented between radios 940 or
radios 950 (e.g., coexistence scheme involving 802.15.4 and
Wi-Fi1 1s independent from internal coexistence scheme
involving Wi-F1 and Bluetooth).

While reference 1s made with respect to 802.15.4 and Wi-
Fi, other implementations may include any combination of
other transmission protocols described with respect to FIGS.
9 and 14.

FIG. 15C illustrates a table of example control signal

assignments. As described above, the example coexistence
scheme of FIGS. 15A-15G uses three signals, RADIO_REQ

(input), RADIO_PRI (input) and WIFI_GRANT (output).
These control signals may be assigned to various physical
pins of the radios 940 and radio 950 (e.g., pins L6, L7, and
L8).

Coexistence schemes may be configured and implemented
with any signal polarity (High-Active or Low-Active). In the
example shown, the signal polarity 1s assumed to be Low-
Active. In some implementations, control signals and control
lines 1500 are assigned to physical pins of the transcervers,
and are therefore handled by on-chip target firmware. Thus,
control signals do not directly control the transcetvers (e.g., to
stop/resume Wi-F1 transmission), but rather operate through
logic implemented by device firmware.

The use of these control signals are configured such that the
radio 940 and radio 950 can support two modes of operation:
a “normal” and “alarming” mode.

In the “normal” mode, the radio 940 (e.g., 802.15.4) oper-
ates asynchronously. That 1s, the radio 940 can request trans-
mission access at any time. In this mode, the priority pin (e.g.,
RADIO_PRI) will not be asserted. Furthermore, the radio
950 (e.g., Wi-F1) 1s permitted (although not required) to com-
plete existing packet transmissions before granting transmis-
sion requests to the radio 940 (1.e., asserting WIFI_ GRANT).

In “alarming” mode (or “high priority” mode), the radio
940 (e.g., 802.15.4) requests access 1n a periodic fashion. As
an example, the radio 940 requests for a 900 us transmission
pertiod every 4 ms. The prionity control signal (e.g.,
RADIO_PRI) will be asserted during this entire period and
can be used by the radio 950 (e.g., Wi-F1) to infer the mode. In
some 1implementations, 1n the alarming mode, the radio 940
and the radio 950 operate synchronously. That 1s, transmis-
sions from the radio 950 (e.g., Wi-F1) are timed with the
falling (or rising) edge of the RADIO_REQ control signal. By
synchronously timing the assertion and de-assertion of the
RADIO_REQ control signal, minimum timing guarantees
can be created with respect to transmission access for the
radio 950. This 1s 1n contrast to “normal mode,” where a
looser coupling exists between transmissions between
radio(s) 940 and radio(s) 950, where transmission access 1s
granted/denied 1n an ad hoc fashion.

Implementations of the various controls signals for sup-
porting these modes of operation are described below.

In some implementations, the RADIO_REQ control signal
(e.g., control line 1500-2, FIG. 15A) 1s a transmission request
signal from the radios 940 (e.g., 802.15 .4 transceiver). When
the radio 950 (e.g., Wi-F1 transceiver) detects this signal, it
attempts to suspend its transmissions and simultaneously
activates the WIFI_GRANT control signal (e.g., control line
1500-3, FIG. 15A), indicating that 1its transmission has
stopped and that the radios may begin transmission (e.g., on a
shared 2.4 GHz frequency band).

In some 1implementations, the RADIO_PRI control signal
(e.g., control line 1500-1, FIG. 15A) 1s signal from the radios
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940 (e.g., 802.15.4) indicating an importance of the transmis-
sion request. Thus, i RADIO_PRI 1s active when

RADIO_REQ 1s detected, the radio 950 (e.g., Wi-F1) will
treat 1t as “high priority” request. Consequently, the radio 950
attempts to shut down its transmissions as soon as possible,
activates the WIFI_GRANT control signal, and does not
revoke the WIFI_GRANT control signal until RADIO_REQ
1s deactivated.

[T RADIO_PRI s mnactive when RADIO_REQ 1s detected,
the radio 950 will treat 1t as “regular priority” request. Thus,
il an important operation by the radio 950 1s 1n progress (e.g.,
scheduled beacon receive), the WIFI_ GRANT control signal
will not be activated until that operation 1s completed. Fur-
thermore, 11 the WIFI_GRAN'TT control signal 1s already acti-
vated when the RADIO_REQ control signal 1s also activated,
WIFI_GRANT will be revoked (deactivated) 1t and when the
radio 950 seeks to access to the radio.

The RADIO_PRI control signal 1s checked when the radio
950 (e.g., Wi-F1 transceiver) detects a change of the
RADIO_REQ control signal (e.g., activation/inactivation).
The RADIO_PRI control signal level must be established a
time T_PRI_SETUP before changing the RADIO_REQ con-
trol signal. When the RADIO_REQ control signal 1s still
activated when the RADIO_PRI control signal 1s activated, 1t
triggers an “alarming” mode to the radio 950, forcing a “slot-
ted” mode operation. The slotted mode 1s implemented in
order to respond rapidly during a RADIO_REQ 1interval 1n
high priority mode (“alarming mode,” an example of which 1s
described with respect to FIG. 15G). In slotted mode, a TX
Request Descriptor 1s placed in the hardware queue only upon
inactivation of the RADIO_REQ control signal. The trans-
mission throughput of the radio 950 (e.g., Wi-F1) 1n slotted
mode 1s limited to a single packet i every RADIO_REQ
interval. Thus, only a single Wi-F1 packet 1s sent every time
when the RADIO_REQ control signal 1s inactivated. In some
implementations, when switching from alarming mode to
normal mode, the RADIO PRI must be inactivated when
RADIO_REQ 1s mactivated. Assuming 1440 Bytes/packet
and a4 ms RADIO_REQ interval, transmission throughput of
the radio 950 under alarming mode 1s 2.7 Mbit/sec. In addi-
tion, Wi1-F1retry limit 1s set to 3 in slotted mode, where detault
retry limat 1s 13.

The WIFI_GRANT control signal 1s provided by the radio
950 (e.g., Wi1-F1), which, when activated, indicates that the
transmission activity of the radio 950 was ceased, and that the
radios 940 (e.g., 802.15 .4 transceiver) may use the frequency
band for transmission (e.g., 2.4 GHz band).

Furthermore, in order to achieve quick pause-resume of
transmissions by a Wi-Fi transceiver, 1n some implementa-
tions 802.11n sub-frame aggregation 1s disabled. Further-
more, 1n some 1implementations, the number of TX Request
Descriptors placed in the hardware transmission queue 1s
limited to 1. As a result, the transmission throughput of the
Wi-F1 transceiver, for example, 1s reduced about 10 Mbps
even when connected to an 802.11n access point.

In some 1mplementations, a camera device (e.g., smart
device 204 1n FIG. 15A, which 1s a camera) includes a first
and second antenna (e.g., antennas 1402-1 and 1402-2,
respectively), and a first (e.g., radio 950-1, FIG. 15B), second
(e.g., radio 940, FIG. 15A), and third transceiver (e.g., radio
950-2, FIG. 15B). The second transceiver 1s coupled to the
first antenna (e.g., radio 940 coupled to antenna 1402-1), and
the first and third transceivers are coupled to the second
antenna (e.g., radios 950-1 and 950-2 coupled to antenna
1402-2, FIG. 15B). In some implementations, the first trans-
ceiver 1s configured to transmit and receive, over a first one of
a plurality of distinct communication protocols, signals for
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configuring the camera device (e.g., Bluetooth Low Energy),
the second transceiver 1s configured to transmit and receive,
over a second one of the plurality of distinct communication
protocols, signals comprising one or more of alerts, control
signals and status information to and from the one or more
smart home devices (e.g., 802.15.4), and the third transceiver
1s configured to transmit and recerve, over a third one of the
plurality of distinct communication protocols, data corre-
sponding to video captured by the camera device (e.g., Wi-
F1). In some implementations, the second transceiver and the
first and/or third transcervers are coupled by a plurality of
control lines for selectively granting or denying transmission
access to the first, second, and third transcervers (e.g., control
lines 1500, FIG. 15A). In some implementations, the first
transceiver and the third transcerver comprise a single com-

bined transceiver (e.g., radio 950, which includes radio 950-1
and radio 950-2, FIG. 15B), and the second transcerver 1s

coupled to the single combined transcerver by the plurality of

control lines (e.g., radio 940 and radio 950 coupled by control
lines 1500, FIG. 15A).

In some mmplementations, the plurality of control lines
include a first control line for a priority control signal (e.g.,
RADIO_PRI on control line 1500-1, FIG. 15A), a second
control lmme for a radio request control signal (e.g.,
RADIO_REQ on control line 1500-2), and a third control line
for granting or denying transmission access to the second
transceiver or the third transcerver (e.g., WIFI_GRANT on
control line 1500-3). Transmission access 1s granted or denied
to the second transcerver or the third transceiver using the
third control line 1n accordance with detection of an activated
or deactivated priority control signal, an activated or deacti-
vated radio request control signal, and/or a transmission
request by the third transcerver. In some 1mplementations,
transmission access 1s granted to the second transcerver and
denied to the third transceiver if an activated priority control
signal 1s detected on the first control line and an activated
radio request control signal 1s detected on the second control
line; or a deactivated priority control signal 1s detected on the
first control line and the activated radio request control signal
1s detected on the second control line, but the transmission
request by the third transceiver 1s not detected. In some 1imple-
mentations, transmission access 1s denied to the second trans-
ceiver and granted to the third transceiver i1 an activated
priority control signal 1s detected on the first control line, a
transmission request by the third transceiver 1s detected, and
a deactivated radio request control signal 1s detected on the
second control line; or a deactivated priority control signal 1s
detected on the first control line and the transmission request
by the third transceiver 1s detected. Granting and denying of
transmission access to the first transceiver, the second trans-
ceiver, and/or the third transceiver 1s described in greater
detail with respect to FIGS. 23A-23F.

FIGS. 15D-15G 1illustrate various signal timing diagrams
and timing charts for various modes ol operation 1n a coex-
i1stence scheme, 1n accordance with some implementations.
As stated previously, 1n the examples shown and described
with respect to FIG. 15D-15G, the signal polarnty of the
control signals 1s Low-Active (1.e., control signal 1s consid-
ered “active” when low), although control signals may be
configured 1n other implementations to have a High-Active
polarity. Furthermore, the timing charts 1llustrated in FIGS.
15D-15G are merely examples of timing requirements (e.g.,
mimmum/maximum requirements) for an example coexist-
ence scheme, and 1n other implementations, the communica-
tions module 942 of a smart device (e.g., camera 118, smart
hazard detector 104, smart thermostat 102, etc.), and compo-
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nents thereot (e.g., radios 940, radios 950), are configured to
satisly other predefined timing requirements.
In particular, FIGS. 15D-1 and 15D-2 illustrate a signal

timing diagram and timing chart for a normal mode of opera-
tion for a coexistence scheme, 1n accordance with some
implementations.

As shown 1n FIG. 15D-1, even 1f the RADIO PRI control
signal 1s activated, the WIFI_GRANT control signal 1s not
asserted until the RADIO_REQ control signal 1s activated. As
shown 1n the timing chart of FIG. 15D-2, T_PRI_SETUP 1s
the setup time between asserting RADIO_PRI and asserting
RADIO_REQ. Moreover, T_REQ_LATENCY 1s the latency
between asserting RADIO_REQ and asserting WIFI_
GRANT. The T_REQ_LATENCY time 1s defined by require-
ments of the radios 940 (e.g., 802.15.4 radio requirement ) and
implementation limitations of the radio 950 (e.g., Wi-Fi1). In
some 1mplementations, the T _REQ_LATENCY time 1s
mainly general-purpose I/O (GPIO) imnterrupt latency plus the
TX DMA stop latency (e.g., a maximum of 3.5 msec). The
WIFI_GRANT control signal could be further delayed, how-
ever, for beacon protection (described 1n greater detail with
respect to FIGS. 15F-1 and 15F-2).

Furthermore, as shown i FIG. 15D-1, when both the
RADIO_PRI control signal and the RADIO_REQ) are deac-
tivated, the WIFI_GRANT 1s revoked. The T_REVOKE _
LATENCY time 1s the latency between de-asserting
RADIO_REQ and de-asserting WIFI_GRANT.

Additional timing metrics include T_REQ_PERIOD,

which 1s the length of time for which the RADIO_REQ con-

trol signal 1s asserted. In some implementations, T_REQ_PE-
RIOD 1s defined from requirements of the radios 940 (e.g.,
802.15.4 radio requirement) and throughput/connection sta-
bility of the radio 950 (e.g., Wi-F1). Furthermore, T_RE-
Q_INTERVAL 1s defined as the interval of time between
asserting the RADIO_REQ control signal.

FIGS. 15E-1 and 15E-2 illustrate a signal timing diagram
and timing chart for a mode of operation in a coexistence
scheme 1 which a request grant 1s revoked based on pre-
defined performance requirements, 1n accordance with some
implementations.

In particular, the signal timing diagram of FIG. 15E-1
illustrates a signal timing diagram 1n which the
WIFI_GRANT control signal is revoked in accordance with
Quality of Service (QoS) requirements. In the example pro-
vided, when RADIO PRIisnotasserted, WIFI GRANT will
be revoked when there 1s a high priority transmission request
by the radio 950 (e.g., Wi-F1), even 1f the RADIO_REQ
control line 1s still asserted. In some 1mplementations, a

“High priority” transmission request 1s considered to be
within an Access Category (AC) that 1s above BE (Best
Effort), VI (Video) and/or VO (Voice), respectively. For
example, management frames are considered to be the same
priority as VO (Voice).

FIG. 15E-2 1illustrates a timing chart in which
WIFI_GRANT 1s revoked 1n accordance with QoS require-
ments. As the RADIO_PRI control signal 1s assumed to be
de-asserted, this example pertains only to anon-priority coex-
1stence request.

As shown 1n FIG. 15E-1, 11 a “high priority” transmission
occurs, WIFI GRANT will be revoked even 1f the
RADIO_REQ control signal 1s asserted. The time T_RE-
VOKE_LEAD_Q 1s defined as the lead period between de-
asserting the WIFI_GRANT and the “high priority” Wi-Fi
transmission. Furthermore, the time T WIFI ACT 1s the

duration of time of the high priority Wi-F1 transmission.
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When  the  high-priority  transmission  ceases,
WIFI_GRANT 1s re-asserted, the amount of time between
such occurrences being defined by T_REGRANT_L ATEN-
CY_Q.

Other timing metrics include T_GRANT_MIN_Q, which
1s the minimum amount of time for which WIFI GRANT can
be guaranteed to be asserted. In some i1mplementations,
because transmission activity of the radio 950 (e.g., Wi-F1) 1s
asynchronous to a request signal from the radios 940 (e.g.,

802.15.4), a minimum WIFI_GRANT period (e.g., time
T_GRANT_MIN_Q) is not guaranteed.

Furthermore, T WIFI IDLE 1s defined as the interval of
time between high-priority transmission requests.

FIGS. 15F-1 and 15F-2 illustrate a signal timing diagram
and timing chart for a mode of operation for a coexistence
scheme utilizing beacon protection, 1n accordance with some
implementations.

FIG. 15F-1 illustrates a timing chart with beacon protec-
tion. When RADIO PRI 1s not asserted, WIFI GRANT will
be revoked 1n order to avoid interference with incoming bea-
cons received by the radio 950 (e.g., Wi-F1 beacons). As the
RADIO_PRI control signal 1s assumed to be de-asserted, this
example pertains only to a non-priority coexistence request.

Asshown, i1t a beacon transmission occurs, WIFI GRANT
will be revoked even 11 the RADIO_REQ control signal 1s
asserted.

T _GRANT_MIN is defined as a minimum period of time
for which WIFI_GRANT can be guaranteed to be asserted
before being revoked by a beacon transmission. T_RE-
VOKE_LEAD 1s defined as a lead period between
WIFI_GRANT being de-asserted and the time at which a
beacon 1s scheduled to be recetved at the radio 950.
T_GRANT_MIN and T_REVOKE_LEAD are defined from
requirements of the radios 940 (e.g., 802.15.4 radio require-
ment). Furthermore, 1n some implementations, the radio 950
(e.g., Wi-F1 transceiver) can be programmed to have timer
control up to a precision of 1 ms.

T_BEACON_ACT 1s the period of time a beacon 1s
received by the radio 950 (e.g., a W1-F1 beacon) and 1s defined
as how long a beacon signal can be. WIFI_GRANT would not
be re-asserted by timeout while the radio 950 1s still recetving,
a beacon. As an example, for a 2.4 GHz beacon sent at a 1
Mbps DSSS rate, given a typical beacon frame of approxi-
mately 300 Bytes, T_BEACON_ACT 1s defined to be
approximately 300*8*1 us, or 2.4 ms.

T BEACON INT is defined as an interval of time for the
beacon. In some implementations, T _BEACON_INT 1s
defined as T GRANT MIN+T REVOKE LEAD. In some
implementations, the beacon interval T_BEACON_INT 1s
defined by the Access Point to which the radio 950 1s con-
nected. As an example, the default beacon interval of an
Access Point 1s 100 TUs (or 102.4 ms).

FIG. 15F-3 1llustrates an example of a signal timing dia-
gram with beacon skipping. When RADIO_REQ 1s asserted
without RADIO_PRI at a time that 1s too close to receiving,
the next scheduled beacon, WIFI_GRANT 1s asserted only
after the scheduled beacon has been recerved and completed.
Inthiscase, T_REQ_LATENCY (i.e., time between asserting
RADIO_REQ and WIFI_GRANT being asserted conse-
quently) may be defined as (1I_GRANT_MIN+T_
REVOKE_LEAD+T_BEACON_ACT).

FIGS. 15G-1 and 15G-2 illustrate a signal timing diagram
and timing chart for an “alarming” mode of operation for a
coexistence scheme, 1n accordance with some 1implementa-
tions.

As shown 1n FIG. 15G-1, RADIO_PRI 1s kept activated

while in alarming mode, and 1s de-activated at the termination
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of the last transmission request (e.g., RADIO_REQ). The
alarming mode may include situations in which critical data 1s
being transmitted and recerved by the radio 940 (e.g., pings
from hazard detection devices being recerved and transmitted
to other devices). In these situations, the coexistence must be
configured to support the receipt and transmission of this
data, while synchronously transmitting data through the radio
950 (e.g., transmitting data packets of a recorded video
stream through Wi-F1) during intervals of time when the radio
940 1s not requesting transmission access (e€.g2., between
transmissions of the radio 940).

As shown, during an alarming mode, RADIO_PRI 1s first
asserted, and RADIO REQ 1s asserted at a time
T _PRI_SETUP afterwards. Once RADIO_REQ has been
asserted, the radio 950 grants transmission access by assert-
ing WIFI_GRANT at a time T_REQ_LATENCY_A after-
wards. When the RADIO_REQ transmission request from
the radio 940 finishes, WIFI_GRANT 1s revoked at time
T REVOKE LATENCY A afterwards. The interval T RE-
Q_INTERVAL _A is an interval of time between transmission
requests from the radio 940 (e.g., RADIO_REQ). During this
time, WIFI _GRANT 1s revoked, and theretfore transmission
access 15 set aside for the radio 950 (e.g., data packets for a
video stream over Wi-Fi).

In some implementations, during an alarming mode, after
asserting RADIO_REQ), the radio 940 begins transmission at
a ttme T_REQ _LATENCY_A afterwards regardless of
whether the WIFI GRANT 1s asserted.

FIG. 16 shows an 1llustrative co-existence circuit 1700 for
managing operations of three communications circuits, in
accordance with some implementations. In the example
shown, circuitry 1700 includes 6LOWPAN circutry 1710
(e.g., a first radio 940, FIG. 9), BLE circuitry 1720 (e.g., a
second radio 940), Wi-Fi circuitry 1730 (e.g., a first radio
950), and OR gates 1740 and 1742. Request for Access (RFA)
line 1711 may be connected to BLE circuitry 1720 and an
input of OR gate 1740. An RFA line may be asserted by a
communication circuit when 1t requires access to an RF
medium. An RF medium can include an antenna and/or a
communications frequency. RFA line 1721 may be connected
to 6LOWPAN circuitry 1710 and an mput of OR gate 1740.
The output of OR gate 1740 may be connected to Wi-Fi
circuitry 1730. Prionity Line 1712 may be connected to an
input of OR gate 1742, and prionty line 1722 may be con-
nected to an mput of OR gate 1742. A priority line may be
asserted by a communication circuit that 1s requesting high
priority access to the RF medium. The output of OR gate 1742
may be connected to Wi-F1 circuitry 1730. Grant line 1731
may be connected to 6LOWPAN circuitry 1710 and BLE
circuitry 1720. Grant signals may be provided on grant line
1731 to indicate which communications circuit 1s granted
access to the RF medium. Grant signals may be provided by
a master circuit, which 1s 1llustrated as Wi-F1 circuitry 1730.
Each of circuitries 1710, 1720, and 1730 may require access
to the same RF medium when communicating data.

Although the examples provided in FIGS. 16-21 are
described with respect to a multi-transceiver device that
includes circuitry for 6LOWPAN, BLE, and Wi-F1 transmis-
s1on protocols specifically, in other implementations, the cir-
cuitry 1700 may include any combination of three or more
radios 940 and/or radios 950. In such implementations, the
methods described 1n FIGS. 16-21 with respect to priority
lines and how respective circuitry operates will apply analo-
gously. In other words, the coexistence schemes and methods
described in FIGS. 16-21 are generally applicable to any
multi-radio device (e.g., smart devices having three or more
radios).
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The RFA lines 1711 and 1721 may be shared among both
6 LOWPAN circuitry 1710 and BLE circuitry 1720 so that the
circuits are aware of when each makes a request for access.
Such information sharing can assist 1 avoiding collision
events. The RFA may be provided to Wi-Fi circuitry 1730,
which decides whether to grant access. The priority lines may
specily that a particular circuit 1s given priority over the other
circuit and that 1ts request to access the RF medium 1s of high
priority and the other commumnication circuits should yield
where possible. For example, 6LoWPAN circuitry 1710 may
have priority over BLE circuitry 1720 during an alarm event.
In the event of potential collisions for RF medium access,
master or host circuitry can control which circuitry 1s granted
access. The master or host circuitry can be a processor other
than one of the communications circuits (€.g., system proces-
sor 402) or 1t can be implemented by an onboard processor of
one ol the communication circuits (e.g., Wi-F1 circuitry
1730).

Priority may be conveyed using one of two different
approaches. One approach uses direct notification. In this
approach, the host (e.g., Wi-F1 1730) can issue grant com-
mand to the communications circuits to inform them which
has priority. The grant command may not necessarily be a
single Boolean value, but can include an enumeration or bit
field indicating which circuit has priority or 1s allowed to
assert 1ts priority line. In another approach, implicit notifica-
tion may be used. In implicit notification, a circuit may
impliedly have priority if its priority mput pin is not asserted.
I 1ts priority input pin 1s asserted, then 1t may not have
priority.

The 6LoWPAN communication circuitry priority cases are
shown and described in Table 1.

TABLE 1

6L.O_Priority not asserted, vield to BLE

L1

No Priority, Yield to

BLE Circuitry when Grant asserted but BLE_RFA also
asserted
Priority 6L.O_Priority asserted, do not yield

BLE_RFA asserted
6L.O_Priority not asserted, do not yield to

BLE when Grant asserted but BLE RFA
also asserted

No Priority, Retain access
against BLE Circuitry

The BLE communications circuitry priority cases are
shown and described 1n Table 2.

TABLE 2
No Priority BLE_Priority not asserted, yield to
6LoWPAN when Grant asserted but
6L.O_RFA also asserted
Priority BLE_Priority asserted, do not yield to

61.0O RFA asserted

The priority cases for Wi-Fi circuitry 1730 are described in
connection with FIGS. 17A-17B. FIG. 17A shows an 1llus-
trative base case 1n which both prionity lines for 6LOWPAN
circuitry 1710 and BLE circuitry 1720 are LOW, indicating
that the these circuits are not requesting priority. In addition,
there are no pulses 1n 61.O_RFA nor BLE_RFA, indicating
that 6LoWPAN 1710 and BLE circuitry 1720 are not request-
ing access. From time t0 to t1, the Grant line 1s HIGH, imply-
ing that Wi-F1 circuitry 1730 1s granting access to the RF
medium. From time, t1 to time, t2, Grant 1s LOW and W1F1Tx
1s HIGH. Thus, Wi-F1 circuitry 1730 denies grant when 1t
wishes to transmit. This 1s also shown between time, t3 and t4.
Moreover, during the base case, 6LoWPAN circuitry 1710
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and BLE circuitry 1720 may be permitted to access the RF
medium when Grant 1s HIGH.

FIG. 17B shows an illustrative case showing grant and
denial of 6LoWPAN circuitry 1710 access to the RF medium
based status of Grant, 1n accordance with some implementa-
tions. As shown, between times t1 and t2, 61.O_RFA 1s HIGH
while Grant 1s HIGH, thereby enabling 6L.o Tx to go HIGH.
Starting at time, t3, 6Lo Tx 1s mitially HIGH, but this trans-
mission 1s denied at time, t4, when Grant 1s set LOW and WiF1
Tx goes HIGH. Then, at time t5, Grant returns to HIGH,
thereby enabling 6LoWPAN circuitry to continue transmit-
ting.

FIGS. 18A-D shows different illustrative 6LoWPAN pri-
ority use case, i accordance with some implementations. In
particular, FIG. 18 A shows an 1llustrative base case and FIGS.
18B-18D show priority, no priority, and Retain access against
BLE priority use cases, respectively, of Table 1. As shown 1n
the base case ol FIG. 18 A, 6LoWPAN circuitry 1710 requests
access twice and 1s granted access both times. In addition,
there are no collisions and 61.O_Priority and Grant are HIGH
throughout.

FIG. 18B shows an 1llustrative priority use case for 6L.oW-
PAN in which 6L.O_Priority 1s HIGH throughout. From times
t1-12, there are not request for access by either 61.O or BLE,
thereby enabling Wi-F1 to revoke its Grant and transmiat. At
time t3, 6L.O_RFA goes HIGH and 6L.O Tx transmits from
time t3 to t4. At time t5, Wi-F1 Tx goes HIGH. However, at
time t6, 61.O_RFA goes HIGH, and because 61O has priority,
Wi-FI Tx goes LOW and 6LO 1s permitted to transmut.

Referring now to FIG. 18C, 6L.O_Priority and Grant are
HIGH throughout. At times t1-t2, BLE_RFA 1s HIGH, and
because 61.O_RFA 1s LOW, there 1s no conflict, and BLE Tx
1s permitted to go HIGH. At times t3-t4, 61L.O_RFA 1s HIGH,
and 1s granted access, resulting in 61O Tx going HIGH.
Starting at time t5, BLE_RFA 1s HIGH, and BLE Tx begins to
transmit until time, t6, at which point 61.O_RFA goes HIGH.
Now, at time t6, there 1s a conflict between 61O RFA and
BLE_RFA, but because 6L.O_Prionty 1s HIGH, 6LO Tx goes
HIGH, indicating that 6LoWPAN circuitry 1710 decides to
transmit despite the assertion by BLE circuitry 1720.

Retferring now to FIG. 18D, both 6LO_Priority and
BLE_Priority are LOW but circuitry 1700 1s configured to
permit grant 6LoWPAN circuitry 1710 access 1n case of a
collision. Starting at time t1, 6LO_RFA goes HIGH and at
time t2, BLE_RFA goes HIGH, but Grant goes LOW to allow
Wi-F1 circuitry to transmit until time t3. At time t3, Grant goes
HIGH, at which time, 6O 'Tx begins transmaitting (as shown).
BLE_Tx does not transmit because BLE circuitry 1720 does
not have priority and knows that 61.O_RFA has already been
asserted. BLE_Tx may go HIGH as it detects the falling edge
of 6LO Tx at time t4.

The priority use cases for BLE circuitry 1720 are similar to
the priority use cases of 6LoWPAN circuitry 1710. For
example, 11 FIGS. 18 A-18C were used to 1llustrate the priority
use cases of BLE circuitry 1720, the 6L.O priority, RFA, and
Tx labels can be transposed with the BLE priority, RFA, and
Tx labels.

FIGS. 19A and 19B show illustrative timing diagrams
where Wi-Fi circuitry 1730 1s OFF, in accordance with some
implementations. When Wi-F1 circuitry 1730 1s OFF, 6LoW-
PAN circuitry 1710 and BLE circuitry 1720 are operative to
arbitrate among themselves to determine who has access to
the RF medium. 6LoWPAN circuitry 1710 and BLE circuitry
1720 may arbitrate among themselves based on their priority
line assertions and the state of the other circuit’s RFA signal.
FIG. 19A illustrates timing diagrams where Wi-F11s OFF and
6LoWPAN circuitry has priority, in accordance with some
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implementations. As shown, 6L.O_Priority and Grant are
HIGH. Attime t1, 6LO_RFA goes HIGH and then goes LOW
at time 12. 6L.O Tx 1s HIGH from times t1 to t2. At time (3,

6L.O_RFA goes HIGH, during which time, 6L.O TX 1s also
HIGH. BLE_RFA goes HIGH at time t4 and remains HIGH.

BLE_Tx continues to yield to 6L.O Tx until time t5, at which
point 6L.O_RFA goes LOW. 6L.O Tx may not yleld between
times t4 and t5, despite the pulse on BLE_RFA, because
6LoWPAN circuitry 1710 has priority.

FIG. 19B illustrates timing diagrams where Wi-F1 1s OFF
and BLE circuitry has priority, in accordance with some
implementations. As shown, Grant and BLE_Priority are
HIGH. At times t1 to t2, 6L.O TxX 1s permitted access to
transmit since there 1s no collision. Attime t3, 6L.O_RFA goes
HIGH, and 6L.O Tx begins transmitting. At time t4, however,
BLE_RFA goes HIGH. Since BLE circuitry has priority,
BLE_Tx takes priority over 6LO_Tx. As a result, BLE_Tx
goes HIGH and 6L.O Tx goes LOW.

Referring now to FIG. 20, an 1illustrative timing diagram
showing how the BLE circuitry attempts to communicate
with a personal device during the idle portion of a wake
packet being transmitted by 6LoWPAN circuitry during a
NCCA period, 1 accordance with some implementations
During the NCAA period, Wi-F1 circuitry 1730 1s not yet
turned ON, therefore 6LoWPAN circuitry 1710 and BLE
circuitry 1720 may arbitrate amongst themselves to deter-
mine who has access to the RF medium. For purposes of this
timing diagram, assume that the 6LoWPAN has prionty (e.g.,
because hazard detection system has raised its alarm). FIG.
20 shows that the NCCA wake packet transmission cycle has
a period including an active portion (as evidenced by the
HIGH pulse) and an 1dle portion (as evidenced by the LOW
signal). The 6LoWPAN RFA may track the active portion of
cach wake packet. Since 6LoWPAN circuitry 1710 has pri-
ority, 1t controls access to the RF medium regardless of any
RFA by BLE circuitry 620. This 1s shown in the FIG., as
evidenced by 6LoWPAN Tx gomg HIGH in concert Wlth the
6LoWPAN pulses. BLE_RFA 1s shown to remain HIGH
throughout the timing diagram, thus indicating BLE circuitry
1720°s desire to attempt communications with a personal
device (not shown). BLE circuitry 1720 1s permitted to com-
municate during the idle portion of each wake packet trans-
mission. This 1s shown where BLE Tx goes HIGH when
6LoWPAN Tx goes LOW, and vice versa.

During the BLE Tx HIGH signal period, BLE circuitry
1720 attempts to communicate with one or more personal
devices. BLE circuitry 1720 may do this by 1) advertising 1ts
presence to the personal device (e.g., on channel 37 of a BLE
protocol), 2) authenticating the personal device (e.g., on
channel 38 of the BLE protocol), and 3) commencing data
transier with the personal device (e.g., on channel 39 of the
BLE protocol). BLE circuitry 1720 may perform all three
steps durmg a single BLE Tx session or over a series of BLE
Tx sessions. The data transfer can specily instructions for
altering the state of the system. For example, 1f the system 1s
alarming, the instruction can contain a hush instruction that
commands the system to change from an alarming state to a
hush state.

FIG. 21 shows 1llustrative timing diagrams ol exemplary
BLE advertise, connect, and data transfer activity during BLE
transmissions, 1 accordance with some implementations.
The BLE operations of advertise, connect, and data transfer
may occur during BLE_Tx activity, which occur when
BLE_Tx 1s HIGH. As shown in FI1G. 21, the BLE operations
are performed 1n one of the four BLE_Tx activity windows.
BLE Advertise may occur during BLE_Tx activity window 1,
and BLE connect may occur during BLE_Tx activity window
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2. After a connection 1s made, BLE data may be transmitted
between a personal device and the system during windows 3
and 4.

FIG. 22 1s a flow diagram illustrating a method of coexist-
ence using bypass circuitry, 1in accordance with some 1mple-
mentations. In some implementations, the method 2200 1s
performed at an electronic device (e.g., devices of a smart
home environment 100, FIGS. 1 and 12; smart devices 204
and/or hub device 180 of smart home network 202, FIG. 2)
having a plurality of transceivers and antennas (e.g., smart
device 204, FI1G. 14, having one or more radios 940 and/or
radios 950, and antennas 1402). More specifically, 1n some
implementations, the method 2200 1s performed by one or
more components of the electronic device (e.g., communica-
tions module 942 of smart device 204, or a front end module
1400 of the communications module). For ease of reference,
the methods herein will be described as being performed by
an electronic device (e.g., smart device 204). FIG. 22 corre-
sponds to mstructions stored 1n a computer memory or other
computer-readable storage medium (e.g., memory 606 of the
hub device 180), or instructions stored 1n the memory of one
or more components of the electronic device (e.g., memory of
the communications module 942, not 1llustrated).

The electronic device (e.g., smart device 204, which 1s a
camera) includes a plurality of transceivers (e.g., radio(s) 940
and radio(s) 950, FIG. 14), one or more processors, and
memory storing instructions for execution by the one or more
processors. The electronic device detects (2204) whether a
second transceiver (e.g., radio 950) of the plurality of trans-
ceivers 1s not transmitting signals via a second antenna (e.g.,
antenna 1402-2) coupled to the second transceiver. In some
implementations, a bypass signal 1s produced (2202) when
the second transcetver 1s active, where detecting (2204)
whether the second transcerver 1s transmitting signals
includes (2206) detect the bypass signal. For example, a
bypass signal 1s produced and detected on connection 1410
(F1G. 14) when radio 950 1s transmitting.

In accordance with detecting that the second transcerver 1s
not transmitting signals via the second antenna, a first trans-
ceiver (e.g., radio 940) of the plurality of transcetvers 1is
coupled (2208) to a first antenna via an amplifier such that a
signal recerved by the first antenna 1s amplified by the ampli-
fier prior to being passed to the first transceiver. In some
implementations, the amplifier 1s a low-noise amplifier (e.g.,
low noise amplifier 1406-2, F1G. 14).

In accordance with detecting that the second transceiver 1s
transmitting signals via the second antenna, the first trans-
ceiver 1s coupled (2210) to the first antenna via a bypass line
(e.g., bypass line 1408) such that a signal received by the first
antenna 1s not amplified by the amplifier prior to being passed
to the first transceiver.

In some implementations, the first and second antennas
receive and transmit signals at the same frequency (e.g., 2.4
GHz).

FIGS. 23 A-23F are flow diagrams illustrating methods of
using control signals 1n a coexistence scheme, 1n accordance
with some implementations. In some 1implementations, the
methods 2300 and 2330 are performed at an electronic device
having a plurality of transcetvers and antennas (e.g., smart
device 204 of FIGS. 9 and 15A-15B, having one or more
radios 940 and/or radios 950). More specifically, 1n some
implementations, the methods 2300 and 2330 are performed
by one or more components of the camera device (e.g., com-
munications module 942 of smart device 204). For ease of
reference, the methods heremn will be described as being
performed at a camera device (e.g., smart device 204 of FIG.
15A, a camera). FIGS. 23A-23F correspond to instructions
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stored 1n a computer memory or other computer-readable
storage medium (e.g., memory 606 of the hub device 180), or
instructions stored in the memory of one or more components
ol the electronic device (e.g., memory of the communications
module 942, not illustrated).

The camera device includes a plurality of distinct trans-
ceivers configured for communication over respective coms-
munication protocols (e.g., radio 940 and radios 950, which
includes radios 950-1 and 950-2, FIGS. 15A-15B), one or
more processors, and memory storing instructions for execu-
tion by the one or more processors.

In performing the method 2300, the camera device com-
municates (2302) using a first transceiver of the plurality of
distinct transceivers, the first transceiver configured to trans-
mit and receive, over a first one of the communication proto-
cols, signals for configuring the camera device (e.g., radio
950-1 of radios 950, FIGS. 15A-15B). In some implementa-
tions, the first communication protocol 1s (2304) based on the
Bluetooth Low Energy standard. In some implementations,
communicating (2302) using the first transceiver includes
transmitting (2306) data comprising a video format config-
ured for low-bandwidth transmissions (e.g., a low resolution
encoded video stream).

The camera device communicates (2308) with one or more
smart home devices using a second transcerver of the plurality
of transceivers. The second transceiver (e.g., radio 940, FIG.
15A) 1s configured to transmit and recetve, over a second one
of the communication protocols, signals comprising one or
more of alerts, control signals and status information to and
from the one or more smart home devices (e.g., emergency
alerts from hazard detectors 104, FI1G. 1). In some implemen-
tations, the second communication protocol 1s based (2310)
on the IEEE 802.15.4 standard. In some implementations,
communicating (2308) using the second transceiver includes
(2312) transmitting data comprising the video format config-
ured for low-bandwidth transmissions (e.g., a low resolution
encoded video stream). In some implementations, communi-
cating (2308) using the second transceiver includes (2314)
receiving intermittent signals from the one or more smart
home devices and/or retransmitting received signals from the
one or more smart home devices, concurrently with the trans-
mission of data using a third transceiver (€.g., receving emer-
gency pings from connected smart hazard detectors 104 using
radio 940 (FIG. 15A) while transmitting video data over
Wi-Firadio 950-2 (FIGS. 15A-15B)). In some implementa-
tions, the transmission ol data using the third transceiver 1s
temporarily suspended (2316) while receiving signals from
the one or more smart home devices and/or retransmitting,
received signals from the one or more smart home devices.
For example, radio 940 and radios 950 coordinate transmis-
s1on access such that the radio 940 and radios 950 are not both
simultaneously transmitting signals at a given time (e.g.,
communications module 942 moderates transmission access
by the radio 940 and radios 950, and selectively grants/denies
transmission access to the radio 940 and radios 950).

Referring now to FIG. 23B, the camera device communi-
cates (2318) using the third transcerver of the plurality of
transceivers. The third transceiver (e.g., radio 950-2 of radios
950, FIGS. 15A-15B) 1s configured to transmit and recerve,
over a third one of the communication protocols, data corre-
sponding to video captured by the camera device. In some
implementations, the third communication protocol 1s based
(2320) on the IEEE 802.11 standard. In some implementa-
tions, the data comprises (2322) a video format configured for
high-bandwidth transmissions (e.g., high resolution video
streaming of video surveillance footage using Wi-Fi). In
some 1mplementations, communicating (2318) using the
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third transceiver includes (2324) receiving and transmitting
data at a data rate that 1s higher than a data rate at which the
camera device communicates using the first transceiver and/
or a data rate at which the camera device communicates using
the second transceiver (e.g., streaming high-resolution video
using Wi-Fi radio 950-2, while streaming low-resolution
video using 802.15.4 radio 940, FIGS. 15A-15B).

In some implementations, the camera device recerves
(2326) signals from the one or more smart home devices over
the second communication protocol, and retransmits (2328)
the signals to one or more other smart home devices (e.g.,
receiving and retransmitting emergency pings ifrom con-
nected smart hazard detectors 104 using radio 940, FIG.
15A).

Retferring now to FIG. 23C, the camera device may per-
form the method 2330 additionally to and/or 1n conjunction
with the method 2300. In performing the method 2330, n
some 1mplementations, the camera device grant or deny
transmission access to the first transceiver (e.g., radio 950-1
of radios 9350, FIGS. 15A-15B, such as Bluetooth LE), the
second transceiver (e.g., radio 940, FIG. 15A, such as
802.15.4), and/or the third transceiver (e.g., radio 950-2 of
radios 950, FIGS. 15A-135B, such as Wi-F1) of the plurality of
distinct transceivers of the camera device, where the trans-
ceivers are configured for communication over respective
communication protocols.

In some 1implementations, granting or denying transmis-
s1on access (2332) includes (2334) detecting activation of a
priority control signal (e.g., assertion of RADIO_PRI signal
on control line 1500-1, FIG. 15A). In some implementations,
the activated priority control signal corresponds (2336) to an
alarming mode of the second transcerver (e.g., mcoming
emergency alerts from a hazard detector 104). In response to
detecting activation of the priority control signal, transmis-
s10n access 1s granted (e.g., by the “master” transceiver, such
asradio(s) 950, F1G. 15A) to the second transcerver (e.g., e.g.,
802.15.4 radio 940) and transmission access 1s denied to the
third transceiver (e.g., Wi-Fi radio 950-2).

In some 1implementations, an activated priority control sig-
nal 1s detected (2304) (e.g., an already asserted RADIO_PRI
signal on control line 1500-1 1s detected). While detecting the
activated priority control signal (2342), activation of a radio
request control signal by the second transceiver 1s detected
(2344) (e.g., assertion of RADIO_REQ si1gnal on control line
1500-2). In response to detecting activation of the radio
request control signal by the second transceiver, transmission
access 1s granted (2346) to the second transceiver and trans-
mission access 1s denied to the third transceiver. In some
implementations, granting transmission access to the second
transcerver and denying transmission access to the third trans-

ceiver 1ncludes (2348) activating the grant control signal
(e.g., asserting WIFI_GRANT signal on control line 1500-3,

FIG. 15A). A corresponding example of steps 2340 through
2348 1s 1llustrated 1n FIGS. 15G-1.

In some 1implementations, while detecting the activated
priority control signal, a transmission request i1s detected
(2350) by the third transceiver. In some implementations, the
transmission request by the third transceiver i1s detected
(2352) while transmission access 1s granted to the second
transcerver. In response to detecting the transmission request
by the third transceiver, and while detecting the activated
radio request control signal by the second transceiver, trans-
mission access continues (2354) to be granted to the second
transceiver while transmission access continues to be denied
to the third transcerver. Thus, 1n some implementations, while
the priority control signal 1s activated, the third transceiver 1s
not permitted to transmit data.
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In some implementations, while continuing to detect the
activated radio request control signal and the activated prior-
ity control signal, transmission access continues (2356) to be
granted to the second transcerver and transmission access
continues to be denied to the third transceiver.

Referring now to FIG. 23D, 1n some implementations,
while detecting the activated priority control signal, deacti-
vation of the radio request control by the second transceiver 1s

detected (2360) (e.g., de-assertion of RADIO_REQ) signal on

control line 1500-2). In response to detecting deactivation of
the radio request control signal by the second transceiver,
transmission access to the second transceiver i1s revoked
(2362) and transmission access to the third transcerver 1s
granted. In some 1mplementations, revoking transmission
access to the second transcerver and granting transmission
access to the third transcerver includes (2364) deactivating
the grant control signal (e.g., de-asserting WIFI_GRANT

signal on control line 1500-3). A corresponding example of
steps 2360 through 2364 1s illustrated 1n FIGS. 15G-1.

In some 1mplementations, a deactivated priority control
signal 1s detected (2366) (e.g., an already de-asserted
RADIO_PRI signal on control line 1500-1 1s detected). While
detecting the deactivated priority control signal (2368), acti-
vation of the radio request control signal by the second trans-
ceiver 1s detected (2370). In response to detecting activation
of the radio request control signal by the second transceiver,
transmission access 1s granted (2372) to the second trans-
ceiver and transmission access 1s denied to the third trans-
ceiver. In some implementations, while transmission access 1s
granted to the second transcerver, a transmission request by
the third transceiver 1s detected (2374). In some implemen-
tations, the transmission request by the third transceiver 1s
detected (2376) while detecting the activated radio request
control signal. In some implementations, the transmission
request by the third transceiver 1s (2378) a high priority trans-
mission request (e.g., a transmission request within an access
category above BE (Best Effort), VI (Video), and/or VO
(Voice)). In response to detecting the transmission request by
the third transcetrver, transmission access 1s revoked (2380) to
the second transceiver and transmission access 1s granted to
the third transceiver. In some 1implementations, while trans-
mission access 1s granted to the third transceiver, a high
priority transmission by the third transceiver 1s detected
(2382) to be in progress. Upon completion of the high priority
transmission, transmission access 1s granted (2384) to the
second transcetver and transmission access 1s revoked to the
third transcerver. A corresponding example of steps 2366
through 2384 1s 1llustrated 1n FIGS. 15E-1.

In some implementations, the camera device communi-
cates (2302) using the first transcerver, communicates (2308)
with one or more smart home devices using the second trans-
ceiver, and communicates (2318) using the third transcerver
(where the steps 2302, 2308, and 2318 may be performed 1n
accordance with any of the implementations described with
respect to FIGS. 23A-23B).

For situations 1in which the systems discussed above collect
information about users, the users may be provided with an
opportunity to opt in/out of programs or features that may
collect personal information (e.g., information about a user’s
preferences or usage ol a smart device). In addition, 1n some
implementations, certain data may be anonymized 1n one or
more ways before it 1s stored or used, so that personally
identifiable information 1s removed. For example, a user’s
identity may be anonymized so that the personally 1dentifi-
able information cannot be determined for or associated with
the user, and so that user preferences or user interactions are
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generalized (for example, generalized based on user demo-
graphics) rather than associated with a particular user.

Although some of various drawings illustrate a number of
logical stages 1in a particular order, stages that are not order
dependent may be reordered and other stages may be com-
bined or broken out. While some reordering or other group-
ings are specifically mentioned, others will be obvious to
those of ordinary skill in the art, so the ordering and groupings
presented herein are not an exhaustive list of alternatives.
Moreover, 1t should be recognized that the stages could be
implemented in hardware, firmware, software or any combi-
nation thereof.

The foregoing description, for purpose of explanation, has
been described with reference to specific implementations.
However, the 1llustrative discussions above are not intended
to be exhaustive or to limit the scope of the claims to the
precise forms disclosed. Many modifications and variations
are possible 1n view of the above teachings. The implemen-
tations were chosen in order to best explain the principles
underlying the claims and their practical applications, to
thereby enable others skilled in the art to best use the 1mple-
mentations with various modifications as are suited to the
particular uses contemplated.

What 1s claimed 1s:

1. A camera assembly, comprising:

an enclosed housing having a rear surface, a front surface,
and a periphery, wherein the periphery defines a border
of the enclosed housing, and the periphery includes an
inner surface and an outer surface;

a lens module located within the enclosed housing and
configured to receive light via the front surface;

communication circuitry located within the enclosed hous-
ing and configured to wirelessly communicate over a
plurality of different communication protocols, the
communication circuitry including one or more trans-
ceivers configured for communication over a first com-
munication protocol and a second communication pro-
tocol;

a first antenna arranged at a first location on the inner
surface of the periphery, the first antenna configured for
communication over the first communication protocol,
and the first antenna being electrically coupled to the
communication circuitry; and

a second antenna arranged at a second location on the 1nner
surface of the periphery, the second location being dif-
ferent than the first location, the second antenna config-
ured for communication over the second communica-
tion protocol, and the second antenna being electrically
coupled to the communication circuitry.

2. The camera assembly of claim 1, further comprising a
loop arm that 1s configured to hold the enclosed housing when
the enclosed housing 1s inserted within a cutout opening 1n the
loop arm.

3. The camera assembly of claim 2, wherein the loop arm 1s
made from metal material, and the first location of the first
antenna and the second location of the second antenna are
such that the impact from the presence of the metal loop arm
1s suppressed.

4. The camera assembly of claim 1, wherein the first
antenna 1s arranged at the first location on the inner surface of
the periphery and/or the second antenna 1s arranged at the
second location on the mner surface of the periphery by an
adhesive material.

5. The camera assembly of claam 1, wherein the first
antenna and the second antenna are configured to operate at a
same wireless transmission frequency.
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6. The camera assembly of claim 1, wherein the first
antenna and the second antenna are configured to operate at
distinct wireless transmission frequencies.

7. The camera assembly of claim 1, wherein the one or
more transcervers of the communication circuitry include a
first transcerver configured for communication over the first
communication protocol and a second transceiver configured
for communication over the second communication protocol,

wherein the first transceiver and the second transcerver are
distinct.

8. The camera assembly of claim 1, wherein the commu-
nication circuitry 1s an integrated circuit configured for com-
munication over both the first and second communication
protocols.

9. The camera assembly of claim 1, wherein the commu-
nication circuitry 1s configured to wireless communicate over
at least three diflerent communication protocols.

10. The camera assembly of claim 9, wherein the second
antenna 1s further configured for communication over a third
one of the communication protocols.

11. The camera assembly of claim 10, wherein:

the first antenna 1s configured to transmit and receive, over

the first communication protocol, signals comprising
one or more of alerts, control signals and status infor-
mation to and from other smart home devices; and

the second antenna 1s configured to transmit and receive,

over the second communication protocol signals for
configuring the smart home device, and over the third
communication protocol data corresponding to video
captured by the smart home device.

12. The camera assembly of claim 1, wherein the commu-
nication circuitry 1s further configured to provide transmis-
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s10n access for communicating over the first communication
protocol while denying transmission access for communicat-
ing over the second communication protocol, while detecting
an activated priority control signal.

13. The camera assembly of claim 1, wherein the first
antenna has a first orientation and the second antenna has a
second orientation such that the impact from the presence and
interference of each other antenna are suppressed.

14. The camera assembly of claim 1, wherein the first
antenna or the second antenna 1s configured to transmit and
receive wireless signals 1 a wireless local area network
according to the IEEE 802.11 standard.

15. The camera assembly of claim 1, wherein the first
antenna or the second antenna 1s configured to transmit and
receive wireless signals 1n a wireless personal area network
according to the IEEE 802.15.4 standard.

16. The camera assembly of claim 1, wherein the first
antenna or the second antenna 1s configured to transmit and
receive wireless signals according to the Bluetooth Low
Energy standard.

17. The camera assembly of claim 1, wherein the first
antenna and the second antenna are electrically coupled to a
duplex that controls their connections to a single wireless
receiver circuit.

18. The camera assembly of claim 1, wherein video data
captured by the lens module 1s exchanged between the camera
assembly and a server using a wireless local area network.

19. The camera assembly of claim 1, wherein the first
antenna and the second antenna are marked with a respective
alignment mark that 1s configured to guide the assembly of the
respective antenna onto the interior wall of the camera Iid.
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