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DEFENDING AGAINST A CYBER ATTACK
VIA ASSET OVERLAY MAPPING

CROSS-REFERENCE TO RELATED
APPLICATIONS

The present application 1s a continuation application of
U.S. patent application Ser. No. 13/795,025, filed Mar. 12,

2013, which 1s mcorporated by reference herein.

FIELD

The field relates generally to information technology (1),
and more particularly to incident response management.

BACKGROUND

During a breach event in an IT network or system of an
organization, a critical incident response (CIR) staff (or simi-
lar personnel) 1s often encountered with a significant number
of security related events and alerts, some of which can be
related to an attacker attempting to access critical assets
within the organization. FExisting incident response
approaches attempt to gather and filter security events, and
correlate such events so as to potentially reduce the number of
events which need to be examined by CIR staff. However,
such approaches nonetheless leave a considerable number of
events to be manually processed by a CIR stail (which 1s
commonly a small team of individuals).

By way of example, many existing breach response tools
are designed to detect attack patterns and detect when attacks
are occurring by observing historical data from eventlogs and
similar devices. However, such approaches do not make or
identily a connection between a low-level attack progression
and high-level enterprise processes which may contain data
ol interest. This 1s disadvantageous because while an attacker
likely knows the 1dentity of the ultimate asset of interest, the
CIR personnel will need to evaluate the attacker’s behavior
and techniques from historical evidence 1n order to infer what
the attacker 1s attempting to accomplish. Additionally, in
existing approaches, CIR personnel examine and analyze
information gathered after an event has occurred. If the event
indicates some data loss, this loss has already occurred.

Accordingly, using existing approaches, once CIR person-
nel 1s able to 1dentity that an attacker has penetrated a system,
suificient time may have elapsed so as to render the task of
stopping an information leak considerably difficult.

SUMMARY

One or more illustrative embodiments of the present inven-
tion provide techniques for defending against a cyber attack
via asset overlay mapping. In accordance with an aspect of the
invention, a method 1s provided comprising the steps of deter-
miming which of multiple systems within an organization
stores each of multiple assets; determining a set of atleast one
relationship present between the multiple assets across the
multiple systems of the orgamization; i1dentifying, upon an
attack of a first system of the multiple systems within the
organization, one or more additional systems of the multiple
systems vulnerable to the attack based on at least one rela-
tionship, from the determined set of at least one relationship,
between one or more of the multiple assets stored on the first
system and one or more of the multiple assets stored on the
one or more additional systems; and automatically prohibait-
ing access to the one or more additional systems of the mul-
tiple systems storing the one or more of the multiple assets
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2

identified based on the at least one relationship with the one or
more assets stored on the first system.

Another aspect of the invention or elements thereof can be
implemented 1n the form of an article of manufacture tangibly
embodying computer readable instructions which, when
implemented, cause a computer to carry out method steps
such as described herein. Further, another aspect of the inven-
tion or elements thereof can be implemented in the form of an
apparatus or system that includes a memory and at least one
processor that 1s coupled to the memory and configured to
perform method steps such as described herein. Additionally,
another aspect of the mvention or elements thereof can be
implemented in the form of means for carrying out the
method steps described herein, or elements thereof. As
detailed herein, such means can include hardware module(s)
or a combination of hardware and software modules, wherein
the software modules are stored 1n at least one tangible com-
puter-readable storage medium.

The mapping techniques of the illustrative embodiments
overcome one or more of the problems associated with the
conventional techniques described previously, and facilitate
the 1dentification of assets related to targeted assets 1 a
breach scenario so that prompt action may be taken to remove
access to the related asset and/or data. As detailed herein,
when one portion of an asset 1s attacked, the mapping tech-
niques described herein allow other portions of an asset to be
identified and protected before the attacker has touched those
other portions. Such a mapping can also contain additional
information to guide an administrator 1 preventing addi-
tional breach loss. These and other features and advantages of
the present invention will become more readily apparent from
the accompanying drawings and the following detailed
description.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a diagram 1illustrating an example embodiment,
according to an aspect of the invention;

FIG. 2 1s a diagram 1illustrating an example embodiment,
according to an aspect of the invention;

FIG. 3 1s a diagram 1llustrating an example embodiment,
according to an aspect of the invention;

FIG. 4 1s a diagram 1llustrating an example embodiment,
according to an aspect ol the invention;

FIG. 5 15 a flow diagram 1llustrating techniques according,
to an embodiment of the invention; and

FIG. 6 1s a system diagram of an exemplary computer
system on which at least one embodiment of the invention can
be implemented.

DETAILED DESCRIPTION

As will be described, the present invention, 1n one or more
illustrative embodiments, provides techniques for asset and/
or data overlay mapping. Illustrative embodiments of the
present mnvention will be described herein with reference to
exemplary communication systems and associated process-
ing devices. It 1s to be appreciated, however, that the invention
1s not restricted to use with the particular illustrative system
and device configurations shown. By way of example, 1llus-
trative embodiments of the invention detailed herein include
an asset overlay map implemented in conjunction with assets
having component parts scattered across multiple systems
within an organization.

At least one embodiment of the mvention includes a semi-
automated process to assist CIR personnel in creating an asset
and/or data overlay map which 1dentifies assets and/or data
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potentially being targeted during a breach. Further, at least
one embodiment of the invention includes facilitating CIR
personnel to efficiently 1dentity related assets (that 1s, assets
related to the asset(s) potentially being targeted 1n the breach)
so that prompt and/or immediate action may be taken to
remove access to the related assets. As used herein, terms
including, for example, “CIR stail” and “security office,” are
intended to refer to any personnel within an organization
responsible for responding to a cyber attack or an attempted
cyber attack.

As further described herein, an aspect of the mmvention
includes providing a mechamsm to identity which items of
enterprise data reside on which systems and servers within an
organization, and well as to identily any relationship(s)
between two or more of the 1tems of enterprise data. Addi-
tionally, a further aspect of the imnvention includes providing
an alert or a display signal to indicate when one system has
been breached and/or attacked, and to 1dentily any additional
systems that are potentially likely to be attacked based upon a
relationship of the assets on the attacked system to the assets
residing on the additional system(s).

As described herein, the relationships between assets on
one or more systems within an organization can be deter-
mined and represented via an asset overlay map. For example,
an asset overlay map can indicate at least one relationship
present between multiple assets residing on one or more
systems within the organization. By way merely of example,
credit card numbers may be stored on one system, while the
cardholder names associated with the card numbers may be
stored on a second system, and the billing address corre-
sponding to each of the cards may be stored on a third system.
The asset overlay map represents these relationships such that
when an attacker 1s accessing credit card numbers, the asset
and/or data overlay map will indicate that the systems con-
taining the names and the billing addresses are at risk of
subsequent attack, as detailed further herein.

As also detailed herein, an asset overlay map can be used to
leverage techniques such as data leakage monitoring to peri-
odically and automatically momitor certain data and/or assets.
If such assets are moved to another system, at least one
embodiment of the invention includes updating the asset
overlay map with the asset transfer information such that the
CIR stail has the latest possible view of the assets (via the
asset overlay map).

As noted above, the techniques and tools used 1n existing
approaches do not yield an understanding of what asset(s)
might be targeted and/or vulnerable during an attack or
breach, and therefore such existing approaches do not yield
an imdication of what systems may be potentially targeted for
attack. By way of example, 1n a large corporation, the CIR
stall 1s commonly a shared resource, dedicated to the protec-
tion of the entire corporation. As a result, 1t may be challeng-
ing or perhaps implausible to expect the CIR stail to under-
stand and readily identity what asset(s) 1s critical 1n each
division or group of the corporation. Moreover, it may be even
more challenging for the CIR staff to understand the relation-
ships between critical enterprise data running on various sys-
tems of the corporation. Further, even 1f CIR stail were to
develop such an understanding, that information may rapidly
become outdated as data moves and enterprise processes
change.

Accordingly, an aspect of the invention includes the cre-
ation and implementation of an asset overlay map that indi-
cates which systems (within an organization) house critical
information, and wherein the asset overlay map 1s overlaid on
top of a topological view of the organization environment. As
such, CIR personnel can track the progress of an attack or
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breach from the (typically network centric) topological view
of the network. An attacker’s progress can be tracked, for
example, by internet protocol (IP) address, port, accounts
used, tools used, etc. Consequently, via utilization of an asset
overlay map, CIR personnel can potentially stop an attacker
betore the attacker has gathered all of the necessary compo-
nents of the targeted asset(s).

In accordance with at least one embodiment of the inven-
tion, creating an asset overlay map includes identifying assets
(or, mn an example embodiment, selected critical assets) 1n
cach division, group, and/or department of an organization.
These 1dentifications can be carried out, for example, by arisk
office, a Chief Information Security office, etc. Gathering
assets 1n connection with this identification step can include
utilizing spreadsheets and/or lists compiled by enterprise per-
sonnel, as well as making use of comprehensive audits com-
pleted by an accredited third party.

During the gathering of asset information, at least one
embodiment of the mvention includes collecting additional
information associated with each identified asset. By way of
example, such additional information can include the system
(the name, IP address, physical location, etc.) on which the
asset resides, the organization (the department, group, etc.)

that owns the asset, the contact for managing the asset, as well
as the format of the stored form of the asset (for example, a
credit card number may have the form “XXXX XXXX
XXXX XXXX.”where X can represent any digit between O
and 9). As detailed herein, an aspect of the invention addi-
tionally 1ncludes determining and i1dentifying assets and/or
data items that are related to the assets at 1ssue 1n an informa-
tion gathering step. Examples of such assets can include
billing information associated with credit card information,
an encryption key for encrypted data, eftc.

Additionally, in accordance with at least one embodiment
ol the invention, results of an asset survey and/or information
gathering step can be generated 1n a form that 1s importable
into other databases, such as comma-separated values (CSV),
for example. It should also be noted that while an asset over-
lay map 1s described herein as encompassing a database, one
skilled 1n the art would recognize and appreciate that an asset
overlay map 1n accordance with one or more embodiments of
the mnvention can encompass a logical construction whose
data can be spread across multiple databases. In addition, an
asset overlay map can be stored in structures other than a
database, including structures such as flat files, spreadsheets,
memory resident structures, efc.

As such, 1n an example embodiment of the invention, once
the asset data 1s gathered from each of the divisions and/or
groups of the organization, the data 1s loaded 1nto a database
contained 1n a CIR Center, where the data 1s associated with
the systems which a CIR team 1s monitoring.

Accordingly, with this information gathered, the CIR team
can determine which assets reside on a particular system, and
the CIR team can also (quickly) determine which additional
assets are related to assets that are under attack (if such a
scenario arises ). Because the noted database also contains the
identity of each system within which these related assets
reside, the CIR team can move quickly to disable access to
such a system in order to protect the related assets before the
attacker has a chance to progress or continue the attack to this
system. Should physical access to these systems be needed to
disable or physically disconnect the system from the network,
at least one embodiment of the invention includes providing
the CIR team with the physical location of that system as well
as the 1dentity of the agent or individual responsible for the
relevant asset(s) on that system.
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Additionally, at least one embodiment of the invention
includes incorporating tools which can display the physical
and logical topology of the network. By connecting an asset
overlay map database of assets (for example, critical assets) to
a display tool, when an attack 1s happening, the topology map
can display the systems which are likely to be attacked next
based on information derived from the asset overlay map.
Specifically, such systems can be 1dentified through the asset
overlay map asset data, and 1n particular, the list of related
assets. By way merely of example, an implementation of this
aspect can iclude the map displaying nodes which are high-
lighted 1n a given color or flashing to indicate that they (that 1s,
the relevant nodes) have data related to the node currently
under attack.

Also, at least one embodiment of the invention includes
adding and/or implementing automated processes to an asset
overlay map, such that when an attack 1s detected on a system
containing noted or critical assets, automated procedures are
activated which lock-down or limit access to related assets
automatically. Examples of such procedures may include
requiring additional authentication to access the asset(s), and/
or disabling movement of data off the system containing the
related assets.

As also noted herein, asset survey data contained within an
asset overlay map will become out of date over time. For
instance, during the normal prosecution of business, assets
and/or data are moved from one system to another, data 1s
replicated 1n order to improve availability or performance,
etc. In order to maintain effectiveness of an asset overlay map,
at least one embodiment of the mvention includes maintain-
ing the asset survey data as current as possible. Techniques for
maintaining current asset data can include the following.

For example, at least one embodiment of the invention
includes a manual process that includes periodically auditing
and reviewing the asset data. Also, at least one or more pro-
cedures can be implemented to identify certain (for example,
critical) assets that reside on all new systems being connected
to the network. Additionally, at least one embodiment of the
invention mcludes automated scanning to identify the loca-
tion, movement, and/or replication of asset data. Because
asset data includes fields which 1dentify the format and/or
tagging associated with the given asset data, automated scan-
ning tools can periodically run on systems to scan the system
for the presence of asset data. These scans can detect when
new 1nstances of the asset data appear, and can also detect
when the asset data has moved to a new system. Further, such
automated scanning tools can detect when unexpected copies
of certain (for example, critical) asset data appear.

FIG. 1 1s a diagram 1llustrating an example embodiment,
according to an aspect of the invention. Security events and
alerts 102 can be automatically sent by systems, firewalls,
servers, and other devices to one or more Security Incident
and Event Monitoring (HEM) tools 106. Such a tool 106
gathers the events into one or more SIEM databases 108.
Security monitoring tools are used to correlate the security
event data and produce a view or display 110 of what 1s
happening from a system and/or network point of view for a
security administrator (admin) 112.

Additionally, asset administrators 118 (including, for
example, risk officers and/or business managers) often have
processes that are utilized to manually survey an orgamization
and build a list of critical assets belonging to the organization
104. Examples of these assets may include data such as credit
card information, or personally 1dentifying information (PII)
such as names and addresses, or additional data such as any
forms of sensitive enterprise or business data. Often these
asset mnventories are gathered into an asset database 114 and
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used for a reporting 116, so that an organization can, for
example, report on regulatory compliance or develop a profile
of risk for the organization.

Note that 1n large organizations, 1t 1s not uncommeon to have
a single shared group which manages the networking and
security infrastructure shared by the entire organization. On
the other hand, organizations can also have a separate risk
officer for each division or unit, responsible for building,
managing, and maintaining the asset mventory for that divi-
s10n as needed to meet the risk and compliance obligations of
the division.

While common, such a division of responsibilities and
information has a significant downfall, as noted herein. For
example, when attacks against an organization occur, the
attacks are often detected through the security administrator
using the information and tools at their disposal. This means
that the security oflicer will observe the progression of an
attack as it progresses through the network and systems
attached to that network. The security officer will observe the
attacker moving from system to system, perhaps taking data
(assets) from one system, and perhaps ex-filtrating that asset
outside of the organization.

Unfortunately, this common scenario raises multiple prob-
lems. For instance, the security officer will not know about the
access and ex-filtration of the asset until after 1t has occurred
and been reported through the SIEM tools. At this point, 1t 1s
too late to stop the ex-filtration of the asset. Also, because the
view of the security officer 1s from the system and network
point of view, the security oflicer likely does not know what
asset has been compromised, nor does the security officer
know what other assets may be related to the compromised
asset. This information 1s maintained and controlled by the
asset administrator.

Accordingly, and as detailed herein, aspects of the mven-
tion include providing processes to deal with one or both of
these problems.

By way of illustration, assume that assets are composed of
multiple separable sets of sub-assets. For example, 1f an
attacker wants to compromise a set of credit card information,
the attacker will need to gather the following information:

Credit Card Numbers;

Names associated with each credit card number;

Addresses associated with each name; and

Card code verification (CCV) codes associated with each

credit card.

In this scenario, the credit card data can be referred to as
comprising all of this information as the asset, and each of the
line 1tems can be referred to as a sub-asset. Further, assume
that the asset owner has taken care to secure this information
by encrypting the data. If a different encryption key 1s used to
protect each sub-asset, then these four encryption keys will be
sub-assets themselves because the attacker will need these
keys to make use of the data as well.

I all of the sub-assets are contained 1n the same database,
as 1s commonly done 1n existing approaches, the challenge
facing an attacker 1s significantly less daunting. An attacker
simply needs to access the single database 1n order to gather
all of the assets at once. In existing approaches, moreover, the
event of copying the single database will be logged and
noticed by the security admimistrator only after the event has
occurred.

Accordingly, at least one embodiment of the invention
includes a process for handling multiple assets (or sub-assets)
and a method for linking the security database to the asset
database. Additionally, one or more embodiments of the
invention include maintaining all sub-assets 1n separate data-
bases, preferably on separate systems. Further, all keys pro-
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tecting the sub-assets are maintained in separate systems (that
1s, the keys are treated like any other sub-asset). Also, a new
database can be composed 1n one or more embodiments of the
invention which identifies all of the sub-assets associated
with each asset. For each sub-asset, at least one embodiment
of the mvention includes creating an entry in a database that
indicates on which system each sub-asset resides, and to
which asset the sub-asset belongs.

Visually, FIG. 2 offers an example of how this information
can be used to generate a logical or physical table which
correlates the information. Accordingly, FIG. 2 1s a diagram
illustrating an example embodiment, according to an aspect
of the invention. By way of i1llustration FIG. 2 depicts an asset
list database 202, a sub-asset to asset mapping database 204,
and a database 206 for systems on which each sub-asset
resides, wherein each of these three databases provide input
to an asset overlay map 208, as further detailed below.

For example, 1n FIG. 2, assume Asset A represents Credit
Card imnformation. Sub-asset A.1 can represent the Credit
Card Number, which has two copies, one residing on System
S1 and another copy residing on System S2. Similarly, Sub-
asset A.2 can represent the encryption key used to protect
Sub-asset A.1, and 1t resides on System S2. Next, Sub-asset
A3 can represent the name of the credit card holder, and this
sub-asset resides on System S3. Further, Sub-asset A.4 rep-
resents the address for the credit card holder. This structure,
which correlates the assets to the sub-assets and with the
systems on which the sub-assets reside, 1s referred to herein as
the asset overlay map 208.

Note that FIG. 2 includes examples of where one sub-asset
has multiple copies 1n the organization. For instance, refer to
Sub-asset A.1, which resides on both System 1 and System 2.
Conversely, FIG. 2 also 1llustrates a situation where different
sub-assets reside on the same system; refer to Sub-assets A.2
and B.1, both residing on system S2.

Assuming such Asset Overlay Map 208 1s in place, a
method can be established for stopping an attacker from
accessing targeted assets. Assume that 1n the above example,
an attacker 1s determined to obtain credit card information. As
noted before, 1 existing approaches, the security officer will
only be able to detect an attack against a system after-the-fact
by examining the security alerts and events generated by the
attacked system. Assume that, in this instance, the attacker
has breached System S1, and has obtained a copy of the
encrypted list (or database) of credit card numbers. According
to an example embodiment of the invention, the following
steps can be carried out:

When an attack 1s underway, the security officer will be

alerted that a compromise of System S1 has occurred.

By use of the asset overlay map 208, the security oificer can
determine that 1n this example, only information related
to Asset A (credit card information) 1s under attack,
because the asset overlay map lists no other assets resid-
ing on System S1.

Further, via the asset overlay map 208, the security officer
can 1dentily that Sub-assets A.2, A.3, and A.4 are part of
Asset A.

Also, via the asset overlay map 208, the security officer can
identify that these Sub-assets reside on systems S1, S2,
S3, S4, and SS.

At this early stage of this example attack, the attacker has
only breached System S1, yet the security officer can
quickly move to 1solate or disable access to systems S2,
S3, S4, and SS.

Accordingly, in this example, the asset overlay map 208

has been used to detect when one part of an asset has been
compromised, and further to stop the attacker from gaining
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access to the remaining sub-assets and thereby stop the
breach. In this example, the attacker may have been able to
gain access to an encrypted copy of the credit card numbers
(Sub-asset A.1 on System S1), but without the decryption key
(Sub-asset A.2, System S2), or the card holder name (Sub-
asset A.3, System S3), or the card holder address (Sub-asset
A.4, Systems S4 and S5), the attacker cannot make use of the
information gathered and a full breach has been prevented.

Utilizing the same example, if the attacker were to breach
System S3, it would not be known 11 the attacker was attempt-
ing to compromise Asset A or Asset C, but by using the asset
overlay map 208, the security officer can disable access to
systems S1, S2, S4, S5, and S6, thereby protecting the
remaining sub-assets associated with both Asset A and Asset
C and prevent further breach. Moreover, 1t 1s not necessary for
the security officer to know what the assets Asset A and Asset
C represent 1n this instance, as the security officer only needs
to know that some asset exists which has sub-assets associ-
ated with the system under attack. The asset overlay map 208
can guide the security officer 1n protecting the assets without
the security officer needing to know all of the specific details
of the assets.

Note that the example asset overlay map 208 shown in FIG.
2 1s merely an example form of the structure. Such an asset
overlay map might contain additional information (or point-
ers to said information) to further help the organization. For
example, the asset overlay map might also contain informa-
tion such as the organization or entity which owns each asset,
the contact information associated with each asset, the con-
tact information for the administrator associated with each
system, the physical location of each system, network con-
nectivity information associated with each system, eftc.

Note also, 1n one or more embodiments of the invention,
that the asset overlay map 1s to be maintained such that 1t
correctly represents the set of assets which reside 1n the orga-
nization, as well as the sub-assets for each asset, and the
system or systems on which those sub-assets reside. As noted
herein, organizations change over time, and this information
1s to be maintained or the asset overlay map will have
decreased value 1n protecting the organization. In some situ-
ations, manual maintenance of the asset overlay map may be
possible, but 1n other situations, automated maintenance may
be preterred.

FIG. 3 1s a diagram 1illustrating an example embodiment,
according to an aspect of the invention. By way of illustration,
FIG. 3 depicts a sub-asset monitoring tool 302 that can be
implemented for management of the asset overlay map 208
via the use of data management techniques similar to data
leakage, access monitoring, or application monitoring tools.
The sub-asset monitoring tool 302 can detect when sub-assets
listed 1n the asset overlay map 208 are moved to a new
location and/or are copied to add an additional system which
contains the sub-asset. When a modification 1s detected (such
as a new system 1s 1dentified as holding a sub-asset) by the
sub-asset monitoring tool 302, the sub-asset monitoring tool
302 can automatically update the asset overlay map 208 to
keep the map current, as shown 1n FIG. 3.

FIG. 4 1s a diagram 1illustrating an example embodiment,
according to an aspect of the invention. By way of illustration,
FIG. 4 depicts a security oflicer management tool 402, which
provides an 1nterface to display system components such as
Assets 404, 406 and 408, as well as Sub-assets 410, 412, 414,
416, 418 and 420. As detailed herein, an asset overlay map
can facilitate a security monitoring tool (402) which can
guide the security officer 1n identifying systems and assets at
risk 1n helping to stop a breach. By way of example, consider
the following. Assume that the security administrator has a




US 9,392,013 Bl

9

screen which can show the organization’s assets and how the
sub-assets relate to each other and the underlying systems.
FIG. 4 1s one example of how this screen might look.

Utilizing this tool 402, should system S1 come under
attack, this screen could show S1 highlighted (for example, 1n
red) to indicate the attack, and because system Al contains
only sub-assets associated with Asset A, systems S2, S3, 5S4
and S5 could be highlighted or marked (for example, 1n yel-
low) to indicate that those systems need attention to poten-
tially stop a complete breach. From this view, the security
administrator can switch, for example, to a network topologi-
cal view, and manage the network as needed to disable or
restrict access to systems S2, S3, S4, and S5. As mentioned
above, the asset overlay map can contain additional informa-
tion about the assets, sub-assets, and systems, such that, for
example, double clicking on one of these components could
bring-up such additional mmformation to assist the security
officer, such as the contact information of the person who
owns that asset, sub-asset, or system.

By way of further illustration, consider the following
example implementations of an embodiment of the invention.
For instance, 1n one example, the asset survey can identily the
presence of a credit card database, as well as a separate
database on a different node which holds the credit card
holder name, another database on a different node which
holds the billing address, and yet another database on a dii-
terent node which holds the purchase orders associated with
that credit card, each database residing on a different system.
This data would be imported 1nto an asset overlap map, which
includes a graphical user interface displaying the network
topology.

Accordingly, when an attack against the node holding the
credit card numbers 1s detected, the graphical map can imme-
diately display the node(s) holding the credit card holder
name, and the node(s) holding the credit card billing address
(and, for example, highlight those nodes with a tlashing red
light) to indicate high risk to these systems. The system which
1s holding purchase orders for purchases made with that credit
card can be additionally displayed (and, for example, high-
lighted 1n a flashing yellow light) to indicate a lower risk to the
system.

CIR team members would be able to click on the high-
lighted nodes and execute procedures to disable access to
these systems, as well as immediately obtain the name of the
asset owner so that said owner can be warned about the attack.
Also, for example, clicking on the flashing nodes can bring-
up or generate physical location data, so that the relevant
systems can be physically located to pull network connec-
tions or directly access the system.

Accordingly, in this example scenario, the attack may have
iitially accessed the database storing credit card numbers,
but by precluding access to the databases storing the card
holder names and the billing addresses, the attacker cannot
make use of the asset(s).

In another example, for instance, the asset survey can 1den-
tify the presence of a highly sensitive encrypted asset, and
also determine that there are related assets residing on sepa-
rate nodes which contain the decryption key for that asset as
well as another node which contains a mapping of which
customers are related to the highly sensitive encrypted asset.
In this case, the highly sensitive encrypted asset may be
considered so critical that any access to this encrypted asset
would trigger automated procedures to disable access to the
systems which hold the decryption key as well as to the
systems which hold the customer mapping data. By using the
data contained 1n an asset overlay map, an example embodi-
ment of the invention can implement automated procedures to
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automatically (under policy control) disable access to these
systems when an attack against the encrypted database 1s
detected.

In this situation, the highly sensitive encrypted asset may
be of such importance that encrypted assets are tagged. Data
leakage tools runming from the information contained in the
asset overlay map (which was dertved from the asset survey)
can run periodically to look for the tag associated with the
highly sensitive encrypted asset, and dynamically update the
asset overlay map when 1t 1s detected that additional copies of
the highly sensitive encrypted asset exist, or that the highly
sensitive encrypted asset has moved to a new system.

FIG. 5 15 a flow diagram 1llustrating techniques according,
to an embodiment of the present invention. Step 502 includes
determining which of multiple systems within an organiza-
tion (such as a business, a corporation, etc.) stores each of
multiple assets. As detailed herein, the multiple systems
within an organization can include one or more divisions, one
or more groups, and/or one or more or departments within the
organization. By way of example, large organizations may
have multiple departments and/or groups which maintain
their own asset inventory, and 1n an example implementation
ol at least one embodiment of the mvention, multiple inde-
pendent asset surveys can be used to gather a starting point for
the mapping techniques detailed herein.

Step 504 1ncludes determiming at least one relationship
present between the multiple assets across the multiple sys-
tems of the organization. Step 306 includes 1dentitying, upon
an attack of a first system of the multiple systems within the
organization, one or more additional systems of the multiple
systems vulnerable to the attack based on at least one rela-
tionship between one or more of the multiple assets stored on
the first system to one or more of the multiple assets stored on
one or more additional systems.

In at least one embodiment of the mnvention, this identify-
ing step includes 1dentitying which one or more of the mul-
tiple assets reside on the first system. Additionally, an addi-
tional step can include identilying one or more of the multiple
assets residing on one or more additional systems of the
multiple systems that are vulnerable to an attack related to the
attack of the first system. Further, yet another additional step
can include identitying the one or more additional systems of
the multiple systems upon which the one or more of the
multiple assets that are vulnerable to an attack related to the
attack of the first system reside. By way of example, at least
one embodiment of the invention can include marking or
indicating (for example, via red coloring or highlighting) all
identified assets related to assets involved 1n an attack, as well
as all systems upon which those assets reside. Such an
embodiment can further automatically trigger a shutdown of
cach of those identified systems.

As described herein, at least one embodiment of the inven-
tion includes implementing one or more automated processes
upon 1dentifying the one or more additional systems of the
multiple systems vulnerable to the attack. Such automated
processes can include, for example, a process to automati-
cally prohibit access to the one or more additional systems of
the multiple systems vulnerable to the attack.

The techniques depicted in FIG. 3 also include creating an
asset overlay map based on said determination of which of
multiple systems within an organization stores each ol mul-
tiple assets and said determination of the at least one relation-
ship present between the multiple assets across the multiple
systems of the organization. Additionally, at least one
embodiment of the invention includes connecting the asset
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overlay map to a display tool to visually indicate the one or
more additional systems of the multiple systems vulnerable to
the attack.

Further, the techniques depicted 1n FIG. 5 can also include
dividing one or more of the multiple assets imnto multiple 5
sub-assets. At least one embodiment of the mvention can
additionally 1include encrypting at least a portion of the mul-
tiple sub-assets, and storing the multiple sub-assets and one or
more keys associated with said encrypting across the multiple
systems within the orgamization. 10

Additionally, the techniques depicted in FIG. 5 can include
collecting information pertaining to the multiple assets such
as the owner of each asset, the contact for managing each
asset, and the format of the stored form of each asset. Also, at
least one embodiment of the mvention includes collecting 15
information pertaining to the multiple systems within an
organization such as a system name for each system, a system
internet protocol address for each system, and a physical
location of each system.

The techniques depicted 1n FIG. 5 can further include 20
loading the determination of which of multiple systems
within an organization stores each of multiple assets and said
determination of the at least one relationship present between
the multiple assets across the multiple systems of the organi-
zation into a database associated with a critical mncident 25
response center.

Also, at least one embodiment of the invention includes
updating the determination of which of multiple systems
within an organization stores each of multiple assets and said
determination of the at least one relationship present between 30
the multiple assets across the multiple systems of the organi-
zation. This step of updating can include, for example, peri-
odically performing a manual asset review of the multiple
systems, 1dentifying each asset on a new system being incor-
porated into the organization, and automatically scanming 35
cach of the multiple systems to 1dentify at least one of move-
ment, replication, and deletion of one or more assets. Such
automatic scanning can include automatically scanning one
or more fields associated with each asset stored on the mul-
tiple systems, wherein the fields i1dentity asset format, an 40
asset tag, etc.

Aspects of the present invention are described herein with
reference to flowchart illustrations and/or block diagrams of
methods, apparatus (systems) and computer program prod-
ucts according to embodiments of the mvention. It 1s to be 45
appreciated that each block of the flowchart 1llustrations and/
or block diagrams, and combinations of blocks in the tlow-
chart illustrations and/or block diagrams, can be imple-
mented by computer program instructions. These computer
program 1nstructions may be provided to a processor of a 50
general purpose computer, special purpose computer, or other
programmable data processing apparatus to produce a
machine, such that the instructions, which execute via the
processor of the computer or other programmable data pro-
cessing apparatus, create means for implementing the func- 55
tions/acts specified 1n the tlowchart and/or block diagram
block or blocks.

As further described herein, such computer program
istructions may also be stored in a computer readable
medium that can direct a computer, other programmable data 60
processing apparatus, or other devices to function 1n a par-
ticular manner, such that the instructions stored in the com-
puter readable medium produce an article of manufacture
including structions which implement the function/act
specified 1n the flowchart and/or block diagram block or 65
blocks. Accordingly, as further detailed below, at least one
embodiment of the invention includes an article of manufac-

12

ture tangibly embodying computer readable instructions
which, when implemented, cause a computer to carry out
techniques described herein.

The computer program instructions may also be loaded
onto a computer or other devices to cause a series of opera-
tional steps to be performed on the computer, other program-
mable apparatus or other devices to produce a computer
implemented process such that the instructions which execute
on the computer or other programmable apparatus provide
processes for implementing the functions/acts specified in the
flowchart and/or block diagram block or blocks.

The flowchart and block diagrams 1n the figures 1llustrate
the architecture, functionality, and operation ol possible
implementations of systems, methods and computer program
products according to various embodiments of the present
invention. In this regard, each block in the flowchart or block
diagrams may represent a module, component, segment, or
portion of code, which comprises at least one executable
mstruction for 1mplementing the specified logical
function(s). It should be noted that the functions noted 1n the
block may occur out of the order noted 1n the figures.

Accordingly, the techniques described herein can include
providing a system, wherein the system includes distinct soft-
ware modules, each being embodied on a tangible computer-
readable recordable storage medium (for example, all mod-
ules embodied on the same medium, or each modules
embodied on a different medium). The modules can run, for
example, on a hardware processor, and the techniques
detailed herein can be carried out using the distinct software
modules of the system executing on a hardware processor.

Additionally, the techniques detailed herein can also be
implemented via a computer program product that includes
computer useable program code stored in a computer read-
able storage medium in a data processing system, wherein the
computer useable program code was downloaded over a net-
work from a remote data processing system. The computer
program product can also include, for example, computer
useable program code that 1s stored 1n a computer readable
storage medium 1n a server data processing system, wherein
the computer useable program code 1s downloaded over a
network to a remote data processing system for use in a
computer readable storage medium with the remote system.

As will be appreciated by one skilled in the art, aspects of
the present invention may take the form of an entirely hard-
ware embodiment, an entirely software embodiment (1nclud-
ing firmware, resident software, micro-code, etc.) or an
embodiment combining software and hardware aspects that
may all generally be referred to heremn as a “module” or
“system.”

An aspect of the invention or elements thereof can be
implemented 1n the form of an apparatus including a memory
and at least one processor that 1s coupled to the memory and
configured to perform the techniques detailed herein. Also, as
described herein, aspects of the present invention may take
the form of a computer program product embodied 1n a com-
puter readable medium having computer readable program
code embodied thereon.

By way of example, an aspect of the present invention can
make use of software running on a general purpose computer.
As noted above, FIG. 6 1s a system diagram of an exemplary
computer system on which at least one embodiment of the
invention can be implemented. As depicted i FIG. 6, an
example implementation employs, for example, a processor
602, a memory 604, and an input/output interface formed, for
example, by a display 606 and a keyboard 608. The term
“processor’” as used herein includes any processing device(s),
such as, for example, one that includes a CPU (central pro-
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cessing unit) and/or other forms of processing circuitry. The
term “memory” includes memory associated with a processor
or CPU, such as, for example, RAM (random access
memory), ROM (read only memory), a fixed memory device
(for example, a hard drive), a removable memory device (for
example, a diskette), a flash memory, etc. Further, the phrase
“mput/output interface,” as used herein, includes a mecha-
nism for mputting data to the processing unit ({for example, a
mouse) and a mechanism for providing results associated
with the processing unit ({or example, a printer).

The processor 602, memory 604, and input/output inter-
face such as display 606 and keyboard 608 can be intercon-
nected, for example, via bus 610 as part of a data processing,
unit 612. Suitable interconnections via bus 610, can also be
provided to a network interface 614 (such as a network card),
which can be provided to interface with a computer network,
and to a media interface 616 (such as a diskette or CD-ROM
drive), which can be provided to interface with media 618.

Accordingly, computer soitware including instructions or
code for carrying out the techniques detailed herein can be
stored 1n associated memory devices (for example, ROM,
fixed or removable memory) and, when ready to be utilized,
loaded 1n part or in whole (for example, into RAM) and
implemented by a CPU. Such software can include firmware,
resident software, microcode, etc.

As noted above, a data processing system suitable for stor-
ing and/or executing program code includes at least one pro-
cessor 602 coupled directly or indirectly to memory elements
604 through a system bus 610. The memory elements can
include local memory employed during actual implementa-
tion of the program code, bulk storage, and cache memories
which provide temporary storage of at least some program
code 1n order to reduce the number of times code must be
retrieved from bulk storage during implementation. Also,
input/output (I/0) devices such as keyboards 608, displays
606, and pointing devices, can be coupled to the system either
directly (such as via bus 610) or through intervening I/O
controllers.

Network adapters such as network interface 614 (for
example, a modem, a cable modem or an Ethernet card) can
also be coupled to the system to enable the data processing
system to become coupled to other data processing systems or
remote printers or storage devices through intervening private
or public networks.

Asused herein, a “server” includes a physical data process-
ing system (such as system 612 as depicted in FIG. 6) running
a server program. It will be understood that such a physical
server may or may not include a display and keyboard.

Asnoted, at least one embodiment ofthe invention can take
the form of a computer program product embodied 1n a com-
puter readable medium having computer readable program
code embodied thereon. As will be appreciated, any combi-
nation of computer readable media may be utilized. The com-
puter readable medium can include a computer readable sig-
nal medium or a computer readable storage medium. A
computer readable storage medium may be, for example, but
not limited to, an electronic, magnetic, optical, electromag-
netic, infrared, or semiconductor system, apparatus, or
device, or any suitable combination of the foregoing.
Examples include an electrical connection having one or
more wires, a portable computer diskette, a hard disk, a ran-
dom access memory (RAM), a read-only memory (ROM), an
erasable programmable read-only memory (EPROM), Flash
memory, an optical fiber, a portable compact disc read-only
memory (CD-ROM), an optical storage device, a magnetic
storage device, and/or any suitable combination of the fore-
going. More generally, a computer readable storage medium
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may be any tangible medium that can contain, or store a
program for use by or in connection with an instruction
execution system, apparatus, or device.

Additionally, a computer readable signal medium may
include a propagated data signal with computer readable pro-
gram code embodied therein, for example, 1n baseband or as
part of a carrier wave. Such a propagated signal may take any
of a variety of forms such as, for example, electro-magnetic,
optical, or a suitable combination thereof. More generally, a
computer readable signal medium may be any computer read-
able medium that is not a computer readable storage medium
and that can communicate, propagate, or transport a program
for use by or 1n connection with an instruction execution
system, apparatus, or device.

Program code embodied on a computer readable medium
can be transmitted using an appropriate medium such as, for
example, wireless, wireline, optical fiber cable, radio fre-
quency (RF), and/or a suitable combination of the foregoing.
Computer program code for carrying out operations 1n accor-
dance with one or more embodiments of the invention can be
written 1n any combination of at least one programming lan-
guage, mcluding an object oriented programming language,
and conventional procedural programming languages. The
program code may execute entirely on a user’s computer,
partly on a user’s computer, as a stand-alone software pack-
age, partly on a user’s computer and partly on a remote
computer, or entirely on the remote computer or server. In the
latter scenario, the remote computer may be connected to the
user’s computer through any type of network, including a
local area network (LAN) or a wide area network (WAN), or
the connection may be made to an external computer (for
example, through the Internet using an Internet Service Pro-
vider).

In light of the above descriptions, 1t should be understood
that the components illustrated herein can be implemented in
various forms of hardware, software, or combinations
thereol, for example, application specific integrated circuit(s)
(ASICS), functional circuitry, an appropriately programmed
general purpose digital computer with associated memory,
etc.

Terminology used herein 1s for the purpose of describing
particular embodiments only and 1s not intended to be limait-
ing of the invention. For example, the singular forms *“a,” “an”
and “the” are intended to include the plural forms as well,
unless clearly indicated otherwise. It will be further under-
stood that the terms “comprises” and/or “comprising,” as
used herein, specily the presence of stated features, integers,
steps, operations, elements, and/or components, but do not
preclude the presence or addition of another feature, integer,
step, operation, element, component, and/or group thereof.
Additionally, the corresponding structures, materials, acts,
and equivalents of all means or step plus function elements 1n
the claims are intended to include any structure, material, or
act for performing the function in combination with other
claimed elements as specifically claimed.

It should again be emphasized that the above-described
embodiments of the invention are presented for purposes of
illustration only. Many varnations and other alternative
embodiments may be used. For example, the techniques are
applicable to a wide variety of other types of communication
systems and cryptographic devices that can benefit from 1nci-
dent response management. Accordingly, the particular 1llus-
trative configurations of system and device elements detailed
herein can be varied in other embodiments. These and numer-
ous other alternative embodiments within the scope of the
appended claims will be readily apparent to those skilled 1n
the art.
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What 1s claimed 1s:

1. A method comprising:

dividing each of multiple assets associated with an organi-

zation into multiple sub-assets;

storing the multiple sub-assets across multiple systems

within the orgamization;

determining a set of at least one relationship present

between the multiple sub-assets across the multiple sys-
tems of the organization;
loading (1) a determination of which of the multiple sys-
tems stores each ol the multiple sub-assets and (11) the set
ol at least one relationship present between the multiple
sub-assets across the multiple systems into a database
associated with a critical incident response center;

identifying, upon an attack of a first system of the multiple
systems within the organization, one or more additional
systems of the multiple systems vulnerable to the attack
based on at least one relationship, from the determined
set of at least one relationship, between one or more of
the multiple sub-assets stored on the first system and one
or more of the multiple sub-assets stored on the one or
more additional systems; and

automatically prohibiting access to the one or more addi-

tional systems of the multiple systems storing the one or
more of the multiple sub-assets identified based on the at
least one relationship with the one or more sub-assets
stored on the first system:;

wherein the steps are carried out by at least one computer

device.

2. The method of claim 1, wherein said 1dentifying com-
prises 1dentifying which one or more of the multiple sub-
assets reside on the first system.

3. The method of claim 2, wherein said 1dentifying one or
more additional systems comprises 1dentifying one or more
of the multiple sub-assets residing on one or more additional
systems of the multiple systems that are vulnerable to an
attack related to the attack of the first system.

4. The method of claim 3, wherein said 1dentifying one or
more additional systems comprises i1dentifying the one or
more additional systems of the multiple systems upon which
the one or more of the multiple sub-assets that are vulnerable
to an attack related to the attack of the first system reside.

5. The method of claim 1, further comprising;:

creating an asset overlay map based on said determination

of which of the multiple systems within an organization
stores each of the multiple sub-assets and said determi-
nation of the at least one relationship present between
the multiple sub-assets across the multiple systems of
the orgamization.

6. The method of claim 5, further comprising:

connecting the asset overlay map to a display tool to visu-

ally indicate the one or more additional systems of the
multiple systems vulnerable to the attack.

7. The method of claim 1, wherein the multiple systems
within an organization comprise at least one of one or more
divisions, one or more groups, one or more or departments
within the organization.

8. The method of claim 1, further comprising;

collecting information pertaiming to the multiple assets.

9. The method of claim 8, wherein said information com-
prises at least one of an owner of each asset, a contact for
managing each asset, and a format of the stored form of each
asset.

10. The method of claim 1, further comprising:

collecting information pertaining to the multiple systems

within an organization, wherein said information com-
prises at least one of a system name for each system, a
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system 1nternet protocol address for each system, and a
physical location of each system.

11. The method of claim 1, turther comprising:

implementing one or more automated processes upon iden-

tifying the one or more additional systems of the mul-
tiple systems vulnerable to the attack.

12. The method of claim 1, turther comprising:

updating said determination of which of multiple systems

within an organization stores each of multiple sub-assets
and said determination of the at least one relationship
present between the multiple sub-assets across the mul-
tiple systems of the organization.

13. The method of claim 12, wherein said updating com-
prises at least one of i1dentifying each sub-asset on a new
system being incorporated into the organization, automati-
cally scanning each of the multiple systems to identily at least
one of movement, replication, and deletion of one or more
sub-assets, and periodically performing a manual sub-asset
review of the multiple systems.

14. The method of claim 13, wherein said automatically
scanning comprises automatically scanning one or more
fields associated with each sub-asset stored on the multiple
systems, wherein said one or more fields 1dentily at least one
of sub-asset format and an sub-asset tag.

15. The method of claim 1, turther comprising:

encrypting at least a portion of the multiple sub-assets; and

storing one or more keys associated with said encrypting
across the multiple systems within the organization.

16. An article of manufacture comprising a non-transitory
processor-readable storage medium having processor-read-
able instructions tangibly embodied therecon which, when
implemented, cause a processor to carry out the steps of the
method of claim 1.

17. An apparatus comprising;:

a memory; and

at least one processor coupled to the memory and config-

ured to:

divide each of multiple assets associated with an orga-
nization 1into multiple sub-assets;

store the multiple sub-assets across multiple systems
within the organization;

determine a set of at least one relationship present
between the multiple sub-assets across the multiple
systems of the organization;

load (1) a determination of which of the multiple systems
stores each of the multiple sub-assets and (11) the setof
at least one relationship present between the multiple
sub-assets across the multiple systems 1nto a database
associated with a critical incident response center;

identify, upon an attack of a first system of the multiple
systems within the organization, one or more addi-
tional systems of the multiple systems vulnerable to
the attack based on at least one relationship, from the
determined set of at least one relationship, between
one or more of the multiple sub-assets stored on the
first system and one or more of the multiple sub-assets
stored on the one or more additional systems; and

automatically prohibit access to the one or more addi-
tional systems of the multiple systems storing the one
or more of the multiple sub-assets identified based on
the at least one relationship with the one or more
sub-assets stored on the first system.

18. The apparatus of claim 17, wherein the at least one
processor 1s further configured to:

create an asset overlay map based on said determination of

which of the multiple systems within an orgamzation
stores each of the multiple sub-assets and said determi-
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nation of the at least one relationship present between
the multiple sub-assets across the multiple systems of
the orgamization.

19. The apparatus of claam 17, wherein the at least one
processor 1s Turther configured to: 5
connect the asset overlay map to a display tool to visually

indicate the one or more additional systems of the mul-
tiple systems vulnerable to the attack.
20. The apparatus of claim 17, wherein the at least one
processor 1s further configured to: 10
encrypt at least a portion of the multiple sub-assets; and
store one or more keys associated with said encrypting
across the multiple systems within the orgamization.
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It is certified that error appears in the above-identified patent and that said Letters Patent is hereby corrected as shown below:

In the Specification

Column 1, Line 9, insert the following after “2013,” --(now U.S. Patent No. 9,049,226),--.
Column 5, Line 53, replace “(HEM) tools” with --(SIEM) tools--.

Column 9, Line 50, replace “attack™ with --attacker--.

Column 10, Line 20, replace “one or more or departments™ with --one or more departments--.
In the Claims

Claim 1, Line 11, replace “sub-assets and (11) the set” with --sub-assets, and (11) the set--.
Claim 14, Line 24, replace “format and an sub-asset” with --format and a sub-asset--.

Claim 17, Line 46, replace “sub-assets and (11) the set” with --sub-assets, and (11) the set--.

Signed and Sealed this
Fourteenth Day of February, 2017

Michelle K. Lee
Director of the United States Patent and Trademark Office
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