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MECHANISM FOR INTERFERENCE
MITIGATION IN SHORT-RANGE
COMMUNICATION PICO NETWORKS

BACKGROUND OF THE INVENTION

Field of the Invention

The present mvention relates to a mechanism usable for
achieving an interference mitigation or frequency channel
collision mitigation 1n a short range communication network
covering a small area, also referred to as a pico network. In
particular, the present mvention 1s related to apparatuses,
methods and computer program products providing a mecha-
nism by means of which an interference degree in a pico
network of a first communication network type, such as a
Bluetooth network, can be reduced wherein a communication
network element of a cellular network which 1s acting as a
gateway node for the pico network 1s used.

The following meanings for the abbreviations used in this
specification apply:

AFH: Adaptive Frequency Hopping
BS: Base Station

BD ADDR: Bluetooth device address
B'T: Bluetooth

BTLE: Bluetooth Low Energy
CLK: Clock
GW: Gateway

ISM: Industrial-Scientific-Medical
LTE: Long Term Evolution
LTE-A: LTE Advanced
SN: Slave Node of BT network
UE: User Equipment

In the last years, an increasing extension of communication
networks, e.g. of wire based communication networks, such
as the Integrated Services Digital Network (ISDN), DSL, or
wireless communication networks, such as the cdma2000
(code division multiple access) system, cellular 3rd genera-
tion (3G) communication networks like the Unmiversal Mobile
Telecommunications System (UMTS), enhanced communi-
cation networks based e.g. on LTE, cellular 2nd generation
(2G) communication networks like the Global System for
Mobile communications (GSM), the General Packet Radio
System (GPRS), the Enhanced Data Rates for Global E

Evolu-
tions (EDGE), or other wireless communication system, such
as the Wireless Local Area Network (WLAN), Bluetooth or
Worldwide Interoperability for Microwave Access
(WiMAX), took place all over the world. Various organiza-
tions, such as the 3rd Generation Partnership Project (3GPP),
Telecoms & Internet converged Services & Protocols for
Advanced Networks (TISPAN), the International Telecom-
munication Union (. TU) 3rd Generation Partnership Project
2 (3GPP2), Internet Engineering Task Force (IETF), the IEEE
(Institute of Electrical and Electronics Engineers), the
WiIMAX Forum and the like are working on standards for
telecommunication network and access environments.

In the following, a convergence scenario for communica-
tion networks of different types 1s considered. For example, a
scenario 1s considered where a first network based on a short-
range communication technology such as Bluetooth or Blue-
tooth Low Energy and a second network being a cellular
communication network such as a 3GPP based network like
an [ 'TE network are established in the same area, 1.e. have
overlapping coverage areas.

BTLE 1s an evolution 1n the Bluetooth wireless communi-
cation technology. BTLE offers very low peak, average and
idle mode power consumption and has an improved range.
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2

Thus, 1t 1s applicable 1 various application fields, such as
automotive, entertainment, home automation etc.

Usually, as commonly known by persons skilled in the art,
a cellular network has a system architecture where a user
equipment (UE) 1s under the control of a base station (BS).
One or more BT or BTLE networks, which usually have a
significantly shorter range, can exists 1n the coverage area of
the cellular network. Due to the different size ranges of the
networks, a cellular network can therefore be seen as a macro
network (referred to herein below simply as network), while
a BT or BTLE based network can be seen as a pico-network.

In the recent years, UEs are equipped with different types
of 1interfaces so as to be able to communicate view different
types of networks. For example, several commercial UEs
have beside the cellular network interface also a Bluetooth
interface to enable various applications. A UE equipped with
a BT interface may be used also to play a more important role
in the converged scenario, for example as a gateway node
between the cellular network and the BT or BTLE pico net-
work.

Specifically, according to one conceivable scenario, master
nodes of BTLE pico networks are the UEs of the cellular
networks, which may be referred to as gateway UEs or GW
UEs. In other words, the GW UE are dual-mode UEs and have
both BTLE and cellular interfaces. For example, 1n case the

UE 1s 1n 1dle mode, the cellular interface of the UE can be
activated by either the BS or by the UE’s own BTLE interface.

However, in case there are several BT or BILE based pico
networks 1n a specific area, 1.e. several BT pica networks are
adjacent to each other or even overlap each other, there may
be caused an interfere between the individual pico networks
or between the BT or BILE based pico network and another
type ol network working on the same frequency bans. As one
example for such an interference, a frequency channel colli-
$1011 Mmay occur.

Specifically, when operating 1n the unlicensed 2.4 GHz
ISM band, a BTLE pico network may inevitably encounter an
interference problem from other networks within the same
location and frequency band, either intentionally or by
chance. There are several approached proposed to deal with
such mterference problems, for example frequency hopping
where the used frequency channel 1s changed with the avail-
able band randomly or on the basis of a preset plan. However,
communication devices ol the pico networks may still
encounter a high packet interference either from other access
technologies such as e.g. Wi-Fi1, or from other BT pico net-
works 1n case several pico networks are simultaneously oper-
ating 1n the same area.

FIGS. 124 and 126 1illustrate the interference problem
described above. FIGS. 124 and 126 show a diagram 1llus-
trating a usage of different frequency channels (here channels
0 to 36 according to current Bluetooth specifications) of an
available frequency band in different time slots (10 to t7),
wherein the legends 1n FIGS. 124 and 125 explain the assign-
ment of the channels to different types of communication
networks (a hatched field represents that the specific network
communicates at the respective time 1n the respective chan-
nel). Specifically, 1n FI1G. 12a, two BT pica networks 1 and 2
are present 1n the same area as a Wi-Fi1 network, while in FIG.
125 three BT pico networks are present 1n the same area.

As shown 1n FIG. 124, the interference between BTLE
packets and Wi-F1 transmissions which use direct sequence
spread spectrum or orthogonal frequency-division multiplex-
ing as its physical layer technology results in a channel col-
lision 1n channel 1 at to, 1n channel 3 1n t1, 1in channel 2 at 13,
in channel 3 at t5, in channel 2 at t6, and 1n channel 1 att7, for
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example. Thus, there are several interferences between the
BT pica networks and the Wi-F1 network.

On the other hand, as shown 1n FIG. 1254, the interference
between different BTLE pico networks 1s shown where a
collision 1 a channel 4 at t2 and 1n channel 2 at t6 may
happen, for example.

The reason for the interference 1llustrated in FIGS. 12aq and
125 1s that a frequency hopping sequence 1s generated on the

basis of the Bluetooth device address (BD ADDR), wherein
the time clock of each device 1s independent, so that different
sequences may collide with a certain probability. As shown 1n
the FI1G. 125, for example, pico network 3 uses the same the
frequency as pica network 1 and pico network 2 attime t2 and
t6, respectively. The packets transmitted at the collision time-
frequency will interfere each other and may not be correctly
decoded. Furthermore, the interference caused by collisions
of packets from multiple BTLE pico networks may also
degrade the throughput of the network significantly. For
example, there may be a scenario where tens or hundreds of
Bluetooth device are located and active 1n a specific area such
as a shopping mall or the like, to specific times, such as
shopping peak hours. Thus, there may be plural BTLE pico
networks established for example in case the devices are used
to “sense” mformation of the shopping mall with a corre-
sponding application. These may increase the number of
interferences to a great extent.

There are some technologies proposed to deal with such
situations, 1.¢. to reduce the possible channel collisions, for
example. As one example, a so-called adaptive frequency
hopping (AFH) scheme may be employed which can avoid
the interference between a pico network and a network of
another access technology. Specifically, an AFH algorithm
may be implemented to reduce intertference between BTLE
and other access technologles working at the ISM band. The
basic philosophy of AFH 1s to detect the channels used by
other systems and to avoid a usage of these channels at the
frequency hopping step. FIG. 13 shows an example of the
frequency hopping result with AFH 1n a scenario as explained
in connection with FIG. 12aq. The channels which are
improper for a selection as being used for the pico networks,
which are also referred to as “bad channels”, 1.e. those chan-
nels used by Wi-Fi, are identified and excluded from a chan-
nel table for frequency hopping. Thus, a collision between the
Wi-Fi1 network and the BTLE pico networks can be avoided,
as depicted i FIG. 13.

However, current AFH schemes are not usable to reduce
the mterference among different BTLE pico networks, 1.€. in
a scenar1o as shown i FIG. 12b.

Thus, as an interference reduction mechanism for a sce-
nario as shown in FIG. 125, 1.e. where several BTLE pico
networks exist, other approaches are discussed. For example,
clustering of pico networks by the clock synchronization of
master nodes from different pico networks, 1.e. two pico
networks start transmission of a Tx slot or an Rx slot at the
same time, can be used to reduce an interference between
different pico networks. The probability of interference
between two asynchronous pico networks transmitting 1-slot
packets 1s twice of that between two synchronous pico net-
works. However, when the number of pico networks within
the same location or area increases, the performance of the
networks may degrade sharply. For example, more than 20%
collision of packets can be observed when there are 10 syn-
chronized pico networks.

SUMMARY OF THE INVENTION

It 1s an object of the invention to provide an apparatus,
method and computer program product by means of which an
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4

improved interference mitigation or frequency channel colli-
s1on mitigation can be achieved 1n a short range communica-
tion network covering a small area, such as a BT or BILE
based pico network.

This object 1s achieved by the measures defined in the
attached claims.

According to an example of an embodiment of the pro-
posed solution, there 1s provided, for example, an apparatus
comprising a first transcerver configured to communicate in a
first network of a first communication technology type, a
second transceiver configured to communicate 1n a second
network of a second communication technology type, a trans-
mitter portion configured to send communication mforma-
tion regarding a communication in the first network to a
communication network control element of the second net-
work, wherein the communication information concern a fre-
quency selection 1n the first network, a receiver portion con-
figured to recerve collision mitigation data regarding the
communication 1n the first network from the communication
network control element of the second network, wherein the
collision mitigation data are usable for reducing an interfer-
ence 1n the communication in the first network, a collision
mitigation processing portion configured to process the col-
lis1on mitigation data and to forward a result ol the processing
of the collision mitigation data to a network element of the
first network.

Furthermore, according to the present example of an
embodiment of the proposed solution, there 1s provided, for
example, a method comprising sending communication
information regarding a communication in a first network of
a first communication technology type to a communication
network control element of a second network of a second
communication technology type, wherein the communica-
tion information concern a frequency selection in the first
network, recewving collision mitigation data regarding the
communication in the first network from the communication
network control element of the second network, wherein the
collision mitigation data are usable for reducing an interfer-
ence 1n the communication in the first network, processing the
collision mitigation data and forwarding a result of the pro-
cessing of the collision mitigation data to a network element
of the first network.

According to further refinements, the proposed solution
according to the present example of embodiments may com-
prise at least one of the following:

the collision mitigation data may comprise a channel index

information element indicating at least one frequency
channel being improper for a communication in the first
network, wherein the collision mitigation processing
may further comprise to update a channel table for a
frequency hopping procedure to be conducted 1n the first
network to avoid interference, and to inform the network
clement of the first network about the updated channel
table;

alternatively, the collision mitigation data may comprise a

sequence transform function usable for modifying an
existing frequency hopping sequence used for acommu-
nication 1n the first network, wherein the collision miti-
gation processing may further comprise to forward the
received sequence transform function to the network
element of the first network, and to use the received
sequence transform function in a sequence transiorm
block for modifying the frequency hopping sequence for
selecting a new Irequency channel for a communication
in the first network;

the communication information regarding the communica-

tion 1n the first network may be sent to the communica-
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tion network control element of the second network
when the first network becomes active;

the first network may include at least one pico network

based on a short-range communication technology, 1n
particular Bluetooth, and the second network may
include a cellular communication network, wherein the
apparatus may be comprised 1n a communication net-
work element usable as a gateway element between the
first network and the second network, the communica-
tion network control element of the second network may
be a base station of, the cellular network, and the net-
work element of the first network may be a Bluetooth
slave node.

Moreover, according to an example of an embodiment of
the proposed solution, there i1s provided, for example, an
apparatus comprising a transcerver configured to communi-
cate 1 a second network of a second communication tech-
nology type, a receiver portion configured to recerve, from at
least one communication network element, communication
information regarding a communication of the at least one
communication network element in a first network of a first
communication technology type, wherein the communica-
tion mformation concern a frequency selection for a commu-
nication 1n the first network, a processing portion configured
to process the received communication information for deter-
mimng collision mitigation data for reducing an interference
in the communication 1n the first network, and a transmaitter
portion configured to send the collision mitigation data
regarding the communication in the first network to the at
least one communication network element.

In addition, according to the present example of an
embodiment of the proposed solution, there 1s provided, for
example, a method comprising receiving, from at least one
communication network element via a connection in a second
network of a second communication technology type, com-
munication information regarding a communication of the at
least one communication network element 1n a first network
of a first communication technology type, wherein the com-
munication information concern a frequency selection for a
communication 1in the first network, processing the recerved
communication information for determining collision miti-
gation data for reducing an interference 1in the communication
in the first network, and sending the collision mitigation data
regarding the communication in the first network to the at
least one communication network element.

According to further refinements, the proposed solution
according to the present example of embodiments may com-
prise at least one of the following:

the processing may further comprise an improper ire-

quency channel prediction processing configured to pre-
dict one or more improper irequency channels for a
communication in the first network on the basis of the
recetved communication information, wherein the
improper frequency channel may be determined to rep-
resent a frequency channel where an interference 1n a
communication in the first network occurs, a channel
index determination processing configured to determine
a channel index 1information element on the basis of the
result of the improper frequency channel prediction pro-
cessing, the channel index information element indicat-
ing at least one frequency channel being improper for a
communication 1n the first network, and an informing
processing configured to forward the channel imdex
information element as the collision mitigation data to
the at least one communication network element whose
communication 1n the first network 1s determined to be
interfered:
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the processing may be further configured to determine

whether a number of first networks 1in a specific area
exceeds a predetermined number, and 11 the determina-
tion 1s positive, to calculate frequency hopping
sequences for each of the first networks determined 1n
the specific area, on the basis of communication 1nfor-
mation received, and to obtain a collision probability for
communications in e€ach of the first networks deter-
mined 1n the specific area and for each frequency chan-
nel by determining a frequency hopping map of each of
the first networks determined 1n the specific area, com-
paring the determined frequency hopping maps with
cach other, and achieving a collision probability of {re-
quency channels on the basis of the comparison;

the processing may be further configured to determine

whether the collision probability of frequency channels
1s higher than a preset threshold, and 11 the determination
1s positive, to find a frequency channel having a highest
collision probability, to assign the found frequency
channel as an improper frequency channel for the related
first networks, to repeat the processing for calculating
the frequency hopping sequences for each of the first
networks determined 1n the specific area, obtaining a
collision probability for communications in each of the
first networks determined in the specific area and for
each frequency channel, without the found channel, and
determining whether the collision probability of the fre-
quency channels 1s higher than the preset threshold;

the processing portion may comprise a sequence transform

function determination processing configured to deter-
mine a sequence transform function which 1s applied to
a Ifrequency hopping sequence of a first network,
wherein the sequence transiform function may be con-
figured to reduce an interference 1n a communication n
the first network, and an mforming processing config-
ured to forward the sequence transform function as the
collision mitigation data to the at least one communica-
tion network element whose communication 1n the first
network 1s determined to be interfered;

the processing may be further configured to determine

whether a number of first networks i a specific area
exceeds a predetermined number, and 1t the determina-
tion 1s positive, to calculate frequency hopping
sequences for each of the first networks determined in
the specific area, on the basis of communication 1nfor-
mation received, and to obtain a collision probability for
communications in e€ach of the first networks deter-
mined 1n the specific area by determining a frequency
hopping map of each of the first networks determined in
the specific area, comparing the determined frequency
hopping maps with each other, and achieving a collision
probability of frequency channels on the basis of the
comparison;

the processing may be further configured to determine

whether the collision probability of first networks deter-
mined 1n the specific area 1s higher than a preset thresh-
old, and if the determination 1s positive, to select one or
more of the first networks determined 1n the specific area
having a highest collision probability, to apply at least
one type of sequence transform function to the fre-
quency hopping sequences of the selected first networks,
and to detect a degree of interference reduction caused
by a modification ofthe frequency hopping sequences of
the selected first networks with the applied sequence
transform function;

the processing may be further configured, 1f the degree of

interference reduction satisfies a preset minimum reduc-



US 9,380,491 B2

7

tion, to forward the applied sequence transform function
as the collision mitigation data, or 11 the degree of inter-
ference reduction does not satisiy the preset minimum
reduction, to apply another type of sequence transiorm
function to the frequency hopping sequences of the
selected first networks, and to detect a new degree of
interference reduction caused by the modification of the
frequency hopping sequences of the selected first net-
works with the other applied sequence transform func-
tion;

the first network may include at least one pica network

based on a short-range communication technology, in
particular Bluetooth, and the second network may
include a cellular communication network, wherein the
apparatus may be comprised 1n a communication net-
work control element of the second network, 1n particu-
lar a base station of the cellular network, the communi-
cation network element may be operating as a gateway
clement between the first network and the second net-
work, and the network element of the first network may
be a Bluetooth slave node.

Moreover, according to an example of an embodiment of
the proposed solution, there 1s provided, for example, an
apparatus comprising a transcerver configured to communi-
cate 1n a first network of a first communication technology
type, a receiver portion configured to receive from a commu-
nication network element collision mitigation data regarding,
a communication 1n the first network, wherein the collision
mitigation data are usable for reducing an interterence in the
communication in the first network, wherein the collision
mitigation data comprises a sequence transform function
usable for modifying an existing frequency hopping sequence
used for a communication in the first network, and a process-
ing portion configured to use the received sequence transform
function 1n a sequence transform block for moditying the
frequency hopping sequence for selecting a new frequency
channel for a communication in the first network.

In addition, according to the present example of an
embodiment of the proposed solution, there 1s provided, for
example, a method comprising receiving from a communica-
tion network element via a first network of a first communi-
cation technology type collision mitigation data regarding a
communication in the first network, wherein the collision
mitigation data are usable for reducing an interterence in the
communication in the first network, wherein the collision
mitigation data comprises a sequence transform function
usable for modifying an existing frequency hopping sequence
used for a communication in the first network, and using the
received sequence transform function 1n a sequence trans-
form process for modifying the frequency hopping sequence
for selecting a new frequency channel for a communication 1n
the first network.

According to further refinements, the proposed solution
according to the present example of embodiments may com-
prise the following:

the first network may include at least one pico network

based on a short-range communication technology, 1n
particular Bluetooth, wherein the apparatus may be
comprised in a network element of the first network, 1n
particular a Bluetooth slave node, and the communica-
tion network element may be usable as a gateway e¢le-
ment between the first network and a second network
including a cellular communication network.

In addition, according to examples of the proposed solu-
tion, there 1s provided, for example, a computer program
product for a computer, comprising soitware code portions
for performing the steps of the above defined methods, when

10

15

20

25

30

35

40

45

50

55

60

65

8

said product i1s run on the computer. The computer program
product may comprise a computer-readable medium on

which said software code portions are stored. Furthermore,
the computer program product may be directly loadable 1nto
the internal memory of the computer and/or transmittable via
a network by means of at least one of upload, download and
push procedures.

By virtue of the proposed solutions, it 1s possible to effec-
tively mitigate the interference between short-range commu-
nication networks, such as BTLE pico networks. In particular,
it 1s possible to reduce a channel collision probability among
different short-range communication networks, such as
BTLE pico networks. Furthermore, network system through-
put in the short-range communication networks, such as
BTLE pico networks, can be improved. In addition, by using
the communication network element and the communication
network control network of the cellular network side, the
cellular network can be more tightly converged with the
short-range communication network, such as the BILE pico
networks, which makes 1t possible that cellular operator may
provide for example sensor network related services or the
like.

In addition, according to examples of the mvention, the
proposed solution can be implemented 1n existing systems
without great effort. For example, since only additional sig-
naling in the cellular link may be needed, and only a channel
map 1s updated when the hopping sequence 1s updated, sig-
naling overhead 1s very small minor, while no additional
functional block 1s required on the device side at the BTLE
interface.

On the other hand, a complexity of additional functions,
such as a sequence transform function, 1s very small, so that
the solution can be implemented rather easily.

The above and still further objects, features and advantages
of the invention will become more apparent upon referring to
the description and the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 shows a network structure illustrating a scenario
where examples of embodiments of the invention are applied.

FIG. 2 shows an example of an adaptive frequency hopping,
system for a BTLE based network on which examples of
embodiments of the mnvention are based.

FIG. 3 shows a signaling diagram illustrating a first
example of embodiments of the invention.

FIG. 4 shows a flow chart 1llustrating a processing accord-
ing to the first example of embodiments of the invention.

FIG. 5 shows a diagram illustrating a result achieved by
implementing the first example of embodiments of the inven-
tion.

FIG. 6 shows another example of an adaptive frequency
hopping system for a BTLE based network on which other
examples of embodiments of the invention are based.

FIG. 7 shows a signaling diagram illustrating a second
example of embodiments of the imnvention.

FIG. 8 shows a tlow chart 1llustrating a processing accord-
ing to the second example of embodiments of the invention.

FIGS. 9a and 956 show diagrams illustrating a result
achieved by implementing the second example of embodi-
ments of the invention.

FIG. 10 shows a block circuit diagram of a communication
network element according to examples of embodiments of
the mvention.

FIG. 11 shows a block circuit diagram of a communication
network control element according to examples of embodi-
ments of the invention.
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FIGS. 12a and 126 show diagrams illustrating different
interference cases.

FIG. 13 shows a diagram 1llustrating a result of using an
AFH scheme.

DESCRIPTION OF PREFERRED
EMBODIMENTS

In the following, examples and embodiments of the present
invention are described with reference to the drawings. For
illustrating the present invention, the examples and embodi-
ments will be described in connection with a short-range
communication network such as a BT or BTLE based net-
work as a first network type, and a cellular communication
system which may be based on a 3GPP based architecture as
a second network type. However, it 1s to be noted that the
present invention 1s not limited to an application using such
types of communication system, but 1s also applicable in
other types of communication systems and the like.

A basic system architecture ol a communication network
may comprise a commonly known architecture of a commu-
nication system comprising a wired or wireless access net-
work subsystem and a core network. Such an architecture
may comprise one or more access network control elements,
radio access network elements, access service network gate-
ways or base transceiver stations, such as a base station (BS),
with which a communication network element or device such
as a UE or another device having a similar function, such as a
modem chipset, a chip, a module etc., which can also be part
of a UE or attached as a separate element to a UE, or the like,
1s capable to communicate via one or more channels for
transmitting several types of data. Furthermore, core network
clements such as gateway network elements, policy and
charging control network elements, mobility management
entities and the like are usually comprised. With regard to the
short-range communication network, a typical master-slave
scheme may be employed, wherein according to examples of
embodiments of the invention the cellular UE 1s at the same
time a master node or gateway node of a BT pico network, for
example. The general functions and interconnections of the
described elements, depending on the actual network type,
are known to those skilled 1in the art and described 1n corre-
sponding specifications so that a detailed description thereof
1s omitted herein. However, 1t 1s to be noted that several
additional network elements and signaling links may be
employed for a communication connection to or from UEs or
BSs, besides those described in detail herein below.

Furthermore, the described network elements, such as
communication network elements like UEs or communica-
tion network control elements like BSs or eNBs (access net-
work control elements or base stations), or the slave nodes of
the BT pico networks, and the like, as well as corresponding,
functions as described herein may be implemented by sofit-
ware, €.g2. by a computer program product for a computer,
and/or by hardware. In any case, for executing their respective
functions, correspondingly used devices and network ele-
ments may comprise several means and components (not
shown) which are required for control, processing and com-
munication/signaling functionality. Such means may com-
prise, for example, one or more processor units including one
Or more processing portions for executing instructions, pro-
grams and for processing data, memory means for storing
instructions, programs and data, for serving as a work area of
the processor or processing portion and the like (e.g. ROM,
RAM, EEPROM, and the like), input means for inputting data
and 1nstructions by software (e.g. floppy diskette, CD-ROM,
EEPROM, and the like), user interface means for providing
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monitor and manipulation possibilities to auser (e.g. a screen,
a keyboard and the like), interface means for establishing
links and/or connections under the control of the processor
unit or portion (e.g. wired and wireless interface means, an
antenna, etc.) and the like. It 1s to be noted that in the present
specification processing portions should not be only consid-
ered to represent physical portions of one or more processors,
but may also be considered as a logical division of the referred
processing tasks performed by one or more processors.

In FIG. 1, a network structure 1s shown which 1llustrates a
scenario where examples of embodiments of the invention are
applied. Specifically, in FIG. 1, reference sign 10 denotes a
communication network control element, such as a base sta-
tion, of a cellular communication network 15, like a 3GPP
based wireless network. In the coverage area of the base
station 10, one or more UEs may be located, such as UE 20
and UE 30.

The UEs 20 and 30 may 1n turn be master nodes or gateway
nodes of a corresponding pico network of another communi-

cation network type, such as BT or BTLE based pico net-
works 25 and 35. In each of the BT or BTLE based pico

networks 25 and 35, slave nodes SN 26, 36 and 37 may be
present which are linked to a corresponding master node, 1.¢.
to UE 20 or UE 30 1n the present scenario. It 1s to be noted that
a slave node may be linked with more than one master node,
such as SN 26, or that one master node may be linked to more
than one slave node, such as UE 30. The scenario according to
FIG. 1 shows a rather simple case 1n order to facilitate expla-
nation of the present invention.

According to examples of embodiments of the invention, 1n
order to mitigate interference 1in the communication network
as shown in FIG. 1, an interference mitigation processing
conducted 1n a coordinator element 1s employed. Specifically,

according to examples ol embodiments of the invention, the
communication network control element, 1.e. the BS 10, of
the cellular network 1s used to coordinate a collision avoid-
ance processing in the different short-range communication
networks, 1.e. the BT or BILE based pico networks. Thus, in
contrast to conventional BTLE networks, there 1s a coordi-
nating element which 1s able to determine collisions between
the pico networks and to control communication parameters
such a frequency hopping settings 1 order to reduce the
interference channel collision between the BTLE pico net-
works 1n an effective manner.

A first example of embodiments of the invention 1is
described below with regard to FIGS. 2 to S.

FIG. 2 shows an example of an adaptive frequency hopping
system for a BTLE based network. As indicated 1n FI1G. 2, the
input of the system 1s the address of the BTLE device
BD_ADDR and the time clock 1n a block 100 executing a hop
selection (basic hop system), and the AFH channel map 170.
The AFH channel mapping includes lists of good and bad
channels that the BTLE system detected 1itself by previous
information.

If the selected frequency Fk from basic hopping system
(after a modulo N operation 1n block 110) 1s determined 1n
block 120 as representing a usable channel (also sometimes
referred to as a “good” channel), 1.e. Fk 1s 1n the set of used
carriers, the selected frequency Fk 1s used for the next slot
(block 130).

On the other hand, 11 the selected frequency Fk from basic
hopping system (after a modulo N operation 1n block 110) 1s
determined 1 block 120 as representing a bad channel,
wherein the parameter N indicates the number of all defined
channels (decision 1 block 120 1s NO), a re-mapping func-
tion will be activated to re-select a channel from the usable
channel group. For this purpose, the frequency hopping
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sequence from block 100 1s input 1n the re-mapping function,
a parameter k' 1s achieved after a modulo N' operation in block
140 (the parameter N' 1n the re-mapping function 1s the size of
the mapping table which includes all usable channels) and a
determination of another frequency Fk' in a mapping table
150. Since the mapping table 150 comprises only usable
channels, the final selection Fk' 1s always a usable channel,
and the selected frequency Fk' us used 1n block S280 instead
of the (bad) frequency Fk.

FIG. 3 shows a signaling diagram illustrating a first
example of embodiments of the mvention where a BS coor-
dinated collision mitigation scheme 1s depicted.

Specifically, as shown 1n FIG. 3, each gateway UE (1.e. UE
20 and UE 30) reports to the BS 10 1n step S10 communica-
tion 1information related to the communication in the short-
range communication network, 1.e. the respective BILE pico
networks 235 and 35. For example, the communication infor-
mation of each UE may comprise information related to the
BD ADDR, time clock information and the AFH channel
map of 1ts BTLE pico-net. Furthermore, the message in step
S10 may include time advance information of the cellular
interface of the respective UE to the BS 10 when the pico
network became active, 1 particular 1n case the UE was in
1idle mode.

When recerving the communication information, 1 step
S20, the BS 10 processes the communication information.
According to present examples of embodiments of the inven-
tion, the BS 10 determines collision mitigation data, 1.e. data
on the basis of which the interference in the BTLE pico
networks can be reduced, on the basis of a prediction of bad
channel for the pico networks 1n a the same area (1.e. for pico
networks 25 and 35 as shown 1n FIG. 1, for example) accord-
ing to the frequency hopping sequence of each pico-net. That
1s, the BS 10 may obtain a collision probability of the pico
network system and each channel and find the bad channels.
By excluding the bad channels 1n a further prediction of the
collision probability, the resulting collision probability can be
reduced. This reduction 1s executed until a desired degree, for
example. On the basis of the found bad channels, a channel
index information element can be generated indicating these
found bad channels.

When the resulting collision probability (1.e. after exclud-
ing found channels) 1s satistying, the BS sends the generated
channel index information element 1n step S30 to the UEs 1n
question. The channel index information may be sent 1n any
teasible format to the gateway UEs 20 and 30 of the related
pico-nets, for example as separate signaling or in combina-
tion with another signaling.

When the related gateway UEs 20 and 30 recerve the chan-
nel mndex information, a corresponding channel table of the
AFH system 1s updated in the UE 20 and 30. Then, in step
5S40, the updated channel table 1s sent to corresponding slave
nodes SN via the BILE interface of the UE:s.

FIG. 4 shows a flow chart 1llustrating a processing accord-
ing to the first example of embodiments of the mvention.
Specifically, FIG. 4 shows a processing according to step S20
of FIG. 3 executed 1n the BS 10, for example.

According to FIG. 4, 1n step S10, the BS receives from each
gateway UE the communication information including, for
example, information of the BD_ADDR, the time clock, the
AFH channel map of the BILE interface and the time advance
of the cellular interface to the BS 10 when the BT pico
network becomes active. In step S21, the BS 10 determines
whether the number of active BTLE pico networks at the
same area 1s more than a predetermined number or threshold.
In the decision 1n step S21 1s NO, the processing returns and
awaits the receipt of further communication mformation of
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other UEs. If the decision 1n step S21 1s YES, e.g. when more
than one (or any other number) active pico-network are
active, the BS proceeds to step S22.

In step S22, the BS 10 calculates the frequency hopping
sequences of all pico networks 1n the specific area, of which
information are received, 1.e. on the basis of the received
BD_ADDR of each pico network, for example.

Then, 1 step S23, the frequency hopping map of each pico
network 1s obtained by applying the usable channel table to
the calculated frequency hopping sequence of the respective
pico network.

In step S24, by comparing all of the obtained hopping
maps, the BS 10 1s able to determine a collision probability of
the set of pico networks and each channel.

Then, 1n step S25, it 1s determined whether the determined
collision probability 1s larger than a preset threshold. If the
decision 1s YES, the BS 10 finds the channel (or channels)
having the highest collision probability. This found channel 1s
then assigned as a bad channel to those pico networks which
collide most at this channel.

In step S26, the found channel 1s excluded from the further
consideration, e.g. deleted from a list of channel candidates
usable 1n the further processing. Then, steps 24 and S25 are
repeated 1n order to determine whether the collision probabil-
ity determined without considering the found channel
becomes smaller than the preset threshold. In other words, the
processing according to steps S24 to S27 are repeated until
the resulting collision probability becomes smaller than the
preset threshold.

I1 the decision 1n step S25 1s NO, 1.¢. when the determined
collision probability 1s smaller than the preset threshold, the
processing proceeds to step S28 1n which the BS 10 prepares
a channel index information element on the basis of the found
bad channels (1.e. the channels excluded 1n step S27) as col-
lision mitigation data for informing the UEs being the GW
nodes (master nodes) of related pico networks about the bad
channels. On the basis of this channel index information
clement, the UEs 20 and 30 can update their respective chan-
nel table of AFH algorithm and update the channel table to its
slave nodes by using, for example, an existing BTLE proce-
dure.

It 1s to be noted that 1n case the first determination 1n step
S25 results 1n that the channel collision probability 1s smaller
than the preset threshold, step S28 may be omitted, 1.e. no
collision mitigation data may be sent to the UEs, since the
current settings are suificient.

FIG. 5 shows a diagram illustrating a result achieved by
implementing the first example of embodiments of the inven-
tion. In a simulation based on the first example of embodi-
ments of the invention, a hopping sequence with a length of
200 time slots 1s used, wherein the collision probability
threshold (step S25) 1s set as 5% and 10% lower than 1n a
conventional BTLE network, respectively. As shown 1n FIG.
5, the average number of touched gateway UEs which needs
to be informed about the bad channel index 1s depicted in
accordance with the number of BTLE pico networks assumed
to be 1n the same specific area to be considered, wherein the
upper curve represent the result for a collision probability
threshold set as —10% while the lower curve represents the
result for a collision probability threshold set as —-5%.
According to FIG. 3, there are shown measurement results of
a signaling overhead introduced to the downlink in corre-
spondence with steps S28 and S30 of FIGS. 4 and 3, respec-
tively.

As can be seen 1n FIG. 5, when the number of pico net-
works 1s e.g. 20 and the collision probability 1s -5% and
—-10%, approximately four and seven master nodes or GW
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UEs have to be informed about the channel index information
clement, respectively. The number of touched GW UE 1s
increased along with the number of pico networks.

As 1llustrated 1n the first example of embodiments
described 1n connection with FIGS. 2 to 5, there 1s no need to

introduce any additional functional block in the gateway UE
and 1n the slave node of the BTLE pica network.

A second example of embodiments of the invention 1s
described below with regard to FIGS. 6 to 9. While 1n the first
example a scheme based on a bad channel prediction 1is
described, according to the second example, a scheme will be
described which 1s based on a sequence transformation.

FIG. 6 shows an example of an adaptive frequency hopping
system for a BTLE based network. As indicated in FIG. 6, the
basic concept of the adaptive frequency hopping system 1s
similar to that described in connection with FIG. 2. However,
in contrast to the system of FIG. 2, the system according to the
second example of embodiments comprises additional blocks
in which a sequence transformation 1s conducted.

As indicated 1n FIG. 6, the input of the system 1s again the
address of the BTLE device BD ADDR and the time clock in
a block 200 executing a hop selection (basic hop system), and
the AFH channel map 290. The AFH channel mapping
includes lists of good and bad channels that the BTLE system
detected 1tself by previous information.

If the selected frequency Fk from basic hopping system
(after a modulo N operation in block 210) and a sequence
transformation in block 220 1s determined 1n block 230 as
representing a usable channel, 1.e. Fk 1s in the set of used
carriers, the selected frequency Fk 1s used for the next slot
(block 240).

On the other hand, 11 the selected frequency Fk from basic
hopping system (after amodulo N operation in block 210) and
a sequence transiormation in block 220 1s determined 1n
block 230 as representing a bad channel, wherein the param-
eter N indicates the number of all defined channels (decision
in block 230 1s NO), a re-mapping function will be activated
to re-select a channel from the usable channel group. For this
purpose, the frequency hopping sequence from block 200 1s
input in the re-mapping function, a parameter k' 1s achieved
after a modulo N' operation 1n block 250 and a sequence
transformation i block 260 (the parameter N' in the re-map-
ping function is the size of the mapping table which includes
all usable or “good” channels) and a determination of another
frequency Fk' in a mapping table 270. Since the mapping
table 270 comprises only usable channels, the final selection
Fk'1s always a usable channel, and the selected frequency FkK'
us used 1n block S280 instead of the (bad) frequency Fk.

FIG. 7 shows a signaling diagram 1illustrating the second
example of embodiments of the invention where a further BS
coordinated collision mitigation scheme 1s depicted.

Specifically, as shown 1n FIG. 7, each gateway UE (1.e. U.
20 and UE 30) reports to the BS 10 1n step S110 communi-
cation information related to the communication 1n the short-
range communication network, 1.e. the respective BTLE pico
networks 25 and 35. For example, the communication infor-
mation of each UE may comprise information related to the
BD_ ADDR, time clock information and the AFH channel
map of its BTLE pico network. Furthermore, the message in
step S110 may 1nclude time advance information of the cel-
lular interface of the respective UE to the BS 10 when the pico
network became active, 1 particular 1n case the UE was in
idle mode.

When recerving the communication information, 1n step
5120, the BS 10 processes the communication information.
According to present examples of embodiments of the mven-
tion, the BS 10 determines collision mitigation data, 1.e. data
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on the basis of which the interference 1n the BTLE pica
networks can be reduced, on the basis of a sequence transior-
mation determination result. That 1s, the BS 10 may obtain a
collision probability of the pico network system and each pico
network and find a transform function which achieves a best
or at least suilicient interference reduction.

For example, the BS 10 optimizes the frequency hopping
sequences of all pico networks by selecting a suitable
sequence transform function, and sends the sequence trans-
form function to several related gateway UEs. The sequence
transform function may be, for example, a number of bit shift,
an mverse ol sequence, etc. Different transform functions
may be encoded 1into several bits as a corresponding indicator.
On the basis of the selected sequence transform function,

collision mitigation data may be generated and sent to the

related GW UEs 20 and 30 1n step S130.
When the related gateway UEs 20 and 30 receive the
sequence transiform function, they implement the sequence

transform function in the sequence transform block (e.g. cor-
responding to blocks 220 and 260) of the AFH system. Then,

in step S140, the sequence transiform function 1s also sent to
corresponding slave nodes SN via the a control channel of the
BTLE pico network.

It 1s to be noted that the sequence transform block 1s to be
applied 1n the AFH system before selecting the frequency
from AFH channel mapping table in both the master nodes
(GW UEs) and the slave nodes of BTLE devices.

FIG. 8 shows a tlow chart 1llustrating a processing accord-
ing to the second example of embodiments of the invention.
Specifically, FIG. 8 shows a processing according to step
S120 of FIG. 7 executed 1n the BS 10, for example.

According to FIG. 8, 1n step S110, the BS receives from
cach gateway UE the communication information including,
for example, information of the BD_ADDR, the time clock,
the AFH channel map of the BTLE interface and the time
advance of the cellular interface to the BS 10 when the BT
pico network becomes active. In step S121, the BS 10 deter-
mines whether the number of active BTLE pico networks at
the same area 1s more than a predetermined number or thresh-
old. In the decision 1n step S121 1s NO, the processing returns
and awaits the receipt of further communication information
of other UESs. I the decision 1n step S121 1s YES, e.g. when
more than one (or any other number) active pico-network are
active, the BS proceeds to step S122.

In step S122, the BS 10 calculates the frequency hopping
sequences ol all pico networks 1n the specific area, of which
information are received, 1.e. on the basis of the received
BD_ADDR of each pico network, for example.

Then, 1 step S123, the frequency hopping map of each
pico network 1s obtained by applying the usable channel table
to the calculated frequency hopping sequence of the respec-
tive pico network.

In step S124, by comparing all of the obtained hopping
maps, the BS 10 1s able to determine a collision probability of
the set of pico networks and each pica network.

Then, 1n step S1235, 1t 1s determined whether the deter-
mined collision probability 1s larger than a preset threshold. IT
the decision 1s YES, the BS 10 selects a specific number of
pica networks having the highest collision probability. For
example the BS 10 selects m pico-nets (e.g. m=1, 5, 10, etc.)
with the largest collision probability. Then 1t applies one of
plural available sequence transtorm functions, e.g. the bit
shift function, to the hopping sequences ol the selected m pico
networks 1n order to reduce the total collision probability of
the set of pico networks. When applying the sequence trans-
form function, the achieved degree of reduction 1s detected.
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In step S127, 1t 1s decided whether the detected degree of
reduction 1s suilicient or not, e.g. whether 1t 1s equal to or
greater than a threshold reduction degree. It the decision 1n
step S127 1s NO, another or an additional sequence transtorm
function 1s selected and applied to the hopping sequences of
the selected m pico networks in order to reduce the total
collision probability of the set of pico networks, wherein the
achieved reduction 1s again detected and judged 1n step S127.
In other words, the processing according to steps S126 to
S127 are repeated until the resulting degree of reduction
becomes sullicient.

If the decision 1n step S127 1s YES, 1.e. the degree of
reduction achieved by the applied sequence transiform func-
tion 1s sulficient, the process proceeds to step S128 1n which
the collision mitigation data 1s prepared on the basis of the
selected sequence transform function which achieves the sui-
ficient degree of reduction of the interference. For example,
an indicator idicating the respective sequence transiorma-
tion as mentioned above can be included in the collision
mitigation data. On the basis of this indication for the
sequence transiorm function, the related GW UEs 20 and 30
can use 1t in the sequence transformation block of the AFH
system and forward the information regarding the sequence
transform function to the slave nodes by using, for example,
a control channel of the BTLE pico network.

It 1s to be noted that 1n case the determination 1n step S125
results 1n that the channel collision probability 1s smaller than
the preset threshold, step S128 may be omitted, 1.¢. no colli-
s1on mitigation data may be sent to the UEs, since the current
settings are suilicient, or the indication sent 1n collision miti-
gation data prepared 1n step S128 may indicate no sequence
transformation.

FIGS. 9a and 9b show diagrams illustrating a result
achieved by implementing the second example of embodi-
ments of the mvention. Specifically, FIGS. 9a and 95 illus-
trate the channel collision probability when the frequency
hopping sequence of m pico-nets (m=>5 and 10 1n the FIG. 9a
and m=10 1n FIG. 95) 1s transformed by bit shifting. A hop-
ping sequence length 1 1s set to be 200 and 10 time slots in
FIG. 9a, while 1n FIG. 95 a result with a hopping sequence
length 1 of 200, 100 and 10 time slots, respectively 1s shown
(for the sake of understanding, FIG. 9a 1s related to a com-
parison between two different values of 1 and three different
values for m, while FIG. 956 1s related to a comparison of three
different values of 1 and two different values for m). It 1s
assumed that the most effective bit shift mechanism 1s used as
the transform function.

When the number of pico-networks 1s e.g. 20 and the
hopping sequence length 1s 200, the collision probability
decreases about 20% when m=>3, 1.e., the collision problem
could be resolved dramatically by optimizing the frequency
hopping sequence with a sort of sequence transform function
in all the relevant nodes. In addition, as indicated in FIG. 9a,
an 1increasing m will reduce the collision probability, but not
significantly. FIG. 96 shows for comparison reasons also
results when a shorter hopping sequence length (I=100, I=10)
1s assumed.

In FIG. 10, a block circuit diagram 1illustrating a configu-
ration of a communication network element, such as of UE
20, 1s shown, which 1s configured to implement the process-
ing as described 1n connection with the first or second
examples of embodiments of the invention, for example. It 1s
to be noted that the communication network device or UE 20
shown 1n FIG. 10 may comprise several further elements or
functions besides those described herein below, which are
omitted herein for the sake of simplicity as they are not
essential for understanding the invention. Furthermore, even
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though reference 1s made to a UE, the communication net-
work element may be also another device having a similar
function, such as a modem chipset, a chip, a module etc.,
which can also be part of a UE or attached as a separate
element to a UE, or the like.

The communication network element or UE 20 may com-
prise a processing function or processor 21, such as a CPU or
the like, which executes instructions given by programs or the
like related to the power control. The processor 21 may com-
prise one or more processing portions dedicated to specific
processing as described below, or the processing may be run
in a single processor. Portions for executing such specific
processing may be also provided as discrete elements or
within one or more further processors or processing portions,
such as 1n one physical processor like a CPU or in several
physical entities, for example. Reference signs 22 and 23
denote transcerver or input/output (I/O) units connected to the
processor 21. The I/O units 22 and 23 may be used for com-
municating with the cellular network, such as a communica-
tion network control element like a BS, or with the BTLE
network element, such as a slave node. The I/O units 22 and
23 may be a combined unit comprising communication
equipment towards several of the network element in ques-
tion, or may comprise a distributed structure with a plurality
of different interfaces for each network element in question.
Reference sign 24 denotes a memory usable, for example, for
storing data and programs to be executed by the processor 21
and/or as a working storage of the processor 21.

The processor 21 1s configured to execute processing
related to the above described mechanism for mitigating
interference in the BTLE network. In particular, the processor
21 comprises a sub-portion 211 as a processing portion which
1s usable as a communication information preparation section
which prepares the communication information of the BILE
pico network to be sent to the BS. The portion 211 may be
configured to perform processing according to steps S10 and
S110 according to FIGS. 3 and 7, for example. Furthermore,
the processor 21 comprises a sub-portion 212 as a processing
portion which 1s usable as a receiving and processing section
for the collision mitigation data. Moreover, the processor 21
comprises a sub-portion 213 as a processing portion which 1s
usable as a collision mitigation data forwarding section for
sending the collision mitigation data (or a processing result
thereol) to the slave nodes of the BTLE pico network. Sub-
portion 211 may also referred to as fulfilling a function of a
transmitter portion, and sub-portion 212 may also referred to
as receiver portion.

In FIG. 11, a block circuit diagram illustrating a configu-
ration of a communication network control element, such as
of BS 10, 1s shown, which 1s configured to implement the
processing as described in connection with the first or second
examples of embodiments of the invention, for example. It 1s
to be noted that the communication network control device or
BS 10 shown in FIG. 11 may comprise several further ele-
ments or functions besides those described herein below,
which are omitted herein for the sake of simplicity as they are
not essential for understanding the ivention. Furthermore,
even though reference 1s made to a BS, the communication
network element may be also another device having a similar
function, such as a modem chipset, a chip, a module etc.,
which can also be part of a BS or attached as a separate
element to a BS, or the like.

The communication network control element or BS 10
may comprise a processing function or processor 11, such as
a CPU or the like, which executes instructions given by pro-
grams or the like related to the power control. The processor
11 may comprise one or more processing portions dedicated
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to specific processing as described below, or the processing
may be run 1n a single processor. Portions for executing such
specific processing may be also provided as discrete elements
or within one or more further processors or processing por-
tions, such as 1n one physical processor like a CPU or in
several physical entities, for example. Reference sign 12
denote transceiver or input/output (I/0) unit connected to the
processor 11. The I/Ounit 12 may be used for commumnicating,
with the cellular network, such as a communication network
clement like a UE. The I/O unit 12 may be a combined unit
comprising communication equipment towards several net-
work elements, or may comprise a distributed structure with
a plurality of different interfaces for different network ele-
ments. Reference sign 13 denotes a memory usable, for
example, for storing data and programs to be executed by the
processor 11 and/or as a working storage of the processor 11.

The processor 11 1s configured to execute processing
related to the above described mechanism for mitigating
interference in the BTLE network. In particular, the processor
11 comprises a sub-portion 111 as a processing portion which
1s usable as a communication information receiving section
which recetves the communication information of the BTLE
pico network to sent by a UE. The portion 111 may be con-
figured to perform processing according to steps S10 and
S110 according to FIGS. 3, 4, 7 and 8, for example. Further-
more, the processor 11 comprises a sub-portion 112 as a
processing portion which 1s usable as a processing section for
the collision mitigation data, which 1s able to conduct a pro-
cessing according to a channel index information processing
according to the first example of embodiments of the mven-
tion and/or a processing according to the sequence transform
function processing according to the second example of
embodiments of the invention. The portion 111 may be con-
figured, for example, to perform processing according to
steps S20 and S120 or steps S21 to 28 and/or steps S121 to
S128 according to FIGS. 3,4, 7 and 8, for example. Moreover,
the processor 11 comprises a sub-portion 113 as a processing,
portion which 1s usable as a collision mitigation data prepa-
ration section for sending the collision mitigation data to the
related UEs. Sub-portion 111 may also referred to as fulfilling,
a function of a receiver portion, and portion 113 may also
referred to as transmitter portion.

As described above, examples of embodiments of the
invention concerning the interference mitigation scheme are
described to be implemented 1n UEs and BSs. However, the
invention 1s not limited to this. For example, examples of
embodiments of the mvention may be implemented 1n any
wireless modems or the like.

According to a further example of an embodiment of the
present invention, there 1s provided an apparatus comprising,
a first transcerving means for communicating in a first net-
work of a first communication technology type, a second
transceiving means for communicating 1n a second network
of a second communication technology type, a transmitting
means for sending communication information regarding a
communication in the first network to a communication net-
work control element of the second network, wherein the
communication information concern a frequency selection 1n
the first network, a receiving means for receving collision
mitigation data regarding the communication in the first net-
work from the communication network control element of the
second network, wherein the collision mitigation data are
usable for reducing an interference in the communication in
the first network, a collision mitigation processing means for
processing the collision mitigation data and to forward a
result of the processing of the collision mitigation data to a
network element of the first network.
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In addition, according to a further example of an embodi-
ment of the present invention, there 1s provided an apparatus
comprising a transceiving means for communicating 1n a
second network of a second communication technology type,
a recerving means for receiving, from at least one communi-
cation network element, communication information regard-

ing a communication of the at least one communication net-
work element 1n a first network of a first communication
technology type, wherein the communication information
concern a frequency selection for a communication in the first
network, a processing means for processing the received
communication information for determining collision miti-
gation data for reducing an interference in the communication
in the first network, and a transmitting means for sending the
collision mitigation data regarding the communication in the
first network to the at least one communication network ele-
ment.

Moreover, according to a further example of an embodi-
ment of the present invention, there 1s provided an apparatus
comprising a transcerving means for communicating 1n a first
network of a first communication technology type, a receiv-
ing means for receiving from a communication network ele-
ment collision mitigation data regarding a communication in
the first network, wherein the collision mitigation data are
usable for reducing an interference in the communication in
the first network, wherein the collision mitigation data com-
prises a sequence transform function usable for modifying an
ex1isting frequency hopping sequence used for a communica-
tion 1n the first network, and a processing means for using the
received sequence transform function 1n a sequence trans-
form block for modilying the frequency hopping sequence
for selecting a new frequency channel for a communication in
the first network.

For the purpose of the present invention as described herein
above, 1t should be noted that

an access technology via which signaling is transferred to

and from a network element may be any technology by
means of which a network element or sensor node can
access another network element or node (e.g. via a base

station or generally an access node). Any present or
future technology, such as WLAN (Wireless Local

Access Network), WiIMAX (Worldwide Interoperability
for Microwave Access), LTE, LTE-A, Bluetooth, Inira-
red, and the like may be used; although the above tech-
nologies are mostly wireless access technologies, e.g. in
different radio spectra, access technology 1n the sense of
the present invention implies also wired technologies,
¢.g. IP based access technologies like cable networks or
fixed lines but also circuit switched access technologies;
access technologies may be distinguishable 1n at least
two categories or access domains such as packet
switched and circuit switched, but the existence of more
than two access domains does not impede the invention
being applied thereto,

usable communication networks and transmission nodes
may be or comprise any device, apparatus, unit or means
by which a station, entity or other user equipment may
connect to and/or utilize services offered by the access
network; such services include, among others, data and/
or (audio-) visual communication, data download etc.;

a user equipment or communication network element may
be any device, apparatus, unit or means by which a
system user or subscriber may experience services from
an access network, such as a mobile phone, personal
digital assistant PDA, or computer, or a device having a
corresponding functionality, such as a modem chipset, a
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chip, a module etc., which can also be part of a UE or
attached as a separate element to a UE, or the like;

method steps likely to be implemented as software code
portions and being run using a processor at a network
clement or terminal (as examples of devices, appara-
tuses and/or modules thereot, or as examples of entities
including apparatuses and/or modules for it), are sofit-
ware code mdependent and can be specified using any
known or future developed programming language as
long as the functionality defined by the method steps 1s
preserved;

generally, any method step 1s suitable to be implemented as
soltware or by hardware without changing the 1dea of the
invention in terms of the functionality implemented;

method steps and/or devices, apparatuses, units or means
likely to be implemented as hardware components at a
terminal or network element, or any module(s) thereof,
are hardware independent and can be implemented
using any known or future developed hardware technol-

ogy or any hybrids of these, such as a microprocessor or
CPU (Central Processing Unit), MOS (Metal Oxide

Semiconductor), CMOS (Complementary MOS),

BiIMOS (Bipolar MOS), BiICMOS (Bipolar CMOS),

ECL (Emitter Coupled Logic), TTL (Transistor-Transis-
tor Logic), etc., using for example ASIC (Application
Specific IC (Integrated Circuit)) components, FPGA
(Field-programmable Gate Arrays) components, CPLD
(Complex Programmable Logic Device) components or
DSP (Dagital Signal Processor) components; 1 addi-
tion, any method steps and/or devices, units or means
likely to be implemented as software components may
for example be based on any security architecture
capable e.g. of authentication, authorization, keying
and/or tratlic protection;

devices, apparatuses, units or means can be implemented
as mndividual devices, apparatuses, units or means, but
this does not exclude that they are implemented 1n a
distributed fashion throughout the system, as long as the
functionality of the device, apparatus, unit or means 1s
preserved; for example, for executing operations and
functions according to examples of embodiments of the
invention, one or more processors may be used or shared
in the processing, or one or more processing sections or
processing portions may be used and shared 1n the pro-
cessing, wherein one physical processor or more than
one physical processor may be used for implementing
one or more processing portions dedicated to specific
processing as described,

an apparatus may be represented by a semiconductor chip,
a chipset, or a (hardware) module comprising such chip
or chipset; this, however, does not exclude the possibil-
ity that a functionality of an apparatus or module, instead
of being hardware implemented, be implemented as
software 1n a (software) module such as a computer
program or a computer program product comprising
executable software code portions for execution/being
run on a processor;

a device may be regarded as an apparatus or as an assembly
of more than one apparatus, whether functionally 1n
cooperation with each other or functionally 1indepen-
dently of each other but in a same device housing, for
example.

As described above, there 1s provided an interference miti-
gation or irequency channel collision mitigation scheme
usable for a short range communication network where a
network element of a cellular network 1s used as a coordinator
or controller for the collision mitigation. Communication

10

15

20

25

30

35

40

45

50

55

60

65

20

information regarding a communication in the short range
communication network and concerning a frequency selec-
tion for a commumnication are processed so as to determine
collision mitigation data for reducing interference 1n the com-
munication in the short range communication network. The
collision mitigation data regarding the communication 1n the
short range communication network are sent to a communi-
cation network element such as a UE acting as a master node
of the short range communication network.

Although the present invention has been described herein
betore with reference to particular embodiments thereof, the
present invention is not limited thereto and various modifica-
tions can be made thereto.

What 1s claimed 1s:

1. An apparatus comprising:

circuitry configured to

communicate in a second network of a second communi-

cation technology type,
recelve, from at least one communication network element,
communication information regarding a communica-
tion of the at least one communication network element
in a {irst network of a first communication technology
type different from the second technology type, the com-
munication information being for frequency selection
for communication 1n the first network,
process the recetved communication information to deter-
mine collision mitigation data comprising a sequence
transform function which 1s applied to a frequency hop-
ping sequence of the first network for reducing an inter-
ference 1n the communication 1n the first network, and

forward the sequence transform function as the collision
mitigation data to the at least one communication net-
work element, whose communication 1n the first net-
work 1s determined to be interfered.
2. The apparatus according to claim 1, wherein the circuitry
1s Turther configured to:
predict one or more improper frequency channels for com-
munication 1n the first network based on the received
communication information, the improper frequency
channel being a frequency channel where an interfer-
ence 1n a communication in the first network occurs,

determine a channel index information element based on
the result of the improper frequency channel prediction
processing, the channel index information element 1indi-
cating at least one frequency channel that1s improper for
a communication 1n the first network, and

torward the channel index information element as the col-
lis1on mitigation data to the at least one communication
network element whose communication in the first net-
work 1s determined to be interfered.

3. The apparatus according to claim 2, wherein the circuitry
1s Turther configured to

determine whether a number of first networks 1n a specific

area exceeds a predetermined number, and 11 the deter-
mination 1s positive,

calculate frequency hopping sequences for each of the first

networks determined 1n the specific area based on com-
munication information receirved, and

obtain a collision probability for communications 1n each

of the first networks determined in the specific area and
for each frequency channel by determining a frequency
hopping map of each of the first networks determined 1n
the specific area, compare the determined frequency
hopping maps with each other to achieve a collision
probability of frequency channels.

4. The apparatus according to claim 3, wherein the circuitry
1s Turther configured to
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determine whether the collision probability of frequency
channels 1s higher than a preset threshold, and 1f the
determination 1s positive,
find a frequency channel having a highest collision prob-
ability,
assign the found frequency channel as an improper ire-
quency channel for the related first networks, and
repeat the processing for calculating the frequency hop-
ping sequences for each of the first networks determined
in the specific area, obtaining a collision probability for
communications in e€ach of the first networks deter-
mined 1n the specific area and for each frequency chan-
nel, without the found channel, and determiming whether
the collision probability of the frequency channels 1s
higher than the preset threshold.
5. The apparatus according to claim 1, wherein the circuitry
1s Turther configured to
determine whether a number of first networks 1n a specific
area exceeds a predetermined number, and 11 the deter-
mination 1s positive,
calculate frequency hopping sequences for each of the first
networks determined 1n the specific area based on com-
munication information receirved, and
obtain a collision probability for communications in each
of the first networks determined 1n the specific area by
determining a frequency hopping map of each of the first
networks determined 1n the specific area, compare the
determined frequency hopping maps with each other,
and achieve a collision probability of frequency chan-
nels on the basis of the comparison.
6. The apparatus according to claim 5, wherein the circuitry
1s Turther configured to
determine whether the collision probability of first net-
works determined 1n the specific area 1s higher than a
preset threshold, and if the determination 1s positive,
select one or more of the first networks determined 1n the
specific area having a highest collision probability,
apply at least one type of sequence transform function to
the frequency hopping sequences of the selected first
networks, and
detect a degree of interference reduction caused by a modi-
fication of the frequency hopping sequences of the
selected first networks with the applied sequence trans-
form function.
7. The apparatus according to claim 6, wherein the circuitry
1s Turther configured,
if the degree of interference reduction satisfies a preset
minimum reduction, forward the applied sequence
transform function as the collision mitigation data, or
if the degree of iterference reduction does not satisty the
preset minimum reduction, apply another type of
sequence transform function to the frequency hopping
sequences of the selected first networks, and detect a
new degree of interference reduction caused by the
modification of the frequency hopping sequences of the

selected first networks with the other applied sequence
transform function.

8. The apparatus according to claim 1, wherein the first
network includes at least one pico network based and the
second network includes a cellular communication network,
wherein the apparatus 1s comprised 1n a communication net-
work control element of the second network, the communi-
cation network element 1s operating as a gateway element
between the first network and the second network, and the
network element of the first network 1s a slave node.
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9. The apparatus according to claim 8, wherein the com-
munication network control element of the second network 1s
a base station.

10. The apparatus according to claim 8, wherein the pico
network uses a predetermined short-range communication
protocol.

11. A method comprising:

communicating, with circuitry, in a second network of a

second communication technology type;

recerving, with the circuitry and from at least one commu-

nication network element, communication information
regarding a communication of the at least one commu-
nication network element in a first network of a first
communication technology type different from the sec-
ond technology type, the communication mnformation
being for frequency selection for communication in the
first network:

processing, with the circuitry, the recerved communication

information to determine collision mitigation data com-
prising a sequence transform function which 1s applied
to a frequency hopping sequence of the first network for
reducing an interference in the communication in the
first network; and

forwarding, with the circuitry, the sequence transiorm

function as the collision mitigation data to the at least
one communication network element, whose communi-
cation 1n the first network 1s determined to be interfered.
12. The method according to claim 11, further comprising;:
predicting, with the circuitry, one or more 1improper ire-
quency channels for communication 1n the first network
based on the received communication information, the
improper frequency channel being a frequency channel
where an interference 1n a communication in the first
network occurs;
determining, with the circuitry, a channel index informa-
tion element based on the result of the improper ire-
quency channel prediction processing, the channel index
information element indicating at least one frequency
channel that 1s improper for a communication in the first
network; and
forwarding, with the circuitry, the channel index informa-
tion element as the collision mitigation data to the at
least one communication network element whose com-
munication 1n the first network 1s determined to be inter-
fered.
13. The method according to claim 12, further comprising;:
determining, with the circuitry, whether a number of first
networks 1n a specific area exceeds a predetermined
number, and 11 the determination 1s positive,

calculating, with the circuitry Irequency hopping
sequences for each of the first networks determined 1n
the specific area based on communication information
recerved; and

obtaining, with the circuitry, a collision probability for

communications in each of the first networks deter-
mined 1n the specific area and for each frequency chan-
nel by determining a frequency hopping map of each of
the first networks determined 1n the specific area, com-
paring the determined frequency hopping maps with
cach other to achieve a collision probability of frequency
channels.

14. The method according to claim 13, further comprising;:

determining, with the circuitry, whether the collision prob-

ability of frequency channels 1s higher than a preset
threshold, and 11 the determination 1s positive,

finding, with the circuitry, a frequency channel having a

highest collision probability;
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assigning, with the circuitry, the found frequency channel
as an improper frequency channel for the related first
networks; and

repeating the processing for calculating the frequency hop-
ping sequences for each of the first networks determined
in the specific area, obtaining a collision probability for
communications in each of the first networks deter-
mined 1n the specific area and for each frequency chan-

nel, without the found channel, and determiming whether
the collision probability of the frequency channels 1s
higher than the preset threshold.

15. The method according to claim 11, further comprising

determining, with the circuitry, whether a number of first
networks 1n a specific area exceeds a predetermined
number, and 11 the determination 1s positive;

calculating, with the circuitry, {frequency hopping
sequences for each of the first networks determined 1n
the specific area based on communication information
recerved; and

obtaining, with the circuitry, a collision probability for
communications in each of the first networks deter-
mined 1n the specific area by determiming a frequency
hopping map of each of the first networks determined 1n
the specific area, comparing the determined frequency
hopping maps with each other, and achieving a collision
probability of frequency channels on the basis of the
comparison.

16. The method according to claim 15, further comprising:

determining, with the circuitry, whether the collision prob-
ability of first networks determined in the specific area 1s
higher than a preset threshold, and 11 the determination 1s
positive;
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selecting, with the circuitry, one or more of the first net-
works determined 1n the specific area having a highest
collision probability;

applying, with the circuitry, at least one type of sequence

transform function to the frequency hopping sequences
of the selected first networks, and

detecting, with the circuitry, a degree of interference reduc-

tion caused by a modification of the frequency hopping
sequences of the selected first networks with the applied
sequence transiorm function.

17. The method according to claim 16, further comprising;:

1f the degree of interiference reduction satisfies a preset

minimum reduction, forwarding, with the circuitry, the
applied sequence transform function as the collision
mitigation data; or

11 the degree of iterference reduction does not satisiy the

preset minimum reduction, applying, with the circuitry,
another type of sequence transform function to the fre-
quency hopping sequences of the selected first networks,
and detecting a new degree of interference reduction
caused by the modification of the frequency hopping
sequences of the selected first networks with the other
applied sequence transform function.

18. The apparatus according to claim 11, wherein the first
network includes at least one pico network based and the
second network includes a cellular communication network,
and the method 1s performed by a communication network
control element of the second network, the communication
network element 1s operating as a gateway element between
the first network and the second network, and the network
clement of the first network 1s a slave node.
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