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1

METHODS AND APPARATUS TO GENERATE
A TAG FOR MEDIA CONTENT

FIELD OF THE DISCLOSUR.

L1l

The present disclosure relates generally to identifying

media content and, more particularly, to methods and appa-
ratus to generate a tag for media content.

BACKGROUND

il

Media content 1s distributed over many different distribu-
tion channels. For example, the same media content may be
distributed over a broadcast system (e.g., cable, satellite, ter-
restrial, etc.) and may be distributed over the internet. Media
content distributed over broadcast systems 1s often transmit-
ted with i1dentifying information embedded in or otherwise
associated with the media content (e.g., watermarks) so that
monitoring of the exposure to the media content at presenta-
tion locations (e.g., households) can be performed. Addition-
ally or alternatively, identifying information comprising one
or more characteristics of the media content (e.g., signatures)
can be collected, labeled with known 1dentifying information,
and stored prior to distribution of the media content so that the
media content can be later identified by extracting the signa-
tures at a reception site and accessing the 1dentifying infor-
mation by matching the signatures extracted at the reception
site to the stored signatures.

BRIEF DESCRIPTION OF THE DRAWINGS

FI1G. 11s a block diagram of an example system to generate
a tag for media content and to retrieve the tag at a presentation
location for analysis at a central facility.

FIG. 2 1s a flowchart representative of example machine
readable structions that may be executed to generate a tag
for media content.

FIG. 3 1s a flowchart representative of example machine
readable mstructions that may be executed to generate a tag
for watermarked content.

FIG. 4 1s a flowchart representative of example machine
readable instructions that may be executed to generate a
watermark and a tag for media content.

FIG. 5 1s a flowchart representative of example machine
readable mstructions that may be executed to generate a tag,
using reference identifying information.

FIG. 6 1s a flowchart representative of example machine
readable mstructions that may be executed to validate a tag
that has been generated by the media 1dentifier tool of FIG. 1.

FIG. 7 1s an example processor system that can be used to
execute the example instructions of FIGS. 2-5 and/or 6 to
implement the example apparatus of FIG. 1.

DETAILED DESCRIPTION

Advances 1n technology result 1n changes to the specifica-
tions defining the use of identiiying information (e.g., water-
marks, signatures, codes, etc.) for media content. In other
words, the particular 1dentifying information embedded 1n,
assoclated with, extracted from, and so forth from media
content changes over time. Example methods, apparatus, and
articles of manufacture disclosed herein generate one or more
identifying tags for media content (e.g., programs or adver-
tising).

As used herein, “1dentitying information” includes infor-
mation that 1s mnserted 1in media content for the purpose of
identifying the media content (e.g., watermarks, codes, etc.)
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and/or includes information imherent to one or more aspects
of the media content (e.g., the audio, the video, etc.) or to one
or more aspects of the signal representing the media content,
which inherent information identifies the media content (e.g.,
signatures, fingerprints, etc.). Such mherent imnformation 1s
not iserted for the purpose of identiiying the media content.

As used herein “attribute data” 1s information that ident-
fies media content such as, for example, a source 1dentifier
(SID), a media asset 1dentifier (MAID), a signature value for
media content, a title of the media content, an identification of
a creator of the media content, a timestamp indicating when
the media content was broadcast, etc. Identifying information
may include attribute data. For example, a SID (attribute data)
may be included 1n a watermark (1dentifying information)
inserted 1 media content. In another example, a signature
value (1dentitying information) generated for media content
may be associated with a MAID (attribute data) 1n a reference
database.

As used herein a “tag™ 1s a string of letters and/or numbers
that are associated with media content so that the media
content can be 1identified. In some examples, the tag includes
attribute data and/or identifying information that has been
extracted from the media content. By associating a tag with
media content, the processing needed to determine 1dentify-
ing information (e.g., extracting watermarks, generating sig-
natures, etc.) can be performed once (e.g., prior to distribu-
tion) and the media content can be identified (e.g., after
distribution) by reading the tag for the distributed media
content without, for example, re-extracting the watermark,
regenerating the signature, etc. Furthermore, when the tag
includes 1dentitying information or attribute data included 1n
the 1dentifying information, records of presentation of the
media content collected using the tag can be combined with
records from distribution systems that include identifying
information in the media content (but do not necessarily use
the tags to 1dentity the media content).

In some examples, 1dentifying information (e.g., water-
marks embedded 1n the media content, signatures collected
and labeled for the media content, etc.) for the media content
has been previously associated with the media content. In
some such examples, the identifying information can be
obtained and used to generate the tag(s). The example tag(s)
can be associated with media content prior to distribution
(e.g., before internet media content 1s streamed to presenta-
tion locations (e.g., households)). For example, the tag(s)
may be associated with the media content 1n a webpage dis-
tributing the media content, inserted 1n metadata of the media
content (e.g., in a file containing the media content or a file
associated with the file containing the media content),
inserted in metadata of a stream, etc. The example tag(s) can
later be extracted at presentation location(s) and analyzed to
identify the media content and increment records for expo-
sure to the media content. Where the tag(s) are generated
based on 1dentifying information used to 1dentify the media
content 1n other monitoring systems (e.g., watermarks or
signatures used to identily the media content 1n a television
broadcast system), media content presentation records col-
lected using the tags may be combined with or compared to
the records from the other distribution systems. In some
examples, the identifying information and the tag(s) may be
collected at a presentation location. The tag(s) may be com-
pared with the identifying information to validate that the
tag(s) are correct (e.g., to confirm that the tag(s) correctly
identily the media content). If the format of the previously
associated identifying information changes (e.g., technology
developments may change the details of the watermarks,
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signatures, etc.), new tag(s) can be generated using the adapt-
able tag structure described herein.

FIG. 1 1s a block diagram of an example system 100 to
generate a tag for media content and to retrieve such tag at a
presentation location 114 for analysis at a central facility 120.

In the example system 100, media content 1s added to a
content data store 104. In the 1llustrated example, some media
content 1s 1dentified 1n a reference library of the central facil-
ity 120 by identifying information embedded 1n or otherwise
broadcast with the media content (e.g., watermarks), some
media content 1s 1dentified 1n a reference library stored by the
central facility 120 based on 1dentiiying information inherent
in the program (e.g., using media content signatures), some
media content 1s associated with 1dentifying information to
ecnable embedding of the 1dentifying information (e.g., add-
ing watermarks), and some media content 1s unknown. In
other examples, any combination of methods for identifying
media content may be used. In the 1llustrated example 1den-
tifying information and/or other attribute data 1s stored with
the media content in the content data store 104. Alternatively,
the metadata may be stored i1n another device linked to the
content data store 104 and/or linked to devices that require
access to the metadata.

The content data store 104 may be any combination of one
or more data storage devices. For example, the content data
store 104 may be one or more databases, one or more network
storage locations, one or more hard drives, one or more files,
one or more extensible markup language (XML) files, any
combination of the foregoing, etc. In the illustrated example,
the content data store 104 provides media content to the
media 1dentifier tool 105 for tagging the media content. The
example content data store 104 recerves media content that
has been associated with identifying information (e.g., water-
marks, signatures, etc.) from the media identifier tool 105
and/or recerves tags that identily the media content from the
media identifier tool 105. The content data store 104 provides
media content to the content server 112 for distribution to
presentation locations (e.g., the presentation location 114).

The example media 1dentifier tool 105 of FIG. 1 recerves
media content from the content data store 104 and analyzes
the media content to generate a tag for the media content and,
in some 1nstances, to embed or otherwise associate 1dentity-
ing information with the media content. The media identifier
tool 105 of the 1llustrated example retrieves 1dentiiying infor-
mation from the central facility 120. In the illustrated
example, the media 1dentifier tool 105 includes an 1dentity
analyzer 106, a tag generator 108, and a central facility trans-
ceiver 110.

The example 1dentity analyzer 106 of FIG. 1 determines
that media content 1s available for analysis at the content data
store 104. For example, the media content may be transmitted
from the content data store 104 to the identity analyzer 106
when new content 1s recerved, at periodic or aperiodic inter-
vals, etc. Alternatively, the 1dentity analyzer 106 may peri-
odically or aperiodically query the content data store 104 to
determine 11 there 1s content to be analyzed (e.g., content that
has not vet been tagged, content that has been tagged 1n error,
etc.). For example, the 1dentity analyzer 106 may query the
content data store 104 for content that 1s not yet associated
with a tag, for content identified on a list of invalid tags, etc.

The example identity analyzer 106 of FIG. 1 attempts to
identily the content to be analyzed. The example 1dentity
analyzer 106 of FIG. 1 uses one or more of the following
techniques to identily the media content: extracting 1dentify-
ing information embedded 1n the media content (e.g., water-
marks, codes, etc.) and querying a reference database with the
embedded mformation, determiming 1dentifying information
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which 1s inherent 1n the media content or portion(s) of the
signal representing the media content (e.g., signatures) and
querying a relerence database with the characteristic data,
and/or reading 1dentifying information and/or attribute infor-
mation mput to the identity analyzer 106 or otherwise pro-
vided to the 1dentity analyzer 106 (e.g., an XML {ile storing
identifying information iput by a user).

As used herein, the term “embedded” includes modifying
any portion (e.g., the audio, the video, etc.) of the media
content to store identiiying information (e.g., by amplifying
or attenuating portions of the audio portion, by shifting por-
tions of the audio portion, by modilying a video and/or an
image portion of the media content to store identifying infor-
mation (e.g., by amplifying or attenuating portions of the
video portion, changing colors of portions of the video por-
tion, etc.)).

In the illustrated example, the identity analyzer 106
accesses the reference database at the central facility 120 via
the central facility transceiver 110 to obtain identifying infor-
mation based on characteristic data representative of the
media content (or part thereot) and/or a signal (or portion
thereol) representing the media content. After the i1dentity
analyzer 106 obtains inherent identifying information (e.g., a
signature) from the media content, the 1dentity analyzer 106
queries reference data using the inherent identitying informa-
tion to obtain attribute data associated with (e.g., mapped to)
the inherent 1dentifying information. For example, the refer-
ence database can be generated by obtaining inherent 1denti-
tying imnformation for known media content and storing the
inherent identifying information in the reference database 1n
association with known attribute data. Alternatively, a refer-
ence database may be stored at the identity analyzer 106 or
any other location accessible by the identity analyzer. In some
examples, the identity analyzer 106 will not need to access the
reference database when the media content has been water-
marked.

In some examples, the 1dentity analyzer 106 may embed
(or otherwise associate) identifying information that has been
input to the identity analyzer 106 i (or with) the media
content. For example, the identity analyzer 106 may embed a
watermark 1n the media content using information 1 a
received XML file. When a watermark 1s embedded or asso-
ciated with the media content, the media content with the
watermark 1s transmitted to the content data store 104 for
distribution. In addition, information about the watermark 1s
communicated to the central facility 120 via the central facil-
ity transcerver 110. If the media content cannot be 1dentified
by any available techniques, the example identity analyzer
106 provides an error message to an operator of the media
identifier tool 103 to enable or prompt manual 1dentification.

The identity analyzer 106 of the illustrated example trans-
mits the information 1dentitying the media content to the tag
generator 108 (e.g., information obtained from the media
content, information retrieved from the central facility 120,
information recerved from an operator, etc.). The information
may be any combination of identifying information and/or
attribute data associated with the identifying information.

In the 1illustrated example, attribute data extracted from
identifying information includes a 4-digit source i1dentifier
(SID), a time and date stamp, and an 1dentifier for the type of
code (e.g., an indication of whether the media content 1s from
a network television broadcast or a cable television broad-
cast). Alternatively, any other identiiying information and/or
attribute data may be transmitted to the tag generator 108
from the identity analyzer 106. Attribute data may include
one or more of a station 1dentifier, a channel 1dentifier, a title,
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a producer, a broadcast time, a serial number, a code 1denti-
fier, a signature value, website 1dentifier, etc.

The example tag generator 108 of FIG. 1 receives 1denti-
tying information and/or attribute data for media content and
generates a tag for the media content. In the illustrated
example, the generated tag 1s a numeric string having six
attribute type 1identifiers prefixing six attribute data elements.
The example tag includes an attribute type identifier and
attribute data element for each of a tag version, a cyclic
redundancy check (CRC) key, a SID, a media asset 1D
(MAID) i1dentitying the media content 1n a reference data-
base, a code type, a time and date stamp, and a tick (duration
from the start of the media content). According to the 1llus-
trated example, the attribute type identifier 1s a two digit
number indicating what type of data follows the attribute type
identifier (e.g., attribute type 1dentifier 99 precedes 6 digits
indicating the tag version).

An example generated tag and data used for generating the
tag are shown 1n Table 1. Table 2 illustrates example attribute
data from a watermark that may be extracted from the first 9
seconds of a media content file. The example watermark 1n
Table 1 1s generated from the last row of the watermark data
(1.e., imestamp 788939798 that 1s 9 seconds into the media
content file.

TABL.

L1

1

Example tag generation

Example Value  Attribute Type Attribute Data

Tag Version 0.0.1 99 000001

CRC key 123456789 98 09123456789
S1D 9004 02 049004
CODE type FD 06 01

Time/Date Stamp 788939798 03 788939798
Tick (Duration) 9 04 019

Tag = “9900000102049004060103788939798040199809123456789”

TABLE 2

Example attribute data from a watermark

6
TABLE 3-continued

Example attribute descriptions and definitions

ENCODE FILE

TS (UTC) TIME  SID LEVEL TYPE BLOCK STRENGTH
788939791 1 9004 FD U 177 16
788939792 3 9004 FD U 364 11
788939794 5 9004 FD U 5351 17
788939796 7 9004 FD U 738 20
788939798 9 9004 FD U 925 21

Table 3 1s a description of the attribute types and structure
of the example tag generation. Any other attribute types, data
formats, tag structures, etc. may be used.

TABL

(L]

3

Example attribute descriptions and definitions

Attribute
Attribute Type
Type  Description  Aftribute Data  Attribute Data Description
99 Name: 011053 Structure:
Tag structure siX digit number of the
Version. form VVMMNN where:
Description: VV = Major Version
If there1s a Number,

change in the MM = Minor Version

Attribute
d Attribute Type
Type  Description  Aftribute Data  Attribute Data Description
structure Number,
definition it NN = Incremental number
can be Each field will be padded
10 reflected by with a leading O in case of
this attribute a single digit number.
so that the Example:
correct tag 1.10.53 =
1s produced Attribute Data = 011033
and
5 consumed
98 Name: 09123456789  Structure:
Tag Integrity LIXXXXX ... X
Description: LL = two digit number
This tag indicating the length of the
holds the CRC String
string that XXXXX...X=The CRC
20 1s generated String
by a CRC Example:
type of CRC string = 123456789
algorithm. Length =9
Attribute Data =
09123456789
25 01 Name: 06105600 Structure:
Media Asset LIXXXX ... X
ID (MAID) LL =two digit number
indicating the length of the
MAID
XXXXX...X=The MAID
30 Example:
MAID = 105600
Length = 6
Attribute Data = 06105600
02 Name: 041004 Structure:
SID LLXXXX ... X
35 LL = two digit number
indicating the length of the
SID
CHANNEL
50
TABLE 3-continued
Example attribute descriptions and definitions
Attribute
53 Attribute Type
Type  Description  Aftribute Data  Attribute Data Description
XXXXX...X=TheSID
Example:
SID = 1004
60 Length =4
Attribute Data = 041004
In some examples, the tag generator 108 generates the tag
65 by making a call to a tag generation application programming

interface (API) and passing the i1dentification information.
The API may be made available at the media i1dentifier tool
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(e.g., as part of the tag generator 108) or may be provided by
the central facility 120 via the central facility transcerver 110.

The tag generator 108 of the illustrated example transmits
the generated tag to the content data store 104 for storage of
the tag in association with the media content. In some
examples, the example tag generator 108 also transmits the
tag to the central facility 120 via the central facility trans-
ceiver 110 for later comparison with tags detected at the
presentation location 114. In some examples, the tag genera-
tor 108 does not transmit the tag to the central facility 120. For
example, the central facility may not need to recerve the tag
because the central facility 120 may obtain and/or decode the
identifying information from the tag itself.

The central facility transceiver 110 of the illustrated
example communicatively couples the media 1identifier tool
105 with the central facility 120. The example central facility
transcerver 110 of FIG. 1 1s a network communication device
that 1s linked to the central facility by one or more networks
(e¢.g., the mternet, a local area network, a wide area network,
ctc.). Alternatively, the central facility transcerver 110 may be
any other device to communicatively couple the media 1den-
tifier tool 105 with the central facility. An example network
linking the media 1dentifier tool 105 with the central facility
120 may also link the media identifier tool 105 with the
content data store 104.

The content server 112 of the 1llustrated example 1s com-
municatively coupled with the content data store 104 and the
presentation location 114 to provide media content from the
content data store 104 to the presentation location 114. For
example, the content server 112 may be a web server that
provides media content to the presentation location 114 in
response to a request for the media content from the presen-
tation location 114. Alternatively, the content server 112 may
by any device for media content distribution.

For media content that has previously been associated with
a tag 1n the content data store 104, the example content server
112 distributes the tag with the media content. In the 1llus-
trated example, the tag 1s mserted 1n a metadata field of an
Adobe® Flash® video file so that the tag 1s sent to the pre-
sentation location 114 when the Adobe® Flash® video file 1s
sent to the presentation location. When the presentation loca-
tion 114 requests media content from the content server 112,
the content server 112 transmits an Adobe® Flash® video
player to the presentation location 114. The Adobe® Flash®
video player executes at the presentation location 114 and
requests the particular media content Adobe video file corre-
sponding to the request from the presentation location 114.
The content server 112 transmits the Adobe® Flash® video
file with the tag in the metadata to the video player. Alterna-
tively, any other arrangement may be used. For example, the
tag may be associated with the media content in a markup
language file (e.g., a hypertext markup language (HTML).

The presentation location 114 of the illustrated example
requests, recetves, and presents media content. For example,
the presentation location may be a household, a business, a
public location, etc. Typically, the presentation location 114
requests media content that has been requested by a user
residing at the presentation location.

The example presentation location 114 of FIG. 1 includes
a media presentation device 116. The media presentation
device 116 of the illustrated example 1s the device that
requests media content from the content server 112 and
receives and presents that media content. In the illustrated
example, the media presentation device 116 1s a personal
computer executing a web browser that can make requests for
media content and execute an Adobe® Flash® video player
provided by the content server 112. Alternatively, the media
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presentation device 116 may be any type of device such as, for
example, a desktop computer, a laptop computer, a mobile
device, a cellular device, a wireless device, a television, a
billboard, a projector, etc. While a single media presentation
device 116 1s shown in the 1llustrated example, any number or
type of media presentation device(s) may be located at the
presentation location 114.

The example presentation location 114 includes monitor-
ing instructions 115 and a meter 118 to extract identifying
information from presented media content and to transmit the
identifying information to the central facility 120 for analysis.

In the illustrated example, the monitoring 1nstructions 115
are computer nstructions (e.g., JavaScript, JAVA, etc.) that
are transmitted from the content server 112 to the presentation
location 114 along with the Adobe® Flash® wvideo player
and/or 1n association with the video content. The computer
mstructions 1135 extract tags from media content presented at
the presentation location 114 and transmit the tags to the
central facility 120. In addition, the computer instructions
115 transmit information i1dentifying the presentation loca-
tion 114 to the central facility 120. For example, the computer
instructions 115 may transmit an internet protocol (IP)
address, a serial number, an identification stored 1n a cookie,
or any other identifier.

In some examples, the monitoring mnstructions 115 may be
transmitted to the presentation location at a time other than
when the media content and/or video player 1s transmitted
from the content server 112 to the presentation location 114.
The monitoring instructions may be implemented 1n any
manner such as, for example, computer 1nstructions in any
instruction language, a browser toolbar or plugin, any other
type of plugin for a computer, a device installed at the pre-
sentation location, etc. The monitoring instructions may
transmit tags to the content server 120 for any media content
available at the presentation location 114 such as, for
example, media content that 1s received at the presentation
location 114, media content that 1s presented at the presenta-
tion location 114, media content that 1s presented at the pre-
sentation location 114 but 1s not viewed or heard, media
content that 1s stored at the presentation location 114, media
content that 1s transmitted from the presentation location 114
to another presentation location, etc. While the example
monitoring instructions 115 of the illustrated example trans-
mit the tag and information 1dentifying the presentation loca-
tion 114 to the central facility 120, the monitoring nstruc-
tions 115 may transmit any additional or alternative
information such as, for example, information about trick
play of the media content, information about user input, etc.

The meter 118 of the 1llustrated example analyzes media
content presented at the media presentation location 116 to
obtain 1dentitying information and transmit the identifying
information to the central facility 120. The example meter
118 obtains watermarks embedded 1n or otherwise associated
with the media content. At least when analyzed media content
does not include a watermark, the example meter 118 extracts
signature information from the media content. The example
meter 118 also transmits tags associated with the media con-
tent to the central facility 120. Because the 1dentifying infor-
mation (e.g., signatures, watermarks, etc.) are transmitted to
the central facility 120 with the tags, the central facility can
compare the information to confirm that the tags have been
accurately associated with the media content (e.g., to confirm
that the wrong tag has not been associated with the media
content).

In the illustrated example, the meter 118 1s implemented 1n
software that 1s installed on the media presentation device 116
when a user of the media presentation device 116 joins a
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panel. Alternatively, the meter 118 may be a device that 1s
communicatively coupled to the media presentation device
116, may be software that 1s distributed to the general public,
may be software that 1s automatically installed on the media
presentation device 116 without user interaction, may be
software that 1s installed by a user of the media presentation
device 116, etc.

While, for simplicity of 1llustration, a single media presen-
tation location 114 1s illustrated in FIG. 1, multiple media
presentation locations will typically be present. Furthermore,
while the presentation location 114 includes the monitoring,
instructions 115 and the meter 118, presentation locations
may include either the monitoring instructions 115 or the
meter 118. For example, a first set of media presentation 114
locations may include only the monitoring instructions 115
and a second set of media presentation locations 114 different
from the first set may include the meter 118. In other
examples, media presentation locations 114 of a panel may
include the meter 118 and all media presentation locations
114 (including the media presentation locations 114 in the
panel) may include the monitoring instructions 115.

The example central facility 120 of FIG. 1 communicates
with the media identifier tool 103 to recerve tags and 1denti-
tying information for media content and to provide 1dentitfy-
ing information for media content to the media 1dentifier tool
105. In addition the example central facility 120 receives
identifying information for presented media content from the
presentation location 114. The central facility 120 may store
the 1dentitying records in any type of data storage (e.g., a
database, a log file, etc.). The example central facility 120 of
FIG. 1 includes a reference database 122 that stores 1dentify-
ing information for known media content (e.g., media asso-
ciated with a code or signature that has been previously asso-
ciated with identifying information), a tag access database
124 that stores records of tags received from the presentation
location 114, and an identiiying information database 126
that stores records of identifying information (e.g., signa-
tures, watermarks, etc.) received from the presentation loca-
tion 114.

In the illustrated example, the central facility 120 credits
presentation records based on the tags received from the
media presentation location 114. For example, if the central
tacility 120 receives a tag identilying a particular media con-
tent by a combination of SID, timestamp, and code type, the
central facility 120 will credit the 1dentified media content as
having been presented. The central facility 120 may also
validate the tags when 1dentifying information and/or
attribute data for media content 1s recerved with the tags. In
other words, the central facility 120 compares the tags (i.e.,
the information represented by the tags) to other identifying,
information (e.g., watermarks, signatures) and/or attribute
data to 1dentily invalid tags. For example, the central facility
120 may compare an SID retrieved from a tag to an SID
extracted from a watermark or code embedded in or otherwise
associated with the media content. In another example, the
central facility 120 may compare a MAID retrieved from a tag
to a MAID determined by querying the reference database
122 with a signature extracted from the media content. The
example central facility stores a listing of invalid tags (e.g., 1n
the tag access database 124) to prevent those tags from being
used to credit presentation records. The central facility 120
may also notify the content data store 104 that an 1nvalid tag
1s being used. Such notification may be electronically trans-
mitted or may be manually performed by an operator of the
central facility.

While an example manner of implementing the system 100
has been 1llustrated in FIG. 1, one or more of the elements,
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processes and/or devices illustrated 1n FIG. 1 may be com-
bined, divided, re-arranged, omitted, eliminated and/or
implemented 1n any other way. Further, the content data store
104, the media identifier tool 105, the identity analyzer 106,
the tag generator 108, the central facility transcerver 110, the
content server 112, the presentation location 114, the moni-
toring instructions 115, the media presentation device 116,
the meter 118, and the central facility 120 may be imple-
mented by hardware, software, firmware and/or any combi-
nation of hardware, software and/or firmware. Thus, for
example, any of the content data store 104, the media 1dent-
fier tool 1035, the 1dentity analyzer 106, the tag generator 108,
the central facility transcerver 110, the content server 112, the
presentation location 114, the monitoring instructions 115,
the media presentation device 116, the meter 118, and the
central facility 120 could be implemented by one or more
circuit(s), programmable processor(s), application specific
integrated circuit(s) (ASIC(s)), programmable logic
device(s) (PLD(s))and/or field programmable logic device(s)
(FPLD(s)), etc. When any of the appended apparatus claims
are read to cover a purely software and/or firmware 1mple-
mentation, at least one of the content data store 104, the media
identifier tool 105, the identity analyzer 106, the tag generator
108, the central facility transcerver 110, the content server
112, the presentation location 114, the monitoring instruc-
tions 115, the media presentation device 116, the meter 118,
and the central facility 120 are hereby expressly defined to
include a computer readable medium such as a memory,
DVD, CD, etc. storing the software and/or firmware. Further
still, the example system 100 of FIG. 1 may include one or
more elements, processes and/or devices 1n addition to, or
instead of, those illustrated 1 FIG. 1, and/or may include
more than one of any or all of the 1llustrated elements, pro-
cesses and devices.

FIGS. 2-6 are flow diagrams representative ol example
machine readable instructions that may be executed to gen-
erate and process tags to implement the example system 100
of FIG. 1. The example processes of FIGS. 2-6 may be imple-
mented using machine readable instructions that, when
executed, cause a device (e.g., a programmable controller,
processor, or other programmable machine or integrated cir-
cuit) to perform the operations shown in FIGS. 2-6. For
instance, the example processes of FIGS. 2-6 may be per-
formed using a processor, a controller, and/or any other suit-
able processing device. For example, the example processes
of FIG. 2-6 may be implemented using coded instructions
stored on a tangible machine readable medium such as a flash
memory, a read-only memory (ROM), and/or a random-ac-
cess memory (RAM).

As used herein, the term tangible computer readable
medium 1s expressly defined to include any type of computer
readable storage and to exclude propagating signals. Addi-
tionally or alternatively, the example processes of FIGS. 2-6
may be implemented using coded instructions (e.g., computer
readable 1nstructions) stored on a non-transitory computer
readable medium such as a flash memory, a read-only
memory (ROM), a random-access memory (RAM), a cache,
or any other storage media 1n which information 1s stored for
any duration (e.g., for extended time periods, permanently,
brief instances, for temporarily buffering, and/or for caching
of the information). As used herein, the term non-transitory
computer readable medium 1s expressly defined to include
any type of computer readable medium and to exclude propa-
gating signals.

Alternatively, the example processes of FIGS. 2-6 may be
implemented using any combination(s) of application spe-
cific mtegrated circuit(s) (ASIC(s)), programmable logic
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device(s) (PLD(s)), field programmable logic device(s)
(FPLD(s)), discrete logic, hardware, firmware, etc. Also, the
example processes of FIGS. 2-6 may be implemented as any
combination(s) of any of the foregoing techniques, for
example, any combination of firmware, soitware, discrete
logic and/or hardware.

Although the example processes of FIGS. 2-6 are
described with reference to the flow diagrams of FIGS. 2-6,
other methods of implementing the processes of FIGS. 2-6
may be employed. For example, the order of execution of the
blocks may be changed, and/or some of the blocks described
may be changed, eliminated, sub-divided, or combined.
Additionally, one or more of the example processes of FIGS.
2-6 may be performed sequentially and/or 1n parallel by, for
example, separate processing threads, processors, devices,
discrete logic, circuits, etc.

Turning 1n detail to FIG. 2, mitially, the identity analyzer
106 detects media content for tagging (block 202). For
example, the identity analyzer 106 may receive a notification
or request from the content data store 104 or may query the
content data store 104 for available media content. The 1den-
tity analyzer 106 then determines 1 a watermark or other
identifying information or attribute data 1s imncluded in the
media content (block 204). I the identity analyzer 106 deter-
mines that a watermark or other identifying information or
attribute data 1s included 1n the media content, control pro-
ceeds to block 206 and a tag 1s generated based on the existing
watermark and/or other identifying information and/or
attribute data, which 1s described below 1n conjunction with
FIG. 3.

If the 1dentity analyzer 106 determines that a watermark
and/or other identifying information and/or attribute data 1s
not included 1n the media content (block 204), the 1dentity
analyzer 106 determines 11 identifying information has been
provided for watermarking the media content (block 208).
For example, an XML file including an identification of the
media content (e.g., by file name) and identilying information
(e.g., watermark information) may be input to the identity
analyzer 106 or similar data may be iput by an operator of
the identity analyzer 106. If the 1dentity analyzer 106 deter-
mines that identifying information has been provided, control
proceeds to block 210 to generate and associate a watermark
and/or other i1dentifying information and/or attribute data
with the media content and to generate a tag for the watermark
and/or other identifying information and/or attribute data,
which 1s described 1n conjunction with FIG. 4.

If the i1dentity analyzer 106 determines that identifying
information has not been provided (block 208), the identity
analyzer determines 11 the media content 1s found 1n a refer-
ence library (block 210). The identity analyzer 106 of the
illustrated example generates a signature for the media con-
tent and determines 11 a matching signature can be found in
the reference database 122 at the central facility 120 (block
211). It the 1dentity analyzer 106 determines that the media
content 1s found 1n the reference library, control proceeds to
block 214 to generate a tag using the 1dentifying information
from the reference library, which 1s described 1n conjunction
with FIG. 5.

If the media content 1s not found 1n a reference library
(block 210), the example identity analyzer 106 provides an
error indicating that a tag could not be generated (block 216).
Alternatively, the identity analyzer 106 could prompt an
operator of the identity analyzer 106 to mnput i1dentifying
information and/or attribute data so that a tag could be gen-
crated 1n a stmilar manner to the process described 1n FIG. 3
in which identifying information 1s retrieved based on a
watermark associated with the media content. After providing,

10

15

20

25

30

35

40

45

50

55

60

65

12

the error (block 216), the process of FIG. 2 terminates until
additional media content for tagging 1s detected.

Turming to block 218, after block 206, block 210, or block

214 complete, the tag generator 108 transmits the generated
tag to the content data store 104 (block 218). Metadata asso-
ciated with inherent information (e.g., a signature) generated
in block 214 may also be transmaitted to the content data store
104. Then, the process of FIG. 2 terminates until additional
media content for tagging 1s detected.

FIG. 3 1s a flowchart of example machine readable instruc-
tions that may be executed to implement block 206 of FI1G. 2.
The identity analyzer 106 extracts embedded identifying
information (e.g., a watermark or an 1identification code) from
the media content (block 302). Example watermark informa-
tion extracted from example media content 1s shown 1n Table
2. The tag generator 108 generates the tag from the extracted
identifying information (block 304). The example tag gen-
crator 108 generates the tag by concatenating several sets of

attribute type values and data values as shown 1n Table 1.
Control then returns to block 218 of FIG. 2.

FI1G. 4 1s a flowchart of example machine readable instruc-
tions that may be executed to implement block 210 of FI1G. 2.
The 1dentity analyzer 106 retrieves watermark and/or other
identifying information, metadata, and/or attribute data from
the content data store 104 for watermarking the media content
(block 402). For example, the identity analyzer 106 may
receive an XML file with attribute data for the media content.
The 1dentity analyzer 106 then associates the watermark with
the media content (block 404). Any desired watermarking
technique may be employed. The 1dentity analyzer 106 then
transmits the watermarked media content to the content data
store 104 for storage (block 406). The 1dentity analyzer 106
then generates a watermark data output of information about
the media content and the watermarks that have been mserted
therein (block 408). The example 1dentity analyzer 106 gen-
erates an XML watermark data output that includes the 1den-
tifying information and/or other 1dentitying information and/
or attribute data for the media content and information about
the watermark(s) that were embedded 1n the media content.
The example 1dentity analyzer transmits the watermark data
output to the content data store 104 (block 410). Metadata
associated with the watermarking may also be transmitted to
the content data store 104. Then, the tag generator 108 gen-
crates a tag using the identification information from the
watermark (block 412). The example tag generator 108 gen-
crates the tag by concatenating several sets of attribute type
values and data values as shown 1n Table 1. Control advances
to block 218 of FIG. 2.

FIG. 5 1s a flowchart of example machine readable instruc-
tions that may be executed to implement block 214 of FI1G. 2.
The identity analyzer 106 extracts inherent information (e.g.,
characteristic information) from the media content (e.g., a
signature) (block 502). The example identity analyzer 106
retrieves attribute data and/or identifying information for the
media content from the content data store 104 based on the
inherent information (block 504). In the 1llustrated example,
the identity analyzer 106 queries the content data store 104 to
match the extracted signature information to reference signa-
ture information 1n the content data store 104 to retrieve the
attribute data and/or 1dentitying information. Then, the tag
generator 108 generates a tag using the attribute data and/or
identifying information associated with the media content by
the signature (block 506). The example tag generator 108
generates the tag by concatenating several sets of attribute
type values and data values as shown 1n Table 1. Control then

advances to block 218 of FI1G. 2.




US 9,380,356 B2

13

FIG. 6 1s a flowchart of example machine readable instruc-
tions that may be executed to validate tags that have been
generated by the media 1dentifier tool 105. The central facility
120 receives tag response data from the presentation location
114 (block 602). For example, the central facility 120 may >
receive tag response data from the meter 118 for media con-
tent that has been presented on the media presentation device
114. The central facility 120 also receives identifying infor-
mation and/or attribute data extracted from the media content

corresponding to the recerved tag (block 604). For example,
the example meter 118 transmits extracted watermark or sig-
nature data for the media content that has been presented on
the media presentation device 116. The central facility 120
then compares the tag data and the 1dentification information
to determine 1f they both identily the same media content
(block 608). In the 1llustrated example, the 1dentifying infor-
mation 1s a stream ol watermarks and/or signatures. The
central facility 120 determines whether any of the watermarks
and/or signatures 1n the stream substantially match the water- 2
mark and/or signature information in the tag. For example,
the central facility 120 may check whether the SID and/or
MAID 1n the tag matches the SID and/or MAID from water-
mark or signature information embedded in or associated
with the media content. Tags may substantially match iden- 25
tifying information from a signature or watermark when they
include the same values, when the majority of the values
match, when the tag more closely matches the identification
information than any other identifying information, when one
or more values from the tag match attribute data associated 30
with the i1dentitying information, or when the identifying
information more closely matches the tag than any other tag.

When the tag substantially matches the watermark or sig-
nature information (block 606), the tag may be marked as
valid and/or reporting of exposure data using that tag will 35
continue (block 610). For example, presentation of the media
content may be credited based on the received tag data.

When the information 1n the tag does not match the water-
mark or signature information (block 606), the tag 1s added to
an 1nvalid tag list (e.g., i the tag access database 124) to 40
remove the tag from exposure log data (block 612). Control
then returns to block 602 to await reception of the next tag.

In some examples, the meter 118 1s included at a subset of
all presentation locations 114 (e.g., a set of presentation loca-
tions 114 selected for a panel) and other presentation loca- 45
tions 114 do not include a meter (i.e., are not panelists) but
nonetheless receive the monitoring mstructions 115. Accord-
ingly, the presentation locations 114 that include the meter
118 will send both identifying information (e.g., watermark,
signature, etc.) and tag information to the central facility 120. 50
Upon receiving the first combination of tag information and
identifying information from the meter 118, the central facil-
ity 120 pertforms the validation described 1n FIG. 6. If a tag 1s
identified as valid, the example central facility 120 records
that the tag has been validated and, 1n the 1llustrated example, 55
the validation 1s not performed again for that tag. If a tag 1s
identified as invalid, the example central facility 120 records
that the tag 1s mvalid and, in the illustrated example, the
validation 1s not performed again for that tag. Alternatively,
validation may be performed every time a tag/identifying 60
information combination 1s received or may be performed at
some 1nterval (e.g., a random 1interval, a periodic interval,
etc.). Accordingly, because the central facility 120 has
recorded whether a tag 1s valid or invalid, when a tag 1s later
received (e.g., a tag 1s received without 1dentilying informa- 65
tion), the central facility can determine whether the tag data
should be trusted for use in reporting or should be 1ignored. In
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other words, when a tag has been marked as invalid, the media
content 1identified (incorrectly) by the tag will not be credited
as an exposure.

FIG. 7 1s a block diagram of an example processor system
710 that may be used to execute the example nstructions of
FIGS. 2-6 to implement the example apparatus, methods,
and/or systems described herein. As shown 1n FIG. 7, the
processor system 710 includes a processor 712 that 1s coupled
to an 1nterconnection bus 714. The processor 712 may be any
suitable processor, processing unit, or miCroprocessor.
Although not shown 1n FIG. 7, the system 710 may be a
multi-processor system and, thus, may include one or more
additional processors that are 1dentical or similar to the pro-
cessor 712 and that are communicatively coupled to the inter-
connection bus 714.

The processor 712 of FIG. 7 1s coupled to a chipset 718,
which includes a memory controller 720 and an 1nput/output
(I/0) controller 722. A chipset provides I/O and memory
management functions as well as a plurality of general pur-
pose and/or special purpose registers, timers, etc. that are
accessible or used by one or more processors coupled to the
chupset 718. The memory controller 720 performs functions
that enable the processor 712 (or processors if there are mul-
tiple processors) to access a system memory 724, a mass
storage memory 725, and/or a digital versatile disk (DVD)
740.

In general, the system memory 724 may include any
desired type of volatile and/or non-volatile memory such as,
for example, static random access memory (SRAM),
dynamic random access memory (DRAM), flash memory,
read-only memory (ROM), etc. The mass storage memory
725 may include any desired type of mass storage device
including hard disk drives, optical drives, tape storage
devices, etc. The computer-readable instructions represented
by the flow charts described above may be stored in the
system memory 724, the mass storage memory 725, and/or
the DVD 740.

The I/0 controller 722 performs functions that enable the
processor 712 to communicate with peripheral input/output
(I/0) devices 726 and 728 and a network interface 730 via an
[/O bus 732. The I/O devices 726 and 728 may be any desired
type of I/O device such as, for example, a keyboard, a video
display or monitor, a mouse, etc. The network interface 730
may be, for example, an Ethernet device, an asynchronous
transfer mode (ATM) device, an 802.11 device, a digital
subscriber line (DSL) modem, a cable modem, a cellular
modem, etc. that enables the processor system 710 to com-

municate with another processor system.

While the memory controller 720 and the I/O controller
722 are depicted i FIG. 7 as separate functional blocks
within the chipset 718, the functions performed by these
blocks may be integrated within a single semiconductor cir-
cuit or may be implemented using two or more separate
integrated circuits.

Although certain example methods, apparatus and articles
of manufacture have been described herein, the scope of
coverage of this patent 1s not limited thereto. On the contrary,
this patent covers all methods, apparatus and articles of
manufacture fairly falling within the scope of the claims of
this patent.

What 1s claimed 1s:

1. A method to identify media comprising:

obtaining, at at least one server associated with a collection
facility, a signature associated with at least one of audio
or video of received media based on inherent informa-
tion of at least one of the audio or the video:
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generating, at at least one server associated with the col-
lection facility, a tag including the signature, the tag to be
distributed by a web server to a presentation location
along with the media to enable a presentation device to
access the signature via the tag;

receiving, at at least one server associated with the collec-

tion facility via a network, the tag including the signa-
ture, the tag sent by monitoring instructions executing at
the presentation device, the monitoring instructions
transmitted to the presentation device from the web
server 1n association with the media, the presentation
location not including a meter to extract the signature
from the media presented by the presentation device,
wherein the media and the tag are separate data objects;
and

in response to recerwving the tag, storing, at the collection

facility, an indication that the media associated with the
signature has been presented.

2. A method as defined 1n claim 1, wherein the signature 1s
at least one of a source 1dentifier or a media asset 1dentifier.

3. A method as defined in claim 1, wherein the signature 1s
a string of numbers.

4. A method as defined 1n claim 1, wherein the tag includes
a plurality of attribute data for the at least one of the audio or
the video.

5. A method as defined 1n claim 4, wherein the tag includes
a source 1dentifier and a timestamp.

6. A method as defined in claim 1, wherein the tag is
inserted 1n at least one of metadata separate from and associ-
ated with the media or a webpage 1n which the media 1s
embedded.

7. A method as defined in claim 1, wherein the inherent
information 1s not information inserted for the purpose of
identifying the media.

8. A method as defined 1n claim 7, wherein obtaining the
signature includes querying a database with the inherent
information to retrieve the signature from the database.

9. A method as defined 1n claim 7, wherein the tag includes
a media asset 1dentifier, a start timestamp, and an end times-
tamp.

10. A method as defined 1n claim 1, further including trans-
mitting the media and the tag over the Internet.

11. A method as defined 1n claam 1, wherein the tag
includes an alphanumeric portion indicating that the signa-
ture included 1n the tag 1s a final distributor source 1dentifier
code.

12. A method as defined in claim 1, wherein the meter 1s
provided by an audience measurement entity hosting the col-
lection facility to collect audience measurement data at the
presentation location, the method further including determin-
ing, via a processor, that the tag has not been previously
recorded as mmvalid.

13. A tangible computer readable storage medium com-
prising instructions that, when executed, cause a machine to
at least:

obtain a signature of recerved media based on inherent

information of at least one of audio or video of the
media;

generate a tag including the signature the tag to be distrib-

uted by a web server to a presentation location along
with the media to enable a presentation device to access
the signature via the tag;

receive, via a network, the tag including the signature from

monitoring instructions executing at the presentation
device, the monitoring instructions transmitted to the
presentation device from the web server in association
with the media, the presentation location not including a
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meter to extract the signature from the media presented
by the presentation device, wherein the media and the
tag are separate data objects; and

in response to recerving the tag, store, at a collection facil-
ity, an indication that the media associated with the
signature has been presented.

14. A tangible computer readable storage medium as
defined 1n claim 13, wherein the signature 1s at least one of a
source 1dentifier or a media asset 1dentifier.

15. A tangible computer readable medium as defined in
claim 13, wherein the signature is a string of numbers.

16. A tangible computer readable medium as defined in
claim 13, wherein the tag includes a plurality of attribute data
for the at least one of the audio or the video.

17. A tangible computer readable medium as defined in
claim 13, wherein the tag includes a source i1dentifier and a
timestamp.

18. A tangible computer readable medium as defined in
claim 13, wherein the tag 1s inserted 1n at least one of metadata
separate from and associated with the media or a webpage 1n
which the media 1s embedded.

19. A tangible computer readable medium as defined in
claim 13, wherein the inherent information 1s not information
inserted for the purpose of 1dentitying the media.

20. A tangible computer readable medium as defined 1n
claim 19, wherein obtaiming the signature includes querying a
database with the inherent information to retrieve an identifier
value from the database.

21. A tangible computer readable medium as defined 1n
claim 19, wherein the tag includes a media asset identifier, a
start timestamp, and an end timestamp.

22. An apparatus to 1dentily media comprising:

an 1dentity analyzer to obtain a signature associated with at
least one of audio or video of received media based on
inherent mnformation of at least one of the audio or the
video;

a tag generator to generate a tag including the signature, the
tag to be distributed by a web server to a presentation
location along with the media to enable a presentation
device to access the signature via the tag; and

a collection facility to:
receive, via a network, the tag including the signature

from monitoring 1nstructions executing at the presen-
tation device, the monitoring instructions transmitted
to the presentation device from the web server in
association with the media, the presentation location
not including a meter to extract the signature from the
media presented by the presentation device, wherein
the media and the tag are separate data objects; and
1in response to recerving the tag, store an indication that

the media associated with the signature has been pre-
sented.

23. An apparatus as defined 1n claim 22, wherein the tag
includes at least one of a source 1dentifier or a media asset
identifier.

24. An apparatus as defined in claim 22, wherein obtaining,
the signature includes extracting a watermark embedded in
the at least one of the audio or the video of the recetved media.

25. An apparatus as defined 1n claim 22, wherein the sig-
nature 1s a string of numbers.

26. An apparatus as defined 1n claim 22, wherein the tag
includes a plurality of attribute data for the at least one of the
audio or the video.

277. An apparatus as defined 1n claim 22, wherein the tag
includes a source identifier and a timestamp.
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28. An apparatus as defined 1n claim 22, wherein the tag 1s
inserted 1n at least one of metadata separate from and associ-
ated with the media or a webpage 1n which the media 1s
embedded.

29. An apparatus as defined in claim 22, wherein the inher- 5
ent information 1s not information inserted for the purpose of
identifying the media.

30. An apparatus as defined in claim 29, wherein obtaiming,
the signature includes querying a database with the inherent
information to retrieve the signature from the database. 10

31. An apparatus as defined in claim 29, wherein the tag
includes a media asset identifier, a start timestamp, and an end
timestamp.

18
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