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METHOD AND APPARATUS FOR
PROVIDING AUTHENTICATION

This application 1s a continuation of U.S. patent applica-
tion Ser. No. 11/949,452, filed Dec. 3, 2007 and since 1ssued

as U.S. Pat. No. 8,839,386, which 1s herein incorporated by
reference 1n 1ts entirety.

The present mnvention relates generally to communication
networks and, more particularly, to a method and apparatus
for providing authentication over a network, ¢.g., an Internet
Protocol (IP) network, a wireless network, etc.

BACKGROUND OF THE INVENTION

A customer may subscribe to a communications service
with authentication. For example, a customer may subscribe
to a Virtual Private Network (VPN) service that requires
authentication of the users. For example, one method may
require a user to provide a pre-configured password and/or
identification when he/she attempts to access the service.
However, 11 the user’s pre-configured password and/or 1den-
tification are compromised, then unauthorized users may gain
access to the VPN service.

In another example, 11 the service being accessed 1s a point
ol sale request to purchase an item with a credit card and the
pre-configured password and/or identification have been
compromised, then an unauthorized user may commit a fraud
using the compromised credit card. In addition, some vendors
may not check signatures unless the transaction 1s above a
specific amount, e.g., above $100, and so on. Unless the fraud
or breach 1s detected quickly, the legitimate user may not
realize that the credit card or his subscribed service has been
compromised for a period of time.

SUMMARY OF THE INVENTION

In one embodiment, the present invention discloses a
method and apparatus for providing authentication over a
network, e.g., an Internet Protocol (IP) network, a wireless
network, etc. For example, the method recetves a request
from a customer to access a service via a {irst user endpoint
device, and sends a first authentication request to the cus-
tomer for first authentication information. The method then
sends a second authentication request to the customer for
second authentication information via a second user endpoint
device 1f the first authentication information 1s received,
wherein the first user endpoint device 1s different from the
second user endpoint device. The method then enables the

customer to proceed with accessing the service 1f the second
authentication information 1s received.

BRIEF DESCRIPTION OF THE DRAWINGS

The teaching of the present invention can be readily under-
stood by considering the following detailed description 1n
conjunction with the accompanying drawings, 1n which:

FIG. 1 1llustrates an exemplary network related to the
present invention;

FIG. 2 illustrates an exemplary network with authentica-
tion;

FIG. 3 illustrates a flowchart of a method for providing
authentication; and

FI1G. 4 1llustrates a high-level block diagram of a general-
purpose computer suitable for use in performing the functions
described herein.
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To facilitate understanding, 1dentical reference numerals
have been used, where possible, to designate identical ele-
ments that are common to the figures.

DETAILED DESCRIPTION

The present mvention broadly discloses a method and
apparatus for providing authentication over a packet network,
¢.g., an Internet Protocol (IP) network, a wireless network,
etc.

FIG. 1 1s a block diagram depicting an exemplary packet
network 100 related to the current invention. Exemplary
packet networks include Internet protocol (IP) networks, Eth-
ernet networks, and the like. An IP network 1s broadly defined
as a network that uses Internet Protocol such as IPv4 or IPv6
and the like to exchange data packets.

In one embodiment, the packet network may comprise a
plurality of endpoint devices 102-104 configured for commu-
nication with the core packet network 110 (e.g., an IP based
core backbone network supported by a service provider) via
an access network 101. Similarly, a plurality of endpoint
devices 105-107 are configured for communication with the
core packet network 110 via an access network 108. The
network elements 109 and 111 may serve as gateway servers
or edge routers for the network 110.

The endpoint devices 102-107 may comprise customer
endpoint devices such as personal computers, laptop comput-
ers, Personal Digital Assistants (PDAs), servers, routers, and
the like. The access networks 101 and 108 serve as a means to
establish a connection between the endpoint devices 102-107
and the NEs 109 and 111 of the IP/MPLS core network 110.
The access networks 101 and 108 may each comprise a Digi-
tal Subscriber Line (DSL) network, a broadband cable access
network, a Local Area Network (LAN), a Wireless Access
Network (WAN), a 37 party network, and the like. The access
networks 101 and 108 may be either directly connected to
NEs 109 and 111 of the IP/MPLS core network 110, or
indirectly through another network.

Some NEs (e.g., NEs 109 and 111) reside at the edge of the
core infrastructure and interface with customer endpoints
over various types ol access networks. An NE that resides at
the edge of a core mirastructure 1s typically implemented as
an edge router, a media gateway, a border element, a firewall,
a switch, and the like. An NE may also reside within the
network (e.g., NEs 118-120) and may be used as amail server,
honeypot, a router, or like device. The IP/MPLS core network
110 also comprises an application server 112 that interacts
with a database 115. The application server 112 may com-
prise any server or computer that 1s well known 1n the art, and
the database 115 may be any type of electronic collection of
data that 1s also well known 1n the art. Those skilled 1n the art
will realize that although only six endpoint devices, two
access networks, and five NEs are depicted in FIG. 1, the
communication system 100 may be expanded by including
additional endpoint devices, access networks, border ele-
ments, etc. without altering the present invention.

It should be noted that the above IP network 1s described
only to provide an 1llustrative environment in which packets
for voice and data services are transmitted on networks. A
customer may subscribe to a communications service from a
network service provider. However, 11 the customer’s end-
point device and/or the customer’s authentication informa-
tion are compromised, then unauthorized users may gain
access to the service.

In one embodiment, the present imvention discloses a
method and apparatus for providing authentication. Specifi-
cally, the method establishes two diverse communications
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paths for authenticating the user. Thus, when a customer
subscribes to a service having an authentication requirement,
the network service provider may prompt the customer to
select two distinct methods for authentication before the cus-
tomer 1s allowed to access the service. For example, a network
service provider may request a subscriber who 1s accessing
service via a first endpoint device (e.g., a computer) to pro-
vide a second endpoint device (e.g., a portable endpoint
device, e.g. acellular phone, PDA, pager, etc.) where a second
authentication message may be sent.

To 1llustrate, when the customer requests to access a ser-
vice with an authentication requirement, the method may
prompt the customer for a first authentication information.
For example, the method may prompt for an Identification
and/or password, PIN number, etc. If a valid response 1s
received for the first authentication request, then the method
may retrieve the user-defined information for the second
authentication. More specifically, the method will determine
the type of authentication and/or user endpoint device
selected by the customer for the second authentication. For
example, the customer may have selected a cellular tele-
phone, a pager, a PDA, etc. as the user endpoint device for
implementing the second authentication. As such, as part of
the subscription procedure, the customer would have defined
the second endpoint device type and the manner in which the
second endpoint device can be reached, e.g., a phone number,
an email address, and so on.

The method may then continue with the authentication
procedure by launching an authentication request for the sec-
ond authentication. For the example above, the method may
send an authentication request to the customer’s cellular tele-
phone. Again, the method may prompt for an Identification
and/or password, PIN number, etc. If a valid response 1is
received for the second authentication request, the method
then enables the customer to proceed with accessing the ser-
viCe.

For example, if the service being accessed 1s a point of sale
transaction using a credit card, then the customer may choose
a message, €.g., a text message, to be sent to his/her cellular
phone for the second authentication before the point of sale
transaction 1s accepted. Responding to the second authenti-
cation request may require a response via the second user
endpoint device as defined by the customer. The response can
be a password or pin that 1s only known by the customer. For
example, a customer may have to enter a code that 1s difficult
to guess (e.g., a password previously chosen by the customer)
via a wireless endpoint device prior to being allowed to pro-
ceed with accessing service. The code may be setup when the
service was 1nitially configured.

Alternatively, a customer may simply indicate a confirma-
tion (e.g., a yes response) by pressing a specific key or a denial
(e.g., a no response) by pressing another key to indicate that
he 1s or 1s not executing a sale transaction. This second
approach minimizes the need for the customer having to
remember a second set of authentication information. The
fact that the customer 1s responding to a simple question
interactively at a current time via the second endpoint device
may be suilicient to indicate that the request for service 1s
legitimate. Thus, stealing a customer’s sign-on 1dentification
and password or even the customer’s physical access card
(e.g., a credit card) alone will not be suificient for an unau-
thorized user to gain access to the subscribed service.

FIG. 2 illustrates an exemplary network 200 for imple-
menting the authentication method of the present mvention.
The 1llustrative network 200 comprises a wired or wireless
user endpoint device 102, a wireless user endpoint device
202, an access network 101 such as a cable or DSL, broadband
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access network, a wireless access network 201, and an
IP/MPLS core network 110. In one embodiment, the
IP/MPLS core network 110 comprises a plurality of border
clements 109 and 209, an application server 112 for one or
more services with authentication, a media server 216, and a
database for services with authentication 115.

The user endpoint device 102 1s able to communicate with
the IP/MPLS core network 110 through the local access net-
work 101 and border element 109. The wireless user endpoint
device 202 1s able to communicate with the IP/MPLS core
network 110 through the wireless access network 201 and
border element 209.

In one embodiment, the application server 112 may utilize
the media server 216 for communicating with user endpoint
devices 102 and 202 in a format compatible with the user
endpoint device. For example, one user endpoint device may
be able to process mformation 1 both graphics and text
format while another user endpoint device may only process
information 1n text format. In another example, the media
server 216 may be used to provide a web page interface to the
user, €.g., a Hyper-Text Markup Language (HTML) page and
the like.

For example, a customer may utilize the user endpoint
device 102 to communicate with application server 112 for
subscribing to a service with authentication (e.g., requiring an
authentication procedure to be completed in order to gain
access to the subscribed service). Generally, the authentica-
tion procedure will require that a first authentication method
or step be fulfilled by the customer. The format and/or com-
munication channel of such first authentication method 1s
often dictated by the service provider and cannot be altered by
the customer. For example, the service provider may require
that a customer accesses a particular URL and then provide
the proper log-on user name and password. Although the
customer may define the characters to be used for the log-on
user name and the password, this first authentication method
or step does not allow the customer to define the format and/or
communication channel to be used.

In turn, the application server 112 will prompt the customer
to select a second method of authentication, 1.e., to provide a
second user endpoint device and/or the format to be used with
the second user endpoint device. It should be noted that this
second authenticated method or step 1s user-definable. For
example, the customer may choose to recerve an Instant Mas-
sage (IM) at the wireless user endpoint device 202, as a
second method of authentication. The application server 112
may then store the selected second method of authentication
(e.g., receiving an IM message, receiving a telephone call,
and the like) and endpoint device information (e.g., the type
of user endpoint device) at the database 115. For example, the
database 115 may contain a list of customers. For each cus-
tomer, the database will store a selected second authentica-
tion format (IM, phone call, etc.), a selected endpoint device
type and associated contact information, e.g., a wireless
phone number, an email address, and so on.

Once the authentication parameters have been defined,
when the customer at a later session requests to access the
service, the application server 112 will prompt the customer
for the first authentication information such as a password
and/or a PIN to be entered via the user endpoint device 102. If
a valid response (password and/or PIN) 1s recerved from the
user endpoint device 102, the method may then retrieve the
information for the second authentication from the database
115. The method then generates a second authentication
request for the second authentication. For the example above,
the method will send a second authentication request to the
wireless user endpoint device 202. If a valid response 1s
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received from the customer for the second authentication
request via the wireless endpoint device 202, then the method
enables the customer to proceed with accessing the service
via the user endpoint device 102.

It should be noted that in one embodiment, the second
authentication method 1s implemented using a different end-
point device (broadly a second user endpoint device) from the
endpoint device (broadly a first user endpoint device) that was
used 1in responding to the first authentication request. Further-
more, 1n one embodiment, the second authentication method
1s implemented automatically without the interaction of a live
agent.

In yet another alternate embodiment, the second authenti-
cation request may be received via the second user endpoint
device, but a response to the second authentication request
may be provided via the first user endpoint device. For
example, the second authentication request may simply be a
string of arbitrarily chosen characters (e.g., alphanumeric
characters, symbols, and the like) that 1s provided to the
second user endpoint device. Upon receipt of the string of
characters in real time, the customer may simply enter the
received string of characters via the first user endpoint device,
where 1t 1s presented back to the service provider. In other
words, the second authentication request may contain infor-
mation to be used for continuing to access the service. The
customer simply reads the provided string of characters,
enters the string of characters via the first user endpoint
device (e.g., a computer, a keypad for a point of sale transac-
tion, etc.), and proceeds with the transaction. This approach
will indicate to the service provider that the customer 1s
currently 1n possession of the second user endpoint device
and that the customer 1s able to use the received imnformation

to fulfill the requirement of the second authentication method.

FI1G. 3 1llustrates a flowchart of a method 300 for providing,
authentication. Method 300 starts in step 305 and proceeds to
step 310.

In step 310, method 300 recerves a request from a customer
to access a service with authentication. For example, an appli-
cation server for a service recerves a request from a first user
endpoint device to access a service with authentication.

In step 320, method 300 sends a prompt (e.g., a first authen-
tication request) to the customer to provide a proper authen-
tication response (e.g., first authentication information). For
example, the method sends a request to the customer to pro-
vide one or more of: a user name, a password, an Identifica-
tion (ID), a Personal Identification Number (PIN), etc.

In step 330, method 300 determines whether a valid
response 1s received for the prompt for first authentication
information. For example, the method determines whether a
valid user name, a valid password, a valid i1dentification,
and/or a valid PIN, has been received. If a valid response 1s
received for the prompt for first authentication information,
the method proceeds to step 340. Otherwise, the method
proceeds to step 390.

In step 340, method 300 retrieves information for generat-
ing a request for a second authentication. For example, the
method retrieves the format of the second authentication, the
second user endpoint device type, and the contact information
(c.g., telephone number, email address, etc.) to reach the
second user endpoint device.

In step 350, method 300 sends a second authentication
request for the second authentication. For example, the
method may send a prompt to the customer’s wireless user
endpoint device requesting the customer to indicate whether
or not he/she has requested to access the service. For example,
a second authentication request may simply ask the customer
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to enter “y”” for yes or “n” for no to a question “Did you mnitiate
the request to access the service?”

In step 360, the method determines whether a valid
response 1s recerved for the second authentication request. I
a valid response (confirmation) is receirved from the customer
for the second authentication request, the method proceeds to
step 370. Otherwise, the method proceeds to step 390.

In step 370, method 300 enables the customer to proceed
with accessing the service. For example, if the customer
confirms that he/she 1s the one requesting to access the ser-
vice, then the method allows the customer to proceed with
accessing the service. The method then proceeds to step 395
to end processing the current request and to step 310 to
continue receiving requests for service.

In step 390, method 300 demies access to the service and
optionally also notifies the customer of the authentication
failure. The notification may assist the customer 1n quickly
realizing that an unsuccessiul attempt was made to access the
customer’s subscribed service. The method then proceeds to
step 395 to end processing the current request or returns to
step 310 to continue recerving requests for service.

It should be noted that although not specifically specified,
one or more steps of method 300 may include a storing,
displaying and/or outputting step as required for a particular
application. In other words, any data, records, fields, and/or
intermediate results discussed in the method 300 can be
stored, displayed and/or outputted to another device as
required for a particular application. Furthermore, steps or
blocks 1 FIG. 3 that recite a determining operation, or
involve a decision, do not necessarily require that both
branches of the determining operation be practiced. In other
words, one of the branches of the determining operation can
be deemed as an optional step.

FIG. 4 depicts a high-level block diagram of a general-
purpose computer suitable for use 1n performing the functions
described herein. As depicted 1n FIG. 4, the system 400 com-
prises a processor element 402 (e.g., a CPU), a memory 404,
¢.g., random access memory (RAM) and/or read only
memory (ROM), a module 405 for providing authentication,
and various iput/output devices 406 (e.g., storage devices,
including but not limited to, atape drive, a tloppy drive, a hard
disk drive or a compact disk drive, a recerver, a transmitter, a
speaker, a display, a speech synthesizer, an output port, and a
user mput device (such as a keyboard, a keypad, a mouse, and
the like)).

It should be noted that the present invention can be 1mple-
mented 1n software and/or 1n a combination of software and
hardware, e.g., using application specific integrated circuits
(ASIC), a general purpose computer or any other hardware
equivalents. In one embodiment, the present module or pro-
cess 405 for providing authentication can be loaded into
memory 404 and executed by processor 402 to implement the
functions as discussed above. As such, the present method
405 for providing authentication (including associated data
structures) of the present invention can be stored on a com-
puter readable medium or carrier, e.g., RAM memory, mag-
netic or optical drive or diskette and the like.

While various embodiments have been described above, 1t
should be understood that they have been presented by way of
example only, and not limitation. Thus, the breadth and scope

of a preferred embodiment should not be limited by any of the
above-described exemplary embodiments, but should be
defined only 1n accordance with the following claims and
their equivalents.
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What 1s claimed 1s:

1. A method for providing authentication, comprising:

receiving, by a server, an electronic request sent from a first
address associated with a first user endpoint device, the
clectronic request requesting access to a service;

querying, by the server, an electronic database for the first
address, the electronic database storing electronic asso-
ciations between different authentication procedures
and different addresses;

retrieving, by the server, two different authentication pro-
cedures having electronic database associations with the
first address, a first authentication procedure of the two
different authentication procedures specifying a first
access network, and a second authentication procedure
of the two different authentication procedures specily-
ing a second access network;

sending, from the server, a first authentication request via
the first access network requesting a first authentication

information;

sending, from the server, a second authentication request
via the second access network requesting a second
authentication information; and

enabling, by the server, access to the service 1n response to

a verification of the second authentication information.

2. The method of claim 1, further comprising receiving a
password 1n response to the first authentication request sent
via the first access network.

3. The method of claim 1, further comprising receiving a
password 1n response to the second authentication request
sent via the second access network.

4. The method of claim 1, further comprising sending the
second authentication request via the second access network
to a second network address.

5. The method of claim 1, further comprising sending the
second authentication request via the second access network
to a second network address associated with a second user
endpoint device different than the first user endpoint device.

6. The method of claim 1, further comprising receiving a
string of characters 1n response to the second authentication
request sent via the second access network.

7. The method of claim 1, wherein the sending the second
authentication request comprises sending the second authen-
tication request via a wireless access network.

8. The method of claim 1, further comprising sending the
second authentication request to a cellular number via a cel-
lular network as the second access network.

9. The method of claim 1, further comprising retrieving a
second network address to which the second authentication
request 1s sent via the second access network.

10. The method of claim 1, further comprising sending the
first authentication request via the first access network to the
first address.

11. The method of claim 1, further comprising notifying
the first address 11 the second authentication information 1s
not recerved.

12. A memory device storing a plurality of instructions
which, when executed by a processor, cause the processor to
perform operations for authentication, the operations com-
prising:

receiving an electronic request sent from a first address

associated with a first user endpoint device, the elec-
tronic request requesting access to a service;

querying an electronic database for the first address, the

clectronic database storing electronic associations
between different authentication procedures and differ-
ent addresses;
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retrieving two different authentication procedures having
electronic database associations with the first address, a
first authentication procedure of the two different
authentication procedures speciiying a first access net-
work, and a second authentication procedure of the two
different authentication procedures specifying a second
access network:

sending a {irst authentication request via the first access
network to the first address associated with the first user
endpoint device, the first authentication request request-
ing a first authentication information;

sending a second authentication request via the second
access network to a different address associated with a
different user endpoint device, the second authentication
request requesting a second authentication information;
and

enabling access to the service 1n response to a verification
of the second authentication information.

13. The memory device of claim 12, wherein the operations
turther comprise recerving a password 1n response to the first
authentication request.

14. The memory device of claim 12, wherein the operations
further comprise receiving a password in response to the
second authentication request.

15. The memory device of claim 12, wherein the operations
further comprise receiving a string of characters in response
to the second authentication request.

16. The memory device of claim 12, wherein the operations
turther comprise sending a text message via the second access
network.

17. The memory device of claim 12, wherein the operations
further comprise sending a text message via a wireless net-
work as the second access network.

18. A system for providing authentication, comprising:
a processor; and

a memory device storing a plurality of instructions which,
when executed by the processor, cause the processor to
perform operations, the operations comprising:

receving an electronic request sent from a first address
associated with a first user endpoint device, the elec-
tronic request requesting access to a service;

querying an electronic database for the first address, the
clectronic database storing electronic associations
between different authentication procedures and difier-
ent addresses;

retrieving two different authentication procedures having
electronic database associations with the first address, a
first authentication procedure of the two different
authentication procedures speciiying a first access net-
work, and a second authentication procedure of the two
different authentication procedures specilying a second
access network;

sending a first authentication request via the first access
network to the first address associated with the first user
endpoint device, the first authentication request request-
ing a first authentication information;

sending a second authentication request via the second
access network to a different address associated with a
different user endpoint device, the second authentication
request requesting a second authentication information;
and

enabling access to the service in response to a verification
of the second authentication information.
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19. The system of claim 18, wherein the operations further
comprise receiving a password in response to the first authen-
tication request.

20. The system of claim 18, wherein the operations further
comprise recerving a password in response to the second 5
authentication request.

G x e Gx o
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