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SYSTEM AND METHOD FOR SECURE
WIRELESS COMMUNICATIONS BETWEEN
A VEHICLE AND A SOURCE

FIELD OF THE DISCLOSUR.

(L]

This disclosure relates to systems and methods for ensur-
ing secure wireless communications between a vehicle and a
source.

BACKGROUND

Vehicles such as aircraft often wirelessly communicate
with other sources. During this wireless communication,
security-critical information regarding the vehicle or the
source may need to be communicated. It 1s 1important to
ensure that this data 1s only wirelessly communicated
between the intended vehicle and source to prevent unautho-
rized use of the data by hackers. In the past, hackers have
attempted to eavesdrop on wireless communications between
a vehicle and a source by forming an independent connection
between the vehicle and the source without being detected.

A system and method 1s needed to ensure secure wireless
communications between a vehicle and a source.

SUMMARY

In one embodiment of the disclosure, a system for secure
wireless communications 1s disclosed. The system includes a
first wireless communication device, a vehicle, a second wire-
less communication device, a source, at least one information
device, at least one processor, at least one memory, program-
ming code, and security parameters. The first wireless com-
munication device 1s configured to be disposed on the vehicle.
The second wireless communication device 1s configured to
be disposed on a source and to wirelessly communicate data
with the first wireless communication device. The at least one
information device 1s configured to provide information
regarding the vehicle or the source. The at least one processor
1s 1n electronic communication with the at least one informa-
tion device. The at least one memory 1s 1n electronic commu-
nication with the at least one processor. The at least one
memory mcludes the programming code for execution by the
at least one processor. The programming code 1s configured to
only allow wireless communications of the data between the
first wireless communication device and the second wireless
communication device when the security parameters, stored
in the at least one memory, regarding the vehicle or the source

are met based on the information provided by the at least one
information device.

In another embodiment, a non-transitory computer read-
able medium 1s disclosed. The non-transitory computer read-
able medium includes programming code to command a pro-
cessor to only allow wireless communications of data
between a first wireless communication device of a vehicle
and a second wireless communication device ol a source
when security parameters regarding the vehicle or the source
are met based on information provided by at least one 1nfor-
mation device.

In still another embodiment, a method for securely wire-
lessly communicating 1s disclosed. In one step, information
regarding a vehicle or a source 1s provided with at least one
information device. In another step, wireless communica-
tions of data between a first wireless communication device
of the vehicle and a second wireless communication device of
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2

the source are only allowed when security parameters are met
based on the information provided by the at least one 1nfor-
mation device.

The scope of the present disclosure 1s defined solely by the

appended claims and 1s not affected by the statements within
this summary.

BRIEF DESCRIPTION OF THE DRAWINGS

The disclosure can be better understood with reference to
the following drawings and description. The components in
the figures are not necessarily to scale, emphasis instead
being placed upon illustrating the principles of the disclosure.

FIG. 1 illustrates one embodiment of a box diagram of a
system for secure wireless communications between a
vehicle and a source;

FIG. 2 1llustrates one embodiment implementing a varia-
tion of the system of FIG. 1 1n which the vehicle 1s an aircraft
and the source 1s a portable maintenance device;

FIG. 3 1illustrates another embodiment implementing
another variation of the system of FIG. 1 in which the vehicle
1s an aircrait and the source 1s an aircraft terminal computer;
and

FIG. 4 1s a flowchart of one embodiment of a method for
securely wirelessly communicating between a vehicle and a
source.

DETAILED DESCRIPTION

FIG. 1 illustrates one embodiment of a box diagram of a
system 10 for secure wireless communications between a
vehicle 12 and a source 16. The system 10 includes the
vehicle 12, a first wireless communication device 14 which
includes an amplifier 15, the source 16, a second wireless
communication device 18 which includes an amplifier 15, at
least one information device 20, at least one processor 22, and
at least one memory 24 containing programming code 26 and
security parameters 28. In other embodiments, the system 10
may contain a varying number or type of the components in
differing configurations.

The vehicle 12 may comprise an aircraft. In other embodi-
ments, the vehicle 12 may vary. The first wireless communi-
cation device 14 may be disposed on the vehicle 12. The
second wireless communication device 18 may be disposed
on the source 16. The second wireless communication device
18 1s configured to wirelessly communicate data 30 with, to,
from, or between the first wireless communication device 14.
The amplifiers 15 of the first and second wireless communi-
cation devices 14 and 18 are configured to amplify the wire-
less signal transmitting the data 30. The source 16 may com-
prise an aircraft terminal, a land or sea based antenna, an
air-traffic control system, an aircraft, or a satellite. In other
embodiments, the source 16 may vary.

The at least one information device 20 1s configured to
provide information 32 regarding the vehicle 12 or the source
16 to the at least one processor 22. The at least one informa-
tion device 20 may comprise a radio-frequency 1dentification
device configured to provide information 32 comprising an
identification of the vehicle 12 or the source 16, a proximaity
sensor configured to provide mformation 32 comprising a
location and/or a distance of/between the vehicle 12 and the
source 16, a security-code providing device configured to
provide mformation 32 comprising a security-code, a sensor
configured to provide information regarding the vehicle 12
and/or source 16 (such as a sensor which determines dimen-
s1ons of the vehicle 12 to 1identify the vehicle 12 based on the
detected dimensions, or another type of sensor which pro-
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vides varying information regarding the vehicle 12 and/or the
source 16), or another type of information device 20 config-
ured to provide varying types of information 32. In the instant
embodiment, the at least one information device 20 com-
prises a plurality of information devices 20 with one of the
information devices 20 attached to the vehicle 12, one of the
information devices 20 attached to the source 16, and one of
the information devices 20 disposed apart from the vehicle 12
and the source 16. In other embodiments, any number, type,
configuration, or location of the at least one information
device 20 may be used to provide varying types of informa-
tion 32 to the at least one processor 22.

The at least one processor 22 is 1n electronic communica-
tion with the at least one information device 20, the first
wireless communication device 14, and with the second wire-
less communication device 18. In the instant embodiment, the
at least one processor 22 comprises a plurality of processors
22 with one of the processors 22 attached to the vehicle 12,
one of the processors 22 attached to the source 16, and one of
the processors 22 disposed apart from the vehicle 12 and the
source 16. In other embodiments, the at least one processor 22
may vary in number, location, or type.

The at least one memory 24 (also referred to herein as a
non-transitory computer readable medium) 1s 1n electronic
communication with the at least one processor 22. The at least
one memory 24 contains the programming code 26 for execu-
tion by the at least one processor 22. In the instant embodi-
ment, the at least one memory 24 comprises a plurality of
memories 24 with one of the memories 24 contained in the
vehicle 12, one of the memories 24 contained 1n the source 16,
and other of the memories contained apart from the vehicle 12
and the source 16. In other embodiments, the at least one
memory 24 may vary in number, location, or type. The pro-

gramming code 26 1s configured to only allow wireless com-
munications of the data 30 between the first wireless commu-
nication device 14 and the second wireless communication
device 18 when the security parameters 28, stored 1n the at
least one memory 24, regarding the vehicle 12 or the source
16 are met based on the mformation 32 provided by the at
least one information device 20. The programming code 26 1s
configured to allow the amplifiers 15 of the first and second
wireless communication devices 14 and 18 to amplify the
wireless signal transmitting the data 30 if the security param-
cters 28 are met by all vehicles and/or by all sources (1includ-
ing vehicle 12 and any other vehicles and/or including source
16 and any other sources) within the amplified wireless trans-
mission zone.

In one embodiment, the security parameters 28 may com-
prise a location or a distance requirement of/between the
vehicle 12 and the source 16. In another embodiment, the
security parameters 28 may comprise an identification of the
vehicle 12 or the source 16. In an additional embodiment, the
security parameters 28 may comprise a time when the vehicle
12 or the source 16 should be at a certain location. In still
another embodiment, the security parameters 28 may com-
prise a security code. In yet another embodiment, the security
parameters 28 may vary in number or type. In one embodi-
ment, the security parameters 28 which must be met 1n order
for wireless communications to take place between the
vehicle 12 and the source 16 may vary in a number of condi-
tions which must be met for different types of the data 30.

In one embodiment, the data 30 may comprise passenger
inflight entertainment data, aircrait information system data,
and/or aircraft control data. When the data 30 comprises the
aircraft control data, the security parameters 28 may have the
most conditions which must be met before wireless commu-
nications take place. When the data 30 comprises the intlight
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entertainment data, the security parameters 28 may have the
least conditions which must be met before wireless commu-
nications take place. When the data 30 comprises the aircraft
information, the security parameters 28 may have an inter-
mediate level of the conditions which must be met betfore the
wireless communications take place.

FIG. 2 1llustrates one embodiment implementing a varia-
tion of the system of FIG. 1 in which the vehicle 12 1s an
aircraft and the source 16 1s a portable maintenance device.

In one embodiment, the one information device 1s a new
discrete (e.g., a security discrete), that 1s used for security
verifications prior to establishing a wireless connection, and
the wireless connection 1s external to the physical structure of
the airplane, as conventional airplane discretes can only
account for information that 1s physically related to each
airplane. This new security discrete limits exposure to cyber
attacks outside of the airplane.

Advantageously, the security that can be leveraged from
embodiments described herein (e.g., the system 10 shown 1n
FIG. 1) has tremendous value. In some embodiments, cyber
attacks from outside the vehicle 12 (e.g., an airplane) are
reduced by requiring the source of the attacks to be within a
certain distance, which decreases the exposures to a few
seconds. As an example, currently a wireless connection
between an aircrait and the backotlice/gatelink has the poten-
tial to be exposed to a man-in-the middle attack due to its
massive attack surface, where a man 1n the middle attack 1s a
cyber attack where the attacker eavesdrops on wireless com-
munication by forming an independent connection between
the victims and relays messages between them. Embodiments
described herein allow the aircraft to initiate the wireless
connections when the plane 1s only within a predetermined
value for proximity; thus decreasing the exposure to be cyber
attacked to a few seconds.

As shown 1n FIG. 2, the at least one information device 20
comprises a proximity sensor 20a which senses the distance
between the vehicle 12 and the source 16, a radio-frequency
identification device 205 which provides an 1dentification of
the vehicle 12, and a security-code providing device 20c
which provides a security code linked to the vehicle 12 and/or
the source 16. The at least one processor 22 will allow the first
wireless communication device 14 of the vehicle 12 and the
second wireless communication device 18 of the source 16 to
begin wirelessly communicating, to make contact with one
another but not transfer aircraft control data, when the dis-
tance between the vehicle 12 and the source 16 1s less than or
equal to a required distance threshold. The at least one pro-
cessor 22 will not allow wireless communications of aircraft
control data between the first wireless communication device
14 of the vehicle 12 and the second wireless communication
device 18 of the source 16 until the distance between the
vehicle 12 and the source 16 1s less than or equal to a required
distance threshold, until the vehicle 12 1s 1dentified as being
the particular aircrait which needs to be maintained, and until
the security code associated with that vehicle 12 and/or
source 16 has been confirmed. The at least one processor 22
will only allow the amplifiers 15 of the first and second
wireless communication devices 14 and 18 to amplify the
wireless signal transmitting the aircraft control data if the
security parameters are met by all vehicles and/or by all
sources (1including vehicle 12 and any other vehicles and/or
including source 16 and any other sources) within the ampli-
fied wireless transmission zone. In other embodiments, a
varying number and type of the at least one information
device 20 providing varying types ol information may be used
in conjunction with the at least one processor 22 requiring
varying security parameters to be met based on the type of
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data to be wirelessly communicated between the first wireless
communication device 14 of the vehicle 12 and the second
wireless communication device 18 of the source 16 before
allowing the wireless communications of the data.

For instance, 1n one embodiment the at least one informa-
tion device 20 may comprise a sensor which detects dimen-
s1ons of the vehicle 12 to 1dentify the vehicle 12 based on the
detected dimensions. For instance, ditlerent types of aircraftt
have different known dimensions for landing gear, wingtip
distance, tail height distance, etc. Based on the dimensions of
the aircrait which are detected by the sensor, the particular
type of aircrait can be identified and that identification can be
used to fulfill an 1dentification security parameter required for
wireless communication for a particular type of data. In still
other embodiments, the at least one information device 20
may further vary.

FIG. 3 illustrates another embodiment implementing
another variation of the system of FIG. 1 in which the vehicle
12 1s an aircrait and the source 16 1s an aircrait terminal
computer. In one embodiment, a proximity sensor 1s provided
which senses the distance between the vehicle 12 and the
source 16, a radio-frequency 1dentification device 205 which
provides an 1dentification of the vehicle 12, and a security-
code providing device 20¢ which provides a security code
linked to the vehicle 12 and/or the source 16. The at least one
processor 22 will not allow wireless communications of air-
craft control data between the first wireless communication
device 14 of the vehicle 12 and the second wireless commu-
nication device 18 of the source 16 until the distance between
the vehicle 12 and the source 16 1s less than or equal to a
required distance threshold, until the vehicle 12 1s identified
as being the particular aircraft which 1s supposed to be located
at that position at the aircraft terminal, and until the security
code associated with that vehicle 12 and/or source 16 has
been confirmed. The at least one processor 22 will only allow
the amplifiers 15 of the first and second wireless communi-
cation devices 14 and 18 to amplify the wireless signal trans-
mitting the aircrait control data if the security parameters are
met by all vehicles and/or by all sources (including vehicle 12
and any other vehicles and/or including source 16 and any
other sources) within the amplified wireless transmission
zone. In other embodiments, a varying number and type of the
at least one mformation device providing varying types of
information may be used 1n conjunction with the at least one
processor 22 requiring varying security parameters to be met
based on the type of data to be wirelessly communicated
between the first wireless communication device 14 of the

vehicle 12 and the second wireless communication device 18
of the source 16 betore allowing the wireless communications
of the data.

For 1nstance, 1n one embodiment the security parameters
for allowing wireless communication of aircraft information
system data between the vehicle 12 and the source 16 may
only require that the distance between the vehicle 12 and the
source 16 1s less than or equal to a required distance threshold,
and that the vehicle 12 1s identified as being the particular
aircraft which 1s supposed to be located at that position at the
aircraft terminal without requiring the security code. In yet
another embodiment, the security parameters for allowing
wireless communication of inflight entertamnment data
between the first communication device 14 of the vehicle 12
and the second communication device 18 of the source 16
may only require that the distance between the vehicle 12 and
the source 16 1s less than or equal to a required distance
threshold without requiring that the vehicle 12 be identified as
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being the particular aircraft which i1s supposed to be located at
that position at the aircraft terminal and without requiring the
security code.

FI1G. 4 1s a flowchart of one embodiment of a method 40 for
securely wirelessly communicating between a vehicle and a
source. The method 40 may utilize the system 10 disclosed
herein. In other embodiments, the method may utilize varying
systems having varying components. In step 42, information
1s provided regarding a vehicle or a source with at least one
information device. The vehicle may comprise an aircraft or
another type of vehicle. The source may comprise an aircrait
terminal, a land or sea based antenna, an air-tratfic control
system, an aircrait, a satellite, or another type of source. The
at least one information device may comprise a radio-ire-
quency 1dentification device, a proximity sensor, a sensor, a
security-code providing device, or another type of informa-
tion device. In step 44, wireless communication of data
between a first wireless communication device of the vehicle
and a second communication device of the source 1s only
allowed when security parameters are met based on the infor-
mation provided by the at least one information device.
Amplifiers of the first and second wireless communication
devices may amplity the wireless signal transmitting the data
if the security parameters are met by all vehicles and/or by all
sources within the amplified wireless transmission zone. The
security parameters may comprise a distance or location
requirement olf/between the vehicle and/or the source, an
identification of the vehicle and/or the source, a time when the
vehicle and/or the source should be at a certain location, a
security code, or other types of security parameters. The
security parameters which must be met for wireless commu-
nication between the vehicle and the source may vary 1n a
number of conditions which must be met for different types of
data.

For instance, the conditions which must be satisfied for
wireless communication of passenger intlight entertainment
data may be less than the conditions which must be satisfied
for wireless communication of aircraft information system
data. Similarly, the conditions which must be satisfied for
wireless communication of aircraft control data may be
greater than the conditions which must be satisfied for wire-
less communication of aircraft information system data. In
other embodiments, one or more of the steps of the method 40
may be varied 1in substance or order, one or more steps of the
method 40 may not be followed, or one or more additional
steps may be added to the method 40.

One or more embodiments of the disclosure may improve
the security of wireless communications between a vehicle
and a source using varying levels of security parameters for
data having varying levels of sensitivity. This will reduce the
likelihood of a hacker obtaining unauthorized data through a
cyber-attack.

The Abstract 1s provided to allow the reader to quickly
ascertain the nature of the technical disclosure. It 1s submitted
with the understanding that 1t will not be used to 1nterpret or
limit the scope or meaning of the claims. In addition, 1n the
foregoing Detailed Description, 1t can be seen that various
features are grouped together 1n various embodiments for the
purpose of streamlining the disclosure. This method of dis-
closure 1s not to be interpreted as reflecting an intention that
the claimed embodiments require more features than are
expressly recited i each claim. Rather, as the following
claims reflect, inventive subject matter lies 1n less than all
teatures of a single disclosed embodiment. Thus the follow-
ing claims are hereby incorporated into the Detailed Descrip-
tion, with each claim standing on 1ts own as a separately
claimed subject matter.
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While particular aspects of the present subject matter
described herein have been shown and described, i1t will be
apparent to those skilled 1n the art that, based upon the teach-
ings herein, changes and modifications may be made without
departing from the subject matter described herein and 1ts
broader aspects and, therefore, the appended claims are to
encompass within their scope all such changes and modifica-
tions as are within the true scope of the subject matter
described herein. Furthermore, 1t 1s to be understood that the
disclosure 1s defined by the appended claims. Accordingly,
the disclosure 1s not to be restricted except 1n light of the
appended claims and their equivalents.

The mvention claimed 1s:

1. A system for secure wireless communications compris-
ng:

a first wireless communication device configured to be
disposed on a vehicle and comprising a first signal
amplifier configured to amplify a data signal transmaitted
by the first wireless communication device;

a second wireless communication device configured to be
disposed on a source and to wirelessly communicate
data with the first wireless communication device, the
second wireless communication device comprising a
second signal amplifier configured to amplity a second
data signal transmitted by the second wireless commu-
nication device:

at least one information device configured to provide infor-
mation regarding the vehicle or the source;

at least one processor in electronic communication with the
at least one information device; and

at least one memory in electronic communication with the
at least one processor, wherein the at least one memory
comprises programming code for execution by the at
least one processor, and the programming code 1s con-
figured to only activate the first signal amplifier and the
second signal amplifier when security parameters,
stored 1n the at least one memory, are satisfied by both
the vehicle and the source, based on the information
provided by the at least one information device, 1n order
to facilitate wireless commumnications of the data
between the first wireless communication device and the
second wireless communication device.

2. The system of claim 1 wherein the vehicle comprises an

aircraft.

3. The system of claim 1 wherein the source comprises an
aircraft terminal, a land or sea based antenna, an air-traffic
control system, an aircrait, or a satellite.

4. The system of claim 1 wherein the at least one informa-
tion device comprises a radio-frequency identification
device, a proximity sensor, a sensor, or a security-code pro-
viding device.

5. The system of claim 1 wherein the security parameters
comprise a distance requirement between the vehicle and the
source.

6. The system of claim 1 wherein the security parameters
comprise an identification of the vehicle or the source.

7. The system of claim 1 wherein the security parameters
comprise a time when the vehicle or the source should be at a
certain location.

8. The system of claim 1 wherein the security parameters
comprise a security code.

9. The system of claim 1 wherein the security parameters
which must be met vary 1n a number of conditions which must
be met for different types of the data.

10. The system of claim 1 wherein the data comprises
passenger inflight entertainment data, aircraft information
system data, or aircraft control data.
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11. The system of claim 10 wherein the data comprises
passenger inthight entertainment data, aircraft information
system data, and aircraft control data, the security parameters
have the most conditions which must be met when the data
comprises the aircraft control data, the security parameters
have the least conditions which must be met when the data
comprises the intlight entertainment data, and the conditions
of the security parameters which must be met for the aircrait
information system data are in-between the conditions which
must be met for the aircrait control data and the conditions
which must be met for the inflight entertainment data.

12. A non-transitory computer readable medium including
programming code to command a processor to:

only activate a first signal amplifier for a first wireless

communication device of a vehicle and a second signal
amplifier for a second wireless communication device of
a source, upon determining that security parameters are
satisfied by both the vehicle and the source, based on
information provided by at least one information device,
in order to facilitate wireless communications of the data
between the first wireless communication device and the
second wireless communication device.

13. The non-transitory computer readable medium of claim
12 wherein the security parameters comprise a distance
requirement between the vehicle and the source, an 1dentifi-
cation of the vehicle or the source, a time when the vehicle or
the source should be at a certain location, or a security code.

14. The non-transitory computer readable medium of claim
12 wherein the security parameters which must be met vary 1n
a number of conditions which must be met for different types
of the data.

15. The non-transitory computer readable medium of claim
12 wherein the at least one information device comprises a
radio-frequency device, a proximity sensor, a sensor, or a
security-code providing device.

16. The non-transitory computer readable medium of claim
12 wherein the vehicle comprises an aircrait, the source com-
prises an aircrait terminal, a land or sea based antenna, an
air-traflic control system, a second aircraft, or a satellite, the
data comprises passenger intlight entertainment data, aircrait
information system data, and aircrait control data, the secu-
rity parameters have the most conditions which must be met
when the data comprises the aircrait control data, the security
parameters have the least conditions which must be met when
the data comprises the inflight entertainment data, and the
conditions of the security parameters which must be met for
the atrcraft information system data are in-between the con-
ditions which must be met for the aircraft control data and the
conditions which must be for the inflight entertainment data.

17. A method for securely wirelessly communicating com-
prising:

providing information regarding a vehicle and a source

with at least one information device; and

only activate a first signal amplifier for a first wireless

communication device of the vehicle and a second signal
amplifier for a second wireless communication device of
the source, upon determining that security parameters
are satisfied by both the vehicle and the source, based on
the information provided by the at least one information
device, 1n order to facilitate wireless communications of
the data between the first wireless communication
device and the second wireless communication device.

18. The method of claim 17 wherein the vehicle comprises
an aircrait.

19. The method of claim 17 wherein the source comprises
an aircraft terminal, a land or sea based antenna, an air-traffic
control system, an aircrait, or a satellite.
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20. The method of claim 17 wherein the at least one 1nfor-
mation device comprises a radio-frequency identification
device, a proximity sensor, a sensor, or a security-code pro-
viding device.

21. The method of claim 17 wherein the security param-
cters comprise a distance requirement between the vehicle
and the source.

22. The method of claim 17 wherein the security param-
eters comprise an 1dentification of the vehicle or the source.

23. The method of claim 17 wherein the security param-
eters comprise a time when the vehicle or the source should be
at a certain location.

24. The method of claim 17 wherein the security param-
eters comprise a security code.

25. The method of claim 17 wherein the security param-
cters which must be met vary in a number of conditions which
must be met for different types of the data.

26. The method of claim 17 wherein the data comprises
passenger inflight entertainment data, aircraft information
system data, or aircraft control data.

27. The method of claim 26 wherein the security param-
eters have the most conditions which must be met when the
data comprises the aircraft control data, the security param-
cters have the least conditions which must be met when the
data comprises the inflight entertainment data, and the con-
ditions of the security parameters which must be met for the
aircrait information system data are m-between the condi-
tions which must be met for the aircraft control data and the
conditions which must be for the intlight entertainment data.
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UNITED STATES PATENT AND TRADEMARK OFFICE
CERTIFICATE OF CORRECTION

PATENT NO. 9,369,868 B2 Page 1 of 1
APPLICATION NO. . 14/519269

DATED - June 14, 2016

INVENTORC(S) . Daniel Nguyen et al.

It is certified that error appears in the above-identified patent and that said Letters Patent is hereby corrected as shown below:

In the Claims

In Column 8, Line 49, in Claim 16, after “be” insert -- met --.

In Column 9, Line 29, in Claim 27, after “be” insert -- met --.

Signed and Sealed this
Thirty-first Day of January, 2017

Michelle K. Lee
Director of the United States Patent and Trademark Office
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