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WIRELESS COMMUNICATION APPARATUS,
INFORMATION PROCESSING APPARATUS,
COMMUNICATION SYSTEM, AND METHOD
OF CONTROLLING WIRELESS
COMMUNICATION APPARATUS

TECHNICAL FIELD

The present technology relates to a wireless communica-
tion apparatus. In particular, the present technology relates to
a wireless communication apparatus connected to a network,
an information processing apparatus, a communication sys-
tem 1ncluding the wireless communication apparatus and the
information processing apparatus, and a method of control-
ling the wireless communication apparatus.

BACKGROUND ART

An expanded functionality 1s being considered for the 3rd
Generation Partnership Project (1.e., 3GPP) that decides the
technical specification of public wireless communication net-
works (see, for example, Non-Patent Literature 1).

Using such an expanded functionality, known as “Machine
to Machine Equipment,” 1t will become possible to flexibly
use mformation showing what services can be utilized. Such
information may be referred to as a Machine Communication
Identity Module (MCIM), which 1s one example of contact
authentication information. As an example, 1t may possible to
download an MCIM {from a network, and additionally or
alternatively, to temporarily invalidate and then revalidate an
MCIM within a network.

At present, information corresponding to an MCIM needs
to be stored 1n a physical device called a SIM (Subscriber
Identity Module) card. However, if an MCIM could be
handled as software, the method of storage could be made
more flexible.

CITATION LIST
Non-Patent Literature

Non-Patent Literature 1: 3GPP TR 33.812 V9.2.0(2010-
06)

SUMMARY OF INVENTION

Technical Problem

By using the expanded functionality described above, 1t 1s
possible to concerve new methods of using an MCIM that
differ to the past.

For example, sharing an MCIM among a plurality of wire-
less communication apparatuses can be supposed. Thus, it 1s
convenient 1f relevant data (for example, an address book or a
schedule book) used among a plurality of wireless commu-
nication apparatuses can easily be shared.

The present technology 1s produced 1n view of such cir-
cumstances and an object thereot 1s to share data used among
a plurality of wireless communication apparatuses easily.

Solution to Problem

The present technology 1s produced 1n order to solve the
above-mentioned problem, and according to a first embodi-
ment the present technology, there are provided a wireless
communication apparatus, a method of controlling the wire-
less communication apparatus, and a program causing a com-
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puter to execute the method, the wireless communication
apparatus including an accepting unit that accepts a transier
operation to transier a connection right from a first wireless
communication apparatus to which the connection right to
connect to a predetermined network using wireless commu-
nication 1s set to a second wireless communication apparatus
to which the connection right 1s not set, and a control unit that,
when the transier operation 1s accepted, transmits a transier
request that requests the connection right to be transferred
from the first wireless communication apparatus to the sec-
ond wireless communication apparatus with nformation
included 1n the transfer request, the information being used
for synchromizing data in the second wireless communication
apparatus with predetermined data 1n the first wireless com-
munication apparatus. Accordingly, 1f the transier operation
1s accepted, an operation of transmitting the transfer request
that requests a transier of the connection rights from the first
wireless communication apparatus to the second wireless
communication apparatus with information included 1n the
transier request, the information being used for synchroniz-
ing data in the second wireless communication apparatus
with predetermined data 1n the first wireless communication
apparatus 1s caused.

According to the first embodiment, the wireless commu-
nication apparatus may be the first wireless communication
apparatus. A group sharing the connection right may be con-
stituted of a plurality of wireless communication apparatuses
including the first wireless communication apparatus and the
second wireless communication apparatus. When the transfer
operation 1s accepted, the control unit may transmit the trans-
fer request and the predetermined data to a management
system that manages the group. When the transter request and
the predetermined data are recerved, the management system
may transmit setting information to set the connectionright to
the second wireless communication apparatus to cause the
second wireless communication apparatus to set the connec-
tion right and transmits the predetermined data to the second
wireless communication apparatus to exercise control to syn-
chronize the data in the second wireless communication
apparatus with the predetermined data. Accordingly, an
operation of transmitting the transier request and the prede-
termined data to a management system if the transier opera-
tion 1s accepted and the management system causes an opera-
tion of setting the connection rights to the second wireless
communication apparatus and synchronizing the data in the
second wireless communication apparatus with the predeter-
mined data when the transfer request and the predetermined
data are recetved.

According to the first embodiment, the control unit may
transmit the transier request including the predetermined data
to the management system as the information for synchroni-
zation. The management system may transmit the setting
information to the second wireless communication apparatus
with the predetermined data included in the setting informa-
tion. Accordingly, an operation of transmitting the transier
request including the predetermined data to the management
system as the information for synchronization is caused and
the management system causes an operation of transmitting
the setting information to the second wireless communication
apparatus with the predetermined data included in the setting
information.

According to the first embodiment, the management sys-
tem may be an RO (Registration Operator). When the prede-
termined data 1s received from the first wireless communica-
tion apparatus, the RO may hold the predetermined data and
transmits the held predetermined data to the second wireless
communication apparatus. Accordingly, the RO causes an
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operation of holding the predetermined data when the prede-
termined data 1s received from the first wireless communica-
tion apparatus and transmitting the held predetermined data
to the second wireless communication apparatus.

According to the first embodiment, when the predeter-
mined data 1s held, the RO may notily the second wireless
communication apparatus that the predetermined data 1s held.
Accordingly, the RO causes an operation of notifying the
second wireless communication apparatus that the predeter-
mined data 1s held when the predetermined data 1s held.

According to the first embodiment, the RO may delete the
held predetermined data after the held predetermined data 1s
transmitted to the second wireless communication apparatus.
Accordingly, the RO causes an operation of deleting the held
predetermined data after transmission thereof to the second
wireless communication apparatus.

According to the first embodiment, when the predeter-
mined data 1s not transmitted to the second wireless commu-
nication apparatus for a predetermined time or longer after
the predetermined data 1s held, the RO may delete the prede-
termined data and does not transmit the predetermined data to
the second wireless communication apparatus. Accordingly,
the RO causes an operation of deleting the predetermined data
and not transmitting the predetermined data to the second
wireless communication apparatus 1f the predetermined data
1s not transmitted to the second wireless communication
apparatus for a predetermined time or longer after the prede-
termined data 1s held.

According to the first embodiment, the accepting unit may
accept a specilying operation to specily the predetermined
time. When the specifying operation 1s accepted, the control
unit may transmit, to the RO, time information about the
specified predetermined time 1n association with the prede-
termined data. The RO may delete the predetermined data
using the predetermined time related to the time information
transmitted in association with the predetermined data.
Accordingly, an operation of transmitting time information
about the specified predetermined time 1n association with the
predetermined data 1s caused 1f the specifying operation to
specily the predetermined time 1s accepted and the RO causes
an operation of deleting the predetermined data using the
predetermined time related to the time information transmit-
ted by being associated with the predetermined data.

According to the first embodiment, the wireless commu-
nication apparatus to which the connection right is set among,
the plurality of wireless communication apparatuses consti-
tuting the group may be connectable to an SHO (Selected
Home Operator) based on the connection right. The wireless
communication apparatus to which the connection right 1s not
set among the plurality of wireless communication appara-
tuses constituting the group may be connectable only to the
RO. Accordingly, an operation of connecting the wireless
communication apparatus to which the connection rights are
set to the SHO and the wireless communication apparatus to
which the connection rights are not set to the RO.

According to the first embodiment, the wireless commu-
nication apparatus may be the second wireless communica-
tion apparatus. A group sharing the connection right may be
constituted of a plurality of wireless communication appara-
tuses 1ncluding the first wireless communication apparatus
and the second wireless communication apparatus. When the
transier operation 1s accepted, the control umit may transmit
the transier request to a management system that manages the
group. When the transfer request 1s recerved, the management
system may transmit a transier confirmation request to
request permission of transfer concerning the transier request
to the first wireless communication apparatus, and when
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transier confirmation information permitting the transfer con-
cerning the transfer confirmation request and the predeter-
mined data are transmitted from the first wireless communi-
cation apparatus, the management system may transmit
setting information to set the connection right to the second
wireless communication apparatus to cause the second wire-
less communication apparatus to set the connection right and
transmits the predetermined data to the second wireless com-
munication apparatus to exercise control to synchronize the
data 1n the second wireless communication apparatus with the
predetermined data. Accordingly, an operation of transmit-
ting the transier request to the management system 1s caused
if the transfer operation 1s accepted and the management
system causes an operation of transmitting a transier confir-
mation request to request permission of the transfer concern-
ing the transfer request to the first wireless communication
apparatus when the transfer request 1s received and setting the
connection rights to the second wireless communication
apparatus and synchronizing the data in the second wireless
communication apparatus with the predetermined data when
transier confirmation information permitting the transier con-
cerning the transier confirmation request and the predeter-
mined data are transmitted and received from the first wire-
less communication apparatus.

According to the first embodiment, the first wireless com-
munication apparatus may transmit the transfer confirmation
information to the management system with the predeter-
mined data included 1n the transfer confirmation information.
The management system may transmit the setting informa-
tion to the second wireless communication apparatus with the
predetermined data included in the setting information.
Accordingly, the first wireless communication apparatus
causes an operation of transmitting the transier confirmation
information to the management system with the predeter-
mined data included 1n the transier confirmation information
and the management system causes an operation of transmit-
ting the setting information to the second wireless communi-
cation apparatus with the predetermined data included 1n the
setting information.

According to the first embodiment, the predetermined data
may be content intended for a data synchronization process
between the first wireless communication apparatus and the
second wireless communication apparatus. Accordingly, an
operation of setting content intended for a data synchroniza-
tion process between the first wireless communication appa-
ratus and the second wireless communication apparatus as the
predetermined data 1s caused.

According to the first embodiment, the control unit may
transmit the transier request including the information to
synchronize the content 1n the second wireless communica-
tion apparatus with newly updated content 1in the first wireless
communication apparatus. Accordingly, an operation of
transmitting the transfer request including the information to
synchronize the content i the second wireless communica-
tion apparatus with newly updated content 1n the first wireless
communication apparatus 1s caused.

According to the first embodiment, the accepting unit may
accept the transfer operation and a synchronization instruc-
tion operation to synchronize the data 1n the second wireless
communication apparatus with the predetermined data. The
control unit may transmit the transier request when the trans-
fer operation and the synchronization instruction operation
are accepted, and the control umit may transmit the transfer
request without 1including the information for synchroniza-
tion 1n the transier request when only the transier operation 1s
accepted. Accordingly, an operation of transmitting the trans-
ter request if the transfer operation and the synchronization
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instruction operation are accepted and transmitting the trans-
ter request without including the information for synchroni-
zation 1n the transier request 11 only the transier operation 1s
accepted 1s caused.

According to the first embodiment, the connection right
may be a right to connect to a base station based on contract
authentication information to connect to the base station
operated by a communication operator. Accordingly, an
operation of setting rights to connect to a base station based
on contract authentication information to connect to the base
station operated by a communication operator as the connec-
tion rights 1s caused.

According to a second embodiment of the present technol-
ogy, there are provided an information processing apparatus,
a method of controlling the mformation processing appara-
tus, and a program causing a computer to execute the method,
the mformation processing apparatus including a recerving
unit that receives a transier request that requests a connection
right to be transierred from a first wireless communication
apparatus to which the connection right to connect to a pre-
determined network using wireless communication 1s set to a
second wireless communication apparatus to which the con-
nection right 1s not set, the transfer request including nfor-
mation used for synchronizing data in the second wireless
communication apparatus with predetermined data in the first
wireless communication apparatus, and a control unit that,
when the transier request 1s received, transmits setting infor-
mation to set the connection right to the second wireless
communication apparatus to cause the second wireless com-
munication apparatus to set the connection right and trans-
mits the predetermined data to the second wireless commu-
nication apparatus to exercise control to synchronize the data
in the second wireless communication apparatus with the
predetermined data. Accordingly, an operation of setting the
connection rights to the second wireless communication
apparatus and synchronizing the data in the second wireless
communication apparatus with the predetermined data when
the transier request 1s recerved 1s caused.

According to a third embodiment of the present technol-
ogy, there are provided a communication system, a method of
controlling the communication system, and a program caus-
ing a computer to execute the method, the communication
system 1ncluding a wireless communication apparatus
including an accepting unit that accepts a transfer operation to
transier a connection right from a first wireless communica-
tion apparatus to which the connection right to connect to a
predetermined network using wireless communication 1s set
to a second wireless communication apparatus to which the
connection right 1s not set and a control unit that, when the
transier operationis accepted, transmits a transfer request that
requests the connection right to be transierred from the first
wireless communication apparatus to the second wireless
communication apparatus with information included 1n the
transier request, the information being used for synchroniz-
ing data in the second wireless communication apparatus
with predetermined data 1n the first wireless communication
apparatus, and an nformation processing apparatus that,
when the transier request 1s received, transmits setting infor-
mation to set the connection right to the second wireless
communication apparatus to cause the second wireless com-
munication apparatus to set the connection right and trans-
mits the predetermined data to the second wireless commu-
nication apparatus to exercise control to synchronize the data
in the second wireless communication apparatus with the
predetermined data. Accordingly, the wireless communica-
tion apparatus causes an operation of transmitting the transter
request 11 the transfer operation 1s accepted and the informa-
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tion processing apparatus causes an operation of setting the
connection rights to the second wireless communication
apparatus and synchronizing the data in the second wireless
communication apparatus with the predetermined data when
the transier request 1s recerved.

Advantageous Effects of Invention

According to the present technology, an excellent effect of
being able to easily share data used among a plurality of
wireless communication apparatuses can be achieved.

BRIEF DESCRIPTION OF DRAWINGS

FIG. 1 1s a simplified diagram showing one example usage
of a plurality of wireless communication apparatus (devices)

according to a first exemplary embodiment.
FIG. 2 1s a simplified diagram showing transition examples

ol address books entered 1n each wireless communication
apparatus, according to the first exemplary embodiment.

FIG. 3 15 a block diagram showing an exemplary system
configuration of a communication system 100, according to
the first exemplary embodiment.

FIG. 4 15 a schematically diagram of a group management
database 220, according to the first exemplary embodiment.

FIG. 5 1s a block diagram showing an example of an inter-
nal configuration of a first wireless communication appara-
tus, according to the first exemplary embodiment;

FIG. 6 1s a simplified diagram showing transier examples
of use rights over MCIM among a plurality of wireless com-
munication apparatuses, according to the first exemplary
embodiment.

FIG. 7 1s a diagram showing an exemplary display screen
(group list display screen 500) displayed 1n a display unit 370
of the first wireless communication apparatus 300, according
to the first exemplary embodiment.

FIG. 8 1s a diagram showing an exemplary display screen
(transfer confirmation screen 310) displayed 1n the display
unit 370 of a second wireless communication apparatus 130,
according to the first exemplary embodiment.

FIG. 9 1s a diagram showing exemplary display screens
(transter result notification screens 520, 530) displayed in the
display unit 370 of the wireless communication apparatus,
according to the first exemplary embodiment.

FIG. 10 1s a sequence chart of an exemplary communica-
tion process performed by various apparatuses ol the com-
munication system 100, according to the first exemplary
embodiment.

FIG. 11 1s a sequence chart of an exemplary communica-
tion process performed by various apparatuses ol the com-
munication system 100, according to the first exemplary
embodiment.

FIG. 12 1s a sequence chart of an exemplary communica-
tion process performed by various apparatuses of the com-
munication system 100, according to the first exemplary
embodiment.

FIG. 13 1s a sequence chart of an exemplary communica-
tion process performed by various apparatuses of the com-
munication system 100, according to the first exemplary
embodiment.

FIG. 14 1s a sequence chart of an exemplary communica-
tion process performed by various apparatuses ol the com-
munication system 100, according to the first exemplary
embodiment.

FIG. 15 1s a sequence chart of an exemplary communica-
tion process performed by various apparatuses ol the com-
munication system 100, according to the first exemplary
embodiment.
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FIG. 16 1s a sequence chart of an exemplary communica-
tion process performed by various apparatuses of the com-
munication system 100, according to the first exemplary
embodiment.

FIG. 17 1s a flowchart of an exemplary communication
process performed by a first wireless communication appa-
ratus 300, according to the first exemplary embodiment.

FIG. 18 1s a flowchart of an exemplary communication
process performed by a second wireless communication
apparatus 130, according to the first exemplary embodiment.

FIG. 19 1s a flowchart of an exemplary communication
process performed by the first wireless communication appa-
ratus 300, according to the first exemplary embodiment.

FIG. 20 1s a flowchart of an exemplary communication
process performed by the second wireless communication
apparatus 130, according to the first exemplary embodiment.

FIG. 21 1s a flowchart of an exemplary communication
process performed by a RO 200, according to the first exem-
plary embodiment.

FIG. 22 1s a flowchart of an exemplary communication
process performed by a wireless communication apparatus,
according to the first exemplary embodiment.

FIG. 23 1s a flowchart of an exemplary communication
process performed by the RO 200, according to the first
exemplary embodiment.

FIG. 24 1s a sequence chart of an exemplary communica-
tion process performed by various apparatuses of the com-
munication system 100, according to the second exemplary
embodiment.

FIG. 25 15 a sequence chart of an exemplary communica-
tion process performed by various apparatuses of the com-
munication system 100, according to the second exemplary
embodiment.

FIG. 26 15 a sequence chart of an exemplary communica-
tion process performed by various apparatuses of the com-
munication system 100, according to the second exemplary
embodiment.

FI1G. 27 1s a sequence chart of an exemplary communica-
tion process performed by various apparatuses of the com-
munication system 100, according to the second exemplary
embodiment.

FIG. 28 15 a sequence chart of an exemplary communica-
tion process performed by various apparatuses of the com-
munication system 100, according to the second exemplary
embodiment.

FIG. 29 15 a sequence chart of an exemplary communica-
tion process performed by various apparatuses of the com-
munication system 100, according to the second exemplary
embodiment.

FI1G. 30 15 a sequence chart of an exemplary communica-
tion process performed by various apparatuses of the com-
munication system 100, according to the second exemplary
embodiment.

FIG. 31 1s a flowchart of an exemplary communication
process performed by the first wireless communication appa-
ratus 300, according to the second exemplary embodiment.

FIG. 32 1s a flowchart of an exemplary communication
process performed by the second wireless communication
apparatus 130, according to the second exemplary embodi-
ment.

FIG. 33 1s a flowchart of an exemplary communication
process performed by the first wireless communication appa-
ratus 300, according to the second exemplary embodiment.

FIG. 34 1s a flowchart of an exemplary communication
process performed by the second wireless communication
apparatus 130, according to the second exemplary embodi-
ment.
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FIG. 35 1s a flowchart of an exemplary communication
process performed by a RO 200, according to the second

exemplary embodiment.

FIG. 36 1s a flowchart of an exemplary communication
process performed by a wireless communication apparatus,
according to the second exemplary embodiment.

FIG. 37 1s a flowchart of an exemplary communication
process performed by the RO 200, according to the second
exemplary embodiment.

FIG. 38 1s a sequence chart showing an exemplary com-
munication process between each apparatus constituting the
communication system 100, according to a modification of an
exemplary embodiment.

FIG. 39 1s a sequence chart showing an exemplary com-
munication process between each apparatus constituting the
communication system 100, according to a modification of an
exemplary embodiment.

FIG. 40 1s a sequence chart showing an exemplary com-
munication process between each apparatus constituting the
communication system 100, according to a modification of an
exemplary embodiment.

FIG. 41 1s a sequence chart showing an exemplary com-
munication process between each apparatus constituting the
communication system 100, according to a modification of an
exemplary embodiment.

DESCRIPTION OF EMBODIMENTS

Forms to carry out the present technology (hereinatter,
called embodiments) will be described below. The descrip-
tion will be provided 1n the following order:

1. First embodiment (data synchronization process control:
example of performing a data synchronization process with
synchronous data included 1n transmission data related to a
transier process of MCIM (Machine Communication Identity
Module))

2. Second embodiment (data synchromization process con-
trol: example of performing a data synchronization process
by transmitting synchronous data separately from transmis-
sion data related to a transier process of MCIM)

3. Modification

<]1. First Embodiment>
|[Example Usage of Wireless Communication Appara-
tuses|

FIG. 1 1s a simplified diagram showing one example usage
of a plurality of wireless communication apparatuses (de-
vices) according to the first embodiment of the present tech-
nology. More specifically, usage states of three wireless com-
munication apparatuses (a {lirst wireless communication
apparatus 300, a second wireless communication apparatus
130, and a third wireless communication apparatus 140)
owned by a user 10 are shown.

FIG. 1A shows a state 1n which the user 10 uses three
wireless communication apparatuses (the first wireless com-
munication apparatus 300, the second wireless communica-
tion apparatus 130, and the third wireless communication
apparatus 140). FIG. 1B shows a state 1n which the user 10
uses one wireless communication apparatus (the first wireless
communication apparatus 300) by holding the apparatus 1n
his (her) hand. Also, a state 1n which two wireless communi-
cation apparatuses (the second wireless communication
apparatus 130, and the third wireless communication appa-
ratus 140) are placed 1n a relatively distant place (a distance
indicated by an arrow 30 apart) 1s shown. For example, a case
when the user 10 uses one wireless communication apparatus
(the first wireless communication apparatus 300) outside a
house 20 and two wireless communication apparatuses (the
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second wireless communication apparatus 130, and the third
wireless communication apparatus 140) are placed in the
house 20 1s assumed.

The first wireless communication apparatus 300 1s, for
example, a mobile phone (a smartphone equipped with a
calling function and a data communication function, for
example) and the second wireless communication apparatus
130 1s, for example, an electronic book display apparatus
equipped with a wireless communication function. The third
wireless communication apparatus 140 1s, for example, an
information processing apparatus (a notebook PC) equipped
with a wireless communication function. It 1s also assumed
that these three wireless communication apparatuses are
equipped with a management function to manage an address
book or a schedule book.

For example, when, as shown in FIG. 1B, the user 10 uses
the first wireless commumnication apparatus 300 outside the
house 20, a case of entering a new contact address 1n an
address book 1n the first wireless communication apparatus
300 can be assumed. Update examples of the address books 1n
this case are shown 1n FIG. 2.

[Update Examples of the Address Books]

FI1G. 2 1s a simplified diagram showing transition examples
of address books entered 1n each wireless communication
apparatus according to the first embodiment of the present
technology.

In FIG. 2, a case 1n which a new contact address (contact
address surrounded by a frame 304 of a thick broken line) 1s
entered 1n the address book of the first wireless communica-
tion apparatus 300 (lower side of FIG. 2) when the address
book of the same content 1s entered 1n each wireless commu-
nication apparatus (upper side of FIG. 2) 1s assumed.

Also 1n FIG. 2, the transition of the address book of the first
wireless communication apparatus 300 1s shown 1n a frame
301, the transition of the address book of the second wireless
communication apparatus 130 1s shown 1n a frame 131, and
the transition of the address book of the third wireless com-
munication apparatus 140 1s shown in a frame 141.

In addition, an address book (address book 302) before a
new contact address 1s entered (before the update) 1n the first
wireless communication apparatus 300 and an address book
(address book 303) after the entry (after the update) are shown
in the frame 301. Similarly, address books (an address book
132 and an address book 142) before a new contact address 1s
entered (before the update) 1n the first wireless communica-
tion apparatus 300 and address books (an address book 133
and an address book 143) after the entry (after the update) are
shown 1n the frame 131 and the frame 141 respectively. In
FIG. 2, examples in which only the name and the phone
number are entered 1n the address book are shown to simplify
the description. In addition, simplified characters
(KEISUKE, RYOKO and so on) are shown for the name and
only simplified numeric values (000000, 111111 and so on)
are shown for the phone number.

In the address book 303, a newly entered contact address 1s
indicated by the frame (the frame 304 ) of a thick broken line.

As shown 1n the frame 304 of the address book 133, when
the user 10 enters a new contact address, the entered contact
address 1s entered in the address book of the wireless com-
munication apparatus (the first wireless communication
apparatus 300) on which the entry operation 1s performed.
Here, a case when the new contact address entered on the first
wireless communication apparatus 300 1s entered on the sec-
ond wireless communication apparatus 130 and the third
wireless communication apparatus 140 1s assumed. For
example, a case when the user 10 performs an entry operation
to enter the new contact address on each of the second wire-
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less communication apparatus 130 and the third wireless
communication apparatus 140 can be assumed. In this case,
however, 1t 1s necessary to perform an entry operation on each
wireless communication apparatus and the entry operation
becomes complicated. Thus, performing data communication
(for example, short-distance wireless communication)
between each wireless communication apparatus to perform a
data synchronization process for each piece of data of the
address book can be considered.

However, as shown in FIG. 1B, such data communication
cannot be performed when wireless communication appara-
tuses are widely apart. Thus, causing each wireless commu-
nication apparatus to hold contract authentication iforma-
tion before performing a data synchronization process by data
communication via a predetermined network can be consid-
ered. In this case, 1t 1s necessary to cause each wireless com-
munication apparatus to hold contract authentication infor-
mation and thus, the cost for the contract 1s needed. Therefore,
in the first embodiment, an example 1 which a contact
address newly entered on the first wireless communication
apparatus 300 1s easily synchronized (shared) with the second
wireless communication apparatus 130 and the third wireless
communication apparatus 140 1s shown.
|Example Configuration of Communication System |

FIG. 3 15 a block diagram showing an exemplary system
configuration of a communication system 100 according to
the first embodiment of the present disclosure.

The communication system 100 includes a public network
110, base stations 121, 122, 206, the first wireless communi-
cation apparatus 300, the second wireless communication
apparatus 130, and the third wireless communication appa-
ratus 140. The communication system 100 also includes an
SHO (Selected Home Operator) 120 and an RO (Registration
Operator) 200. Thus, in the first embodiment of the present
technology, a network configuration example constituted of
the SHO 120 and the RO 200 1s shown (see, for example,
Non-Patent Literature 1).

Here, RO and SHO show logical roles and a case in which
RO and SHO are operated by different operators can be
assumed, but also a case 1n which RO and SHO are operated
by the same operator can be assumed. In addition, a case 1n
which a plurality of RO or a plurality of SHO 1s present can be
assumed. Each of RO and SHO may be configured integrally
as an information processing apparatus or constituted of a
plurality of apparatuses. Here, RO and SHO mean relative
roles when a wireless communication apparatus having a
valid MCIM (Machine Commumnication Identity Module) 1s
used as areference. Thus, there 1s a possibility that RO for one
wireless communication apparatus corresponds SHO for
another wireless communication apparatus.

For example, a case when the first wireless communication
apparatus 300 holds a valid MCIM (use rights over MCIM)
and the second wireless communication apparatus 130 and
the third wireless communication apparatus 140 hold no valid
MCIM 1s assumed. In this case, only the first wireless com-
munication apparatus 300 can connect to the SHO 120. In
contrast, the second wireless communication apparatus 130
and the third wireless communication apparatus 140 holding
no MCIM can connected to the RO 200 based on PCID
(Provisional Connectivity Identity).

The MCIM 1s an example of contract authentication infor-
mation and the contract authentication information is infor-
mation including subscriber information of the telephone and
information of authentication. The MCIM 1s contract authen-
tication information (so-called soft SIM (Subscriber Identity
Module)) that 1s not limited to a specific communication
operator when, for example, a device 1s purchased and allows
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the user to tlexibly set the communication operator atter the
purchase. A case when no valid MCIM 1s held means, for
example a case when MCIM 1tself 1s not held or only MCIM
invalidated by an ivalidation process of MCIM 1s held.

PCID 1s an 1dentifier (for example, terminal identification
information 225 1n a network shown 1n FIG. 4) to connect to
RO and 1s attached to all wireless communication apparatuses
(devices).

By transierring use rights over MCIM (rights of using an
MCIM) between a plurality of wireless communication appa-
ratuses, MCIM can be shaped among the plurality of wireless
communication apparatuses. In this case, the plurality of
wireless communication apparatuses related to the sharing
can be set as a group. The group can be managed by a group
management database 220.

The public network 110 1s a public network such as a
telephone network, the Internet and the like. The public net-
work 110 and the SHO 120 are connected via a gateway (not
shown). Similarly, the public network 110 and the RO 200 are
connected via a gateway (not shown).

The SHO 120 1s a communication control apparatus man-
aged by a wireless operator providing wireless connection
services. The SHO 120 provides Internet services and the like
and corresponds to, for example, a wireless operator (for
example, a mobile phone operator) providing wireless con-
nection services. The SHO 120 includes a control unit 125.

The control unit 125 carries out authentication control of
wireless communication apparatuses connected via the base
stations 121, 122. For example, among wireless communica-
tion apparatuses connected via the base stations 121, 122, the
control unit 125 authenticates wireless communication appa-
ratuses having valid MCIM (contract authentication informa-
tion) of the SHO 120. Then, the SHO 120 connects authenti-
cated wireless communication apparatuses to the public
network 110 via a gateway (not shown).

The control unit 1235 is connected to RO 200 to exchange
various kinds of information with the RO 200. A wireless
communication apparatus holding no valid MCIM (contract
authentication information) can be connected (limited con-
nection) to the RO 200 via the SHO 120 based on PCID of the
wireless communication apparatus. When a transier request
of MCIM 1s recetved from a wireless communication appa-
ratus, the control unit 123 transmits the transfer request to the
RO 200.

The base stations 121, 122 are mobile communication base
stations (Node B) that connect the first wireless communica-
tion apparatus 300, the second wireless communication appa-
ratus 130, and the third wireless communication apparatus
140, and the SHO 120 via wireless lines 126 to 129.

For example, in the communication system 100, a wireless
communication apparatus holding valid MCIM 1s connected
to the base stations 121, 122 via the wireless lines 126 to 129
betfore being connected to the SHO 120 via the base stations
121, 122. When a wireless communication apparatus holding
a valid MCIM 1s connected to the RO 200, the wireless
communication apparatus 1s connected to the RO 200 via the
SHO 120.

A wireless communication apparatus holding no valid
MCIM can be connected (limited connection) to the RO 200
via awireless line 207 and the base station 206 based on PCID
of the wireless communication apparatus. A wireless com-
munication apparatus holding no valid MCIM can be con-
nected to any of the base stations 121, 122, 206 depending on
the position of use and can be connected to the RO 200 via
these base stations.

The RO 200 provides services such as initial connection
registration and includes a communication unit 205, a control
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umt 210, and the group management database 220. The RO
200 1s an example of a management system and an 1nforma-
tion processing apparatus described in claims.

The communication unit 2035 transmaits and receives vari-
ous kinds of information based on the control of the control
unit 210. The communication unit 205 1s connected to the
SHO 120 and the base station 206 to transmit and receive
various kinds of information to/from each wireless commu-
nication apparatus connected via these units.

The control unit 210 carries out control of a wireless com-
munication apparatus connected via the communication unit
205 (or via the communication unit 205 and the SHO 120).
For example, the control umt 210 acquires information
(group information) about a group constituted of a plurality of
wireless communication apparatuses sharing an MCIM from
the group management database 220 and supplies the group
information to the wireless communication apparatuses via
the communication unit 205 and the SHO 120.

Here, the above group will be described. The group i1s a
group that shares network connection rights. The network
connection rights (connection rights) are rights to connect to
a predetermined network (for example, the public network
110) using wireless communication and corresponds to, for
example, MCIM use rights. That 1s, network connection
rights are rights to connect to a base station based on MCIM
(contract authentication information) to connect to the base
station operated by a communication operator. In addition,
presence/absence of network connection rights corresponds
to presence/absence of use rights over MCIM.

The group management database 220 1s a database to man-
age groups constituted of a plurality of wireless communica-
tion apparatuses sharing MCIM. The group management
database 220 will be described 1n detail with reference to FIG.
4.

For example, the communication unit 203 receives a trans-
ter request of MCIM from the first wireless communication
apparatus 300. The transfer request of MCIM requests, for
example, the transier of use rights over MCIM from the first
wireless communication apparatus 300 to which use rights
over MCIM (connection rights) are set to the second wireless
communication apparatus 130 to which use rights over
MCIM are not set. The transier request of MCIM 1ncludes
information to synchronize data (for example, an address
book) 1n the second wireless communication apparatus 130
with predetermined data (for example, an address book) in the
first wireless communication apparatus 300 during a transfer
process. 11, for example, the transmission source of the trans-
ter request of MCIM 1s the transier source of use rights over
MCIM, the information for synchromzation is predetermined
data of the transier source. If the transmission source of the
transier request of MCIM 1s the transier destination of use
rights over MCIM, the information for synchronization 1s
information to request predetermined data in the transfer
source. The RO 200 acquires predetermined data 1n the trans-
ter source based on the information. The communication unit
2035 1s an example of a recerving unit described 1n claims.

When the transier request of MCIM 1s recetved, the control
umt 210 transmits setting information to set use rights over
MCIM to the second wireless communication apparatus 130
to allow the second wireless communication apparatus 130 to
set use rights over MCIM. When the transfer request of
MCIM 1s received, the control umit 210 also transmits the
predetermined data to the second wireless communication
apparatus 130 to carry out control to synchronize data 1n the
second wireless communication apparatus 130 with the pre-
determined data. Whether use rights over MCIM are set to a
wireless communication apparatus can be determined based
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on content (for example, valid/invalid information 226 shown
in FIG. 4) of the group management database 220.

An example of transferring use rights over MCIM (transier
example of network connection rights) 1n the communication
system 100 will be described. For example, each wireless
communication apparatus 1s caused to hold an MCIM. Then,

use rights over MCIM can be transferred by MCIM held by
cach wireless communication apparatus being validated/in-

validated by the SHO 120 based on istructions from the
control unit 210. Incidentally, an MCIM held by each wireless
communication apparatus can also be validated/invalidated

on the side of the RO 200. Thus, use rights over MCIM may

be transierred by an MCIM held by each wireless communi-
cation apparatus being validated/invalidated by the control

unit 210.

Instead of causing each wireless communication apparatus
to hold an MCIM, use rights over MCIM may be transierred
by transierring the MCIM 1tself. For example, a case when
use rights over MCIM are transferred from the first wireless
communication apparatus 300 to the second wireless com-
munication apparatus 130 1s assumed. For example, a transier
request of MCIM 1s transmitted from the first wireless com-
munication apparatus 300 to the control unit 210. In this case,
an MCIM held by the first wireless communication apparatus
300 1s invalidated (deleted) by the SHO 120 based on instruc-
tions from the control unit 210. In addition, transfer informa-
tion (setting information including the MCIM) 1s transmitted
from the SHO 120 to the second wireless communication
apparatus 130 via the control unit 210. By causing the second
wireless communication apparatus 130 to hold the MCIM
included 1n the transfer information, the valid MCIM 1s set to
the second wireless communication apparatus 130.

|[Example Configuration of Group Management Database]

FI1G. 4 1s a schematically diagram of a group management
database 220, according to the first exemplary embodiment.

FI1G. 4 shows a case when the first wireless communication
apparatus 300, the second wireless communication apparatus
130, and the third wireless communication apparatus 140 are
entered 1n a group AB.

In the group management database 220, a group name 221,
a group ID 222, a group password 223, a device name 224,
terminal 1dentification information 225, valid/invalid infor-
mation 226, and a synchronous data 227 are stored so as to be
associated with one another in group units. Such information
1s successively updated by the control unit 210 based on
requests (group addition requests, group deletion requests)
from the respective wireless communication apparatuses, for
example.

A name assigned to a group 1s stored in the group name
221. Such name 1s stored for example when a group 1s gen-
erated.

A group ID assigned to a group 1s stored in the group 1D
222. A password assigned to a group 1s stored in the group
password 223. A group addition request for adding a new
wireless communication apparatus to the group 1s made using,
such ID and password. The respective wireless communica-
tion apparatuses belonging to a group may store 1n advance
the 1D and password assigned to such group (for example,
storage 1n a memory 340 shown 1n FIG. 5). Alternatively, an
arrangement may be used where the ID and password are not
stored 1n a wireless communication apparatus and are imnput-
ted each time by the user.

Names assigned to the wireless communication apparatus
are stored in the device name 224. As one example, such
names are stored when devices are newly added to a group of
wireless communication apparatuses.
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Terminal 1dentification numbers of wireless communica-
tion apparatuses are stored 1n the terminal identification infor-
mation 225. Terminal identification information 1s 1dentifica-
tion information for identifying a wireless communication
apparatus, and as one example a PCID 1s stored. In FIGS. 4(a)
and 4(b), “PCID#1” 1n the terminal 1identification information
2235 corresponds to the first wireless communication appara-
tus 300. In the same way, “PCID#2” 1n the terminal 1dentifi-
cation information 225 corresponds to the second wireless
communication apparatus 130 and “PCID#3” 1n the terminal
identification information 225 corresponds to the third wire-
less communication apparatus 140.

Information showing whether the MCIM at the wireless
communication apparatus 1s valid or mvalid (or an MCIM 1s
yet to be stored) 1s stored 1n the valid/invalid information 226.
Note that 1n FIG. 4(a), for ease of explanation, a wireless
communication apparatus where the MCIM 1s valid 1s shown
as “valid” and a wireless communication apparatus where the
MCIM 1s mvalid 1s shown as “mvalid”.

Data (synchronous data) used for a data synchronization
process when the data synchronization process 1s performed
between wireless communication apparatuses belonging to
the group 1s temporarily stored in the synchronous data 227.
For example, synchronous data transmitted from the transfer
source of use rights over MCIM 1s stored 1n the synchronous
data 227 and the synchronous data stored 1n the synchronous
data 227 1s transmitted to the transfer destination of the use
rights over MCIM. Regarding synchronous data transmitted
to the transier destination of the use rights over MCIM 1n this
manner, deletion processes are successively performed
thereon by the control unit 210.

In this manner, groups constituted of a plurality of wireless
communication apparatuses sharing an MCIM are managed
in the group management database 220. In the first embodi-
ment of the present technology, the description 1s provided by
assuming that a data synchronization process i1s performed
between wireless communication apparatuses belonging to
the same group.
|[Example Configuration of Wireless Communication
Apparatus|

FIG. 5 1s a block diagram showing an example of the
internal configuration of the first wireless communication
apparatus 300 according to the first embodiment of the
present disclosure. Note that since the internal configurations
of the second wireless communication apparatus 130 and the
third wireless communication apparatus 140 are the same as
that of the first wireless communication apparatus 300,
description thereof 1s omitted here. Also, in FIG. 6 onwards,
when describing the second wireless communication appara-
tus 130 or the third wireless communication apparatus 140,
names and reference numerals corresponding to the first wire-
less communication apparatus 300 are used.

The first wireless communication apparatus 300 includes
an antenna 311, an antenna sharing unit 312, a modulating
umt 321, a demodulating unit 322, a control unit 330, a
memory 340, and the MCIM information storage unit 350.
The first wireless communication apparatus 300 also includes
an operation unit 360, a display unit 370, a location informa-
tion acquiring unit 380, a microphone 391, and a speaker 392.
Such components are connected by a bus 331. As one
example, the first wireless communication apparatus 300 1s
realized by a mobile telephone apparatus capable of tele-
phone calls and data communication.

For example, when a reception process 1s carried out, radio
waves recerved by the antenna 311 are demodulated via the
antenna sharing unit 312 by the demodulating unit 322 and
demodulated reception data 1s supplied to the control unit
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330. When the reception process 1s an incoming call process,
the demodulated reception data (audio data) 1s outputted via
the control unit 330 from the speaker 392 as sound.

When, for example, a transmission process 1s carried out,
the transmission data outputted by the control unit 330 1s
modulated by the modulating unit 321 and the modulated
transmission data 1s transmitted via the antenna sharing unit
312 from the antenna 311. When the transmission process 1s
an outgoing call process, audio data mnputted from the micro-
phone 391 1s modulated via the control unit 330 by the modu-
lating unit 321 and modulated transmission data (audio data)
1s transmitted via the antenna sharing unit 312 from the
antenna 311.

The control unit 330 carries out various control based on a
control program stored 1in the memory 340. As one example,
the control unit 330 1s constructed of a microprocessor. For
example, the control unit 330 1s connected to the modulating
unit 321 and the demodulating umt 322 and transmits and
receives various data to and from the SHO 120 connected via
the base stations 121, 122. The control unit 330 also carries
out a connection process that connects to the RO 200 (with a
limited connection) via a wireless connection based on the
PCID, for example, without using the MCIM.

The memory 340 1s amemory storing a control program for
enabling the control unit 330 to carry out various controls, 1n
addition to transmission data, reception data, and the like. As
examples, the memory 340 1s constructed of ROM (Read
Only Memory) and/or RAM (Random Access Memory). Ter-
minal identification information (PCID#1) for specifying the
first wireless communication apparatus 300 and a device
name (for example, the device name 224 shown in FIG. 4(a))
of the first wireless communication apparatus 300 are also
stored 1n the memory 340. Such device name 1s registered for
example by a user operation. The ID and password assigned
to the group AB to which the first wireless communication
apparatus 300 belongs (as one example, the group 1D 222 and
the group password 223 shown 1n FI1G. 4(a)) are also stored in
the memory 340. As one example, such group ID and pass-
word are included in a group addition authentication result
given 1n response to a group addition request, transmitted
from the RO 200, and stored 1n the memory 340.

In addition, content of the address book (for example, the
address book 302 shown in FIG. 2) and schedule book 1s
recorded 1n the memory 340.

The MCIM information storage unit 350 1s a memory
storing an MCIM (contract authentication information). As
the MCIM information storage umt 350, as examples it 1s
possible to use a UICC (Unmiversal Integrated Circuit) card or
a dedicated memory for securely storing an MCIM. Note that
when a UICC card 1s used as the MCIM information storage
unit 350, mstead of the MCIM being permanently written, a
card capable of a validation process and an 1invalidation pro-
cess for the MCIM 1s used. That 1s, a device that enables the
control unit 330 to carry out a validation process and an
invalidation process for an MCIM based on transier informa-
tion that has been recerved from the antenna 311 and demodu-
lated 1s used. Also, a device that allows the MCIM to be
rewritten 1s used. Note that the validation process and nvali-
dation process for the MCIM can be carried out according to
the validation process and invalidation process defined by
3GPP (Third Generation Partnership Project). Also, by pro-
viding a secure region in the memory 340, the MCIM 1nfor-
mation storage unit 350 may be provided inside the memory
340.

The operation umt 360 1s an operation accepting umnit
accepting operation input operated by the user and outputs a
signal to a control unit 330 1n accordance with the accepted
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operation input. The operation unit 360 includes various keys
such as numeric keys and alphabetical keys. The operation
umt 360 accepts a transier operation (transfer instruction
operation of an MCIM) to transier use rights over MCIM. The
operation unit 360 1s an example of an accepting unit
described 1n claims.

The display unit 370 1s a display umt displaying various
kinds of mformation (character information, time informa-
tion and the like) based on the control of the control unit 330.
The display umit 370 displays information (for example, dis-
play screens shown 1n FIGS. 7 to 9) to transier use rights over
MCIM. As the display unit 370, for example, a display panel
such as an organic EL (Electro Luminescence) panel, an LCD
(Liquid Crystal Display) panel or the like can be used. The
operation unit 360 and the display unit 370 can integrally be
configured by using a touch panel on which the user can do
operation input by touching a display surface with a user’s
finger or bringing a user’s finger closer to the display surface.

When, for example, a transfer instruction operation of
MCIM 1s accepted by the operation unit 360, the control unit
330 carries out control to transmit a transfer request of MCIM
to the RO 200. The transter request of MCIM requests the
transier of use rights over MCIM from the transier source to
the transfer destination. In addition, as described above, the
transier request of MCIM 1ncludes information to synchro-
nize data in the transfer destination with predetermined data
in the transier source during a transier process.

I1, for example, the first wireless communication apparatus
300 holds use rights over MCIM, the control unit 330 trans-
mits predetermined data (synchronous data for the data syn-
chronization process ) stored in the memory 340 to the RO 200
as the information for synchronization. The predetermined
data 1s, for example, content (for example, an address book
and a schedule book) for a data synchronization process
between the transfer source and the transier destination of
MCIM. That 1s, the transier request of MCIM includes infor-
mation to synchronize content 1n the transfer destination of
MCIM with content newly updated in the transier source of
MCIM.

A synchronization instruction operation to perform a data
synchronization process between the transfer source and the
transier destination of MCIM may be separated from a syn-
chronization instruction operation of MCIM. In this case,
when a synchronization istruction operation of MCIM and a
synchronization instruction operation are accepted, the con-
trol unit 330 transmits a transfer request of the MCIM and
predetermined data to the RO 200. On the other hand, only a
synchronization instruction operation of MCIM 1s received,
the control unit 330 does not transmit predetermined data and
transmits only a transfer request to transier use rights over
MCIM.

When, for example, predetermined data (synchronous
data) 1s received from the first wireless communication appa-
ratus 300, the RO 200 holds the predetermined data in the
group management database 220. The RO 200 transmits the
predetermined data held 1n the group management database
220 to the transfer destination of the MCIM. After the prede-
termined data 1s transmitted to the transier destination of the
MCIM, the RO 200 deletes the predetermined data held in the
group management database 220. If the predetermined data 1s
not transmitted to the transfer destination of MCIM after
being held 1n a predetermined time (for example, 10 min) or
longer, the RO 200 may delete the predetermined data with-
out transmitting the data. The predetermined time can be
made changeable by a user operation. That 1s, the user per-
forms a transfer istruction operation of MCIM and also a
specification operation to specily the predetermined time
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through the operation unit 360. If the specification operation
1s accepted, the control unit 330 transmits time information of
the specified predetermined time (for example, 5 min) to the
RO 200 1n association with the predetermined data. The RO
200 also deletes the predetermined data using the predeter-
mined time (for example, 5 min) related to the time informa-
tion transmitted in association with the predetermined data.

When, for example, predetermined data (synchronous
data) from the first wireless communication apparatus 300 1s
held by the group management database 220, the RO 200 may
notily the transfer destination of MCIM of the above 1nfor-
mation. In this case, the information 1s displayed 1n the dis-
play unit 370 of the transfer destination.

I the first wireless communication apparatus 300 does not
hold use rights over MCIM, the control unit 330 transmits
only a transier request of MCIM without transmitting prede-
termined data (synchronous data for the data synchromization
process) stored 1n the memory 340 to the RO 200. That 1s, the
transier request of MCIM 1includes information to synchro-
nize data in the transfer destination with predetermined data
in the transier source (for example, information to request
predetermined data from the transfer source), but does not
include the predetermined data. In this case, when a transter
request of MCIM 1s recetved from the first wireless commu-
nication apparatus 300, the RO 200 transmits a transier con-
firmation request to request permission of the transier related
to the transfer request to the wireless communication appa-
ratus of the transfer source. Then, 1f transifer confirmation
information permitting the transfer related to the transfer
confirmation request and the predetermined data are trans-
mitted from the transier source, the RO 200 transmits setting,
information to set use rights over MCIM to the transfer des-
tination to cause the transfer destination to set use rights over
MCIM. The RO 200 also transmuits predetermined data to the
transier destination to carry out control to synchronize data in
the transier destination with the predetermined data.

The location information acquiring unit 380 acquires loca-
tion information showing the location where the first wireless
communication apparatus 300 1s present and outputs the
acquired location information to the control unit 330. As one
example, the location mformation acquiring unit 380 can be
realized by a GPS (Global Positioning System) unit that cal-
culates the location information using GPS signals recerved
by a GPS signal reception antenna (not shown). The calcu-
lated location information includes various data relating to
location, such as latitude, longitude, and altitude, at the time
the GPS signals were received. It 1s also possible to use a
location information acquiring apparatus acquiring location
information according to a different method of acquiring
location information. For example, 1t 1s possible to derive
location 1information using access point information accord-
ing to a wireless LAN (Local Area Network) present 1n the
periphery and to use a location information acquiring appa-
ratus that acquires such location information.

[ Transfer Examples of Use Rights Over MCIM]

FIG. 6 1s a simplified diagram showing transfer examples
of use rights over MCIM among a plurality of wireless com-
munication apparatuses according to the first embodiment of
the present technology.

FIG. 6 A shows a transier example when use rights over
MCIM are transierred from the first wireless communication
apparatus 300 holding MCIM use rights to the second wire-
less communication apparatus 130 by the first wireless com-
munication apparatus 300 being operated by the user 10. The
first wireless communication apparatus 300 (transfer source)
holds use rights over MCIM 1n a state before the transier of
use rights over MCIM and so the first wireless communica-
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tion apparatus 300 1s connected to the SHO 120. On the other
hand, the second wireless communication apparatus 130
(transier destination) does not hold use rights over MCIM and
so the second wireless communication apparatus 130 1s con-
nected to the RO 200. The data synchronization process when
the transfer process shown i FIG. 6A 15 performed will be
described in detail with reference to FIGS. 10, 11, 24, and 25.

FIG. 6B shows a transier example when use rights over
MCIM are transterred from the first wireless communication
apparatus 300 to the second wireless communication appara-
tus 130 holding no MCIM use rights by the second wireless
communication apparatus 130 being operated by the user 10.
In a state betfore the transfer of use rights over MCIM, like 1n
FIG. 6A, the first wireless communication apparatus 300
(transfer source) 1s connected to the SHO 120 and the second
wireless communication apparatus 130 (transier destination)
1s connected to the RO 200. Data sharing when the transfer
process shown 1n FIG. 6B 1s performed will be described in
detail with reference to FIGS. 12, 13, 26, and 27.

FIG. 6C shows a transier example when use rights over
MCIM are transferred from the first wireless communication
apparatus 300 to the second wireless communication appara-
tus 130 by the third wireless commumnication apparatus 140
holding no MCIM use rights being operated by the user 10.
That 1s, in FIG. 6C, an example 1n which use rights over
MCIM are transterred by a wireless communication appara-
tus (the third wireless communication apparatus 140) other
than the transier source and the transfer destination of use
rights over MCIM being operated by the user 10. In a state
betore the transier of use rights over MCIM, like in FIG. 6 A,
the first wireless communication apparatus 300 (transier
source) 1s connected to the SHO 120 and the second wireless
communication apparatus 130 (transfer destination) i1s con-
nected to the RO 200. The third wireless communication
apparatus 140 used for a transfer instruction operation of
MCIM holds no use rights over MCIM and so the third
wireless communication apparatus 140 1s not connected to
the RO 200. Data sharing when the transier process shown in
FIG. 6C 1s performed will be described 1n detail with refer-
ence to FIGS. 14 to 16 and 28 to 30.

| Display Example of the Group List Display Screen]

FIG. 7 1s a diagram showing an exemplary display screen
(the group list display screen 500) displayed 1n the display
umt 370 of the first wireless communication apparatus 300
according to the first embodiment of the present technology.

The group list display screen 500 1s a display screen to list
information (group information) about each wireless commu-
nication apparatus belonging to a group and a display screen
to allow the transier of use rights over MCIM. The group list
display screen 500 1s displayed, for example, in accordance
with a selection operation 1n a display screen (for example, a
menu screen) to select the function the first wireless commu-
nication apparatus 300 1s caused to execute. The group list
display screen 500 1s also displayed based on content of the
group management database 220 of the RO 200.

More specifically, a transfer destination selection area 501,
a presence/absence selection area 502 of data synchroniza-
tion, a device name display area 503, a terminal 1dentification
information display area 504, and an MCIM valid/invalid
information display area 505 are provided in the group list
display screen 500. In addition, a confirm button 506 and a

back button 507 are provided in the group list display screen
500.

In the transfer destination selection area 501, a check box
to select the wireless communication apparatus of the transier
destination when use rights over MCIM are transferred
between each wireless communication apparatus belonging




US 9,363,666 B2

19

to a group 1s displayed. For example, when a selection opera-
tion of the wireless communication apparatus of the transier
destination is performed, a “v”> mark is attached to the transfer
destination selection area 501 corresponding to the selected
wireless communication apparatus.

In the presence/absence selection area 302 of data synchro-
nization, a check box to select whether to perform a data
synchronization process between the transier source and the
transier destination of use rights over MCIM 1s displayed.
Incidentally, only 1f the wireless communication apparatus of
the transier destination 1s selected from the transfer destina-
tion selection area 501, the presence/absence selection area
502 of data synchronization corresponding to the selected
wireless communication apparatus 1s made selectable. I, for
example, a selection operation (synchronization instruction
operation) selecting to perform a data synchronization pro-
cess between the transfer source and transfer destination of
use rights over MCIM is performed, a ‘v mark is attached to
the presence/absence selection area 502 of data synchroniza-
tion corresponding to the selected wireless communication
apparatus. That is, a “v”> mark is attached to the same wireless
communication apparatus in the transier destination selection
area 501 and the presence/absence selection area 502 of data
synchronization.

In the device name display area 303, the name (device
name) representing each wireless communication apparatus
belonging to a group 1s displayed. For example, the device
name (device name 224 shown 1n FIG. 4) stored 1n the group
management database 220 1s displayed.

In the terminal 1dentification information display area 504,
terminal 1dentification information representing each wire-
less communication apparatus belonging to a group 1s dis-
played. For example, terminal 1identification information (ter-
minal identification information 225 shown in FIG. 4) stored
in the group management database 220 1s displayed.

In the MCIM valid/invalid information display area 503,
valid/invalid information of MCIM of each wireless commu-
nication apparatus belonging to a group 1s displayed. For
example, valid/invalid information (valid/invalid information
226 shown 1n FIG. 4) stored 1n the group management data-
base 220 1s displayed. That 1s, the user can grasp wireless
communication apparatuses holding valid MCIM visually
and easily by viewing “valid” and “invalid” displayed in the
MCIM valid/invalid information display area 505. To enable
the user to grasp wireless communication apparatuses hold-
ing valid MCIM more easily, information about wireless
communication apparatuses holding valid MCIM 1s sur-
rounded by a rectangle 508 of a dotted line and displayed.

The confirm button 506 is a button pressed to determine an
operation aiter the operation to transfer use rights over MCIM
1s performed on the group list display screen 500.

The back button 507 1s a button pressed to, for example,
return to the display screen displayed immediately before.

A time specification area to perform a specification opera-
tion to specily the time (predetermined time) between the
storage and deletion of synchronous data 1n the group man-
agement database 220 of RO 200 may be provided in the
group list display screen 500. I a time 1s specified in the time
specification area, the control unit 330 transmits time infor-
mation of the specified predetermined time (for example, 3
min) to the RO 200 1n association with the synchronous data.

In addition, a target content selection area to select content
(for example, an address book and a schedule book) intended
for a data synchronization process may be provided in the
group list display screen 500. In this case, the data synchro-
nization process can be performed on only content selected in
the target content selection area.
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| Display Example of the Transter Confirmation Screen]

FIG. 8 1s a diagram showing an exemplary display screen
(transfer confirmation screen 310) displayed in the display
unit 370 of the second wireless communication apparatus 130
according to the first embodiment of the present technology.

The transier confirmation screen 510 1s a display screen
causing the user to confirm the transier of use rights over
MCIM. The transfer confirmation screen 510 1s a display
screen for the user to confirm the transfer of use rights over
MCIM by displaying information to identify the wireless
communication apparatus of the transier source or transfer
destination of use rights over MCIM. More specifically, the

transier confirmation screen 510 1s provided with a remote
device display field 511, an OK button 512, and an NG button

513.

In the remote device display field 511, information about
the wireless communication apparatus of the transfer source
or transfer destination of use rights over MCIM. As informa-
tion about the wireless communication apparatus of the trans-
fer source or transier destination, for example, the device
name and terminal 1dentification information are displayed.

In this example, the device name and terminal 1dentifica-
tion information are displayed as information about the wire-
less communication apparatus of the transfer source or trans-
fer destination to notity the user of the wireless
communication apparatus. Incidentally, the transier confir-
mation screen 510 may be caused to display other informa-
tion (for example, an image (device 1con) in which a wireless
communication apparatus 1s depicted as a graphic) included
in a transier confirmation request (shown, for example, 1n
FIG. 10) transmitted from the control unit 210 of the RO 200.
In addition, the transfer confirmation screen may be caused to
display other information (for example, a device icon) about
the remote wireless communication apparatus based on, for
example, registration information (for example, device icon
information) held by the second wireless communication
apparatus 130 together with the device name and terminal
identification information.

The OK button 512 1s a button pressed after the user con-
firms that a transier process of use rights over MCIM 1s
performed to/from the wireless communication apparatus
displayed 1n the remote device display field 511.

The NG button 513 1s a button pressed when the user does
not approve of a transfer process of use rights over MCIM
being performed to/from the wireless communication appa-
ratus displayed 1n the remote device display field 511.

This example shows an example of determiming that the
user confirms that a transfer process of MCIM user rights 1s
performed 1f the OK button 512 1s pressed on the transier
confirmation screen 510. However, 1n addition to pressing of
the OK button 512, for example, a determination that the user
confirms that a transfer process of MCIM user rights is per-
formed may be made on condition that a predetermined pass-
word (for example, a group password) 1s iput.

[Display Example of the Transfer Result Notification
Screen |

FIG. 9 1s a diagram showing exemplary display screens
(transter result notification screens 520, 530) displayed in the
display unit 370 of the wireless communication apparatus
according to the first embodiment of the present technology.
The transfer result notification screens 520, 330 are display
screens displayed 1n the wireless communication apparatuses
of the transfer destination and the transier source aiter the
transier process of use rights over MCIM 1s performed
respectively.

In FIG. 9A, the transfer result notification screen 520 dis-
played 1n the wireless communication apparatus of the trans-
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fer source (for example, the first wireless communication
apparatus 300) after the transier process of use rights over
MCIM 1s performed 1s shown. In the transfer result notifica-
tion screen 520, a notification that the transfer process of use
rights over MCIM has been performed and a notification that
data held by the wireless communication apparatus of the
transier destination has been synchromized with data of the
transier source are displayed and also a transfer destination
device display area 521 and a confirm button 522 are dis-
played.

In the transfer destination device display area 521, infor-
mation about the wireless communication apparatus of the
transier destination to which use rights over MCIM have been
transferred. As information about the wireless communica-
tion apparatus of the transier destination, for example, the
device name and terminal 1dentification information are dis-
played.

The confirm button 522 1s a button pressed when a transi-
tion to another display screen (for example, an 1nitial screen)
occurs after content of the transier result notification screen
520 1s confirmed.

In FIG. 9B, the transfer result notification screen 530 dis-
played 1n the wireless communication apparatus of the trans-
fer destination (for example, the second wireless communi-
cation apparatus 130) after the transier process of use rights
over MCIM 1s performed 1s shown. In the transfer result
notification screen 530, a notification that the use rights over
MCIM have been transterred and a notification that data held
by the wireless communication apparatus of has been syn-
chronized with data of the transfer source are displayed and
also a transfer source device display area 531 and a confirm
button 532 are displayed.

The transier source device display area 531 1s an area
where mformation about the wireless communication appa-
ratus of the transier source when use rights over MCIM have
been transierred. As information about the wireless commu-
nication apparatus of the transier source, for example, the
device name and terminal 1dentification information are dis-
played.

The confirm button 532 1s a button pressed when a transi-
tion to another display screen (for example, an 1nitial screen)
occurs alter content of the transier result notification screen
530 1s confirmed.

FIGS. 7 to 9 show only display screen examples displayed
in the first wireless communication apparatus 300 and the
second wireless communication apparatus 130, but display
screens displayed in other wireless communication appara-
tuses are assumed to be substantially the same.

|[Commumnication Example when a Data Synchronization
Process 1s Performed During a 'Transfer Process of Use Rights
Over MCIM |

FIGS. 10 and 11 are a sequence chart showing an exem-
plary communication process between each apparatus con-
stituting the communication system 100 according to the first
embodiment of the present technology.

In FIGS. 10 and 11, 1t 1s assumed that the first wireless
communication apparatus 300 holds use rights over MCIM
when the group AB 1s constituted of the first wireless com-
munication apparatus 300, the second wireless communica-
tion apparatus 130, and the third wireless communication
apparatus 140. FIGS. 10 and 11 show a communication pro-
cess example when use rights over MCIM are transferred
from the first wireless communication apparatus 300 to the
second wireless communication apparatus 130 by operating
the first wireless communication apparatus 300. It 1s assumed
in FIGS. 10 and 11 that the first wireless communication
apparatus 300 1s 1n a connected state (601) to the SHO 120
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and the second wireless communication apparatus 130 and
the third wireless communication apparatus 140 are 1 con-

nected states (602, 603) to the RO 200.

First, the display unit 370 of the first wireless communica-
tion apparatus 300 1s caused to display the display screen to
perform an operation to transier use rights over MCIM (trans-
fer instruction operation of MCIM) by a user operation (604).
For example, the group list display screen 500 shown 1n FIG.
7 1s displayed 1n the display unit 370 of the first wireless
communication apparatus 300.

The control unit 330 of the first wireless communication
apparatus 300 can acquire, for example, group information
from the group management database 220 of the RO 200 via
the SHO 120 periodically or non-periodically and store the
acquired group information 1n the memory 340. The control
unit 330 can, as described above, cause the display unit 370 to
display the group list display screen 500 shown in FIG. 7
based on group information stored 1n the memory 340. The

control unit 330 may also acquire group information from the
RO 200 via the SHO 120 each time a user operation for the
display of the group list display screen 500 1s accepted. In this
case, the control unit 330 can cause the display unit 370 to
display the group list display screen 300 based on the
acquired group mformation.

When the group list display screen 500 shown 1n FIG. 7 1s
displayed in the display unit 370 as described above (604), a
“v”> mark is attached to the check box (the transfer destination
selection area 501) of the transfer destination to which use
rights over MCIM are transierred (605). In this example, a
data synchromization process 1s performed between the trans-
fer source and transier destination of use rights over MCIM
and so a “vV” mark is attached also to the presence/absence
selection area 502 of data synchronization (605).

As shown, for example, FIG. 7, the second wireless com-
munication apparatus 130 is set as the transter destination and
so a “v” mark is attached to the check box (the transfer
destination selection area 501) thereof. In addition, a data
synchronization process 1s performed between the transfer
source (the first wireless communication apparatus 300) and
the transier destination (the second wireless communication
apparatus 130) and so a “v”” mark is attached to the check box
(the presence/absence selection area 502 of data synchroni-
zation) thereof. After “vV” marks are attached to the check
boxes (the transier destination selection area 501, the pres-
ence/absence selection area 502 of data synchronization) as
described above, the confirm button 506 1s pressed (605).
When a transfer instruction operation of MCIM 1s received by
the first wireless communication apparatus 300 (603), a trans-
ter request of MCIM 1s transmitted from the first wireless
communication apparatus 300 to the RO 200 (606 to 609). In
this case, the first wireless communication apparatus 300 and
the SHO 120 are in a connected state (601) and thus, the
transier request of MCIM 1s transmitted from the first Wire-
less commumnication apparatus 300 to the RO 200 via the SHO
120 (606 to 609).

The transier request of MCIM includes terminal 1dentifi-
cation information (PCID#1, PCID#2) of the transfer source
and transfer destination and synchronous data. As the termi-
nal identification information (PCID#1 ) of the transfer source
(the first wireless communication apparatus 300), for
example, terminal i1dentification information (for example,
the terminal 1dentification information 225 shown 1n FIG. 4)
stored 1in the memory 340 can be used. As the terminal 1den-
tification information (PCID#2) of the transfer destination
(the second wireless communication apparatus 130), for
example, terminal i1dentification information (for example,
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the terminal 1dentification imnformation 225 shown 1n FIG. 4)
included 1n group 1information can be used.

The synchronous data (predetermined data) 1s data (for
example, each piece of data of the address book 303 shown 1n
FIG. 2) used for a data synchronization process. All data
intended for a data synchronization process may be included
in a transfer request of MCIM as synchronous data or a
portion (for example, differential data) of data intended for a
data synchronization process may be included in a transfer
request of MCIM as synchronous data. The differential data
1s, Tor example, data (update data) as a difference from the
data used for the data synchronization process immediately
before. A case when, for example, the data used for the data
synchronization process immediately before 1s the address
book 302 shown 1n FIG. 2 and the data 1s changed to the
address book 303 shown in FIG. 2 by the update of the address
book 1s assumed. The differential data 1n this case 1s data (data
shown in the frame 304) added by the update. Incidentally, the
group ID and password may be included in a transier request

of MCIM so as to be used for an authentication process by the
RO 200.

When the RO 200 recerves the transfer request of MCIM
(609), the control unit 210 of the RO 200 extracts the group to
which the wireless communication apparatus that has trans-
mitted the transier request of MCIM belongs based on termi-
nal identification information of the transfer source included
in the received transfer request of MCIM. That 1s, terminal
identification information matching the terminal 1dentifica-
tion information of the transfer source included in the
received transier request of MCIM 1s extracted from the
group management database 220 and the group related to the
extracted terminal identification information 1s extracted.
When, for example, a transfer request of MCIM 1s transmuitted
from the first wireless communication apparatus 300, the
“oroup AB (shown 1n FIG. 4) 1s extracted as a group to which
the first wireless communication apparatus 300 belongs.

Then, the control unit 210 of the RO 200 causes the group
management database 220 to hold synchronous data included
in the recerved transier request of MCIM 1n association with
the extracted group (610). For example, as shown 1n FIG. 4,
synchronous data (YUDAI and so on) included in the
received transier request of MCIM 1s recorded 1n the synchro-
nous data 227 related to the group AB of the group manage-
ment database 220 (610).

The control unit 210 of the RO 200 checks whether, for
example, the wireless communication apparatus identified
based on terminal identification information of the transier
source included 1n the received transier request of MCIM
holds use rights over MCIM by using the group management
database 220. In addition, the control umt 210 acquires infor-
mation (the device name, terminal 1dentification information
and the like) about the transfer source (the first wireless
communication apparatus 300) the transfer destination (the
second wireless communication apparatus 130) 1s caused to
display from the group management database 220.

Subsequently, the control unit 210 of the RO 200 transmuts
a transfer confirmation request including various kinds of
acquired information about the transter source (the first wire-
less communication apparatus 300) to the wireless commu-
nication apparatus identified based on terminal identification
information of the transfer destination included i1n the
received transier request of MCIM (611, 612).

When the second wireless communication apparatus 130
receives the transfer confirmation request (612), the control
unit 330 of the second wireless communication apparatus 130
causes the display unit 370 of the second wireless communi-
cation apparatus 130 to display a transfer confirmation screen
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to cause the user to confirm the transier of use rights over
MCIM (613). For example, the transfer confirmation screen
510 shown 1n FIG. 8 1s displayed in the display unit 370.

It 1s assumed here that the OK button 512 1s pressed on the
transier confirmation screen 510 shown in FI1G. 8 (614). If the
OK button 512 1s pressed after the transier of use rights over
MCIM 1s confirmed as described above (614), transier con-
firmation information that permaits the transier of use rights
over MCIM 1s transmitted from the second wireless commu-
nication apparatus 130 to the RO 200 (615, 616). If the NG
button 513 1s pressed (614), transier confirmation informa-
tion disapproving the transier of use rights over MCIM 1s
transmitted from the second wireless communication appa-
ratus 130 to the RO 200 (615, 616). It the NG button 513 1s
pressed as described above, the subsequent transier process
of use rights over MCIM 1s not performed. In addition, a
notification of disapproval 1s displayed 1n the transfer source
(the first wireless communication apparatus 300).

Here, an example 1n which the transier of use rights over
MCIM 1s permitted by a pressing operation of the OK button
512 1n the transier confirmation screen 510 1s shown. How-
ever, for example, after the pressing operation of the OK
button 512, the transfer of use rights over MCIM may be
permitted 1f, after an input operation of a password or the like
1s prompted, the mput 1s correct.

Subsequently, when the transfer confirmation information
1s recerved (616), the control unit 210 of the RO 200 transmits
invalidation information of MCIM to invalidate the MCIM of
the wireless communication apparatus that has transmitted
the transier request of MCIM to the first wireless communi-
cation apparatus 300 (617 to 620). The mnvalidation informa-
tion of MCIM 1is information to invalidate the MCIM when
the wireless communication apparatus holds use rights over
MCIM. The invalidation information of MCIM may include
a confirmation result notification to notily the transfer source
(operation source of the transfer request) of a result of the
transier confirmation by the transfer destination.

When the first wireless communication apparatus 300
receives the invalidation information of MCIM (620), the
control unit 330 of the first wireless communication appara-
tus 300 performs an invalidation process of the MCIM stored
in an MCIM information storage unit 350 (621). Accordingly,
the MCIM held by the first wireless communication appara-
tus 300 1s mvalidated and the first wireless communication
apparatus 300 can no longer establish connection with the
SHO 120 based on the MCIM. Thus, the first wireless com-
munication apparatus 300 1s in a connected state connected to
the RO 200 by a limited connection based on PCID (622).

When the mnvalidation process of MCIM 1n the transfer
source (the first wireless communication apparatus 300) 1s
performed (621) and the connection between the transier
source and the SHO 120 1s cut, the disconnection 1s detected
by the control unit 210 of the RO 200 (623). For example, the
control unit 210 can detect the disconnection by information
about the disconnection being transmitted from the transfer
source (the first wireless communication apparatus 300) to
the RO 200 after the 1nvalidation process of MCIM 1s per-
formed (623). Alternatively, the control unit 210 can detect
the disconnection by a state (connected state) in which the
transier source (the first wireless communication apparatus
300)1s connected to the RO 200 by a limited connection based
on PCID being detected by the control unit 210 (623).

When the confrol umt 210 detects the disconnection
between the transier source and the SHO 120 as described
above (623), the control unit 210 updates content of the group
management database 220 (624). For example, 1n the valid/
invalid information 226 shown in FIG. 4, the first wireless
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communication apparatus 300 (the terminal identification
information 225 “PCID#1”) 1s changed from “valid” to
“mnvalid”. On the other hand, the second wireless communi-

cation apparatus 130 (the terminal 1dentification information
225 “PCID#2”) 1s changed from “invalid” to *“valid”.

Also when the control unit 210 of the RO 200 detects the
disconnection between the transier source and the SHO 120
(623), the control unit 210 transmuits validation information of
MCIM to the second wireless communication apparatus 130
(625, 626). The validation information of MCIM 1s informa-
tion (setting information) to set use rights over MCIM to the
wireless communication apparatus. The validation informa-
tion of MCIM includes synchronous data (data stored in the
synchronous data 227 related to the group AB) held 1n the
group management database 220. Because the second wire-
less communication apparatus 130 and the RO 200 are 1n a
connected state (602), the validation information of MCIM 1s
directly transmitted from the RO 200 to the second wireless
communication apparatus 130 (625, 626).

When the validation information of MCIM 1s received by
the second wireless communication apparatus 130 (626), the
control unit 330 of the second wireless communication appa-
ratus 130 transmits a validation information reception notifi-
cation to notify that the validation information of MCIM has
been recerved to the RO 200 (627, 628).

When the RO 200 receiwves the validation information
reception notification (628), the control unit 210 of the RO
200 deletes the synchronous data (synchronous data transmiut-
ted by being included 1n the validation information of MCIM)
transmitted to the second wireless communication apparatus
130 from the group management database 220 (629).

Also when the second wireless communication apparatus
130 recerves the validation information of MCIM (626), the
control unit 330 of the second wireless communication appa-
ratus 130 performs a validation process of the MCIM stored
in the MCIM 1information storage unit 350 (630). Use rights
over MCIM are thereby set to the second wireless communi-
cation apparatus 130 and thus, the second wireless commu-
nication apparatus 130 can establish connection with the
SHO 120 based on the MCIM. Therefore, the second wireless
communication apparatus 130 1s 1n a connected state con-
nected to the SHO 120 by a connection based on the MCIM
(631).

The control unit 330 of the second wireless communication
apparatus 130 performs a data synchronization process to
synchronize data in the second wireless communication
apparatus 130 with data in the first wireless communication
apparatus 300 (632). In the data synchronization process, for
example, a data synchronization process to synchronize
update data generated by an update 1n the first wireless com-
munication apparatus 300 with the second wireless commu-
nication apparatus 130 1s performed.

For example, a case when all data intended for a data
synchronization process 1s transmitted as synchronous data 1s
assumed. In this case, the control unit 330 of the second
wireless communication apparatus 130 compares data (data
intended for the data synchronization process) stored in the
memory 340 of the second wireless communication appara-
tus 130 with the recerved synchronous data. Then, based on
the comparison result, the control unit 330 of the second
wireless communication apparatus 130 extracts update data
(differential data) generated by the update in the first wireless
communication apparatus 300. For example, a newly entered
contact address 1n the address book (for example, the contact
address 1n the frame 304 shown in FIG. 2) 1s extracted as
update data. Based on the differential data extracted as
described above, the data synchronization process i1s per-
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formed by data (for example, the address book) intended for
the data synchronization process being updated by the control
unit 330 ofthe second wireless communication apparatus 130
(632).

For example, a case when a portion (for example, differ-
ential data only) of data intended for the data synchronization
process 1s transmitted as synchronous data 1s assumed. In this
case, the control unit 330 of the second wireless communica-
tion apparatus 130 performs the data synchronization process
by updating (for example, additionally entering) data (for
example, the address book) intended for the data synchroni-
zation process based on the received synchronous data (dii-
ferential data) (632).

In this example, an example 1n which use rights over
MCIM are transierred by validating/invalidating the MCIM
1s shown, but use rights over MCIM may be transierred by
transierring the MCIM 1tself. In this case, when mvalidation
information of MCIM 1s transmitted to the first wireless com-
munication apparatus 300, the MCIM held by the first wire-
less communication apparatus 300 1s invalidated (deleted).
On the other hand, when validation information (including
setting information to set the MCIM) of MCIM 1s transmitted
to the second wireless communication apparatus 130, the
valid MCIM 1s recorded 1n the MCIM 1nformation storage
unit 350 of the second wireless communication apparatus 130
based on the setting information. Accordingly, use rights over
MCIM are set to the second wireless communication appa-
ratus 130.

FIGS. 10 and 11 show an example 1n which a transfer
request of MCIM 1s made by using the first wireless commu-
nication apparatus 300 holding use rights over MCIM 1s
shown, but such a request may also be made from a wireless
communication apparatus holding no use rights over MCIM.
Such an example 1s shown 1n FIGS. 12 to 16.

In FIGS. 10 and 11, an example 1n which the user manually
performs a confirmation process of the transier of use rights
over MCIM from the second wireless communication appa-
ratus 130 1s shown (614). However, when the transier confir-
mation request 1s recerved (612), for example, the second
wireless communication apparatus 130 may automatically
transmit transfer confirmation information (615). Alterna-
tively, for example, the RO 200 may automatically perform a
transier process of MCIM after confirming content of the
group management database 220 without transmitting a
transier confirmation request to the second wireless commu-
nication apparatus 130. When each process 1s performed
automatically as described above, 1t 1s assumed that, for
example, the user makes such settings in advance. By per-
forming each process automatically as described above, even
if, for example, the wireless communication apparatus used
for operation and the wireless communication apparatus
intended for a data synchronization process are relatively
apart, data can be shared relatively easily among a plurality of
wireless communication apparatuses sharing the MCIM.

|[Communication Example when a Transfer Request 1s
Made from the Transfer Destination of Use Rights Over
MCIM]

FIGS. 12 and 13 are a sequence chart showing an exem-
plary communication process between each apparatus con-
stituting the communication system 100 according to the first
embodiment of the present technology. The sequence chart
shown 1 FIGS. 12 and 13 1s a modification of the sequence
chart shown 1n FIGS. 10 and 11 and thus, a portion of the
description common to that of FIGS. 10 and 11 1s omitted. In
FIGS. 12 and 13, an example 1n which a transfer request 1s
made by using the second wireless communication apparatus

130 holding no use rights over MCIM will be described.
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Each process (641 to 644 ) shown 1n FIG. 12 corresponds to
cach process (604 to 609) shown i FIG. 10. However, as
described above, the second wireless communication appa-
ratus 130 1s 1n a connected state (602) to the RO 200. Thus, the
present example 1s different in that information exchange
between the second wireless communication apparatus 130
and the RO 200 1s not made by going through the SHO 150
and 1s made directly between the second wireless communi-
cation apparatus 130 and the RO 200. The present example 1s
also different in that a transfer request of MCIM transmitted
from the second wireless communication apparatus 130
includes no synchronous data.

Each process (645 to 654) shown 1n FIG. 12 corresponds to
cach process (611 to 616) shown i FIG. 10. However, as
described above, the first wireless communication apparatus
300 1s 1n a connected state (601) to the SHO 120. Thus, the
present example 1s different in that information exchange
between the first wireless communication apparatus 300 and
the RO 200 1s made via the SHO 150. The present example 1s
also different 1n that transfer confirmation information trans-
mitted from the first wireless communication apparatus 300
includes synchronous data.

That 1s, when, as shown 1n FIGS. 10 and 11, a transfer
request 1s made by using the first wireless communication
apparatus 300 holding use rights over MCIM, the transfer
request of MCIM 1s transmitted to the RO 200 with synchro-
nous data included in the transfer request of MCIM (606 to
609). When a transfer request 1s made by using the second
wireless communication apparatus 130 holding no use rights
over MCIM, by contrast, transier confirmation information 1s
transmitted to the RO 200 with synchronous data included in
the transier confirmation information (651 to 654).

When the RO 200 receives the transier confirmation infor-
mation (654), the control unit 210 extracts the group to which
the wireless communication apparatus that has transmitted
the transfer request of MCIM belongs based on terminal
identification information of the transfer source included 1n
the received transfer confirmation information. Then, the
control umt 210 causes the group management database 220
to hold synchronous data included in the received transier
confirmation information in association with the extracted
group (653).

Each process (656 to 671) shown 1n FIG. 13 corresponds to
cach process (617 to 632) shown 1n FIGS. 10 and 11.

[Commumnication Example when a Transier Request 1s
Made from a Wireless Communication Apparatus Other and
the Transfer Source and the Transfer Destination of Use
Rights Over MCIM]

FIGS. 14 and 16 are a sequence chart showing an exem-
plary communication process between each apparatus con-
stituting the communication system 100 according to the first
embodiment of the present technology. The sequence chart
shown 1 FIGS. 14 to 16 1s a modification of the sequence
chart shown m FIGS. 12 and 13 and thus, a portion of the
description common to that of FIGS. 12 and 13 1s omitted. In
FIGS. 14 to 16, an example in which a transier request 1s made
by using the third wireless communication apparatus 140
other than the transfer source and transfer destination of use
rights over MCIM will be described.

Each process (675 to 678) shown 1n FI1G. 14 corresponds to
cach process (641 to 644) shown 1n FIG. 12.

Each process (679 to 684, 685 to 694) shown in FIGS. 14
and 15 corresponds to each process (645 to 654) shown 1n
FIG. 12. A transier request 1s made by using the third wireless
communication apparatus 140 other than the transier source
and transter destination of use rights over MCIM and thus, the
present example 1s different 1n that a transfer confirmation
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request and transfer confirmation information are exchanged
between both of the transfer source and transfer destination
and the RO 200. In this case, synchronous data 1s included
only 1n transfer confirmation information transmitted from
the first wireless communication apparatus 300 (691 to 694).

When the RO 200 receives the transier confirmation infor-
mation (694 ), the control unit 210 causes the group manage-
ment database 220 to hold synchronous data included 1n the
received transier confirmation information in association
with the extracted group (695). Subsequently, the control unit
210 transmits transfer approval information indicating that
approval of the transfer of use rights over MCIM has been
obtained from both of the transier source and transter desti-
nation to the third wireless communication apparatus 140 that
has transmitted the transfer request of MCIM (696, 697).
When the transfer approval information 1s received (697), the
third wireless communication apparatus 140 may cause the
display unmit 370 to display that the transter approval informa-
tion has been recerved.

If transfer confirmation information disapproving the
transier of use rights over MCIM 1s recerved from at least one
of the transter source and transier destination of use rights
over MCIM, the subsequent transier process ol use rights
over MCIM 1s not performed. In addition, a notification of
disapproval 1s displayed 1n the transter source (the third wire-
less commumnication apparatus 140).

Each process (698 to 713) shown in FIGS. 15 and 16
corresponds to each process (656 to 671) shown 1n FIG. 13.

Thus, n FIGS. 14 to 16, an example 1n which after a
transier confirmation request 1s transmitted to the second
wireless communication apparatus 130, a transfer confirma-
tion request 1s transmitted to the first wireless communication
apparatus 300 1s shown. As shown in FIGS. 14 t0 16, 1t 1s more
eificient to first transmit a transier confirmation request to the
second wireless communication apparatus 130 holding no
use rights over MCIM. For example, a case in which a transier
confirmation request 1s first transmitted to the first wireless
communication apparatus 300 i1s assumed. In this case, when
transier confirmation information permitting the transier of
use rights over MCIM 1s transmitted from the first wireless
communication apparatus 300 holding use rights over MCIM
to the RO 200, an 1invalidation process ol the MCIM of the first
wireless communication apparatus 300 1s performed. If, after
the 1nvalidation process, for example, transfer confirmation
information disapproving the transfer of use rights over
MCIM 1s transmitted from the second wireless communica-
tion apparatus 130 to the RO 200, approval 1s not obtained
from both of the transier source and transier destination of use
rights over MCIM. In this case, the transfer process of use
rights over MCIM cannot be performed. Thus, a validation
process ol the MCIM needs to be performed to validate the
MCIM f{for the first wireless communication apparatus 300
whose MCIM has been invalidated. Therefore, 1t 1s more
cificient to transmit a transier confirmation request first to the
second wireless communication apparatus 130.

However, after a transfer confirmation request being trans-
mitted to the first wireless communication apparatus 300, a
transier confirmation request may be transmitted to the sec-
ond wireless communication apparatus 130. Alternatively, a
transier confirmation request may be transmitted to simulta-
neously to the first wireless communication apparatus 300
and the second wireless communication apparatus 130.
Therefore, according to the first embodiment of the present
technology, when use rights over MCIM (connection rights)
are transferred among a plurality of wireless communication
apparatuses, a data synchronization process can be performed
between the transter source and the transfer destination. That
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1s, when a transfer process of use rights over MCIM 1s per-
formed, transmission iformation concerning the transier
process (transier request of MCIM, transier confirmation
information) can be transmitted from the transfer source to
the RO with synchronous data included in the transmission
information. In addition, MCIM validation information con-
cerning the transier process can be transmitted from the RO to
the transier destination with synchronous data included 1n the
MCIM wvalidation information. Therefore, even 1, for
example, at least one wireless communication apparatus of
the transier source and transier destination does not hold use
rights over MCIM, a data synchronization process between
the transfer source and transier destination can easily be
performed. Even 1f, as shown i FIG. 1B, the first wireless
communication apparatus 300 and the second wireless com-
munication apparatus 130 are relatively apart, a data synchro-
nization process can easily be performed when, for example,
use rights over MCIM are transierred. That 1s, data used
among a plurality of wireless communication apparatuses can
casily be shared.

It 1s assumed that when, for example, the user holding a
plurality of wireless communication apparatuses uses data
(for example, an address book) intended for a data synchro-
nization process, the data 1s frequently used by a wireless
communication apparatus holding a valid MCIM. Therefore,
a data synchronization process 1s performed between the
transier source and transfer destination simultaneously with
the transier process of use rights over MCIM (connection
rights). Accordingly, the wireless communication apparatus
assumed to be mainly used by the user (that i1s, the wireless
communication apparatus holding a valid MCIM) can use the
latest data (for example, an address book).

Synchronous data held by the RO 200 can be deleted after
a fixed time passes (that 1s, the timing to validate the MCIM
of the second wireless communication apparatus 130). Thus,
there 1s no need to hold the synchronous data in the RO 200
for a long time.

|Operation Example of the Communication System]

Next, the operation of the communication system 100
according to the first embodiment of the present technology
will be described with reference to drawings.

[Operation Example of the Wireless Communication
Apparatus (Transter Source) (Example in which a Transier
Operation 1s Performed in the Transfer Source)]

FIG. 17 1s a flowchart of an exemplary communication
process by the first wireless communication apparatus 300
according to the first embodiment of the present technology.
FIG. 17 shows an operation example of the transier source
(the first wireless communication apparatus 300) when the
first wireless communication apparatus 300 holding use
rights over MCIM makes a transier request of use rights over
MCIM. FI1G. 17 shows an operation example of only the first
wireless communication apparatus 300, but stmilarly applies
to other wireless communication apparatuses.

First, the control unit 330 determines whether any display
instruction operation of group information 1s performed (step
S901) and 1f no display instruction operation 1s performed,
monitoring continues. If the display mstruction operation has
been performed (step S901), the control unit 330 causes the
display unit 370 to display group iformation (for example,
the group list display screen 500 shown i FIG. 7) (step
S902).

Subsequently, the control unit 330 determines whether any
transier mstruction operation of MCIM 1s performed on the
display screen displayed in the display unit 370 (step S903)
and 11 no transfer instruction operation 1s performed, moni-
toring continues. If the transter instruction operation has been
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performed (step S903), the control unit 330 transmits a trans-
ter request of MCIM (1ncluding terminal 1dentification infor-
mation of the transier source and transier destination and
synchronous data) to the RO 200 (step S904). In this case, the
first wireless communication apparatus 300 holds use rights
over MCIM and thus, the transier request of MCIM 1s trans-
mitted to the RO 200 via the SHO 120. Incidentally, step S903
1s an example of an acceptance procedure described in claims.
Step S904 1s an example of a transmission procedure
described 1n claims.

Subsequently, the control unit 330 determines whether
invalidation information of MCIM 1s received (step S905)
and 1f no invalidation information of MCIM 1s received,
monitoring continues. If the invalidation information of
MCIM has been recerved (step S905), the control unit 330
performs an invalidation process of the MCIM stored in the
MCIM 1nformation storage umt 350 (step S906). Accord-
ingly, the MCIM held by the first wireless communication
apparatus 300 1s invalidated and the first wireless communi-

cation apparatus 300 can no longer establish connection with
the SHO 120 based on the MCIM.

[Operation Example of the Wireless Communication
Apparatus (Transier Destination) (Example in which a Trans-
ter Operation 1s Performed in the Transter Source)]

FIG. 18 1s a flowchart of an exemplary communication
process by the second wireless communication apparatus 130
according to the first embodiment of the present technology.
FIG. 18 shows an operation example of the transfer destina-
tion (the second wireless communication apparatus 130)
when the first wireless communication apparatus 300 holding
use rights over MCIM makes a transier request of use rights
over MCIM. FI1G. 18 shows an operation example of only the
second wireless communication apparatus 130, but similarly
applies to other wireless communication apparatuses.

The control unit 330 of the second wireless communication
apparatus 130 determines whether any transier confirmation
request s recerved (step S911) and 11 no transier confirmation
request 1s recerved, monitoring continues. I1 the transfer con-
firmation request has been received (step S911), the control
unit 330 of the second wireless communication apparatus 130
causes the display unit 370 to display a transfer confirmation
screen to cause the user to confirm the transfer of use rights
over MCIM (step S912). For example, the transier confirma-
tion screen 510 shown in FIG. 8 1s displayed in the display
unit 370.

Subsequently, the control unit 330 of the second wireless
communication apparatus 130 determines whether any trans-
ter confirmation operation of MCIM 1s performed (step S913)
and 1f no transfer confirmation operation of MCIM 1s per-
formed, monitoring continues. If the transfer confirmation
operation has been performed (step S913), the control unit
330 of the second wireless communication apparatus 130
determines whether the transfer confirmation operation 1s an
operation to permit the transter of use rights over MCIM (step
S914).

I1, for example, the OK button 512 1s pressed on the transter
confirmation screen 510 shown 1n FIG. 8, the transfer confir-
mation operation 1s determined to be an operation to permit
the transier of use rights over MCIM. On the other hand, 1f the
NG button 513 1s pressed on the transier confirmation screen
510 shown 1n FIG. 8, the transier confirmation operation 1s
determined to be an operation to disapprove the transfer of
use rights over MCIM.

If the transfer confirmation operation 1s an operation to
permit the transfer of use rights over MCIM (step S914), the
control unit 330 of the second wireless communication appa-
ratus 130 transmuits transier confirmation information permit-
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ting the transter of MCIM use rights to the RO 200 (step
S915). In this case, the second wireless communication appa-
ratus 130 holds no use rights over MCIM and thus, the trans-
fer confirmation information 1s directly transmitted to the RO
200.

Subsequently, the control unit 330 of the second wireless
communication apparatus 130 determines whether validation
information of MCIM 1s recerved (step S916) and 1f no vali-
dation information of MCIM 1s recerved, monitoring contin-
ues. IT the validation information of MCIM has been received
(step S916), the control unit 330 of the second wireless com-
munication apparatus 130 transmits a validation information
reception notification to notity that validation information of
MCIM has been recerved to the RO 200 (step S917).

Subsequently, the control unit 330 of the second wireless
communication apparatus 130 performs a validation process
of the MCIM stored 1n the MCIM 1nformation storage unit
350 based on the recerved validation imnformation of MCIM
(step S918). Use rights over MCIM are thereby set to the
second wireless communication apparatus 130 and thus, the
second wireless communication apparatus 130 can establish
connection with the SHO 120 based on the MCIM.

Subsequently, the control unit 330 of the second wireless
communication apparatus 130 performs a data synchroniza-
tion process to synchronize data in the second wireless com-
munication apparatus 130 with data 1n the first wireless com-
munication apparatus 300 (step S919).

If the transfer confirmation operation 1s an operation to
disapprove the transfer of use rights over MCIM (step S914),
the control unit 330 of the second wireless communication
apparatus 130 transmits transfer confirmation information
disapproving the transier of MCIM use rights to the RO 200
(step S920). In this case, the subsequent transier process of
use rights over MCIM 1is not performed and thus, the opera-
tion of the communication process ends.

[Operation Example of the Wireless Communication
Apparatus (Transier Source) (Example 1n which a Transfer
Operation 1s Performed 1n the Transter Destination)]

FIG. 19 1s a flowchart of an exemplary communication
process by the first wireless communication apparatus 300
according to the first embodiment of the present technology.
FIG. 19 shows an operation example of the transier source
(the first wireless communication apparatus 300) when the
second wireless communication apparatus 130 holding no
use rights over MCIM makes a transier request of use rights
over MCIM. FIG. 19 shows an operation example of only the
first wireless communication apparatus 300, but similarly
applies to other wireless communication apparatuses.

The control unit 330 determines whether any transier con-
firmation request 1s recerved (step S921) and if no transfer
confirmation request 1s received, monitoring continues. If the
transier confirmation request has been received (step S921),
the control unit 330 causes the display unit 370 to display a
transier confirmation screen to cause the user to confirm the
transier of use rights over MCIM (step S922). For example,
the transier confirmation screen 510 shown 1n FIG. 8 1s dis-
played 1n the display unit 370.

Subsequently, the control unit 330 determines whether any
transier confirmation operation of MCIM 1s performed (step
S923) and if no transier confirmation operation of MCIM 1s
performed, monitoring continues. If the transfer confirmation
operation has been performed (step S923), the control unit
330 determines whether the transier confirmation operation is
an operation to permit the transfer of use rights over MCIM
(step S924).

If the transfer confirmation operation 1s an operation to
permit the transfer of use rights over MCIM (step S924), the
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control unit 330 transmits transfer confirmation information
(including synchronous data) permitting the transfer of
MCIM use rights to the RO 200 (step S925). In this case, the
first wireless communication apparatus 300 holds use rights
over MCIM and thus, the transfer confirmation information 1s
transmitted to the RO 200 via the SHO 120.

Subsequently, the control unit 330 determines whether
invalidation information of MCIM 1s received (step S926)
and 1f no invalidation information of MCIM 1s received,
monitoring continues. If the invalidation information of
MCIM has been received (step S926), the control unit 330
performs an invalidation process of the MCIM stored 1n the
MCIM mformation storage umt 350 (step S927). Accord-
ingly, the MCIM held by the first wireless communication
apparatus 300 1s invalidated and the first wireless communi-
cation apparatus 300 can no longer establish connection with
the SHO 120 based on the MCIM.

If the transfer confirmation operation 1s an operation to
disapprove the transier of use rights over MCIM (step S924),
the control unit 330 transmits transier confirmation informa-
tion disapproving the transter of MCIM use rights to the RO
200 (step S928). In this case, the subsequent transfer process
of use rights over MCIM 1s not performed and thus, the
operation of the communication process ends.

[Operation Example of the Wireless Communication
Apparatus (Transter Destination) (Example in which a Trans-
ter Operation 1s Performed 1n the Transfer Destination)]

FIG. 20 1s a flowchart of an exemplary communication
process by the second wireless communication apparatus 130
according to the first embodiment of the present technology.
FIG. 20 shows an operation example of the transier destina-
tion (the second wireless communication apparatus 130)
when the second wireless communication apparatus 130
holding no use rights over MCIM makes a transfer request of
use rights over MCIM. FIG. 20 shows an operation example
of only the second wireless communication apparatus 130,
but similarly applies to other wireless communication appa-
ratuses.

First, the control unit 330 of the second wireless commu-
nication apparatus 130 determines whether any display
instruction operation of group information 1s performed (step
S931) and 1f no display instruction operation 1s performed,
monitoring continues. If the display instruction operation has
been performed (step S931), the control unit 330 of the sec-
ond wireless communication apparatus 130 causes the dis-
play unit 370 to display group information (for example, the
group list display screen 500 shown i FIG. 7) (step S932).

Subsequently, the control unit 330 of the second wireless
communication apparatus 130 determines whether any trans-
fer instruction operation of MCIM 1is performed on the dis-
play screen displayed in the display unit 370 (step S933) and
if no transfer instruction operation 1s performed, monitoring
continues. If the transfer mstruction operation has been per-
formed (step S933), the control unit 330 of the second wire-
less communication apparatus 130 transmits a transier
request of MCIM (including terminal identification informa-
tion of the transfer source and transfer destination) to the RO
200 (step S934). In this case, the second wireless communi-
cation apparatus 130 holds no use rights over MCIM and thus,
the transier request of MCIM 1s directly transmitted to the RO
200.

Subsequently, the second wireless communication appara-
tus 130 determines whether validation information of MCIM
1s recerved (step S9335) and 11 no validation information of
MCIM 1s received, momtoring continues. If the validation
information of MCIM has been recerved (step S933), the
control unit 330 of the second wireless communication appa-
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ratus 130 transmits a validation information reception notifi-
cation to notify that validation information of MCIM has been
received to the RO 200 (step S936).

Subsequently, the control unit 330 of the second wireless
communication apparatus 130 performs a validation process
of the MCIM stored 1n the MCIM 1nformation storage unit
350 based on the recerved validation mnformation of MCIM
(step S937). Use rights over MCIM are thereby set to the
second wireless communication apparatus 130 and thus, the
second wireless communication apparatus 130 can establish
connection with the SHO 120 based on the MCIM.

Subsequently, the control unit 330 of the second wireless
communication apparatus 130 performs a data synchroniza-
tion process to synchronize data in the second wireless com-
munication apparatus 130 with data 1n the first wireless com-
munication apparatus 300 (step S938).

[Operation Example of RO (Example 1n which a Transfer
Operation 1s Performed in the Transfer Source or Transfer
Destination)]

FIG. 21 1s a flowchart of an exemplary communication
process by the RO 200 according to the first embodiment of
the present technology. In FIG. 21, an operation example of
the RO 200 when a wireless communication apparatus (the
transier source or transier destination) belonging to a group
makes a transier request of use rights over MCIM 1s shown.

The control unit 210 determines whether any transier
request of MCIM 1s recetved (step S941) and 1f no transier
request of MCIM 1s received, monitoring continues. It the
transter request of MCIM has been received (step S941), the
control unit 210 determines whether the received transfer
request of MCIM 1ncludes synchronous data (step S942).
That 1s, when a transfer request 1s recerved from the transfer
source of use rights over MCIM, the transier request includes
synchronous data, but when a transfer request i1s received
from the transier destination of use rights over MCIM, the
transier request does not include synchronous data.

If the transfer request of MCIM 1ncludes synchronous data
(step S942), the control unit 210 causes the group manage-
ment database 220 to hold the synchronous data 1n associa-
tion with the group to which the wireless communication
apparatus that has transmitted the transfer request of MCIM
belongs (step S943). If the transter request of MCIM does not
include synchronous data (step S942), the process proceeds to
step S944.

Subsequently, the control unit 210 transmits a transfer con-
firmation request to the wireless communication apparatus
identified based on terminal 1dentification information of the
remote party (the transier source or transier destination)
included 1n the received transier request of MCIM (step
S944).

Subsequently, the control unit 210 determines whether
transier confirmation information 1s recerved (step S945) and
if no transfer confirmation information 1s recerved, monitor-
ing continues. If the transfer confirmation information has
been recerved (step S945), the control unit 210 determines
whether the received transfer confirmation information
includes synchronous data (step S946). That 1s, when transier
confirmation information 1s received from the transier desti-
nation of use rights over MCIM, the transier confirmation
information includes synchronous data, but when transfer
confirmation information 1s received from the transier source
of use rights over MCIM, the transfer confirmation informa-
tion does not include synchronous data.

In this example, 1t 1s assumed that whether transter confir-
mation information permitting the transier of use rights over
MCIM 1s recerved 1s determined (step S943). If transier con-
firmation information disapproving the transier of use rights
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over MCIM 1s received (step S945), a notification of disap-
proval 1s transmitted to the wireless communication appara-
tus that has transmitted the transier request of MCIM before
the operation of the communication process being termi-
nated. In this case, 1t 1s assumed that synchronous data held in
the group management database 220 1s deleted.

If the transier confirmation information includes synchro-
nous data (step S946), the control unit 210 causes the group
management database 220 to hold the synchronous data in
association with the group to which the wireless communi-
cation apparatus that has transmitted the transfer confirma-
tion information belongs (step S947). It the transier confir-
mation information does not include synchronous data (step
S5946), the process proceeds to step S948.

Subsequently, the control unit 210 transmits nvalidation
information of MCIM to mvalidate the MCIM of the transfer
source (wireless communication apparatus) to the transfer
source (step S948).

Subsequently, the control umit 210 determines whether dis-
connection between the transier source where an invalidation
process of MCIM has been performed and the SHO 120 1s
detected (step S949) and 11 no disconnection 1s detected,
monitoring continues. If the disconnection 1s detected (step
S949), the control unit 210 updates content of the group
management database 220 (step S930). That 1s, the content of
the group management database 220 1s updated so as to be
content after the transier process of use rights over MCIM.

Subsequently, the control unit 210 transmits validation
information (including synchronous data) of MCIM to the
transfer destination (wireless communication apparatus)
(step S951).

Subsequently, the control unit 210 determines whether any
validation information reception notification is recerved (step
S952) and 11 no validation information reception notification
1s recerved, monitoring continues. If the validation informa-
tion reception notification has been received (step S952), the
control unit 210 deletes the synchronous data (synchronous
data transmitted by being included 1n the validation informa-
tion of MCIM) transmitted to the transfer destination from the
group management database 220 (step S953).

[Operation Example of the Wireless Communication
Apparatus (the Transfer Source or Transfer Destination) (Ex-
ample 1n which a Transfer Operation 1s Performed in a Wire-
less Communication Apparatus Other than the Transfer
Source and Transfer Destination)]

FIG. 22 1s a flowchart of an exemplary communication
process by a wireless communication apparatus according to
the first embodiment of the present technology. FIG. 22
shows an operation example ol a wireless communication
apparatus when a transier operation 1s performed by the wire-
less communication apparatus other than the transfer source
and transfer destination.

The control unit 330 determines whether any transter con-
firmation request 1s received (step S961) and 1f no transier
confirmation request 1s received, monitoring continues. If the
transier confirmation request has been received (step S961),
the control unit 330 causes the display unit 370 to display a
transfer confirmation screen to cause the user to confirm the
transier of use rights over MCIM (step S962). For example,
the transier confirmation screen 510 shown 1n FIG. 8 1s dis-
played 1n the display unit 370.

Subsequently, the control unit 330 determines whether any
transier confirmation operation of MCIM 1s performed (step
S963) and if no transier confirmation operation of MCIM 1s
performed, monitoring continues. If the transter confirmation
operation has been performed (step S963), the control unit
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330 determines whether the transfer confirmation operation 1s
an operation to permit the transfer of use rights over MCIM
(step S964).

If the transfer confirmation operation 1s an operation to
permit the transfer of use rights over MCIM (step S964), the
control unit 330 determines whether the local machine 1s the
transier destination of use rights over MCIM (step S965). IT
the local machine 1s the transier destination of use rights over
MCIM (step S965), the control umt 330 transmaits transier
confirmation information permitting the transfer of use rights
over MCIM to the RO 200 (step S966). In this case, the
wireless communication apparatus holds no use rights over
MCIM and thus, the transfer confirmation information 1s
directly transmitted to the RO 200.

Subsequently, the control unit 330 determines whether
validation information of MCIM 1s received (step S967) and
if no validation information of MCIM 1s received, monitoring
continues. If the validation information of MCIM has been
received (step S967), the control unit 330 transmuits a valida-
tion information reception notification to notify that valida-
tion information of MCIM has been received to the RO 200
(step S968).

Subsequently, the control unit 330 performs a validation
process of the MCIM stored 1n the MCIM information stor-
age unit 350 based on the recerved validation information of
MCIM (step S969). Use rights over MCIM are thereby set to
the wireless communication apparatus of the transfer desti-
nation and thus, the wireless communication apparatus can
establish connection with the SHO 120 based on the MCIM.

Subsequently, the control unit 330 performs a data syn-
chronization process to synchronize data on the local
machine (transfer destination) with data 1n the wireless com-
munication apparatus of the transier source (step S970).

It the local machine 1s not the transfer destination of use
rights over MCIM (step S965), the control unit 330 transmits
transfer confirmation information (including synchronous
data) permitting the transier of use rights over MCIM to the
RO 200 (step S971). In this case, the wireless communication
apparatus holds use rights over MCIM and thus, the transfer
confirmation information 1s transmitted to the RO 200 via the
SHO 120.

Subsequently, the control unit 330 determines whether
invalidation information of MCIM 1s recetved (step S972)
and 1f no invalidation information of MCIM 1s received,
monitoring continues. If the invalidation information of
MCIM has been received (step S972), the control unit 330
performs an invalidation process of the MCIM stored 1n the
MCIM 1information storage umt 350 (step S973). Accord-
ingly, the MCIM held by the wireless communication appa-
ratus 1s invalidated and the wireless communication appara-
tus can no longer establish connection with the SHO 120
based on the MCIM.

If the transfer confirmation operation 1s an operation to
disapprove the transier of use rights over MCIM (step S964),
the control unit 330 transmits transier confirmation informa-
tion disapproving the transier of MCIM use rights to the RO
200 (step S974). In this case, the subsequent transier process
of use nights over MCIM 1s not performed and thus, the
operation of the communication process ends.

[Operation Example of RO (Example 1n which a Transfer
Operation 1s Performed 1n a Wireless Communication Appa-
ratus Other than the Transfer Source and the Transfer Desti-
nation)]

FIG. 23 1s a flowchart of an exemplary communication
process by the RO 200 according to the first embodiment of
the present technology. In FIG. 23, an operation example of
the RO 200 when a wireless communication apparatus (other
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than the transfer source and transier destination) belonging to
a group makes a transier request of use rights over MCIM 1s
shown.

The control unit 210 determines whether any transfer
request of MCIM 1s recerved (step S981) and if no transier
request of MCIM 1s received, momtoring continues. If the
transier request of MCIM has been received (step S981), the
control unit 210 transmits a transier confirmation request to
the wireless communication apparatus (the transier source or
transier destination) 1dentified based on terminal identifica-
tion information included 1n the received transier request of
MCIM (step S982).

Subsequently, the control unit 210 determines whether
transier confirmation information is received (step S983) and
1if no transfer confirmation information 1s recetved, monitor-
ing continues. If the transfer confirmation information has
been recerved (step S983), the control unit 210 determines
whether the recetved transfer confirmation information
includes synchronous data (step S984). That 1s, when transfer
confirmation information 1s received from the transier desti-
nation of use rights over MCIM, the transfer confirmation
information includes synchronous data, but when transfer
confirmation information 1s recerved from the transfer source
of use rights over MCIM, the transfer confirmation informa-
tion does not include synchronous data.

I1 the transfer confirmation information includes synchro-
nous data (step S983), the control unit 210 causes the group
management database 220 to hold the synchronous data in
association with the group to which the wireless communi-
cation apparatus that has transmitted the transfer confirma-
tion 1information belongs (step S985). If the transier confir-
mation information does not include synchronous data (step
S984), the process proceeds to step S986.

Subsequently, the control unit 210 determines whether
transier confirmation information 1s recerved from both of the
transier source and transier destination (step S986) and it
transfer confirmation information 1s not received one of both,
the process returns to step S983. If the transter confirmation
information has been received from both of the transfer
source and transier destination (step S986), the control unit
210 transmits transier approval information to the wireless
communication apparatus that has transmitted the transfer
request of MCIM (step S987).

In this example, 1t 1s assumed that whether transier confir-
mation information permitting the transier of use rights over
MCIM 1is recerved from both of the transfer source and trans-
fer destination 1s determined (step S986). IT transier confir-
mation information disapproving the transier of use rights
over MCIM 1is recerved from at least one of the transfer source
and transier destination (step S986), a notification of disap-
proval 1s transmitted to the wireless communication appara-
tus that has transmitted the transier request of MCIM before
the operation of the communication process being termi-
nated. In this case, 1t 1s assumed that synchronous data held in
the group management database 220 1s deleted.

Each process (step S988 to step S993) shown 1n FIG. 23
corresponds to each process (step S948 to step S953) shown
in FIG. 21. Thus, the description thereof 1s omaitted here.

<2. Second Embodiment>

In the first embodiment of the present technology,
examples 1 which a transfer request of MCIM or transfer
confirmation information 1s transmitted to RO with synchro-
nous data of the transfer source included in the transier
request of MCIM or the transfer confirmation information
and validation information of MCIM 1is transmitted to the
transier destination with the synchronous data included 1n the
validation information of MCIM are shown. However, syn-
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chronous data of the transier source may separately be trans-
mitted without being included in transmission mmformation
related to the transier process of MCIM (transier request of
MCIM, transfer confirmation information, and wvalidation
information of MCIM).

Thus, 1in the second embodiment of the present technology,
an example 1n which synchronous data of the transfer source
1s transmitted separately from transmission information
related to the transier process of MCIM 1s shown. The con-
figuration of a communication system according to the sec-
ond embodiment of the present technology 1s substantially
the same as the example shown 1n FIG. 3. Thus, a portion of
the description common to that in the first embodiment of the
present technology 1s omitted.

|[Communication Example when a Data Synchromization
Process 1s Performed During a Transfer Process of Use Rights
Over MCIM |

FIGS. 24 and 25 are a sequence chart showing an exem-
plary communication process between each apparatus con-
stituting the communication system 100 according to the
second embodiment of the present technology. The sequence
chart shown 1in FIGS. 24 and 25 1s a modification of the
sequence chart shown 1n FIGS. 10 and 11 and thus, a portion
of the description common to that of FIGS. 10 and 11 1s
omitted. In FIGS. 24 and 25, an example 1n which synchro-
nous data of the transfer source 1s transmitted separately

without being included 1n a transter request of MCIM will be
described.

Each process (721 to 726) shown 1n FIGS. 24 and 25
corresponds to each process (604 to 609) shown 1n FIGS. 10
and 11. However, the present example 1s different 1n that a

transier request of MCIM 1s transmitted without including
synchronous data (723) (606).

Each process (727 to 740) shown i FIGS. 24 and 25
corresponds to each process (611 to 624) shown 1n FIGS. 10
and 11.

In this example, the transfer request of MCIM 1s transmit-
ted without including synchronous data (723) and thus, syn-
chronous data held by the first wireless communication appa-
ratus 300 needs to be transmitted to the RO 200 separately
from the transter request of MCIM. Thus, after an mnvalida-
tion process of the MCIM ends in the first wireless commu-
nication apparatus 300 and the first wireless communication
apparatus 300 1s 1n a connected state (738) to the RO 200, the
control unit 330 of the first wireless communication appara-
tus 300 transmits the synchronous data to the RO 200 (741,
742). In this case, terminal 1dentification information of the
first wireless communication apparatus 300 1s transmitted to
the RO 200 together with the synchronous data.

When the RO 200 recerves the synchronous data (742), the
control unit 210 extracts the group to which the wireless
communication apparatus (the first wireless communication
apparatus 300) that has transmitted the synchronous data
belongs. That 1s, terminal 1dentification information match-
ing the terminal identification information transmitted
together with the synchronous data 1s extracted from the
group management database 220 and the group related to the
extracted terminal identification information 1s extracted.
Then, the control unit 210 causes the group management
database 220 to hold the received synchronous data 1n asso-
ciation with the extracted group (743).

Subsequently, the control umt 210 transmits validation
information of MCIM to the second wireless communication
apparatus 130 (744, 745). In addition, the control unit 210
transmits the synchronous data held 1n the group management
database 220 to the second wireless communication appara-

tus 130 (746, 747).
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When the second wireless communication apparatus 130
receives the validation information of MCIM (745), the con-
trol unit 330 of the second wireless communication apparatus
130 transmuits a validation information reception notification
to notily that validation iformation of MCIM has been
received to the RO 200 (748, 749). When the second wireless

communication apparatus 130 receives the synchronous data
(747), the control unit 330 of the second wireless communi-
cation apparatus 130 transmits a synchronous data reception
notification to notity that synchronous data has been received
to the RO 200 (750, 751).

When the RO 200 recetves the synchronous data reception
notification (751), the control unit 210 of the RO 200 deletes
the synchronous data transmitted to the second wireless com-

munication apparatus 130 from the group management data-

base 220 (752).
Each process (753 to 755) shown in FIGS. 24 and 25

corresponds to each process (630 to 632) shown 1n FIGS. 10

and 11.

FIGS. 24 and 25 show an example 1n which a transfer
request of MCIM 1s made by using the first wireless commu-
nication apparatus 300 holding use rights over MCIM 1s
shown, but such a request may also be made from a wireless
communication apparatus holding no use rights over MCIM.
Such an example 1s shown 1n FIGS. 26 to 30.

|[Communication Example when a Transfer Request 1s
Made from the Transfer Destination of Use Rights Over
MCIM]

FIGS. 26 and 27 are a sequence chart showing an exem-
plary communication process between each apparatus con-
stituting the communication system 100 according to the
second embodiment of the present technology.

The sequence chart shown 1 FIGS. 26 to 27 1s a modifi-
cation of the sequence charts shown 1n FIGS. 12 and 13 and
FIGS. 24 and 25 and thus, a portion of the description com-
mon to those of FIGS. 12 and 13 and FIGS. 24 and 25 1s
omitted. In FIGS. 26 and 27, an example 1n which synchro-
nous data of the transfer source 1s transmitted separately
without being included in transfer confirmation information
will be described.

Each process (761 to 774) shown in FIG. 26 corresponds to
cach process (641 to 654) shown i FIG. 12. However, the
present example 1s different 1n that transfer confirmation
information 1s transmitted without including synchronous
data (771) (651).

When the RO 200 receives the transier confirmation infor-
mation (774), the control unit 210 transmits transfer approval
information indicating that the transfer has been approved to
the wireless commumnication apparatus (the second wireless
communication apparatus 130) that has transmitted the trans-
ter request of MCIM (775, 776).

Each process (777 to 784) shown in FI1G. 27 corresponds to
cach process (656 to 663) shown 1n FIG. 13.

In this example, the transfer confirmation information 1s
transmitted without including synchronous data (771) and
thus, the synchronous data held by the first wireless commu-
nication apparatus 300 needs to be transmitted to the RO 200
separately from the transier confirmation information. Thus,
alter an 1nvalidation process of the MCIM ends 1n the first
wireless commumnication apparatus 300 and the first wireless
communication apparatus 300 1s in a connected state (782) to
the RO 200, the control unit 330 of the first wireless commu-
nication apparatus 300 transmits the synchronous data to the
RO 200 (785, 786). In this case, terminal 1dentification infor-
mation of the first wireless communication apparatus 300 1s
transmitted to the RO 200 together with the synchronous data.
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Each process (785 to 799) shown 1n FI1G. 27 corresponds to
cach process (741 to 755) shown 1n FIG. 25.

|[Commumnication Example when a Transier Request 1s
Made from a Wireless Communication Apparatus Other and
the Transter Source and the Transfer Destination of Use

Rights Over MCIM |

FIGS. 28 to 30 are a sequence chart showing an exemplary
communication process between each apparatus constituting
the communication system 100 according to the second
embodiment of the present technology.

The sequence chart shown 1n FIGS. 28 to 30 1s a modifi-
cation of the sequence charts shown 1in FIGS. 14 to 16 and
FIGS. 26 and 27 and thus, a portion of the description com-
mon to those of FIGS. 14 to 16 and FIGS. 26 and 27 1s

omitted. In FIGS. 28 to 30, an example in which synchronous
data of the transfer source 1s transmitted separately without
being included 1n transfer confirmation information will be

described.

Each process (801 to 820) shown in FIGS. 28 and 29
corresponds to each process (675 to 694) shown in FIGS. 14
and 15. However, the present example 1s different in that
transfer confirmation information 1s transmitted without
including synchronous data (817) (691).

Each process (821 to 830) shown 1n FIG. 29 corresponds to
each process (696 to 705) shown 1n FIG. 15.

In this example, the transfer confirmation information 1s
transmitted without including synchronous data (817) and
thus, the synchronous data held by the first wireless commu-
nication apparatus 300 needs to be transmitted to the RO 200
separately from the transier confirmation information. Thus,
alter an invalidation process of the MCIM ends in the {first
wireless communication apparatus 300 and the first wireless
communication apparatus 300 1s in a connected state (828) to
the RO 200, the control unit 330 of the first wireless commu-
nication apparatus 300 transmits the synchronous data to the
RO 200 (831, 832). In this case, terminal identification infor-
mation of the first wireless communication apparatus 300 1s
transmitted to the RO 200 together with the synchronous data.

Each process (833 to 845) shown in FIGS. 29 and 30
corresponds to each process (787 to 799) shown 1n FIG. 27.

|Operation Example of the Communication System]

Next, the operation of the communication system 100
according to the second embodiment of the present technol-
ogy will be described with reference to drawings.

[Operation Example of the Wireless Communication
Apparatus (Transier Source) (Example 1n which a Transier
Operation 1s Performed 1n the Transier Source)]

FIG. 31 1s a flowchart of an exemplary communication
process by the first wireless communication apparatus 300
according to the second embodiment of the present technol-
ogy. FIG. 31 shows an operation example of the transfer
source (the first wireless communication apparatus 300)
when the first wireless communication apparatus 300 holding,
use rights over MCIM makes a transier request of use rights
over MCIM. FIG. 31 1s a modification of FIG. 17 and thus, a
portion of the description common to that of FIG. 17 1s
omitted by attaching the same reference signs.

If a transfer 1nstruction operation of MCIM 1s performed
(step S903), the control unit 330 transmuits a transier request
of MCIM (including terminal i1dentification information of
the transier source and transfer destination) to the RO 200
(step S1001). That 1s, a transier request of MCIM that does
not include synchronous data 1s transmitted to the RO 200.

In addition, after an mnvalidation process of MCIM 1s per-
formed (step S906), the control umt 330 transmits the syn-

chronous data to the RO 200 (step S1002).
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[Operation Example of the Wireless Communication
Apparatus (Transter Destination) (Example in which a Trans-
fer Operation 1s Performed in the Transter Source)]

FIG. 32 1s a flowchart of an exemplary communication
process by the second wireless communication apparatus 130
according to the second embodiment of the present technol-
ogy. FIG. 32 shows an operation example of the transfer
destination (the second wireless communication apparatus
130) when the first wireless communication apparatus 300
holding use rights over MCIM makes a transfer request of use
rights over MCIM. FIG. 32 1s a modification of FIG. 18 and
thus, a portion of the description common to that of FIG. 18 1s
omitted by attaching the same reference signs.

I1 the validation information of MCIM has been received
(step S916), the control unit 330 of the second wireless com-
munication apparatus 130 determines whether synchronous
data 1s recerved (step S1005) and if no synchronous data 1s
received, monitoring continues.

I1 the synchronous data 1s recerved (step S1005), the con-
trol unit 330 of the second wireless communication apparatus
130 transmuits a validation information reception notification
to the RO 200 (step S917). Subsequently, the control unit 330
of the second wireless communication apparatus 130 trans-
mits a synchronous data reception notification to notify that
synchronous data has been received to the RO 200 (step
51006).

[Operation Example of the Wireless Communication
Apparatus (Transier Source) (Example in which a Transier
Operation 1s Performed 1n the Transter Destination)]

FIG. 33 1s a flowchart of an exemplary communication
process by the first wireless communication apparatus 300
according to the second embodiment of the present technol-
ogy. FIG. 33 shows an operation example of the transfer
source (the first wireless communication apparatus 300)
when the second wireless communication apparatus 130
holding no use rights over MCIM makes a transfer request of
use rights over MCIM. FIG. 33 1s a modification of FI1G. 19
and thus, a portion of the description common to that of FIG.
19 1s omitted by attaching the same reference signs.

I1 the transtfer confirmation operation of MCIM 1s an opera-
tion to permit the transfer of use rights over MCIM (step
5924), the control unit 330 transmits transfer confirmation
information permitting the transter of MCIM use rights to the
RO 200 (step S1011). That 1s, transier confirmation informa-
tion that does not include synchronous data 1s transmitted to
the RO 200.

In addition, after an mvalidation process of MCIM 1s per-
formed (step S927), the control unit 330 transmits the syn-
chronous data to the RO 200 (step S1012).

[Operation Example of the Wireless Communication
Apparatus (Transier Destination) (Example in which a Trans-
ter Operation 1s Performed in the Transter Destination)]

FIG. 34 1s a flowchart of an exemplary communication
process by the second wireless communication apparatus 130
according to the second embodiment of the present technol-
ogy. FIG. 34 shows an operation example of the transfer
destination (the second wireless communication apparatus
130) when the second wireless communication apparatus 130
holding no use rights over MCIM makes a transfer request of
use rights over MCIM. FIG. 34 1s a modification of FI1G. 20
and thus, a portion of the description common to that of FIG.
20 1s omitted by attaching the same reference signs.

I1 the validation information of MCIM has been received
(step S935), the control unit 330 of the second wireless com-
munication apparatus 130 determines whether synchronous
data 1s recerved (step S1015) and if no synchronous data 1s
received, monitoring continues.
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If the synchronous data has been received (step S1015), the
control unit 330 of the second wireless communication appa-
ratus 130 transmits a validation information reception notifi-
cation to the RO 200 (step S936). Subsequently, the control
unit 330 of the second wireless communication apparatus 130

transmits a synchronous data reception notification to notify
that synchronous data has been received to the RO 200 (step
51016).

|Operation Example of RO (Example 1n which a Transfer
Operation 1s Performed in the Transfer Source or Transfer
Destination)]

FIG. 35 1s a flowchart of an exemplary communication
process by the RO 200 according to the second embodiment
ol the present technology. In FIG. 35, an operation example of
the RO 200 when a wireless communication apparatus (the
transier source or transier destination) belonging to a group
makes a transfer request of use rights over MCIM 1s shown.
FIG. 35 1s a modification of FI1G. 21 and thus, a portion of the
description common to that of FIG. 21 1s omitted by attaching
the same reference signs.

When a transier request of MCIM 1s received (step S941),
the control unit 210 transmits a transier confirmation request
to the wireless communication apparatus identified based on
terminal identification information of the remote party (the
transier source transier destination) included 1n the received
transier request of MCIM (step S944).

When transier confirmation information 1s recerved (step
S945), the control unit 210 transmaits invalidation information
of MCIM to invalidate the MCIM of the transfer source
(wireless communication apparatus) to the transfer source
(step S948).

After content of the group management database 220 1s
updated (step S950), the control unit 210 determines whether
synchronous data 1s recerved (step S1021) and 11 no synchro-
nous data 1s received, monitoring continues.

If the synchronous data has been received (step S1021), the
control umt 210 causes the group management database 220
to hold the synchronous data in association with the group to
which the wireless communication apparatus that has trans-
mitted the synchronous data belongs (step S1022).

Subsequently, the control umt 210 transmits validation
information of MCIM to the wireless communication appa-
ratus of the transfer destination (step S1023). Subsequently,
the control unit 210 transmits the synchronous data held in the
group management database 220 to the wireless communica-
tion apparatus of the transier destination (step S1024).

If the validation information reception noftification has
been received (step S952), the control unit 210 determines
whether any synchronous data reception notification 1s
received (step S1025) and if no synchronous data reception
notification 1s recerved, monitoring continues.

If the synchronous data reception notification has been
received (step S1025), the control unit 210 deletes the syn-
chronous data transmitted to the wireless communication
apparatus of the transfer destination from the group manage-
ment database 220 (step S953).

[Operation Example of the Wireless Communication
Apparatus (the Transfer Source or Transfer Destination) (Ex-
ample 1n which a Transier Operation 1s Performed 1n a Wire-
less Communication Apparatus Other than the Transfer
Source and Transfer Destination)]

FIG. 36 1s a flowchart of an exemplary communication
process by a wireless communication apparatus according to
the second embodiment of the present technology. FIG. 36
shows an operation example ol a wireless communication
apparatus when a transier operation 1s performed by the wire-
less communication apparatus other than the transier source
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and transier destination. FIG. 36 1s a modification of FIG. 22
and thus, a portion of the description common to that of FIG.
22 1s omitted by attaching the same reference signs.

I1 the transter confirmation operation of MCIM 1s an opera-
tion to permit the transier of use rights over MCIM (step
S964), the control unit 330 transmits transier confirmation
information permitting the transter of MCIM use rights to the
RO 200 (step S966).

Subsequently, the control unit 330 determines whether the
local machine 1s the transfer destination of use rights over
MCIM (step S965). If the local machine 1s the transfer desti-
nation of use rights over MCIM (step S963), the control unit
330 determines whether validation information of MCIM 1s
received (step S967) and 1f no validation mformation of
MCIM 1s recetved, monitoring continues. It the validation
information of MCIM has been received (step S967), the
control unit 330 determines whether synchronous data 1s
received (step S1031) and 11 no synchronous data 1s recerved,
monitoring continues. If the synchronous data 1s received
(step S1031), the control unit 330 transmits a validation infor-
mation reception notification to the RO 200 (step S968).

Subsequently, the control unit 330 transmuits a synchronous
data reception notification to notify that synchronous data has
been recerved to the RO 200 (step S1032).

In addition, after an mvalidation process of MCIM 1s per-
formed (step S973), the control unit 330 transmits the syn-
chronous data to the RO 200 (step S1033).

|Operation Example of RO (Example 1n which a Transfer
Operation 1s Performed 1n a Wireless Communication Appa-
ratus Other than the Transfer Source and the Transfer Desti-
nation)]

FIG. 37 1s a flowchart of an exemplary communication
process by the RO 200 according to the second embodiment
of the present technology. In FIG. 37, an operation example of
the RO 200 when a wireless communication apparatus (other
than the transfer source and transier destination) belonging to
a group makes a transfer request of use rights over MCIM 1s
shown. FIG. 37 1s a modification of FIG. 23 and thus, a
portion of the description common to that of FIG. 23 1s
omitted by attaching the same reference signs.

Alfter a transfer confirmation request 1s transmitted to both
ol the transfer source and transfer destination (step S982), the
control unit 210 determines whether transier confirmation
information 1s recerved from both of the transfer source and
transier destination (step S986).

Each process (step S1041 to step S1045) shown 1n FIG. 37
corresponds to each process (step S1022 to step S1025)
shown 1n FIG. 35. Thus, the description thereof 1s omitted
here.

In the second embodiment of the present technology, an
example in which after an invalidation process of the MCIM
of the first wireless communication apparatus 300 1s per-
formed, synchronous data is transmitted from the first wire-
less communication apparatus 300 to the RO 200 1s transmiut-
ted 1s shown. In this case, the synchronous data can directly be
transmitted from the first wireless communication apparatus
300 to the RO 200. However, before the invalidation process
of the MCIM, synchronous data may be transmitted from the
first wireless communication apparatus 300 to the RO 200. In
this case, synchronous data 1s transmitted from the first wire-
less communication apparatus 300 to the RO 200 viathe SHO
120.

Thus, 1n the second embodiment of the present technology,
when use rights over MCIM are transierred, synchronous
data can be transmitted from the transier source to the transfer
destination separately from a transier request thereof. There-
fore, the data synchronization process can appropriately be
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performed 1n accordance with the communication function of
the wireless communication apparatus.

<3. Modification>

In the first and second embodiments of the present tech-
nology, examples in which a data synchronization process 1s
performed by transmitting synchronous data from the transier
source to the transfer destination for a transier process of use
rights over MCIM have been described. However, 1t 1s
assumed that there are some users who wish to perform a data
synchronization process for processes other than a transfer
process of use rights over MCIM. Thus, 1n this modification,
examples in which a data synchronization process 1s per-
tormed for a process other than a transier process of use rights
over MCIM are shown.

|[Communication Example when a Data Synchromization
Process 1s Performed for a Process Other than a Transfer
Process of Use Rights Over MCIM]

FIGS. 38 and 39 are a sequence chart showing an exem-
plary communication process between each apparatus con-
stituting the communication system 100 according to a modi-
fication of an embodiment of the present technology.

In FIGS. 38 and 39, 1t 1s assumed that the first wireless
communication apparatus 300 holds use rights over MCIM
when the group AB 1s constituted of the first wireless com-
munication apparatus 300, the second wireless communica-
tion apparatus 130, and the third wireless communication
apparatus 140. FIGS. 38 and 39 show a communication pro-
cess example when a data synchronization process of data
between the first wireless communication apparatus 300 and
the second wireless communication apparatus 130 1s per-
formed by operating the first wireless communication appa-
ratus 300. It 1s assumed 1n FIGS. 38 and 39 that the first
wireless communication apparatus 300 1s 1n a connected state
(601) to the SHO 120 and the second wireless communication
apparatus 130 and the third wireless communication appara-
tus 140 are 1n connected states (602, 603) to the RO 200.

First, the display unit 370 of the first wireless communica-
tion apparatus 300 1s caused to display a data synchromization
setting screen for performing a data synchronization process
by a user operation (851). The data synchronization setting,
screen 1s a screen, for example, the group list display screen
500 shown 1n FIG. 7 1n which a synchronous data transmis-
s10n source selection area 1s displayed without the transfer
destination selection area 501 being displayed. In the syn-
chronous data transmission source selection area, a check box
to select the transfer source of synchronous data 1s displayed
when a data synchronization process 1s performed.

While the data synchronization setting screen is displayed
in the display unit 370 as described above (851), a “v”” mark
1s attached to the check box (corresponding to the presence/
absence selection area 302 of data synchronization shown 1n
FIG. 7) of the remote party of the data synchronization pro-
cess (852). In addition, a “v” mark is attached to the check
box (synchronous data transmission source selection area) of
the transmission source of synchronous data (852).

After a“v” mark is attached to the check box of the remote
party and a “vV” mark is attached to the check box of the
transmission source of synchronous data as described above,
a confirm button (corresponding to the confirm button 506
shown 1n FIG. 7) 1s pressed (852). If a data synchronization
setting operation 1s accepted by the first wireless communi-
cation apparatus 300 as described above (852), a data syn-
chronization request i1s transmitted from the first wireless
communication apparatus 300 to the RO 200 (853 to 856). In
this case, the first wireless communication apparatus 300 and
the SHO 120 are 1in a connected state (601) and thus, the data
synchronization request 1s transmitted from the first wireless
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communication apparatus 300 to the RO 200 via the SHO 120
(853 to 856). The data synchronization request includes ter-
minal identification information (PCID#1, PCID#2) of wire-
less communication apparatuses intended for the data syn-
chronization process and synchronous data.

When the RO 200 receiwves the data synchronization
request (856), the control unit 210 extracts the group to which
the wireless communication apparatus that has transmitted
the data synchronization request belongs based on the termi-
nal 1dentification information included 1n the received data
synchronization request. That 1s, terminal i1dentification
information matching the terminal identification information
included in the recerved data synchronization request is
extracted from the group management database 220 and the
group related to the extracted terminal identification informa-
tion 1s extracted. Then, the control unit 210 causes the group
management database 220 to hold the synchronous data
included 1n the recerved data synchronization request 1n asso-
ciation with the extracted group (857).

Subsequently, the control unit 210 transmuits a synchronous
data reception notification to notity that the data synchroni-
zation request has been received to the wireless communica-
tion apparatus (the first wireless communication apparatus
300) 1dentified based on terminal identification information
of the transmission source included 1n the recerved data syn-
chronization request (858 to 861). When the synchronous
data reception notification 1s received (861), the first wireless
communication apparatus 300 may cause the display unit 370
to display the reception.

The display unit 370 of the second wireless communica-
tion apparatus 130 1s caused to display a data synchromization
setting screen to perform a data synchronization process
(862). While the data synchronization setting screen 1s dis-
played in the display unit 370 as described above (862), a “vV”’
mark 1s attached to the check box of the transmission source
(the first wireless communication apparatus 300) of the syn-
chronous data (863). In addition, a “v”> mark is attached to the
check box of the transmission destination (the second wire-
less communication apparatus 130) of the synchronous data
(863).

After a “v” mark is attached to the check boxes of the
transmission source and transmission destination of the syn-
chronous data as described above, a confirm button (corre-
sponding to the confirm button 506 shown in FIG. 7) 1s
pressed (863). If a data synchronization setting operation 1s
accepted by the second wireless communication apparatus
130 as described above (863), a data synchronization request
1s transmitted from the second wireless communication appa-
ratus 130 to the RO 200 (864, 865). In this case, the second
wireless communication apparatus 130 and the RO 200 are in
a connected state (602), the data synchronization request 1s
directly transmitted from the second wireless communication
apparatus 130 to the RO 200 (864, 8635). The data synchroni-
zation request includes terminal identification information
(PCID#1, PCID#2) of wireless communication apparatuses
intended for the data synchronmization process, but does not
include synchronous data.

When the RO 200 receiwves the data synchromization
request (865), the control unit 210 extracts the group to which
the wireless communication apparatus that has transmitted
the data synchronization request belongs based on the termi-
nal identification information included 1n the received data
synchronization request. That 1s, terminal i1dentification
information matching the terminal identification information
included in the received data synchronization request is
extracted from the group management database 220 and the
group related to the extracted terminal 1dentification informa-
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tion 1s extracted. Then, the control unit 210 acquires synchro-
nous data the group management database 220 1s caused to
hold 1n association with the extracted group and transmits the
acquired synchronous data to the wireless communication
apparatus that has transmitted the data synchronization
request (866, 867).

When the second wireless communication apparatus 130
receives the synchronous data (867), the control unit 330 of
the second wireless communication apparatus 130 performs a
data synchronmization process to synchronize data in the sec-
ond wireless communication apparatus 130 with data in the
first wireless communication apparatus 300 (868).

When the synchronous data 1s transmitted to the second
wireless communication apparatus 130 (866), the control unit
210 of the RO 200 deletes the synchronous data transmitted to
the second wireless communication apparatus 130 from the
group management database 220 (869).

In FIGS. 38 and 39, an example in which the first wireless
communication apparatus 300 holding use rights over MCIM
1s the transier source of synchronous data 1s shown, but can
also be applied to a case when a wireless communication
apparatus holding no use rights over MCIM 1s the transfer
source ol synchronous data.

FIGS. 38 and 39 also shows an example in which synchro-
nous data 1s deleted from the group management database
220 on condition that synchronous data should be transmitted
in response to a synchronous data request from the second
wireless communication apparatus 130. However, a case in
which after performing a data synchronization setting opera-
tion using the first wireless communication apparatus 300, the
user does not perform a data synchronization setting opera-
tion on the second wireless communication apparatus 130 for
some reason (for example, simply forgotten to operate or due
to an urgent task) can also be assumed. In such a case, syn-
chronous data may not be deletable from the group manage-
ment database 220. When, for example, a relatively large
number of users use the data synchronization process shown
in FIGS. 38 and 39, there 15 a possibility that the amount of
data (amount of synchronous data) held by the RO 200
becomes huge. In such a case, an increase in cost to operate
the RO 200 can be assumed.

Thus, making the valid time of synchronous data settable
when the synchronous data 1s transmitted from the first wire-
less communication apparatus 300 can be considered. For
example, a fixed value (for example, 10 min) can be set as the
valid time. For example, the second wireless communication
apparatus 130 can acquire synchronous data from the RO 200
by a data synchronization setting operation being performed
by the user on the second wireless communication apparatus
130 within 10 min after the synchronous data 1s transmitted
from the first wireless communication apparatus 300. How-
ever, 1f no data synchronization setting operation 1s per-
tformed on the second wireless communication apparatus 130
when 10 min pass after synchronous data being transmitted
from the first wireless communication apparatus 300, the RO
200 can delete the synchronous data from the group manage-
ment database 220. That 1s, 11 no data synchronization request
1s received from the second wireless communication appara-
tus 130 when 10 min pass after synchronous data 1s received
from the first wireless communication apparatus 300, the RO
200 can delete the synchronous data from the group manage-
ment database 220. By setting the valid time 1n this manner,
the cost of operating the RO 200 can be reduced. The valid
time may be made changeable by the user.

FIGS. 38 and 39 show an example 1n which the user suc-
cessively performs a data synchronization setting operation
on two wireless communication apparatuses mtended for a
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data synchronization process. However, for example, when
synchronous data 1s recetved from the first wireless commu-
nication apparatus 300, the RO 200 may notity the second
wireless communication apparatus 130 of the reception. By
making the nofification 1n this manner, the user can be
prompted to perform a data synchronization setting operation
using the second wireless communication apparatus 130. In
addition, with the reception of the notification, the user can
promptly perform a data synchronization setting operation
using the second wireless communication apparatus 130. An
example thereof 1s shown 1n FIGS. 40 and 41.

|[Communication Example when a Data Synchronization
Process 1s Performed for a Process Other than a Transfer
Process of Use Rights Over MCIM]

FIGS. 40 and 41 are a sequence chart showing an exem-
plary communication process between each apparatus con-
stituting the communication system 100 according to a modi-
fication of an embodiment of the present technology. The
sequence chart shown in FIGS. 40 to 41 1s a modification of
the sequence chart shown in FIGS. 38 and 39 and thus, a
portion of the description common to that of FIGS. 38 and 39
1s omitted.

Each process (871 to 881) shown in FIG. 40 corresponds to
cach process (851 to 861) shown 1n FIG. 38.

The control unit 210 of the RO 200 transmits a synchro-
nous data notification to the wireless communication appara-
tus (the second wireless communication apparatus 130) 1den-
tified based on terminal identification information of the
transmission destination included 1n the recerved data syn-
chronization request (882, 883). When the synchronous data
notification (883 ), the second wireless communication appa-
ratus 130 causes the display unit 370 of the second wireless
communication apparatus 130 to display a data synchroniza-
tion setting screen to perform a data synchronization process
(884).

Each process (884 to 891) shown in FIGS. 40 and 41
corresponds to each process (862 to 869) shown 1n FIGS. 38
and 39.

In FIGS. 38 to 41, as described above, examples 1n which
the user performs a data synchronization setting operation on
two wireless communication apparatuses itended for a data
synchronization process are shown. However, for example,
the user may perform a data synchronization setting operation
on the wireless communication apparatus as the transmission
source ol synchronous data of the two wireless communica-
tion apparatuses intended for a data synchronization process
so that a data synchronization process 1s automatically per-
formed on the wireless communication apparatus as the trans-
mission destination of the synchronous data. When a data
synchronization process 1s automatically performed as
described above, 1t 1s assumed that, for example, settings for
the automatic operation are made by a user operation.
Accordingly, when, for example, a synchronous data notifi-
cation 1s received by the wireless communication apparatus
(the second wireless communication 130) of the transmission
destination (883), the control unit 330 of the second wireless
communication 130 can automatically transmit a data syn-
chronization request to the RO 200.

Thus, according to the modification of an embodiment of
the present technology, a data synchronization process can be
performed without transferring MCIM (contract authentica-
tion information) use rights. Thus, the load on the network
side can be reduced.

In the embodiments of the present technology, as data
intended for a data synchromization process, content of an
address book or a schedule book 1s taken as an example.
However, the embodiments of the present technology can be
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applied when a data synchronization process 1s performed on
content other than the address book and schedule book (for
example, a play list (music, photos and the like) and ID
information). The ID information 1s, for example, a login
account of a blog, HP (home page) or the like or ID informa-
tion for using services on the Internet. The blog includes, for
example, a communication service (so-called mini-blog (for
example, twittering)) in which a short sentence can be posted
and browsed.

The embodiments of the present technology have been
described by taking integrally configured information pro-
cessing apparatuses (the SHO 120, the RO 200 and the like) as
an example. However, the embodiments of the present tech-
nology can also be applied to an information processing sys-
tem 1n which each unit (for example, the control unit 210 or
the group management database 220) included 1n these 1nfor-
mation processing apparatuses 1s constituted of a plurality of
apparatuses. While the embodiments of the present technol-
ogy have been described by taking the group AB constituted
of three wireless communication apparatuses as an example,
the embodiments of the present technology can also be
applied to a group constituted of two or four or more wireless
communication apparatuses. The embodiments of the present
technology have been described by taking a case when a data
synchronization process 1s performed between a plurality of
wireless communication apparatuses constituting a group as
an example. However, the embodiments of the present tech-
nology can also be applied when a data synchronization pro-
cess 1s performed between a plurality of wireless communi-
cation apparatuses that do not constitute a group. In such a
case, for example, the remote party to perform a data syn-
chronization process with can be set by a user operation (for
example, an mput operation to 1dentily the remote wireless
communication apparatus).

In addition, the embodiments of the present technology can
be applied to mobile wireless communication apparatuses
(for example, terminal apparatuses dedicated to data commu-
nication) and fixed wireless communication apparatuses. For
example, the embodiments of the present technology can be
applied to wireless communication apparatuses for the pur-
pose of collecting data of vending machines and wireless
communication apparatuses mounted on elevators, automo-
biles, and electronic devices (for example, home appliances,
game machines, and digital photo-frames).

Examples where use rights over an MCIM are used as
network connection rights are described above in the embodi-
ments of the present disclosure. However, 1t 1s also possible to
apply the embodiments of the present disclosure to connec-
tion rights for connecting to a specified network based on
other mformation (for example, a USIM (Universal Sub-
scriber Identity Module)).

Note that the embodiments given above describe examples
used to embody the present disclosure and that elements in the
embodiments correspond to elements 1n the patent claims. In
the same way, elements in the patent claims correspond to
clements 1n the embodiments of the present disclosure that
have been given the same names. However, 1t should be
understood by those skilled 1n the art that various modifica-
tions, combinations, sub-combinations and alterations may
occur depending on design requirements and other factors
insofar as they are within the scope of the appended claims or
the equivalents thereof.

The processing procedures described in the embodiments
given above may take the form of a method including a series
of such procedures and may also take the form of a program
for causing a computer to execute a series of such procedures
or a recording medium storing such a program. As examples,
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it 1s possible to use a CD (Compact Disc), an MD (MiniDisc),
a DVD (Dagital Versatile Disc), a memory card, a Blu-ray
Disc (registered trademark) or the like as the recording
medium.

Additionally, the present technology may also be config-
ured as below.
(1)

A wireless communication apparatus including:

an accepting unit that accepts a transier operation to trans-
fer a connection right from a first wireless communication
apparatus to which the connection right to connect to a pre-
determined network using wireless communication 1s set to a
second wireless communication apparatus to which the con-
nection right 1s not set; and

a control unmit that, when the transfer operation 1s accepted,
transmits a transier request that requests the connection right
to be transierred from the first wireless communication appa-
ratus to the second wireless communication apparatus with
information included 1n the transfer request, the information
being used for synchronizing data in the second wireless
communication apparatus with predetermined data in the first
wireless communication apparatus.
(2)

The wireless communication apparatus according to (1),

wherein the wireless communication apparatus 1s the first
wireless communication apparatus,

wherein a group sharing the connection right 1s constituted
of a plurality of wireless communication apparatuses includ-
ing the first wireless communication apparatus and the sec-
ond wireless communication apparatus,

wherein, when the transfer operation 1s accepted, the con-
trol unit transmits the transfer request and the predetermined
data to a management system that manages the group, and

wherein, when the transfer request and the predetermined
data are received, the management system transmits setting
information to set the connection right to the second wireless
communication apparatus to cause the second wireless com-
munication apparatus to set the connection right and trans-
mits the predetermined data to the second wireless commu-
nication apparatus to exercise control to synchronize the data

in the second wireless communication apparatus with the
predetermined data.
(3)

The wireless communication apparatus according to (2),

wherein the control unit transmits the transfer request
including the predetermined data to the management system
as the information for synchronization, and

wherein the management system transmits the setting
information to the second wireless communication apparatus
with the predetermined data included 1n the setting informa-
tion.

(4)

The wireless communication apparatus according to (2) or
(3),

wherein the management system 1s an RO (Registration
Operator), and

wherein, when the predetermined data 1s recerved from the
first wireless communication apparatus, the RO holds the
predetermined data and transmits the held predetermined data
to the second wireless communication apparatus.

()

The wireless communication apparatus according to (4),
wherein, when the predetermined data 1s held, the RO notifies
the second wireless communication apparatus that the prede-
termined data 1s held.
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(6)

The wireless communication apparatus according to (4) or
(5), wherein the RO deletes the held predetermined data after
the held predetermined data 1s transmitted to the second wire-
less communication apparatus.

(7)

The wireless communication apparatus according to any
one of (4) to (6), wherein, when the predetermined data 1s not
transmitted to the second wireless communication apparatus

for a predetermined time or longer after the predetermined
data 1s held, the RO deletes the predetermined data and does
not transmit the predetermined data to the second wireless
communication apparatus.

(8)

The wireless communication apparatus according to (7),

wherein the accepting unit accepts a specilying operation
to specily the predetermined time,

wherein, when the specitying operation 1s accepted, the
control unit transmits, to the RO, time information about the
speciflied predetermined time 1n association with the prede-
termined data, and

wherein the RO deletes the predetermined data using the
predetermined time related to the time information transmit-
ted 1n association with the predetermined data.
()

The wireless communication apparatus according to any
one of (2) to (9),

wherein the wireless communication apparatus to which
the connection right 1s set among the plurality of wireless
communication apparatuses constituting the group i1s con-
nectable to an SHO (Selected Home Operator) based on the
connection right, and

wherein the wireless communication apparatus to which
the connection right 1s not set among the plurality of wireless
communication apparatuses constituting the group i1s con-
nectable only to the RO.
(10)

The wireless communication apparatus according to (1),

wherein the wireless communication apparatus is the sec-
ond wireless communication apparatus,

wherein a group sharing the connection right 1s constituted
of a plurality of wireless communication apparatuses includ-
ing the first wireless communication apparatus and the sec-
ond wireless communication apparatus,

wherein, when the transier operation 1s accepted, the con-
trol unit transmits the transier request to a management sys-
tem that manages the group, and

wherein, when the transfer request 1s received, the man-
agement system transmits a transier confirmation request to
request permission of transfer concerning the transier request
to the first wireless communication apparatus, and when
transier confirmation information permitting the transier con-
cerning the transfer confirmation request and the predeter-
mined data are transmitted from the first wireless communi-
cation apparatus, the management system transmits setting
information to set the connection right to the second wireless
communication apparatus to cause the second wireless com-
munication apparatus to set the connection right and trans-
mits the predetermined data to the second wireless commu-
nication apparatus to exercise control to synchronize the data
in the second wireless communication apparatus with the
predetermined data.
(11)

The wireless communication apparatus according to (10),

wherein the first wireless communication apparatus trans-
mits the transier confirmation information to the management
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system with the predetermined data included 1n the transfer
confirmation information, and

wherein the management system transmits the setting
information to the second wireless communication apparatus
with the predetermined data included 1n the setting informa-
tion.

(12)

The wireless communication apparatus according to any
one of (1) to (11), wherein the predetermined data 1s content
intended for a data synchronization process between the first
wireless communication apparatus and the second wireless
communication apparatus.

(13)

The wireless communication apparatus according to (12),
wherein the control unit transmaits the transter request includ-
ing the information to synchronize the content in the second
wireless communication apparatus with newly updated con-
tent 1n the first wireless communication apparatus.

(14)

The wireless communication apparatus according to any
one of (1) to (13),

wherein the accepting unmit accepts the transier operation
and a synchronization instruction operation to synchronize
the data 1n the second wireless communication apparatus with
the predetermined data, and

wherein the control unit transmits the transfer request
when the transier operation and the synchronization instruc-
tion operation are accepted, and the control unit transmits the
transier request without including the iformation for syn-
chronization 1n the transier request when only the transfer
operation 1s accepted.

(15)

The wireless communication apparatus according to any
one of (1) to (14), wherein the connection right 1s a right to
connect to a base station based on contract authentication
information to connect to the base station operated by a com-
munication operator.

(16)

An mformation processing apparatus imcluding:

a recelving unit that receives a transter request that requests
a connection right to be transferred from a first wireless
communication apparatus to which the connection right to
connect to a predetermined network using wireless commus-
nication 1s set to a second wireless communication apparatus
to which the connection right 1s not set, the transfer request
including information used for synchronizing data in the sec-
ond wireless communication apparatus with predetermined
data in the first wireless communication apparatus; and

a control unit that, when the transfer request is received,
transmits setting information to set the connection right to the
second wireless communication apparatus to cause the sec-
ond wireless communication apparatus to set the connection
right and transmits the predetermined data to the second
wireless communication apparatus to exercise control to syn-
chronize the data in the second wireless communication
apparatus with the predetermined data.

(17)

A communication system including:

a wireless communication apparatus including an accept-
ing unit that accepts a transier operation to transier a connec-
tion right from a first wireless communication apparatus to
which the connection right to connect to a predetermined
network using wireless communication 1s set to a second
wireless communication apparatus to which the connection
right 1s not set and a control umt that, when the transfer
operation 1s accepted, transmits a transfer request that
requests the connection right to be transierred from the first
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wireless communication apparatus to the second wireless
communication apparatus with information included in the
transier request, the information being used for synchroniz-
ing data in the second wireless communication apparatus
with predetermined data 1n the first wireless communication
apparatus; and

an information processing apparatus that, when the trans-
fer request 1s recerved, transmits setting information to set the
connection right to the second wireless communication appa-
ratus to cause the second wireless communication apparatus
to set the connection right and transmits the predetermined
data to the second wireless communication apparatus to exer-
cise control to synchronize the data in the second wireless
communication apparatus with the predetermined data.
(18)

A method of controlling a wireless communication appa-
ratus 1including:

an acceptance procedure ol accepting a transier operation
to transier a connection right from a first wireless communi-
cation apparatus to which the connection right to connect to a
predetermined network using wireless communication 1s set
to a second wireless communication apparatus to which the
connection right 1s not set; and

a transmission procedure of transmitting, when the transter
operation 1s accepted, a transfer request that requests the
connection right to be transterred from the first wireless com-
munication apparatus to the second wireless communication
apparatus with information included 1n the transfer request,
the information being used for synchronizing data in the
second wireless communication apparatus with predeter-
mined data 1n the first wireless communication apparatus.

REFERENCE SIGNS LIST

100 communication system

110 public network

120 SHO

121, 122, 206 base station

125, 210 control unit

126-129, 207 wireless line

130 second wireless communication apparatus
140 third wireless communication apparatus
200 RO

205 communication unit

220 group management database

300 first wireless communication apparatus
311 antenna

312 antenna sharing unit

321 modulating unit

322 demodulating unit

330 control unit

331 bus

340 memory

350 MCIM 1information storage unit

360 operation unit

370 display unit

380 position mformation acquiring unit
391 microphone

392 speaker

The invention claimed 1is:

1. A wireless communication apparatus comprising:

an accepting unit that accepts a transier operation to trans-
fer a connection right from a first wireless communica-
tion apparatus to which the connection right to connect
to a predetermined network using wireless communica-
tion 1s set to a second wireless communication apparatus
to which the connection right 1s not set; and
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a control unmit that, when the transfer operation 1s accepted,
transmits a transier request and predetermined data, the
transier request requesting the connection right to be
transierred from the first wireless communication appa-
ratus to the second wireless communication apparatus
with information included 1n the transier request, the
information being used for synchronizing data in the
second wireless communication apparatus with the pre-
determined data in the first wireless communication
apparatus,

wherein the connection right of the first wireless commu-
nication apparatus 1s invalidated after the connection
right 1s transierred to the second wireless communica-
tion apparatus,

wherein the transfer request and the predetermined data are
transmitted to a management system, wherein the man-
agement system holds the received predetermined data
and notifies the second wireless communication appa-
ratus that the predetermined data 1s held,

wherein the management system 1s an Registration Opera-
tor (RO),

wherein the RO deletes the held predetermined data after
the held predetermined data 1s transmitted to the second
wireless communication apparatus, and when the pre-
determined data 1s not transmitted to the second wireless
communication apparatus for a predetermined time or
longer after the predetermined data i1s held, the RO
deletes the predetermined data and does not transmit the
predetermined data to the second wireless communica-
tion apparatus.

2. The wireless communication apparatus according to

claim 1,

wherein the wireless communication apparatus 1s the first
wireless communication apparatus,

wherein a group sharing the connection right is constituted
of a plurality of wireless communication apparatuses
including the first wireless communication apparatus
and the second wireless communication apparatus,

wherein, when the transfer operation 1s accepted, the con-
trol unit transmits the transfer request and the predeter-
mined data to the management system that manages the
group, and

wherein, when the transfer request and the predetermined
data are recerved, the management system transmits set-
ting information to set the connection right to the second
wireless communication apparatus to cause the second
wireless communication apparatus to set the connection
right and transmits the predetermined data to the second
wireless communication apparatus to exercise control to
synchronize the data 1n the second wireless communi-
cation apparatus with the predetermined data.

3. The wireless communication apparatus according to

claim 2,

wherein the control unit transmits the transfer request
including the predetermined data to the management
system as the information for synchronization, and

wherein the management system transmits the setting
information to the second wireless communication
apparatus with the predetermined data included 1n the
setting information.

4. The wireless communication apparatus according to

claim 2,

wherein the wireless communication apparatus to which
the connection right i1s set among the plurality of wire-
less communication apparatuses constituting the group
1s connectable to an SHO (Selected Home Operator)
based on the connection right, and
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wherein the wireless communication apparatus to which

the connection right 1s not set among the plurality of

wireless communication apparatuses constituting the
group 1s connectable only to the RO.

5. The wireless communication apparatus according to
claim 1,

wherein the accepting unit accepts a specilying operation

to specily the predetermined time,

wherein, when the specitying operation 1s accepted, the

control unit transmits, to the RO, time information about
the specified predetermined time 1n association with the
predetermined data, and

wherein the RO deletes the predetermined data using the

predetermined time related to the time information
transmitted 1n association with the predetermined data.

6. The wireless communication apparatus according to
claim 1,

wherein the wireless communication apparatus 1s the sec-

ond wireless communication apparatus,
wherein a group sharing the connection right 1s constituted
of a plurality of wireless communication apparatuses
including the first wireless communication apparatus
and the second wireless communication apparatus,

wherein, when the transier operation 1s accepted, the con-
trol unit transmits the transfer request to the manage-
ment system that manages the group, and

wherein, when the transfer request 1s recetved, the man-

agement system transmits a transier confirmation
request to request permission of transier concerning the
transier request to the first wireless communication
apparatus, and when transier confirmation information
permitting the transier concerning the transfer confirma-
tion request and the predetermined data are transmitted
from the first wireless communication apparatus, the
management system transmits setting information to set
the connection right to the second wireless communica-
tion apparatus to cause the second wireless communica-
tion apparatus to set the connection right and transmits
the predetermined data to the second wireless commu-
nication apparatus to exercise control to synchronize the
data 1n the second wireless communication apparatus
with the predetermined data.

7. The wireless communication apparatus according to
claim 6,

wherein the first wireless communication apparatus trans-

mits the transfer confirmation information to the man-
agement system with the predetermined data included 1n
the transfer confirmation information, and

wherein the management system transmits the setting

information to the second wireless communication
apparatus with the predetermined data included 1n the
setting information.

8. The wireless communication apparatus according to
claim 1, wherein the predetermined data 1s content intended
for a data synchronization process between the first wireless
communication apparatus and the second wireless commu-
nication apparatus.

9. The wireless communication apparatus according to
claim 8, wherein the control unit transmits the transfer request
including the mformation to synchronize the content 1n the
second wireless communication apparatus with newly
updated content in the first wireless communication appara-
tus.

10. The wireless communication apparatus according to
claim 1,

wherein the accepting unit accepts the transfer operation

and a synchronization instruction operation to synchro-
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nize the data in the second wireless communication
apparatus with the predetermined data, and

wherein the control unit transmits the transfer request
when the transfer operation and the synchronization
instruction operation are accepted, and the control unit
transmits the transfer request without including the
information for synchronization in the transfer request
when only the transier operation 1s accepted.

11. The wireless communication apparatus according to
claim 1, wherein the connection right 1s a right to connect to
a base station based on contract authentication information to
connect to the base station operated by a communication
operator.

12. An mformation processing apparatus comprising:

a recelving unit that receives a transter request that requests
a connection right to be transterred from a first wireless
communication apparatus to which the connection right
to connect to a predetermined network using wireless
communication 1s set to a second wireless communica-
tion apparatus to which the connection right 1s not set,
the transier request including information used for syn-
chronizing data 1n the second wireless communication
apparatus with predetermined data in the first wireless
communication apparatus; and

a control unit that, when the transfer request i1s received,
transmits setting information to set the connection right
to the second wireless communication apparatus to
cause the second wireless communication apparatus to
set the connection right and transmits the predetermined
data to the second wireless communication apparatus to
exercise control to synchronize the data in the second
wireless communication apparatus with the predeter-
mined data,

wherein the connection right of the first wireless commu-
nication apparatus 1s invalidated after the connection
right 1s transierred to the second wireless communica-
tion apparatus,

wherein the transfer request and the predetermined data are
transmitted to a management system, and

wherein the management system holds the received prede-
termined data and notifies the second wireless commu-
nication apparatus that the predetermined data 1s held,

wherein the management system deletes the held predeter-
mined data after the held predetermined data is trans-
mitted to the second wireless communication apparatus,
and when the predetermined data 1s not transmitted to
the second wireless communication apparatus for a pre-
determined time or longer after the predetermined data
1s held, the management system deletes the predeter-
mined data and does not transmit the predetermined data
to the second wireless communication apparatus.

13. A communication system comprising:

a wireless communication apparatus including an accept-
ing unit that accepts a transfer operation to transier a
connection right from a first wireless communication
apparatus to which the connection right to connect to a
predetermined network using wireless communication
1s set to a second wireless communication apparatus to
which the connection right is not set and a control unit
that, when the transfer operation 1s accepted, transmits a
transier request that requests the connection right to be
transierred from the first wireless communication appa-
ratus to the second wireless communication apparatus
with information included 1n the transfer request, the
information being used for synchronizing data in the




US 9,363,666 B2

3

second wireless communication apparatus with prede-
termined data 1n the first wireless communication appa-
ratus; and

an iformation processing apparatus that, when the trans-
fer request 1s received, transmits setting information to
set the connection right to the second wireless commu-
nication apparatus to cause the second wireless commu-
nication apparatus to set the connection right and trans-
mits the predetermined data to the second wireless
communication apparatus to exercise control to syn-
chronize the data 1n the second wireless communication
apparatus with the predetermined data,

wherein the connection right of the first wireless commu-
nication apparatus 1s invalidated after the connection

right 1s transierred to the second wireless communica-
tion apparatus,

wherein the transier request and the predetermined data are
transmitted to a management system, and

wherein the management system holds the received prede-
termined data and notifies the second wireless commu-
nication apparatus that the predetermined data 1s held,

wherein the management system 1s an Registration Opera-
tor (RO),

wherein the RO deletes the held predetermined data after
the held predetermined data 1s transmaitted to the second
wireless communication apparatus, and when the pre-
determined data 1s not transmitted to the second wireless
communication apparatus for a predetermined time or
longer after the predetermined data i1s held, the RO
deletes the predetermined data and does not transmit the
predetermined data to the second wireless communica-
tion apparatus.

14. A method of controlling a wireless communication

apparatus comprising;
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an acceptance procedure of accepting a transier operation
to transfer a connection right from a first wireless com-
munication apparatus to which the connection right to
connect to a predetermined network using wireless com-
munication 1s set to a second wireless communication
apparatus to which the connection right 1s not set; and

a transmission procedure of transmitting, when the transfer
operation 1s accepted, a transfer request that requests the
connection right to be transferred from the first wireless
communication apparatus to the second wireless com-
munication apparatus with information included 1n the
transier request, the information being used for synchro-
nmzing data in the second wireless communication appa-
ratus with predetermined data 1n the first wireless com-
munication apparatus,

wherein the connection right of the first wireless commu-
nication 1s invalidated after the connection right 1s trans-
ferred to the second wireless communication apparatus,

wherein the transfer request and the predetermined data are
transmitted to a management system, and

wherein the management system holds the received prede-
termined data and notifies the second wireless commu-
nication apparatus that the predetermined data 1s held,

wherein the management system 1s an Registration Opera-
tor (RO),

wherein the RO deletes the held predetermined data after
the held predetermined data 1s transmitted to the second
wireless communication apparatus, and when the pre-
determined data 1s not transmitted to the second wireless
communication apparatus for a predetermined time or
longer after the predetermined data i1s held, the RO
deletes the predetermined data and does not transmit the
predetermined data to the second wireless communica-

tion apparatus.
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