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METHOD AND SYSTEM FOR AUTHORIZING
A USER DEVICE

CROSS-REFERENCE TO RELAT
APPLICATIONS

T
»

This 1s the first application filed for the present invention.

TECHNICAL FIELD

The present invention relates to the field of methods and
systems for authorizing devices, and more particularly autho-
rization methods and systems using an acoustic signal.

BACKGROUND

Media content compamies such as TV channels or radio
stations always try to offer new services to their customers 1n
order to retain their customers. For example, TV channels
may olfer mobile content to customers of a broadcast com-
pany that broadcasts the content of the TV channel. In order to
provide the broadcast company customers with an access to
the mobile content, the customers must receive an access code
from the TV channel 1n order to authorize a given mobile
device of a customer to access the mobile content. The access
code may be sent via email to the customers. However, send-
ing emails to each customer may be cumbersome and time-
consuming for the TV channel. Furthermore, the customer
has to access the email 1n which the code access 1s contained,
copy the access code, and enter the access code into the
mobile application that will allow him to access the mobile
content. This method for a user to access the mobile content 1s
time-consuming and may prevent some customers from
accessing the mobile content offered by the TV channel. The
customer might also need to create a username and password
with the TV broadcaster in order to access the mobile content.
Such credentials are often forgotten or unknown to the cus-
tomer and as such the advantage of broader usage of the
mobile application 1s limited

Therefore, there 1s a need for an improved method for
authorizing a user device.

SUMMARY

There 1s described a method for authorizing a user device
using the audio signal contained 1n a media content transmuit-
ted to a main separate device. Once authorized, the user
device may have access to resources or content accessible
over a telecommunication network. A reference identifier 1s
embedded 1n the audio signal. The reference identifier
depends on the media content itself and/or a scheduled play-
back time associated with the media content. A media content
comprising the reference identifier 1s transmitted to the main
device. The audio signal having the reference identifier 1s
played back the main device, thereby generating an acoustic
signal. The user device to be authorized acquires the acoustic
signal for a predefined period of time, and extracts the 1den-
tifier embedded therein. The predefined period of time 1s
chosen to ensure that the whole reference 1dentifier will be
present 1 the acquired portion of acoustic signal. The user
device then transmits the extracted 1identifier to an authoriza-
tion server. The authorization server retrieves the reference
identifier that corresponds to the actual playback time of the
media content and compares the extracted and recerved 1den-
tifier to the retrieved reference identifier. Upon successiul
comparison, the authorization server transmits an authoriza-
tion confirmation to the user device.
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In accordance with a first broad aspect, there 1s provided a
computer-implemented method for authorizing a user device,
comprising: use ol a processor for recerving an extracted
identifier transmitted by a secondary device to be authorized
over a telecommunication network, the extracted i1dentifier
being previously extracted by the secondary device to be
authorized from an acoustic signal generated by an autho-
rized main device, the acoustic signal corresponding to a
transmitted audio signal received by the authorized main
device and having a reference i1dentifier embedded therein;
use ol the processor for validating the recerved 1dentifier; and
upon successiul validation, use of the processor for transmit-
ting an authorization confirmation to the secondary device,
thereby authorizing the secondary device to access media
content.

In one embodiment, the reference 1dentifier 1s generated as
a function of a scheduled playback time associated with the
audio signal, the scheduled playback time corresponding to a
given time at which the audio signal 1s scheduled to be one of:
played back by the authorized main device; and transmitted to
the main device.

In another embodiment, the reference 1dentifier 1s gener-
ated as a function an identification of a media content that
contains the audio signal.

In one embodiment, the reference 1dentifier 1s further gen-
erated as a function of an 1dentification of the authorized main
device.

In one embodiment, the reference 1dentifier comprises an
audio watermark.

In one embodiment, the audio signal 1s one of streamed and
broadcasted, the authorized main device for playing back the
audio signal as the authorized main device receives the audio
signal.

In another embodiment, the audio signal 1s transmitted to
the authorized main device as a whole at a discrete point in
time, the authorized main device being adapted to further
receive a scheduled playback time indicating a time at which
the audio signal 1s scheduled to be played back by the autho-
rized main device.

In one embodiment, the step of validating comprises:
determining an actual playback time for the audio signal;
retrieving a given reference identifier for which a scheduled
playback time substantially corresponds to the actual play-
back time; comparing the extracted identifier to the given
reference 1dentifier, a positive match between the extracted
identifier and the given reference 1dentifier corresponding to
a successiul validation.

In one embodiment, the actual playback time substantially
corresponds to one of: a first time at which the extracted
identifier 1s received; a second time at which the extracted
identifier 1s extracted by the secondary device; and a third
time at which the extracted identifier 1s transmitted by the
secondary device.

In another embodiment, the step of validating comprises:
determining a first 1dentification of an actual audio signal
being actually streamed or broadcasted; determining a second
identification of the audio signal corresponding to the
extracted 1dentifier; and comparing the first and second 1den-
tification, a positive match corresponding to a successiul
validation.

In one embodiment, the audio signal corresponds to an
audio track of a video.

In one embodiment, the authorization message comprises a
security code to be used to access resources.

In accordance with a second broad aspect, there 1s provided
an apparatus for authorizing a user device, the apparatus
comprising a processing unit, a communication unit, and a
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memory having stored thereon instructions that when
executed by the processing unit performs the steps of the
above method for authorizing a user device.

In accordance with another broad aspect, there 1s provided
a computer-implemented method for a user device to request
for an authorization, comprising: use ol a processor for
acquiring an acoustic signal having a reference identifier
embedded therein, thereby obtaining an acquired audio signal
having the reference 1identifier embedded therein, the acoustic
signal being generated by an authorized device, the acoustic
signal corresponding to a transmitted audio signal received by
the authorized device and having the identifier embedded
therein; use of the processor for extracting the reference 1den-
tifier from the acquired audio signal, thereby obtaining an
extracted 1identifier; use of the processor for transmitting the
extracted 1dentifier to an authorization server over a telecom-
munication network; and use of the processor for recerving
from the authorization server an authorization confirmation
upon successiul validation of the extracted identifier from the
authorization server.

In one embodiment, the reference 1dentifier depends on a
scheduled playback time associated with the audio signal, the
scheduled playback time corresponding to a given time at
which the audio signal 1s scheduled to be one of: played back
by the authorized main device; and transmitted to the main
device.

In the same or another embodiment, wherein the reference
identifier 1s generated as a function an identification of a
media content that contains the audio signal.

In one embodiment, the reference 1dentifier 1s further gen-
erated as a function of an identification of the authorized main
device.

In one embodiment, the reference 1dentifier comprises an
audio watermark.

In one embodiment, the audio signal 1s one of streamed and
broadcasted, the authorized main device for playing back the
audio signal as the authorized main device receives the audio
signal.

In another embodiment, the audio signal 1s transmitted to
the authorized main device as a whole at a discrete point in
time, the authorized main device being adapted to further
receive a scheduled playback time indicating a time at which
the audio signal 1s scheduled to be played back by the autho-
rized main device.

In one embodiment, the validation comprises: determining
an actual playback time for the audio signal; retrieving a given
reference 1dentifier for which a scheduled playback time sub-
stantially corresponds to the actual playback time; comparing
the extracted identifier to the given reference identifier, a
positive match between the extracted identifier and the given
reference 1dentifier corresponding to a successtul validation.

In one embodiment, the actual playback time substantially
corresponds to one of: a first time at which the extracted
identifier 1s received; a second time at which the extracted
identifier 1s extracted by the secondary device; and a third
time at which the extracted identifier 1s transmitted by the
secondary device.

In another embodiment, the validation comprises: deter-
mimng a first identification of an actual audio signal being
actually streamed or broadcasted; determining a second 1den-
tification of the audio signal corresponding to the extracted
identifier; and comparing the first and second 1dentification, a
positive match corresponding to a successiul validation.

In one embodiment, the audio signal corresponds to an
audio track of a video.

In one embodiment, the authorization message comprises a
security code to be used to access resources.
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In accordance with a further broad aspect, there 1s provided
an apparatus to be authorized, the apparatus comprising a
processing unit, a communication unit, and a memory having
stored thereon instructions that when executed by the pro-
cessing unit performs the steps of the above method.

It should be understood that the term “broadcasting” refers
to the distribution of audio and/or video content to a dispersed
audience via any mass communications medium such as
radio systems or TV broadcast systems.

It should be understood that the term streaming refers to a
method of transmitting or receiving data over a telecommu-
nication network such as a computer network as a steady,
continuous flow, allowing playback to proceed while subse-
quent data 1s being recerved.

The expression “audio signal” refers to an electrical signal
representative of sound. An audio signal may be analog or
digital. The expression “acoustic signal” or “acoustic wave”
refers a mechanical wave such as sound that propagates in
gases such as air, liquids, and/or solids. An acoustic signal
may representative of an audio signal. In this case, the acous-
tic signal may correspond to the mechanical wave represen-
tation of the audio signal.

BRIEF DESCRIPTION OF THE DRAWINGS

Further features and advantages of the present mvention
will become apparent from the following detailed descrip-
tion, taken 1 combination with the appended drawings, in
which:

FIG. 1 1s a flow chart illustrating a method of authorizing a
user device, 1n accordance with an embodiment:

FIG. 2 1s a flow chart 1llustrating a method of broadcasting,
a media content having a reference identifier embedded
therein, in accordance with an embodiment; and

FIG. 3 1s a block diagram 1llustrating a system for autho-
rizing a user device, 1n accordance with an embodiment.

It will be noted that throughout the appended drawings,
like features are identified by like reference numerals.

DETAILED DESCRIPTION

There 1s described a method and system for authorizing a
user device using an audio signal. A main device 1s already
authenticated, authorized, and/or registered to receive media
content. The media content contains a reference identifier that
1s previously embedded in an audio signal/track contained 1n
the media content. The reference identifier may be generated
as a fTunction of the media content in which 1t 1s to be embed-
ded, 1.e. as a function of an identification of the media content,
and/or a scheduled playback time for the media content. The
audio signal/track i1s played back by the main device, thereby
generating an acoustic signal 1n which the reference identifier
1s also embedded, and the acoustic signal 1s acquired by the
user device to be authorized which extracts the identifier from
the acquired acoustic signal and transmits the extracted 1den-
tifier to an authorization server. The authorization server com-
pares the extracted identifier recerved from the user device to
be authorized to a reference 1dentifier that corresponds to an
actual playback time. Upon successiul matching between the
extracted identifier and the reference identifier, the authori-
zation server transmits a confirmation of authorization to the
user device, thereby confirming that the user device 1s now
authorized to access given resources or content.

In one embodiment, all data representative of the media
content to be played back by the main device 1s sent concur-
rently at a discrete point in time. The scheduled playback time
associated with the media content 1s also sent at a discrete
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point 1n time to the main device. In one embodiment, the
scheduled playback time and the media content may be con-
currently sent to the main device. In another embodiment, the
media content may be first sent to the main device, and the
scheduled playback time may be sent to the main device
subsequently to the transmission of the media content, or
vice-versa.

For example, the media content containing the reference
identifier may be sent as a computer {file to the main device
over a telecommunication network such as a computer net-
work or a wireless telecommunication network. The file may
turther contain the scheduled playback time associated with
the media content. In this case, the main device 1s adapted to
play back the received media content at the time/date indi-
cated by the scheduled playback time.

In another embodiment, the media content 1s transmitted
via streaming over the Internet. In this case, the main device
1s adapted to play back the media content as 1t recerves 1t from
the Internet. In one embodiment, the media content 1s specific
to the main device that will recerve the media content and the
reference identifier 1s also specific to the main device that waill
receive the streamed media content. The reference 1dentifier
1s Turther generated as a function of an 1dentification of the
main device. In this case, two different main devices may
recerve different media contents. In another embodiment, the
media content 1s independent from the main device that waill
recerve the media content. In this case, different main devices
recerve the same media content, and the transmission method
of the media content may be seen as broadcasting over the
Internet.

In a further embodiment, the media content 1s broadcasted.
In this case, a user 1s registered to a broadcast service and has
access to media content broadcasted by the company offering
the broadcast service. The media being broadcasted may be a
video such as a movie, a television (TV) show, etc., or an
audio signal such as a song, a concert recording, or the like.
The company olffering the broadcast service, 1.e. the broad-
caster, may be the creator of the media content being broad-
casted. Alternatively, the creator of the media content may be
an enfity different from the broadcaster. For example, the
creator of the media content may be a TV channel or a radio
channel that uses the services of the broadcaster to broadcast
the media content that 1t creates. It should be understood that
a video comprises an audio track that corresponds to an audio
signal, and therefore the audio track/audio signal i1s broad-
casted.

In order to receive broadcasted content, a main device 1s
authenticated, authorized, and/or registered. This 1s usually
performed at the beginning of the user subscription to the
broadcast service. In an example of a TV broadcasting ser-
vice, the authorized main device may comprise a TV and a
broadcast terminal. The broadcast terminal 1s then authenti-
cated and permitted to receive the TV broadcast. The broad-
cast terminal then transmits the received video signal to the
TV to be displayed thereon. When the user wishes to access
the broadcast service, another service, content, and/or
resources oflered by the broadcasting company on a second-
ary and diflerent device, the secondary device has to be autho-
rized. Once authorized, the secondary device may recerve the
same broadcast as the one received by the main device, access
content, and/or resources via a mobile application over a
mobile telecommunication network or the Internet, etc.

FIG. 1 illustrates one embodiment of a method 10 for
authorizing a secondary device. A first or main device is
already authenticated, authorized and/or registered, and 1is
permitted to have access to a given media content. In one
embodiment, the main device and the secondary device to be
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6

authorized may belong to a same user or entity. In another
embodiment, the main device belongs to a first user or entity,
and the secondary device belongs to a second and different
user or entity.

At step 12, a given media content 1s transmitted and
received by the main device that 1s already authorized to
receive media content. The transmitted media content may be
comprised 1n an analog signal. In this case, the media content
may be transmitted using radio frequency telecommunica-
tions for example. In another example, the transmitted media
content may be transmitted as a digital signal. In this case, the
media content may be transmitted using fiber optics telecom-
munications for example. The media content comprises at
least an audio signal 1n which a reference 1dentifier 1s embed-
ded. It should be understood that the reference identifier 1s
embedded 1n the audio signal so that the identifier 1s not
perceptible by a human being while listening to the audio
signal or the acoustic signal corresponding to the audio sig-
nal. The media content may be a video comprising an audio
track 1n which the identifier 1s embedded. The media content
may also be an audio file or signal.

For example, the media content may be a broadcasted
video comprising an audio track 1n which a reference 1denti-
fier 1s embedded. The video is then received by a user broad-
cast terminal and displayed on a user TV that 1s connected to
the broadcast terminal while the audio track of the video 1s
played back by the user TV. In another example, the media
content may be an audio signal such as the audio signal
emitted by a radio station, and the main device may be an
authorized, authenticated, and/or registered radio recerver. In
this case, the radio receiver may be a car radio recerver for
example. In another example, the radio recerver may be the
same broadcast terminal as the one used for receiving TV
broadcasted content, and the audio signal 1s played back by
the TV that 1s connected to the broadcast terminal.

FIG. 2 illustrates one embodiment of a computer-imple-
mented method for transmitting a media content comprising
an audio signal 1n which a reference identifier 1s embedded.
At step 30, the media content to be transmaitted 1s recerved on
a server for example. The server may be the server of a
broadcasting company, the server of a TV channel that uses
the services of the broadcasting company to scatter 1ts con-
tent, the server of a radio station that uses the services of the
broadcasting company to scatter its content, the server of the
media content company, or the like.

At step 32, a reference 1identifier 1s generated for the media
content to be transmitted. In one embodiment, the server 1s
adapted to generate a reference 1dentifier for the media con-
tent to be transmitted and played back by the main device
using any adequate method. In another embodiment, the
server 15 adapted to retrieve a reference 1dentifier from a
database and embed the retrieved reference 1identifier into the
media content to be transmitted. If the media content to be
transmitted 1s a video, the reference identifier 1s embedded
into the audio track of the video. If the media content to be
transmitted 1s an audio signal, the 1dentifier 1s directly embed-
ded into the media content.

In one embodiment, the reference 1dentifier to be embed-
ded 1nto a given media content 1s generated as a function of a
scheduled playback time for the given media content, 1.e. the
time at which the given media content 1s scheduled to be
played back by the main device. In an embodiment 1n which
the given media content 1s to be streamed or broadcasted, the
scheduled playback time may correspond to the time at which
the given media 1s to be streamed or broadcasted, respec-
tively, since the transmission of the given media by the server
and the reception and playback of the given media by the main
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device may be seen as occurring substantially concurrently.
In the case of streaming or broadcasting of the given media,
the scheduled playback time may correspond to a given
scheduled period of time of which the start point i time
corresponds to the time at which the server starts streaming or
broadcasting the given media content, and of which the end
point 1n time corresponds to the time at which the server stops
streaming or broadcasting the given media content. The rel-
erence 1dentifier 1s then associated with the given scheduled
period of time during which the given media content 1s to be
streamed or broadcasted. It should be understood that the
scheduled playback time may comprise the time and/or date
at which the given media content 1s scheduled to be played
back or transmitted. The scheduled playback time may be
locally stored. For example, a local database may have stored
thereon a scheduled playback time at which a respective
media content 1s scheduled to be played back or transmutted,
for each media content to be transmitted. Alternatively, the
scheduled playback time may be recerved from another server

such as a broadcasting server, or an external database. In this
case, an 1dentification of the media content 1s sent to the other
server or the external database which returns the scheduled
playback time at which the media content 1s scheduled to be
played back or transmitted.

In one embodiment, a unique reference 1dentifier 1s gener-
ated for each given media content as a function of the sched-
uled playback time at which the media content 1s to be played
back or transmitted using any adequate i1dentifier generation
method known by the person skilled 1n the art. It should be
understood that for each possible scheduled playback time at
which a media content 1s to be played back or transmitted
corresponds a unique reference 1dentifier so that two different
scheduled playback times may not share a same reference
identifier. In another embodiment, the step of generating the
reference 1dentifier to be embedded may comprise a step of
retrieving the reference identifier from a database. In this
case, the database comprises a respective reference 1dentifier
tor each scheduled playback time at which a respective media
content 1s scheduled to be played back or transmitted so that
two different scheduled playback times at which two different
media contents or a same media content are/is to be played
back or transmitted cannot share the same reference identifier.

In another embodiment, the reference identifier to be
embedded 1nto a given media content 1s generated as a func-
tion of the given media content to be transmitted by the main
device. In one embodiment, the reference 1dentifier 1s gener-
ated as a function of an i1dentification of the media content to
be played using any adequate identifier generation method
known 1n the art. It should be understood that, 1n this case two,
different media contents may not have the same reference
identifier. In another embodiment, the reference identifier 1s
retrieved from a database that comprises a respective and
unique reference 1dentifier for each possible media content to
be transmitted and played back. The database may be stored
locally or remotely. In this case, an identification of the given
media content to be transmitted 1s mputted into the database
that returns the corresponding and unique reference 1dentifier
for the given media content. It should be understood that, 1n
this embodiment, a given media content will always have the
same reference 1dentifier independently of the time at which
it 1s scheduled to be played back or transmitted.

In this embodiment, a same media content to be played
back at different scheduled playback times 1s provided with a
same reference 1dentifier. For example, a given song to be
broadcasted at a first time on a first date and the same given
song to be broadcasted at a second and different time on a
second and different date are provided with a same unique
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identifier. In this case, the value of the identifier to be embed-
ded depends only on the media content to be played back by
the main device, and 1s said to be media-dependent only. For
a grven media content, the value of the reference 1dentifier to
be embedded therein 1s constant independently of the time/
date at which the content 1s to be played back by the main
device.

In a further embodiment, the reference identifier to be
embedded 1nto a given media content 1s generated as a func-
tion of the given media to be transmitted to the main device
and the scheduled playback time at which the given media 1s
scheduled to be played back or transmitted. In one embodi-
ment, the reference 1dentifier 1s generated as a function of an
identification of the media content to be transmitted to the
main device and 1ts corresponding scheduled playback time at
which the given media content 1s to be played back or trans-
mitted using any adequate identifier generation method
known 1n the art. It should be understood that two different
media contents may not have the same reference 1identifier. In
another embodiment, the reference identifier 1s retrieved from
a database that comprises a respective reference 1dentifier for
cach possible media content to be transmitted to the main
device and for each respective scheduled playback time at
which a media content 1s scheduled to be played back or
transmitted. The database may be stored locally or remotely.
In this case, an identification of the given media content to be
transmitted to the main device and its respective scheduled
playback time are inputted into the database that returns the
corresponding and unique reference 1dentifier for the given
media content and the given scheduled playback time at
which the given media content 1s scheduled to be played back
or transmitted.

In this embodiment, two identical media contents to be
played back at different scheduled playback times are pro-
vided with different reference identifiers. For example, a
given song to be broadcasted at a first time on a first day and
the same given song to be provided at a second and different
time and/or on a second and different day are provided with
different reference identifiers. In this case, the value of the
reference 1dentifier to be embedded depends on both the
media to be broadcasted and 1ts respective scheduled play-
back time at which the media 1s to be played back or trans-
mitted. In this case, a database may have stored thereon a
umque 1dentifier for each media content to be played back by
the main device and for the respective scheduled playback
time at which the media content 1s to be played back or
transmitted. In one embodiment, the scheduled playback time
may correspond to a period of time during which the media 1s
to be streamed or broadcasted, as described above. The period
of time may be defined by a starting time, 1.e. the point in time
at which the streaming/broadcasting of the given media con-
tent will start, and an end time, 1.¢. the point in time at which
the streaming/broadcasting of the given media content will
stop. In another example, the period of time may be defined
by a start time and a time duration which corresponds to the
duration of the given media content to be streamed/broad-
casted.

In a further embodiment, the reference i1dentifier may be
generated as a function of an 1dentification of the main device
in addition to be dependent of the media content and/or the
scheduled playback time at which the media content 1s sched-
uled to be played back or transmitted. In this case, a given
media content to be played back by a first main device has a
reference 1dentifier that 1s diflerent from the reference i1den-
tifier assigned to the same media content to be played back by
a second and different main device. The 1dentification of the
main device may be its Global Positioning System (GPS)
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location, 1ts Internet Protocol (IP) address, the name of the
owner of the main device, a unique alpha-numerical 1denti-
fier, or the like.

It should be understood that more than one reference 1den-
tifier may be determined for a same media content to be
played back at a given scheduled playback time. For example,
a given media content may be divided into two or more
portions to be played back successively 1in time. In this case,
a respective reference 1dentifier may be generated for each
portion of the media to be played back by the main device.

At step 34, the reference identifier 1s embedded into the
media content to be played back, 1.e. 1n the audio signal
contained 1n the media content to be played back by the main
device. For example, the reference 1identifier may be embed-
ded mto the audio track of a video to be played back. In
another example, the reference identifier may be embedded
into a song to be played back. It should be understood that any
adequate method for embedding an i1dentifier into an audio
signal or track may be used. It should be understood that the
reference 1dentifier 1s embedded into the audio signal/track
such that the reference 1dentifier 1s not perceptible by a human
being while the human 1s listening to the audio signal/track or
the acoustic signal corresponding to the audio signal.

In one embodiment, the reference 1dentifier that 1s embed-
ded into the audio signal 1s an audio watermark such as a
spread spectrum audio watermark. In this case, any adequate
method for generating an audio watermark and any adequate
method for embedding an audio watermark into an audio
signal may be used.

Once the reference identifier has been embedded in the
media content to be played back, the media content to be
played 1s transmitted to the main device

In one embodiment, the media content comprising the
embedded reference 1dentifier 1s broadcasted at the scheduled
playback time corresponding to the media content to be
played back at step 36a, and subsequently receirved by the
main device. The main device then plays back the media
content as 1t 1s received. It should be understood that any
adequate method for broadcasting a media content may be
used. For example, amateur (ham) radio broadcasting, ama-
teur television (ATV) broadcasting, closed-circuit TV broad-
casting, public radio broadcasting, community radio broad-
casting, commercial radio broadcasting, public television
broadcasting, commercial television broadcasting, and/or the
like may be used to broadcast the media content having the
reference 1dentifier embedded therein.

In another embodiment, the whole media content compris-
ing the embedded reference 1dentifier 1s transmitted at a dis-
crete point in time at step 365. For example, the media content
may be sent as a computer file. In this case, the scheduled
playback time at which the media content 1s scheduled to be
played back by the main device 1s also transmitted to the main
device. It should be understood that the scheduled playback
time may be sent concurrently with the transmission of the
media content. Alternatively, the scheduled playback time
may be sent to the main device prior or after the transmission
of the media content.

In a further embodiment, the media content comprising the
embedded reference 1dentifier 1s streamed over the Internet at
step 36¢. In this case, the main device plays back the media
content as 1t receives 1t. It should be understood that any
adequate method for streaming video and/or audio may be
used.

Referring back to FIG. 1, the transmitted media content 1s
received at step 14. The recerved media content comprises the
audio signal having the reference identifier embedded
therein. The audio signal 1s then played back by the main
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device. The main device 1s provided with an audio signal
playing unit such as an electroacoustic transducer that con-
verts the recetved audio signal into a corresponding acoustic
signal. For example, the main device may comprise a TV
provided with a speaker and a broadcast terminal connected
to the TV. In this case, the broadcast terminal receives a
broadcasted video, movie, TV show or the like which 1s
transmitted to the TV. The TV then extracts the audio track of
the received media content and plays the audio track. The
speaker of the TV then converts the audio track 1nto an acous-
tic signal that propagates 1n the area surrounding the speaker.
In another example, the main device may be radio emitter that
receives a broadcasted song emitted by a radio station, 1.e. the
broadcasted audio signal. A reference 1dentifier 1s embedded
in the broadcasted song. The radio recerver then plays the
received audio signal, 1.e. the received song, and a speaker of
the audio recerver converts the audio signal into an acoustic
signal that propagates 1n the area surrounding the speaker. It
should be understood that the main device may be provided
with any adequate speaker such as a loudspeaker, a head-
phone, an earphone, or the like. It should also be understood
that since the audio signal comprises the reference 1dentifier
embedded therein the acoustic signal corresponding to the
audio signal also comprises the reference identifier embedded
therein.

In an embodiment 1n which the whole media content 1s
transmitted at a discrete point in time such as 1n a computer
file, the main device 1s adapted to play back the media content
according to the recetved scheduled playback time. The
media content 1s then stored until the scheduled playback
time at which the media content 1s scheduled to be played
back by the main device.

In an embodiment 1n which the media content 1s streamed
or broadcasted, the main device 1s adapted to play back the
media content as it 1s received such that the playback of the
media content and the reception of the media content are
performed substantially concurrently by the main device.

At step 16, the acoustic signal emitted by the main device
1s acquired by the secondary device to be authorized. The
secondary device 1s provided with an acoustic-to-electric
transducer such as a microphone adapted to acquire the
acoustic signal corresponding to the audio signal and convert
the acoustic signal into an audio signal. Since the acoustic
signal comprises the identifier embedded therein, the
acquired audio signal, 1.e. the audio signal corresponding to
the acoustic-to-electric conversion performed by the acous-
tic-to-electric transducer, also comprises the 1dentifier
embedded therein. The acquired audio signal 1s then stored
locally on the secondary device such as 1n a cache memory.

At step 18, the secondary device extracts the identifier from
the acquired audio signal using any adequate method. At step
20, the extracted identifier 1s sent by the secondary device to
a server 1 charge of the authorization of the secondary
device, 1.e. the authorization server. It should be understood
that the secondary device and the server may be connected
together using any adequate communication means such as a
wireless telecommunication network, the Internet, or the like
in order to allow transmission of data between the secondary
device and the server.

In one embodiment, the secondary device 1s further
adapted to determine an acquisition time corresponding to the
time at which the acoustic signal 1s acquired, and transmuit the
acquisition time to the authorization server along with the
extracted 1dentifier. In one embodiment, the acquisition time
corresponds to the time at which the acoustic signal 1s actually
acquired by the secondary device. In another embodiment,
the acquisition time corresponds to the time at which the




US 9,363,562 Bl

11

identifier 1s extracted from the sound signal by the secondary
device. In a further embodiment, the acquisition time corre-
sponds to the time at which the extracted 1dentifier 1s sent to
the authorization server.

In the same or another embodiment, the secondary device
1s Turther adapted to determine 1ts local position using a GPS
device for example, and to transmit the local position to the
authorization.

After receiving the extracted identifier from the secondary
device, the server validates the extracted 1dentifier at step 22.

In an embodiment in which the media content 1s streamed
or broadcasted and 1n which the reference 1dentifier embed-
ded 1nto the given media content depends only on the given
media content to be played back, the authorization server
identifies an actual media content being presently streamed or
broadcasted, respectively. The actual media content being
presently streamed or broadcasted corresponds to the given
media content that 1s being streamed or broadcasted concur-
rently with the reception of the extracted identifier or just after
the reception of the extracted identifier. For example, the
authorization server may send a request to the streaming/
broadcasting server that returns the identification of the actual
media content being presently streamed or broadcasted. The
authorization server then retrieves the reference 1dentifier that
corresponds to the actual media being presently streamed or
broadcasted, and compares the received and extracted 1den-
tifier to the reference i1dentifier associated with the actual
media being presently streamed or broadcasted by accessing
a database 1n which a reference 1dentifier 1s stored for each
media content to be streamed or broadcasted. If the received
and extracted 1dentifier corresponds to the reference 1dent-
fier, then the authorization server determines a positive match
between the two 1dentifiers, and the secondary device 1s then
positively authorized.

In an embodiment in which the media content 1s streamed
or broadcasted and in which the reference 1dentifiers depend
only on the time at which their given media content is to be
broadcasted, the authorization server retrieves the reference
identifier that corresponds to an actual playback time for the
recetved extracted identifier. In one embodiment, the actual
playback time corresponds to the time of arrival of the
extracted i1dentifier, 1.e. the time at which the authorization
server recerves the extracted identifier from the secondary
device. In an embodiment 1n which the secondary device 1s
adapted to transmit an acqusition time along with the
extracted i1dentifier to the authorization server, the actual
playback time for the extracted identifier may correspond to
the acquisition time recetved from the secondary device.
Using the actual playback time associated with the received
extracted 1dentifier, the authorization server retrieves the ret-
erence 1dentifier that corresponds to the actual playback time
using the database that contains the scheduled playback times
for the transmission of media contents and the respective
reference 1dentifier for each scheduled playback time, and
compares the received extracted identifier to the reference
identifier. IT the received and extracted identifier corresponds
to the reference 1dentifier, then the authorization server deter-
mines a positive match between the two 1dentifiers, and the
secondary device 1s then positively authorized.

In an embodiment 1n which the media content 1s streamed
or broadcasted and in which the reference 1dentifiers depend
on both the media content 1n which they are embedded and the
scheduled playback time at which they are to be played back,
streamed or broadcasted, the authorization server retrieves
the reference identifier that corresponds to both the media
content that 1s being streamed or broadcasted and the actual
playback time for the recerved extracted identifier. As
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described above, the identification of the actual media content
being presently streamed or broadcasted may be received
from the streaming/broadcasting server, and the actual play-
back time may be received from the secondary device or
locally determined as being the time of arrival of the extracted
identifier. Using the actual playback time associated with the
received extracted identifier and the identification of the
actual media content being presently streamed or broad-
casted, the authorization server retrieves the reference iden-
tifier that corresponds to the actual media content and for
which the scheduled playback time substantially corresponds
to the actual playback time, and compares the received
extracted 1dentifier to the reference 1dentifier. If the recerved
extracted 1dentifier corresponds to the reference identifier,
then the authorization server determines a positive match
between the two 1dentifiers, and the secondary device 1s then
positively authorized.

In an embodiment 1n which the whole media content 1s sent
at a discrete point in time such as in a computer file and played
back by the secondary device at a time different from the time
at which 1t 1s recerved by the secondary device according to a
scheduled playback time, the authorization server recerves
the extracted identifier from the secondary device. The actual
playback time may be locally determined by the authorization
server. Alternatively, the authorization server may receive the
acquisition time from the secondary device, and the actual
playback time corresponds to the received acquisition time.
The authorization server then retrieves the reference 1dentifier
of which the corresponding scheduled playback time corre-
sponds to the recerved actual playback time using the data-
base 1 which a corresponding reference 1dentifier 1s stored
for each possible scheduled playback time. The authorization
server compares the received extracted 1dentifier to the refer-
ence 1dentifier retrieved from the database. If the recerved
extracted 1dentifier corresponds to the reference i1dentifier,
then the authorization server determines a positive match
between the two 1dentifiers, and the secondary device 1s then
positively authorized.

In an embodiment 1n which the reference 1dentifier further
depends on the main device to which the media content 1s to
be transmitted and the secondary device 1s adapted to further
transmit 1ts GPS location, the authorization server receives
the extracted identifier and the GPS location of the secondary
device from the secondary device. The authorization server
may optionally recerve the acquisition time from the second-
ary device. Alternatively, the authorization server may deter-
mine the actual playback time as being the time at which 1t
receives the extracted i1dentifier and the GPS location. The
authorization server accesses a database 1n which reference
identifiers and corresponding scheduled playback times and
main device GPS location are stored for each reference 1den-
tifier. The authorization server then identifies the reference
identifier for which the scheduled playback time substantially
corresponds to the actual playback time and for which the
corresponding main device GPS location substantially corre-
sponds to the recetved GPS location of the secondary device.
The authorization server compares the received extracted
identifier to the reference 1dentifier retrieved from the data-
base. If the recerved extracted identifier corresponds to the
reference 1dentifier, then the authorization server determines
a positive match between the two 1dentifiers, and the second-
ary device 1s then positively authorized.

Upon successiul authorization of the secondary device, 1.¢.
when the recerved extracted identifier corresponds to the
retrieved reference 1dentifier, the authorization server trans-
mits a confirmation of authorization to the secondary device.
The confirmation may have different forms.
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In one embodiment, the confirmation 1s a confirmation
message to be displayed on a display unit of the secondary
device and indicating that the secondary device has been
successiully authorized.

In another embodiment, the confirmation corresponds to
the transmission of a media content as a video, an audio signal
such as a song, an 1mage, a text, or the like to the secondary
device from the authorization server. The media content may
also be received by the secondary device from the media
content server.

In a further embodiment, the confirmation corresponds to
an access to predefined resources that 1s provided to the
secondary device. The access to the predefined resources may
be permanent. Alternatively, the access to the predefined
resources may be valid for a predetermined period of time.

In an embodiment 1n which a media content 1s broadcasted
or streamed to the main device, the predefined resources may
correspond to the broadcasted or streamed media content so
that the secondary device may receive the same media content
that 1s broadcasted or streamed to the main device.

In the same or another embodiment, the resources may be
web content accessible via a web browser, an application, a
mobile application, or the like. The resources may comprise
images, videos, music, games, and/or the like that are acces-
sible via a telecommunication network by the secondary
device once authorized.

In one embodiment and upon successiul validation of the
secondary device, the authorization server generates a secu-
rity code that permits the secondary device to access the
predefined resources, and transmits the generated security
code to the secondary device. The security code 1s also trans-
mitted to the media content server. In another embodiment,
the authorization server may retrieve the security code from a
database, and transmit the retrieved security code to the
authorized secondary device over the telecommunication net-
work. In this case, the database containing the security code1s
also accessible by the media content server.

Upon recerving the security code, the secondary device
stores the security code locally on a memory. The security
code 1s then used by the secondary device to access the
predefined resources. For example, the secondary device may
be amobile device such as a smartphone or a tablet. A mobile
application may be stored on the secondary device and the
mobile application may use the locally stored security code to
access the predefined resources over a telecommunication
network. The secondary device transmits the security code to
a media content server in order access the predefined
resources.

In one embodiment, a predetermined authorization period
of time 1s associated with the security code so that the security
code provides the secondary device with an access to the
predefined resources only for the predetermined authoriza-
tion period of time. When the predetermined authorization
period of time has passed, the secondary device has no longer
access to the predefined resources. For example, the security
code may expire after a predefined period of time. In this case,
the user may no longer have access the resources via the
secondary device. If after the predefined period of time he
wishes to have access to the predefined resources, the user has
to repeat the method 10, 1.e. acquiring a new acoustic signal
emitted by his main device 1n order to extract an i1dentifier
therefrom and send the extracted i1dentifier to the authoriza-
tion server for validation 1n order to receive a new security
code.

It should be understood that any adequate security code
that allows the secondary device to access the predefined
resources may be used. Examples of security codes comprise
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security tokens, decryption keys, session tokens, encrypted
session tokens, cookies, or the like.

FIG. 3 1llustrates one embodiment of a system 350 for autho-
rizing a user device using an audio signal. The system 50
comprises a media content server 32, a transmission server
54, a main device 56, a secondary device 38 to be authorized,
and an authorization server 60.

The media content server 32 comprises at least a process-
ing unit or processor, a computer-readable memory, and a
communication unit for transmitting and recerving data over
a telecommunication network. The memory has statements
and 1nstructions stored thereon that when executed by the
processing unit perform the steps of the above-described
method for generating and embedding a reference 1dentifier
in a media content such as in the audio track of a video or an
audio signal. As described above, the media content server 52
1s adapted to recerve a given media content to be transmuitted
and embed a reference identifier 1n the audio signal contained
in the given media content. The reference 1dentifier depends
on the media content and/or the main device and/or the sched-
uled playback time at which the media content 1s scheduled to
beplayed back by the main device 56. As described above, the
scheduled playback time may correspond to the time at which
the media content 1s transmitted when the media content 1s
streamed or broadcasted.

In one embodiment, the media content server 52 1s adapted
to retrieve the reference 1dentifier corresponding to the media
content to be transmitted from a database using an 1dentifica-
tion of the media content to be transmitted and/or an 1denti-
fication of the main device and/or the scheduled playback
time at which the media content is to be played back by the
main device, as described above. It should be understood that
the database containing the reference identifiers may be
accessed by the authorization server 60.

In another embodiment, the media content server 52 is
adapted to generate the reference 1dentifier using an identifi-
cation of the media content to be transmitted and/or an 1den-
tification of the main device and/or the scheduled playback
time at which the media content 1s to be played back, as
described above. In one embodiment, the media content
server 52 1s adapted to retrieve the scheduled playback time at
which the media content 1s to be played from a database 1n
which all media contents to be transmitted and at least one
respective scheduled playback time at which the media con-
tent 1s to be played back are stored.

In an embodiment in which 1t 1s adapted to generate the
reference 1dentifiers, the media content server 52 1s adapted to
store the generated reference 1dentifiers 1n a database along
with an i1dentification of the media content and/or an 1denti-
fication of the main device 56 and/or a playback time at which
the media content 1s scheduled to be played back by the main
device 36, for each generated reference 1dentifier. This data-
base 1s then accessible by the authorization server 60.

In one embodiment, the media content server 52 1s further
adapted to transmit the media content having the reference
identifier embedded therein directly to the main device 56
over a telecommunication network. The data representing the
whole media content may be transmitted at a discrete point in
time. Inthis case, the media content server may be transmitted
as a computer {ile. The media content server also transmits the
scheduled playback time associated with the media content to
the main device 56 along with the media content. Alterna-
tively, the media content server 52 may be adapted to stream
the media content to the main device 56.

In another embodiment, the media content server 52 is
adapted to transmit the media content to the transmission
server 54. The transmission server 34 may be a broadcasting
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server or a streaming server. The transmission server 34 com-
prises at least a processing unit or processor, a computer-
readable memory, and a communication unit. The memory
has statements and instructions stored thereon that when
executed by the processing unit or processor perform the
steps of the above-described method for receiving the media
content having the reference identifier embedded therein
from the media content server 52 and broadcasting or stream-
ing the media content. As described above, the transmitted
signal may be an analog signal or a digital signal. It should be
understood that any adequate method for broadcasting or
streaming media content comprising an audio signal/track 1n
which a reference identifier 1s embedded any be used. For
example, radio frequencies may be used for broadcasting the
media content. In another example, a fiber optic telecommu-
nication network may be used for broadcasting or streaming,
the media content.

The main device 56 recetves the media content that has
been transmitted by the media content server 52 or the trans-
mission server 54. The main device 56 comprises a processor
or processing unit, a telecommunication unit for receiving the
transmitted media content from the media content server 52
or the transmission server 54, and an electric-to-acoustic
transducer for converting a received electrical signal 1nto an
acoustic signal. The main device 56 1s already authenticated,
authorized, and/or registered so as to be permitted to receive
the content transmitted by the media content server 52 or the
transmission server 34. The electric-to-acoustic transducer
may be any adequate device or apparatus adapted to convert
an electric audio signal 1nto a corresponding acoustic signal.
Examples of electric-to-acoustic transducers comprise a
loudspeaker, a headphone, an earphone, or the like.

In an embodiment 1n which the whole media content 1s
received by the main device 56 as a discrete point 1n time, 1.€.
the whole media content 1s received as a file at a given point
in time, along with the scheduled playback time associated
with the media content, the main device 56 1s adapted to store
locally the received media content and corresponding sched-
uled playback time. The main device 56 1s further adapted to
play back the media content at the time/date indicated by the
received scheduled playback time.

In an embodiment 1n which the media content 1s streamed
or broadcasted over time, the main device 56 plays back the
audio signal contained 1n the streamed or broadcasted media
content upon reception of the media content. In one embodi-
ment, the playback of the audio signal occurs 1n substantially
real-time, 1.¢. the main device 56 plays back the audio signal
as soon as 1t recerves the streamed/broadcasted media con-
tent, and the playback of the audio signal and the reception of
the media content occurs substantially concurrently. In an
embodiment in which the streamed/broadcasted media con-
tent contains an audio signal, the electric-to-acoustic trans-
ducer of the main device 56 converts the broadcasted audio
signal mnto an acoustic signal. In an embodiment 1n which the
streamed/broadcasted media content contains a video, the
main device 56 first extracts the audio track of the video to
obtain an audio signal, and the electric-to-acoustic transducer
of the main device 56 converts the extracted audio signal into
an acoustic signal.

In one embodiment, the telecommunication unit of the
main device 56 comprises a modem adapted to receive data
via a telephone circuit, a broadband over coaxial cable, a fiber
optic or copper wires, a Wi-Fi network, a satellite telecom-

munication link, a cellular telecommunication network, and/
or the like.
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In another embodiment, the telecommunication unit of the
main device 56 comprises an antenna adapted to receive
broadcasted content transmitted over radio frequencies.

It should be understood that the main device 56 may com-
prise more than one modules or units. For example, the main
device 56 may comprise a TV and a terminal. The terminal 1s
adapted to recerve the streamed/broadcasted content from the
media content server 52 or the transmission server 54 and
transmuit 1t to the TV. The TV 1s provided with a display for
displaying images of a broadcasted video for example, and an
clectric-to-acoustic transducer for playing back the audio
track of the broadcasted video.

Examples of main devices comprise a TV associated with
a terminal, a desktop personal computer connectable to a
communication network, a laptop connectable to a commu-
nication network, a tablet connectable to a communication
network, a smartphone connectable to a communication net-
work, etc.

Referring back to FI1G. 3, the secondary device to be autho-
rized 58 comprises a processor or processing unit, a memory,
a telecommunication unit for recerving and transmitting data
over a telecommunication network, and an acoustic-to-elec-
tric transducer such as a microphone for acquiring and con-
verting the acoustic signal emitted by the main device 56 into
an electric audio signal. The memory of the secondary device
58 has statements and/or instructions stored therein that when
executed by 1ts processing unit perform the steps of the above-
described method for acquiring the acoustic signal to obtain
an acquired audio signal, extract the identifier embedded 1n
the acquired audio signal, and transmit the extracted identifier
to the authorization server 60 over a telecommunication net-
work, as described above.

In one embodiment, the secondary device 56 1s further
adapted to determine and transmit an acquisition time to the
authorization server 60. As described above, the acquisition
time may be the time at which the acoustic signal 1s acquired,
the time at which the 1dentifier 1s extracted from the acquired
audio signal, the time at which the extracted 1dentifier 1s sent
to the authorization server 60, or the like.

In the same or another embodiment, the secondary device
56 turther comprises a GPS device and 1s further adapted to
transmit 1ts GPS location along with the extracted i1dentifier
and optionally the acquisition time.

Examples of secondary device comprise a desktop per-
sonal computer connectable to a communication network, a
laptop connectable to a communication network, a tablet
connectable to a commumnication network, a smartphone con-
nectable to a communication network, etc.

Referring back to FIG. 3, the authorization server 60 1s
connected to the secondary device 38 over a telecommunica-
tion network and comprises at least a processing umit or
processor, a computer-readable memory, and a communica-
tion unit. The memory has statements and/or instructions
stored thereon that when executed by the processing unit
perform the steps of the above-described method for receiv-
ing and validating the extracted identifier, and transmitting an
authorization confirmation to the secondary device 58 upon
successiul validation of the extracted identifier.

In an embodiment 1n which the reference identifier
depends only on the media content to be streamed/broad-
casted, the authorization server 60 1s adapted to determine the
actual media content being presently streamed/broadcasted
concurrently with the validation of the received extracted
identifier. As described above, the authorization server 60 1s
turther adapted to retrieve the reference identifier that corre-
sponds to the actual media being presently streamed/broad-
casted from the database, and compares the received and
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extracted 1dentifier to the reference 1dentifier. If the recerved
and extracted i1dentifier corresponds to the reference 1denti-
fier, then the authorization server 60 determines a positive
match between the two 1dentifiers, and the secondary device
58 1s then positively authorized.

In one embodiment, upon unsuccessiul validation of the
extracted 1dentifier, the authorization server 60 1s further
adapted to compare the extracted 1dentifier for a given media
content to the 1dentifier of the media content that 1s scheduled
to be played back by the main device 56 just after the given
media content, and/or to the identifier of the media content
that 1s scheduled to be played back by the main device 56 just
before the given media content. In this case, the authorization
server 60 1s adapted to transmit a request to the media content
server 52 or the transmission server 54 to receive an 1dentifi-
cation of the further media content, 1.e. the media content to
be played back just after and/or just prior to the given media
content. Upon reception of the identification of the further
media content, the authorization server 60 1s adapted to
retrieve the reference identifier that corresponds to the further
media content and compare 1t to the extracted identifier. Upon
successiul comparison between the extracted identifier and
the 1dentifier of the further media content, the authorization
server 60 then positively authenticates the secondary device
58. In this case, the system allows for a flexible identification
that takes 1nto account possible time delay between the actual
streaming/broadcasting of a media content and the scheduled
playback time at which the media content was supposed to be
played back. It may also take into account possible delay in
time due to the transmission, acquisition, and/or processing
of data that may occur along the process.

In an embodiment 1n which the reference identifier
depends only on the scheduled playback time at which 1ts
respective media content 1s to be played back, the authoriza-
tion server 60 1s adapted to determine an actual playback time
associated with the received extracted 1dentifier and retrieve
the reference 1dentifier that corresponds to the actual play-
back time from the database that contains the reference 1den-
tifiers and their respective playback time. The retrieved 1den-
tifier corresponds to the reference identifier for which the
corresponding scheduled playback time corresponds to the
actual playback time. As described above, the actual playback
time may correspond to the time at which the extracted 1den-
tifier 1s recerved by the authorization server 60 or the above-
described acquisition time. The authorization server 60 is
adapted to compare the recerved extracted i1dentifier to the
compares the received extracted identifier to the retrieved
reference 1dentifier. If the recerved and extracted identifier
corresponds to the reference 1dentifier, then the authorization
server 60 determines a positive match between the two 1den-
tifiers, and the secondary device 58 1s then positively autho-
rized.

In one embodiment, upon unsuccesstul validation of the
extracted identifier, the authorization server 60 1s further
adapted to compare the extracted 1dentifier for a given media
content to be played back at a given time to the identifier
corresponding to the next or previous time schedule. In this
case, the database comprises different scheduled playback
times for different media contents, and a respective reference
identifier for each scheduled playback time. The authoriza-
tion server 60 1s adapted to retrieve from the database the
turther 1dentifier that correspond to a further scheduled play-
back time, 1.e. the next scheduled playback time or the pre-
vious scheduled playback time relative to the scheduled play-
back time associated with the given media content 1s to be
played back. The authorization server 60 1s then adapted to
compare the extracted identifier to the reference i1dentifier
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associated with the further scheduled playback time. Upon
successiul comparison, the authorization server 60 then posi-
tively authenticates the secondary device 58.

In an embodiment 1n which the reference 1dentifier 1s gen-
erated as a function of an 1dentification of the main device 56,
the authorization server 60 further recerves the GPS location
of the secondary device 58 along with the extracted 1dentifier
and optionally the acquisition time. The authorization server
60 1s further adapted to retrieve the 1identification of the main
device that corresponds to the received GPS location. Using
the retrieved 1dentification of the main device and optionally
the actual playback time, the authorization server 60 retrieves
the corresponding reference identifier, and compares the
received 1dentifier to the reference i1dentifier. It the recerved
and extracted i1dentifier corresponds to the reference 1denti-
fier, then the authorization server 60 determines a positive
match between the two 1dentifiers, and the secondary device
58 1s then positively authorized.

In one embodiment, the generation of a reference 1dentifier
as a function of the location of the main device allows for
determining from which main device a given extracted 1den-
tifier 1s recerved.

Upon successtul authorization of the secondary device 58,
the authorization server 60 1s adapted to transmit a confirma-
tion of authorization to the secondary device 58. As described
above, the authorization confirmation may have different
forms. The memory of the authorization server 60 further
comprises statements and/or instructions that when executed
by the processor of the authorization server 60 performs the
steps of the above-described method of transmitting a confir-
mation of authorization to the secondary device 58. For
example, the memory of the authorization further comprises
statements and/or instructions that when executed by the pro-
cessor of the authorization server 60 performs the steps of
determining and sending a security code to the secondary
device 58 over the telecommunication network. In one
embodiment, the authorization server 60 1s adapted to retrieve
a previously generated security code from a database. In
another embodiment, the authorization server 60 1s adapted to
generate the security code. In this case, the generated security
code 1s transmitted to the media content server 32 or stored 1n
a database that 1s accessible by the media content server 52.

In one embodiment, the authorization server 52 1s adapted
to transmit a confirmation message to be displayed on a
display unit of the secondary device 58 and indicating that the
secondary device 58 has been successtully authorized.

In another embodiment, the confirmation corresponds to
the transmission of a media content as a video, an audio signal
such as a song, an 1mage, a text, or the like to the secondary
device from the authorization server. The media content is
sent to the secondary device 58 from the authorization server
60 or the media content server 52.

In an embodiment in which it receives a security code from
the authorization server 60, the secondary device 58 stores 1t
locally on 1ts memory. The security code 1s then used by the
secondary device 58 to access the predefined resources. The
predefined resources may be stored on the media content
server 32 for example. In this case, the secondary device 58
transmits the security code to the media content server 52 that
validates the security code to provide the secondary device 58
with an access to the predefined resources.

In one embodiment, the reference identifier 1s embedded
substantially continuously through the entire audio signal.
For example, the reference 1dentifier may be repeated sub-
stantially continuously within the media content in which 1t 1s

embedded.
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In another embodiment, the reference 1dentifier 1s embed-
ded within the audio signal at different and distinct points 1n
time or locations separated by portions of the audio signal in
which the reference 1dentifier 1s not embedded. In this case,
the secondary device 58 1s adapted to acquire the acoustic
signal during a period of time that 1s suiliciently long to
ensure that the reference identifier will be present in the
acquired portion of the acoustic signal.

In one embodiment, more than one reference 1dentifier may
be associated with a same media content. For example, a
given media content having a given time duration may be
divided 1n time 1nto a first portion having a first time duration,
and a second portion having a second time so that the sum of
the first and second time durations correspond to the given
duration of the given media content. In this case, a first ret-
erence 1dentifier may be associated and embedded into the
first portion of the given media content while a second and
different reference i1dentifier may be associated and embed-
ded into the second portion of the given media content. The
above-described method for authorizing a user device
applies. When the first portion of the given media content 1s
played back by the main device, the secondary device
acquires the first portion and extracts the first identifier. The
first extracted 1dentifier 1s then transmitted to the authoriza-
tion server. When the second portion of the given media
content 1s played back by the main device, the secondary
device acquires the second portion of the given media content
and extracts the second 1dentifier. The second extracted 1den-
tifier 1s then transmitted by the secondary device to the autho-
rization server.

The authorization server accesses a database 1n which a
respective reference identifier and a respective scheduled
playback time are stored for each media content portion. The
authorization server retrieves the reference 1dentifier that cor-
responds the actual playback time for the portion of the given
media content, and compares the reference identifier to the
received 1dentifier, as described above. Upon successiul
match between the reference 1dentifier and the received 1den-
tifier, the authorization server transmits a confirmation of
authorization to the secondary device.

While 1n the above example the given media content 1s
divided into two portions, the person skilled 1n the art will
understand that the given media content may be divided into
more than two portions. The time durations of the different
media content portions may be substantially identical. Alter-
natively, the time duration of a media content potion may vary
from one portion to another.

The embodiments of the mvention described above are
intended to be exemplary only. The scope of the invention 1s
therefore intended to be limited solely by the scope of the
appended claims.

We claim:
1. A computer-implemented method for authorizing a user
device, comprising;

use of a processor for receiving an extracted identifier
transmitted by a secondary device to be authorized over
a telecommunication network, the extracted identifier
being previously extracted by the secondary device to be
authorized from an acoustic signal generated by an
authorized main device, the acoustic signal correspond-
ing to a transmitted audio signal recerved by the autho-
rized main device and having a reference identifier
embedded therein;

use of the processor for wvalidating the received
identifier; and
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upon successiul validation, use of the processor for trans-
mitting an authorization confirmation to the secondary
device, thereby authorizing the secondary device to
access media content.

2. The computer-implemented method of claim 1, wherein
the reference identifier 1s generated as a function of a sched-
uled playback time associated with the audio signal, the
scheduled playback time corresponding to a given time at
which the audio signal 1s scheduled to be one of:

played back by the authorized main device; and

transmitted to the main device.

3. The computer-implemented method of claim 1, wherein
the reference identifier 1s generated as a function an 1dentifi-
cation of a media content that contains the audio signal.

4. The computer-implemented method of claim 2, wherein
the reference 1dentifier 1s further generated as a function of an
identification of the authorized main device.

5. The computer-implemented method of claim 1, wherein
the reference 1dentifier comprises an audio watermark.

6. The computer-implemented method of claim 1, wherein
the audio signal 1s one of streamed and broadcasted, the
authorized main device for playing back the audio signal as
the authorized main device recerves the audio signal.

7. The computer-implemented method of claim 1, wherein
the audio signal 1s transmitted to the authorized main device
as a whole at a discrete point 1n time, the authorized main
device being adapted to further recerve a scheduled playback
time 1ndicating a time at which the audio signal 1s scheduled
to be played back by the authorized main device.

8. The computer-implemented method of claim 1, wherein
said validating comprises:

determining an actual playback time for the audio signal;

retrieving a given reference 1dentifier for which a sched-

uled playback time substantially corresponds to the
actual playback time; and

comparing the extracted i1dentifier to the given reference

identifier, a positive match between the extracted 1den-
tifier and the given reference 1dentifier corresponding to
a successiul validation.

9. The computer-implemented method of claim 8, wherein
the actual playback time substantially corresponds to one of:
a first time at which the extracted identifier 1s received;

a second time at which the extracted 1dentifier 1s extracted

by the secondary device; and

a third time at which the extracted 1dentifier 1s transmitted

by the secondary device.

10. The computer-implemented method of claim 1,
wherein said validating comprises:

determining a first identification of an actual audio signal

being actually streamed or broadcasted,;

determining a second identification of the audio signal

corresponding to the extracted identifier; and
comparing the first and second identification, a positive
match corresponding to a successiul validation.

11. The computer-implemented method of claim 1,
wherein the audio signal corresponds to an audio track of a
video.

12. The computer-implemented method of claim 1,
wherein the authorization message comprises a security code
to be used to access resources.

13. An apparatus for authorizing a user device, the appa-
ratus comprising a processing unit, a communication unit,
and a memory having stored thereon instructions that when
executed by the processing unit performs the steps of the
method of claim 1.
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14. A computer-implemented method for a user device to
request for an authorization, comprising:
use of a processor for acquiring an acoustic signal having a
reference identifier embedded therein, thereby obtaining
an acquired audio signal having the reference 1dentifier
embedded therein, the acoustic signal being generated
by an authorized device, the acoustic signal correspond-
ing to a transmitted audio signal recerved by the autho-
rized device and having the identifier embedded therein;

use of the processor for extracting the reference identifier
from the acquired audio signal, thereby obtaining an
extracted 1dentifier;

use of the processor for transmitting the extracted identifier

to an authorization server over a telecommunication net-
work; and

use of the processor for receiving from the authorization

server an authorization confirmation upon successiul
validation of the extracted 1dentifier from the authoriza-
tion server.

15. The computer-implemented method of claim 14,
wherein the reference 1dentifier 1s generated as a function of
a scheduled playback time associated with the audio signal,
the scheduled playback time corresponding to a given time at
which the audio signal 1s scheduled to be one of:

played back by the authorized main device; and

transmitted to the main device.

16. The computer-implemented method of claim 14,
wherein the reference 1dentifier 1s generated as a function an
identification of a media content that contains the audio sig-
nal.

17. The computer-implemented method of claim 15,
wherein the reference 1dentifier 1s further generated as a func-
tion of an identification of the authorized main device.

18. The computer-implemented method of claim 14,
wherein the reference i1dentifier comprises an audio water-
mark.

19. The computer-implemented method of claim 14,
wherein the audio signal 1s one of streamed and broadcasted,
the authorized main device for playing back the audio signal
as the authorized main device receives the audio signal.

20. The computer-implemented method of claim 14,
wherein the audio signal 1s transmitted to the authorized main
device as a whole at a discrete point 1n time, the authorized
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main device being adapted to further receive a scheduled
playback time indicating a time at which the audio signal 1s
scheduled to be played back by the authorized main device.

21. The computer-implemented method of claim 14,
wherein said validation comprises:

determining an actual playback time for the audio signal;

retrieving a given reference 1dentifier for which a sched-
uled playback time substantially corresponds to the
actual playback time; and

comparing the extracted i1dentifier to the given reference
identifier, a positive match between the extracted 1den-
tifier and the given reference 1dentifier corresponding to
a successiul validation.

22. The computer-implemented method of claim 21,
wherein the actual playback time substantially corresponds to
one of:

a first time at which the extracted identifier 1s received;

a second time at which the extracted 1dentifier 1s extracted
by the secondary device; and

a third time at which the extracted 1dentifier 1s transmitted
by the secondary device.

23. The computer-implemented method of claim 14,
wherein said validating comprises:

determining a first identification of an actual audio signal
being actually streamed or broadcasted,;

determining a second identification of the audio signal
corresponding to the extracted identifier; and

comparing the first and second identification, a positive
match corresponding to a successtul validation.

24. The computer-implemented method of claim 14,
wherein the audio signal corresponds to an audio track of a
video.

25. The computer-implemented method of claiam 14,
wherein the authorization message comprises a security code
to be used to access resources.

26. An apparatus to be authorized, the apparatus compris-
Ing a processing unit, a communication umt, and a memory
having stored thereon structions that when executed by the
processing unit performs the steps of the method of claim 14.
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