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MESSAGING SERVICE APPLICATION
PROGRAMMING INTERFACE

TECHNICAL FIELD

This patent application claims the benefit of priority, to
U.S. Provisional Patent Application Ser. No. 61/874,864,
titled “SHORT MESSAGE SYSTEM APPLICATION PRO-
GRAMMING INTERFACE,” filed Sep. 6, 2013, and U.S.
Provisional Patent Application Ser. No. 61/982,156, titled
“SHORT MESSAGE SERVICE SUBSCRIPTION APPLI-
CATION PROGRAMMING INTERFACE,” filed Apr. 21,
2014, which are hereby incorporated by reference in their
entirety.

TECHNICAL FIELD

This patent application relates to data processing. In par-
ticular, example embodiments may relate to an application
programming interface for a messaging service.

BACKGROUND

A web service 1s a solftware system designed to support
interoperable machine-to-machine interactions over a net-
work. For example, web services may be deployed over the
Internet or an intranet to create products, business processes,
or business-to-business interactions. Web services often use
standard Internet protocols (e.g., HI'TP, XML, and SOAP)
along with one or more web application programming inter-
taces (API) to enable such interoperability.

Short Message Service (SMS) 15 a text messaging para-
digm employed by many current telephone, Internet, and
mobile communication systems. SMS utilizes a set of stan-
dardized commumnication protocols to enable users to
exchange text message via fixed line or mobile phones.

BRIEF DESCRIPTION OF THE DRAWINGS

Various ones of the appended drawings merely illustrate
example embodiments of the present invention and cannot be
considered as limiting its scope.

FIG. 1 1s a network diagram depicting a network system
having a client-server architecture configured for exchanging
data over a network, according to an example embodiment.

FIG. 2 1s an interaction diagram depicting example
exchanges between a client device, a messaging platform, and
a recipient device, consistent with some embodiments.

FI1G. 3 1s an architecture diagram 1llustrating various func-
tional components of the messaging platform, which 1s pro-
vided as part of the network system, consistent with some
embodiments.

FIG. 4 1s an iteraction diagram illustrating example
exchanges between an inbound module, an outbound module,
and a reporting module, which are provided as part of the
messaging platform, consistent with some embodiments.

FIG. 5 1s a flowchart illustrating a method for provisioning,
a client specified message to a recipient device 1n response to
a request from a client application, consistent with some
embodiments.

FI1G. 6 15 a flowchart 1llustrating a method for provisioning,
an opt-in message to a recipient device in response to a
request from a client application, consistent with some
embodiments.

FI1G. 7 1s a tlowchart illustrating a method for processing an
inbound queue of messaging requests recetved from a client
application, consistent with some embodiments.
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FIG. 8 1s a flowchart illustrating a method for processing an
outbound queue of messaging requests, consistent with some
embodiments.

FI1G. 9 1s a diagrammatic representation of a machine in the
example form of a computer system within which a set of

instructions for causing the machine to perform any one or
more of the methodologies discussed herein may be executed.

DETAILED DESCRIPTION

Retference will now be made 1n detail to specific example
embodiments for carrying out the mventive subject matter.
Examples of these specific embodiments are illustrated 1n the
accompanying drawings. It will be understood that these
examples are not intended to limit the scope of the claims to
the illustrated embodiments. On the contrary, they are
intended to cover alternatives, modifications, and equivalents
as may be included within the scope of the disclosure. In the
following description, specific details are set forth 1n order to
provide a thorough understanding of the subject matter.
Embodiments may be practiced without some or all of these
specific details.

Aspects of the present disclosure involve a system that
enables developers and other clients to integrate short mes-
sage service (SMS) text messaging into existing applications.
The system may include an API to recerve messaging requests
from client applications, which 1n turn, triggers text messages
sent 1 real-time to customers. Example messages may
include order confirmations, shipment notifications, alerts,
and other status messages. The system may further generate
and maintain logs of recerved requests for subsequent report-
ing to clients.

Example embodiments may 1involve validating requests to
ensure that messages are sent to valid telephone numbers.
Messages may be analyzed to verily that they conform to
predefined messaging standards. For example, content of
messages may be filtered to ensure that they do not contain
profanity.

In some 1nstances, customers may be required to be sub-
scribed (also referred to as “opted 1n”) to programs prior to
receiving messages. To this end, example embodiments may
include an 1interface to opt-in customers to mobile alerts from
hosted applications and receive a real-time SMS response.
Examples of hosted applications included web forms, mobile
applications (e.g., Andriod®, 105S®, Windows Phone® appli-
cations), and point of sale applications.

Example embodiments may provide support for the fol-
lowing features: opting customers 1n or out of mobile alerts;
maintaining a record of customer attributes; management of
multiple lists or brands (e.g., customers can be opted in or out
of multiple messaging campaigns; tracking the source of an
opt-in (e.g., web form); ensuring telephone numbers are
valid; carrier verification; real-time SMS response; follow-up
SMS responses (e.g., offers/coupons); double opt-in; dupli-
cate rejection support (e.g., DOS prevention); and in-depth
reporting including traffic, customer, carrier, keyword, geo-
graphic, and opt in data.

FIG. 1 1s a network diagram depicting a network system
100, according to one embodiment, having a client-server
architecture configured for exchanging data over a network.
While the network system 100 1s 1llustrated as employing a
client-server architecture, the present inventive subject matter
1s, of course, not limited to such an architecture, and could
equally well find application 1n an event-driven, distributed,
or peer-to-peer archutecture system, for example. It shall be
appreciated that although the various functional components
of the network system 100 are discussed 1n the singular sense,
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multiple instances of one or more of the various functional
components may be employed.

The network system 100 may include a messaging plat-
form 102 1n communication with a client device 104, a recipi-
ent device 106, and a third party server 108. The messaging
platform 102 may communicate and exchange data within the
network system 100 that may pertain to various functions and
aspects associated with the network system 100 and 1ts users.
The messaging plattorm 102 may provide server-side func-
tionality, via a network 110 (e.g., the Internet), to network
devices such as, for example, the client device 104 and recipi-
ent device 106. The client device 104 may be a server residing
on a client network or may be a device operated by clients
who use the network system 100 to exchange data over the
network 110. For purposes of this disclosure, a “client” refers
to any person, entity, or organization that utilizes the services
of the messaging platform 102, which 1n some embodiments,
necessitates payment of a fee, to send messages to customers.

In various embodiments, the data exchanged within the
network system 100 may be dependent upon user-selected
functions available through one or more client or user inter-
taces (Uls). For example, the Uls may be associated with a
client device, such as the client device 104 executing a web
client 112 (e.g., an Internet browser) for communicating with
the messaging platform 102. The Uls may also be associated
with one or more applications executing on the client device
104, such as a client application 114.

The client device 104 may interface via a connection with
the network 110 (e.g., the Internet or a wide area network
(WAN)). Depending on the form of the client device 104, any
of a variety of types of connections and networks 110 may be
used. For example, the connection to the network 110 may be
Code Division Multiple Access (CDMA) connection, a Glo-
bal System for Mobile communications (GSM) connection,
or other type of cellular connection. Such a connection may
implement any of a variety of types of data transfer technol-

ogy, such as Single Carrier Radio Transmission Technology
(1xRTT), Evolution-Data Optimized (EVDO) technology,

General Packet Radio Service (GPRS) technology, Enhanced
Data rates for GSM Evolution (EDGE) technology, or other
data transier technology (e.g., fourth generation wireless, 4G
networks). When such technology 1s employed, the network
110 may include a cellular network that has a plurality of cell
sites of overlapping geographic coverage, interconnected by
cellular telephone exchanges. These cellular telephone
exchanges may be coupled to a network backbone (e.g., the
public switched telephone networks (PSTN), a packet-
switched data network, or other types of networks).

In another example, the connection to the network 110 may
be Wireless Fidelity (e.g., Wi-Fi, IEEE 802.11x type) con-
nection, a Worldwide Interoperability for Microwave Access
(WiMAX) connection, or another type of wireless data con-
nection. In such an embodiment, the network 110 may
include one or more wireless access points coupled to a local
arca network (LAN), a WAN, the Internet, or other packet-
switched data network. In yet another example, the connec-
tion to the network 110 may be a wired connection, for
example an Ethernet link, and the network 110 may be a
LAN, a WAN, the Internet, or other packet-switched data
network. Accordingly, a variety of different configurations
are expressly contemplated.

Turning specifically to the messaging platform 102, a web
server 118 1s coupled to, and provides the client device 104
with programmatic and web interfaces to an application
server 120. As 1llustrated 1n FI1G. 1, the application server 120
may be coupled via the web server 118 to the network 110, for
example, via wired or wireless interfaces. In some embodi-
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ments, the web server 118 may employ security measures
such as user authentication (e.g., requests include a username
and password), IP whitelisting (e.g., clients may provide their
public IP address to be granted access), and Secure Sockets
Layer (SSL) (e.g., requests may use 128-bit SSL encryption).

The application server 120 may, for example, host one or
more applications, which may provide a number of messag-
ing services 122 to clients. The messaging services 122 may,
for example, process messaging requests received from the
client application 114. The messaging requests may be either
message transmission requests or subscription requests.
Upon processing a message transmission request, which
specifies the recipient device 106 as the intended recipient of
a message, the messaging platform 102 may cause a message
(e.g., an SMS text message) to be transmitted to the recipient
device 106. Upon processing a subscription request, which
identifies the recipient device 106 as a target for a message
subscription campaign of the client, the messaging platform
102 may cause a message to be transmitted to the recipient
device 106 that seeks to opt-1n a user of the recipient device
106 to the message subscription campaign. The processing of
messaging requests may include authenticating the identity of
a client associated with the request (e.g., the client who owns
or operates the client application 114), performing various
validations of the messaging request, and logging informa-
tion related to the transmission of the message.

The application server 120 1s also shown to be coupled to a
database server 124 that facilitates access to a database 126.
In some examples, the application server 120 can access the
database 126 directly without the need for the database server
124. The database 126 may include multiple databases 128
that may be internal or external to the messaging platform
102.

The database 126 may store data pertaining to various
functions and aspects associated with the network system 100
and 1ts users. For example, the database 126 may store traffic
data (e.g., a record of all incoming messaging requests and
outgoing messages), carrier data (e.g., telephone carriers of
users), keyword data, geographic data, opt-out data, and cus-
tomer data. The customer data may, for example, include
demographic data, user interests and preferences, and finan-
cial information. The demographic data may, for example,
include information describing one or more characteristics of
a user such as gender, age, location information (e.g., home-
town or current location), employment history, education his-
tory, contact information, familial relations, or user interests.

FIG. 1 also 1llustrates a third party application 116 execut-
ing on the third party server 108 that may offer one or more
services to the messaging platform 102. The third party appli-
cation 116 may have programmatic access to the messaging
plattorm 102 via a programmatic interface provided by the
web server 118, and the messaging platform 102 may in turn
have programmatic access to the third party application 116
via an API provided by the third party server 108. In some
embodiments, the third party application 116 may correspond
to an SMS aggregator. An “SMS aggregator” refers to an
entity that enables connectivity with telephone carriers by
providing a gateway for sending and receiving messages and
other content. In some embodiments, an SMS aggregator 1s
responsible for routing messages to a telephone carrier (e.g.,
AT&T®, Verizon®, or T-Mobile), who may in turn route
messages to the recipient device 106. A “telephone carrier”
(also known to those skilled in the art as a “telephone service
provider,” a “telecommunications operator,” or a “telco™)
refers to an entity that provides telecommunications services
such as telephony and data communications access.
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FIG. 2 1s an interaction diagram depicting example
exchanges between a client device 104, a messaging platiorm
102, and a recipient device 106, consistent with some
embodiments. As shown, the process begins at operation 202
where the client application 114 executing on the client
device 104 transmits a messaging request to the messaging
platform 102. The messaging request may, for example, be a
hypertext transier protocol (HT'TP) request, and the request
may be transmitted via a REST1ul hypertext transier protocol
secure (HT'TPS) interface that supports POST requests.

The transmission of the request may be triggered by an
event occurring within the client device 104 or an external
event that 1s detected by the client device 104 (e.g., by way of
a communicative coupling to the third party server 108). For
example, the detection of a package being successtully deliv-
ered may trigger the transmission of a messaging request for
the transmission of a delivery confirmation. The messaging
request may be either a message transmission request, which
1s a request that a certain message (e.g., text based message)
be transmitted to a particular recipient, or a subscription
request, which 1s a request that an opt-in message be sent to a
particular recipient for the purpose of confirming the recipi-
ents’ subscription to recerve future messages sent on behalf of
a client associated with the client application 114.

The messaging request may comprise a plurality of param-
eters that vary depending on whether the messaging request is
a subscription request or a message transmission request. For
example, the parameters of a subscription request may
include a recipient telephone number, a list identifier (e.g., if
a client has multiple messaging lists), an opt value (e.g., to
indicate 1f the recipient has opted “in” or “out”), a recipient
email address, recipient name (e.g., first and last name), date
of birth of recipient, gender of recipient, and address (e.g.,
street, city, state, and zip). The parameters of a message
transmission request may, for example, include recipient tele-
phone number, a message (e.g., a text message to be sent to
the recipient), an opt value (e.g., to indicate if the recipient has
opted “1n” or “out™), a recipient email address, recipient name
(e.g., first and last name), date of birth of recipient, gender of
recipient, and address (e.g., street, city, state, and zip). The
parameters may be URL-encoded or provided as an exten-
sible markup language (XML) payload via a POST param-
eter.

Upon recerving the messaging request, the messaging plat-
form 102 may, at operation 204, authenticate a client (e.g., a
user) associated with the client application 114 from which
the messaging request was recerved. The authentication of the
client may include vernitying a username and password com-
bination associated with the client. The authentication may
turther include vernifying that the internet protocol (IP)
address of the client device 104 corresponds to a record of the
client’s associated IP addresses maintained on the web server
118.

At operation 206, the messaging platform 102 transmits a
response to the client device 104 confirming receipt of the
request. The response may be an XML HTTP response that
includes a status code. The status code provides an indication
of the status of the request. For example, the status code may
indicate that the request 1s accepted, that the request could not
be understood due to bad syntax, that the client was not
authorized, that a uniform resource 1dentifier (URI) was not
found, or that an unexpected internal error occurred. At opera-
tion 208, the client device 104 receives the response.

Atoperation 210, the messaging platform 102 validates the
messaging request. The validation of the messaging request
may include verilying that a telephone number included in the
request 1s a valid telephone number (e.g., 11-digits for US-
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based telephone numbers), verifying a telephone carrier asso-
ciated with the telephone number, veritying that the recipient
has provided approval for recerving messages sent on behalf
of the client (e.g., based on the recipient having previously
opted-in), validating the requesting client, validating a list
identifier, and verilying that a message included 1n a message
transmission request conforms to a predefined messaging
standard (e.g., verilying the message does not contain pro-
fanity).

Upon successtul validation of the messaging request, the
messaging platform 102 processes the request at operation
212, and causes a message (e.g., an SMS message) to be
transmitted to the recipient device 106 to which the telephone
number included 1n the messaging request 1s assigned, at
operation 214. In other embodiments, the messaging platiorm
102 may cause the message to be transmitted to the recipient
device 106 by transmitting a request that includes the tele-
phone number, an identified telephone carrier, and the mes-
sage to an SMS aggregator (e.g., hosted by the third party
server 108). In turn, the SMS aggregator may route the mes-
sage to the 1dentified telephone carrier responsible for deliv-
ering the message to the recipient device 106. At operation
218, the recipient device 106 recerves the message (e.g., as an
SMS message).

FIG. 3 1s an architecture diagram 1illustrating various func-
tional components of the messaging platform 102, consistent
with some embodiments. While the various components of
the messaging platform 102 are discussed in the singular
sense, 1t will be appreciated that 1n other embodiments mul-
tiple instances of any one of the components may be
employed. As shown, the messaging platform 102 1s com-
prised of a web layer 300, a service layer 302, a queue layer
304, and data layer 306. The various layers comprising the
messaging platform 102 may be configured to communicate
with each other, for example, via a bus, shared memory, a
switch, or APIs.

The web layer 300 1s responsible for providing interfaces to
interact with users, and may, 1n some embodiments, corre-
spond to the web server 118. The web layer 300 receives
requests from external systems (e.g., client device 104) and
places them into an mmbound queue 320 of the queue layer
304. The service layer 302 resides on the application server
120 and 1nteracts with the queue layer 304 and data layer 306
to perform functions such as sending messages and reporting.
The service layer 302 may correspond to the messaging ser-
vices 122 discussed 1n reference to FIG. 1, consistent with
some embodiments. The queue layer 304 provides a tempo-
rary first 1n, first out holding area for items to be processed.
The queue layer 304 may reside on the application server 120
or the database 126. The data layer 306, which resides on the
database 126, stores information pertinent to carriers 308
(e.g., AT&T®, Verizon®, or TMobile®) and short codes,
customers 310 (e.g., recipients of messages), and traffic 312
(e.g., messaging requests received, and messages transmit-
ted).

The service layer 302 comprises an inbound module 314,
an outbound module 316, and a reporting module 318. The
inbound module 314 1s responsible for processing messaging
requests. The mmbound module 314 may validate and verify
various aspects of messaging requests, and 11 a request suc-
cessiully passes these validations and venfications, the
inbound module 314 places the request 1n an outbound queue
322 of the queue layer 304 for the outbound module 316 to
process. IT a request fails one of these validations or verifica-
tions, the mnbound module 314 places the request in a report-
ing queue 324 for the reporting module 318 to process.
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The outbound module 316 1s responsible for transmitting,
messages (€.g., SMS text messages) to recipients. The out-
bound module 316 accesses requests from the outbound
queue 322, and utilizes a direct-to-mobile gateway to transmut
an SMS text message directly to a recipient device 106 asso-
ciated with a telephone number specified 1n a messaging
request, consistent with some embodiments. In other embodi-
ments, the outbound module 316 may transmit a request to an
SMS aggregator that routes the message to the applicable
telephone carrier, who 1s ultimately responsible for delivering,
the message 1 SMS text message format to the recipient
device 106. If the message 1s successtully transmitted, the
outbound module 316 places the messaging request 1n the
reporting queue 324 for reporting by the reporting module
318. If the message transmission 1s unsuccessiul, the out-
bound module 316 adds the messaging request to an error log
(e.g., maintained by the Windows Event Viewer).

The reporting module 318 is responsible for logging and
storing pertinent information into the data layer 306 so that 1t
may be viewed 1n a report provided to clients. The data stored
by the reporting module 318 may, for example, include traffic,
customer, carrier, keyword, geographic, and opt out data. If
the reporting module 318 1s unsuccessiul 1n writing to the data
layer 306, an error 1s logged (e.g., in the Windows Event
Viewer). The reporting module 318 may also communicate
the stored data related to messaging requests to clients asso-
ciated with such requests. The stored data may be communi-
cated 1n a report that conveys information in a manner that 1s
casily understood by a human user (e.g., using plain text,
tables, charts, and graphs).

FIG. 4 1s an interaction diagram illustrating example
exchanges between the inbound module 314, the outbound
module 316, and the reporting module 318, consistent with
some embodiments. As shown, the process begins at opera-
tion 402 where the inbound module 314 accesses amessaging,
request (e.g., a subscription request or a message transmis-
sion request) from the inbound queue 320. The messaging
request includes a plurality of parameters including a tele-
phone number (e.g., associated with the recipient device 106)
specified as the recipient of a message (e.g., a message
defined by the client or an opt-in message). At operation 404,
the nbound module 314 validates the messaging request. For
example, the inbound module 314 may verity that a telephone
number included 1n the messaging request 1s a valid telephone
number. In instances in which the messaging request i1s a
message transmission request, the mmbound module 314 may
verily that a message included in the request conforms to a
predefined messaging standard. In these instances, the
inbound module 314 may further verily that the recipient has
provided approval (e.g., opted-1n) to receiving messages from
the client. In 1nstances 1n which the messaging request i1s a
subscription request, the mbound module 314 may validate
the client making the request and verily that a list identifier
included 1n the request 1s valid. Upon successiully validating
the messaging request, the inbound module 314 adds the
messaging request to the outbound queue 322, at operation
406.

At operation 408, the outbound module 316 accesses the
messaging request from the outbound queue 322. At opera-
tion 410, the outbound module 316 causes a message (e.g., a
message defined by the client or an opt-in message) to be
transmitted to the recipient device 106. For example, the
outbound module 316 may transmit a request to an SMS
aggregator, which routes the message to a telephone carrier
that ultimately delivers the message to the recipient device
106. At operation 412, the outbound module 316 requests the
status of the message transmission (e.g., from the SMS aggre-
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gator). At operation 414, the outbound module 316 receives a
response 1ncluding status information (e.g., from the SMS
aggregator) specitying the status of the message (e.g., suc-
cessiully delivered). At operation 416, the outbound module
316 adds the messaging request and the status information to
the reporting queue 324.

At operation 418, the reporting module 318 accesses the
messaging request and status information from the reporting
queue 324. At operation 420, the reporting module 318 logs
the messaging request (e.g., stores a record of the messaging,
request 1n the database 126). At operation 422, the reporting
module 318 logs the status information along with the mes-
saging request (e.g., stores the status information along with
the record of the messaging request).

FIG. § 1s a flowchart illustrating a method 500 for provi-
sioning a client specified message to the recipient device 106
1n response to a request from a client application 114, consis-
tent with some embodiments. The method 500 may be
embodied 1n computer-readable instructions for execution by
one or more processors such that the steps of the method 500
may be performed 1n part or 1n whole by the messaging
plattorm 102. In particular, the method 500 may be carried
out by the functional components forming the messaging
plattorm 102, and accordingly, the method 500 1s described
below by way of example with reference thereto. However, 1t
shall be appreciated that the method 500 may be deployed on
various other hardware configurations and 1s not intended to
be limited to the functional components of the messaging
platiorm 102.

At operation 505, the web layer 300 recerves a message
transmission request from the client application 114 execut-
ing on the client device 104. The message transmission
request 1s a request to transmit a particular message to a
particular recipient. As such, the plurality of parameters com-
prising the message transmission request may include, at
least, a telephone number and a message generated by a client
associated with the client application 114. In an example, the
message 1s an order confirmation to confirm a purchase made
using the client application 114 that 1s in communication with
a network-based marketplace, which 1n this example corre-
sponds to the client.

At operation 510, the web layer 300 authenticates the client
associated with the message transmission request (e.g., the
client corresponding to the client application 114). In some
embodiments, the authentication of the client may be based
on username and password verification. In some embodi-
ments, the authenticating of the client may include verifying
that the IP address of the client device 104 corresponds to an
IP address associated with the client by way of a record of
associated IP addresses stored in the database 126.

Upon successiully authenticating the client, the inbound
module 314 determines that the telephone number 1included
as a parameter of the message transmission request 1s a valid
telephone number 1n operation 515. The determination that
the telephone number 1s valid may include veritying that the
telephone number contains only digits, and that the telephone
number contains an appropriate number of digits. The appro-
priate number of digits may vary by geographic region in
which the messaging platform 102 is operating. For example,
telephone numbers 1n the United States of America include
either ten or eleven digits depending on whether a preceding
“1” 1s 1included.

At operation 520, the inbound module 314 determines that
the message generated by the client and included as a param-
cter of the message transmission request conforms to a pre-
defined messaging standard. The predefined messaging stan-
dard may be generated by an administrator of the messaging
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platform 102 and may, for example, specily a certain format,
a particular font, a word or character limit, or may prohibait the
use of certain terms such as profanity. As such, the determi-
nation that the message conforms to the predefined messag-
ing standard may include verifying that the message 1s 1n a
certain format, verilying that the message uses a particular
font, verifying that the message does not exceed a word or
character limit, and verniiying that the message does not
include certain terms such as profanity.

In response to determining that the telephone number 1s
valid, and that the message conforms to the predefined mes-
saging standard, the outbound module 316 causes the trans-
mission of the message to the recipient device 106, at opera-
tion 525. The recipient device 106 1s the device assigned to the
telephone number included as a parameter of the message
transmission request. In some embodiments, the outbound
module 316 may transmit the message directly to the recipi-
ent device 106 (e.g., in SMS text message format). In other
embodiments, the outbound module 316 may forward the
message to an intermediary entity such as an SMS aggregator
that 1s responsible for routing the message to the appropnate
telephone carrier that ultimately delivers the message in SMS
text message format to the recipient device 106.

At operation 530, the reporting module 318 logs the mes-
sage transmission request. The logging of the message trans-
mission request may include storing a record of various data
associated with the message transmission request 1n the data-
base 126 (e.g., the data layer 306). For example, the reporting
module 318 may store a record of the message transmission
request (including the plurality of requests), a record of the
telephone carrier associated with the telephone number, a
record of the geographic region associated with the telephone
number, and an indication of the successful transmission of
the message.

FIG. 6 1s a flowchart illustrating a method 600 for provi-
sioning an opt-in message to a recipient device 106 1n
response to a request from a client application 114, consistent
with some embodiments. The method 600 may be embodied
in computer-readable instructions for execution by one or
more processors such that the steps of the method 600 may be
performed in part or in whole by the messaging platform 102.
In particular, the method 600 may be carried out by the
functional components forming the messaging platform 102,
and accordingly, the method 600 1s described below by way of
example with reference thereto. However, 1t shall be appre-
ciated that the method 600 may be deployed on various other
hardware configurations and is not itended to be limited to
the Tunctional components of the messaging platform 102.

Atoperation 603, the web layer 300 receives a subscription
request from the client application 114. The subscription
request 1s a request to transmit an opt-1n message to a particu-
lar recipient for the purpose of opting the recipient into a
messaging program whereby the recipient may routinely or
occasionally receive messages sent on behalf of a client asso-
ciated with the client application 114. As such, the plurality of
parameters comprising the message transmission request
may include, at least, a telephone number. At operation 610,
the web layer 300 transmits a response to the client applica-
tion 114 that includes a confirmation of successiul receipt of
subscription request.

Atoperation 6135, the web layer 300 authenticates the client
associated with the message transmission request (e.g., the
client corresponding to the client application 114). In some
embodiments, the authentication of the client may be based
on username and password verfication. In some embodi-
ments, the authenticating of the client may include verifying
that the IP address of the client device 104 corresponds to an
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IP address associated with the client by way of a record of
associated IP addresses stored in the database 126.

Upon successiully authenticating the client, the inbound
module 314 validates the subscription request, at operation
620. The validation of the subscription request may include
determining that the telephone number included as a param-
cter of the subscription request 1s a valid telephone number.
The validation of the subscription request may further include
verilying a telephone carrier associated with the telephone
number. The validation of the subscription request may fur-
ther include determining that a list identifier included as a
parameter of the subscription request 1s valid. In some
instances, clients may have multiple messaging lists to which
a customer may subscribe. The multiple messaging lists may
relate to various different aspects or topics associated with the
client.

Upon successiully validating the request, the outbound
module 316 causes the transmission of an opt-1n message to
the recipient device 106, at operation 625. The opt-in message
may request approval from the user of the recipient device
106 (e.g., the recipient) for receiving future messages from
the client. The recipient device 106 1s the device to which the
telephone number included as a parameter of the message
transmission request 1s assigned. In some embodiments, the
outbound module 316 may transmit the message directly to
the recipient device 106. In other embodiments, the outbound
module 316 may forward the message to an intermediary
entity such as an SMS aggregator that 1s responsible for
routing the message to the appropriate telephone carrier that
ultimately delivers the message to the recipient device 106.

At operation 630, the web layer 300 receives a confirma-
tion of an opt-in from the recipient device 106. The confir-
mation may be a reply message in the same format as the
opt-in message (e.g., an SMS message). Upon recerving the
confirmation, the reporting module 318 logs the subscription
request at operation 635. The logging of the subscription
request may include storing a record of various data associ-
ated with the subscription request in the database 126 (e.g.,
the data layer 306). For example, the reporting module 318
may store a record of the subscription request (including the
plurality of requests), a record of the telephone carrier asso-
ciated with the telephone number, a record of the geographic
region associated with the telephone number, and an 1ndica-
tion of the opt-in by the recipient. At operation 640, the
reporting module 318 stores customer attributes in a customer
profile maintained 1n the database 126.

FIG. 7 1s a flowchart 1llustrating a method 700 for process-
ing the inbound queue 320 of messaging requests recerved
from the client application 114, consistent with some embodi-
ments. The method 700 may be embodied 1n computer-read-
able 1nstructions for execution by one or more processors
such that the steps of the method 700 may be performed, 1n
part or in whole, by the messaging platform 102. In particular,
the method 700 may be carried out by the mnbound module
314 of the messaging platform 102, and accordingly, the
method 700 1s described below by way of example with
reference thereto. However, 1t shall be appreciated that the
method 700 may be deployed on various other hardware
configurations and 1s not intended to be limited to the inbound
module 314.

At operation 703, the inbound module 314 accesses a mes-
saging request (e.g., a message transmission request or a
subscription request) from the imnbound queue 320. At opera-
tion 710, the outbound module 316 performs a validation of
the telephone number. I the telephone number 1s not valid,
the inbound module 314 adds the messaging request to the
reporting queue 324 for reporting by the reporting module
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318, at operation 720. If the telephone number 1s valid (e.g.,
the telephone number has 11-digits), the inbound module 314
identifies the telephone carrier associated with telephone
number at operation 715. The 1dentification of the telephone
carrier may 1nclude accessing a database 126 of telephone
numbers with each telephone number included in the data-
base 126 including an indication of a corresponding tele-
phone carrier.

At operation 725, which may be performed only in
embodiments 1n which the messaging request 1s a transmis-
sion request, the inbound module 314 validates a message
included as a parameter of the messaging request. The vali-
dation of the message may include determining that the mes-
sage conforms to a predefined messaging standard (e.g.,
specilying a certain format, a particular font, a word or char-
acter limait, or prohibiting the use of profanity). If the message
1s successiully validated, the inbound module 314 validates
the client, at operation 730. The validation of the client may
include veritying that the client has been approved to use the
messaging platform 102. IT the message 1s not successtully
validated (e.g., the message contains profanity), the inbound
module 314 adds the messaging request to the reporting
queue 324 for reporting by the reporting module 318, at
operation 720.

If the client 1s successiully validated, the inbound module
314 adds the messaging request to the outbound queue 322
(e.g., Tor processing by the outbound module 316), at opera-
tion 735. If the client 1s not successiully validated, the
inbound module 314 adds the messaging request to the
reporting queue 324 for reporting by the reporting module
318, at operation 720.

FI1G. 8 15 a flowchart illustrating a method for processing an
outbound queue 322 of messaging requests, consistent with
some embodiments. The method 800 may be embodied 1n
computer-readable instructions for execution by one or more
processors such that the steps of the method 800 may be
performed 1n part or in whole by the messaging platform 102.
In particular, the method 800 may be carried out by the
outbound module 316 of the messaging platform 102, and
accordingly, the method 800 1s described below, by way of
example with reference thereto. However, 1t shall be appre-
ciated that the method 800 may be deployed on various other
hardware configurations and 1s not mtended to be limited to
the outbound module 316.

At operation 805, the outbound module 316 accesses a
messaging request (€.g., a message transmission request or a
subscription request) from the outbound queue 322. At opera-
tion 810, the outbound module 316 transmits a request to an
SMS aggregator to have a message (e.g., amessage generated
by the client or an opt-1n message) sent to a telephone number
specified 1n the messaging request. In this example embodi-
ment, the SMS aggregator 1s responsible for the delivery of
the message to the recipient device 106. At operation 815, the
outbound queue 322 transmits a status request to the SMS
aggregator to request the status of the message transmission.
At operation 820, the outbound module 316 recerves a reply,
from the SMS aggregator, with the status of the message
transmission (e.g., transmission pending, delivered, or error
in transmaission). At operation 8235, the outbound module 316
adds the messaging request to the reporting queue 324 for
reporting by the reporting module 318.

Modules, Components and Logic

Certain embodiments are described herein as including
logic or a number of components, modules, or mechanisms.
Modules may constitute either software modules (e.g., code
embodied on a machine-readable medium or in a transmis-
sion signal) or hardware modules. A hardware module 1s a
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tangible umt capable of performing certain operations and
may be configured or arranged in a certain manner. In
example embodiments, one or more computer systems (e.g.,
a standalone, client, or server computer system) or one or
more hardware modules of a computer system (e.g., a pro-
cessor or a group of processors) may be configured by sofit-
ware (e.g., an application or application portion) as a hard-
ware module that operates to perform certain operations as
described herein.

In various embodiments, a hardware module may be
implemented mechanically or electronically. For example, a
hardware module may comprise dedicated circuitry or logic
that 1s permanently configured (e.g., as a special-purpose
processor, such as a field-programmable gate array (FPGA)
or an application-specific integrated circuit (ASIC)) to per-
form certain operations. A hardware module may also com-
prise programmable logic or circuitry (e.g., as encompassed
within a general-purpose processor or other programmable
processor) that 1s temporarily configured by software to per-
form certain operations. It will be appreciated that the deci-
s1on to implement a hardware module mechanically, in dedi-
cated and permanently configured circuitry, or in temporarily
configured circuitry (e.g., configured by software) may be
driven by cost and time considerations.

Accordingly, the term “hardware module” should be
understood to encompass a tangible entity, be that an entity
that 1s physically constructed, permanently configured (e.g.,
hardwired) or temporarily configured (e.g., programmed) to
operate 1n a certain manner and/or to perform certain opera-
tions described herein. Considering embodiments 1n which
hardware modules are temporarily configured (e.g., pro-
grammed), each of the hardware modules need not be con-
figured or instantiated at any one instance in time. For
example, where the hardware modules comprise a general-
purpose processor configured using software, the general-
purpose processor may be configured as respective different
hardware modules at different times. Software may accord-
ingly configure a processor, for example, to constitute a par-
ticular hardware module at one 1nstance of time and to con-
stitute a different hardware module at a different instance of
time.

Hardware modules can provide information to, and receive
information from, other hardware modules. Accordingly, the
described hardware modules may be regarded as being com-
municatively coupled. Where multiple of such hardware
modules exist contemporaneously, communications may be
achieved through signal transmission (e.g., over appropriate
circuits and buses that connect the hardware modules). In
embodiments 1n which multiple hardware modules are con-
figured or instantiated at different times, communications
between such hardware modules may be achieved, for
example, through the storage and retrieval of information 1n
memory structures to which the multiple hardware modules
have access. For example, one hardware module may perform
an operation and store the output of that operation in a
memory device to which it 1s communicatively coupled. A
turther hardware module may then, at a later time, access the
memory device to retrieve and process the stored output.
Hardware modules may also imitiate communications with
input or output devices, and can operate on a resource (€.g., a
collection of information).

The various operations of example methods described
herein may be performed, at least partially, by one or more
processors that are temporarily configured (e.g., by software)
or permanently configured to perform the relevant operations.
Whether temporarily or permanently configured, such pro-
cessors may constitute processor-implemented modules that




US 9,351,134 B2

13

operate to perform one or more operations or functions. The
modules referred to herein may, 1n some example embodi-
ments, comprise processor-implemented modules.

Similarly, the methods described herein may be at least
partially processor-implemented. For example, at least some
of the operations of a method may be performed by one or
more processors or processor-implemented modules. The
performance of certain of the operations may be distributed
among the one or more processors, not only residing within a
single machine, but deployed across anumber of machines. In
some example embodiments, the processor or processors may
be located 1n a single location (e.g., within a home environ-
ment, an office environment, or a server farm), while in other
embodiments the processors may be distributed across a
number of locations.

The one or more processors may also operate to support
performance of the relevant operations 1n a “cloud comput-
ing”” environment or as a “software as a service” (SaaS). For
example, at least some of the operations may be performed by
a group of computers (as examples of machines including
processors ), with these operations being accessible via a net-
work (e.g., the Internet) and via one or more approprate
interfaces (e.g., APIs).

Electronic Apparatus and System

Example embodiments may be implemented i digital
clectronic circuitry, or in computer hardware, firmware, soit-
ware, or 1n combinations of them. Example embodiments
may be implemented using a computer program product, for
example, a computer program tangibly embodied in an infor-
mation carrier, for example, 1n a machine-readable medium
for execution by, or to control the operation of, data process-
ing apparatus, for example, a programmable processor, a
computer, or multiple computers.

A computer program can be written 1n any form of pro-
gramming language, including compiled or mterpreted lan-
guages, and 1t can be deployed 1n any form, imncluding as a
stand-alone program or as a module, subroutine, or other unit
suitable for use 1n a computing environment. A computer
program can be deployed to be executed on one computer or
on multiple computers at one site, or distributed across mul-
tiple sites and interconnected by a communication network.

In example embodiments, operations may be performed by
one or more programmable processors executing a computer
program to perform functions by operating on input data and
generating output. Method operations can also be performed

by, and apparatus of example embodiments may be 1mple-
mented as, special purpose logic circuitry (e.g., an FPGA or
an ASIC).

The computing system can 1nclude clients and servers. A
client and server are generally remote from each other and
typically interact through a communication network. The
relationship of client and server arises by virtue of computer
programs running on the respective computers and having a
client-server relationship to each other. In embodiments
deploying a programmable computing system, it will be
appreciated that both hardware and software architectures
merit consideration. Specifically, it will be appreciated that
the choice of whether to implement certain functionality in
permanently configured hardware (e.g., an ASIC), 1n tempo-
rarily configured hardware (e.g., a combination of software
and a programmable processor), or 1n a combination of per-
manently and temporarily configured hardware may be a
design choice. Below are set out hardware (e.g., machine) and
software architectures that may be deployed, in various
example embodiments.
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Machine Architecture

FI1G. 9 1s a diagrammatic representation of a machine in the
example form of a computer system 900 within which a set of
instructions for causing the machine to perform any one or
more of the methodologies discussed herein may be executed.
The computer system 900 may correspond to the client device
104, the recipient device 106, the third party server 108, or the
application server 120, consistent with some embodiments.
The computer system 900 may include 1nstructions for caus-
ing the machine to perform any one or more of the method-
ologies discussed herein. In alternative embodiments, the
machine operates as a standalone device or may be connected
(e.g., networked) to other machines. In a networked deploy-
ment, the machine may operate in the capacity of a server or
a client machine 1n server-client network environment, or as a
peer machine 1n a peer-to-peer (or distributed) network envi-
ronment. The machine may be a personal computer (PC), a
PDA, a cellular telephone, a smart phone (e.g., iPhone®), a
tablet computer, a web appliance, a handheld computer, a
desktop computer, a laptop or netbook, a set-top box (STB)
such as provided by cable or satellite content providers, a
wearable computing device such as glasses or a wristwatch, a
multimedia device embedded 1n an automobile, a Global
Positioning System (GPS) device, a data enabled book reader,
a video game system console, a network router, switch or
bridge, or any machine capable of executing instructions
(sequential or otherwise) that specily actions to be taken by
that machine. Further, while only a single machine 1s illus-
trated, the term “machine” shall also be taken to include any
collection of machines that individually or jointly execute a
set (or multiple sets) of instructions to perform any one or
more of the methodologies discussed herein.

The example computer system 900 includes a processor
902 (e.g., a central processing unit (CPU), a graphics process-
ing unit (GPU), or both), a main memory 904, and a static
memory 906, which commumnicate with each other via a bus
908. The computer system 900 may further include a video
display 910 (e.g., a liquid crystal display (LCD) or a cathode
ray tube (CRT)). The computer system 900 also includes one
or more mput/output (I/0) devices 912, a location component
914, a drive unit 916, a signal generation device 918 (e.g., a
speaker), and a network interface device 920. The I/O devices
912 may, for example, include a keyboard, a mouse, a keypad,
a multi-touch surface (e.g., a touchscreen or track pad), a
microphone, a camera, and the like.

The location component 914 may be used for determining
alocation of the computer system 900. In some embodiments,
the location component 914 may correspond to a GPS trans-
ceiver that may make use of the network interface device 920
to communicate GPS signals with a GPS satellite. The loca-
tion component 914 may also be configured to determine a
location of the computer system 900 by using an internet
protocol (IP) address lookup or by triangulating a position
based on nearby mobile communications towers. The loca-
tion component 914 may be further configured to store a
user-defined location 1n main memory 904 or static memory
906. In some embodiments, a mobile location enabled appli-
cation may work in conjunction with the location component
914 and the network interface device 920 to transmit the
location of the computer system 900 to an application server
or third party server for the purpose of identiiying the location
ol a user operating the computer system 900.

In some embodiments, the network interface device 920
may correspond to a transcerver and antenna. The transceiver
may be configured to both transmit and recerve cellular net-
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work signals, wireless data signals, or other types of signals
via the antenna, depending on the nature of the computer
system 900.

Machine-Readable Medium

The drive unit 916 includes a machine-readable medium
922 on which 1s stored one or more sets of data structures and
istructions 924 (e.g., software) embodying or used by any
one or more of the methodologies or functions described
herein. The mstructions 924 may also reside, completely or at
least partially, within the main memory 904, the static
memory 906, or within the processor 902 during execution
thereol by the computer system 900, with the main memory
904, the static memory 906, and the processor 902 also con-
stituting machine-readable media.

Consistent with some embodiments, the instructions 924
may relate to the operations of an operating system (OS).
Depending on the particular type of the computer system 900,
the OS may, for example, be the 10S® operating system, the
Android® operating system, a BlackBerry® operating sys-
tem, the Microsolt® Windows® Phone operating system,
Symbian® OS, or webOS®. Further, the instructions 924
may relate to operations performed by applications (com-
monly known as “apps”), consistent with some embodiments.
One example of such an application 1s a mobile browser
application that displays content, such as a web page or a user
interface using a browser.

While the machine-readable medium 922 1s shown 1n an
example embodiment to be a single medium, the term
“machine-readable medium™ may include a single medium or
multiple media (e.g., a centralized or distributed database,
and/or associated caches and servers) that store the one or
more data structures or instructions 924. The term “machine-
readable medium™ shall also be taken to include any tangible
medium that 1s capable of storing, encoding, or carrying
instructions (e.g., mstructions 924) for execution by the
machine and that cause the machine to perform any one or
more of the methodologies of the present disclosure, or that 1s
capable of storing, encoding or carrying data structures used
by or associated with such instructions. The term “machine-
readable medium™ shall accordingly be taken to include, but
not be limited to, solid-state memories, and optical and mag-
netic media. Specific examples of machine-readable media
include non-volatile memory, including by way of example,
semiconductor memory devices (e.g., erasable program-
mable read-only memory (EPROM), electrically erasable
programmable read-only memory (FEEPROM)) and flash
memory devices; magnetic disks such as mternal hard disks
and removable disks; magneto-optical disks; and CD-ROM
and DVD-ROM disks.

Furthermore, the tangible machine-readable medium 1s
non-transitory in that i1t does not embody a propagating sig-
nal. However, labeling the tangible machine-readable
medium as “non-transitory” should not be construed to mean
that the medium 1s i1ncapable of movement—the medium
should be considered as being transportable from one real-
world location to another. Additionally, since the machine-
readable medium 1s tangible, the medium may be considered
to be a machine-readable device.

Transmission Medium

The instructions 924 may further be transmitted or received
over a network 926 using a transmission medium. The
instructions 924 may be transmitted using the network inter-
face device 920 and any one of a number of well-known
transier protocols (e.g., HI'TP). Examples of communication
networks include a LAN, a WAN, the Internet, mobile tele-
phone networks, POTS networks, and wireless data networks
(e.g., WiF1 and WiMax networks). The term “transmission
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medium” shall be taken to include any intangible medium that
1s capable of storing, encoding, or carrying the instructions
924 for execution by the machine, and includes digital or
analog communications signals or other intangible media to
facilitate communication of such soitware.

Although the embodiments of the present invention have
been described with reference to specific example embodi-
ments, 1t will be evident that various modifications and
changes may be made to these embodiments without depart-
ing from the broader scope of the mventive subject matter.
Accordingly, the specification and drawings are to be
regarded 1n an illustrative rather than a restrictive sense. The
accompanying drawings that form a part hereof show by way
of illustration, and not of limitation, specific embodiments 1n
which the subject matter may be practiced. The embodiments
illustrated are described 1n sufficient detail to enable those
skilled 1n the art to practice the teachings disclosed herein.
Other embodiments may be used and derived therefrom, such
that structural and logical substitutions and changes may be
made without departing from the scope of this disclosure.
This Detailed Description, therefore, 1s not to be taken 1n a
limiting sense, and the scope of various embodiments is
defined only by the appended claims, along with the full range
of equivalents to which such claims are entitled.

Such embodiments of the mventive subject matter may be
referred to herein, individually or collectively, by the term
“immvention” merely for convemence and without intending to
voluntarily limit the scope of this application to any single
invention or iventive concept 1f more than one 1s 1 fact
disclosed. Thus, although specific embodiments have been
illustrated and described herein, 1t should be appreciated that
any arrangement calculated to achieve the same purpose may
be substituted for the specific embodiments shown. This dis-
closure 1s intended to cover any and all adaptations or varia-
tions of various embodiments. Combinations of the above
embodiments, and other embodiments not specifically
described herein, will be apparent to those of skill 1n the art
upon reviewing the above description.

All publications, patents, and patent documents referred to
in this document are incorporated by reference herein in their
entirety, as though individually incorporated by reference. In
the event of inconsistent usages between this document and
those documents so mncorporated by reference, the usage in
the incorporated references should be considered supplemen-
tary to that of thus document; for 1rreconcilable 1nconsisten-
cies, the usage 1n this document controls.

In this document, the terms “a” or “an” are used, as 1s
common 1n patent documents, to include one or more than
one, independent of any other instances or usages of “at least
one” or “one or more.” In this document, the term “or’ 1s used
to refer to a nonexclusive or, such that “A or B” includes “A
but not B,” “B but not A.” and “A and B.” unless otherwise
indicated. In the appended claims, the terms “including™ and
“mn which™ are used as the plain-English equivalents of the
respective terms “‘comprising” and “wherein.” Also, i the
following claims, the terms “including” and “comprising” are
open-ended; that 1s, a system, device, article, or process that
includes elements 1n addition to those listed after such a term
in a claim are still deemed to fall within the scope of that
claim. Moreover, 1n the following claims, the terms “first,”
“second,” “third,” and so forth are used merely as labels, and
are not intended to impose numerical requirements on their
objects.

As used herein, the term “or” may be construed in either an
inclusive or exclusive sense. Moreover, plural instances may
be provided for resources, operations, or structures described
herein as a single imnstance. Additionally, boundaries between
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various resources, operations, modules, engines, and data
stores are somewhat arbitrary, and particular operations are
illustrated in a context of specific illustrative configurations.
Other allocations of functionality are envisioned and may fall
within a scope of various embodiments of the present mnven-
tion. In general, structures and functionality presented as
separate resources in the example configurations may be
implemented as a combined structure or resource. Similarly,
structures and functionality presented as a single resource
may be implemented as separate resources. These and other
variations, modifications, additions, and improvements fall
within a scope of embodiments of the present invention as
represented by the appended claims. The specification and
drawings are, accordingly, to be regarded 1n an illustrative
rather than a restrictive sense.

What 1s claimed 1s:

1. A system comprising:

an application programming interface server configured to

receive, Irom a client application executing on a client
device, a message transmission request, the message
transmission request including a plurality of parameters,
the plurality of parameters speciiying a telephone num-
ber assigned to a recipient device and a message for
transmission to the recipient device;

an inbound module, comprising one or more processors of

a machine, configured to determine that the message
transmission request 1s valid, the inbound module to
determine that the message transmission request 1s valid
by performing operations including determining that the
telephone number 1s valid and determining that the mes-
sage conforms to a predefined messaging standard;

the inbound module further configured to add the message

transmission request to an outbound queue based on

determining the message transmission request 1s valid;

an outbound module configured to:

cause transmission o the message to the recipient device
based on the message transmission request being
included 1n the outbound queue;

obtain status information specifying a status of transmis-
sion of the message, the status information mcluding
an 1ndication of successiul transmission of the mes-
sage; and

add the message transmission request and the status
information to a reporting queue; and

a reporting module configured to store a record of the

message transmission request based on the message
transmission request and the status information being
added to the reporting queue, the record including the
message and the indication of successtul transmission of
the message.

2. The system of claim 1, further comprising a reporting,
module configured to store a record of the message transmis-
s10n request in a machine-readable medium responsive to the
outbound module causing the transmission of the message.

3. The system of claim 1, wherein the inbound module
determines the telephone number 1s valid by determining that
the telephone number includes a particular number of digits.

4. The system of claim 1, wherein the outbound module
causes the message to be transmitted to the recipient device
by performing operations including transmitting a request to
a Short Message Service (SMS) aggregator, the request 1den-
tifying the telephone number and a telephone carrier associ-
ated with the recipient device, the SMS aggregator to route
the message to the telephone carrier.

5. The system of claim 1, wherein the predefined messag-
ing standard specifies a particular format for the message.
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6. The system of claim 1, wherein the message 1s transmit-
ted as a Short Message Service (SMS) message.
7. The system of claim 1, wherein the message transmis-
sion request 1s a Hypertext Transter Protocol (HTTP) request.
8. A method comprising:
receving, from a client application executing on a client
device, a message transmission request, the message
transmission request including a plurality of parameters,
the plurality of parameters speciiying a telephone num-
ber assigned to a recipient device and a message to
transmit to the recipient device;
determiming that the message transmission request 1s valid,
the determining that the message transmission request 1s
valid including determining that the telephone number 1s
valid and determining that the message conforms to a

predefined messaging standard;

adding the message transmission request to an outbound
queue based on determining the message transmission 1s
valid;

causing transmission of the message to the recipient device

based on the message transmission request being
included in the outbound queue;
obtaining status information specitying a status of trans-
mission of the message, the status information including
an indication of successiul transmission of the message;

adding the message transmission request and the status
information to a reporting queue; and

storing a record of the message transmission request based

on the message transmission request and the status infor-
mation being added to the reporting queue, the record
including the message and the indication of successiul
transmission of the message.

9. The method of claim 8, further comprising authenticat-
ing a client associated with the client application, wherein the
authenticating of the client includes verilying a user name and
password associated with the client.

10. The method of claim 8, further comprising verifying
that a user of the recipient device has approved of recerving
messages from the client application.

11. The method of claim 8, further comprising identifying
a telephone carrier associated with the telephone number.

12. The method of claim 11, wherein the causing of the
transmission of the message to the recipient device includes
transmitting a request to an SMS aggregator, the request
including the message, telephone number, and the telephone
carrier, wherein the SMS aggregator routes the message to the
telephone carrier and the telephone carrier routes the message
to the recipient device.

13. The method of claim 8, wherein the determining that
the telephone number 1s valid 1s based on the telephone num-
ber including a particular number of digits.

14. The method of claim 8, further comprising storing a
record of the transmission of the message to the recipient
device.

15. The method of claim 8, further comprising adding the
message transmission request to the outbound queue.

16. The method of claim 14, further comprising transmit-
ting the record of the transmission of the message to a client
associated with the client application.

17. The method of claim 8, wherein the message transmis-
sion request 1s based on a Hypertext Transier Protocol
(HT'TP) format.

18. The method of claim 8, wherein the message 1s trans-
mitted as a Short Message Service (SMS) message.

19. The method of claim 8, wherein the predefined mes-
saging standard prohibits use of profanity.
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20. A non-transitory machine-readable storage medium
embodying instructions that, when executed by a machine,
cause the machine to perform operations comprising:

receiving, from a client application executing on a client

device, a message transmission request, the message 5
transmission request including a plurality of parameters,
the plurality of parameters speciiying a telephone num-
ber assigned to a recipient device and a message to
transmuit to the recipient device;

determining that the message transmission request 1s valid, 10

the determining that the message transmission request 1s
valid including determining that the telephone number 1s
valid and determining that the message conforms to a
predefined messaging standard;

adding the message transmission request to an outbound 15

queue based on determining the message transmission 1s
valid;

causing transmission o the message to the recipient device

based on the message transmission request being

included in the outbound queue; 20
obtaining status mformation specilying a status of trans-

mission of the message, the status information including

an indication of successiul transmission of the message;
adding the message transmission request and the status

information to a reporting queue; and 25
storing a record of the message transmission request based

on the message transmission request and the status infor-

mation being added to the reporting queue, the record

including the message and the 1indication of successiul

transmission ol the message. 30
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