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(57) ABSTRACT

The current invention discloses methods and devices that may
be used to maintain continued synchronization during a P2P
session when a synchronizing terminal withdraws from syn-
chronizing the operations of one or more participating termi-
nals. A server may temporarily replace the synchronizing
terminal and request operating status information from the
participating terminals. After calculating data differences
between the participating terminals using the operating status
information, the server may transmit the data differences to
the participating terminals so that each participating terminal
1s configured to synchronize itself with the other participating
terminals. A new synchronizing terminal 1s selected from the
participating terminals so that the new synchronizing termi-
nal 1s configured to synchronize the operations of the remain-
ing participating terminals. The current invention prevents
termination ol network applications due to the withdrawal of
the synchronizing terminal, maintaining synchronization and
improving the quality of the network applications.

24 Claims, 7 Drawing Sheets
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INFORMATION MANAGEMENT METHOD
AND DEVICE

RELATED APPLICATIONS

This application 1s a continuation application of PCT
Patent Application No. PCT/CN2013/083309, enfitled
“Information Management Method and Device™ filed on Sep.

11, 2013, which claims priority to Chinese Patent Application
No. 201210338451.7, “Information Management Method

and Device,” filed on Sep. 13, 2012, both of which are hereby
incorporated by reference 1n their entirety.

FIELD OF THE INVENTION

The present mvention generally relates to information
management methods and devices, in particular to network
application method and devices mmvolving maintenance of
data synchronization.

BACKGROUND OF THE INVENTION

With the development of modern network technology,
users are no longer satisfied to use unconnected computers for
work and/or entertainment. In general, users prefer more
interaction and communication during work and/or play, rely-
ing heavily on the internet and other network technologies.

The existing technology uses a number of terminals to
carry out certain peer-to-peer (P2P) services. During a P2P
session, one of the terminals 1s used as a synchronizing ter-
minal and the others are used as participating terminals. The
synchronizing terminal serves as a “host computer” for the
P2P service and 1t 1s responsible for coordinating the opera-
tion of the participating terminals. In particular, the synchro-
nizing terminal manages the operating logic frame values and
user mput sets of the participating terminals, enabling all the
terminals, which are located 1n different places, to synchro-
nize their functions and facilitate the information exchange
during the P2P session.

The existing technology, however, presents certain defi-
ciencies: when the synchronizing terminal withdraws either
intentionally or accidentally, the participating terminals are
forced to discontinue and the P2P program 1s forced to ter-
minate, making user experience unsatisiying.

SUMMARY

The above deficiencies and other problems associated with
the existing technology are reduced or eliminated by the
invention disclosed below. In some embodiments, the inven-
tion 1s 1implemented in a computer system that has one or
more processors, memory and one or more modules, pro-
grams or sets of istructions stored 1n the memory for per-
forming multiple functions. Instructions for performing these
functions may be included 1n a computer program product
configured for execution by one or more processors.

One aspect of the mvention involves a computer-imple-
mented method performed by a computer system. The com-
puter system detects communication status of a synchroniz-
ing terminal, wherein the synchronizing terminal 1s
configured to synchronize the operations of one or more
participating terminals. The computer system requests oper-
ating status information corresponding to each participating
terminal from the participating terminals when the commu-
nication status of the synchronizing terminal meets a prede-
termined condition. The computer system also receives the
corresponding operating status information uploaded by the
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participating terminals and calculates data differences
between the participating terminals based on the operating
status information corresponding to each participating termi-
nal. In some embodiments, the computer system transmits the
data differences to the participating terminals, respectively,
such that each participating terminal 1s configured to synchro-
nize itseltf with the other participating terminals using the data
differences. Finally, the computer system selects a new syn-
chronizing terminal from the participating terminals based on
a set of pre-determined rules after recerving signals from the
participating terminals indicating completion of synchroni-
zation, so that the new synchronizing terminal 1s configured
to synchronize the operations of the remaining participating
terminals.

Another aspect of the invention involves a computer sys-
tem. The computer system includes memory, one or more
processors, and one or more programs modules stored 1n the
memory and configured for execution by the one or more
processors. The one or more program modules include: a
detecting module configured to detect communication status
ol a synchromizing terminal, wherein the synchromzing ter-
minal 1s configured to synchronize the operations of one or
more participating terminals; arequesting module configured
to request operating status information corresponding to each
participating terminal from the participating terminals when
the communication status of the synchronizing terminal
meets a predetermined condition; a receiving module config-
ured to receive the corresponding operating status informa-
tion uploaded by the participating terminals; a processing
module configured to calculate data differences between the
participating terminals based on the operating status informa-
tion corresponding to each participating terminal; a transmis-
sion module configured to transmuit the data differences to the
participating terminals, respectively, such that each partici-
pating terminal 1s configured to synchronize itself with the
other participating terminals using the data differences; and a
selection module configured to select a new synchronizing
terminal from the participating terminals based on a set of
pre-determined rules after receiving signals from the partici-
pating terminals indicating completion of synchronization, so
that the new synchromizing terminal 1s configured to synchro-
nize the operations of the remaining participating terminals.

Another aspect of the invention involves a non-transitory
computer readable storage medium having stored therein
instructions, which when executed by a computer system
cause the computer system to: detect communication status of
a synchronizing terminal, wherein the synchronizing termi-
nal 1s configured to synchronize the operations of one or more
participating terminals; request operating status information
corresponding to each participating terminal from the partici-
pating terminals when the communication status of the syn-
chronizing terminal meets a predetermined condition; recerve
the corresponding operating status information uploaded by
the participating terminals and calculates data differences
between the participating terminals based on the operating
status information corresponding to each participating termi-
nal; transmit the data differences to the participating termi-
nals, respectively, such that each participating terminal 1s
configured to synchronize itself with the other participating
terminals using the data differences; and select a new syn-
chronizing terminal from the participating terminals based on
a set of pre-determined rules after recerving signals from the
participating terminals indicating completion of synchroni-
zation, so that the new synchronizing terminal 1s configured
to synchronize the operations of the remaining participating
terminals.
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Some embodiments may be implemented on either the
terminal side or the server side of a terminal-server network

environment.

BRIEF DESCRIPTION OF THE DRAWINGS

The atorementioned features and advantages of the inven-
tion as well as additional features and advantages thereot will
be more clearly understood hereinatiter as aresult of a detailed
description of preferred embodiments when taken 1n conjunc-
tion with the drawings.

FI1G. 11s a flowchart illustrative of an information manage-
ment method for continued synchronization in accordance
with some embodiments of the current invention.

FIG. 2 1s a schematic 1llustration of how a server, a syn-
chronizing terminal, and two participating terminals interact
to maintain continued synchronization in accordance with
some embodiments of the current 1nvention.

FIG. 3 1s a block diagram illustrative of modules 1n an
information management application capable of maintaining
continued synchronization 1n accordance with some embodi-
ments of the current invention.

FIG. 4 1s a block diagram 1llustrative of a detecting module
in the information management application in accordance
with some embodiments of the current invention.

FIG. 5 15 a block diagram 1llustrative of a processing mod-
ule 1n the information management application 1n accordance
with some embodiments of the current invention.

FIG. 6 1s a block diagram illustrative of a transmission
module 1n the information management application 1n accor-
dance with some embodiments of the current invention.

FI1G. 7 1s a block diagram 1llustrative of a selecting module
in the mmformation management application 1n accordance
with some embodiments of the current invention.

FIG. 8 1s a network environment 1n accordance with some
embodiments of the current invention.

FIG. 9 1s a block diagram of a server in accordance with
some embodiments of the current invention.

FIG. 10 1s a block diagram of a synchronizing terminal in
accordance with some embodiments of the current mnvention.

FIG. 11 1s a block diagram of a participating terminal in
accordance with some embodiments of the current mnvention.

Like reference numerals refer to corresponding parts
throughout the several views of the drawings.

DESCRIPTION OF EMBODIMENTS

Reference will now be made in detail to embodiments,
examples of which are illustrated 1n the accompanying draw-
ings. In the following detailed description, numerous specific
details are set forth in order to provide a thorough understand-
ing of the subject matter presented herein. But 1t will be
apparent to one skilled 1n the art that the subject matter may be
practiced without these specific details. In other instances,
well-known methods, procedures, components, and circuits
have not been described 1n detail so as not to unnecessarily
obscure aspects of the embodiments.

FIG. 8 1s a network environment 1n accordance with some
embodiments of the current invention. The network environ-
ment 800 includes one or more servers 810, one synchroniz-
ing terminal 825, and one or more participating terminals
(830-1, 830-3). The synchronizing terminal and the partici-
pating terminals are connected to the servers via a network
820 (e.g., the Internet). Meanwhile different participating
terminal may also be able to communicate with each other via
the network 820. For example, as described below, the user
input sets generated at the participating terminal 830-1 may
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4

be transmitted to the server 810, the synchronizing terminal
825, and/or the participating terminal 830-2. Through the
network 810, different entities 1n the network environment
800 can exchange information with each other. In some
embodiments, the network environment 800 supports an on-
line game application. Diflerent users participate in the on-
line game application from different terminals, wherein one
terminal 1s designated as the synchronizing terminal, the
other terminals are designated participating terminals, and
the synchronizing terminal synchronizes the operation of the
participating terminals. The server 810 interacts with the
synchronizing terminal 825 and the participating terminals
(830-1, 830-2) and maintains continued synchronization even
i the synchronizing terminal withdraws.

FIG. 1 1s a flowchart illustrative of an information manage-
ment method for continued synchronization in accordance
with some embodiments of the current invention. For illus-
trative purposes, the current method may be implemented in
a network application such as an on-line-game application
running at a computer system that includes the server, the
synchronizing terminal, and one of the participating termi-
nals shown in FIG. 8.

FIG. 2 1s a schematic 1llustration of how a server, a syn-
chronizing terminal, and two participating terminals interact
to maintain continued synchronization in accordance with
some embodiments of the current mnvention. The computer
system shown 1n FIG. 2 includes a server 201, a synchroniz-
ing terminal 202, a first participating terminal 203, and a
second participating terminal 204. However, 1t should be
noted that the number of computing devices implemented
according to the current invention may vary based on the
specific design and instant scenario of the network applica-
tion. For example, there may be more than one synchronizing
terminal and there may one or any number of participating
terminals. In addition, the server and the synchronizing ter-
minal may be the same or different devices.

Referring to FIG. 1, Step 110: the computer system may
detect commumnication status of a synchronizing terminal,
wherein the synchronizing terminal 1s configured to synchro-
nize the operations of one or more participating terminals.
Communication status may be any type of status that reflects
or specifies how the synchronizing terminal interacts with
other computing devices or may be a specific command or
request from the synchronizing terminal.

For example, as shown 1 FI1G. 2, the server 201 may detect
the communication status 2035 of the synchronizing terminal
202. The communication status 205 may be sent actively by
the synchromzing terminal 202 and detected by the server
201, or the communication status 2035 may be a result of an
inquiry sent by the server 201, wherein the result 1s detected
by the server 201. The communication status 205 may be
status such as but not limited to: a request from the synchro-
nizing terminal 202, the connection speed and stability
between the synchronizing terminal 202 and server 201, the
connection speed and stability between the synchronizing
terminal 202 and the participating terminals 203 and 204, the
time period between the time of detection and the time of the
most recent 1nteraction between the synchronizing terminal
202 and the server 201.

Betfore the detection of the communication status 205, the
synchronizing terminal 202 may be configured to synchro-
nize the operation of the participating terminals 203 and 204.
The synchronizing terminals 202 may perform functions such
as but not limited to: synchronizing the operating logic frames
of the synchronizing terminal 202 and the participating ter-
minals 203 and 204; synchronizing the user mput set of the
synchronizing terminal 202 and the participating terminals
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203 and 204; facilitating and monitoring data transmission
between the synchronizing terminal 202 and the participating
terminals 203 and 204; and facilitating and monitoring data
transmission between the server 201 and the participating
terminals 203 and 204. The functions of the synchromizing 5
terminal 202 may be temporarily carried out by the server 201

or a participating terminal when the synchronizing terminal
202 withdraws or 1s withdrawn.

An optional termination step may be taken after the syn-
chronizing terminal 202 withdraws, especially when the com- 10
munication 1s a quitting request. The server 201 may send a
signal to the synchronizing terminal 202, indicating that the
quitting request has been granted and the synchronizing ter-
minal 202 1s prevented from further synchronizing the opera-
tion of the participating terminals 203 and 204. 15

Referring to FIG. 1, Step 120: the computer system
requests operating status information corresponding to each
participating terminal from the participating terminals when
the communication status of the synchronizing terminal
meets a predetermined condition. The operating status infor- 20
mation may mclude one or more of a number of information
items such as but not limited to: operating logic frame value,
user input set, rendering frequency, network connection sta-
tus, processor speed and performance, and memory capacity.
The predetermined condition may be any condition that may 25
be used to evaluate the communication status.

For example, as shown in FIG. 2, the server 201 may
request operating status information from the participating
terminals 203 and 204 in steps 210 and 220, respectively. The
participating terminals 203 and 204 may provide the corre- 30
sponding operating status information 215 and 225 to the
server 202.

The server 201 may request operating status information
only when the communication status from the synchronizing
terminal 202 satisfies a predetermined condition, wherein the 35
predetermined condition may be conditions such as but not
limited to: the commumnication status 1s that a time period
since a last response from the synchronizing terminal to the
computer exceeds a threshold; and the communication status
1s a quitting request indicating that the synchronizing termi- 40
nal 1s withdrawing from synchromizing the operation of the
one or more participating terminals.

During a P2P session for a network application, a user of
the synchronizing terminal may request to withdraw from the
network application, and such a communication status in the 45
form of a quitting request then satisfies the predetermined
condition. On the other hand, due to various types of reasons
such as but not limited to power failure and network connec-
tion deficiency, the server may lose contact with the synchro-
nizing server, resulting 1n a failure of response from the syn- 50
chronizing terminal to the heartbeat detection routines. When
the lack of response exceeds a certain threshold, or when the
time period since a last response from the synchronizing
terminal exceeds a certain threshold, the communication sta-
tus satisfies the predetermined condition. Due partly to the 55
broadness of the communication status, the predetermined
condition may also vary significantly. For example, 1n addi-
tion to the conditions listed above, the predetermined condi-
tion may be that the connection speed (bt/s) between the
server and the synchronizing terminal 1s lower than a thresh- 60
old.

In some embodiments, the server requests the operating
status information from all the participating terminals. As
indicated above, the operating status information may include
one or more ol a number of mformation 1tems. In particular, 65
the operating status information may include the operating,
logic frame value and the user mput set. The user input set

6

refers to a collection of user imnput events generated by a user
of the corresponding participating terminal. For example,
when the user moves the mouse, presses a keystroke, or
engages 1n any operation that affects the network application,
a user mput event may be generated accordingly and the
collection of user input events at a participating terminal 1n a
certain time period may be a user input set. Similarly, the user
input events at another participating terminal may be col-
lected as the user imnput set of that participating terminal. The
user mput events may atiect one or more objects 1n the net-
work application, e.g. the movement of an object on different
graphical interfaces. Ideally, the movement of the same object
on different graphical user interfaces at different terminals
should happen nearly simultaneously. However, 1n reality, it
may take different amount of time for the same user input set
to be displayed or realized in different terminals, causing
delayed synchronization and degrading user experience. The
operating logic frame value refers to the number of operating
logic frames rendered by the participating terminal. The
execution of all the codes for a frame 1s a logic frame and the
execution of all the codes may involve the user input set of the
participating terminal and the calculations related to the serv-
er’s framework and the other rendering and calculation
related to the participating terminal. By requesting the user
input set from the participating terminals, the server may
serve temporarily as the synchronizing device for the partici-
pating terminals.

Referring to FIG. 1, Step 130: the computer system also
receives the corresponding operating status information
uploaded by the participating terminals.

For example, as shown in FIG. 2, the server 201 recerves
the operating status 215 and 225 from the participating ter-
minals 203 and 204, respectively. As indicated above, the
operating status information may comprise an operating logic
frame value of the corresponding participating terminal and a
user 1nput set of the corresponding participating terminal. It
should be noted that other information 1tems may also be
included 1n the operating status information to further facility
synchronization and coordination of the participating termi-
nals” operations.

Reterring to FIG. 1, Step 140: the computer system calcu-
lates data differences between the participating terminals
based on the operating status information corresponding to
cach participating terminal.

For example, as shown in FIG. 2, after recerving the oper-
ating status information from the participating terminals 203
and 204, the server 201 processes the operating status infor-
mation, which may include the operating logic frame value
and the user input set. The server 201 may determine a most
up-to-date operating logic frame value 1n the operating logic
frame values from the participating terminals 203 and 204,
respectively; the server 201 may also determine a most up-to-
date user mput set 1n the user input sets from the participating
terminals 203 and 204. The data differences may include a
difference between the user input set of the corresponding
participating terminals and the most up-to-date user input set
and a difference between the operating logic frame value of
the corresponding participating terminal and the most up-to-
date operating logic frame value.

For example, suppose the operating status information 215
from the first participating terminal 203 1ncludes an operating
logic frame value of 3 and a user 1nput set of a+b+c; suppose
the operating status information 225 from the second partici-
pating terminal 204 includes an operating logic frame value
of 4 and user mnput set of a+b. Such 1nconsistencies may be
caused by a number of reasons such as different ping values.
After recerving the operating status information 215 and 225,
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the server 201 determines that the most up-to-date operating,
logic frame value 1s 4 (from the participating terminal 204)
and the most up-to-date user mput set 1s a+b+c (from the
participating terminal 203). Then, the data differences are
calculated to be [1, 0] for the participating terminal 203 and
[0, ¢] for the participating terminal 204.

An operating logic frame may have a corresponding user
input set. However, due to the delay 1 execution and/or the
delay in recerving input, the operating logic frame value and
the user input set from the same participating terminal may
not be perfectly paired. The synchronization step may bring,
the operating logic frame and the user input set at all the
participating terminals to the same most up-to-date versions.

As indicated above, the operating status information may
include other information items so that the data differences
may include other differences of the information items. In
general, the server determines the most up-to-date informa-
tion 1tem and calculates the difference of the mformation item
from individual participating terminals and most up-to-date
one. The general goal 1s to allow the participating terminals
synchronize to the most up-to-date operating status so that the
network application may proceed smoothly and in a synchro-
nized manner. In addition, the number of participating termi-
nals may vary and general principle of synchromization
remains the same.

Referring to FIG. 1, Step 150: in some embodiments, the
computer system transmits the data differences to the partici-
pating terminals, respectively, such that each participating
terminal 1s configured to synchronize itself with the other
participating terminals using the data differences.

For example, as shown 1n FIG. 2, the server 201 transmits
the data differences to the participating terminals 203 and 204
in steps 240 and 250, respectively. The corresponding partici-
pating terminal 1s configured to synchronize itself with the
other participating terminal using the data differences. In
particular, the participating terminals 203 and 204 may use
the corresponding synchronizing functions to execute their
operating logic frame and user input set based on the data
differences transmitted from the server 201. It the particular
participating terminal 1s N frames behind 1n operating logic
frame, the participating terminal renders N frames to proceed
to the most up-to-date operating logic frame. It the particular
participating terminal 1s missing user mnput set ¢, then the
participating terminal executes the user input set c.

After synchronization, the participating terminals 203 and
204 may send a signal to the server 201, indicating that a
synchronization has been completed successiully. The server
201 may recerve this signal and the next steps are initiated.

Referring to FIG. 1, Step 160: the computer system selects
a new synchromzing terminal from the participating termi-
nals based on a set of pre-determined rules after recerving,
signals from the participating terminals imndicating comple-
tion of synchronization, so that the new synchromizing termi-
nal 1s configured to synchronize the operations of the remain-
ing participating terminals.

For example, as shown 1n FIG. 2, the server 201 uses the
selection function 260 to test whether the pre-determined
rules are satisfied. The pre-determined rules may be any kind
of rules that may determine or facilitate the selection of a new
synchronizing terminal. For example, the pre-determined
rules may be: (a) a participating terminal ranked first based on
hardware performance of all participating terminals 1s
selected as the new synchromizing terminal; (b) a participat-
ing terminal ranked first based on connection stability of all
participating terminals 1s selected as the new synchronizing,
terminal; (¢) a participating terminal ranked first on a pre-
existing list of all participating terminals 1s selected as the
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new synchronizing terminal; (d) a participating terminals 1s
randomly selected from all participating terminals to be the
new synchronizing terminal. In particular, the hardware per-
formance may be measured by clock speed and number of
processors, and the connection stability may be measured by
network delay and fluctuation. It should be noted that the
pre-determined rules may vary from the one listed above and
may also combine some the rules listed above. The selection
function 260 uses the pre-determined rules to make the selec-
tion for a new synchronizing terminal from the participating,
terminals.

After the selection, the server 201 may send out signals to
notily the original participating terminals 203 and 204 that a
new synchronizing terminal 1s selected, as shown 1n steps 270
and 280 of FIG. 2. The notifying process may vary according
to the setup and according to which participating terminal 1s
selected. For example, when the participating terminal 203 1s
selected as the new synchronizing terminal, the server 201
may notify only the remaining participating terminal 204 that
the original participating terminal 203 has been chosen as the
synchronizing terminal; alternatively, the server 201 may
notily both the original participating terminals 203 and 204.
The new synchromzing terminal, then, takes up the respon-
sibility to synchronize the synchronizing terminal and the
remaining participating terminals. The server 201 1s relieved
from the responsibility of synchronizing the participating
terminals.

When the notification 1s sent to both participating terminals
203 and 204, the individual participating terminal recerves the
notification as to whether 1tself 1s chosen as the new synchro-
nizing terminal. IT the participating terminal {inds out that 1t 1s
chosen as the new synchromizing terminal, the participating
terminal may 1nitiate a series of synchronizing processes to
coordinate the operation of the remaining participating ter-
minals.

As 1ndicated above, the number and designations of the
computing devices in the current system may vary. There may
be more than one synchronizing terminal and there maybe
one or more participating terminals. The server and the syn-
chronizing terminal may be a single device, wherein a selec-
tion of a new synchronizing terminal indicates that the server
1s no longer 1nvolved in the synchronization of the participat-
ing terminals.

FIGS. 3-7 and 9-11 illustrate the computer systems that
may be used to perform the methods described above. To
avold redundancy, not all the details and vanations described
for the method are herein included for the devices. Such
details and variations should be considered included for the
description of the devices as long as they are not in direct
contradiction to the specific description provided.

FIG. 3 1s a block diagram illustrative of modules 1n an
information management application capable of maintaining
continued synchronization 1n accordance with some embodi-
ments of the current mvention. FIG. 3 shows: a detecting
module 310 configured to detect communication status of a
synchronizing terminal, wherein the synchronizing terminal
1s configured to synchronize the operations of one or more
participating terminals; a requesting module 320 configured
to request operating status information corresponding to each
participating terminal from the participating terminals when
the communication status of the synchromizing terminal
meets a predetermined condition; a recerving module 330
configured to receive the corresponding operating status
information uploaded by the participating terminals; a pro-
cessing module 340 configured to calculate data differences
between the participating terminals based on the operating
status information corresponding to each participating termai-
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nal; a transmission module 350 configured to transmit the
data differences to the participating terminals, respectively,
such that each participating terminal 1s configured to synchro-
nize itself with the other participating terminals using the data
differences; and a selection module 360 configured to select a
new synchronizing terminal from the participating terminals
based on a set of pre-determined rules after receiving signals
from the participating terminals indicating completion of
synchronization, so that the new synchronizing terminal 1s
configured to synchronize the operations of the remaining
participating terminals.

As indicated above, the predetermined condition may be:
the communication status 1s that a time period since a last
response {rom the synchronizing terminal to the computer
exceeds a threshold, or the communication status 1s a quitting
request indicating that the synchronizing terminal 1s with-
drawing from synchronizing the operation of the one or more
participating terminals.

FI1G. 4 1s a block diagram 1llustrative of a detecting module
310 in the information management application 1 accor-
dance with some embodiments of the current invention. The
selection module 310 may comprise a communication status
detection module 410 configured to detect the communica-
tion status of the synchronizing terminal, and a termination
module configured to prevent the synchronizing terminal
from further synchronizing the operation of the participating
terminals. The termination module 1s an optional structure
that 1s implemented 1n certain embodiments.

FIG. 5 1s a block diagram 1llustrative of a processing mod-
ule 340 1n the mmformation management application 1n accor-
dance with some embodiments of the current invention. The
processing module 340 may comprise an up-to-date frame/
input determination module 510 and a data difference calcu-
lation module 520.

As indicated above, the operating status information may
comprise an operating logic frame value of the corresponding
participating terminal and a user input set of the correspond-
ing participating terminal. In particular, the up-to-date frame/
input determination module 510 1s configured to determine a
most up-to-date operating logic frame value 1n the operating,
logic frame values from the participating terminals; the up-to-
date frame/1input determination module 510 1s also configured
to determine a most up-to-date user iput set 1n the user input
sets from the participating terminals; and the data difference
calculation module 520 1s configured to calculate the data
differences including a difference between the user input set
of the corresponding participating terminals and the most
up-to-date user mput set and a difference between the oper-
ating logic frame value of the corresponding participating
terminal and the most up-to-date operating logic frame value.

FIG. 6 1s a block diagram illustrative of a transmission
module 350 1n the information management application in
accordance with some embodiments of the current invention.
The transmission module 350 may include a data difference
transmission module 610 configured to transmit the data dii-
ferences to the participating terminals; and optionally a syn-
chronization instruction module 620 configured to instruct
individual participating terminals regarding synchronizing
the participating terminal using the data differences.

FI1G. 7 1s a block diagram 1llustrative of a selecting module
360 in the information management application 1 accor-
dance with some embodiments of the current invention. The
selecting module 360 may comprise a new synchronizing
terminal selecting module 710, and a notifying module 720.
The new synchronizing terminal selecting module 710 1is
configured to select the new synchromizing terminal from the
participating terminals based on a set of pre-determined rules,
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and the notifying module 720 1s configured to send a notifying
signal to all the remaining participating terminals regarding
the new synchronizing terminal.

The pre-determined rules may be selected from the group
consisting of: (a) a participating terminal ranked first based on
hardware performance of all participating terminals 1s
selected as the new synchronizing terminal; (b) a participat-
ing terminal ranked first based on connection stability of all
participating terminals 1s selected as the new synchromizing,
terminal; (c) a participating terminal ranked first on a pre-
existing list of all participating terminals 1s selected as the
new synchronizing terminal; and (d) a participating terminals
1s randomly selected from all participating terminals to be the
new synchronizing terminal, wherein the hardware perior-
mance 1s measured by clock speed and number of processors,
and the connection stability 1s measured by network delay and
fluctuation.

FIG. 9 1s a block diagram of an exemplary server 1n accor-
dance with some embodiments of the current mnvention. The
exemplary server 810 typically includes one or more process-
ing unmts (CPU’s) 902, one or more network or other commu-
nications interfaces 904, memory 910, and one or more com-
munication buses 909 for interconnecting these components.
The communication buses 909 may include circuitry (some-
times called a chipset) that interconnects and controls com-
munications between system components. The server 810
may include a user mput device 903, for instance, a display
906 and a keyboard 908. Memory 910 may include high speed
random access memory and may also include non-volatile
memory, such as one or more magnetic disk storage devices.
Memory 910 may include mass storage that 1s remotely
located from the CPU’s 902. In some embodiments, memory
910 stores the following programs, modules and data struc-
tures, or a subset or superset thereof:

an operating system 912 that includes procedures for han-
dling various basic system services and for performing
hardware dependent tasks;

a network communication module 914 that 1s used for
connecting the server 810 to the synchronizing terminal,
the participating terminals, and/or other computers via
one or more communication networks (wired or wire-
less), such as the Internet, other wide area networks,
local area networks, metropolitan area networks, and so
on;

a system 1nitialization module 916 that initializes other
modules and data structures stored 1n the memory 910
required for the appropriate operation of the server 810;

a user interface module 918 configured to receive user
inputs through the user interface 905; and

one or more server-side network applications 920, each
network application further including a detecting mod-
ule 310; a requesting module 320; a receiving module; a
processing module 340; a transmission module 350; and
a selection module 360 as described above 1n connection
with FIG. 3.

FIG. 10 1s a block diagram of the synchronizing terminal
825 1n accordance with some embodiments of the current
invention. The exemplary synchronizing terminal 823 typi-
cally includes one or more processing units (CPU’s) 1002,
one or more network or other communications interfaces
1004, memory 1010, and one or more communication buses
1009 for interconnecting these components. The communi-
cation buses 1009 may include circuitry (sometimes called a
chipset) that interconnects and controls communications
between system components. The synchronizing terminal
8235 may include a user interface 1005, for instance a display
1006 and a keyboard 1008. When the synchronizing terminal
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825 1s a smart phone, the user interface 1005 may be a touch
screen, suitable for both display and input. Memory 1010
may include high speed random access memory and may also
include non-volatile memory, such as one or more magnetic
disk storage devices. Memory 1010 may include mass storage
that 1s remotely located from the CPU’s 1002. In some
embodiments, memory 1010 stores the following programs,
modules and data structures, or a subset or superset thereof:
an operating system 1012 that includes procedures for
handling various basic system services and for perform-
ing hardware dependent tasks;
a network communication module 1014 that 1s used for
connecting the synchronizing terminal 825 to the server
810 and/or the participating terminals via one or more
communication networks (wired or wireless), such as
the Internet, other wide area networks, local area net-
works, metropolitan area networks, and so on;
an optional user interface module 1016 configured to
receive user mputs through the user interface 10035; and

one or more terminal-side network applications 1018, each
network application further including a quitting request
module 1020 configured to send a quitting request 1n the
form of a communication status to the server; a termi-
nation module 1030 configured to stop the function of
the synchronizing terminal 823 from synchronizing the
participating terminals; and a remote terminal synchro-
nization module 1040 configured to synchronmize the
operation of the participating terminals when the syn-
chronizing terminal 820 has not withdrawn from such
functions.

FIG. 11 1s a block diagram of the participating terminal
830-1 1n accordance with some embodiments of the current
invention. The exemplary participating terminal 830-1 typi-
cally includes one or more processing units (CPU’s) 1102,
one or more network or other communications interfaces
1104, memory 1110, and one or more communication buses
1109 for interconnecting these components. The communi-
cation buses 1109 may include circuitry (sometimes called a
chupset) that interconnects and controls communications
between system components. The participating terminal
830-1 may include a user interface 1105, for instance a dis-
play 1106 and a keyboard 1108. When the participating ter-
minal 830-1 1s a smart phone, the user interface 1105 may be
a touch screen, suitable for both display and input. Memory
1110 may include high speed random access memory and
may also include non-volatile memory, such as one or more
magnetic disk storage devices. Memory 1110 may include
mass storage that 1s remotely located from the CPU’s 1102. In
some embodiments, memory 1110 stores the following pro-
grams, modules and data structures, or a subset or superset
thereof:

an operating system 1112 that includes procedures for

handling various basic system services and for perform-
ing hardware dependent tasks;

a network communication module 1114 that 1s used for

connecting the synchronizing terminal 825 to the server
810 and/or the participating terminals via one or more
communication networks (wired or wireless), such as
the Internet, other wide area networks, local area net-
works, metropolitan area networks, and so on;

an optional user interface module 1116 configured to

receive user mputs through the user interface 1103; and
one or more terminal-side network applications 1118, each
network application further including a operating status
information transter module 1120 configured to send the
operating status information to the server 810; a data
difference processing module configured to synchronize
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the participating terminals 830-1 based on the data dii-
ferences; and a remote terminal synchronization module
1140 configured to synchronize the operation of the
participating terminals when the server select the par-
ticipating terminal 830-1 as the new synchronmizing ter-
minal.

While particular embodiments are described above, it will
be understood 1t 1s not intended to limit the invention to these
particular embodiments. On the contrary, the invention
includes alternatives, modifications and equivalents that are
within the spirit and scope of the appended claims. Numerous
specific details are set forth 1n order to provide a thorough
understanding of the subject matter presented herein. But 1t
will be apparent to one of ordinary skill 1n the art that the
subject matter may be practiced without these specific details.
In other instances, well-known methods, procedures, compo-
nents, and circuits have not been described 1n detail so as not
to unnecessarily obscure aspects of the embodiments.

The terminology used 1n the description of the mnvention
herein 1s for the purpose of describing particular embodi-
ments only and 1s not intended to be limiting of the invention.
As used 1n the description of the invention and the appended
claims, the singular forms “a,” “an,” and “the” are intended to
include the plural forms as well, unless the context clearly
indicates otherwise. It will also be understood that the term
“and/or” as used herein refers to and encompasses any and all
possible combinations of one or more of the associated listed
items. It will be further understood that the terms “includes.”
“including,” “comprises,” and/or “comprising,” when used 1n
this specification, specily the presence of stated features,
operations, elements, and/or components, but do not preclude
the presence or addition of one or more other features, opera-
tions, elements, components, and/or groups thereof.

As used herein, the term “1”” may be construed to mean
“when” or “upon” or “in response to determining” or “in
accordance with a determination” or “in response to detect-
ing,” that a stated condition precedent 1s true, depending on
the context. Similarly, the phrase “if 1t 1s determined [that a
stated condition precedent 1s true]” or “if [a stated condition
precedent 1s true]” or “when [a stated condition precedent 1s
true]” may be construed to mean “upon determining” or “in
response to determiming” or “in accordance with a determi-
nation” or “upon detecting” or “in response to detecting’” that

the stated condition precedent 1s true, depending on the con-
text.

Although some of the various drawings 1llustrate a number
of logical stages 1n a particular order, stages that are not order
dependent may be reordered and other stages may be com-
bined or broken out. While some reordering or other group-
ings are specifically mentioned, others will be obvious to
those of ordinary skill 1n the art and so do not present an
exhaustive list of alternatives. Moreover, 1t should be recog-
nized that the stages could be implemented 1n hardware,
firmware, software or any combination thereof.

The foregoing description, for purpose of explanation, has
been described with reference to specific embodiments. How-
ever, the 1llustrative discussions above are not intended to be
exhaustive or to limit the mvention to the precise forms dis-
closed. Many modifications and variations are possible 1n
view ol the above teachings. The embodiments were chosen
and described 1n order to best explain the principles of the
invention and its practical applications, to thereby enable
others skilled in the art to best utilize the ivention and vari-
ous embodiments with various modifications as are suited to
the particular use contemplated.
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What 1s claimed 1s:
1. A computer-implemented method for information man-
agement, comprising:
at a computer having one or more processors and memory
storing programs executed by the one or more proces-
SOT'S,
detecting a communication status of a synchronizing
terminal, wherein the synchronizing terminal 1s con-
figured to synchronize operations of one or more par-
ticipating terminals;
requesting operating status information corresponding,
to each participating terminal from the participating
terminals when the communication status of the syn-
chronizing terminal meets a predetermined condition;
receiving the corresponding operating status informa-
tion uploaded by the participating terminals;
calculating data differences between the participating
terminals based on the operating status information
corresponding to each participating terminal;
transmitting the data differences to the participating ter-
minals, respectively, such that each participating ter-
minal 1s configured to synchronize itsellf with the
other participating terminals using the data differ-
ences; and
selecting a new synchronizing terminal from the partici-
pating terminals based on a set of pre-determined
rules after recerving signals from the participating
terminals indicating completion of synchronization,
so that the new synchronizing terminal 1s configured
to synchronize the operations of the remaining par-
ticipating terminals.
2. The computer-implemented method of claim 1, wherein:
the predetermined condition comprises:
the communication status 1s that a time period since a
last response from the synchronizing terminal to the
computer exceeds a threshold.
3. The computer-implemented method of claim 1, wherein:
the predetermined condition comprises:
the communication status 1s a quitting request indicating,
that the synchronizing terminal 1s withdrawing from
synchronizing the operations of the one or more par-
ticipating terminals.
4. The computer-implemented method of claim 1, wherein:
the operating status information comprises an operating
logic frame value of the corresponding participating ter-
minal and a user iput set of the corresponding partici-
pating terminal.
5. The computer-implemented method of claim 4, further
comprising;
determining a most up-to-date operating logic frame value
in the operating logic frame values from the participat-
ing terminals; and
determining a most up-to-date user input set in the user
input sets from the participating terminals; wherein
the data differences include a difference between the user
input set of the corresponding participating terminals
and the most up-to-date user input set and a difference
between the operating logic frame value of the corre-
sponding participating terminal and the most up-to-date
operating logic frame value.
6. The computer-implemented method of claim 5, wherein
cach participating terminal 1s configured to synchronize
itsell with the other participating terminals by adjusting
its user mput set to the most up-to-date user input set and
rendering 1ts operating logic frame to the most up-to-
date operating logic frame values based on the data
differences.

10

15

20

25

30

35

40

45

50

55

60

65

14

7. The computer-implemented method of claim 1, wherein
the pre-determined rules include at least one rule selected
from the group consisting of:

(a) a participating terminal ranked first based on hard-
ware performance of all participating terminals 1s
selected as the new synchronizing terminal;

(b) a participating terminal ranked first based on con-
nection stability of all participating terminals 1s
selected as the new synchronizing terminal;

(c) a participating terminal ranked first on a pre-existing,
l1st of all participating terminals 1s selected as the new
synchromzing terminal; and

(d) a participating terminal 1s randomly selected from all
participating terminals to be the new synchronizing
terminal.

8. The computer-implemented method of claim 7, wherein

the hardware performance 1s measured by clock speed and
number of processors, and

the connection stability 1s measured by network delay and
fluctuation.

9. The computer-implemented method of claim 1, further

comprising;

sending a notifying signal to all the remaining participating
terminals regarding the new synchronizing terminal.

10. A computer system, comprising;:

OnNe Or MOre Processors;

memory storing one or more programs to be executed by
the one or more processors, the one or more programs
including instructions for:

detecting a communication status of a synchronizing
terminal, wherein the synchromizing terminal 1s con-
figured to synchronize operations of one or more par-
ticipating terminals;

requesting operating status information corresponding
to each participating terminal from the participating
terminals when the communication status of the syn-
chronizing terminal meets a predetermined condition;

receiving the corresponding operating status informa-
tion uploaded by the participating terminals;

calculating data differences between the participating
terminals based on the operating status information
corresponding to each participating terminal;

transmitting the data differences to the participating ter-
minals, respectively, such that each participating ter-
minal 1s configured to synchronize itself with the
other participating terminals using the data differ-
ences; and

selecting a new synchronizing terminal from the partici-
pating terminals based on a set of pre-determined
rules after receiving signals from the participating
terminals indicating completion of synchronization,
so that the new synchronizing terminal 1s configured
to synchronize the operations of the remaining par-
ticipating terminals.

11. The computer system of claim 10, wherein
the predetermined condition 1s selected from the group
consisting of:

the communication status 1s that a time period since a
last response from the synchronizing terminal to the
computer exceeds a threshold; and

the communication status 1s a quitting request indicating
that the synchronizing terminal 1s withdrawing from
synchronizing the operations of the one or more par-
ticipating terminals.
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12. The computer system of claim 10, wherein:

the operating status information comprises an operating

logic frame value of the corresponding participating ter-

minal and a user input set of the corresponding partici-
pating terminal.

13. The computer system of claim 12, wherein calculating
the data differences between the participating terminals
includes:

determining a most up-to-date operating logic frame value

in the operating logic frame values from the participat-

ing terminals;

determining a most up-to-date user iput set in the user

input sets from the participating terminals; wherein

the data differences include a difference between the user

input set of the corresponding participating terminals
and the most up-to-date user input set and a difference
between the operating logic frame value of the corre-
sponding participating terminal and the most up-to-date
operating logic frame value.

14. The computer system of claim 13, wherein:

cach participating terminal 1s configured to synchronize

itsell with the other participating terminals by adjusting

its user iput set to the most up-to-date user input set and
rendering 1ts operating logic frame to the most up-to-
date operating logic frame values.

15. The computer system of claim 10, wherein

the pre-determined rules include at least one rule selected

from the group consisting of:

(a) a participating terminal ranked first based on hard-
ware performance of all participating terminals 1s
selected as the new synchronizing terminal;

(b) a participating terminal ranked first based on con-
nection stability of all participating terminals 1s
selected as the new synchronizing terminal;

(c) a participating terminal ranked {irst on a pre-existing
l1st of all participating terminals 1s selected as the new
synchronizing terminal; and

(d) a participating terminal 1s randomly selected from all
participating terminals to be the new synchronizing
terminal.

16. The computer system of claim 15, wherein

the hardware performance 1s measured by clock speed and

number of processors, and

the connection stability 1s measured by network delay and

fluctuation.

17. The computer system of claim 10, wherein the one or
more programs further include instructions for sending a
notifying signal to all the remaiming participating terminals
regarding the new synchronizing terminal.

18. A non-transitory computer readable storage medium
storing instructions, which, when executed by a computer
system, cause the computer system to:

detect a communication status of a synchronizing terminal,

wherein the synchronizing terminal 1s configured to syn-

chronize operations of one or more participating termi-
nals;

request operating status information corresponding to each

participating terminal from the participating terminals

when the communication status of the synchromzing
terminal meets a predetermined condition;

receive the corresponding operating status information

uploaded by the participating terminals;

calculate data differences between the participating termi-

nals based on the operating status immformation corre-

sponding to each participating terminal;

transmit the data differences to the participating terminals,

respectively, such that each participating terminal 1s
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configured to synchronize itself with the other partici-
pating terminals using the data differences; and

select a new synchronizing terminal from the participating
terminals based on a set of pre-determined rules after
receiving signals from the participating terminals 1ndi-
cating completion of synchronization, so that the new
synchronizing terminal 1s configured to synchronize the
operations of the remaining participating terminals.

19. The non-transitory computer readable storage medium

of claim 18, wherein

the predetermined condition i1s selected from the group
consisting of:

the communication status is that a time period since a
last response from the synchronizing terminal to the
computer exceeds a threshold; and

the communication status 1s a quitting request indicating
that the synchronizing terminal 1s withdrawing from
synchronizing the operations of the one or more par-
ticipating terminals.

20. The non-transitory computer readable storage medium
of claim 18, wherein:
the operating status information comprises an operating
logic frame value of the corresponding participating ter-
minal and a user iput set of the corresponding partici-
pating terminal; and
the 1nstructions include nstructions for:

determining a most up-to-date operating logic frame
value 1n the operating logic frame values from the
participating terminals, and

determining a most up-to-date user input set 1n the user
input sets from the participating terminals,

calculating a difference between the user input set of the
corresponding participating terminals and the most
up-to-date user input set and a difference between the
operating logic frame value of the corresponding par-
ticipating terminal and the most up-to-date operating
logic frame value.

21. The non-transitory computer readable storage medium
of claim 20, wherein
cach participating terminal 1s configured to synchronize
itself with the other participating terminals by adjusting,
its user input set to the most up-to-date user iput set and
rendering 1ts operating logic frame values to the most
up-to-date operating logic frame values based on the
data differences.
22. The non-transitory computer readable storage medium
of claim 18, wherein
the pre-determined rules include at least one rule selected
from the group consisting of:

(a) a participating terminal ranked first based on hard-
ware performance of all participating terminals 1s
selected as the new synchronizing terminal;

(b) a participating terminal ranked first based on con-
nection stability of all participating terminals 1s
selected as the new synchronizing terminal;

(c) a participating terminal ranked {irst on a pre-existing,
l1st of all participating terminals 1s selected as the new
synchromizing terminal; and

(d) a participating terminal 1s randomly selected from all
participating terminals to be the new synchronizing
terminal.

23. The non-transitory computer readable storage medium
of claim 22, wherein
the hardware performance 1s measured by clock speed and
number of processors, and
the connection stability 1s measured by network delay and
fluctuation.
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24. The non-transitory computer readable storage medium
of claam 18, wherein the instructions further comprise
instructions for:

sending a notitying signal to all the remaining participating

terminals regarding the new synchronizing terminal. 5
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