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METHOD FOR CONTROLLING THE ACCESS
TO A SPECIFIC TYPE OF SERVICES AND
AUTHENTICATION DEVICE FOR
CONTROLLING THE ACCESS TO SUCH
TYPE OF SERVICES

CROSS REFERENCE TO RELATED
APPLICATIONS

This application claims priority under 35 U.S.C. Section.
119 to European patent application N° EP13172080.7,
entitled “Method for controlling the access to a specific type
of services and authentication device for controlling the
access to such type of services” filed Jun. 14, 2013, the
contents of which are hereby incorporated by reference
herein.

TECHNICAL FIELD

The present invention relates to a method for controlling
access to a specific type of services among a plurality of types
of services proposed by a service supplier.

More particularly, this method allows to ensure that the

service supplier attributes rights corresponding to the type of
services required by a user and not rights with a broader scope
than those allowing the access to this specific type of services.

The 1mnvention also concerns an authentication device for
controlling the access to such services.

PRIOR ART

Presently, many services are proposed by service provid-
ers, these being generally accessible on-line from terminals
particularly such as personal computers. For a large number
ol these services, 1t 1s necessary to have an access right and to
be 1dentified by the supplier. The access right 1s often given to
the owner of an authentication device, which can have the
form of a card of the credit card type, or a device having for
example the form of a calculator. This calculator contains at
least a processor and a memory, 1n order to be able to carry out
cryptographic operations, as well as an interface allowing the
user to interact with this authentication device. The 1dentifi-
cation 1s done generally starting from a password and/or a
personal i1dentification code introduced by the user in the
terminal by means of an interface such as a digital or alpha-
numeric keyboard.

Among the access providers proposing the type of services
as exposed above, there are in particular banks and other
financial mstitutions. The proposed services are in particular
payments, possibly in different currencies, and the consulta-
tion of the owner’s currency account balance.

When a user wishes to access a service, for example for
checking his account balance at a determined bank, he gen-
erally starts identifying himself. This can be done for example
on the website of that bank. According to a method largely
used, when the user has i1dentified himself, a sequence of
alphanumeric characters 1s displayed on the terminal. The
user must copy this sequence of alphanumeric characters on
the authentication device that he owns. The authentication
device generates a new sequence of alphanumeric characters
that the user must copy on the terminal, for example on the
website ol the bank for which access 1s requested. The authen-
tication device can be a specific device having only this
authentication function or can also be a device specific to the
user and having other functions, such as for instance, amobile
phone or a touchpad.
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The generation of the new sequence of alphanumeric char-
acters by the authentication device takes place starting from
the first sequence of alphanumeric characters generated by
the supplier and from a cryptographic function specific to the
user. The expression “cryptographic function™ covers a set of
clements that allow encrypting data. This includes 1n particu-
lar an algornithm and an encryption key. According to the
algorithm chosen, this set can combine other elements such as
an 1mtialization vector for example. This cryptographic func-
tion 1s known both by the service supplier and by the authen-
tication device. The same calculation 1s carried out by the
authentication device and by the service supplier. It the cal-
culation leads to an identical result in both entities, the access
to the required service 1s authorized, the user being consid-
ered as authenticated. In the other case, the access 1s denied.

With this kind of devices, the sequence of alphanumeric
characters generated by the service supplier 1s unique and
different for each connection. Once a sequence of characters
has been used, 1t becomes unusable for an ill-intentioned
person.

In the existing systems, the providers generally propose
several different services. Typically, the same supplier can
propose to carry out payments 1n several currencies and the
consultation of the state of one or more accounts of the owner.
Other services can also be concerved, these services being
generally defined as services related to payments on the one
hand, and services for viewing the balance of an account used
for these payments on the other hand.

The payment services for example, can be related to the
purchase of access rights to pay-1V events, mobile phone
network services, purchase of on-line products, etc.

Payments require a reading and writing operation and thus
an adapted authorization. The simple consultation of the state
of an account usually only requires a reading authorization. If
the terminal used 1s hacked so as to simulate a page of the
website of the bank that the user wishes to consult, the hacker
could carry out a payment operation requiring a read/write
authorization even 1 the user only wants to consult the state of
his accounts, which only requires a reading authorization.

The piracy cases comprise 1n particular the case where the
user’s terminal contains a virus allowing a third party to
access to information related to the use of the terminal, the
case where communications between the terminal and the
service supplier are intercepted by a third party (known under
the expression of “Man 1n the middle”) and the case where a
third party claims to be the service supplier (phishing).

The aim of this invention 1s to reduce the risk for the user in
case of piracy, by preventing all operations requiring a read/
write permission when the user only needs a read permission.
More generally, the aim of the invention is to attribute rights
corresponding to the service the user wishes to access and not
more extended or different rights.

DISCLOSURE OF THE INVENTION

The object of the invention 1s reached by a method for
controlling access to a specific type of services among a
plurality of types of services proposed by a service supplier,
the method comprising;:
entering, by an authentication device of a user, a personal
identification code specific to the user, the personal 1den-
tification code being 1dentical for at least two different
types of services proposed by the service supplier;

reviewing by the authentication device, from said user, an
indication of a specific type of services for which the
access 1s required;
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transforming said personal identification code 1in the
authentication device, in a way depending on at least one
cryptographic function specific to the user and to the
required specific type of services, the cryptographic
function being memorized 1n the authentication device;

transmitting the result of the transformation of said per-
sonal 1dentification code to the service supplier; and

receiving, from the service provider, an access right corre-
sponding to the required specific type of service.

The object of the imnvention 1s also reached by an authenti-
cation device for controlling the access to a specific type of
services among a plurality of types of services proposed by a
service supplier, this device comprising;

at least a processor;

a memory connected to the processor, the memory being
arranged for performing at least two distinct crypto-
graphic functions; and

an interface connected to the processor and configured to
select at least one type of services among said plurality
of services.

This invention 1s applied if the user has the choice between
different services or types of services requiring different
rights applied to a same set of data. The mvention allows
ensuring that the rights provided by the service supplier to a
user who requires the access to a specific service elfectively
correspond to the rights necessary and suilicient to access the
required service. In this way, if a third party claims to be a
service supplier or usurps the 1identity of an authorized user,
he will not be allowed to realize operations or access services
requiring more extended rights than those necessary for
accessing the services required by the user. In particular, 1t 1s
not possible for a hacker to access services such as on-line
payments when the user only wants to access the visualization
ol the status of his accounts.

This invention 1s essentially applied when a user accesses
services of the service supplier from a terminal such as a
computer, connected to this supplier by means of a computer
network such as the Internet. The user has to be registered
with this supplier to have access to the services. To each user
corresponds a data set such as for example his accounts reg-
istered with the service supplier.

The method according to the invention allows attributing to
a same set of data, different rights according to the type of
services the user wishes to access, a type of service corre-
sponding to a type of use of these data. The mvention 1s thus
not intended to enable a determined user to access different
data units depending on the required service, but rather dii-
ferent services that use the same set of data for a determined
user.

BRIEF DESCRIPTION OF THE DRAWINGS

This invention and its advantages will be better understood
with reference to the enclosed drawings and the detailed
description of a particular embodiment, 1n which:

FIG. 1 1s a view of an authentication device of the mven-
tion;

FIG. 2 1s a schematic view of a first embodiment of the
method of the invention; and

FI1G. 3 represents, 1n the form of a block diagram, a second
embodiment of the method of the invention.

EMBODIMENTS OF THE INVENTION

With reference to the figures, 1t 1s supposed that a user
having an authentication device 10 such as 1llustrated by FIG.
1 has the possibility to access different services or types of
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services proposed by abank. The proposed services can be for
instance, the payment from an account, the transfer of an

amount from the account of a user to another account of the
same user, the consultation of the state of an account, etc.

The types of services can be grouped according to the
rights needed to access these services. For example, the
operations requiring a read/write permission, such as pay-
ments, money transier, on-line purchases, . . . are grouped in
a first type of services. The operations requiring only a read
permission, like the consultation of an account or of a balance
account, are grouped in a second type of services. In the
examples described here, only these two types of services
have been defined. It 1s clear that the invention 1s not limited
to these examples. Two similar operations, for example the
transfer of an amount from a user account towards two dif-
ferent destination accounts, are not considered as different
types of services.

The authentication device disclosed 1n FIG. 1 has the form
of a housing including an alphanumeric keyboard 11, selec-
tion keys 12 allowing the selection of the services proposed
by the supplier, a display 13 and generally, but not necessarily,
areader for cards of the smart card type arranged for receiving
a security module which 1s represented here in the form of a
smart card 14.

The authentication device 10 further comprises a processor
and a memory able to carry out at least one cryptographic
function for each type of service accessible by the user. For
this purpose, the authentication device can contain several
different keys and/or several different encryption algorithms,
possibly an ordered list of initialization vectors, etc. Different
cryptographic functions are defined as functions leading to
different results when they are applied to the same 1nitial
value or the same set of nitial values.

If the authentication device comprises a card reader, the
user’s corresponding card 1s considered as being part of the
authentication device 10.

In the different examples described, the user connects
remotely to the service supplier, for instance by accessing a
website from a to computer terminal.

Example 1

This example 1s described with reference to FIG. 2. When
the user has connected to the service supplier through its
website, said user will thus have to identily himself at the site.
This 1dentification, corresponding to a step 20 i FIG. 2, can
be made 1n a conventional way, by means of an identification
name and/or number for example. At this stage, the bank may
ask for a complementary 1dentifier such as a contract number
for example.

I1 the contract number corresponds to the identifier of the
person, the method can proceed. On the other hand, 11 the
contract number does not correspond to the 1dentifier 1ndi-
cated before, an error message can be displayed to the user. It
1s possible for example to let the user try three different
identifiers before blocking the access to the service. If the user
does not need to introduce a complementary identifier, a
successiul 1dentification 1s suificient for continuing the
method.

At the same time, the user has to activate his authentication
device, 1 a step 21. This can be done 1n various ways. Accord-
ing to one of them, a smart card is introduced in the reader of
the authentication device. The user introduces an activation
code or a password by means of the alphanumeric keyboard.
It 1s then verified 11 this activation code corresponds to a code
memorized in the authentication device, 1.e. either 1n a
memory of the card or 1n a memory itegrated 1n the housing.
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It should be noted that generally, passwords are not memo-
rized in clear, but in an encrypted form. In a conventional way,
what 1s memorized 1s the result of a one-way function applied
to the password. When the authentication device 1s activated,
the user 1s asked to imntroduce a personal 1dentification code in
a step 22.

Another way to activate the authentication device consists
of entering the personal 1dentification code directly, without
previously entering a password.

The personal 1dentification code 1s introduced by means of
an interface such as the alphanumeric keyboard 11 of the
authentication device 10. This code or a derivative of this code
can be memorized 1n the authentication device. If the personal
identification code 1introduced by the user corresponds to the
memorized code, the method can proceed. In a conventional
way, the user usually has three possibilities for entering a
correct code before the device 1s blocked and prevents further
use.

When the authentication device 1s active and the user has
introduced his personal identification code, the user has to
select, 1n a step 23, the type of service he wants to access. For
this purpose, the authentication device comprises means for
selecting a service or a type of services the user wishes to
access. In the illustrated embodiment, the authentication
device comprises two keys 12, one for carrying out a pay-
ment, which requires a read/write permission, and the other
for consulting the account statement, which only requires a
read permission. The user thus indicates, by pressing on the
corresponding key, which service he wishes to access.

The authentication device comprises a cryptographic func-
tion associated to each service or type of services, or 1n other
words, a cryptographic function associated to each of the
service selection keys. The selection by the user of the type of
services he wishes to access thus allows determining the
cryptographic function that will be used for carrying on the
method.

This method proceeds with the calculation of a response in
a step 24. This response depends at least on the personal
identification code and on the cryptographic function corre-
sponding to the type of services selected by the user. It can
also take into account other parameters. This response can be
calculated 1n many different ways, well known by the person
skilled 1n the art. For example, the response could be a key
hash of the personal 1dentification code, the key being a key
specific to the cryptographic function determined during the
step of selection of the type of services or a key derved from
the latter.

The response 1s displayed on the display of the authentica-
tion device, generally in the form of an alphanumeric code.

The response displayed on the authentication device then
has to be copied, 1n a step 25, on the website of the service
supplier. This response can be copied manually or transmitted
by a local communication means to the terminal 1n commu-
nication with the service supplier. The transmission can be
made by means of a wired or wireless connection such as
Bluetooth.

The supplier has to carry out the user authentication. For
this purpose he has i1dentification data 26 which have been
introduced during the user’s connection to the service sup-
plier. These identification data allow the supplier to know the
different parameters usable by the authentication device to
calculate a response. These parameters are at least the user’s
personal 1dentification code and the cryptographic functions
associated to this user.

In the example disclosed 1n FIG. 1, the service supplier
cannot determine which cryptographic function has been
used by the authentication device.
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The service supplier calculates several responses, 1.€. one
response per cryptographic function associated to the con-

cerned authentication device. He thus obtains two different
results 1f the authentication device has two different crypto-
graphic functions 27, 28. Each of the results 1s compared, 1n
a step 29, with the result that the user has introduced from the
authentication device. If one of these two results leads to an
identity, the service supplier determines which of the crypto-
graphic functions has led to this identity. The access to the
services associated to the cryptographic function having led
to this 1dentity 1s authorized. It 1s clear that 1f none of the keys
leads to an 1dentity, the access to the services 1s refused.

According to a variant, 1t 1s possible that the service sup-
plier calculates a first response and then compares the result
obtained with the response of the authentication device. If
these results are identical, he does not calculate the second
response. If the results are not 1dentical, the service supplier
calculates a response with another cryptographic function
and compares the result with the response coming from the
authentication device. He thus proceeds until either he has
obtained a response 1dentical to the response of the identifi-
cation device, or he has tested all the cryptographic functions
available for this user. If none of the cryptographic functions
gives a positive result of the comparison, the access to the
service 1s denied.

Example 2

According to the embodiment described 1n this example
and 1llustrated by FIG. 3, the user connects remotely to the
service supplier, mn a step 40, for example by accessing a
website from a computer terminal. He then identifies himself
on this site 1n a step 41. This 1dentification can be made 1n a
conventional way, by means of a name and/or of an identifi-
cation number for example. At this stage, it 1s possible that the
user has to enter a complementary 1identifier such as a contract
number.

I1 the contract number corresponds to the identifier of the
person, the method can proceed. On the contrary, 1f the con-
tract number does not correspond to the 1dentifier indicated
before, an error message can be displayed to the user. It there
1S no contract number to be introduced, the identification
alone 1s suificient.

When the bank has 1identified the user, the terminal displays
an alphanumeric code called “Challenge™ that can be a ran-
dom value generated by the service supplier. This corre-
sponds to a step 42.

At the same time, 1n a step 43, the user has to activate his
authentication device as in the previous example, 1.¢. at least
introduce his personal 1dentification code in a step 44. If the
personal 1dentification code introduced by the user 1s correct,
the method can proceed. According to a variant, the correct-
ness of the personal 1dentification code 1s verified by compar-
ing this code to a code memorized 1n the authentication
device. According to a preferred variant, the personal 1denti-
fication code 1s not memorized in clear 1n the authentication
device. The authentication device rather stores a value result-
ing from an operation on this personal identification code.
This operation can typically be a one-way function like a hash
function. In this way, even 1 an 1ll-intentioned person suc-
ceeds 1in reading the value stored 1n the authentication device,
he cannot deduce the personal 1dentification code.

When the authentication device 1s active and the personal
identification code has been introduced correctly, the user has
to introduce the “Challenge” by means of the interface. This
“Challenge” can be manually copied by the user or can be
transmitted by communication means. This corresponds to a
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step 45. For example the challenge can be received by remote
communication means such as a mobile phone, a local com-
munication such as of the Bluetooth or infrared type, or a
wired communication like USB for example.

When the user has copied the challenge, he has to select the
desired service, 1n a step 46. For this purpose, he proceeds like
in the embodiment explained 1n example 1, using the selec-
tion keys.

As 1n the previous example, the authentication device com-
prises a cryptographic function associated to each service or
type of services or in other words, a cryptographic function
associated to each of the service selection keys. The selection
by the user, of the type of services he wishes to access thus
allows determining the cryptographic function that will be
used for the next step of the method.

The method proceeds with the calculation of a response to
the “Challenge”, 1n a step 47. This response 1s a function that
depends at least on the “Challenge™ and on the encryption key
determined during the selection of the type of services
required by the user. It can also take into account other param-
cters. Inparticular, the response usually takes into account the
personal 1dentification code introduced by the user. Accord-
ing to a particular embodiment, 1t can also comprise a user
account or contract number. This response can be calculated
in many different ways, well known by the person skilled 1n
the art. As an example, the function could be a key hash of the
“Challenge” and of the personal 1dentification code, the key
being the one determined during the selection step 46 of the
type of services or a key derived from the latter. To this
response the authentication device may add a data which
function 1s to indicate which type of services has been
selected by the user, or 1n other words, which key has been
used during the calculation of the response to the “Chal-
lenge”. The response to which said data has been added 1s
called here “extended response™ and 1ts utility 1s explained 1n
more detail below.

The response or, as 1n this example, the extended response
1s displayed on the display of the authentication device, gen-
erally 1n the form of an alphanumeric code.

The extended response displayed on the authentication
device then has to be copied, 1n a step 48, on the website of the
service supplier.

To obtain this extended response, many variants are 1mag-
inable. One of 1t consists 1n adding a specific field that can
contain two distinct values, for example O or 1, to the result of
the function of calculation of the response to the “Challenge™.
More generally, the field should be able to contain at least so
many distinct values as there are possible cryptographic func-
tions or different service types. According to a variant, 1t 1s
possible that the field contains a bit that can be set to zero or
one and which transforms the result of this function 1nto an
even or odd value, an even value corresponding to a first
cryptographic function or a first type of service and an odd
value corresponding to a second cryptographic function or a
second type of services.

If the field directly indicates which cryptographic function
has been used by the authentication device, the service sup-
plier has to read the value of this field and will immediately
know which cryptographic function he has to use. If the field
1s used to act on parity, the service supplier can determine
that, 1f the value of the result 1s even, the user has chosen a first
type of services corresponding to a first cryptographic func-
tion, while 11 the result 1s odd, he has chosen a second type of
service corresponding to a second cryptographic function.

It 1s clear that many different ways are imaginable to 1ndi-
cate which cryptographic function has been used by the
authentication device.
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It should be noted that, conventionally, the calculations are
carried out in binary mode. The “Challenge™ and the response
are 1nstead displayed in alphanumeric form. Thus, there 1s a
conversion from binary mode into alphanumeric mode. The
additional field used for indicating the cryptographic function
to be used 1s thus not visible as such by the user.

I1 the service supplier can determine which type of service
has been chosen by the user, which corresponds to the case in
which the mformation introduced on the site of the service
supplier 1s the “extended” response, this supplier will be able
to determine which cryptographic function 1s associated to
this kind of services. The service supplier can thus use this
cryptographic function to calculate a response to the “Chal-
lenge™, by applying the same function applied by the authen-
tication device. This corresponds to a step 49. The service
supplier can thus compare the result obtained by calculation
with the result copied from the authentication device or more
precisely with that part of the augmented result from which
the added data has been suppressed. This corresponds to a
step 50. If these results are identical, the access to a service
corresponding to the type of services chosen by the user i1s
authorized. In case of no i1dentity of the results, the access to
the services 1s 1n principle refused.

Generally, at least one element depends on the service or
type of services to which the user wishes to access, said
clement remains the same for each connection to this service
or type of service. This element can be, among other, a user
identifier, an activation code, a password or a cryptographic
function. It should be noted that several of these elements can
remain identical for each connection to a given service.

The method according to the invention ensures greater
security during the access to operations requiring an 1mpor-
tant security level, typically financial operations. Indeed,
thanks to this method, the user can ask for the most restrictive
rights he needs, which allows to prevent a third party from
using more extended rights to carry out operations that the
legitimate user does not wish to carry out.

The mvention claimed 1s:

1. A method for controlling access to a specific type of
services among a plurality of types of services proposed by a
service supplier, a type ol service comprising services requir-
ing the same access rights to access the services, the method
comprising:

entering, by an authentication device of a user, a personal

identification code specific to the user, the personal 1den-
tification code being 1dentical for at least two different
services of a same type of service proposed by the ser-
vice supplier;

receving by the authentication device, from said user, an

indication of a specific type of services for which the
access 1s required;

transforming said personal identification code 1n the

authentication device, 1n a way depending on at least one
cryptographic function specific to the user and on the
required specific type of services, the cryptographic
function being memorized 1n the authentication device;
transmitting the result of the transformation of said per-
sonal 1dentification code to the service supplier; and
recerving, from the service provider, an access right corre-
sponding to the required specific type of service.

2. The method of claim 1, further comprising:

authenticating the user by the service supplier, by means of

the transmitted result of said transformation;

assigning or refusing to assign, by the service supplier, an

access right to said specific type of services required
according to the result of the authentication.
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3. The method for controlling access according to claim 1,
wherein said cryptographic function comprises at least one
encryption key and one encryption algorithm and 1n that the
transformation step of the personal identification code
depending on the cryptographic function comprises the
encryption of said personal 1dentification code by this cryp-
tographic function.

4. The method for controlling access according to claim 2,
wherein said method further comprises imntroducing, into the
authentication device, a challenge recerved from the service
supplier, and wherein the step of transtorming said personal
identification code comprises calculating a response which
depends at least on said personal 1dentification code, on said
cryptographic function specific to said specific type of service
selected by the user and on said challenge.

5. The method for controlling access according to claim 2,
wherein the result of the transformation contains an indica-
tion allowing the service supplier to determine which specific
service has been selected by the user.

6. The method for controlling access according to claim 5,
wherein the step of authenticating the user by the service
supplier comprises the following steps:

reading the indication allowing the service supplier to
determine which specific type of services has been
selected by the user;

selecting, by the service supplier, the cryptographic func-
tion specific to said user and to said specific type of
services;

calculating, by the service supplier, the transformation of
said personal identification code by means of the
selected cryptographic function;

comparing the value calculated by the service supplier with
the value recerved from the authentication device;

authorizing access to said specific type of service if these
values are equal, and refusing access 1f these values are
different.

7. The method for controlling access according to claim 2,

turther comprising:

a) calculating, by the service supplier, the transformation
of said personal identification code by means of a first
cryptographic function specific to said user and to said
specific type of services;

b) comparing the value calculated by the service supplier
with the value received from the authentication device;

¢) authorizing access to said specific type of services 1f the
value calculated by the supplier and the value received
by from the authentication device are equal;

d) if the value calculated by the supplier and the value
received by from the authentication device are different,
repeating steps a) to ¢) using a different cryptographic
function during each 1teration;

¢) 11 none of the cryptographic functions specific to the
types of services proposed by the service supplier leads
to an equality, refusing access to the services of the
service supplier.

8. The method for controlling the access according to claim

2, further comprising;:

calculating, by the service supplier, the transformation of
said personal 1dentification code by means of the differ-
ent cryptographic functions specific to said user and to
said service types proposed by said service supplier;

comparing the values calculated by the service supplier and
the value received from the authentication device; and

authorizing access to said specific type of services if the
value recerved from the authentication device corre-
sponds to one of the values calculated by said service
supplier, and refusing the access to the services of the
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service supplier 1f the value recerved from the authenti-
cation device does not correspond to any of the values
calculated by said service supplier.

9. The method for controlling access according to claim 4,
wherein the result of the transformation contains an indica-
tion allowing the service supplier to determine which specific
service has been selected by the user.

10. The method for controlling access according to claim 9,
wherein the step of authenticating the user by the service
supplier comprises:

reading the indication allowing the service supplier to

determine which specific type of services has been

selected by the user;
selecting, by the service supplier, the cryptographic func-

tion specific to said user and to said specific type of

services;
calculating, by the service supplier, the transformation of

said personal identification code by means of the

selected cryptographic function;

comparing the value calculated by the service supplier with
the value received from the authentication device; and

authorizing access to said specific type of service 1f these
values are equal, and refusing access 1f these values are
different.

11. The method for controlling access according to claim 4,

turther comprising:

a) calculating, by the service supplier, the transformation
of said personal 1dentification code using a first crypto-
graphic function specific to said user and to said specific
type of services;

b) comparing the value calculated by the service supplier
with the value received from the authentication device;

¢) authorizing access to said specific type of services 1f the
value calculated by the service supplier 1s equal to the
value received by from the authentication device;

d) 11 the value calculated by the service supplier 1s equal to
the value received by from the authentication device are
different, repeating steps a) to ¢) using a different cryp-
tographic function during each 1iteration;

¢) 1 none of the cryptographic functions specific to the
types of services proposed by the service supplier leads
to an equality, refusing of access to the services of the
service supplier.

12. The method for controlling access according to claim 4,

further comprising:

calculating, by the service supplier, the transformation of
said personal 1dentification code suing different crypto-
graphic functions specific to said user and to said service
types proposed by said service supplier;

comparing the value calculated by the service supplier and
the value received from the authentication device;

authorizing access to said specific type of services 1f the
value recetved from the authentication device corre-
sponds to one of the values calculated by said service
supplier, and refusing access to the services of the ser-
vice supplier 1f the value recerved from the authentica-
tion device does not correspond to any of the values
calculated by said service supplier.

13. The method for controlling access according to claim 4,
wherein the step of transmitting the result of the transforma-
tion of said personal identification code to the service supplier
comprises copying the response to the challenge on a terminal
connected to the service supplier.

14. The method for controlling access according to claim 1,
wherein a type of services comprises several different ser-
VICES.
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15. The method for controlling access according to claim 1,
wherein a type of services comprises one service.

16. An authentication device for controlling the access to a
specific type of services among a plurality of types of services
proposed by a service supplier, a type of services comprising,
the services requiring same access rights to access the ser-
vices, the authentication device comprising;

at least a processor;

a memory connected to the processor, the memory storing,

at least two distinct cryptographic functions; and

an interface connected to the processor and configured to

select at least one type of services among said plurality
of types of services;

wherein the processor 1s configured to perform one of the

distinct cryptographic functions based on a selected type
of service.

17. The authentication device according to claim 16,
wherein said memory contains at least one personal authen-
tication code.

18. The authentication device according to claim 16,
wherein said memory contains at least two distinct encryption
keys and at least one encryption algorithm.

19. The authentication device according to claim 16,
wherein said memory contains at least one encryption key and
at least two different encryption algorithms.

20. The authentication device according to claim 16,
wherein said interface 1s configurable to introduce a chal-
lenge received by a service supplier.
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