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SYSTEMS AND METHODS FOR DATA
VERIFICATION

CROSS-REFERENCE TO RELAT
APPLICATIONS

T
»

This application 1s a continuation of U.S. patent applica-
tion Ser. No. 12/058,632 filed on Mar. 28, 2008, entitled
“Systems and Methods for Data Verification,” which claims
the benefit of priority from U.S. Provisional Patent Applica-
tion No. 60/921,188 filed on Mar. 30, 2007, entitled “Systems
and Methods for Data Verification,” the entire contents of
which are each hereby incorporated herein by reference in
their entirety. All publications and patent applications men-
tioned 1n this specification are herein incorporated by refer-
ence 1n their entirety to the same extent as 1f each individual
publication or patent application was specifically and 1ndi-
vidually indicated to be incorporated by reference.

BACKGROUND

1. Field

The present disclosure relates to the field of data verifica-
tion, more particularly to improved methods and systems for
verilying and/or updating data.

2. Description of the Related Art

Companies increasingly rely on internal and external data
relating to their existing or potential customers 1n order to
make critical business strategy decisions. Therefore, a busi-
ness need exists for systems and methods for venitying the
integrity and quality of such data.

SUMMARY OF THE DISCLOSUR.

L1

Embodiments are directed to data verification of business
or consumer data. One embodiment 1s a data verification
system that receives or selects data to be verified, selects one
or more verification methods to be applied to the data, and
verifies, updates, and/or appends/enhances the data.

In certain embodiments, the data verification system and/or
method 1s configured to verily one or more types of data. The
data may include, for example, business data, non-profit data,
government data, credit data, financial data, securities data,
consumer data, individual data, pet data, web-posting data,
shopping data, email data and the like. In certain embodi-
ments, the data verification system 1s configured to verily the
data 1n one or more languages or formats or codes or the like.

In certain embodiments, the data verification system 1s
configured to verily data with one or more data verification
methods, either alone or 1n combination. The methods may
include a web-crawling verification method, an agent web
verification method, a call verification method, a direct-mail
method, an email method, an 1n-person method, and/or other
methods. The system may utilize a lower cost method to first
verily a larger amount of data records and a higher cost
method to verity a smaller amount of data records. The sys-
tem may segment data into multiple segments/elements and
apply a different data verification method to each segment/
clement.

Certain embodiments of the system comprise an artificial
intelligence module that checks the accuracy and costs of the
data verification methods as well as other business logic (1or
example, best time of day/month/year to verily) and dynami-
cally adjusts the usage of the verification methods to meet
certain pre-defined business objectives (for example, to
achieve the highest accuracy at the lowest cost).
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2

One embodiment 1s an automated system for verifying data
comprising a data selection module configured to select at
least a portion of data to be verified, and an artificial intelli-
gence module configured to select one or more data verifica-
tion methods, based on prior results of the use of the one or
more data verification methods, from web-crawling, tele-
verification, agent web verification, direct-mail verification,
email verification, and in-person verification to apply to the
selected portion of the data, wherein the data 1s verified,
updated, or appended as a result the application of the one or
more selected data verification methods to the selected por-
tion of the data. In another embodiment, the system may
turther comprise cost data stored on the system indicating the
cost of the data verification methods, and the artificial intel-
ligence module 1s further configured to select two data veri-
fication methods using the cost data for the two data verifi-
cation methods, wherein the selected data verification method
with the lower cost 1s applied to the selected portion of the
data, and the selected data verification method with the higher
cost 1s applied to a subset of the selected portion of the data.

Another embodiment 1s an automated system for veritying
data comprising a data segmentation module configured to
segment data to be verified into a plurality of data portions,
wherein each data portion comprises a characteristic and an
artificial intelligence module configured to select a data veri-
fication method to apply to each of the plurality of data
portions based on the characteristic of the data portion,
wherein data 1s verified, updated, or appended as a result of
the application of the selected data verification method.

Yet another embodiment 1s an automated method of data
verification, comprising: selecting a portion of data to be
verified; and selecting one or more data verification methods
from web-crawling, tele-verification, agent web verification,
direct-mail verification, email verification, and in-person
verification to apply to the selected portion of the data, based
on prior results of the use of the data verification methods,
wherein the data 1s verified, updated, or appended as a result
the application of the one or more data verification methods to
the selected portion of the data. In another embodiment, the
method may further comprise: storing cost data indicating the
cost of data verification methods; and the selecting one or
more data verification methods comprises selecting two data
verification methods using the cost data for the two data
verification methods, wherein the selected data verification
method with the lower cost 1s applied to the selected portion
of the data, and the selected data verification method with the
higher cost is applied to a subset of the selected portion of the
data.

Another embodiment 1s an automated method for veritying
data comprising: segmenting data to be verified into a plural-
ity of data portions, wherein each data portion comprises a
characteristic; and selecting a data verification method to
apply to each of the plurality of data portions based on the
characteristic of the data portion, wherein data 1s verified,
updated, or appended as a result of the application of the
selected data verification method.

Another embodiment 1s a computer program product com-
prising a computer usable medium having control logic
stored therein for causing a computer to verity data, the con-
trol logic comprising: a first computer readable program code
means for causing the computer to select a portion of data to
be verified; and a second computer readable program code
means for causing the computer to select one or more data
verification methods, based on prior results of the use of the
one or more data verification methods, from web-crawling,
tele-verification, agent web verification, direct-mail verifica-
tion, email verification, and in-person verification to apply to
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the selected portion of the data, wherein the data 1s verified,
updated or appended as a result the application of the one or
more selected data verification methods to the selected por-
tion of the data.

Finally, one embodiment is a computer program product >
comprising a computer usable medium having control logic
stored therein for causing a computer to verify data, the con-
trol logic comprising: a first computer readable program code
means for causing the computer to segment data to be verified
into a plurality of data portions, wherein each data portion 1©
comprises a characteristic; and a second computer readable
program code means for causing the computer to select a data
verification method to apply to each of the plurality of data
portion based on the characteristic of the data portion,
wherein data is verified, updated or appended as a result of the 1°
application of the selected data verification method.

BRIEF DESCRIPTION OF THE DRAWINGS

Specific embodiments of the invention will now be 20
described with reference to the following drawings, which are
intended to illustrate embodiments of the invention, but not
limit the invention:

FIG. 1 i1llustrates a method of data verification according to
one embodiment; 25
FIG. 2 1s a Venn diagram that shows how data verification

methods are used 1n accordance to one embodiment;

FI1G. 3 1llustrates an example configuration of a data verti-
fication system and its components according to one embodi-
ment; 30

FI1G. 4 1s a flow diagram of an example web-crawling data
verification method according to one embodiment;

FIG. 5 1s a flow diagram of an example tele-verification
method according to one embodiment;

FIG. 6 1s a tflow diagram showing how data verification 35
methods are selectively applied by segments/elements
according to one embodiment;

FIG. 7 1s a flow diagram showing how data verification
methods are selectively applied according to one embodi-
ment; and 40

FIG. 8 1s a flow diagram showing an example method of
ranking data verification methods according to one embodi-
ment.

DETAILED DESCRIPTION OF PR
EMBODIMENTS

L1
Y

ERRED 45

To make critical business strategy decisions, companies
often rely on internal and external data relating to their exist-
ing or potential customers. For example, some companies 50
may conduct target marketing campaigns directed at prospec-
tive customers exhibiting characteristics of a certain market
demographic, such as households with children located 1n the
Midwest. Accordingly, these companies may obtain a listing
of such households from a third party data provider. To ensure 55
that these companies are etlectively targeting the desired
market segment, 1t 1s best for the consumer data to be accurate
and updated. Theretore, systems and methods are needed to
check and update such consumer data or business data.

The same 1s true for any sort of business data whether 60
generated internally by a company or obtained from a third
party data provider. For example, a company may want to
market loan products to small businesses in the restaurant
supply industry. However, in many instances companies siim-
ply have too much data or not enough resources to check and 65
update the consumer or business data. Furthermore, compa-
nies often need some or all of the data on a real-time basis,

4

thereby preferring that such data be verified and updated
continuously or periodically. For purposes of summarizing
the embodiments of the invention certain aspects, advantages
and novel features of the systems and methods for veritying
the integrity and quality of data will be described herein. Of
course, 1t 1s to be understood that not necessarily all such
aspects, advantages or features will be embodied in any par-
ticular embodiment of the invention.

Data Verification Overview

FIG. 1 shows amethod of data verification 1n accordance to
one embodiment. At block 110, the data verification system
receives or selects data to be verified. The system may receive
data from an external source, or may select data from a data-
base connected to the system. At block 120, the system selects
one or more verification methods to be applied to the data. At
block 130, the system applies the selected one or more veri-
fication methods to verity the data. At block 140, as a result of
the data verification process, data may be verified, updated,
and/or appended/enhanced.

In certain embodiments, a data record comprises a plurality
of data elements. For example, a data record for a company
may comprise data elements such as company name, com-
pany size, executive listings, address, and so forth. When a
data record 1s verified, the original content of the record 1s
saved. The record may also be saved along with a time 1den-
tifier to indicate the time of the verification. When a data
record 1s updated, part of the data record (for example, one or
more elements) 1s altered. For example, the phone number of
a company data record may be updated while the address
remains unchanged. Finally, when a data record 1s appended
or enhanced, additional mformation 1s newly added to the
data record. For example, during the verification process it
may be discovered that a company has 50 employees. The
number of employees will thus be added as a new data ele-
ment to the record for the company. Another example of
appending or enhancing may mvolve discovering a relation-
ship between two or more data records (for example, com-
pany A 1s a subsidiary of company B or mdividual A 1s
married to individual B) and adding a relationship link
between/among the records.

In certain embodiments, the data verification system and/or
method 1s configured to verily one or more types of data. The
data may include, for example, business data, non-profit data,
government data, credit data, financial data, securities data,
consumer data, individual data, pet data, web-posting data,
shopping data, email data and the like. In certain embodi-
ments, the data verification system 1s configured to verily the
data 1n one or more languages or formats or codes or the like.
In certain embodiments, the data verification system 1s con-
figured to translate or standardize the data into one language,
for example English, or into a standard format or code or the
like before comparing the data to existing data or before
storing the data 1n a database. Data may be segmented by
industries, by types, by data having common elements suit-
able to be verified by a similar method, and/or by other
criteria.

FIG. 2 1s a Venn diagram that shows how data verification
methods are used 1n accordance to one embodiment. A plu-
rality of new data records 240 may be recerved 1nto the data
verification system. The system selects a portion of data
records 250 and applies a specific data verification method to
the selected portion. In certain embodiments, the system
chooses from a web-crawling verification method 210, an
agent web verification method 220, and a call verification/
tele-verification method 230. In other embodiments, other
verification methods such as direct postal mail, email, or
in-person verification may be used as well. As shown 1n the
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Venn diagram, some data records (represented by dots) may
be verified by multiple methods while some data records may
be verified by one method. In other embodiments, some meth-
ods will be applied to certain data elements/segments. For
example, web-crawling may be applied to verify/update/ap-
pend the phone number and address elements while call/tele-
verification may be applied to venfy/update/append other
clements such as company names and owner’s names.

FIG. 3 shows a data verification system 1n accordance to
one embodiment. A data verification module 300 1s a com-
puter executable program executed on a computer server 316.
The computer server 316 1s 1n communication with one or
more databases 318 that house data.

In certain embodiments, the data verification module 300
includes a data selection module 302, a verification method
selection/artificial intelligence module 304, and one or more
data verification method modules. The data verification mod-
ule 300 may additionally include a quality control module
312 and/or a data segmentation module 314. The quality
control module 312 performs quality control and/or rank the
accuracy of data verification methods 1n some embodiments.
In certain embodiments, the data segmentation module 314
segments data by data elements or segments according to
certain characteristics by which data verification method may
be selected. The data verification module 300 may include a
cost data module 342 to monitor and/or store cost data asso-
ciated with various data verification methods. Other embodi-
ments combine or separate into fewer or more modules.

The data selection module 302 selects a plurality of data
records from the one or more database(s) 318 for the verifi-
cation. In certain embodiments, the wverification method
selection/artificial 1ntelligence module 304 selects one or
more data verification modules to execute (within the dotted
box 1n FIG. 3). The selection may be based in part on a set of
business rules, some of which may maximize cost, efliciency,
and accuracy of the various verification methods, or may be
based 1n part on the artificial intelligence module 304 moni-
toring and learning the performance of various verification
methods and adjusting the selection accordingly.

In the sample embodiment shown 1n FIG. 3, the data veri-
fication method modules include a tele-verification module
306, a web-crawling module 308, an agent web verification
module 310, and an other verification methods module 344,
which may include methods such as direct mail, in-person
verification, and so forth. In certain embodiments, the tele-
verification module 306 contacts entities associated with the

selected data records through communication channels 324.
The entities may be individuals 332, households 334, or busi-
nesses 336. The term “entity” as used herein can comprise
without limitation 1individuals, households, businesses, non-
profit organizations, governments, or the like. Communica-
tions channels 324 may include telephone, cellphone, text
messaging, email, or the like. The web-crawling module 308
may communicate through a network 320 (for example, inter-
net, local area network (LAN), wide area network (WAN),
wireless network) to access information located on data
sources 338, which may be maintained by entities associated
with the data records to be verified. The web-crawling module
308 may also access data located on other third-party data
sources 340 such as commercial data sources or governmen-
tal data sources. Finally, the agent web verification module
310 may similarly access information maintained on data
sources 338, data sources 340 and/or other available sources.
These verification method modules verity, update, and/or
amend/enhance the selected data records. Each of these data
verification methods 1s further described below.
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Web-Crawling

In certain embodiments, the data verification system and/or
method selects at least a portion of the data to be verified, and
causes the selected data to be verified by the web-crawling-
type methodology or web-crawling module 308. In certain
embodiments, the terms “web-crawler” or “web-crawling” as
used herein include without limitation, for example, web
spider, web robot, watching, scraping, harvesting, content
monitoring, extraction or other like technologies. In certain
embodiments, the web-crawling module 308 comprises a
computer program system that selects certain data and com-
pares the data with similar data obtained from searching
sources, such as via the internet.

By way of example and with reference to FIG. 3, web-
crawling module 308 may access data sources 338 and/or
340. For example, the web-crawling module 308 may extract
information from a personal page maintained by an individual
332 on a social network site 340. Alternatively, the web-
crawling module 308 may extract information from a web site
on the company server 338 maintained by a business 336. In
addition, the web crawling module 308 may search several
internet data sources 340, including but not limited to com-
pany websites, directories, search engines, chamber of com-
merce websites, yellow page directories, white page directo-
ries, government data, directory data, chamber of commerce
data, franchise data, business financial data, business owner
data, securities reports or filing data, news article data, press
release data, online databases, and the like. The web crawling
module 308 may utilize data findings for corroboration of
other data sources as well. For example, certain data elements
or data records for certain industry segments may require
three sources of corroboration before a verily, an update,
and/or an append 1s executed. The web-crawling results for
may thus be one source of that corroboration. In one embodi-
ment, the administrator of the data verification system may
set a system-wide or segment-specific policy to decide how
many additional sources of corroboration are required before
the web-crawling results are used to verity, update, and/or
append.

In certain embodiments, web-crawling 1s performed
worldwide on data sources located anywhere 1n the world. In
certain embodiments, the data verification system compares
and updates the data based on the data found from the web-
crawling. In certain embodiments, the various internet data
sources have a pre-determined trustworthiness ranking. In
certain embodiments, the web-crawling method or program
uses such trustworthiness ranking to determine whether to
update consumer data based on the data from a particular
internet data source.

In certain embodiments, the data verification system com-
pletes the web-crawler comparing and updating automati-
cally. In certain embodiments, automatic updating is com-
pleted where there 1s no discrepancy between the data and the
data obtained from one or more of the several internet data
sources. In certain embodiments, automatic updating 1s com-
pleted when the internet data source has a high trustworthi-
ness ranking. In certain embodiments, the data verification
system presents to an operator the original data, and the data
found from the web-crawling. In certain embodiments, an
operator of the data verification system compares the original
data with the data found from web-crawling and based on
such a comparison, the operator directs the data verification
system to update the data with or 1ignore the data found from
the web-crawling. In certain embodiments, the operator
manually updates the data.

In certain embodiments, web-crawling comprises the use
of watching technology that monitors, for example, a certain
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website for updates to the website such that the data 1s only
updated when website updates are detected. In certain
embodiments, the data verification system updates the data
when the system receives a notification from the watching
technology. In certain embodiments, updates to the website
includes without limitation, for example, changes in text,
images or other information provided on the website; or
increases/decreases in: traffic to the website, number of
unique visitors to the website, purchases transacted on the
website, average user duration on the website or any other
website metrics or analytics; or changes in related business or
industry trends, financial market valuations or any other busi-
ness intelligence indicator. In certain embodiments, the web-
site metrics or analytics 1s provided by third party providers
including without limitation, for example, Google Inc,
onestat.com, or the like.

In certain embodiments, the web-crawler automatically
determines whether to update the data based on a date and
time comparison, wherein, for example, the web-crawler
updates the existing data with the new data found on the
internet 1 the internet data comprises a more recent creation
date and/or time. In certain embodiments, the web-crawler
determines the creation date and time of the newly found
internet data by analyzing the date stamp information stored
on the webpage or in the code of the webpage. In certain
embodiments, the web-crawler or other system 1s configured
to update the existing data with newly found data, and store in
a database the corresponding stamp date and/or time 1nfor-
mation related to the newly found data. In certain embodi-
ments, the stored stamp date and/or time data 1s compared
with newly discovered internet data to determine whether
such 1nternet data was more recently created. In addition, to
websites, the web-crawler may monitor a variety of systems,
data sets, and applications, including a network of computers,
application data, database data, and so forth. In certain
embodiment embodiments, some or all of the web-crawling
may be performed by a third party, such as, for example 3635
Media, Velocityscape, and the like. Other embodiments of the
foregoing will be apparent to those of ordinary skill in the art
from the disclosure herein.

Agent Web Verification

In certain embodiments, the data verification system and/or

method selects at least a portion of the data to be verified, and

causes the selected data to be verified by the agent web
verification module 310. FIG. 4 shows one embodiment of the
agent web verification method. At block 410, at least one
agent, preferably multiple agents, review the selected data. At
block 420, the agent(s) locate the data or similar data avail-
able on the internet. At block 430, the agent(s) compare the
selected data to the data found on the internet in order to verity
the quality of the selected data (for example, completeness,
accuracy, and so forth). At block 440, the agent(s) determine
whether to verily, update, and/or append the selected data
based on the data found on the internet. If so, at block 450, the
agent(s) update the selected data. Otherwise, at block 460, the
agents 1gnore the located data.

In certain embodiments, agents are located at a central
location wherein they have access to the data verification
system via one or more network connections, such as, for
example, a local area network (LAN) connection or the like.
In certain embodiments, agents are located at distributed or
multiple locations wherein the agents have access to the data
verification system via one or more network connections,
such as, for example, a wide area network (WAN) connection
or the like.
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Call/Tele-Verification

In certain embodiments, the data verification system and/or
method selects at least a portion of the data to be verified, and
causes the selected data to be verified by a call verification
methodology. FIG. 5 shows one embodiment of the call veri-
fication method, which may be performed by the tele-verifi-
cation module 306. At block 510, at least one caller, prefer-
ably multiple callers, review the selected data. The caller may
be a human or may be an automated calling program executed
on a computer or an electronic device. At block 520, the
caller(s) contact the business(es), the individual(s), the house-
hold(s) or other entities associated with the data 1n order to
verily, update, append/enhance the data. At block 530, the
caller(s) may verity, update, append/enhance the data based
on the results obtained at block 520.

In certain embodiments, the callers use predefined scripts
and/or customized scripts in making their calls. Customized
scripts may be used for special industry segments. The scripts
are configured to increase the number of data points that can
be verified and/or to maintain a favorable call experience for
the recipient of the call. In certain embodiments, the callers
may be monitored by monitoring agents who can provide
teedback to the callers to improve future call experiences.

By way of example and with reference to FIG. 3, the
tele-verification module 306 or callers may contact individu-
als 332, households 334, and businesses 336 by various com-
munication channels 324, including telephoning, emailing,
mailing, internet calling, text-messaging, instant messaging,
video messaging, voice-mailing, faxing or the like.

In certain embodiments, the callers determine whether to
update the data with the information received from the con-
tacting or 1gnore the information received from the contact-
ing. The callers may be located at a central location wherein
they have access to the data verification system via a network
or the like, or they may be located at multiple locations, for
example, a satellite office or the caller’s home, wherein the
caller has access to the data verification system via a network
or the like. In certain embodiments, callers may be located at
one or more countries across the globe.

In certain embodiments, the data verification system
allows the callers to perform the contacting through the net-
work and over the internet through voice over internet proto-
col (VOIP) technology. In certain embodiments, the callers
are situated or designed to work with a team wherein the team
makes calls to verily one or more selected types of data and/or
to verily data from one or more selected data types. The teams
are segmented to better utilize the callers, and may, for
example, be segmented based on strengths and/or weaknesses
of the data and/or the callers. For example, certain agents are
trained to verily, update, and/or append certain data elements
or data records for certain industry segments.

In certain embodiments, some or all of the call verification
maybe performed by a third party provider such as, for
example, ePerformax, elelecare, Direct Mail, and the like.
Other embodiments of any of the foregoing will be apparent
to those of ordinary skill 1n the art from the disclosure herein.
Hybrid Method

In certain embodiments, the data verification system and/or
method uses a combination of at least two of the verification
methods described above (web-crawling, agent web verifica-
tion, call/tele-verification, direct mail, email, in-person or
other methods) to verily the data. The verification system
includes a verification method selection/artificial intelligence
module 304 that selects the appropriate data verification
method(s). In certain embodiments, the data verification sys-
tem and/or method selects at least a portion of the data to be
verified by one of the foregoing verification methods, while
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selecting another portion of the data to be verified by another
one of the foregoing verification methods.

FI1G. 6 shows a sample method of applying data verification
methods. At block 610, data to be verified 1s received. At
block 620, a low cost verification method 1s used to verify the
data received at block 610. Then at block 630, a higher cost

verification method 1s used to verily the data. The higher cost
verification method may be applied to all the data that 1s
verified by the low cost method at block 620, or may be
applied to a portion of the data that 1s verified by the low cost
method. The data 1s verified, updated, or appended/enhanced
depending on the results of the verification performed at
block 620 and/or block 630. In certain embodiments, at block
650, the results of the higher cost verification method applied
at block 630 are sent back as feedback to improve the results
of the low cost verification method. Examples of this feed-
back may include the types of data records that can be verified
solely with a low cost method, or the types of data records that
should be verified with a higher cost method. For example, 1n
certain embodiments, the data verification system executes a
web-crawling verification method at block 620 and then
monitors or tracks the agent’s determinations to rank the
trustworthiness of the internet data sources at block 630. In
certain embodiments, such trustworthiness ranking data 1s
used as feedback at block 650 to improve the accuracy of the
web-crawling module executed at block 620. It 1s recognized
that the blocks i FIG. 6 can be rearranged to accommodate
various configurations, for example, a higher cost method
may be used first.

Data Segmentation

Returning to FIG. 3, 1n certain embodiments the data veri-
fication system includes a data segmentation module 314 that
segments data. In certain embodiments, the data verification
system and/or method 1s configured to segment the data to
determine which data elements relate to high value customers
or clients. For example, the determination of whether a cus-
tomer or client 1s high value or otherwise 1s based on several
factors, including but not limited to income, home location,
net worth, credit score, and so forth. Based on the segmenta-
tion, the data verification system may verily the segmented
data relating to high value customers or clients before seg-
mented data relating to lower value customers or clients. Data
designated as high value or high priority may be verified by
call/tele-verification or by the verification method that 1s most
accurate. In certain embodiments, the data verification sys-
tem 1s configured to have high value or high priority data
verified by a combination of the foregoing verification meth-
ods 1 order to double check the accuracy of the data (for
example, the combination shown 1n FIG. 6).

In certain embodiments, the data verification system and/or
method uses the data verification methodology with the high-
est or higher accuracy, or highest or higher ranking, as set
forth above, to verily the segmented data relating to high
value customers or clients. In certain embodiments, the data
verification system and/or method uses the data verification
methodology with the lowest or lower accuracy or lowest or
lower ranking, as set forth above, to verily the segmented data
relating to low value customers or clients.

In certain embodiments, the data verification system and/or
method uses the data verification methodology with a
medium accuracy or medium ranking to verily the segmented
data relating to medium value customers or clients. In certain
embodiments, the data verification system and/or method 1s
configured to segment the data as soon as the data 1s recerved,
or on a periodic basis, for example, daily, monthly, yearly or
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the like. Other embodiments of any of the foregoing will be
apparent to those of ordinary skill in the art from the disclo-
sure herein.

In certain embodiments, the data verification system per-
forms a segmentation of the data based on related industry
and/or timing, and determines which verification methodol-
ogy 1s most or more accurate or least or less expensive for
collecting data related to the industry and/or timing. For
example, for financial reporting data, the data verification
system, 1n certain embodiments, 1s configured to use the
web-crawling methodology to retrieve financial data from a
specific financial data reporting website during earnings
reporting season. For example, the web-crawling method
may be configured to access 10-K reports of companies two
weeks after they are required to file the reports with the
Securities and Exchange Commission. In certain embodi-
ments, the data verification system 1s configured to automati-
cally route the data to be verified to the appropriate verifica-
tion methodology, for example, call verification wherein the
caller 1s part of a virtual call center that allows the caller to
work from home.

In certain embodiments, data 1s segmented so that new data
1s verified by higher cost methods, and older data 1s verified
by lower cost methods or vice versa. In other embodiments,
data 1s segmented to ensure proper compliance with local,
state, federal, national, and/or international laws/regulations.
For example, consumer data may be segmented to take into
account that consumer data regulation 1s stricter than business
data regulation. Data may also thus be segmented by geo-
graphic locations to ensure proper compliance with local laws
and regulations.

Artificial Intelligence

In certain embodiments, the data verification system/
method 1ncludes an automated, artificial intelligence module
304 that evolves by tracking and learning patterns of success-
tul updates, usability, best practices within segments of data,
timing of year/month/day to attain best verification/updates/
appends, and so forth. The artificial intelligence module 304
may take into account results generated by both the quality
control module 312 and the segmentation module 314. In
certain embodiments, the system/method including the arti-
ficial intelligence module 304 has the ability to, automatically
or manually, (1) blend automatic and manual segmentation of
records or elements by criteria such as industry type, best
times ol day/month/year to verily, update, and/or append,
cost, and level of importance (2) select the best verification
processing method(s), and (3) manage the results and prop-
erly verily, update, append/enhance records.

In certain embodiments, the artificial intelligence module
304 1s configured to store and track the time period or season
when a particular venfication method produces the most or
more accurate results and/or least or less expensive results
and/or the most or more efficient results. In certain embodi-
ments, the artificial intelligence module 304 1s configured to
store industry information related to the data such that the
system 1s configured to determine which verification method
to use given a particular industry and/or season/time period.

In certain embodiments, under the hybrid method and/or
the tele-venfication method, the processing of data (full
records or specific elements of the records) may run through
multi-tiered levels of verification/updates/appends depend-
ing on type/segment of data 1n order to gain the best data with
the least related expense. With respect to FIG. 7, the sample
multi-tiered method receives data to be verified at block 710.
Then data 1s segmented into a plurality of segments and an
appropriate data verification method 1s determined for each
segment. In addition, the order 1n which the data verification




US 9,342,783 Bl

11

methods are applied may also be determined. In certain
embodiments, the data verification methods and their order of
execution may be determined by the verfication method
selection/artificial intelligence module 304.

At block 730, a first data verification method 1s applied to
a first segment of the data. Then, at block 740, a second data
verification method 1s applied to a second segment of the data.
Finally, at block 750, a third data verification method 1is
applied to a third segment of the data. As shown by block 760,
the number of data verification methods and the number of
segments can be any number and are not limited to the
example shown 1n FIG. 7. In addition, the data verification
method for each segment does not have to be ditferent, that 1s,
the same data verification method may be applied to multiple
segments. At each block where a segment 1s being verified,
the results may be sent as feedback to improve the learning of
the verification method selection/artificial intelligence mod-
ule 304. In addition, at each block where a segment 1s being,
verified, data may be verified, updated, or amended/enhanced
according to the results of the data verification (block 770). In
other embodiments, the data 1s segmented by different ele-
ments and methods of verification are selected based on the
characteristics of the elements.

The method shown 1n FIG. 7 may be further 1llustrated by
the following example. For data records within the Business
Services industry segment, the artificial intelligence module
304 could recognize or learn from feedback obtained from
past operations that the best way to verity/update/append this
type of data records 1s by (1) routing the main demographic
clements (name, address, phone) to a automated dialing pro-
cess to test connectivity of phone, (2) using the web-crawling
process to extract on-line mformation or check automated
postal deliverability system for address element updates, and
(3) sending the data records to the tele-verification method for
population of other in-depth data elements. The dialing pro-
cess may be a one-dial process that puts phones on an auto-
matic dialer during off-hours or on weekends. In one embodi-
ment, the artificial itelligence module selects a lower cost
data verification method (for example, web-crawling) for a
data segment/element that has a characteristic indicating reli-
able data 1s readily available on-line and a higher cost data
verification method (for example, agent web verification or
tele-verification) for another data segment/element with a
characteristic indicating reliable data 1s not readily available
on-line.

In certain embodiments, the data verification system 1s
coniigured to include one or more methods depending on the
cost. Balancing against the cost of each verification method 1s
the fact certain data elements or certain industry segments are
more valuable than others. For example, a business name
element 1s more valuable than other details of the business,
and a data record 1n the business segment 1s more valuable
than a data record in the government segment. Therefore,
some valuable data elements/segments may be verified by
multiple methods, including an expensive method such as
call/tele-verification, while other data elements/segments
may have a cost threshold that allow only certain data verifi-
cation methods to be used. The artificial intelligence module
may take the cost of verification and the value of the data
clements and/or segments into account when it selects the
verification method. As another example, the web-crawling
may include one or more data sources that charge fees for
their use such that using the web-crawling on those data
course may exceed a threshold cost. In other embodiments,
other costs may be considered.

In certain embodiments, the data verification system 1s
configured to process the data on a real-time basis. In certain
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embodiments, the data verification system 1s configured to
process the data on a batch processing or periodic basis.
Quality Control/Method Ranking

In certain embodiments, the data verification system 1s
configured to compare the accuracy of the foregoing data
verification methods and rank the methods. In certain
embodiments, the results of quality control and ranking per-
formed by the quality control module 312 are sent to the
artificial intelligence module 304 to assist the learning pro-
cess and enhance future selection of data verification meth-
ods.

With reference to FIG. 8, the quality control module 312
may check the accuracy of data verification methods at block
810. In certain embodiments, the quality control mvolves
taking a sample of data records previous verified by a data
verification method and compare them to the results of
another data verification method. At block 820, the quality
control module 312 1s configured to dynamically rank, con-
tinuously or periodically, the foregoing data verification
methods relative to their accuracy.

At block 830, the quality control module 312 1s configured
to dynamically compare and/or rank, continuously or peri-
odically, the relative expense of using the foregoing verifica-
tion methods. Optionally, at block 840, the quality control
module 312 1s configured to dynamically compare and/or
rank, continuously or periodically, the foregoing verification
methods based on other business rules.

At block 850, 1n certain embodiments, the quality control
module 312 1s configured to switch dynamically between the
foregoing data verification methods. At block 860, 1n certain
embodiments, the quality control module 312 1s configured to
increase the use of highly ranked data verification methods
over lower ranked data verification methods based on accu-
racy, expense, or other ranking criteria (for example, regula-
tory compliance, timing, and so forth). In certain embodi-
ments, at block 870, the data verification system provides
reports, written or graphical or otherwise, for comparing the
verification methods. The data verification system may pro-
vide reports that include without limitation, for example,
dashboards, scorecards, or the like.

In certain embodiments, the data verification system 1s
configured to signal to an operator or system administrator or
project manager or the like when a certain data verification
methodology falls below a certain accuracy level. In certain
embodiments, the data verification system 1s configured to
cause or start an investigation when the data verification
system detects that a certain data verification methodology
has fallen below a certain accuracy threshold.

Various Embodiments of System and Method Implementa-
tions

In certain embodiments, the systems and methods for veri-
tying and updating data may be embodied 1n part or in whole
in soitware that 1s running on a computing device. The func-
tionality provided for in the components and modules of the
computing device may comprise one or more components
and/or modules. For example, the computing device may
comprise multiple central processing units (CPUs) and a
mass storage device, such as may be implemented 1n an array
ol servers.

In general, the word “module,” “application”, or “engine,”
as used herein, refers to logic embodied 1n hardware and/or
firmware, and/or to a collection of software instructions, pos-
sibly having entry and exit points, written in a programming,
language, such as, for example, Java, C, and/or C++. These
may be compiled and linked 1nto an executable program,
installed 1n a dynamic link library, or may be written 1n an
interpreted programming language such as, for example,
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BASIC, Perl, or Python. It will be appreciated that modules,
applications, and engines may be callable from others and/or
from themselves, and/or may be mvoked in response to
detected events or mterrupts. Instructions may be embedded
in firmware, such as an EPROM.

It will be further appreciated that hardware may be com-
prised of connected logic units, such as gates and flip-tlops,
and/or may be comprised of programmable units, such as
programmable gate arrays or processors. The modules, appli-
cations, and engines described herein are in certain applica-
tions preferably implemented as soitware modules, but may
be represented 1n hardware or firmware 1n other implementa-
tions. Generally, the modules, applications, and engines
described herein refer to logical modules that may be com-
bined with other modules and/or divided into sub-modules
despite their physical organization or storage.

In some embodiments, the computing device(s) communi-
cates with one or more databases that store information on
individuals, households, and businesses, including credit data
and/or non-credit data. This database or databases may be
implemented using a relational database, such as SQLite,
Sybase, Oracle, CodeBase, mySQL, and Microsolt® SQL
Server as well as other types of databases such as, for
example, a flat file database, an entity-relationship database,
and object-oriented database, and/or a record-based database.

In certain embodiments, the computing device 1s IBM,
Macintosh, and/or Lmux/Unix compatible. In another
embodiment, the computing device comprises a server, a
laptop computer, a cell phone, a Blackberry, a personal digital
assistant, a kiosk, or an audio player, for example. In certain
embodiments, the computing device includes one or more
CPUs, which may each include microprocessors. The com-
puting device may further include one or more memory
devices, such as random access memory (RAM) for tempo-
rary storage of information and read only memory (ROM) for
permanent storage ol information, and one or more mass
storage devices, such as hard drives, diskettes, or optical
media storage devices. In certain embodiments, the modules
of the computing are in communication via a standards based
bus system, such as bus systems using Peripheral Component
Interconnect (PCI), Microchannel, SCSI, Industrial Standard
Architecture (ISA) and Extended ISA (EISA) architectures,
for example. In certain embodiments, components of the
computing device communicate via a network, such as a local
area network that may be secured.

The computing 1s generally controlled and coordinated by
operating system software, such as the Windows 95, Win-
dows 98, Windows N'T, Windows 2000, Windows XP, Win-
dows Vista, Linux, SunOS, Solaris, PalmOS, Blackberry OS,
or other compatible operating systems. In Macintosh sys-
tems, the operating system may be any available operating,
system, such as MAC OS X. In other embodiments, the com-
puting device may be controlled by a proprietary operating,
system. Conventional operating systems control and schedule
computer processes for execution, perform memory manage-
ment, provide file system, networking, and I/O services, and
provide a user interface, such as a graphical user interface
(GUI), among other things.

The computing device may include one or more commonly
available input/output (I/0) devices and interfaces, such as a
keyboard, mouse, touchpad, microphone, and printer. Thus,
in certain embodiments the computing device may be con-
trolled using the keyboard and mouse mput devices, while in
another embodiment the user may provide voice commands
to the computing device via a microphone. In certain embodi-
ments, the I/O devices and interfaces include one or more
display device, such as a monitor, that allows the visual pre-
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sentation of data to a user. More particularly, a display device
provides for the presentation of GUIs, application software
data, and multimedia presentations, for example. The com-
puting device may also include one or more multimedia
devices, such as speakers, video cards, graphics accelerators,
and microphones, for example.

In certain embodiments, the I/O devices and interfaces
provide a communication interface to various external
devices. For example, the computing device may be config-
ured to communicate with one or more networks, such as any
combination of one or more L ANs, WANSs, or the Internet, for
example, via a wired, wireless, or combination of wired and
wireless, communication links. The network communicates
with various computing devices and/or other electronic
devices via wired or wireless communication links.

Although the foregoing disclosure has been described 1n
terms of certain embodiments, other embodiments will be
apparent to those of ordinary skill in the art from the disclo-
sure herein. Moreover, the described embodiments have been
presented by way of example only, and are not intended to
limit the scope of the disclosure. Indeed, the novel methods
and systems described herein may be embodied 1n a variety of
other forms without departing from the spirit thereof. Accord-
ingly, other combinations, omissions, substitutions and modi-
fications will be apparent to the skilled artisan 1n view of the
disclosure herein. For purposes of discussing the invention,
certain aspects, advantages and novel features of the mven-
tion have been described herein. Of course, 1t 1s to be under-
stood that not necessarily all such aspects, advantages or
features will be embodied 1n any particular embodiment of
the disclosure.

What 1s claimed 1s:

1. An automated system for verifying data, the system
comprising;

an electronic data store that stores at least one data element

associated with each of a plurality of individuals; and

a computing device 1n communication with the electronic

data store and that 1s configured to:

retrieve from the electronic data store a plurality of data
elements associated with an individual;

select one or more of the plurality of data elements
associated with the individual to be verified;

clectronically locate data similar to the selected one or
more data elements associated with the individual on
one or more network-accessible computing systems,
wherein electronically locating the data similar to the
selected one or more data elements comprises search-
ing a plurality of websites for data associated with the
individual;

compare the selected one or more data elements to the
similar located data; and

based at least 1n part on the comparison, store one or
more updated or appended data elements associated
with the individual i1n the electronic data store,
wherein the one or more data elements are updated or
appended based at least 1n part on the located data.

2. The system of claim 1, wherein comparing the selected
one or more data elements to the similar located data com-
prises determining data quality of both the selected data and
the located data.

3. The system of claim 2, wherein the data quality 1s deter-
mined based at least 1n part on at least one of data complete-
ness or data accuracy.

4. A computer-implemented method comprising:

as implemented by one or more computing devices config-

ured with specific executable instructions,
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retrieving from an electronic data store a plurality of data
elements associated with an individual;

selecting one or more of the plurality of data elements
assoclated with the individual to be verified:

clectronically locating data similar to the selected one or
more data elements associated with the individual on
one or more network-accessible computing systems,
wherein electronically locating the data simailar to the
selected one or more data elements comprises search-
ing a plurality of websites for data associated with the
individual;

comparing the selected one or more data elements to the
similar located data; and

based at least 1n part on the comparison, storing one or
more updated or appended data elements associated
with the individual i1n the electronic data store,
wherein the one or more data elements are updated or
appended based at least 1n part on the located data.

5. The computer-implemented method of claim 4, wherein
comparing the selected one or more data elements to the
similar located data comprises determining data quality o
both the selected data and the located data.

6. The computer-implemented method of claim 5, wherein
the data quality 1s determined based at least 1n part on at least
one of data completeness or data accuracy.

7. A computer-readable, non-transitory storage medium
storing computer executable istructions that, when executed
by one or more computer systems, configure the one or more

computer systems to perform operations comprising;:
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retrieving from an electronic data store a plurality of data
elements associated with an individual;

selecting one or more of the plurality of data elements
associated with the individual to be verified;

clectronically locating data similar to the selected one or
more data elements associated with the individual on
one or more network-accessible computing systems,
wherein electronically locating the data similar to the
selected one or more data elements comprises searching
a plurality of websites for data associated with the indi-
vidual;

comparing the selected one or more data elements to the
similar located data; and

based at least 1n part on the comparison, storing one or
more updated or appended data elements associated
with the 1individual 1n the electronic data store, wherein
the one or more data elements are updated or appended
based at least in part on the located data.

8. The computer-readable, non-transitory storage medium

of claim 7, wherein comparing the selected one or more data

clements to the similar located data comprises determining
data quality of both the selected data and the located data.

9. The computer-readable, non-transitory storage medium
of claim 8, wherein the data quality 1s determined based at
least 1 part on at least one of data completeness or data
accuracy.
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