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CRYPTOGRAPHICALLY ENFORCING
STRICT SEPARATION OF ENVIRONMENTS

BACKGROUND

The present disclosure relates generally to cryptography,
and more particularly to methods and systems for using cryp-
tography to enforce strict separation of computing environ-
ments.

There are many scenarios where 1t 1s beneficial to provide
separate computing environments.

In one scenario, software such as an operating system
kernel may be developed 1n a development computing envi-
ronment, and promoted through a quality assurance comput-
ing environment, a testing computing environment, and a
validation computing environment prior to deployment at a
production computing environment. At a production comput-
ing environment there may be a systems administrator who
installs software according to site or organization localized
provisioning policy. Software that 1s deployed at the produc-
tion computing environment may generally be release stage
soltware, where software deployed at 1n the development,
quality assurance, testing and validation computing environ-
ments may include development applications, testing appli-
cations and pre-release stage software.

In another scenario, there may be a plurality of business
unit computing environments. In each business unit comput-
ing environment there may be a provisioning policy that
certain software 1s to be installed and other software 1s not to
be installed (e.g., an accounting business unit may have
access to accounting soitware but not to human resources
software that 1s used by the human resources business unit).
Similarly, there may be different security domain computing
environments, each with a provisioming policy to configure
systems 1n the particular security domain computing environ-
ment with a particular set of software applications that meet a
certain risk-profile.

In some cases, a systems administrator at one computing,
environment may deploy software 1nto a computing environ-
ment that 1s 1n violation of the provisioning policy for that
computing environment. For example, a systems administra-
tor may deploy an operating system kernel from a develop-
ment computing environment onto a computing device that 1s
a member ol a production computing environment. This
deployment may be a violation of the localized provisioning
policy.

Currently, the deployment of software 1s constrained by the
diligence of a systems administrator to apply provisioning
policy correctly. In many cases, 1t 1s trivial for a systems
administrator to deploy software that violates localized pro-
visioning policy as there 1s no strong enforcement mecha-
nism. It 1s desirable to enforce the localized provisioning
policy.

SUMMARY

According to one example, a method includes assigning a
verilying key to a computing device that belongs to a particu-
lar computing environment, wherein the verifying key 1s a
member of a cryptographic key pair that comprises the veri-
tying key and a signing key; using the verifying key by one or
more of: a firmware application, a boot loader, an operating,
system kernel, or a package manager to verily an application,
wherein the verifying i1s performed by determining whether
the application has a signature that was generated with the
signing key.
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2

According to one example, a system includes a processor
and a memory comprising machine readable instructions that
when executed by the processor, cause the system to: assign a
veritying key to a computing device that belongs to a particu-
lar computing environment, wherein the veritying key 1s a
member of a cryptographic key pair that comprises the veri-
tying key and a signing key; use the verifying key by one or
more of: a firmware application, a boot loader, an operating
system kernel, or a package manager to verily an application,
wherein the veritying i1s performed by determining whether
the application has a signature that was generated with the
signing key.

According to one example, a non-transitory computer
readable medium includes computer readable code for execu-
tion on a processing system, the computer readable program
code comprising computer readable program code to: assign
a veritying key to a computing device that belongs to a par-
ticular computing environment, wherein the verifying key 1s
a member of a cryptographic key pair that comprises the
veritying key and a signing key; use the veritying key by one
or more of: afirmware application, a bootloader, an operating
system kernel, or a package manager to verily an application,
wherein the verifying 1s performed by determining whether
the application has a signature that was generated with the
signing key.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a diagram showing an 1illustrative system for
enforcing separation of environments using cryptography,
according to one example of principles described herein.

FIG. 2A 1s a diagram showing an illustrative computer
network for transmitting data between a server and comput-
ing devices belonging to a plurality of computing environ-
ments, according to one example of principles described
herein.

FIG. 2B 1s a flowchart showing an illustrative distribution
of cryptographically signed software to computing devices
that are members of a plurality of computing environments
and enforcement of localized provisioning policy at the com-
puting devices, according to one example of principles
described herein.

FIG. 3 1s a flowchart showing an 1llustrative method for
enforcing local provisioning policy at a computing device
during initialization of the computing device, according to
one example of principles described herein.

FIG. 4 1s a flow diagram illustrating an exemplary com-
puter system that may perform one or more of the operations
described herein.

DETAILED DESCRIPTION

In the following description, specific details are set forth
describing some embodiments consistent with the present
disclosure. It will be apparent, however, to one skilled 1n the
art that some embodiments may be practiced without some or
all of these specific details. The specific embodiments dis-
closed herein are meant to be illustrative but not limiting. One
skilled in the art may realize other elements that, although not
specifically described here, are within the scope and the spirit
of this disclosure. In addition, to avoid unnecessary repeti-
tion, one or more features shown and described 1n association
with one embodiment may be incorporated into other
embodiments unless specifically described otherwise orifthe
one or more features would make an embodiment non-func-
tional.
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FIG. 1 1s a diagram showing an illustrative system for
enforcing separation of environments using cryptography.
According to the present example, computing system 100
includes processor 102, firmware 104, veritying key 106,
boot loader 108, operating system kernel 110, and memory
112. Processor 102 1s structured to execute instructions from
firmware 104 and memory 112.

In some examples, firmware 104 1s software that 1s embod-
ied 1n a memory such as a non-volatile memory. Examples of
non-volatile memories include Flash EEPROM, battery
backed SRAM, or ferro-electric memories typically referred
to as FRAM or MRAM, and other memories now available or
later developed.

In some examples, computer-executable code, such as a
plurality of instructions stored on memory 112 or firmware
104, and/or any combination thereof, may be executed by
processor 102 to cause processor 102 to carry out or imple-
ment one or more of the methods. In some examples, proces-
sor 102 executes the plurality of instructions 1n connection
with a virtual computing system.

In some examples, combinations of software and hardware
are used for providing enhanced functionality and perfor-
mance for certain embodiments of the present disclosure. In
some examples, software functions are directly manufactured
into a silicon chip. Accordingly, 1t should be understood that
combinations of hardware and software are also included
within the definition of a computer system and are thus envi-
sioned by the present disclosure as possible equivalent struc-
tures and equivalent methods.

According to the present example, firmware 104 1s struc-
tured with access to a verifying key 106 that 1s stored at a
memory location accessible to firmware 104. In another
example, veriiying key 106 may comprise a key database that
includes a plurality of veritying keys. Firmware 104 1s any
standard or proprietary program that 1s capable of verilying a
signature, such as any Unified Extensible Firmware Interface
(UEFI) compliant firmware that supports a secure boot fea-
ture.

According to the present example, veritying key 106 1s a
member of a cryptographic key pair that includes verifying
key 106 and a corresponding signing key, together referred to
as a key pair. The key pair may be keys generated by a
third-party, such as a certificate 1ssuer, or by a user of the
system using any standard or proprietary program, such as
OPENSSL, 1n accordance with any cryptography standard,
such as X.509. The key pair may be any standard or propri-
ctary type of key patir, such as an RSA public key and private
key.

In the present example, boot loader 108 may be any stan-
dard or proprietary program, such as GRUB (Grand Unified
Bootloader), which may select an operating system kernel or
specific kernel configuration to load during an imitialization
process at computing system 100. In this example, boot
loader 108 1s structured with a veritying key and a signature.

In another example, boot loader 108 1s structured as a
first-stage boot loader and a second-stage boot loader. The
first-stage boot loader 1s structured with a verifying key and a
signature. The first-stage boot loader may be any standard or
proprietary program, such as SHIM, which loads a second-
stage boot loader. The second-stage boot loader 1s software,
such as GRUB, which may select an operating system kernel
or specific kernel configuration to load during an 1nitializa-
tion process at a computing device. The second stage boot
loader 1s structured with a veritying key and a signature.

Although only one operating system kernel 1s shown 1n
FIG. 1, memory 112 may store a plurality of operating system
kernels.
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Operating system kernel 110 may be any standard or pro-
prictary operating system kernel software, including WIN-
DOWS, LINUX, UNIX and OS X based operating system
kernels, for example.

In the present example, each operating system kernel 1s
structured with a veriiying key and a signature.

In the present example, boot loader 108 and operating
system kernel 110 are stored in memory 112. In another
example, memory 112 comprises a plurality of memory
devices and boot loader 108 and operating system kernel 110
are stored 1n separate memory devices. Further, in the plural-
ity of memory devices example, a first memory device stores
a first operating system kernel, and a second memory device
stores a second operating system kernel. In another example,
a boot loader or operating system kernel each are divided nto
a plurality of sub-parts such that each sub-part 1s stored on a
different memory device.

In one example, processor 102, firmware 104, boot loader
108 and operating system kernel 110 are integrated within a
stand-alone device. In another example, processor 102, firm-
ware 104, boot loader 108 and operating system kernel 110
are 1mplemented 1n two or more devices that are coupled
together. For example, memory 112 may be aremote memory
that 1s accessible via a network.

In some examples, the network may include a modem,
network card, or any other device to enable computing system
100 to communicate with other computing devices. In some
examples, a computing device represents a plurality of inter-
connected (whether by intranet or Internet) computer sys-
tems, including without limitation, personal computers,
mainirames, personal digital assistants (PDAs), digital hubs,
smart televisions, set-top boxes, streaming boxes, smart-
phones and cell phones.

The venifying keys and signatures structured into the ele-
ments of computing system 100 provide a strong enforcement
mechanism of site or organization localized provisioning
policy, as will be described 1n more detail with respect to the
tollowing figures.

FIG. 2A 1s a diagram showing an illustrative computer
network for communicating data between a server and com-
puting devices that are members of computing environments.

In the present example, a computer network 200 comprises
a server 202 and computing devices 206, 208 and 210. Server
202 1s capable of provisioming and deploying soitware to
other systems, and may be referred to as a provisioning server.
Server 202 1s structured with access to signing keys for one or
more computing environments. Signing keys “sign’” applica-
tions that are deployed to computing devices in each comput-
ing environment. In this example, “signing” an application
means encrypting an application’s content, a hash of the
application’s content or some other data relating to the appli-
cation using a signing key. The encrypted data 1s referred to as
a signature for the application. Such signatures may also be
referred to as digital signatures. A signature for an application
may be embedded 1nto the application itself or included with
the application 1n a separate file.

In the present example, the application 1includes a check-
sum or other code that can be used verity that the contents of
the application have not been modified. The application may
be encrypted and/or compressed.

Computing environments may be, for example, a Class A
computing environment, Class B computing environment
and Class C computing environment that may correspond to
a development environment, a quality assurance environment
and a production environment, respectively. There may be
computing environments 1n addition to those shown, such as
a testing environment. Fach computing environment may
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include one or more computing devices. In another example,
cach computing environment 1s a particular security domain
or business unit.

In the present example, each computing environment 1s
assigned a cryptographic key pair that comprises a signing
key and a veritying key. In this example, each cryptographic
key pair 1s unique to a particular computing environment.

In some examples, the signing key may be referred to as a
“private key” and the verifying key may be referred to as a
“public key.” As 1s explained above, the signing key 1s used to
generate a signature for an application. The signature may be
decrypted using the verifying key that 1s a member of the
same key pair as the signing key used to generate the signa-
ture. The decrypted signature data may then be compared to
application data to determine whether there 1s a match. For
example, 11 the signature 1s an encrypted hash of the applica-
tion’s contents, decrypted signature data may be compared to
a calculated hash of the application’s contents to determine
whether there 1s a match. If there 1s amatch, then the signature
1s considered to be “verified.” The decryption of the signature
using the verifying key and successtul matching of the sig-
nature’s decrypted contents 1s referred to as “veritying the
signature.”

In the present example, computing device 206 1s a member
of the Class A computing environment and 1s structured with
access to the veritying keys for the Class A computing envi-
ronment. Computing device 208 1s a member of the Class B
computing environment and 1s structured with access to the
veritying keys for the Class B computing environment. Com-
puting device 210 1s a member of the Class C computing
environment and 1s structured with access to the verifying
keys for the Class C computing environment.

The computing devices 1n this example are coupled via
network 204, which communicates data between server 202
and computing devices 206, 208, and 210. In another
example, the computing devices communicate data via a
medium other than a network medium, such as by using a
FLASH drive or another type of computer readable storage
device to transter data.

In another example, a computing device may be a member
of a plurality of computing environments, such that the com-
puting device 1s assigned the verifying key for each of the
computing environments for which the computing device 1s a
member.

FIG. 2B 1s a flowchart showing an illustrative network
distribution of a cryptographically signed application to com-
puting devices belonging to a plurality of computing environ-
ments.

In the present example, at step 211 server 202 signs a
soltware application for Class A computing device 206 using
the Class A signing key, and transmaits the application to Class
A computing device 206.

In the present example, the application may be structured
with a verifying key. For example, the application may be a
first-stage boot loader that 1s structured with a veritying key
for a second-stage boot loader. In another example, the appli-
cation may be a second-stage boot loader that 1s structured
with a verifying key for an operating system. In another
example, the application may be an operating system that 1s
structured with a verifying key for one or more run-time
applications. Server 202 may structure the applications with
the veritying keys prior to transmitting the applications, or
users may enroll keys alfter receiving the applications from
server 202.

In the present example, server 202 deploys the application
tor development and testing at Class A computing device 206.
Class A computing device 206 verifies the application with
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the Class A verifying keys. After testing the application at
Class A computing device 206, a determination 1s made that
the application 1s ready for deployment 1n a Class B comput-
ing environment.

In the present example, at step 212 Class A computing
device 206 transmits the application to server 202. In this
example, the application still has the Class A signature.

Atstep 214, server 202 strips the Class A signature from the
application. The application 1s at that time placed into an
unsigned state. In one example, the stripping of the signature
requires server 202 to decrypt the application and/or Class A
signature using the Class A veritying key.

At step 216, the server 202 inputs a Class B signing key and
the application into a cryptographic signing function to deter-
mine a Class B signature for the application. The Class B
signature 1s embedded with the application.

In the present example, at step 218, Class B computing
device 208 downloads the application and signature that was
generated using the Class B signing key.

At step 220, Class B computing device 208 imnputs 1ts Class
B veriiying key, the application and the signature into a veri-
tying function. The Class B veritying key 1s accessible to
Class B computing device 208. For example, 11 the applica-
tion 1s a run-time application, the Class B verifying key may
have been deployed with the operating system that the Class
B computing device 1s executing. In another example, 1f the
application 1s an operating system, the Class B verifying key
may have been deployed with the boot loader that the Class B
computing device 1s executing. In another example, 11 the
application 1s a boot loader, the Class B veritying key may
have been deployed with the firmware that the Class B com-
puting device 1s executing.

Class B computing device 208 1s able to verily the signa-
ture because the Class B verifying key 1s a member of same
key pair as the Class B signing key that signed the application.

At step 222, Class C computing device 210 downloads the
application and signature that was generated using the Class
B signing key.

At step 224, Class C computing device 210 mputs 1ts Class
C veritying key, the application and the Class B signature into
a signature verifying function. Class C computing device 210
1s not able to verily the signature because the Class C verify-
ing key 1s not a member of same cryptographic key pair as the
Class B signing key that was used to sign the application.
Class C computing device 210 does not have access to the
Class B veritying key in order to verify the signature.

Accordingly, a provisioning policy 1s enforced that man-
dates that Class A computing devices 206 only execute appli-
cations that are itended to be used 1n a Class A computing
environment, Class B computing devices 208 only execute
applications that are intended to be used in a Class B com-
puting environment, and Class C computing devices 210 only
execute applications that are intended to be used 1n a Class C
computing environment.

FIG. 3 1s a flowchart showing an 1illustrative method for
enforcing local provisioning policy at a computing device
during 1nitialization of the computing device, such as during
a booting process.

In the present example, the computing device 1s a member
ol a particular computing environment and has access 1o one
or more stored veritying keys corresponding that that com-
puting environment.

At step 302, the computing device 1s mitialized during
what 1s typically referred to as “booting up” the computing
device. In this example, the processor at the computing device
executes firmware code attached to a particular memory
address. At step 304, the code at the particular memory



US 9,325,506 B2

7

address either searches for a boot loader or reads a variable
that identifies the location of the boot loader. If the boot loader
1s not located, the boot loader would not be executed and
typically an error would result at step 308.

For most users 1t 1s not convenient, or the user may not have
access, to update a veritying key stored on the firmware. In
this example, first-stage boot loader serves as a helper appli-
cation to enroll a verifying key for second-stage boot loader.
In this example, by using a first-stage boot loader, updates to
1) a boot loader, such as GRUB, that selects an operating
kernel to boot and 11) the operating system kernel, typically
would not require updating a verifyving key stored i the
firmware. The use of first-stage boot loader and second-stage
bootloader, in this example, results 1n the advantage of amore
secure and convenient key management mechanism.

In this example, a first-stage boot loader 1s located. The
first-stage boot loader 1s loaded 1nto memory at step 306.

At step 310, a processor executes firmware code to deter-
mine whether the located first-stage boot loader 1s signed. IT
the first-stage boot loader 1s signed, the processor executes
firmware code to verily the first-stage boot loader with a
verilying key that 1s accessible to the firmware. It the first-
stage boot loader 1s not signed or if the signature 1s not
verified, the first-stage boot loader 1s not executed and typi-
cally an error results at step 308.

If the first-stage boot loader signature 1s verified, then the
first-stage boot loader 1s executed at step 312 to load a second-
stage boot loader into memory. The first-stage boot loader
determines whether the second-stage boot loader 1s signed at
step 314. It the second-stage boot loader 1s signed, then the
first-stage boot loader attempts to verily the signature using a
verilying key that is accessible to the first-stage boot loader at
step 316. I the second-stage boot loader 1s not signed or 11 the
signature 1s not verified, the second-stage boot loader 1s not
executed and typically an error would result at step 318.

In another example, there 1s no first-stage boot loader and
the firmware instead loads the second-stage boot loader and
verifies the signature of the second-stage boot loader using,
the verifyving key that 1s accessible (1.e., rather than loading
and verilying a first-stage boot loader). The method would
proceed, after that point, similar to the method using first-
stage and second-stage boot loaders as illustrated in FIG. 3
and described below.

In the present example, at step 320, the signature second-
stage boot loader 1s verified and the second-stage boot loader
1s executed.

At step 322, the processor executes the second-stage boot
loader to load an operating system kernel into memory. In the
present example, the second-stage boot loader provides a list
of operating system kernels to load from which the user
makes a selection. In another example, the second-stage boot
loader automatically loads a particular operating system ker-
nel without providing the user with an opportunity to make a
selection.

At step 324, the second-stage boot loader determines
whether the operating system kernel 1s signed. If the operat-
ing system kernel 1s signed, the second-stage boot loader uses
a veritying key accessible to the second-stage boot loader to
verily the operating system kernel signature. It the operating
system kernel 1s not signed or 11 the signature is not verified,
the operating system kernel 1s not executed and typically an
error would result at step 326. At step 326, 1n some examples,
a user 1s provided with another opportunity to select an oper-

ating system kernel to load.
At step 328, the operating system kernel signature 1s veri-
fied and the operating system kernel 1s executed.
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Once the operating system kernel 1s running, additional
functionality may be provided that 1s not shown, such as
executing a package manager. A package manager may have
access to one or more verifying keys that are used to verity
signatures ol applications that the computing device 1s
attempting to install and execute. In this example, the provi-
sioning policy 1s enforced both during initialization, as
described above, as well as during runtime by the package
manager.

In this example, applications are packaged for distribution
into container formats. A package manager may be one or
more software tools that verily file checksums to ensure com-
plete and correct packages, verity digital signatures of pack-
ages, decompress and extract applications from packages,
install, upgrade, configure and remove applications. Pack-
ages may be structured as any standard or proprietary con-
tainer format, such as .rpm, .deb, .slp, .pkg, .tgz, and so forth.
Examples of package managers include RPM package man-
ager, dpkg, OpenPKG, Steam, Windows 1nstaller, and so
forth.

FIG. 4 illustrates a diagram of a machine 1n the exemplary
form of a computer system 400 within which a set of instruc-
tions, for causing the machine to perform any one or more of
the methodologies discussed herein, may be executed. In
other examples, the machine may be connected (e.g., net-
worked) to other machines 1n a LAN, an intranet, an extranet,
or the Internet. The machine may operate 1n the capacity of a
server or a client machine in client-server network environ-
ment, or as a peer machine 1n a peer-to-peer (or distributed)
network environment. The machine may be a personal com-
puter (PC), a tablet PC, a set-top box (STB), a Personal
Digital Assistant (PDA), a cellular telephone, a web appli-
ance, a server, a network router, switch or bridge, or any
machine capable of executing a set of instructions (sequential
or otherwise) that specily actions to be taken by that machine.
Further, while only a single machine is illustrated, the term
“machine” shall also be taken to include any collection of
machines that individually or jointly execute a set (or multiple
sets) of instructions to perform any one or more of the meth-
odologies discussed herein.

Exemplary computer system 400 includes processing
device (processor) 402, main memory 404 (e.g., read-only
memory (ROM), flash memory, dynamic random access
memory (DRAM) such as synchronous DRAM (SDRAM),
double data rate (DDR SDRAM), or DRAM (RDRAM),
etc.), static memory 406 (¢.g., flash memory, static random
access memory (SRAM), etc.), and data storage device 418,
which communicate with each other via bus 430. Processor
402 represents one or more general-purpose processing
devices such as a microprocessor, central processing unit, or
the like.

More particularly, processor 402 may be a complex
istruction set computing (CISC) microprocessor, reduced
instruction set computing (RISC) microprocessor, very long
instruction word (VLIW) microprocessor, or a processor
implementing other instruction sets or processors implement-
ing a combination of mstruction sets. Processor 402 may also
be one or more special-purpose processing devices such as an
application specific mtegrated circuit (ASIC), a field pro-
grammable gate array (FPGA), a digital signal processor
(DSP), network processor, or the like. Processor 402 1s con-
figured to execute 1nstructions for performing the operations
and steps discussed herein.

Computer system 400 may further include network inter-
face device 408.

Computer system 400 also may include video display unit
410 (e.g., a liquid crystal display (LCD) or a cathode ray tube




US 9,325,506 B2

9

(CRT)), alphanumeric input device 412 (e.g., a keyboard),
cursor control device 414 (e.g., a mouse), and signal genera-
tion device 416 (e.g., a speaker).

Data storage device 418 may include a computer-readable
storage medium on which 1s stored one or more sets of
istructions (e.g., software) embodying any one or more of
the methodologies or functions described herein. The mnstruc-
tions may also reside, completely or at least partially, within
main memory 404 and/or within processor 402 during execu-
tion thereof by computer system 400, main memory 404 and
processor 402 also constituting computer-readable storage
media. The instructions may further be transmitted or
received over network 420 via network interface device 408.

In one example, the nstructions are for enforcing separa-
tion of environments using cryptography (computing system
100 of FIG. 1) and/or a software library containing methods
that call a system for enforcing separation of environments
using cryptography. While data storage device 418 1s shown
in an example to be a single medium, the term “data storage
device” should be taken to include a single medium or mul-
tiple media (e.g., a centralized or distributed database, and/or
associated caches and servers) that store the one or more sets
ol 1nstructions.

The term “computer-readable storage medium™ shall also
be taken to include any medium that 1s capable of storing,
encoding or carrving a set of instructions for execution by the
machine and that cause the machine to perform any one or
more of the methodologies of the present disclosure. The term
“computer-readable storage medium” shall accordingly be
taken to include, but not be limited to, solid-state memories,
optical media, and magnetic media. In the foregoing descrip-
tion, numerous details are set forth. It will be apparent, how-
ever, to one of ordinary skill 1n the art having the benetit of this
disclosure, that the present disclosure may be practiced with-
out these specific details. In some 1nstances, well-known
structures and devices are shown in block diagram form,
rather than 1n detail, 1n order to avoid obscuring the present
disclosure.

Some portions of the detailed description have been pre-
sented 1n terms of algorithms and symbolic representations of
operations on data bits within a computer memory. An algo-
rithm 1s here, and generally, conceived to be a self-consistent
sequence of steps leading to a desired result. The steps are
those requiring physical manipulations of physical quantities.
Usually, though not necessarily, these quantities take the form
of electrical or magnetic signals capable of being stored,
transierred, combined, compared, and otherwise manipu-
lated. It has proven convenient at times, for reasons of com-
mon usage, to refer to these signals as bits, values, elements,
symbols, characters, terms, numbers, or the like.

It should be borne 1n mind, however, that all of these and
similar terms are to be associated with the appropriate physi-
cal quantities and are merely convenient labels applied to
these quantities. Unless specifically stated otherwise as
apparent from the following discussion, it 1s appreciated that
throughout the description, discussions utilizing terms such
as “computing”’, “comparing”’, “applying”, “creating”’, “rank-
ing,” “classitying,” or the like, refer to the actions and pro-
cesses of a computer system, or similar electronic computing
device, that manipulates and transforms data represented as
physical (e.g., electronic) quantities within the computer sys-
tem’s registers and memories into other data similarly repre-
sented as physical quantities within the computer system
memories or registers or other such information storage,
transmission or display devices.

Certain examples of the present disclosure also relate to an
apparatus for performing the operations herein. This appara-
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tus may be constructed for the intended purposes, or i1t may
comprise a general-purpose computer selectively activated or
reconiigured by a computer program stored in the computer.
Such a computer program may be stored in a computer read-
able storage medium, such as, but not limited to, any type of
disk including optical disks, CD-ROMs, and magnetic-opti-
cal disks, read-only memories (ROMs), random access
memories (RAMs), EPROMs, EEPROMs, magnetic or opti-
cal cards, or any type of media suitable for storing electronic
instructions.

Although 1llustrative embodiments have been shown and
described, a wide range of modification, change and substi-
tution 1s contemplated 1n the foregoing disclosure and 1n some
instances, some features of the embodiments may be
employed without a corresponding use of other features. One
of ordinary skill in the art would recognize many varations,
alternatives, and modifications. Thus, the scope of the mnven-
tion should be limited only by the following claims, and 1t 1s
appropriate that the claims be construed broadly and 1n a
manner consistent with the scope of the embodiments dis-
closed herein.

What 1s claimed 1s:

1. A method performed by a computing system for enforc-
ing strict separation of software, the method comprising:

receving, at a server, an application that includes a first

signature, the first signature generated by a first signing,

key,

wherein the first signing key 1s a member of a first
cryptographic key pair that comprises a first verifying
key and the first signing key, and

wherein the first verifying key 1s accessible to one or
more computing devices that are members of a first
computing environment;

removing, at the server, the first signature from the appli-

cation;

generating, at the server, a signed application by associat-

ing a second signature with the application,

wherein the second signature 1s generated by a second
signing key that 1s a member of a second crypto-
graphic key pair that comprises a second verifying
key and the second signing key,

wherein the second verifying key 1s accessible to one or
more computing devices that are members of a second
computing environment, and

wherein the first computing environment and the second
computing environment are different computing envi-
ronments selected from the group comprising: a
development environment, a quality assurance envi-
ronment, a testing environment, and a production
environment:

loading the signed application into memory at a computing,

device; and at least one of:

determining that the signed application 1s verified 1f the
computing device 1s a member of the second comput-
Ing environment, or

determining that the signed application 1s not verified 1f
the computing device 1s not a member of the second
computing environment.

2. The method of claim 1, wherein the first computing
environment and the second computing environment corre-
spond to different security domain computing environments.

3. The method of claim 1, wherein the first computing
environment and the second computing environment corre-
spond to different business unit computing environments.

4. The method of claim 1, wherein the computing device
verifies the signed application during imtialization of the
computing device.
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5. The method of claim 4, wherein the initialization com-
prises using one or more verifying keys, wherein at least one
ol the one or more veritying keys 1s the second verifying key;

the nitialization further comprising;:

executing a firmware code to load a boot loader;

using the one or more veritying keys, verilying a signa-
ture associated with a boot loader:

upon veritying the signature associated with the boot
loader, executing the boot loader to load an operating
system kernel;

using the one or more veritying keys, verilying a signa-
ture associated with the operating system kernel; and

upon veritying of the signature associated with the oper-
ating system kernel, executing the operating system
kernel,
wherein one of: 1) the boot loader or 11) the operating

system kernel, 1s the signed application.

6. The method of claim 1, wherein a package manager uses
the second verifying key to verity the second signature.

7. The method of claim 1, wherein the computing device 1s
a member of a plurality of computing environments and has
access to veritying keys for each one of the plurality of
computing environments for which the computing device 1s a
member.

8. The method of claim 1, wherein the first cryptographic
key pair and the second cryptographic key pair enforce site or
organization localized provisioning policy at the first com-
puting environment and the second computing environment.

9. A non-transitory machine-readable medium having
stored thereon machine-readable instructions executable to
cause a machine to perform operations comprising;:

receiving an application that includes a first signature, the

first signature generated by a first signing key,

wherein the first signing key 1s a member of a first
cryptographic key pair that comprises a first veriiying
key and the first signing key, and

wherein the first verifying key 1s accessible to one or
more computing devices that are members of a first
computing environment;

removing the first signature from the application;

generating a signed application by associating a second

signature with the application,

wherein the second signature 1s generated by a second
signing key that 1s a member of a second crypto-
graphic key pair that comprises a second verilying
key and the second signing key,

wherein the second verilying key 1s accessible to one or
more computing devices that are members of a second
computing environment, and

wherein the first computing environment and the second
computing environment are different computing envi-
ronments selected from the group comprising: a
development environment, a quality assurance envi-
ronment, a testing environment, and a production
environment:

wherein the signed application 1s loaded into memory at
a computing device that determines at least one of:

that the signed application 1s verified if the computing
device 1s a member of the second computing environ-
ment, or

that the signed application 1s not verified 1f the comput-
ing device 1s not a member of the second computing
environment.

10. The non-transitory machine-readable medium of claim
9, wherein the first computing environment and the second
computing environment correspond to different security
domain computing environments.
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11. The non-transitory machine-readable medium of claim
9, wherein the first computing environment and the second
computing environment correspond to different business unit
computing environments.
12. The non-transitory machine-readable medium of claim
9, wherein the computing device verifies the signed applica-
tion during nitialization of the computing device.
13. The non-transitory machine-readable medium of claim
12, wherein the mitialization comprises using one or more
verilying keys, wherein at least one of the one or more veri-
tying keys 1s the second veritying key;
the 1nitialization further comprising:
executing a firmware code to load a boot loader;
using the one or more veritying keys, verilying a signa-
ture associated with a boot loader:;

upon veritying the signature associated with the boot
loader, executing the boot loader to load an operating,
system kernel;

using the one or more veritying keys, verifying a signa-
ture associated with the operating system kernel; and

upon verilying of the signature associated with the oper-
ating system kernel, executing the operating system
kernel,
wherein one of: 1) the boot loader or 11) the operating

system kernel, 1s the signed application.
14. The non-transitory machine-readable medium of claim
9, wherein a package manager uses the second veritying key
to verily the second signature.
15. A system comprising:
a server including one or more hardware processors
coupled to a non-transitory memory and configured to
read instructions from the non-transitory memory to
cause the server to perform operations comprising:
recerving an application that includes a first signature, the
first signature generated by a first signing key,
wherein the first signing key 1s a member of a first
cryptographic key pair that comprises a first veriiying
key and the first signing key, and

wherein the first verifying key 1s accessible to one or
more computing devices that are members of a first
computing environment;
removing the first signature from the application;
generating a signed application by associating a second
signature with the application,
wherein the second signature 1s generated by a second
signing key that 1s a member of a second crypto-
graphic key pair that comprises a second verilying
key and the second signing key,

wherein the second verilying key 1s accessible to one or
more computing devices that are members of a second
computing environment, and

wherein the first computing environment and the second
computing environment are different computing envi-
ronments selected from the group comprising: a
development environment, a quality assurance envi-
ronment, a testing environment, and a production
environment;

wherein the signed application 1s loaded into memory at
a computing device that determines at least one of:

that the signed application 1s verified 11 the computing
device 1s a member of the second computing envi-
ronment, or

that the signed application 1s not verified 11 the com-
puting device 1s not a member of the second com-
puting environment.
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16. The system of claim 15, wherein the first computing
environment and the second computing environment corre-
spond to different security domain computing environments.

17. The system of claim 15, wherein the first computing
environment and the second computing environment corre-
spond to different business unit computing environments.

18. The system of claim 15, wherein the computing device
verifies the signed application during imtialization of the
computing device.

19. The system of claim 18, wherein the initialization com-
prises using one or more verilying keys, wherein at least one
ol the one or more veritying keys 1s the second verifying key;

the mitialization further comprising;:

executing a firmware code to load a boot loader;

using the one or more veritying keys, verifying a signa-
ture associated with a boot loader:;

upon veritying the signature associated with the boot
loader, executing the boot loader to load an operating
system kernel;

using the one or more veritying keys, verilying a signa-
ture associated with the operating system kernel; and

upon verilying of the signature associated with the oper-
ating system kernel, executing the operating system
kernel,
wherein one of: 1) the boot loader or 11) the operating

system kernel, 1s the signed application.

20. The system of claim 15, wherein a package manager

uses the second verilying key to verity the second signature.
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