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1

STORAGE SYSTEM AND DATA
MANAGEMENT METHOD

TECHNICAL FIELD

The present invention relates to a storage system and a data
management method and 1s suited for use 1n a storage system
and data management method for constructing a disaster

recovery system between the storage system and other stor-
age systems.

BACKGROUND ART

Recently, awareness of the importance of satfe data storage
and retainment has been being heightened and demands for
the disaster recovery system have been increasing 1n a data
storage market. When some failure occurs at a data storage
base, where data 1s stored (hereinaiter referred to as the data
center), and a system stops, the disaster recovery system 1s a
system for switching services to another system to continue
the services and minimizing the damage caused by the system
stop.

Conventionally, the disaster recovery system where two
data centers are provided and the two points are connected has
been realized. However, 11 the disaster recovery system 1s
constructed at the two data centers and a failure occurs at one
data center, only the other data center continues services,
thereby increasing a load and significantly degrading perior-
mance.

So, PTL 1 discloses a technique to construct a disaster
recovery system at three or more data centers. The disaster
recovery system of PTL 1 guarantees data ordinality and
climinates data mnconsistency by taking over the data update
status between the data centers.

CITATION LIST

Patent Literature

[PTL 1]
US 2003/0051111 Al
SUMMARY OF INVENTION
Technical Problem

However, 11 the disaster recovery system 1s constructed at
three or more data centers, the same data has to be shared by
all the data centers, thereby causing problems of wastetul use
of bandwidths and resources for data transfer. The present
invention was devised in consideration of the above-de-
scribed circumstances and aims at suggesting storage system
and data management method capable of constructing an
cilicient disaster recovery system for three or more data cen-
ters.

Solution to Problem

In order to solve the above-described problems, the present
invention provides a storage system for managing a plurality
of data centers, wherein the data center includes: a business
server for executing an application in response to an input/
output request; a storage system for providing a {irst storage
area storing data in response to a request from the business
server; and a management server for managing a second data
center or a third data center among the plurality of data
centers as a failover location when a system of a first data
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center having the first storage area stops; and wherein the
management server copies all pieces of data stored 1n the first
storage area to a second storage arca managed by a storage
system of the second data center and copies part of the data
stored 1n the first storage area to a third storage area managed
by a storage system of the third data center.

According to the above-described configuration, a disaster
recovery system 1s constructed from the first data center, the
second data center, and the third data center; all pieces of data
stored in the first storage area of the first data center are copied
to the second storage area of the second data center; and part
ol the data stored the first storage area of the first data center
1s copied to the third storage area of the third data center.
Accordingly, with the disaster recovery system constructed
from three or more data centers, only part of the first storage
area of the first data center 1s copied to the third storage area
of the third data center, so that consumption of resources such
as bandwidths and CPUs required for data transier as well as
the storage area capacity can be cut down and the efficient
disaster recovery system can be constructed.

Advantageous Effects of Invention

According to the present mnvention, the etficient disaster
recovery system at three or more data centers can be con-

structed and wastetul use of bandwidths and resources for
data transier can be prevented.

BRIEF DESCRIPTION OF DRAWINGS

FIG. 11s ablock diagram showing the overall configuration
of a first embodiment according to the present invention.

FIG. 2A 1s a conceptual diagram showing the outline of the
embodiment.

FIG. 2B 1s a conceptual diagram showing the outline of the
embodiment.

FIG. 2C 1s a conceptual diagram showing the outline of the
embodiment.

FIG. 3 1s a block diagram showing the configuration of a
data center according to the embodiment.

FIG. 4 1s a block diagram showing the configuration of a
management server according to the embodiment.

FIG. § 1s a block diagram showing the configuration of a
storage apparatus according to the embodiment.

FIG. 6 1s a chart showing an example of an AP performance
requirement management table according to the embodiment.

FIG. 7 1s a chart showing an example of a DC resource
management table according to the embodiment.

FIG. 8 1s a chart showing an example of an active resource
management table according to the embodiment.

FI1G. 9 1s a chart showing an example of a DR configuration
management table according to the embodiment.

FIG. 10 1s a chart showing an example of a policy manage-
ment table according to the embodiment.

FIG. 11 1s a chart showing an example of an intra-volume
data arrangement management table according to the
embodiment.

FIG. 12 1s a flowchart illustrating disaster recovery con-
figuration construction processing according to the embodi-
ment.

FIG. 13 1s a flowchart illustrating the disaster recovery
configuration construction processing according to the
embodiment.

FIG. 14 1s a flowchart illustrating the disaster recovery
configuration construction processing according to the
embodiment.
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FIG. 15 1s a flowchart illustrating the disaster recovery
configuration construction processing according to the
embodiment.

FI1G. 16 1s a flowchart 1llustrating data update processing in
a disaster recovery configuration according to the embodi-
ment.

FI1G. 17 1s a flowchart 1llustrating the data update process-
ing 1n the disaster recovery configuration according to the
embodiment.

FI1G. 18 15 a flowchart 1llustrating the data update process-
ing 1n the disaster recovery configuration according to the
embodiment.

FI1G. 19 15 a flowchart 1llustrating the data update process-
ing 1n the disaster recovery configuration according to the
embodiment.

FI1G. 20 1s a flowchart 1llustrating the data update process-
ing 1n the disaster recovery configuration according to the
embodiment.

FIG. 21 1s a flowchart illustrating failover processing
according to the embodiment.

FIG. 22 1s a flowchart 1llustrating the failover processing
according to the embodiment.

FIG. 23 15 a flowchart 1llustrating the failover processing,
according to the embodiment.

FI1G. 24 1s a flowchart 1llustrating the failover processing
according to the embodiment.

FIG. 25 1s a flowchart illustrating failover processing
according to the embodiment.

FIG. 26 1s a flowchart illustrating migration processing,
according to the embodiment.

FI1G. 27 1s a flowchart illustrating the migration processing,
according to the embodiment.

FI1G. 28 1s a flowchart illustrating the migration processing,
according to the embodiment.

FI1G. 29 15 a flowchart illustrating the migration processing
according to the embodiment.

FI1G. 30 1s a flowchart illustrating the migration processing,
according to the embodiment.

FI1G. 31 1s a flowchart illustrating the migration processing,
according to the embodiment.

FI1G. 32 1s a chart showing an example of a data center cost
level management table according to a second embodiment.

FIG. 33 1s an application accounting level management
table according to the embodiment.

FIG. 34 1s a flowchart illustrating disaster recovery con-

figuration construction processing according to the embodi-
ment.

FIG. 35 1s a flowchart illustrating full copy destination
decision processing according to the embodiment.

FIG. 36 1s a tflowchart illustrating partial copy destination
decision processing according to the embodiment.

DESCRIPTION OF EMBODIMENTS

An embodiment of the present invention will be explained
below 1n detail with reference to the attached drawings.

(1) First Embodiment

(1-1) Outline of this Embodiment

Firstly, the outline of this embodiment will be explained.
The storage system according to this embodiment includes
three or more data centers and a disaster recovery system 1s
constructed at these data centers. When conventionally the
disaster recovery system 1s constructed at two data centers
and one of the data centers fails, services are continued at only

10

15

20

25

30

35

40

45

50

55

60

65

4

the other data center and, therefore, a load increases, causing,
a problem of significant performance degradation.

S0, a technique to construct a disaster recovery system at
three or more data centers 1s disclosed. However, 1f a disaster
recovery system 1s constructed at three or more data centers,
all data centers have to share the same data, thereby causing a
problem of wasteful use of bandwidths and resources for
transfer of the data. Furthermore, 1t a failover location for the
occurrence of a failure(s) i1s fixed even when the disaster
recovery system 1s constructed at three or more data centers,
a load on the data center which 1s the fixed failover location
increases, which may possibly atfect services.

Therefore, when the disaster recovery system 1s con-
structed at three or more data centers, for example, duplica-
tion of data 1s performed 1n this embodiment according to the
usage of storage recourses at the data centers where the disas-
ter recovery system 1s constructed. For example, as shown in
FIG. 1, the disaster recovery system 1s constructed at three
data centers, that 1s, a first data center (hereinafter sometimes
referred to as DC1) 10a, a second data center (hereinafter
sometimes referred to as DC2) 105, and a third data center
(heremaiter sometimes referred to as DC3) 10c.

Referring to FI1G. 1, the second data center 105 or the third
data center 10c¢ 1s set as a failover location of the first data
center 10a. In this embodiment, the disaster recovery system
can be constructed according to the usage of storage
resources at the two data centers, one of which can become a
fallover location (first object); a failover can be executed
based on the status of unused resources of the relevant data
center (second object); and migration can be executed by
predicting an increase of load on each data center (third
object). The detailed explanation will be give below.

(First Object)

When constructing the disaster recovery system at three
data centers, a full copy of data 1s stored 1n a storage apparatus
of one of the two data centers, which may become a failover
location, and a partial copy of the data is stored 1n a storage
apparatus of the other data center. For example, the order of
priority 1s set to DC2 and DC3, which may become the
tallover location, 1n descending order of a remaining resource
rate as shown 1n FIG. 2A (STEP 01). So, a tull copy (S1-Vol)
of a primary volume (P-Vol) 1s created at DC2 with a larger
remaining resource amount (STEP 02). Then, a partial copy
(S2-Vol) of the primary volume (P-Vol) 1s created at DC3 with
a smaller remaining resource amount.

Since the full copy 1s stored 1n the storage apparatus of not
all the data centers which may become the failover location,
wastelul use of resources such as bandwidths, processors, and
a volume capacity that are required for data transfer when
constructing the disaster recovery system 1s prevented.

(Second Object)

Furthermore, 11 DC1 having the primary volume fails, an
application(s) 1s restored according to an unused resource
amount of DC2 and DC3 which may become the failover

location. For example, 1f DC1 goes down due to a failure of
DC1 as shown 1in FIG. 2B (STEP 11), the unused resource

amount of DC2 1s compared with that of DC3 and AP1 1s
restored at DC3 with a larger unused resource amount (STEP
12). Since the unused resource amount of DC3 decreases by
restoring AP1 at DC3 1n STEP 12, AP2 1s restored at DC2
whose current unused resource amount 1s large (STEP 13).

A load bias after the failover can be minimized by deciding
the failover location according to the status of the unused
resource amount as described above.

(Third Object)

Furthermore, changes of the operation status of applica-
tions are detected and the applications are migrated before the




US 9,317,381 B2

S

used resources change. For example, as shown in FIG. 2C,
changes of the operation status of the application AP1 are
firstly detected (STEP 21). Changes of the operation status of
the application AP1 are, for example, changes of the number
of users who use the application AP1. Then, changes of used
resources along with changes of the operation status as

detected in STEP 21 are estimated (STEP 22). If the estimated
value exceeds a specified threshold value as a result of the
estimation in STEP 22, that 1s, if 1t 1s predicted that the used
resource amount would exceed the specified threshold value
because of the change of the operation status, the application
AP2 whose priority 1s lower than that of AP1 1s migrated
(STEP 23). When migrating the application AP2, 1t 1s
migrated to either DC2 or DC3 whichever has a larger
remaining resource amount.

It1s possible to migrate the application(s) and distribute the
load before an actual increase of the load by predicting the

increase of the load on the data centers as described above.

An eflicient disaster recovery system can be constructed
according to the status of resources of the storage system by
realizing the above-described first to third objects. Further-
more, the failover location at the occurrence of disasters and
the migration destination can be decided automatically, so
that an operation load on a system administrator can miti-
gated.

(1-2) Configuration of Storage System

Next, the configuration of the storage system will be
explained. The storage system according to this embodiment
1s constructed from three or more data centers as shown 1n
FIG. 1. The storage system constructed from three or more
data centers will be explained below. The three data centers
constitute a disaster recovery system as described above.
Specifically speaking, the first data center (DC1) 10a includes
a primary volume and the second data center (DC2) 105 and
the third data center (DC3) 10¢ include secondary volumes
that store a tull copy or partial copy of the primary volume;
and 11 DC1 goes down due to a failure, DC2 or DC3 becomes
a failover location and continues executing applications.

(1-2-1) Hardware Configuration of Data Center

Next, the hardware configuration of the data center will be
explained. As shown 1n FIG. 3, the data center 10 1s consti-
tuted from, for example, a management server 11, business
servers 12, and storage apparatuses 13. The management
server 11 and the business servers 12 are connected via a
management LAN (Local Area Network) 14. The plurality of
business servers 12 are connected via a business LAN such as
a local area network. Furthermore, the business servers 12
and the storage apparatuses 13 are connected viaa network 16
such as a SAN (Storage Area Network).

The management server 11 1s a server for managing the
entire data center 10. The management server 11 manages the
operations of the business servers 12 and the storage appara-
tuses 13 which operate 1n the data center 10. The business
server 12 executes an application 120 requested in response
to, for example, input by a user and sends a read/write request
to the storage apparatus 13.

Furthermore, the storage apparatus 13 executes read/write
processing on a logical volume 130 1n the storage apparatus
13 inresponse to the data read/write request from the business
server 12. The logical volume 130 1s provided by one or more
storage devices and storage areas provided by the same type
ol storage devices are managed as the same type of storage
tier (Tier). In this embodiment, the logical volume 130 1s
constituted from three storage tiers: a first storage tier (11)
131; a second storage tier (12) 132; and a third storage tier
(13) 133. The storage tiers will be explained later in detail.
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Next, the configuration of the management server 11 will
be explained with reference to FIG. 4. As shown 1n FI1G. 4, the
management server 11 1s constituted from, for example, a
processor 111, a memory 112, an mtegrated storage device
113, a data interface (described as the data I/F 1n the drawing),

and a management interface (described as the management
I/'F 1n the drawing).

The processor 111 functions as an arithmetic processing,
unmt and controls the operation of the entire management
server 11 1n accordance with, for example, various programs
and operation parameters stored in the memory 112. The
memory 112 1s composed of, for example, a ROM (Read Only
Memory) or a RAM (Random Access Memory) and stores,
for example, a management soitware program 110.

The integrated storage device 113 1s composed of, for
example, a semiconductor memory such as an SSD (Solid
State Drive) and stores various management tables 114 for
managing, for example, the configuration 1n the data center
and resources of the storage apparatus 13. The various man-
agement tables 114 will be explained later 1n detail.

The data interface 115 1s an interface for accessing data
stored 1n the storage device of the storage apparatus 13 and
has a wire or wireless connection function according to the
network structure. The management interface 116 1s an inter-
face for managing the devices 1n the data center 10 and has a
function obtaining, for example, the resource use status of the
storage apparatus 13.

The business server 12 has almost the same hardware con-
figuration as that of the management server 11 and stores an
application 120 for performing services 1s stored in the
memory as shown 1n FIG. 3. The processor for the business
server 12 invokes the application 120 from the memory 1n
response to a request and executes specified service process-
ng.

Next, the configuration of the storage apparatus 13 will be
explained with reference to FIG. 5. As shown 1n FIG. §, the
storage apparatus 13 1s constituted from a processor 134, a
cache memory 135, a disk controller 136, storage devices 131
to 133, a program memory 137, a data interface 140, and a
management interface 141.

The processor 134 functions as an arithmetic processing,
unmt and controls the operation of the entire storage apparatus
13 1n accordance with, for example, various programs and
operation parameters stored 1n the program memory 137.

The cache memory 135 is a storage device for temporarily
storing data which 1s read from, for example, the storage
device 131.

The disk controller 136 manages the storage devices 131 to
133 and controls read/write processing on data stored 1n the
storage devices 131 to 133. The storage device 131 to 133 are
composed of, for example, a semiconductor memories such
as SSDs (Solid State Drives), expensive and high-perfor-
mance disk drives such as SAS (Sernial Attached SCSI) disks
or FC (Fibre Channel) disks, and inexpensive and low-per-
formance disk drives such as SATA (Serial AT Attachment)
disks.

The program memory 137 stores: a storage program prod-
uct 138 for managing data stored 1n, for example, the storage
device 131; and various management tables 139 for managing
storage tiers and pages of volumes.

Specifically speaking, the storage program product1381s a
program for controlling, for example, volume virtualization,
hierarchical data management, and copying and constituting
logical volumes between the storage devices across a plural-
ity of storage apparatuses 13 and a plurality of data centers.

6
(1-2-2) Configuration of E
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Now, the volume virtualization and the hierarchical control
will be explained. The volume virtualization function 1s
called Thin Provisioning and 1s a function that provides a host
computer with virtual logical volumes (hereinafter referred
to as the virtual volumes) and dynamically allocates a storage
area to a virtual volume when a data write request 1s 1ssued
from the host computer to the virtual volume. Such a
thin provisioning function has advantages that: a virtual vol-
ume(s) with a larger capacity than that of a storage area which
can be actually provided; and a computer system can be
constructed at low cost by reducing a physical storage capac-
ity to be prepared 1n advance 1n the storage system.

Furthermore, a hierarchical data management method can
be an example of the data management method for the storage
apparatus equipped with the above described thin provision-
ing function. The hierarchical data management method 1s a
method of managing each storage area, which 1s provided by
cach of a plurality of types of storage devices with different
performance mounted on the storage system, as each of dif-
ferent types of storage tiers, allocating a storage area from a
high-speed, high-performance, and expensive storage tier to
an area storing data of high access frequency 1n a virtual
volume, and allocating a storage area from low-speed, low-
performance, and mnexpensive storage tier to an area storing,
data of low access frequency 1n the virtual volume. If such a
hierarchical data management method 1s employed, cost per-
formance of the storage system can be enhanced.

With the storage apparatus 13 according to this embodi-
ment, one or more storage devices 131,132 or 133 of the same
type (such as SSD, SAS, or SATA) define a RAID group and
one or more pool volumes are defined 1n storage areas pro-
vided by one or more storage devices constituting one RAID
group. Furthermore, each pool volume defined 1n a storage
area provided by the storage devices of the same type is
managed as a storage tier (Tier) of the same type and a
plurality of pool volumes belonging to mutually different
storage tiers (Tiers) are managed as one pool.

In this embodiment, three types of storage devices which
are SSDs, SAS disks, and SATA disks, are used as described
above; a pool volume defined 1n a storage area provided by
one or more SSDs 1s managed as a storage tier called Tier 1;
a pool volume defined 1n a storage area provided by one or
more SAS disks 1s managed as a storage tier called Tier 2; and
a pool volume defined 1n a storage area provided by one or
more SATA disks 1s managed as a storage tier called Tier 3.

Incidentally, among these types of storage devices (SSD,
SAS, and SATA), the storage devices which have the highest
reliability and response performance and are most expensive
are SSDs; the storage devices which have the second highest
reliability and response performance and are the second most
expensive are SAS disks; and the storage devices which have
the lowest reliability and the response performance and the
most mnexpensive are SATA disks. Accordingly, 1n the case of
this embodiment, the storage tier with the highest reliability
and response performance among the three tiers constituting
the pool volumes 1s Tier 1, the storage tier with the second
highest reliability and response performance 1s Tier 2, and the
storage tier with the lowest reliability and response perfor-
mance 1s Tier 3.

(1-3) Details of Management Tables

Next, the management tables 114 stored in the integrated
storage device 113 of the management server 11 will be
explained. The management tables explained below show the
overall configuration of the three data centers (DC1, DC2,
DC3) constituting the disaster recovery system and the same
management tables are respectively stored in the manage-
ment server 11.
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Firstly, an AP performance requirement management table
401 will be explained with reference to FIG. 6. The AP

performance requirement management table 401 1s a table for
managing performance requirements demanded by the appli-
cations executed by the business server 12.

The AP performance requirement management table 401 1s
constituted from an AP name column 4011, a server resource
amount column 4012, a network resource amount column
4013, and a storage resource amount column 4014 as shown
in FIG. 6.

The AP name column 4011 stores the name of the relevant
application. The server resource amount column 4012 stores
a server resource amount required when executing the appli-
cation and, for example, stores a score value based on a value
measured by a certain application. The network resource
amount column 4013 stores a network resource amount
required when executing the application and, for example,
stores a bps value indicating a data transfer speed. Further-
more, the storage resource amount column 4014 stores a
storage resource amount required when executing the appli-

cation and stores, for example, a'TB value indicating a storage
capacity.

FIG. 6 shows that when executing the application whose
AP name 1s AP1, the required server resource amount 1s 100
scores, the network resource amount 1s 100 bps, and the
storage resource amount 1s 200 TB.

Next, a DC resource management table 402 will be
explained with reference to FIG. 7. The DC resource man-
agement table 402 1s a table for managing the resource
amount 1n each data center.

The DC resource management table 402 1s constituted
from a DC name column 4021, a server resource column
4022, a network resource column 4023, a storage resource
column 4024, and an active AP column 4025 as shown in FIG.
7.

The DC name column 4021 stores the name of the relevant
data center. The server resource column 4022 stores informa-
tion of the server resource of each data center and stores a total
server resource amount, a used server resource amount, and a
remaining server resource amount. The network resource
column 4023 stores information of the network resource of
each data center and stores a total network resource amount,
a used network resource amount, and a remaining network
resource amount. The storage resource column 4024 stores
information of the storage resource of each data center and
stores a total storage resource amount, a used storage resource
amount, and a remaining storage resource amount. The active
AP column 4025 stores the name of the applications operat-
ing at each data center.

FIG. 7 shows that regarding the data center whose DC
name 1s DC1, the total server resource amount 1s 300 scores,
the used server resource amount 1s 100 scores, and the
remaining server resource amount 1s 200 scores; the total
network resource amount 1s 150 bps, the used network
resource amount 1s 50 bps, and the remaining network
resource amount 1s 100 bps; the total storage resource amount
1s 3000 TB, the used storage resource amount 1s 1000 TB, and
the remaiming storage resource amount 1s 2000 TB; and the
active applications are AP1 and AP2.

Next, an active resource management table 403 will be
explained with reference to FIG. 8. The active resource man-
agement table 403 1s a table for managing at which data center
and 1n which volume the applications are operating.

The active resource management table 403 1s constituted
from a DC name column 4031, an active AP column 4032,
and an active volume column 4033 as shown 1n FIG. 8.



US 9,317,381 B2

9

The DC name column 4031 stores the name of the relevant
data center. The active AP column 4032 stores the name of
applications operating at the data center. The active volume
column 4033 stores active volume information of the appli-
cations at each data center.

FI1G. 8 shows that the applications AP1 and AP2 operate in
a primary volume (P-Vol) at DC1, operate mn a secondary
volume (S1-Vol), which 1s a full copy of the primary volume,
at DC2, and operate in a secondary volume (S2-Vol), which 1s
a partial copy of the primary volume, at DC3.

Next, a DR configuration management table 404 will be
explained with reference to FIG. 9. The DR configuration
management table 404 1s constituted from an AP name col-
umn 4041, a type column 4042, a located DC column 4043,
and a volume configuration column 4044,

The AP name column 4041 stores the name of the relevant
application. The type column 4042 stores the name of the
application type. The located DC column 4043 stores the
name of a data center where the application 1s located. The
volume configuration column 4044 stores configuration
information about the primary volume (P-Vol), the secondary
volume (S1-Vol), which 1s a full copy of the primary volume,
and the secondary volume (S2-Vol) which 1s a partial copy of
the primary volume. Regarding the configuration information
of each volume, the volume configuration column 4044 stores
the name of the data center where the relevant volume 1s
located, and the name of the storage apparatus and the logical
unit number (LUN) 1n the relevant data center.

FIG. 9 shows that the application type of the application
AP1 1s AAA and the application AP1 1s located at the data
center DC1. Furthermore, the primary volume where AP1
operates 1s LUNO1 with the storage number 0001 at DC1, the
tull copy secondary volume 1s LUNO01 with the storage num-
ber 0001 at DC2, and the partial copy secondary volume 1s
LUNO1 with the storage number 0001 at DC3.

Next, a policy management table 405 will be explained
with reference to FIG. 10. The policy management table 405
1s a table for managing which resource should be prioritized
when comparing the resources of the data centers.

The policy management table 405 1s constituted from a
policy name column 40351, a server column 4052, a network
column 4053, and a storage column 4054 as shown 1in FI1G. 10.
The policy name column 4051 stores information at the point
in time of processing for referring to the relevant policy to see,
for example, whether the relevant policy 1s a policy at the time
of the disaster recovery system construction or a policy at the
time of the failover. The server column 4052, the network
column 4053, and the storage column 40354 store flags indi-
cating which resource should be prioritized.

FIG. 10 shows that there i1s no resource that should be
particularly prioritized when comparing the resources at the
data centers at the time of the DR construction. Furthermore,
FI1G. 10 shows that at the time of the failover, the resources are
compared by prioritizing the server resource and the network
resource.

Next, intra-volume data arrangement management tables
406A and 406B will be explained with reference to FIG. 11.
Each intra-volume data arrangement management table
406A, 406B 15 a table for managing the data arrangement 1n
cach volume and exists for each volume.

As shown i FIG. 11, each of the intra-volume data
arrangement management table 406 A for the primary volume
(P-Vol) and the 1ntra-volume data arrangement management
table 406B for the partial copy secondary volume (52-Vol) 1s
constructed from a page number column 4061, a write loca-
tion address column 4062, and a tier column 4063.
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The page number column 4061 stores the page number of
the relevant volume. The write location address column 4062
stores address information of the data write location. The tier
column 4063 stores tier information about a storage area
which 1s the write location.

FIG. 11 shows that the relevant data 1s stored at address 100
on page 1 of the primary volume (P-Vol) and the data write
location tier 1s Tier 1; and similarly, the relevant data 1s stored
at the write location address 100 on page 1 of the partial copy
secondary volume (S2-Vol) and the data write location tier 1s
Tier 1. Furthermore, since data to be copied to the partial copy
secondary volume (52-Vol) 1s only data stored 1n the storage
area 1n the highest tier (Tier 1), this shows that data in Tier 2
of the primary volume (P-Vol) 1s not copied to the secondary
volume (S2-Vol).

(1-4) Details of Each Processing,

Next, the details of each processing in the storage system
constructed from the three data centers will be explained 1n
detail.

(1-4-1) Disaster Recovery Configuration Construction
Processing,

Firstly, processing for constructing a disaster recovery con-
figuration (DR configuration) with reference to FIG. 12 to
FIG. 15 will be explained. The following explanation will be
given by heremafter referring to a full copy of the primary
volume as the first secondary volume (S1-Vol) and a partial
copy of the primary volume as the second secondary volume
(S2-Vol).

The disaster recovery configuration construction process-
ing described below 1s executed by the management software
program 110 for DC1. Incidentally, a processing subject of
various processing will be explained below as a program;
however, 1t 1s a matter of course that the processor 111 of the
management server 11 or the processor 134 of the storage
apparatus 13 executes the processing based on that program.

As shown 1n FIG. 12, the management software program
110 executes DC rank order setting processing for setting the
rank order of the data centers (DC2 and DC3) other than DC1
(5101). The DC rank order setting processing 1s processing,
for deciding where to locate the full copy secondary volume
(S1-Vol) and the partial copy secondary volume (52-Vol) of
the primary volume.

During the DC rank order setting processing as shown 1n
FIG. 13, the management soiftware program 110 refers to the
policy management table 405 and judges which resource type
should be prionitized when comparing the remaining
resources at each data center (S201). Specifically speaking,
the management soltware program 110 refers to a DR con-
figuration entry in the policy management table 405 and
checks to which resource type the flag 1s set.

If 1t 15 determined 1n step S201 that no flag 1s set to any of
the resource types, the management soitware program 110
refers to the DC resource management table 402 and calcu-
lates a sum of the remaining resources of DC2 and DC3
(5202), calculates a remaining total resource rate, and sorts
the data centers 1n descending order of the remaining resource
rate (S203).

The remaining total resource rate calculated 1n step S203 1s
calculated by dividing the remaining resource amount of each
data center by a required resource amount demanded by the
active application. For example, assuming that the server
resource amount 1s 100, the network resource amount 1s 100,
and the storage resource amount 1s 100 with respect to the
resource amount demanded by the application AP1 1n the AP
performance requirement management table 401, and also
the remaining server resource amount 1s 160, the remaining
network resource amount i1s 170, the remaining storage
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resource amount 1s 260 with respect to the remaining source
amount ol DC2, and the remaining server resource amount 1s
80, the remaining network resource amount 1s 90, and the
remaining storage resource amount 1s 220 with respect to the
remaining resource amount of DC3 1n the DC resource man-
agement table 402, the remaining resource amount rates of
DC2 and DC3 are found according to the following math-
ematical formulas.

[Math. 1]

(Total Remaining Resource Amount Rate of DC2)=

(160/100)+(170/100)+(260/200)=4.6 (1)

[Math. 2]

(Total Remaining Resource Amount Rate of DC3)=

(80/100)+(90/100)+(220/200)=2.5 (2)

Since Mathematical Formula (1) and Mathematical For-
mula (2) indicate that the data center with a larger total
resource amount rate 1s DC?2, the data centers are sorted 1n the
order of DC2 and DC3 1n step S203.

Furthermore, 11 1t 1s determined in step S201 that the tlag 1s
set to the server, the management software program 110 cal-
culates the remaining server resource amount rate 1n the same
manner as 1n step S203 and sorts the data centers 1n descend-
ing order of the remaining resource rate (S204).

Furthermore, if 1t 1s determined 1n step S201 that the tlag 1s
set to the network, the management software program 110
calculates the remaining network resource amount rate 1n the
same manner as in step S203 and sorts the data centers 1n
descending order of the remaining resource rate (S205).

Furthermore, 11 1t 1s determined 1n step S201 that the flag 1s
set to the network, the management software program 110
calculates the remaining network resource amount rate in the
same manner as in step S203 and sorts the data centers 1n
descending order of the remaining resource rate (S206).

Incidentally, if the flag 1s set to, for example, the server and
the network 1n the policy management table 403, the man-
agement software program 110 calculates a sum of the
remaining server resource amount and the remaining network
resource amount and calculates the resource amount rate in
the same manner as 1n step S203.

Referring back to FIG. 12, the management software pro-
gram 110 sets the DC rank order in step S101 and then creates
disaster recovery configuration (DR configuration) informa-
tion of the three data centers (S102). Specifically speaking,
the management software program 1110 sets the location to
place the first secondary volume (S1-Vol) as DC2 and the
location to place the second secondary volume (52-Vol) as
DC3 to the DR configuration management table 404.

Subsequently, the management software program 110 cre-
ates S1-Vol at DC2 (S103) and creates S1-Vol at DC3 (5104).
Then, the management software program 110 reports the DR
configuration information stored in the DR configuration
management table 404 created by the above-described pro-
cessing to DC2 and DC3 (S105).

Now, the processing for creating the full copy secondary
volume S1-Vol 1n step S103 and the partial copy secondary
volume S2-Vol 1n step S104 will be explained with reference
to FIG. 14 and FIG. 15.

As shown 1n FIG. 14, the management software 110 for
DC1 sends information of the primary volume (P-Vol) and a
command to create the first secondary volume (S1-Vol) cor-
responding to the primary volume (P-Vol) to the management
software 110 for DC2 (S111).

After recerving the information of the primary volume and
the command to create the first secondary volume (51-Vol)
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corresponding to the primary volume (P-Vol) from DCI1
(S112), the management software 110 for DC2 creates the
first secondary volume (S1-Vol) corresponding to the primary
volume (P-Vol) (S113).

Subsequently, the management software 110 for DC2
sends the information of the first secondary volume (51-Vol)
created 1n step S113 to the management software 110 for DC1
(S114).

The management software 110 for DC1, which received
the information of the first secondary volume (S1-Vol) from
the management soitware 110 for DC2 1n step S114, creates
pair information about the primary volume (P-Vol) and the
first secondary volume (S1-Vol) (S116) and sends that pair
information to the management software 110 for DC2 (S117).
Then, the management software 110 for DC2 receives the pair
information from the management software 110 for DC1
(S118).

Then, the management software 110 for DC1 sends data of
the primary volume (P-Vol) to the first secondary volume
(S1-Vol) (S119). Then, the management software 110 for
DC2 recerves the data of the primary volume (P-Vol), which
was sent 1 step S119, and stores 1t 1n the first secondary
volume (S1-Vol) (5120).

As shown 1n FIG. 15, the management software 110 for
DC1 sends the information of the primary volume (P-Vol ) and
a command to create the second secondary volume (S2-Vol)

corresponding to the primary volume (P-Vol) to the manage-
ment software 110 for DC3 (S121). In step S121, the infor-

il

mation of the primary volume (P-Vol) also includes tier infor-
mation.

After receiving the information of the primary volume and
the command to create the second secondary volume (S2-Vol)
corresponding to the primary volume (P-Vol) from DC1
(5122), the management software 110 for DC3 creates the
second secondary volume (S2-Vol) corresponding to the pri-
mary volume (P-Vol) (8123).

Subsequently, the management soitware 110 for DC3
sends information of the second secondary volume (52-Vol)
created 1n step S133 to the management software 110 for DC1
(S124).

The management software 110 for DC1, which received
the information of the second secondary volume (S2-Vol)
from the management software 110 for DC3 1n step S124,
creates pair information about the primary volume (P-Vol)
and the second secondary volume (82-Vol) (§126) and sends
that pair information to the management software 110 for
DC3 (S127). The pair information sent 1 step S127 also
includes information indicating that the second secondary
volume (S2-Vol) 1s a partial copy.

Then, the management software 110 for DC3 recerves the
pair information from the management software 110 for DC1
(S128).

Then, the management software 110 for DC1 sends the
data of the primary volume (P-Vol) to the first secondary
volume (S1-Vol) (S129). Then, the management software 110
for DC2 receives the data of the primary volume (P-Vol),
which was sent 1 step S119, and stores 1t 1n the first second-
ary volume (S1-Vol) (S130).

(1-4-2) Data Update Processing in Disaster Recovery Con-
figuration

Next, the data update processing 1n the disaster recovery
configuration will be explained with reference to FIG. 16 to
FIG. 20. The data update processing explained below 1is
executed at the time of data write processing or migration
processing between storage tiers.

As shown 1n FI1G. 16, the storage program product 138 for
DC1 firstly detects pages where data has been updated




US 9,317,381 B2

13

(S201). Subsequently, the storage program product 138 for
DC1 notifies DC2 and DC3 that i1t has detected the pages
where the data was updated; and then executes processing for
updating the data to the full copy volume (5202) and process-
ing for updating the data to the partial copy volume (S203).

As shown 1n FIG. 17, the storage program product 138 for
DC1 sends table information and update data of the updated
pages to the first secondary volume (S1-Vol) (5204).

Then, as shown 1n FIG. 18, the storage program product
138 for DC2 receives the table information and the update
data of the updated pages (S205) and updates the data of the
relevant pages 1n the first secondary volume (S1-Vol) (5206).

Next, as shown 1 FIG. 19, the storage program product
138 for DC1 judges whether the updated pages are in the
highest tier or not (S211). Specifically speaking, the storage
program product 138 refers to the intra-volume data arrange-
ment management tables 406 A and 4068 and checks the tier
of the updated pages.

If 1t 15 determined 1n step S211 that the updated pages are in
the highest tier, the storage program product 138 for DC1
sends the table information and the update data of the updated
pages to the second secondary volume (S2-Vol) (8212). On
the other hand, 111t 1s determined 1n step S211 that the updated
pages are not 1 the highest tier, the storage program product
138 for DC1 sends only the table information of the updated
pages to the second secondary volume (S2-Vol) (S213).

Then, as shown 1n FIG. 20, the storage program product
138 for DC3 receives the update information of the primary
volume (P-Vol) from DC1 (S221). Then, the storage program
product 138 for DC3 judges whether 1t has recerved both the
table information and the update data 1n step S221 (5222).

If 1t 15 determined 1n step S222 that both the table informa-
tion and the update data were received, the storage program
product 138 for DC3 updates or writes the data to the relevant
page (5223).

On the other hand, 11 1t 1s determined 1n step S222 that only
the table information was received, the storage program prod-
uct 138 for DC3 judges whether the data of the relevant page
exists or not (5224). If 1t 1s determined 1n step S224 that the
data of the relevant page exists, the storage program product

138 for DC3 deletes the data of the relevant page (S225). On

the relevant page does not exist, the storage program product
138 for DC3 terminates the data update processmg

The case where the data of the relevant page 1s deleted in
step S225 1s, for example, a case where data located 1n the
highest tier Tier 1 1s no longer located in the highest tier
because of, for example, the migration processing and the
relevant data 1s deleted. Since only data located in the highest
tier among data of the primary data 1s copied to the second
secondary volume, the data located 1n tiers other than the
highest tier will be deleted.

Wastetul use of the resources such as bandwidth, proces-
sors, and volume capacity required for data transier at the
time of construction of the disaster recovery system 1s pre-
vented by storing a full copy 1n a volume at DC2 and a partial
copy 1n a volume at DC3 as described above.

(1-4-3) Failover Processing

Next, fallover processing will be explained with reference
to FI1G. 21 to FIG. 25. If DC1 which 1s a main site experiences
a disaster, failover processing 1s processing for deciding a
data center, which should be a failover location of the appli-
cations, and continuing the execution of the applications at
that data center. The failover processing by the management
soltware program 110 of the management server 11 for DC2
which 1s a master management server of the failover location
will be explained below.

the other hand, 11 1t 1s determined 1n step S224 that the data of
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Firstly, processing for deciding the failover location of the
applications will be explained below with reference to FIG.
21. As shown 1n FIG. 21, the management soltware program
110 for DC2 firstly calculates a total required resource
amount in the AP performance requirement management
table 401 with respect to the resource(s), to which the flag 1s
set to a fatlover entry in the policy management table 405, and
sorts the application names 1n descending order of the total
required resource amount (S301).

Specifically speaking, 11 the flag 1s set to the server and the
network in the policy management table 405, the failover
location 1s decided based on the server and network required
resource amount. Specifically speaking, assuming that the
server and network required resource amount of the applica-
tion AP1 1s 100+4100=200 and the server and network
resource amount of the application AP2 1s 50+50=100 1n the
AP performance requirement management table 401, the
application names are sorted 1n descending order of the total
resource amount, that 1s, 1n the order of AP1 and AP2.

Then, the management software program 110 for DC2
refers to the DC resource management table 402 and checks
the remaining resource amount of the data centers (DC2 and
DC3) which are the failover locations (8302).

Then, the management software program 110 for DC2
decides the data center with a larger remaining resource
amount as the failover location of the applications (S303).
Then, the management software program 110 for DC2 sub-
tracts a resource amount required for the applications from
the remaining resource amount of the data center decided as
the failover location (S304).

For example, assuming that the remainming server resource
amount 1s 160 and the remaiming network resource amount 1s
1’70 with respect to DC2 and the remaining server resource
amount 1s 80 and the remaining network resource amount 1s
90 with respect to DC3 1n the DC resource management table
402, the total remaiming resource amount of DC2 1s larger
than that of DC3 1n step S303, DC2 1s decided as the failover
location of AP1.

Then, assuming that the server resource amount 1s 100 and
the network resource amount 1s 100 with respect to the
resource amount required for the application AP1, the
remaining server resource amount becomes 60 and the
remaining network resource amount becomes 70 with respect
to DC2 and the remaining server resource amount becomes
80 and the remaining network resource amount becomes 90
with respectto DC3 as a result of the calculation 1n step S304.
In other words, after the failover location of the application
AP1 1s decided, the total remaining resource amount of DC3
becomes larger than that of DC2.

Subsequently, the management software program 110 for
DC2 judges whether any unprocessed application (AP) is
remaining or not (S305). The unprocessed application means
an application for which the failover location has not been
decided. If 1t 1s determined 1n step S305 that an unprocessed
application 1s remaining, the management software program
110 for DC2 repeats the processing 1n step S302 and subse-
quent steps on the relevant application. On the other hand, 1f
it 1s determined 1n step S305 that no unprocessed application
1s remaining, the management software program 110 for DC2
terminates the processing.

Next, application failover processing will be explained.
Firstly, processing for restoring the application at DC2 having
the first secondary volume (S1-Vol) which 1s the tull copy will
be explained.

As shown 1n FIG. 22, the management software program
110 for DC2 firstly checks the failover location (DC2) of the

application (S311). Then, the management software program




US 9,317,381 B2

15

110 for DC2 checks the DC configuration of the relevant
application AP (S312). Specifically speaking, the manage-
ment software program 110 for DC2 refers to the DR con-
figuration management table 404 and checks, for example,
the volume configuration of the location where the relevant
application 1s located.

Then, the management soitware program 110 for DC2 sets
a volume at DC2, which 1s the failover location, as a primary
volume (P-Vol) (58313). Specifically speaking, the manage-
ment soltware program 110 for DC2 sets the first secondary
volume (S1-Vol) 1n the DR configuration management table
404 as the primary volume (P-Vol).

Then, the management software program 110 for DC2 has
the server for the failover location DC2 activate the relevant
application (S314).

Next, processing for restoring the application at DC3 hav-
ing the second secondary volume (52-Vol) which 1s the partial
copy will be explained.

As shown 1n FIG. 23, the management soitware program
110 for DC2 firstly checks the failover location (DC3) of the
application (8321). Then, the management software program
110 for DC2 checks the DC configuration of the relevant
application AP (8322). Specifically speaking, the manage-
ment software program 110 for DC2 refers to the DR con-
figuration management table 404 and checks, for example,
the volume configuration of the location where the relevant
application 1s located.

Then, the management software program 110 for DC2 sets
a volume of DC3, which 1s the failover location, as a primary
volume (P-Vol) (8323). Specifically speaking, the manage-
ment software program 110 for DC2 sets the second second-
ary volume (S2-Vol) in the DR configuration management
table 404 as the primary volume (P-Vol).

Then, the management software program 110 for DC2
changes the configuration of the primary volume P-Vol
(S324). Specifically speaking, the management software pro-
gram 110 for DC2 sets Tier 1 in the primary volume (P-Vol)
to a drive for Tier 1 of DC3 and associates Tier 2 and lower
tiers with drives for Tier 2 and lower tiers of DC2.

Then, the management software program 110 for DC2 has
the server for DC3, which 1s the failover location, activate the
relevant application (S325).

Next, processing for copying data of Tier 2 and lower tiers
to the primary volume (P-Vol) after the failover of the appli-
cation where the failover location 1s DC3 will be explained.

As shown 1n FIG. 24, the management soitware program
110 for DC3 secures an area for storing data in Tier 2 and
lower tiers of the primary volume P-Vol, 1n the storage appa-
ratus 13 for DC3 (S331). Then, the management software
program 110 for DC3 copies data of Tier 2 and lower tiers,
which 1s stored 1n the storage apparatus 13 for DC2, to the
area secured in the storage apparatus 13 for DC3 (5332).

During the execution of data copying in step S332, the
management software program 110 for DC3 copies difieren-
tial data, which has been written to Tier 2 and lower tiers of
DC2, to the storage apparatus 13 for DC3 (S333). Then, the
management software program 110 for DC3 changes the
configuration of the primary volume (P-Vol) (S334). Specifi-
cally speaking, the management software program 110 for
DC3 associates all the tiers of the primary volume (P-Vol)
with the drive for DC3.

Next, data access processing in a case where data of Tier 1
and Tier 2 and lower tiers are stored 1n volumes of different
data centers will be explained. For example, 11 the failover 1s
performed by setting the partial copy volume of the storage
apparatus 13 for DC3 as the primary volume (P-Vol) and then
a read request 1s 1ssued to the primary volume (P-Vol), this
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processing 1s executed. The data center (DC3) where data of
the partial copy 1s stored has information indicating that data
of Tier 2 and lower tiers 1s stored 1n another data center (DC2).

As shown 1n FIG. 235, the storage apparatus 13 for DC3
firstly receives a read request to page #2 (S341). Then, the

storage apparatus 13 for DC3 checks 11 data of page #2 exists
in S1-Vol of DC2 (S342). Then, the storage apparatus 13 for

DC3 sends the read request to page #2 of S1-Vol (8343).

After recerving the read request to page #2 of S1-Vol from
the storage apparatus 13 for DC3 (S344), the storage appara-
tus 13 for DC2 obtains data of page #2 of its own volume and
sends 1t to the storage apparatus 13 for DC3 (8345).

The storage apparatus 13 for DC3 recerves the data of page
#2 from the storage apparatus 13 for DC2 and sends the data
of page #2 to the application (S347).

In this way, the load bias after the failover can be mini-
mized by deciding the fallover location according to the status
of the unused resource amount.

(1-4-4) Migration Processing

Next, migration processing will be explained with refer-
ence to FIG. 26 to FIG. 31. The migration processing
described below 1s processing for migrating some of the
applications to another data center before the resource
becomes deficient when the resource deficiency at the data
center 1s predicted along with changes of the application
operation status. The following migration processing 1s
executed by the management software program 110 of each
data center individually or in cooperation with each other.

As shown 1 FIG. 26, the management software program
110 executes application monitoring processing (S401) and
executes the resource amount estimation processing (S402).

The details of the application monitoring processing will
be explained with reference to FIG. 27. The management
software program 110 momnitors a specific variable (S411).
The specific variable means, for example, the number ol users
who use a virtual desktop environment.

Then, the management software program 110 judges
whether or not there 1s any change 1n the variable monitored
in step S411 (S412). If 1t 1s determined 1n step S412 that there
1s a change 1n the specific variable, the management software
program 110 executes the resource amount estimation pro-
cessing (S402). On the other hand, 11 1t 1s determined 1n step
S412 that there 1s no change 1n the specific vaniable, the
management software program 110 repeats processing in step
S411 and subsequent steps.

Subsequently, the details of the resource amount estima-
tion processing will be explained with reference to FIG. 28.
The management software program 110 designates the
resource type to be estimated (S421). For example, the man-
agement soltware program 110 designates the resource type
such as the server, the network, or the storage.

Then, the management software program 110 calculates an
average resource amount before the change (S422) and esti-
mates an average resource amount after the change (S423).
The average resource amount before the change 1n step S422
can be calculated by, for example, dividing the total resource
amount before the change by the number of users before the
change. Furthermore, the total resource amount after the
change in step S423 can be calculated by multiplying the
average resource amount before the change by the number of
users alter the change. The total resource amount after the
change which 1s calculated 1n step S423 1s the resource
amount after the change, which 1s predicted by using the
resource amount before the change when the specific variable
(the number of users) changes.

Returning to FIG. 26, the management soitware program
110 judges whether or not there 1s any resource 1n excess of a
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specified threshold value as a result of the estimation of the
resource amount 1n step S402 (S403). If 1t 1s determined in
step S403 that the resource in excess of the specified threshold
value exists, the management soitware program 110 executes
processing 1n step S404 and subsequent steps. On the other
hand, 11 1t 1s determined 1n step S403 that the resource in
excess of the specified threshold value does not exist, the
management software program 110 terminates the migration
processing.

In step S404, the management software program 110
executes processing for deciding a migration destination. In
the following explanation, a case where the server resource
amount exceeds the threshold value will be explained. The
details of the migration target decision processing will be
explained with reference to FI1G. 29. As shown 1n FIG. 29, the
management software program 110 judges whether applica-
tion priority 1s set or not (S431). Regarding the application
priority, the priority may be set in descending order of the
required resource amount or the priority may be set by the
system administrator 1n advance.

If 1t 1s determined 1n step S431 that the application priority
1s set, the management software program 110 executes pro-
cessing 1n step S434 and subsequent steps. On the other hand,
if 1t 1s determined 1n step S431 that the application priority 1s
not set, the management soitware program 110 sorts the
applications 1n descending order of the resource-type-based
resource amount 1 excess ol the specified threshold value
(S432). Then, the management software program 110 sets the
application priority in the order sorted in step S432 (5433).

Then, the management software program 110 designates
an application of the lowest priority as a migration target
application and excludes a resource amount required by the
relevant application from the server resource amount esti-
mated 1n step S423 (S434).

Then, the management software program 110 judges
whether or not the total resource amount, excluding the
migration target application in step S323, 1s less than a speci-

fied threshold value (S435).

If 1t 1s determined in step S435 that the total resource
amount 1s less than the specified threshold value, the man-

agement soltware program 110 terminates the processing. On
the other hand, 11 1t 1s determined 1n step S435 that the total
resource amount 1s not less than the specified threshold value,
the management software program 110 repeats the process-
ing in step S434 until the total resource amount falls under the
specified threshold value.

Next, the details of migration destination decision process-
ing will be explained with reference to FIG. 30. As shown 1n
FIG. 30, the management software program 110 checks the
remaining resource amount of the data centers (S441). Then,
the management software program 110 decides the data cen-
ter with a large remaining resource amount as a migration
destination of the application AP (S442).

When checking the remaining resource amount in step
S441, the management software program 110 subtracts a
resource amount required for the performance of the applica-
tion AP from the remaiming resource amount of the data
center whose remaining resource amount 1s large (S443).

Subsequently, the management software program 110
judges whether any unprocessed application on which the
migration destination decision processing has not been
executed 1s remaiming (S444). IT 1t 1s determined in step S444
that an unprocessed application(s) 1s remaining, the manage-
ment software program 110 repeats the processing in step
S441 and subsequent steps. On the other hand, 11 1t 1s deter-
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mined 1n step S444 that no unprocessed application 1s remain-
ing, the management software program 110 terminates the
processing.

Subsequently, the details of application migration process-
ing will be explained with reference to FIG. 31. The manage-
ment software program 110 migrates an application for which
the migration destination data center was decided as a result
of the above-described processing.

As shown 1n FIG. 31, the management software program
110 re-synchromizes the primary volume P-Vol used by the
application with the first secondary volume S1-Vol or the
second secondary volume S2-Vol, which constitutes a pair
with the primary volume P-Vol and 1s the volume of the
migration destination data center (S451). As a result of the

re-synchronization processing in step S431, the state without
any data difference due to, for example, updates 1s realized.

T'hen, the management software program 110 switches a
path between the application and the primary volume P-Vol to
a path between the application and the first secondary volume

S1-Vol or the second secondary volume S2-Vol (5452).

Then, the management software program 110 switches an
operating server of the application from the business server
12 for the migration source data center to the business server
12 for the migration destination data center (453).

In this way, 1t 1s possible to migrate the application and
distribute the load before an actual increase of the load by
predicting the increase of the load at the data center.

(1-5) Advantageous Effects of this Embodiment

According to this embodiment as described above, the
disaster recovery system 1s constructed from the first data
center (DC1), the second data center (IDC2), and the third data
center (DC3); all pieces of data stored 1n the primary volume
of the first data center are copied to the first secondary volume
of the second data center; and part of the data stored 1n the
primary volume of the first data center 1s copied to the second
secondary volume. As a result, with the disaster recovery
system constructed from three or more data centers, con-
sumption of the resources such as bandwidths and CPUs
required for data transier and the storage area capacity can be
cut down and the efficient disaster recovery system can be
constructed by copying only part of the primary volume of the
first data center to the second secondary volume of the third
data center.

(2) Second Embodiment

(2-1) Outline of this Embodiment

In this embodiment, a data center where the relevant appli-
cation can be located 1s decided according to an accounting
level that 1s set to the application. For example, an application
of a high accounting level 1s located at a high-ranking data
center and an application of a low accounting level 1s located
at a low-ranking data center. In this embodiment, the high-
ranking data center 1s the main site data center having the
primary volume. Furthermore, the low-ranking data center 1s
the data center having the second secondary volume which 1s
the partial volume of the primary volume.

For example, if an application of low importance 1s located
at the low-ranking data center by setting a low accounting
level to the relevant application, the resource amount of the
high-ranking data center increases. As a result, 1t becomes
casy to secure the resources to operate an application of a high
accounting level at the high-ranking data center.



US 9,317,381 B2

19

(2-2) Configuration of Storage System

Since the configuration of the storage system according to
this embodiment is almost the same as that of the first embodi-
ment, the configuration different from that of the first embodi-
ment will be explained below.

In this embodiment, a data center cost level management
table 501 for managing the cost level of each data center and
an application accounting level management table 302 for
managing the accounting level of each application are further
included as the management tables 114 stored in the inte-
grated storage device 113 of the management server 11. The
management software program 110 for the management
server 11 refers to the data center cost level management table
501 and the application accounting level management table
502, decides the data center to be a copy destination of the

application, and constructs the disaster recovery system from
the three data centers (DC1, DC2, and DC3).

The data center cost level management table 501 1s a table
for managing the cost level that 1s set to each data center 1n
advance; and 1s constituted from a DC name column 5011 and
a cost level column 5012 as shown 1n FIG. 32.

The DC name column 5011 stores the name of the relevant
data center. The cost level column 5012 stores a value indi-
cating the cost level that 1s set to the data center 1n advance.
For example, a high numerical value 1s set to the data center of
a high cost level. The cost level of the data center 1s a value
indicating the position of the data center 1n the disaster recov-
ery system; and the possibility of the data center of a higher
cost level to operate as the main site increases.

For example, cost level 3 1s set to DC1, cost level 2 1s setto
D(C?2, and cost level 1 1s set to DC3 1n FIG. 32. It shows that
the possibility to operate as the main site 1s high in descending,
order of the numerical value of the cost level.

The application accounting level management table 502 1s
a table for managing the accounting level that 1s set to each
application; and 1s constituted from an AP name column 5011
and an accounting level column 5012 as shown 1 FIG. 33.

The AP name column 5011 stores the name of the relevant
application. The accounting level column 5012 stores a value
indicating the accounting level that 1s set to the application.
For example, the application of a high accounting level 1s
located at the data center whose cost level 1s high.

For example, accounting level 3 1s set to the application
AP1, accounting level 2 i1s set to the application AP2, and
accounting level 1 1s setto the application AP3 in FI1G. 33; and
it shows that data of the application AP1 and a full copy and
partial copy of the relevant data are stored in the higher-
ranking data center than the data center for the other applica-
tion AP2 or AP3.

(2-3) Details of Fach Processing

Processing different from that of the first embodiment waill
be explained below 1n detail and any detailed explanation has
been omitted about the same processing as that of the first
embodiment.

As described above, the difference between this embodi-
ment and the first embodiment 1s that the disaster recovery
system 1s constructed by referring to the cost level of the data
centers and the accounting level of the applications.

(2-3-1) Dusaster Recovery Configuration Construction
Processing

As shown 1n FIG. 34, the management soltware program
110 for DC1 firstly decides a full copy destination of data
based on the cost level of the data centers and the accounting,
level of the applications (S501).

FI1G. 35 shows the details of the full copy destination deci-
s10n processing 1n step S501. As shown in FIG. 35, the man-
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agement solftware program 110 provisionally designates a
data center of the lowest cost level (S511).

Then, the management software program 110 judges
whether or not the target application for which the disaster
recovery configuration 1s to be constructed operates at the
data center designated in step S311 (53512). Specifically
speaking, the management software program 110 judges
whether the server resource amount of the data center for
which the server resource amount required by the target appli-
cation 1s designated 1s enough or not.

If 1t 15 determined 1n step S512 that the target application
for which the disaster recovery configuration 1s to be con-
structed operates at the designated data center, the manage-
ment software program 110 judges whether the relevant data

center has the storage resource to locate the full copy or not
(S513).

On the other hand, 11 1t 1s determined in step S512 that the
target application for which the disaster recovery configura-
tion 1s to be constructed does not operate at the designated
data center, the management soiftware program 110 then
judges whether or not the data center of the second lowest cost
level 1s remaining (S514). Specifically speaking, 11 the data
center of the cost level 3 1s designated 1n step S512, the
management software program 110 judges whether or not
there 1s any data center of the cost level higher than the cost
level 3.

If 1t 1s determined 1n step S513 that there 1s a free space to
locate the full copy at the designated data center, the manage-
ment software program 110 judges whether or not the cost
level of the relevant data center 1s equal to or lower than the
accounting level designated for the application (5516). For
example, 11 the cost level of the designated data center1s 1, the
management software program 110 judges whether that cost
level 1s equal to or lower than the accounting level designated
for the application. I the accounting level of the application
1s 3 and the cost level of the data center 1s 1, the cost level of
the data center 1s lower than the accounting level of the
application.

On the other hand, 111t 1s determined 1n step S513 that there
1s no free space to locate the tull copy at the designated data
center, the management software program 110 executes the
above-described processing in step S514.

IT 1t 1s determined 1n step S514 that a data center of the
second lowest cost level 1s remaining, the management soft-
ware program 110 provisionally designates that data center
(S515) and repeats the processing 1n step S512 and subse-
quent steps. On the other hand, 111t 1s determined 1n step S514
that the data center of the second lowest cost level 1s not
remaining, the management software program 110 termi-
nates the processing.

Furthermore, if 1t 1s determined in step S3516 that the cost
level of the provisionally designated data center 1s equal to or
lower than the accounting level designated for the applica-
tion, the management software program 110 designates that
data center as a copy destination of the full copy of the data
(S518).

On the other hand, if 1t 1s determined 1n step S516 that the
cost level of the provisionally designated data center 1s not
equal to or lower than the accounting level designated for the
application, the management software program 110 judges
whether or not the possibility to locate the tull copy at the data
center of the cost level higher than the accounting level has
been checked with the user (5517). For example, if it 1s
possible to operate the application only at the data center of
the cost level higher than the accounting level, a screen to
check whether the full copy may be located at the data center
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of the cost level higher than the accounting level of the appli-
cation 1s displayed on a display screen of a user terminal.

The user checks the display screen and judges, with respect
to the relevant application, whether or not 1t 1s necessary to
locate the tull copy at the data center of the cost level higher
than that of the data center corresponding to the accounting
level.

For example, 11 the target application 1s an application of
high importance and the required resource amount increases
due to, for example an increase of the number of users, 1t 1s
determined that 1t 1s necessary to locate the full copy at the
data center even by increasing the accounting level of the
application. Furthermore, iI the importance of the target
application 1s not so high, it 1s determined that 1t 1s unneces-
sary to locate the full copy at the data center even by increas-
ing the accounting level of the application.

I 1t 15 determined 1n step S517 that the check with the user
was performed, the management software program 110
decides the provisionally designated data center as the copy
destination of the full copy (5518). On the other hand, if 1t 1s
determined in step S3517 that the check with the user was not
performed, the management software program 110 termi-
nates the processing.

Returming to FIG. 34, after the full copy destination was
decided 1n step S501, the management software program 110
decides a partial copy destination based on the cost level of
the data center and the accounting level of the application
(S502).

FIG. 36 shows the details of the partial copy destination
decision processing in step S3502. As shown 1n FIG. 36, the
management software program 110 provisionally designates
a data center of the lowest cost level (S521).

Then, the management software program 110 judges
whether or not the target application for which the disaster
recovery configuration 1s to be constructed operates at the
data center designated in step S321 (5522). Specifically
speaking, the management soitware program 110 judges
whether the server resource amount of the data center for
which the server resource amount required by the target appli-
cation 1s designated 1s enough or not.

IT 1t 1s determined 1n step S522 that the target application
tor which the disaster recovery configuration 1s to be con-
structed operates at the designated data center, the manage-
ment software program 110 judges whether the full copy of
the target application exists at that data center or not (S523).
IT the full copy of the target application exists at the desig-
nated data center, it 1s necessary to store a partial copy at
another data center.

On the other hand, if 1t 1s determined 1n step S3522 that the
target application for which the disaster recovery configura-
tion 1s to be constructed does not operate at the designated
data center, the management soiftware program 110 then
judges whether or not the data center of the second lowest cost
level 1s remaining (S525). Specifically speaking, i1 the data
center of the cost level 3 1s designated 1n step S522, the
management software program 110 judges whether or not
there 1s any data center of the cost level higher than the cost
level 3.

If 1t 15 determined 1n step S523 that the full copy of the
target application does not exist at the designated data center,
the management software program 110 judges whether or not
the relevant data center has the storage resource to locate the
partial copy (5524). On the other hand, 11 1t 1s determined in
step S523 that there 1s no free space to locate the full copy at
the designated data center, the management software pro-
ogram 110 executes the above-described processing in step

S5523.
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If 1t 1s determined 1n step S524 that there 1s a free space to
locate the partial copy at the designated data center, the man-
agement software program 110 judges whether or not the cost
level of the relevant data center 1s equal to or lower than the
accounting level designated for the application (8527). For
example, 11 the cost level of the designated data center1s 1, the
management software program 110 judges whether that cost
level 1s equal to or lower than the accounting level designated
tor the application. If the accounting level of the application
1s 3 and the cost level of the data center 1s 1, the cost level of
the data center 1s lower than the accounting level of the
application.

On the other hand, 111t 1s determined 1n step S524 that there
1s no Iree space to locate the partial copy at the designated data
center, the management software program 110 executes the

above-described processing in step S525.

If 1t 1s determined 1n step S523 that a data center of the
second lowest cost level 1s remaining, the management soft-
ware program 110 provisionally designates that data center
(S526) and repeats the processing 1n step S522 and subse-
quent steps. On the other hand, 111t 1s determined 1n step S525
that a data center o the second lowest costlevel 1s not remain-
ing, the management software program 110 terminates the
processing.

Furthermore, if 1t 1s determined 1n step S3527 that the cost
level of the provisionally designated data center 1s equal to or
lower than the accounting level designated for the applica-
tion, the management software program 110 designates that
data center as a copy destination of the partial copy of the data
(S528).

On the other hand, 11 1t 1s determined 1n step S527 that the
cost level of the provisionally designated data center 1s not
equal to or lower than the accounting level designated for the
application, the management software program 110 judges
whether or not the possibility to locate the partial copy at the
data center of the cost level higher than the accounting level
has been checked with the user (S528). For example, 1f it 1s
possible to operate the application only at the data center of
the cost level higher than the accounting level, a screen to
check whether the partial copy may be located at the data
center of the cost level higher than the accounting level 1s
displayed on the display screen of the user terminal.

I1 1t 1s determined 1n step S528 that the check with the user
was performed, the management software program 110
decides the provisionally designated data center as the copy
destination of the partial copy (5529). On the other hand, 11 1t
1s determined 1n step S528 that the check with the user was not
performed, the management software program 110 termi-
nates the processing.

(2-4) Advantageous Eftects of this E

Embodiment

As described above, a DC where data can be located can be
decided based on the accounting level which 1s set to each
application according to this embodiment. As a result, a full
copy or partial copy of data can be located at the data center
where the disaster recovery system 1s constructed, 1n consid-
eration of the accounting status of the user who uses the
application.

REFERENCE SIGNS LIST

10 Data center

11 Management server
12 Business server

13 Storage apparatus
14, 15, 16 Networks

110 Management software program
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111 Processor
112 Memory

113 Integrated storage device
114 Management tables
115 Data interface

116 Management interface
120 Application

130 Logical volume

131 Storage device

134 Processor

135 Cache memory

136 Disk controller

137 Program memory

138 Storage program product
139 Management tables

140 Data interface

141 Management interface

The mvention claimed 1s:

1. A storage system for managing a plurality of data centers
comprising;

a business server for executing an application 1n response

to an iput/output request;

a first storage system of a first data center that includes a
first storage area, that 1s configured to store data 1n one or
more volumes in response to a request from the business
server; and

a management server for managing the plurality of data
centers;,

wherein the management server 1s configured to:

rank pages of the one or more volumes of the first storage
area based on tier:

determine a second data center and a third data center from
the plurality of data centers;

copy all pieces of data stored 1n the one or more volumes of
the first storage area to one or more volumes of a second
storage arca managed by a second storage system of the
second data center; and

copy a subset of the data stored in the one or more volumes
of the first storage area to one or more storage areas of a
third storage area managed by a third storage system of
the third data center, wherein the subset of the data 1s
determined based on the rank of the page on which the
data 1s stored.

2. The storage system according to claim 1, wherein the
subset of the data 1s further determined based on a frequency
of access of the data stored in the first storage area.

3. The storage system according to claim 1, wherein the
management server 1s further configured to determine the
second and the third data center based on ranking each of the
plurality of data centers based upon available resources of
cach of the data centers and selecting the data center with
firstmost available resources to be the second data center and
the data center with secondmost available resources to be the
third data center.

4. The storage system according to claim 3, wherein the
available resources of each of the data centers includes an
unused capacity of the storage arca managed by the storage
system of each data center and a server resource amount or
network resource amount required to execute the application.

5. The storage system according to claim 1, wherein the
management server 1s further configured to:

decide the second data center to be a failover location, and

copy all pieces of data stored 1n the one or more volumes of
the second storage area to the one or more volumes of the
third storage area.
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6. The storage system according to claim 1, wherein the
management server 1s further configured to:
decide the third data center to be a failover location,
copy all pieces of data stored 1n the one or more volumes of
the second storage area to the one or more volumes of the

third storage area; and
obtain the data from the one or more volumes of the second

storage area, 1f the data has been requested from one or
more volumes of the first storage area that have not been
copied.

7. The storage system according to claim 1, wherein the
management server 1s further configured to:

decide 1t erther the second data center or the third data

center 1s a failover location based on which data center
has a larger resource amount.

8. The storage system according to claim 1, wherein 11 a
plurality of applications are executed in the business server,

the management server 1s further configured to decide a

fallover location for one or more of the plurality of
applications, based upon ranking the plurality of appli-
cations 1 descending order of required resources
needed to execute the application.

9. The storage system according to claim 1, wherein if 1t 1s
predicted that a required resource amount for the application
executed at the first data center exceeds a specified threshold
value, the management server 1s further configured to:

make an application of low priority operate at the second
data center or the third data center whichever 1s the data
center with a larger remaining resource amount.

10. The storage system according to claim 1, wherein the

management server 1s further configured to:

determine the second data center and the third data center
from the plurality of data centers based on an accounting
level and a cost level for each of the plurality of data
centers.

11. A storage system for managing a plurality of data

centers comprising:

a business server for executing an application in response
to an iput/output request;

a first storage system of a first data center that includes a
first storage area, that 1s configured to store data 1n one or
more volumes 1n response to a request from the business
server; and

a management server for managing the plurality of data
centers; and

wherein the management server 1s configured to:

rank pages of the one or more volumes of the first storage
area based on tier;

determine a second data center and a third data center from
the plurality of data centers based on available resources
of each of the plurality of data centers;

determine a failover location from the plurality of data
centers;,

copy all pieces of data stored 1n the one or more volumes of
the first storage area to one or more volumes of a second
storage area managed by a second storage system of the
second data center:;

copy a subset of the data stored 1n the one or more volumes
of the first storage area to one or more volumes of a third
storage area managed by a third storage system of the
third data center based on the rank of the page on which
the data 1s stored and a frequency of access of the data;

copy all pieces of data from the one or more volumes of the
second storage area to the one or more volumes of the
third storage area, 1f the first storage system of the first
data center fails and the second data center 1s determined
to be the failover location;

copy all pieces of data from the one or more volumes of the
second storage area to the one or more volumes of the
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third storage area, 1 the system of the first data center
fails and the third data center 1s determined to be the
failover location; and

obtain data from the one or more volumes of the third
storage area, 1f the data has been requested from one or
more volumes of the first storage area that have not been
copied.

12. A data management method for a storage system for

managing a plurality of data centers comprising:

executing, by a business server, an application in response
to an iput/output request;

ranking pages of one or more volumes of a {irst storage area
managed by a first storage system of a first data center
based on tier:;

determining a second data center and a third data center
from the plurality of data centers based on available
resources of each of the plurality of data centers;

determining a failover location from the plurality of data
centers,

copying, by a management server, all pieces of data stored
in the one or more volumes of the first storage area to the
one or more volumes of a second storage area managed
by a second storage system of the second data center;

determining a subset of the data stored 1n the one or more
volumes of the first storage area based on the ranking of
the page on which the data 1s stored; and

copying, by the management server, the subset of the data
stored in the one or more volumes of the first storage area
to one or more volumes of a third storage area managed
by a third storage system of the third data center.
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