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(57) ABSTRACT

Communications with timeliness guarantees, also known as
real-time communications are established in a shared
medium with different contention based technologies. A real-
time station 1s able to transmit a noise sequence before the
intended data packet transmission. The noise sequence being
1s to occupy the communication medium during a period of
time preferably larger than the maximum transmission time
of any contention based technology that can have access to the
medium, heremnafter designated alien. As such, even 11 an
alien station 1s transmitting, it will finish its packet during the
transmission of the noise sequence. The method prevents the
alien stations from accessing the medium as these stations
will sense the medium busy aifter the end of their packet
transmissions. This method can be used to support master-
multislave real-time communications on shared media in
which contention based technologies operate.
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METHOD AND APPARATUS FOR THE
DETERMINISTIC CAPTURE OF A
COMMUNICATION CHANNEL SHARED
AMONG CONTENTION BASED
TECHNOLOGIES

This application 1s a National Stage Application of PCT/
IB2010/053202, filed 13 Jul. 2010, which claims benefit of

Serial No. 104868, filed 10 Dec. 2009 1n Portugal and which
applications are incorporated herein by reference. To the
extent appropriate, a claim of priority 1s made to each of the
above disclosed applications.

TECHNICAL DOMAIN OF THE INVENTION

This 1nvention refers to a method and device that are able to
deterministically guarantee the access and capture of a com-

munication medium in which a frequency band 1s shared
among different contention-based medium access technolo-
g1es.

SUMMARY OF THE INVENTION

The aim of this invention 1s to solve the problem of deter-
mimstically capturing, within a time 1nterval, a communica-
tions medium 1n which a frequency band 1s shared among,
different contention-based medium access technologies,
namely 1n communication scenarios where timeliness guar-
antees must be provided, 1.e. real-time communications.

The present mvention describes a method to capture a
shared transmission medium (11) by a real-time station (1)
using a noise sequence (30) followed by a data packet trans-
mission (31).

A preferred embodiment of the present invention consists
in using a noise synthezizer (3) to generate a noise sequence
(30) that can be mitiated 1n any instant, even 1f the commu-
nication medium (11) 1s occupied with transmissions from
alien stations.

A more preferred embodiment of the present mvention
consists 1n transmitting the noise sequence (30) with a trans-
mission power greater than or equal to the maximum trans-
mission power of any alien technology that can be competing
for the medium.

An even more preferred embodiment of the present inven-
tion consists 1n using a noise sequence (30) whose duration 1s
larger than the largest packet duration of any alien technology
that can compete for the medium, or by any means guaran-
teeing that the noise sequence (30) transmission always fin-
ishes after the end of any on-going transmission from an alien
station.

Still another preferred embodiment of the present mven-
tion consists 1 transmitting the noise sequence (30) 1n a
frequency band including the data band (21), leading to the
evaluation of the medium as being busy by competing alien
communication technologies (21).

Still another preferred embodiment of the present imven-
tion consists 1n transmitting the first data packet (31), using a
commercial transceirver (4), after the end of the noise
sequence (30), within a temporal window smaller than the
mimmum 1dle channel assessment time of any alien technol-
ogy being considered.

Still another preferred embodiment of the present mven-
tion employs a secondary and simultaneous noise transmis-
sion (32) 1n the adjacent bands, lower interference sub-band
(20) and higher interference sub-band (22), whenever there
are alien communication technologies operating over the data
band (21) but using larger bandwidths.
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Still another preferred embodiment of the present inven-
tion enables real-time data transmissions initiated by a Master
Station (1), which transmits a noise sequence (30), in the
interference band (23), followed by a data packet (31), in the
data band (21), containing information that triggers the trans-
mission of real-time data packets (61) from slave stations (2),

in the data band (21), 1n a protected window (40) hindering
transmissions from alien communication technologies.

A more preferred embodiment of the present ivention
consists 1n the transmission of the trigger packet (31) by a
Master Station (1), immediately after the end of the noise
sequence (30), defining the time bounds of the elementary
cycle (43) and the packet scheduling for transmissions in the
protected window (40).

An even more preferred embodiment of the present mven-
tion consists in the transmission of real-time packets (61)
1ssued by slave stations (2), 1n the protected window (40), 1n
the mstants defined by the trigger message (31), occupying
the medium for disjoint periods of time, separated by a mini-
mum time equal or higher than the Inter Frame Space (IFS) of
the real-time communication technology.

Another preferred embodiment of the present invention
consists 1n the transmission of secondary and simultaneous
noise (32) 1n the adjacent bands, 1n the lower interference
sub-band (20) and 1n the higher intertference sub-band (22). A
turther preferred embodiment of the present invention con-
sists 1n maintaining the capture of the communication
medium (11), during the protected time window (40) between
the trigger packet (31) and the first data packet transmission
(61) 1ssued by a Slave Station (2) and also between consecu-
tive data packet transmissions (61) from these stations,
through the transmission of noise sequences (60) in the inter-
ference band (23), hindering alien stations from detecting the
medium 1dle in these periods and 1nitiate transmissions that
would corrupt the protected window (40).

Still a preferred embodiment of the present invention con-
sists 1n the transmaission of a secondary noise sequence (32),
in the lower (20) and higher (22) interference sub-bands,
which prevents the alien stations from detecting the medium
idle and, 1n consequence, from 1mitiating a transmission that
would interfere with the contention window (41).

A more preferred embodiment of the present mvention
consists 1 a device (1) that able to capture and maintain
control over a communication medium shared with alien
technologies, including a conventional sub-station (2), pret-
erably built using a commercial transceiver (4) and a commu-
nications controller (8), and a configurable noise synthesizer
(3), preferably built using an FPGA, Field Programmable
Gate Array (6), two digital-to-analog converters (7), and two
radio-frequency front-ends (8).

A still more preferred embodiment of the present invention
defines that the device (1) has the preferential feature of being
able to transmit noise sequences (30, 60, 62) using the noise
synthesiser (3) and data packages (31) through the commer-
cial transceiver (4), according to the method described 1in any
of the claims from 1 to 13.

An additional preferred embodiment of the present mven-
tion consists 1n a noise synthesiser (3) that generates band-
width noise profiles with configurable bandwidth, duration,
central frequency and power by modifying the production
rate of digital DSSS signals and duration, namely in a FPGA
(6), upconversion frequency and gain, namely 1n the radio-
frequency front-end (8), allowing to emulate the spectral

occupation of the communication technologies that operate in
the 2.4 GHz ISM band such as IEEE 802.11, IEEE 802.15.1

or IEEE 802.15 4.
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The suggested invention presents several innovations with
regards to the techniques currently available, namely:

the real-time station transmissions can begin at any
moment and not just after the medium is available for a
certain period of time;

it addresses the existence of alien technologies that com-
pete for the same communication medium;

it defines a noise sequence with fixed duration that aims to
make all the neighbour stations (alien and conventional)
enter 1n backoll state so that the subsequent (and 1mme-
diate) transmission of a data packet will not be affected
by them;

the proposed technique can be applied 1n the implementa-
tion of protocols based 1n the master-multislave commu-
nication model;

in which only the master station employs non-standard
hardware;

Slave stations can be implemented with low-cost (stan-
dard) transcervers, simply requiring to be kept active to
receive the trigger packet and during the protected and
contention windows; they can, therefore, turn of the
transceivers in the remaining period so as to maximize
their autonomys;

the mvention allows interrupting potential transmissions
from alien stations that are not within the area of 1nflu-
ence of the standard communication technology used by
the master station for data transmissions, but within the
range of the technology used to generate the noise;

The network resynchronization 1s conducted at each
clementary cycle, which allows diminishing the impact
of clock drifts 1n the quality of synchronization, reduc-
ing the guard delays where the medium 1s kept available
and allowing the implementation of the stations using
controllers with low processing resources.

BACKGROUND OF THE INVENTION

The U.S. Pat. No. 7,039,063 “Priority Access for Real-
Time Traffic 1n Contention-Based Networks™, refers to a pri-
ority access mechanism for stations that need real-time com-
munications, maintaining the possibility of connecting to
standard stations. It addresses contention-based networks and
claims the usage of a noise sequence (termed black burst)
whose duration establishes the priority 1n the arbitration of
the medium access between real-time stations.

This patent applies only to wired communication media,
particularly Ethernet, where real-time stations instantly
detect the occurrence of collisions. The usage of noise
sequences seeks to establish a prioritization of real-time sta-
tions with regards to standard stations. At the same time, the
use of noise sequences with different durations allows con-
trolling the medium access arbitration among real-time sta-
tions.

The patent defines the catenation process of real-time
packets transmitted by distinct stations that access the
medium 1n a sequential manner without following the stan-
dard guard times for Ethernet. This packet concatenation
process guarantees collision avoidance between real-time
packets and, since it maintains the medium occupied, 1t pre-
vents standard stations from nitiating transmissions between
the real-time packets of the chain.

Nevertheless, given the support of multiple transmission
chains (real-time), the occurrence of transmissions from stan-
dard stations (between chains) can result in a significant
medium access delay for the subsequent chain(s). Such might
have a significant impact 1n real-time transmission delay of
subsequent chains. This delay and 1ts variation can became
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4

inadequate for a large set of applications such as, for example,
the closed loop control (industrial processes, artificial breath-
ing, etc.).

U.S. Pat. No. 6,014,087, “Variable Contention Transmis-
sion Media Access Based on Idle Waiting Time”, from the
same 1nventors, establishes an access mechanism for real-
time data transmission (video) 1in IEEE 802.11 wireless net-
works. The inventors claim a medium access mechanism
similar to the one specified in U.S. Pat. No. 7,039,063 without
including the notion of transmission concatenation and hav-
ing the IEEE 802.11 standard as the target technology.

None of the presented solutions, nor 1ts conjunction, allows
establishing real-time communications in media where mul-
tiple technologies compete for the respective access. This
limitation 1s due to 4 distinct factors:

a) the documents address the existence of communications in
a medium and 1n a spectrum band of a sole technology (for
example Ethernet or IEEE 802.11);

b) define black bursts (noise sequences) that are intended to
interfere solely with communications of a single technology;
¢) do not guarantee medium access timeliness of real-time
stations 1n the presence of other technologies that operate 1n
the same medium over the same frequency band;

d) the solutions presented can not be implemented using
commercial transcervers given that they depend on the ability
to evaluate the medium without mnitiating a transmission (a
feature mexistent 1n commercial transceivers).

GENERAL DESCRIPTION OF THE INVENTION

The 1invention herein described aims to support communi-
cations with timeliness guarantees (limited delay and jitter),
commonly known as real-time communications, in a medium
where a frequency band 1s shared by several contention-based
technologies.

The proposed transmission method uses a real-time station
that integrates a noise synthesiser device and a standard com-
munication device, commercially available. The transmission
of a real-time data package 1s preceded by the mjection of a
noise sequence ol a fixed duration that occupies (and cor-
rupts) the communication medium during a period of time
corresponding to the maximum transmission time of a packet
from any contention-based technology that exists in the
neighbourhood, hereinaiter referred to as alien.

After this period 1s complete, the required transmission of
data 1s imitiated. Thus, even 1f alien transmissions are ongoing
at the beginning of the noise sequence, these will be con-
cluded during its course, making the subsequent (alien) trans-
mission, 1f i1t exists, to find the medium occupied and post-
pone 1ts transmission to a future instant.

In this scenario, given that the (real-time) data packet 1s
transmitted immediately after the noise sequence, alien trans-
mission attempts in 1ts course will be prevented since the
medium will be occupied. Furthermore, the probability of an
alien station to begin a transmission in the time window
separating the end of the noise sequence and the beginning of
the data transmission 1s very low, guaranteeing, this way, the
desired timeliness for the data transmission.

Next, using several illustrations, a detailed description of
the medium access technique and the device that supports 1t 1s
provided. This description 1s supported in several details
marked 1n the i1llustrations with numbers and referred to 1n the
text between parentheses 1n bold. For example, the scenario
that will be used to describe the present invent 1s marked as
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(10) 1n FIG. 1. In this scenario, several communication tech-
nologies share a frequency band of a given medium (11) for
the exchange of information.

DESCRIPTION OF THE DRAWINGS

For an easier understanding of the invention, several Fig-
ures are apended, which represent preferred embodiments of
the imnvention not aiming however to deviating from the scope
of the present invention.

FIG. 1: Schematic representation of a network 1n which a
medium of communication 1s shared between contention-
based technologies wherein:

(1) represents a Real-Time Station (RTS),

(2) Represents a Conventional Station (CS),

(3) Represents a Programmable Noise Synthesizer (PNS),
(4) Represents a Commercial Transcerver (CT),

(5) Represents a Communication Controller (CC),
(6) Represents a Field Programmable Gate Array (FPGA),

(7) Represents a Digital-Analog Converter (DAC),

(8) Represents a Radio Frequency Fronted (RFF),

(9) Represents an Alien Station (AS),

(10) Represents the communication scenario in which the
invention 1s 1llustratively embodied, and

(11) represents the shared communication medium

FIG. 2: Schematic Representation of the spectrum 1n which
the invention and the alien technologies operate, wherein:
(20) represents the interference low sub-band,

(21) represents the data communication band,
(22) represents the interference high sub-band, and
(23) represents the interference band.

FIG. 3: Schematic representation of a set of signals 1llus-
trating the capture method of a shared commumnication
medium, wherein:

(30) represents the transmission of a noise sequence in the

interference band (23),

(31) represents the transmission of a real-time data packet 1n
the data band (21),

(32) represents the transmission of protection noise 1n the low
(20) and 1n the high (22) mterference sub-bands,

(33) represents the transmission of an alien data packet in the
interference band (23),

(34) represents the transmission of a data packet with conten-
tion 1n the data band (21),

(35) represents the occurrence of a collision.
FIG. 4: Schematic representation of a temporal sequence

corresponding to an elementary cycle, wherein:

(40) represents a protected window,

(41) represents contention window,

(42) represents an mactive window, and

(43) represents the elementary cycle.
FIG. 5: Schematic representation of the format of packets

used 1n master or slave station transmissions, where

(50) represents the field type of packet,

(51) represents the field flags,

(52) represents the payload,

(53) represents the number of real-time packets scheduled for
the next elementary cycle,

(54) represents the information of a scheduled packet,

(55) represents the 1dentification of a scheduled packet,

(56) represents the duration of a scheduled packet,

(57) represents the field duration of the contention window,

(58) represents the field duration of the elementary cycle, and

(59) represents the field time for the deadline.
FIG. 6: Schematic representation of a set of signals 1llus-

trating the organization of the transmissions in an elementary

cycle, wherein:
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(60) represents the overhead compensation noise transmitted
in the interference band (23) between the end of the trigger
packet (31) and the first real-time packet of a slave station

(61),
(61) represents the transmission of a slave station real-time

packet in the data band (23), and
(62) represents the transmission of occupation noise, in the
interference band (23), between the real-time packet trans-

missions of slave stations, with a duration equal to the Inter
Frame Space (IFS) of the data technology.

DETAILED DESCRIPTION OF THE INVENTION

In order to illustrate the operation of the invention, without
deviating from generality, a wireless communication medium
shared by four devices 1s assumed:

2 conventional stations CS2 and CS3 that operate using
IEEE 802.15.4 technology,

1 real-time station RTS1 that includes:

1 Conventional substation CS1 (IEEE 802.15.4)
1 Programmable Noise Synthesizer PNSI1,

1 Alien Station AS1 that employs IEEE 802.11 technology.

Despite the option of describing the invention according to
scenar1o (10) in FIG. 1, a usage environment may encompass
a larger number of stations and/or communication technolo-
g1es.

As depicted in FIG. 2, conventional stations CS1, CS2 and
CS3 transmit 1n the data band corresponding, for example, to
the channel 17 of the IEEE 802.15.4 technology (21), and are
able to access the medium 1n three distinct ways:

1) Operating in the beaconless mode with conventional

contention,

2) Operating 1n the beaconless mode with contention 1n
which the backolf slot range, preceding a Clear Channel
Assessment (CCA), 1s limited through configuration,

3) Without contention, accessing instantly to the channel.

The first two access modes use the Carrier Sense Multiple
Access with Collision Avoidance (CSMA/CA) provided in
the specification of the IEEE 802.15.4 technology, whereas
the third mode 1s solely available in the transceivers of some
manufacturers (for example, Microchip). Station AS1 oper-
ates 1n the interference band, for example, channel 6 of the
IEEE 802.11 technology (23), and accesses the medium using
the Daistributed Coordination Function (DCF), which
employs the CSMA/CA algorithm defined in the IEEE
802.11 specification.

The synthesiser PNS1 produces noise profiles according to
FIG. 2, generating interference with a spectral content
equivalent to alien interference (23) or noise 1n the two sub-
bands (20) and (22). The noise synthesiser transmissions
PNSI1 are carried out without contention. The requirement of
performing noise transmissions in the two identified sub-
bands 1s related with the alien technologies receiver sensibili-
ties with regards to the data technology being used. Next, an
example of this requirement 1s presented.

The conventional station CS2 operates in medium (11) and
in data band (21) while the alien station AS1 operates in the
same medium, but 1n the interference band (23). Assuming,
that station CS2 employs the atorementioned technique Car-
riecr Sense Multiple Access with Collision Avoidance
(CSMA/CA) and that 1t 1s ready to transmit at instant t_, 1t
immediately starts counting from a random number of back-
ol slots before evaluating the state of the medium (Clear
Channel Assessment) in an instant t, (t,>t ).

Assuming that the medium i1s free at that instant, station
CS2 starts the transmission of a data packet until mnstant t
(t ~1,). However, 1t 1s possible that, at instant t_. (t,<t <t ), an
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alien station, for example AS1, 1s ready to transmit a packet
and starts the evaluation of the medium for a period equal to
the DCF Inter Frame Space (DIES), declaring it free at instant
t.. (t_<t_<t)).In that case, AS1 will initiate a transmission that
will corrupt the ongoing transmission of the CS2 station
(from 1nstant t_, until mstant t,). This can occur because
wireless short-range communication technologies (for
example, IEEE 802.15.4) have a reduced impact, in terms of
interference, in moderate-range wireless communications
(for example, IEEE 802.11), 1.e., the level of energy produced
by a transmission 1s not sufficient for the alien technologies to
declare the medium as occupied. Therefore, ongoing trans-
missions ol conventional stations can be affected by trans-
missions of alien technologies. To cope with scenarios where
alien technologies perform transmissions with higher power
and larger bandwidths than the employed data technology,
and to avoid the interruption of (conventional ) data transmis-
s101s, a noise transmission in the adjacent bands (low (20) and
high (22) sub-bands) of the data band must be transmitted
simultaneously with required power level to hinder alien sta-
tions from detecting the medium as 1dle.

The legal limuit to the transmission of noise 1n the 2.4 GHz
ISM band corresponds to 100 mW (20 dBm) of Effective
Isotropic Irradiated Power (EIRP) in the European space
(standard E'TSI EN 300 328) or 1 W (30 dBm) of Peak
Conducted Output Power 1n the United States of America
(regulation FCC part 15.247 and 15.249), considering, 1n
both cases, the generation of noise with Direct Sequence
Spread Spectrum (DSSS) signals. Theretfore, either the noise
produced in the mterference band (23) or in the sub-bands
(20) and (22) must use DSSS signals with power limited to
100 mW (20 dBm) EIRP.

In application scenarios where the data communication
technology has a larger bandwidth and a higher transmission
power than the potential alien technologies, there 1s no
requirement of performing simultaneous noise transmissions.
Such occurs because ongoing data transmissions will be per-
ceptible by alien stations and, therefore, will not be inter-
rupted.

In scenarios in which alien technologies are characterized
by a) a higher transmission power, but having a narrower
bandwidth, only the power of data transmission can be
increased; b) a lower power, but having a larger bandwidth,
data transmission can be accompanied by noise in adjacent
bands, emulating transmissions of the alien technology.

The presented approach merely protects data transmissions
that are ongoing at the beginning of an alien transmaission, 1.¢.,
it only guarantees the channel intrusion avoidance after its
capture. Since this mmvention aims to enable the medium
access and capture in a deterministic manner, a technique
allowing the capture of the medium regardless of 1ts occupa-
tion state 1s required.

FI1G. 3 depicts a sequence of signals allowing the descrip-
tion of the capture technique embodied by this invention. The
presented technique has two phases:

1) Transmission ol a noise sequence (30) with a fixed

duration in the noise band (23);

2) Transmission of a data packet (31) with timeliness
requirements (real-time) i1n the data band (21) and,
simultaneously, transmission of a protection noise
sequence (32) in the sub-bands (20) and (22).

The transmission of the noise sequence (30) has the goal of
interrupting any alien communications that may be ongoing
in the medium (11) and 1n the data band (21), releasing it for
the transmission of real-time data packets (31).

The duration of this transmission must be preferably equal
or higher than the duration of the longest packet transmaitted
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by any potential alien technology. This method guarantees
that, even 11 the noise sequence starts at the same time as the
alien transmission, it will extend beyond its conclusion.
Therefore, at the end of the noise sequence (30), the medium
will be free since all the transmissions that were previously
initiated will be concluded and alien stations that attempted
medium access 1n the meanwhile found 1t busy, thus postpon-
ing their transmissions to a later time. So that a noise
sequence (30) prevents a given alien technology from using
the data channel (band), 1t 1s necessary that 1t occupies a band
of frequencies equal or larger than the alien technology,
employing a noise profile with equivalent levels of energy (or
higher, up to the legal limit of, for example, 100 mW EIRP in
the 2.4 GHz ISM band).

Another important aspect 1s the requirement that the noise
sequence (30) 1s not iterpreted by conventional stations as a
data transmission. This requirement arises from the fact that
when a conventional station detects the beginning of a packet
in the medium, i1t waits for 1ts conclusion, and then proceeds
for the decoding process. In most cases, the time spent in this
activity prevents conventional stations from starting a data
transmission immediately after the noise sequence.

The preferential architecture of a real-time station RTS (1)
that 1s able to conduct data transmissions based on the IEEE
802.15.4 technology and immune to interference from IEEE
802.11 stations 1s 1llustrated 1n FIG. 1. This station integrates
a conventional station CS (2) and a programmable noise
synthesiser PNS (3). The former, besides two radio-ire-
quency front-ends RFF (8), also employs two digital-ana-
logue converters DAC (7) and a Field Programmable Gate
Array FPGA (6), which enables the generation of noise
sequences with configurable duration, bandwidth, central fre-
quency and power.

The simultaneous noise synthesization in the low (20) and
high (22) interference sub-bands are implemented using the
FPGA (6) to generate two different DSSS digital signals (with
potentially different bandwidths) which, after being con-
verted 1mto analogue signals 1n the DAC (7), are object of
individual upconversion and amplification 1 the RFF (8)
before being propagated 1n the medium (11) using an omni-
directional antenna. The FPGA produces digital DSSS noise
signals with the bandwidth defined by the communication
controller CC (8), for example, 11 Mbps when the target alien
technology 1s the IEEE 802.11b standard. Afterwards, this
signal 1s converted to analogue and shifted 1n the frequency by
performing a multiplication procedure with the signal of an
oscillator with configurable frequency (controlled by the
FPGA), for example, the central frequency corresponding to
channel 6 of the IEEE 802.11b technology. Finally, the signal
1s amplified using a radio-frequency amplifier with config-
urable gain (controlled by the FPGA, whose value 1s deter-
mined by the communication controller CC (5)), for example,
one that results 1n a transmission power of 20 dBm EIRP. The
parameters used in the generation of the noise sequence (du-
ration, bandwidth, central frequency and power) are config-
ured by the communication controller CC (5).

The noise generation in the interference band (23) can be
conducted 1n a similar fashion, but employing a single DSSS
noise signal with the corresponding circuit downstream. This
design constitutes the preferential mode of implementation of
the programmable noise synthesiser PNS (3) since 1t enables
the synthesis of noise signals with configurable transmission
duration, bandwidth, central frequency and power.

Conventional stations CS (2) integrate a commercial radio-
frequency transceiver CT (4) and a communication controller
CC (35). The commercial transceiver CT (4) 1s responsible for
issuing the data transmissions requested by the CC (5). As
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mentioned, these transmissions can be performed using sev-
eral contention methods. The application controlling the
RTS1 (1) behaviour runs 1n the CC1 (5) and requests that a
real-time data packet transmission (31) 1s preceded by a noise
sequence (30) that clears the medium. Conventional stations
CS2 and CS3 share the CS1 architecture, but may operate 1n
any of the defined contention modes.

FIG. 3 represents a set of signals associated to the commu-
nication scenario (10) where the prioritization of the RTS1 (1)
station 1n accessing the medium (11) can be observed, even
when transmissions from an alien station AS1 or a conven-
tional station CS3 are ongoing. The Alien station AS1
becomes ready to transmit at instant ty,. However, 1t must
observe the state of the medium during a period equal to DIFS
(acronym) before establishing its inactivity at instant t5; and
begin the transmission of an alien packet (31), whose duration
extends until istant t5,. The Real-time station RTS1 1s ready
to transmuit at instant t,,, imtiating immediately, through the
noise synthesiser PNS1, a noise sequence (30) transmission
that 1s concluded at instant t,. This transmission has a spec-
tral content (23) that directly interferes with the alien packet
(33), corrupting 1t, between the nstants t5, and t,5.

At instant t,., immediately after the end of the noise
sequence (30), the transmission of a real-time packet (31),
occupying the data band (21), and the transmission of a
sequence ol protection noise (32) 1n the two sub-bands (20)
and (22) begin simultaneously, and extended until instant t-.

The requirement of transmitting immediately the real-time
packet (31) aims at guaranteeing that the time window (from
t,. to ty,) elapsing between the end of the noise sequence and
the beginning of the data transmission 1s smaller than the
duration of the shortest Clear Channel Assessment (CCA) of
any potential alien technology. This requirement allows pri-
oritizing the data transmission (31) over the transmissions
from alien stations that dispute the access to the shared
medium, once within CCA period, the alien station will detect
the transmission from real-time packet and will postpone the
intended transmission for a future timing.

The noise sequence (30) guarantees the availability of the
medium at instant t,., allowing to initiate the transmission of
the real-time packet (31) without the risk of collision with an
ongoing alien packet. The transmission of a protection noise
sequence (32), as presented, seeks to guarantee that the alien
technology does not assess the medium as available when the
real-time technology performs short range and narrowband
transmissions.

The alien station AS1, aiter missing the transmission that 1t
tried to mnitiate at instant t5,, observes the medium at instant
t,., but will only finds 1t available at instant t, 4, initiating then
the transmission that extends until instant t,,.

A similar cycle begins at instant t,,, corresponding to the
dispatch of a real-time packet (31) transmission. This process
continues regardless of the medium being occupied by a
contention data transmission (34) mnitiated by station CS3. In
this scenario, the transmissions of the noise sequence (30) and
of the real-time packet (31) are conducted between instants
t,,and t,., and t, and t,-, respectively, the later accompanied
by a protection noise sequence (32) in both low (20) and high
(22) sub-bands. As 1llustrated, the ongoing data transmission
(34) 15 corrupted by the interference produced by the noise
sequence (30) between the instants t,, and t,,. Consequently,
station CS3 assesses the medium at instant t,,, aiming to
retransmit the previously corrupted packet and finds the
medium busy. After a random amount of time, station CS3
assesses the medium for a second time at instant t,, and,
observing its availability, begins the retransmission of the
data packet, which extends until instant t .
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From the above discussion 1t follows that the suggested
technique 1s adequate to guarantee real-time data packet
transmissions (31) in predefined instants, since the noise
sequence (30), preceding the real-time data packet, has a fixed
duration, which allows to anticipate 1ts beginning so that the
medium 1s available at the instant where the data packet is to
be transmitted.

The examples presented so far allow establishing real-time
communications with controlled delay (and jitter) between a
real-time station and one or more conventional stations. How-
ever, 1 comprehensive application scenarios requiring the
support of multiple real-time data streams, it 1s possible to
employ the principle explained above and extend 1t to cope
with such feature. In this sense, a protocol building on the
medium capture and maintenance defined in the invention
and allowing real-time communications between several sta-
tions 1s presented below. The proposed protocol employs a
master/multislave communication model in which the master
station synchronizes the transmissions from slave stations
trough a trigger message defining which stations (and when)
are allowed to transmit 1n a specified time 1nterval named
clementary cycle.

FIG. 4 presents the protocol’s temporal sequence of com-
munication phases, which exemplifies the use of the invention
to support real-time communications. This protocol encom-
passes the transmission of a periodic trigger packet (40)
defining the window bounds of the current elementary cycle
(44). The tnigger packet 1s a real-time message (31) and, as
such, 1t 1s preceded by a noise sequence (30) to guarantee the
medium (11) availability at the end of its transmission (31).
This trigger packet initiates an elementary cycle (43) com-
posed of 3 time windows with specific access characteristics:
protected window (40), contention window (41) and 1nactive
window (42).

The protected window (40) envisages the transmission of
the real-time packets explicitly defined 1n the preceding trig-
ger packet (31). These transmissions are made so as to main-
tain the medium occupied and prevent neighbour alien tech-
nologies from having the chance of capturing the medium
(11). Additionally, data transmissions are backed by noise
transmissions in the low (20) and high (22) sub-bands. This
approach aims to protect the transmissions conducted 1n this
window against interference and denial of service attacks
from contention-based technologies.

The contention window (41) establishes a period of time
during which conventional stations compete for the medium
(11) using standard contention-based mechamsms (for
example, CSMA/CA). In order to guarantee that contention
only occurs between conventional stations, the medium 1is
occupied by noise transmissions 1n the low (20) and high (22)
sub-bands 1n this window. This procedure 1s not necessary in
scenarios where the alien technology(ies) operates with a
bandwidth(s) narrower than the (conventional) data technol-
0gy.

The 1nactive window (42) completes the elementary cycle
(43), establishing a period of time 1n which stations with
demanding autonomy requirements can switch to a mode of
reduced power consumption by turning off their radio-ire-
quency transcervers until an instant before the next trigger
packet (31).

The structure of the devised packets for this protocol 1s
presented in FIG. 5. The trigger, real-time and contention
packets are built using standard communication MAC pack-
ets and encapsulating the specific information 1n the payload
of a data frame. The fields type of packet (50) and flags (51),
which includes the sequence number, are common to all
packet types. Each packet has a distinct data field (352) that
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depends on its type. The trigger packet (31) specifies the
number of real-time packets that follow (83), the specific
information for each one of them (54) (identity (55) and
duration (36)), the contention window duration (57) and the
duration of the elementary cycle (38). Given that the trigger
packet (31) specifies the duration of all the transmissions in
the protected window (40), the duration of the contention
window (41) and of the elementary cycle (43), slave stations
can calculate the total duration of the protected window (40)
and determine the time bounds where they must be active
(protected and contention windows) or switch oif their com-
munication transceivers (inactive window).

Although real-time (31) and contention (34) data packets
have a similar structure, real-time time packets have an addi-
tional field speciiying the time for the deadline (59), which 1s
used to determine the “age” of the data.

FIG. 6 depicts the signals associated with the communica-
tion scenario (10) where an elementary cycle (43) composed
by protected (40), contention (41) and inactive (42) windows
can be observed. The timeline associated with the medium
activity only represents the transmissions occurring in the
data communication channel employed by the conventional
stations CS1, CS2 and CS3.

At instant t., (previously scheduled), station RTS1 (mas-
ter) initiates a medium (11) capture by transmitting a noise
sequence (30). The justification to transmit a noise sequence,
even when the medium (11) “appears” to be 1dle, 1s the poten-
t1al existence of alien stations (not represented) with ongoing
transmissions that are not detected by the master station
RTS1, but that interfere with slave stations that are at their
reach. Accordingly, given that the noise sequence (31) 1s
(should be) performed with the highest signal power legally
permitted, the probability of interrupting ongoing alien trans-
missions 1s increased, releasing the medium for the successiul
transmission of the subsequent trigger packet (31).

At instant t., (previously scheduled), station RTS1 (mas-
ter) initiates a medium (11) capture by transmitting a noise
sequence (30). The justification to transmit a noise sequence,
even when the medium (11) “appears” to be 1dle, 1s the poten-
t1al existence of alien stations (not represented) with ongoing,
transmissions that are not detected by the master station
RTS1, but that interfere with slave stations that are at their
reach. Accordingly, given that the noise sequence (31) 1s
(should be) performed with the highest signal power legally
permitted, the probability of interrupting ongoing alien trans-
missions 1s increased, releasing the medium for the successiul
transmission of the subsequent trigger packet (31).

Next, at instant t.q, the transmission of a real-time packet
(61) 1s mitiated by the slave station CS2, without contention,
so as to prevent any station from capturing the medium.
Simultaneously, a protective noise transmission (32) 1s con-
ducted 1n the low (20) and high (22) interference sub-bands.

In order to ensure that slaves station are able to successtully
recetlve real-time transmissions from other slave stations, it 1s
necessary to establish an interval between real-time packet
transmissions 1 the medium (11) equal to the Inter Frame
Space (IFS) of the data technology being employed. Notwith-
standing, 1n order to maintain the channel capture, the master
station RTS1 transmuits a noise sequence (62) in the interfer-
ence band (23) that occupies the time interval of the IFS
(between the 1nstants t,, et,,). The subsequent real-time data
transmission (61) from station CS3 begins immediately after
the end of IFS, from 1nstant t,, until mstant t-,.

The contention window (41) begins at instant t-. and ends
at instant t,,. In this period, the master station RTS1, through
the noise synthesiser PNS1, occupies the medium (11) in the
low (20) and high (22) interference sub-bands so as to protect

10

15

20

25

30

35

40

45

50

55

60

65

12

contention-based transmissions of conventional stations
against interterence from alien technologies. At instant t.,
both stations CS2 and CS3 are ready for transmitting conten-
tion packets (34) and simultaneously begin a random backoif
process. However, given that station CS2 has a configured
maximum number of backofls smaller than the CS3 station, 1t
will wait, 1n average, less time to perform the CCA than CS3
station, gaining priority for the transmission of 1ts packet at
instant t-,. Given that station CS3 only assesses the medium
(11) at mstant t-, and since it finds i1t occupied by the CS2
transmission, a new CCA 1s postponed (random backoll pro-
cess) to a future 1nstant (ty, ). At that instant, the medium (11)
1s found 1dle, and the corresponding transmission 1s started,
extending until instant to,. The use of different values for the
maximum number of backoll slots allows establishing mul-
tiple levels of quality of service for contention-based data
communications (sessions).

The inactive window (42) follows and extends until the
next noise sequence (30) that precedes the transmission of a
trigger packet (31). During this period, no transmissions are
carried out.

At instant t., alien station AS1 becomes ready to transmut
a packet. However, after observing the medium (11) for a
DIFS period, it finds i1t occupied (due to the ongoing noise
sequence transmission (30)), and postpones its transmission
to a future 1instant. At instants t,,, t, and ty, (random 1nstants
with increasing backoil limits) that precede instant tg, at
which time the medium 1s found idle and the alien transmis-
sion (33) 1s mitiated, station AS1 successively assesses the
medium as busy due to the noise sequence (30) (t.,), trans-
mission of a real-time packet (61) seconded by a noise 1n the
low (20) and high (22) sub-bands (t.,) or simply due to the
noise 1n these sub-bands (t.,).

The temporal i1solation of the protected window with
regards to contention window 1s guaranteed by the protocol
itsell since contention packets will never be able to assess the
medium as 1dle 1n the protected window due to the scheduled
real-time transmissions (61) or the noise sequences (60) and
(62). Traffic transmitted in the protected window must be
explicitly authorized by the master station in the trigger
packet (31) and will never be carried out beyond the specified
temporal limaits.

Regarding the 1solation between the contention and inac-
tive windows, slave stations must respect the temporal
bounds 1dentified 1n the trigger packet.

The described protocol enables the support of real-time
communications in a medium affected by interference from
contention-based communication (alien) technologies and
establishes a prioritization mechanism capable of providing
multiple levels of quality of service to contention-based data
transmissions. Additionally, this protocol 1s able to support
applications with demanding autonomy requirements, by
employing elementary cycles with long mactive windows.

The proposed invention presents several innovations with
regards to the techniques presented 1n the patents aforemen-
tioned, namely:

Noise transmissions irom real-time stations can begin at
any instant and not only when the medium 1s 1dle for a
certain period of time (DIFS);

It addresses the existence of alien technologies that com-
pete for the same medium of communication. If real-
time communications occupy a bandwidth narrower
than the bandwidth of the candidate alien technology to
generate mterference, these transmissions will be sec-
onded by noise occupying the remaining band and simu-
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lating the occupation of the channel by an alien station.

When this does not happen, only the real-time data will

be transmitted;

The duration of the noise sequence 1s a function of the
duration of the largest packet that can be transmitted by
any alien technology 1n the neighbourhood, and not a
function of the time that the station has waited to access
the medium;

The fixed duration noise sequence has the goal of bringing
into backoll state all neighbour stations (alien or con-
ventional) so that the subsequent (and immediate) data
transmission will not be affected by them. The approach
presented in the aforementioned patents does not use
noise sequences to capture the medium, inasmuch as
uses 1t to arbitrate the medium access between real-time
stations and to promote their prioritization over conven-
tional stations;

The noise sequence 1s produced according to the channel
where the data transmission 1s performed and to a spec-
trum mask corresponding to the technology with the
largest interference capacity 1n the same channel;

The proposed technique can be applied 1n the implemen-
tation of protocols based 1n the master/multislave com-
munication model, 1n which:

Only the master node transmits noise sequences
employing specific hardware;

Slave nodes can be implemented with (standard) low
cost transcervers simply requiring to be kept active to
recerve the trigger packet and during the protected and
contention windows. They can, therefore, turn off the
transceivers during the remaiming period so as to
maximize their autonomys;

Although a standard communication transceiver may
assess the medium as 1dle, the transmission of the
trigger packet 1s always preceded of a noise sequence.
This procedure aims to interrupt potential transmis-
sions of alien stations that may not be in the area of
influence of the standard communication technology
used by the master station for data transmission, but
only at the reach of the technology used 1n the noise
sequence transmission;

The network resynchronization is performed at each
clementary cycle, which allows reducing the impact
of clock dnits 1n the quality of the synchronization,
reducing the guard times in which the medium 1is
available and enabling the implementation of stations
using controllers with low processing resources.

The mvention claimed 1s:

1. Capture method of a shared commumnication medium

comprising;

transmitting a noise sequence followed, 1n a period of time
less than a period of time of an 1dle channel assessment,
by a data packet transmission by a real-time station;

transmitting secondary and simultaneous noise 1n adjacent
bands, low and high interference sub-bands, whenever

alien communication technologies are operating on a

data band, but employ larger bandwidths;

wherein a data transmission 1s 1nitiated after said noise
sequence, by a transceiver, within a time window whose
duration 1s less than a duration of a mmimum Clear
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Channel Assessment (CCA) time of any alien commu-
nication technology to be inhibited.

2. The method according to claim 1, wherein said noise

sequence 1s produced by a programmable noise synthesizer.

3. The method according to claim 1, wherein transmission

power 1s equal or higher than that of the alien communication

technology that 1s to be mhibited.
4. The method according to claim 1, comprising a duration
more than the duration of a largest packet of any alien com-
munication technology intended to be inhibited, or guaran-
teeing that said noise sequence always ends at a subsequent
instant of any communication that has preceded said noise
sequence.
5. The method according to claim 1, wherein a transmis-
s10n 1s applied 1n a frequency band that includes the data band
and which results in an occupied medium assessment by all
alien communication technologies that are to be inhibited.
6. A method of transmitting real-time data, comprising
capturing the shared communication medium, by a master
station, according to claim 1, by the transmitting of a noise
sequence 1n an interference band, followed by a trigger packet
in a data band, and subsequent real-time data packet trans-
mission by slave stations in the data band within an interfer-
ence protected window.
7. The method according to claim 6, wherein the temporal
limits of the current elementary cycle and the scheduling of
the transmissions 1n the protected window are defined imme-
diately after the noise sequence.
8. The method according to claim 6, wherein the transmis-
s1on of real-time data packets takes place by slave stations 1n
the instants defined by the trigger message, that occupy dis-
joint portions of time in the protected window, being sepa-
rated by a mimmimum delay equal or more than a duration of an
Inter Frame Space (IFS) of employed data communication
technology.
9. The method for maintaining the capture of the commu-
nication medium within the protected temporal window
between the trigger packet and the first data transmission of a
slave station and between data transmissions from stations,
according to claim 1, wherein an 1injection of a noise sequence
occurs 1n the interference band, which prevents alien stations
from detecting the medium as idle and from 1nitiating a trans-
mission corrupting the protected window.
10. Capture method of a shared communication medium
comprising:
transmitting a noise sequence followed, 1n a period of time
less than a period of time of an 1dle channel assessment,
by a data packet transmission by a real-time station;

transmitting secondary and simultaneous noise 1n adjacent
bands, low and high interference sub-bands.

11. A method of protecting data communications of a
shared communication medium in a contention window, the
method comprising:

transmitting

a secondary noise sequence, i adjacent bands, low and
high interference sub-bands, preventing alien stations
from detecting the medium as i1dle and from 1nitiating a
transmission corrupting the contention window.
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