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SENSOR VIRTUALIZATION THROUGH
CLOUD STORAGE AND RETRIEVAL
MECHANISMS

BACKGROUND

The present application relates generally to an improved
data processing apparatus and method and more specifically
to mechanisms for providing sensor virtualization for
abstracting physical sensors that provide data to applications
by using cloud storage and retrieval mechanisms.

Many consumer electronics today comprise a variety of
sensors for detecting various conditions and providing data to
applications indicative of the sensed conditions. For example,
clectronic devices may be equipped with motion sensors,
accelerometers, light sensors, radio frequency identifier
(RFID) sensors, barometers, hygrometers, and the like.

Recently, there have been mechanisms devised for virtual-
1izing these sensors so as to optimize the sensors for the
particular applications with which they are utilized. For
example, as described in Hirase etal., U.S. Patent Application
Publication No. 2009/0216827, published Aug. 27, 2009,
these mechanisms address the problem that sensors are not
always optimized for the existing application soitware that
uses the sensor data and to address the problem of 1ncorpo-
rating programming code for sensor control into the applica-
tion software. The Hirase mechanism provides sensor man-
ager that recetves 1instructions from applications, judges
whether sensor output meets the requirements of the received
instruction and, 11 so, generates an interrupt to the application
submitting the instruction. Thus, in Hirase, the received
instructions themselves are the “virtual sensors” which essen-
tially operate as a filter on the sensor output. Thus, with
Hirase, sensor output that does not meet the requirements of
the conditions of the recerved 1nstruction 1s suppressed.

SUMMARY

In one 1illustrative embodiment, a method, 1n a data pro-
cessing system, 1s provided for virtualizing physical sensors
and providing sensor data to a requestor using the virtualized
physical sensors. The method comprises obtaining, in the
data processing system, sensor data from a plurality of physi-
cal sensors and storing the sensor data 1 a virtual sensor
storage system of the data processing system 1n at least one
standardized format. The method comprises recerving, 1n the
virtual sensor storage system, a request from a requestor for a
first type of sensor data. The request does not specily a par-
ticular physical sensor. The method also comprises retrieving,
by the virtual sensor storage system, a portion of the sensor
data stored 1n the virtual sensor storage system 1n response to
receiving the request. The portion of sensor data corresponds
to the type of sensor data requested in the request from the
requestor. Moreover, the method comprises returning, by the
virtual sensor storage system, the retrieved portion of the
sensor data to the requestor in a format corresponding to a
physical sensor configured to provide the requested type of
sensor data.

In other illustrative embodiments, a computer program
product comprising a computer useable or readable medium
having a computer readable program 1s provided. The com-
puter readable program, when executed on a computing
device, causes the computing device to perform various ones
of, and combinations of, the operations outlined above with
regard to the method 1llustrative embodiment.

In yet another illustrative embodiment, a system/apparatus
1s provided. The system/apparatus may comprise one or more
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2

processors and a memory coupled to the one or more proces-
sors. The memory may comprise istructions which, when
executed by the one or more processors, cause the one or more
processors to perform various ones of, and combinations of,
the operations outlined above with regard to the method 1llus-
trative embodiment.

These and other features and advantages of the present
invention will be described in, or will become apparent to
those of ordinary skill in the art in view of, the following
detailed description of the example embodiments of the
present 1nvention.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

The mnvention, as well as a preferred mode of use and
turther objectives and advantages thereot, will best be under-
stood by reference to the following detailed description of
illustrative embodiments when read 1n conjunction with the
accompanying drawings, wherein:

FIG. 1 1s a schematic of an example of a cloud computing,
node 1n accordance with one 1llustrative embodiment;

FIG. 2 1s an example of a cloud computing environment in
which aspects of the 1llustrative embodiments may be imple-
mented;

FIG. 3 1s an example diagram of a set of Tunctional abstrac-
tion layers provided by a cloud computing environment in
accordance with one 1llustrative embodiment;

FIG. 4 1s an example block diagram illustrating the inter-
action and operation of the primary operational elements of
the Sensor Cloud mechanisms of the illustrative embodi-
ments; and

FIG. 5 1s a flowchart outlining an example operation for
handling a request from an application for sensor data using a
Sensor Cloud in accordance with one 1illustrative embodi-
ment.

DETAILED DESCRIPTION

As noted above, many electronic devices make use of sen-
sor data, and applications operating on such sensor data, to
perform various functions. However, for a variety of reasons,
the availability of a given sensor cannot be relied upon. For
example, a sensor may become disabled due to a hardware
fault, damage, or lack of power, 1.e. unexpected events that
require human intervention to bring the sensor back online.
Alternatively, sensor outages may be planned, e.g., a sensor
may come online periodically and stay on for a limited
amount of time 1n order to conserve battery power. At any
rate, whether planned or unexpected, there are times that an
application cannot rely on the availability of physical sensors
to perform 1ts functions.

Also, as mentioned above, sensor virtualization mecha-
nisms have been devised, such as described in the above
referenced Hirase et al. Patent Application Publication No.
2009/0216827, for setting filter conditions on sensor output
so that only the sensor output matching the filter conditions 1s
returned to the application that created the virtual sensor. This
“virtualization™ of sensors 1s 1n actuality just a filter of the
sensor output from the physical sensors rather than actually
providing any virtualization of the sensors themselves. More-
over, such mechanisms suppress data not meeting the condi-
tions of the filter and are susceptible to sensor outages or
unavailability.

Contrary to these filtering mechanisms, the illustrative
embodiments provide mechanisms for virtualizing sensors
using cloud computing mechanisms. That 1s, the illustrative
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embodiments leverage cloud computing technology to
absorb sensor data and to provide tools for virtualizing sen-
sors. As a result, applications on computing devices commu-
nicating with the cloud computing mechanisms of the 1llus-
trative embodiments are relieved of the task of providing a
variety ol interfaces to a variety of physical sensors. More-
over, the mechanisms of the illustrative embodiments are not
susceptible to the problems associated with the unavailability
ol specific physical sensors due to the fact that the mecha-
nisms of the 1llustrative embodiments provide a true virtual-
1zation of physical sensors via the cloud computing resources.

The 1illustrative embodiments provide three primary
mechanisms for providing the cloud computing based virtu-
alization of sensors mentioned above. First, the i1llustrative
embodiments provide a standardized interface through which
applications can request and obtain sensor data from virtual-
1zed sensors via cloud computing resources. Second, the
illustrative embodiments provide a standardized interface by
which physical sensors can post sensor data to cloud comput-
ing resources for retrieval by applications. Third, the 1llustra-
tive embodiments provide mechanisms for implementing an
organized storage of sensor data so as to facilitate the retrieval
of sensor data pertinent to requests from applications via
cloud computing mechanisms.

With regard to the first mechanism for providing a stan-
dardized interface through which applications can request
and obtain sensor data from virtualized sensors via cloud
computing resources, a standardized set of application pro-
gram 1nterfaces (APIs) are provided that have input param-
cters and returned results consistent with the target physical
sensor from which applications are requesting sensor data.
That 1s, the cloud computing resources include APIs that
operate as virtual sensors to which the applications may sub-
mit a request for a particular type of data as specified by input
parameters and can expect results to be provided in a manner
and format consistent with the type of output actually pro-
vided by the physical sensor such that it 1s transparent to the
application as to whether the sensor data 1s being provided by
the cloud computing based virtualized sensors or from actual
physical sensors.

For example, one of the standardized APIs may be an API
for requesting current temperature data for a user-defined
range of latitudes and longitudes. In response to a request
from an application for such temperature data, the request
including input parameters indicating the latitudes/longi-
tudes as well as other input parameters, the API may return an
array ol temperature data values ordered first by increasing
latitude and then by increasing longitude, or organized
according to a user specified preference in the mput param-
cters. The API may further allow the user to specify additional
conditions of the request including requesting that the sensor
data be interpolated with a user-specified granularity and
indicate how the interpolated sensor data may be organized 1n
the returned results. Such interpolation may be a processor
intensive operation dependent on the size of the field over
which the interpolation occurs and thus, the API may further
allow a user to select a rate of return (ROR) where the higher
the ROR, the faster the user wants a response. If the user
specifies a ROR=highest, then the APIs of the cloud comput-
ing mechanisms can direct the interpolation phase of the
request to be completed on the fastest computing platform
that the cloud computing mechanism have at their disposal,
¢.g., a super computing platform with a math library that can
perform ultra-fast interpolation.

It should be noted that since a standardized set of APIs are
provided 1n the cloud computing mechamsms of the illustra-
tive embodiments, when requesting sensor data from the
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4

cloud computing mechanisms of the illustrative embodi-
ments, the APIs allow applications to request only the param-
cters of the sensor data that the application needs without
having to specily a particular physical sensor be read. That 1s,
in the request, the application specifies only the type of sensor
data the application wants returned, any operations to be
performed on the sensor data, and the format of the returned
data, and the like. The cloud computing mechanisms of the
illustrative embodiments, hereafter referred to as the Sensor
Cloud, will locate the sensor data that matches the requested
type of sensor data by searching through 1ts stored sensor data
logs, performs the requested operations on the found sensor
data, and returns the processed sensor data to the requesting
application 1n the requested format. It should be appreciated
that this sensor data may all come from the same physical
sensor or a plurality of physical sensors associated with dif-
terent electronic devices. The application does not know what
physical sensors are providing the sensor data only that the
requested sensor data 1s returned from the Sensor Cloud.

The Sensor Cloud may further provide authentication
mechanisms for authenticating an application, or a user of an
application, before providing the requested sensor data. Once
authenticated, the application/user may be granted access to
the requested sensor data for which 1t/they are authorized.

With regard to the second primary mechanism of the 1llus-
trative embodiments, a standardized interface by which
physical sensors can post sensor data to cloud computing
resources for retrieval by applications 1s provided. To provide
this standardized interface, the Sensor Cloud provides a set of
standard APIs which conform to the interface requirements of
a variety of physical sensors. The physical sensors them-
selves, or at least the data processing devices with which the
physical sensors are associated, are configured to send their
output data to the Sensor Cloud to be time stamped, logged,
and made available to authorized applications/users.

The sensor data stored by the Sensor Cloud mechanisms
may be obtained from a variety of different physical sensors
associated with a variety of different data processing systems,
electronic devices, or the like, which communicate this data
with the Sensor Cloud via corresponding ones of the standard
APIs. The providers of such sensor data may stipulate con-
straints on the way 1n which the sensor data may be consumed
by applications/users and/or may constrain which applica-
tions/users, types of applications/users, or the like, can obtain
access to the sensor data provided. This constraint informa-
tion may be stored 1n association with the sensor data pro-
vided by the provider to the Sensor Cloud.

For example, physical sensors deployed by various orga-
nizations/individuals/companies, or the like, may contribute
their sensor data for open use by the greater community of
users/applications via the Sensor Cloud mechanisms of the
illustrative embodiments using the standard APIs provided by
the Sensor Cloud. Environmental organizations, academua,
government organizations, and the like, may openly provide
their sensor data without constraint, for example. Other types
ol organizations, such as corporations, business, or the like,
may prefer to place constraints on access to the sensor data
that they provide to the Sensor Cloud and thus, can specily
these constraints in association with the physical sensors
when configuring the physical sensors to communication
with the Sensor Cloud. Such constraints would then be asso-
ciated with the sensor data provided by that organization’s
SEeNsors.

Regarding the third primary mechanism of the illustrative
embodiments, mechanisms for implementing an organized
storage of sensor data so as to facilitate the retrieval of sensor
data pertinent to requests from applications via cloud com-
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puting mechanisms are provided. To implement these storage
mechanisms, the Sensor Cloud maintains current sensor data
as well as historic sensor data as storage space permits. The
Sensor Cloud accepts sensor data from a variety of different
sensors of a variety of diflerent sensor types. The sensor data
may be obtained from a variety of different sensor types 1n a
variety of different formats via the standard APIs, but may
store the recetved data 1n a uniform standard format within the
storage system of the Sensor Cloud for ease of retrieval. This
standardized format may be standardized across all types of
sensors or may be a different standardized format for particu-
lar categories or types of sensors, €.g., temperature sensors
have a first standardized format while voltage sensors have a
second standardized format different from the first standard-
1zed format. In either case, the different formats of sensor data
from actual physical sensors may be converted to a standard-
1zed format associated with a virtual sensor which facilitates
searching of the sensor data based on sensor data type and
other search criteria corresponding to requests for sensor data
from the Sensor Cloud.

The variety of different sensors may have overlapping sen-
sor data. Such redundancy can be leveraged by the Sensor
Cloud to detect sensors that appear to be unreliable based on
comparison with nearby sensors of a same type. That 1s, for
example, by comparing sensor data obtained from nearby
physical sensors, 11 a majority of these nearby physical sen-
sors are measuring values within a particular range and
another nearby physical sensor measures a value that 1s an
extreme outlier, from this range, then 1t can be determined that
the physical sensor measuring the extreme outlier value 1s
most likely unreliable or otherwise operating 1n a faulty man-
ner, 1f at all. In addition, the Sensor Cloud can provide a
thinning function to remove or compress redundant data.

With these mechanisms of the Sensor Cloud, sensor data
from a variety of different physical sensors associated with
the same or different data processing devices, electronic
devices, or the like, may be recerved into the Sensor Cloud
and used to represent data output by virtualized sensors.
Applicants may request sensor data from the Sensor Cloud
without specifying a particular physical sensor from which
the data 1s to be retrieved. Standardized APIs permit such
communication between applications and the Sensor Cloud
as well as communication between the physical sensors and
the Sensor Cloud. A standardized organized storage mecha-
nism permits such APIs to access sensor data obtained from a
variety of different physical sensors in a uniform manner. As
a result, the mechamsms of the i1llustrative embodiments pro-
vide a true virtualized sensor mechanism 1n which applica-
tions are not as susceptible to unavailability of particular
physical sensors. With the mechanisms of the illustrative
embodiments, the virtual sensors are defined internal to the
Sensor Cloud and not specified as filter conditions by the
particular applications requesting the sensor data.

As will be appreciated by one skilled 1n the art, aspects of
the present invention may be embodied as a system, method,
or computer program product. Accordingly, aspects of the
present invention may take the form of an entirely hardware
embodiment, an entirely software embodiment (including
firmware, resident software, micro-code, etc.) or an embodi-
ment combining software and hardware aspects that may all
generally be referred to herein as a “circuit,” “module™ or
“system.” Furthermore, aspects of the present invention may
take the form of a computer program product embodied 1n any
one or more computer readable medium(s) having computer
usable program code embodied thereon.

Any combination of one or more computer readable medi-
um(s) may be utilized. The computer readable medium may
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6

be a computer readable signal medium or a computer read-
able storage medium. A computer readable storage medium
may be, for example, but not limited to, an electronic, mag-
netic, optical, electromagnetic, intfrared, or semiconductor
system, apparatus, device, or any suitable combination of the
foregoing. More specific examples (a non-exhaustive list) of
the computer readable storage medium would i1nclude the
following: an electrical connection having one or more wires,
a portable computer diskette, a hard disk, a random access
memory (RAM), a read-only memory (ROM), an erasable
programmable read-only memory (EPROM or Flash
memory ), an optical fiber, a portable compact disc read-only
memory (CDROM), an optical storage device, a magnetic
storage device, or any suitable combination of the foregoing.
In the context of this document, a computer readable storage
medium may be any tangible medium that can contain or store
a program for use by or in connection with an instruction
execution system, apparatus, or device.

A computer readable signal medium may include a propa-
gated data signal with computer readable program code
embodied therein, for example, 1n a baseband or as part of a
carrier wave. Such a propagated signal may take any of a
variety of forms, including, but not limited to, electro-mag-
netic, optical, or any suitable combination thereof. A com-
puter readable signal medium may be any computer readable
medium that 1s not a computer readable storage medium and
that can communicate, propagate, or transport a program for
use by or 1n connection with an 1nstruction execution system,
apparatus, or device.

Computer code embodied on a computer readable medium
may be transmitted using any appropriate medium, including
but not limited to wireless, wireline, optical fiber cable, radio
frequency (RF), etc., or any suitable combination thereof.

Computer program code for carrying out operations for
aspects of the present invention may be written 1n any com-
bination of one or more programming languages, including
an object oriented programming language such as Java™,
Smalltalk™, C++, or the like, and conventional procedural
programming languages, such as the “C” programming lan-
guage or similar programming languages. The program code
may execute entirely on the user’s computer, partly on the
user’s computer, as a stand-alone sotftware package, partly on
the user’s computer and partly on a remote computer, or
entirely on the remote computer or server. In the latter sce-
nario, the remote computer may be connected to the user’s
computer through any type of network, including a local area
network (LAN) or a wide area network (WAN), or the con-
nection may be made to an external computer (for example,
through the Internet using an Internet Service Provider).

Aspects of the present invention are described below with
reference to flowchart illustrations and/or block diagrams of
methods, apparatus (systems) and computer program prod-
ucts according to the illustrative embodiments of the mnven-
tion. It will be understood that each block of the tflowchart
illustrations and/or block diagrams, and combinations of
blocks 1n the flowchart illustrations and/or block diagrams,
can be implemented by computer program instructions.
These computer program instructions may be provided to a
processor of a general purpose computer, special purpose
computer, or other programmable data processing apparatus
to produce a machine, such that the instructions, which
execute via the processor of the computer or other program-
mable data processing apparatus, create means for imple-
menting the functions/acts specified in the tflowchart and/or
block diagram block or blocks.

These computer program mstructions may also be stored 1n
a computer readable medium that can direct a computer, other
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programmable data processing apparatus, or other devices to
function 1n a particular manner, such that the instructions
stored 1n the computer readable medium produce an article of
manufacture including instructions that implement the func-
tion/act specified in the flowchart and/or block diagram block
or blocks.

The computer program instructions may also be loaded
onto a computer, other programmable data processing appa-
ratus, or other devices to cause a series of operational steps to
be performed on the computer, other programmable appara-
tus, or other devices to produce a computer implemented
process such that the instructions which execute on the com-
puter or other programmable apparatus provide processes for
implementing the functions/acts specified in the flowchart
and/or block diagram block or blocks.

The flowchart and block diagrams 1n the figures illustrate
the architecture, functionality, and operation of possible
implementations of systems, methods and computer program
products according to various embodiments of the present
invention. In this regard, each block 1n the flowchart or block
diagrams may represent a module, segment, or portion of
code, which comprises one or more executable istructions
for implementing the specified logical function(s). It should
also be noted that, 1n some alternative implementations, the
functions noted 1n the block may occur out of the order noted
in the figures. For example, two blocks shown 1n succession
may, 1n fact, be executed substantially concurrently, or the
blocks may sometimes be executed in the reverse order,
depending upon the functionality mvolved. It will also be
noted that each block of the block diagrams and/or flowchart
illustration, and combinations of blocks in the block diagrams
and/or flowchart illustration, can be implemented by special
purpose hardware-based systems that perform the specified
functions or acts, or combinations of special purpose hard-
ware and computer instructions.

The illustrative embodiments may be utilized in many dif-
ferent types of data processing environments. In order to
provide a context for the description of the specific elements
and functionality of the illustrative embodiments, FIGS. 1-3
are provided hereafter as example environments 1 which
aspects of the illustrative embodiments may be implemented.
It should be appreciated that FIGS. 1 and 2 are only examples
and are not mtended to assert or imply any limitation with
regard to the environments in which aspects or embodiments
of the present invention may be implemented. Many modifi-
cations to the depicted environments may be made without
departing from the spirit and scope of the present invention.

It should be understood 1n advance that although this dis-
closure 1ncludes a detailed description on cloud computing,
implementation of the teachings recited herein are not limited
to a cloud computing environment. Rather, embodiments of
the present invention are capable of being implemented in
conjunction with any other type of computing environment
now known or later developed.

Cloud computing 1s a model of service delivery for
enabling convenient, on-demand network access to a shared
pool of configurable computing resources (e.g. networks,
network bandwidth, servers, processing, memory, storage,
applications, virtual machines, and services) that can be rap-
1dly provisioned and released with minimal management
elfort or interaction with a provider of the service. This cloud
model may include at least five characteristics, at least three
service models, and at least four deployment models.

Characteristics are as follows:

On-demand self-service: a cloud consumer can unilaterally
provision computing capabilities, such as server time and
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network storage, as needed automatically without requiring
human interaction with the service’s provider.

Broad network access: capabilities are available over a
network and accessed through standard mechanisms that pro-
mote use by heterogeneous thin or thick client platforms (e.g.,
mobile phones, laptops, and PDAs).

Resource pooling: the provider’s computing resources are
pooled to serve multiple consumers using a multi-tenant
model, with different physical and virtual resources dynami-
cally assigned and reassigned according to demand. There 1s
a sense of location independence 1n that the consumer gener-
ally has no control or knowledge over the exact location of the
provided resources but may be able to specily location at a
higher level of abstraction (e.g., country, state, or datacenter).

Rapid elasticity: capabilities can be rapidly and elastically
provisioned, in some cases automatically, to quickly scale out
and rapidly released to quickly scale 1n. To the consumer, the
capabilities available for provisioning often appear to be
unlimited and can be purchased 1n any quantity at any time.

Measured service: cloud systems automatically control
and optimize resource use by leveraging a metering capability
at some level of abstraction appropriate to the type of service
(e.g., storage, processing, bandwidth, and active user
accounts ). Resource usage can be monitored, controlled, and
reported providing transparency for both the provider and
consumer of the utilized service.

Service Models are as follows:

Software as a Service (SaaS): the capability provided to the
consumer 1s to use the provider’s applications running on a
cloud infrastructure. The applications are accessible from
various client devices through a thin client interface such as a
web browser (e.g., web-based email). The consumer does not
manage or control the underlying cloud infrastructure includ-
ing network, servers, operating systems, storage, or even
individual application capabilities, with the possible excep-
tion of limited user-specific application configuration set-
tings.

Platform as a Service (PaaS): the capability provided to the
consumer 1s to deploy onto the cloud infrastructure con-
sumer-created or acquired applications created using pro-
gramming languages and tools supported by the provider. The
consumer does not manage or control the underlying cloud
infrastructure including networks, servers, operating sys-
tems, or storage, but has control over the deployed applica-
tions and possibly application hosting environment configu-
rations.

Infrastructure as a Service (IaaS): the capability provided
to the consumer 1s to provision processing, storage, networks,
and other fundamental computing resources where the con-
sumer 1s able to deploy and run arbitrary software, which can
include operating systems and applications. The consumer
does not manage or control the underlying cloud infrastruc-
ture but has control over operating systems, storage, deployed
applications, and possibly limited control of select network-
ing components (e.g., host firewalls).

Deployment Models are as follows:

Private cloud: the cloud infrastructure 1s operated solely for
an organization. It may be managed by the organization or a
third party and may exist on-premises or olf-premises.

Community cloud: the cloud infrastructure 1s shared by
several organizations and supports a specific community that
has shared concerns (e.g., mission, security requirements,
policy, and compliance considerations). It may be managed
by the organizations or a third party and may exist on-pre-
mises or olf-premises.
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Public cloud: the cloud infrastructure 1s made available to
the general public or a large industry group and 1s owned by
an organization selling cloud services.

Hybrid cloud: the cloud infrastructure 1s a composition of
two or more clouds (private, community, or public) that
remain unique entities but are bound together by standardized
or proprictary technology that enables data and application
portability (e.g., cloud bursting for load balancing between
clouds).

A cloud computing environment 1s service oriented with a
focus on statelessness, low coupling, modularity, and seman-
tic interoperability. At the heart of cloud computing 1s an
infrastructure comprising a network of interconnected nodes.

Referring now to FIG. 1, a schematic of an example of a
cloud computing node 1s shown. Cloud computing node 10 1s
only one example of a suitable cloud computing node and 1s
not intended to suggest any limitation as to the scope of use or
functionality of embodiments of the invention described
herein. Regardless, cloud computing node 10 1s capable of
being implemented and/or performing any of the functional-
ity set forth hereinabove.

In cloud computing node 10 there 1s a computer system/
server 12, which 1s operational with numerous other general
purpose or special purpose computing system environments
or configurations. Examples of well-known computing sys-
tems, environments, and/or configurations that may be suit-
able for use with computer system/server 12 include, but are
not limited to, personal computer systems, server computer
systems, thin clients, thick clients, handheld or laptop
devices, multiprocessor systems, microprocessor-based sys-
tems, set top boxes, programmable consumer electronics,
network PCs, minicomputer systems, mainframe computer
systems, and distributed cloud computing environments that
include any of the above systems or devices, and the like.

Computer system/server 12 may be described 1n the gen-
eral context of computer system executable instructions, such
as program modules, being executed by a computer system.
Generally, program modules may include routines, programs,
objects, components, logic, data structures, and so on that
perform particular tasks or implement particular abstract data
types. Computer system/server 12 may be practiced in dis-
tributed cloud computing environments where tasks are per-
formed by remote processing devices that are linked through
a communications network. In a distributed cloud computing
environment, program modules may be located 1n both local
and remote computer system storage media including
memory storage devices.

As shown 1n FIG. 1, computer system/server 12 in cloud
computing node 10 1s shown 1n the form of a general-purpose
computing device. The components of computer system/
server 12 may include, but are not limited to, one or more
processors or processing units 16, a system memory 28, and
a bus 18 that couples various system components including
system memory 28 to processor 16.

Bus 18 represents one or more of any of several types of bus
structures, including a memory bus or memory controller, a
peripheral bus, an accelerated graphics port, and a processor
or local bus using any of a variety of bus architectures. By way

of example, and not limitation, such architectures include
Industry Standard Architecture (ISA) bus, Micro Channel

Architecture (MCA) bus, Enhanced ISA (EISA) bus, Video
Electronics Standards Association (VESA) local bus, and
Peripheral Component Interconnects (PCI) bus.

Computer system/server 12 typically includes a variety of
computer system readable media. Such media may be any
available media that 1s accessible by computer system/server
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12, and 1t includes both volatile and non-volatile media,
removable and non-removable media.

System memory 28 can include computer system readable
media 1n the form of volatile memory, such as random access
memory (RAM) 30 and/or cache memory 32. Computer sys-
tem/server 12 may further include other removable/non-re-
movable, volatile/non-volatile computer system storage
media. By way of example only, storage system 34 can be
provided for reading from and writing to a non-removable,
non-volatile magnetic media (not shown and typically called
a “hard drive’). Although not shown, a magnetic disk drive for
reading from and writing to a removable, non-volatile mag-
netic disk (e.g., a “floppy disk™), and an optical disk drive for
reading from or writing to a removable, non-volatile optical
disk such as a CD-ROM, DVD-ROM or other optical media
can be provided. In such nstances, each can be connected to
bus 18 by one or more data media interfaces. As will be
further depicted and described below, memory 28 may
include at least one program product having a set (e.g., at least
one) of program modules that are configured to carry out the
functions of embodiments of the mnvention.

Program/utility 40, having a set (at least one) of program
modules 42, may be stored in memory 28 by way of example,
and not limitation, as well as an operating system, one or more
application programs, other program modules, and program
data. Each of the operating system, one or more application
programs, other program modules, and program data or some
combination thereof, may include an implementation of a
networking environment. Program modules 42 generally
carry out the functions and/or methodologies of embodiments
of the mnvention as described herein. Computer system/server
12 may also communicate with one or more external devices
14 such as a keyboard, a pointing device, a display 24, etc.;
one or more devices that enable a user to mteract with com-
puter system/server 12; and/or any devices (e.g., network
card, modem, etc.) that enable computer system/server 12 to
communicate with one or more other computing devices.
Such communication can occur via Input/Output (I/0) inter-
faces 22. Still yet, computer system/server 12 can communi-
cate with one or more networks such as a local area network
(LAN), a general wide area network (WAN), and/or a public
network (e.g., the Internet) via network adapter 20. As
depicted, network adapter 20 communicates with the other
components of computer system/server 12 via bus 18. It
should be understood that although not shown, other hard-
ware and/or soltware components could be used 1n conjunc-
tion with computer system/server 12. Examples, include, but
are not limited to: microcode, device drivers, redundant pro-
cessing units, external disk drive arrays, RAID systems, tape
drives, and data archival storage systems, etc.

Referring now to FIG. 2, 1llustrative cloud computing envi-
ronment 50 1s depicted. As shown, cloud computing environ-
ment 50 comprises one or more cloud computing nodes 10
with which local computing devices used by cloud consum-
ers, such as, for example, personal digital assistant (PDA) or
cellular telephone 54 A, desktop computer 54B, laptop com-
puter 54C, and/or automobile computer system 54N may
communicate. Nodes 10 may communicate with one another.
They may be grouped (not shown) physically or virtually, 1n
one or more networks, such as Private, Community, Public, or
Hybrid clouds as described hereinabove, or a combination
thereol. This allows cloud computing environment 30 to offer
infrastructure, platforms and/or solftware as services for
which a cloud consumer does not need to maintain resources
on a local computing device. It 1s understood that the types of
computing devices 54 A-N shown 1n FI1G. 2 are intended to be
illustrative only and that computing nodes 10 and cloud com-
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puting environment 30 can communicate with any type of
computerized device over any type of network and/or net-
work addressable connection (e.g., using a web browser).

Referring now to FIG. 3, a set of functional abstraction
layers provided by cloud computing environment 50 (FI1G. 2)
1s shown. It should be understood in advance that the compo-
nents, layers, and functions shown 1n FIG. 3 are intended to be
illustrative only and embodiments of the invention are not
limited thereto. As depicted, the following layers and corre-
sponding functions are provided:

Hardware and software layer 60 includes hardware and
software components. Examples of hardware components
include mainirames, 1 one example IBM® zSeries® sys-
tems; RISC (Reduced Instruction Set Computer) architecture
based servers, in one example IBM pSeries® systems; IBM
xSeries® systems; IBM BladeCenter® systems; storage
devices; networks and networking components. Examples of
solftware components include network application server
software, 1n one example IBM WebSphere® application
server soltware; and database soitware, 1n one example IBM
DB2® database software. (IBM, zSeries, pSeries, xSeries,
BladeCenter, WebSphere, and DB2 are trademarks of Inter-
national Business Machines Corporation registered in many
jurisdictions worldwide).

Virtualization layer 62 provides an abstraction layer from
which the following examples of virtual entities may be pro-
vided: virtual servers; virtual storage; virtual networks,
including virtual private networks; virtual applications and
operating systems; and virtual clients.

In one example, management layer 64 may provide the
functions described below. Resource provisioning provides
dynamic procurement of computing resources and other
resources that are utilized to perform tasks within the cloud
computing environment. Metering and Pricing provide cost
tracking as resources are utilized within the cloud computing,
environment, and billing or mvoicing for consumption of
these resources. In one example, these resources may com-
prise application software licenses. Security provides identity
verification for cloud consumers and tasks, as well as protec-
tion for data and other resources. User portal provides access
to the cloud computing environment for consumers and sys-
tem administrators. Service level management provides
cloud computing resource allocation and management such
that required service levels are met. Service Level Agreement
(SLA) planning and fulfillment provide pre-arrangement for,
and procurement of, cloud computing resources for which a
future requirement 1s anticipated in accordance with an SLA.

Workloads layer 66 provides examples of functionality for
which the cloud computing environment may be utilized.
Examples of workloads and functions which may be provided
from this layer include: mapping and navigation; soitware
development and lifecycle management; virtual classroom
education delivery; data analytics processing; and transaction
processing.

With regard to the specific mechanisms of the 1llustrative
embodiments, various layers of the cloud computing system
may provide various ones of the mechanisms of the 1llustra-
tive embodiments. For example, as shown in FIG. 3, the
physical sensors that provide sensor data for responding to
application requests may be provided in the hardware and
soltware layer 60 along with the storage hardware and soft-
ware necessary for storing the sensor data. The application
programming interfaces (APIs) for virtualizing the physical
sensors may be provided in the virtualization layer 62 for
providing APIs through which the various sensors in the
hardware and software layer 60 may communicate with the
Sensor Cloud mechanisms of the illustrative embodiments.
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The APIs for communicating with applications/users may be
provided 1n the workloads layer 66. Various management
operations for managing the Sensor Cloud may be provided in
the management layer 64. It should be appreciated that while
portions of the Sensor Cloud mechanisms are depicted in
various layers of the cloud computing system, the illustrative

embodiments are not limited to this particular arrangement of
clements and elements of the Sensor Cloud mechanisms of

the 1llustrative embodiments may be presented in various

other layers without departing from the spirit and scope of the
illustrative embodiments.

FIG. 4 1s an example block diagram 1llustrating the inter-

action and operation of the primary operational elements of
the Sensor Cloud mechanisms of the illustrative embodi-
ments. The elements shown 1n FIG. 4 may be implemented as
software structions executed on one or more data process-
ing devices, e.g., processors and memories, for example. In
some 1llustrative embodiments, these data processing devices
may be provided as client computing devices, server comput-
ing devices such as shown in FIG. 1, or the like.

As shown 1n FIG. 4, a plurality of environments 460-480
may be equipped with one or more physical sensors 462, 472,
and 482. The plurality of environments 460-480 may com-
prise one or more data processing systems, computing
devices, electronic devices, and/or the like. These devices
may have the physical sensors 462, 472, and 482 deployed in
these devices or otherwise provided 1n association with these
devices. The physical sensors 462, 472, and 482 may be
provided with a communication mechamsm themselves, or
via the devices with which they are associated, for commu-
nicating with the Sensor Cloud mechanisms 500 of the illus-
trative embodiments. Specifically, the Sensor Cloud mecha-
nisms provide various sensor APIs 430-434 for different
types ol physical sensors. These sensor APIs 430-434 provide
a standardized interface through which the physical sensors
462,472, and 482 communicate their sensor data to the physi-
cal sensor data storage system 440. The sensor APIs 430-434
recognize the format of data recerved from the physical sen-
sors 462, 472, and 482 that they are configured to communi-
cate with. The physical sensors 462, 472, and 482 themselves,
or the devices with which they are associated, are configured
to specifically call the particular sensor API 430-434 that
corresponds to the type of physical sensor 462, 472, and 482.
Thus, for example, 1f sensor 462 1s a temperature sensor of a
first type T1, and sensor API 430 1s specifically configured to
work with temperature sensors of type T1, then the sensor 462
or its associated device 1s configured to specifically call the
sensor API 430 when communicating sensor data to the sen-
sor data storage system 440.

To turther illustrate possible implementations of the sensor
APIs 430-434, consider the following example sensor API:

getSensorReadings(
sensorlype (e.g. temperature, CO2, snowiall, etc.)
startinglattitude,
startingl.ongitude,
endingl.attitude,
endingl.ongitude,
startingElevation (include unit of measure),
endingElevation (include unit of measure),
startDate,
endDate,
averagingPeriod (e.g. minutes, hourly, daily, weekly, monthly, etc.),
interpolation (interpolate temperature to the inch, centimeter, foot,
meter, yard, etc.)
RoR (useful if interpolation is selected) )



US 9,304,511 B2

13

This example sensor APl may be mvoked as follows, for
example: K2_Temperatures=getSensorReadings(tempera-

tureSensor,  35.891811, 76.4994487,  35.8954139,
76.5189876, 5400 meters, 8611 meters, 1909, 2012, weekly).
Note that data for periods of time which pre-date the
advanced sensing technology used today may be requested.
In those cases, the illustrative embodiments attempt to find
the data either i its preload store, or in other available
sources.

In a stmilar manner, the virtual sensor management module
452, may communicate with the physical sensors 462, 472,
and 482 and/or their associated devices, for purposes of
requesting sensor data, configuring the physical sensors, or
performing other management operations for managing the
Sensor Cloud with which the physical sensors 462, 472, and
482 are associated. The sensor APIs 430-434 may provide an
interface for facilitating such communication, or other similar
sensor APIs (not shown) may be provided for such commu-
nication.

The recerved sensor data from the physical sensors 462,
472, and 482, received via the sensor APIs 430-434, 1s pro-
cessed by the virtual sensor management module 452 in com-
bination with the sensor data storage system 440 so as to store
the sensor data 1 a standardized organized manner in the
sensor data storage system 440 so that 1t 1s retrievable by
applications via virtual sensor APIs 420-424. The standard-
1zed organized format for the sensor data may be general for
all sensor data or may comprise separate standardized orga-
nized formats for different types of sensors, €.g., temperature
sensors having a first format, voltage sensors having a second
format, audio sensors having a third format, etc. The virtual
sensor management module 452 may receive the raw physical
sensor data from the sensors 462, 472, and 482 via the sensor
APIs 430-434 and may process the sensor data to format it
into the standardized orgamized format. The resulting format-
ted physical sensor data may then be stored 1n the sensor data
storage system 440 along with other characteristic informa-
tion regarding the particular physical sensors 462, 472, and
482 from which the sensor data was received, the environ-
ments 460-480 from which the sensor data was received, any
limitations on the use of the sensor data, e.g., particular types
ol applications, users, or the like, that can retrieve the stored
sensor data, and/or the like.

With the standardized storage format for sensor data, vari-
ous labels or other identifiers may be associated with the raw
sensor data during the capture of the raw sensor data by the
physical sensors and provided along with the raw sensor data
from the physical sensors. These labels or 1identifiers may be
used as a basis for storing the data into various fields of the
standardized format so as to facilitate rapid searching of
sensor data. The sensor data may be stored 1n a traditional
database type storage, a federated database, or the like.

Applications, such as application 410, request sensor data
from the Sensor Cloud 450 by sending requests to a corre-
sponding virtual sensor API 420-424 of the Sensor Cloud
450. The requests from the application 410 are general
requests for a type of sensor data and do not specily any
particular physical sensor 462, 472, or 482, or if the request
has such a request for a specific physical sensor, 1t 1s 1gnored
by the virtual sensor API 420-424 to which the request 1s
transmitted. The application 410 1s configured to call a par-
ticular virtual sensor API 420-424 corresponding to the type
of physical sensor data that the application 410 1s requesting.

The virtual sensor APIs 420-424 act as the virtual sensor of
the particular type corresponding to the type of physical sen-
sor data requested by the application 410. Thus, from the view
of the application 410, the application 1s requesting a particu-
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lar physical sensor data from a generic physical sensor that 1s
virtualized by the virtual sensor API 420-424. The virtual
sensor APIs 420-424 are configured to return resulting sensor
data retrieved from the sensor data storage system 440 1n a
format corresponding to that of the physical sensors 462, 472,
and 482 of the type corresponding to the type of sensor data
retrieved. Thus, again, from the view of the application 410,
the application 410 1s recerving the requested data from a
generic physical sensor of the type corresponding to the type
of physical sensor data requested. In actuality, the sensor data
may be obtained from any of a number of different physical
sensors 462, 472, or 482 corresponding to the type of physical
sensor data requested. Thus, the physical sensor data may 1n
actuality be a combination of physical sensor data from a
plurality of different physical sensors of the type correspond-
ing to the type of physical system data requested, rather than

being only from one particular physical sensor.

The following 1s an example of a virtual sensor API 1llus-
trating one possible implementation of a virtual sensor API
420-424. This 1s only an example and 1s not intended to limait
the particular implementations of types of virtual sensor APIs
that may be used with the mechanisms of the illustrative
embodiments.

putRawSensorReading(

mySensorlype (e.g. temperature, CO2, snowiall, etc.)
lattitude,

longitude,

elevation (include unit of measure),

date)

Such a virtual sensor API may be invoked using the following
example statement putRawSensorReading(temperatureSen-
sor, 35.891811,76.49944877, 8611 meters, 31 Jul. 1954). This
raw sensor data 1s placed 1n the virtual sensor storage and 1s
searchable via any of the labels that were provided as param-
eters, for example latitude, longitude, elevation, date.

Thus, the Sensor Cloud 450 includes virtual sensor APIs
420-424 that operate as virtual sensors to which the applica-
tion 410 may submit a request for a particular type of sensor
data as specified by input parameters and can expect results to
be provided 1n a manner and format consistent with the type
of output actually provided by the physical sensor 462, 472,
and 482, such that 1t 1s transparent to the application 410 as to
whether the sensor data is being provided by the Sensor Cloud
450 based virtualized sensors, as defined by the virtual sensor
APIs 420-424, or from actual physical sensors 462, 472, and
482.

As an example, one of the virtual sensor APIs 420-424 may
be an API for requesting current temperature data for a user-
defined range of latitudes and longitudes, as previously dis-
cussed above. In response to a request from an application
410 for such temperature data, the request including input
parameters indicating the latitudes/longitudes as well as other
input parameters, the APl 420 may return an array of tem-
perature data values ordered first by increasing latitude and
then by increasing longitude, or organized according to a user
specified preference 1n the mput parameters. The API 420
may further allow the user to specily additional conditions of
the request including requesting that the sensor data be inter-
polated with a user-specified granularity and indicate how the
interpolated sensor data may be organized in the returned
results, as previously discussed above.

The virtual sensor APIs 420-424 allow the application 410
to request only the parameters of the sensor data that the
application 410 needs without having to specily a particular
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physical sensor 462, 472, or 482, be read. That 1s, 1n the
request, the application 410 specifies only the type of sensor
data the application wants returned, any operations to be
performed on the sensor data, and the format of the returned
data, and the like. The virtual sensor management module 452
and/or sensor data storage system 440, either alone or in
combination, provide a searching tool to search the stored
sensor data logs of the storage system 440 for the sensor data
corresponding to the requested sensor data type. If the appli-
cation 410 requested a particular operation to be performed
on the found data, e.g., ordering of the sensor data, averaging
of the sensor data, or any other type of operation, the virtual
sensor management module 452 or the mechanisms of the
storage system 440 perform the requested operations on the
found sensor data and return the processed sensor data to the
requesting application 410 1n the requested format. As noted
above, 1t should be appreciated that this sensor data may all
come from the same physical sensor 462, 472, or 482, or a
plurality of physical sensors associated with different elec-
tronic devices 1n different environments 460, 470, and 480.
The application 410 does not know what physical sensors
462, 472, or 482 are providing the sensor data only that the
requested sensor data 1s returned from the Sensor Cloud 450.

The virtual sensor management module 452 may further
provide authentication mechanisms for authenticating an
application 410, or a user of an application 410, before pro-
viding the requested sensor data. Once authenticated, the
application/user may be granted access to the requested sen-
sor data for which it/they are authorized. If the application
410 and/or user 1s not authenticated, or 1s not authenticated
for the particular sensor datarequested, then a denial response
may be returned to the requesting application 410 and/or user.

In addition, as mentioned above, some sources of sensor
data may have limiting criteria for the retrieval of this sensor
data for use by requesting applications 410 or users. The
virtual sensor management module 452, when controlling the
return of results of the retrieval of sensor data from the storage
system 440, may apply the limiting criteria to determine
whether those portions of sensor data coming from sources
having limiting criteria should be included 1n the results based
on the limiting criteria and the parameters of the request,
including the source of the request, e.g., application 410
and/or user. As noted above, such limiting criteria as well as
other parameters associated with the sensor data that may aid
in the searching and retrieval of sensor data corresponding to
application 410 requests may be stored 1n association with the
sensor data 1n the storage system 440.

The storage system 440 maintains current sensor data
obtained from the physical sensors 462, 472, and 482 via
corresponding sensor APIs 430-434, as well as historic sensor
data as storage space permits. The storage system 440 accepts
sensor data from a variety of different sensors of a variety of
different sensor types. Again, the sensor datamay be obtained
from a variety of different sensor types 1n a variety of different
formats via the standard APIs 430-434, but may store the
received data 1n a uniform standard format within the storage
system 440 of the Sensor Cloud 450 for ease of retrieval. The
variety ol different sensors 462, 472, and 482 may have
overlapping sensor data. Such redundancy can be leveraged
by the Sensor Cloud 450 to detect sensors 462, 472, or 482
that appear to be unreliable based on comparison with nearby
sensors of a same type, where nearby may be determined
based on, for example, sensors being in a same environment
460-480 or environments that are 1n close proximity to each
other. In addition, the virtual sensor management module
452, storage system 440, or other mechanism of the Sensor
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Cloud 450 can provide a thinning function to remove or
compress redundant data from sensors 462, 472, and 482.

Thus, as discussed above, with these mechanisms of the
Sensor Cloud 450, sensor data from a variety of different
physical sensors 462, 472, and 482 associated with the same
or different environments 460-480 comprising data process-
ing devices, electronic devices, or the like, may be recerved
into the Sensor Cloud 450 and used to represent data output
by virtualized sensors, as defined by virtual sensor APIs 420-
424. Applicants may request sensor data from the Sensor
Cloud 450 without specilying a particular physical sensor
462, 472, or 482, from which the data 1s to be retrieved.
Standardized virtual sensor APIs 420-424 permit such com-
munication between applications 410 and the Sensor Cloud
450 as well as communication between the physical sensors
462, 472, and 482 and the Sensor Cloud 450 via sensor APIs
430-434. A standardized organized storage system 440 per-
mits the virtual sensor APIs 420-424 to access sensor data
obtained from a variety of different physical sensors 462,472,
and 482 1n a uniform manner. As a result, the mechanisms of
the 1llustrative embodiments provide a true virtualized sensor
mechanism 1n which applications are not as susceptible to
unavailability of particular physical sensors. With the mecha-
nisms of the 1llustrative embodiments, the virtual sensors are
defined internal to the Sensor Cloud 450, such as by the
virtual sensor APIs 420-424, and not specified as filter con-
ditions by the particular applications 410 requesting the sen-
sor data.

FIG. 5 1s a flowchart outlining an example operation for
handling a request from an application for sensor data using a
Sensor Cloud 1n accordance with one illustrative embodi-
ment. The operation outlined 1n FIG. 5 may be implemented,
for example, by a virtual sensor management module either
itsell or in combination with other Sensor Cloud logic pro-
vided, for example, 1n association with a sensor data storage
system of the Sensor Cloud. It 1s assumed 1n the operation of
FIG. 5 that sensor data has already been collected from physi-
cal sensors using one or more sensor APIs of the Sensor
Cloud, processed by the virtual sensor management module,
and stored 1n the sensor data storage system such that it may
be retrieved in response to requests from applications directed
to the Sensor Cloud.

As shown 1n FIG. 5, the operation starts with receiving a
request for sensor data in a virtual sensor API of the Sensor
Cloud, the virtual sensor API being a virtual sensor API for
the particular type of sensor data requested (step 510). The
request may specily the type of sensor data desired, any
parameters for identifying the particular sensor data of inter-
est, as well as information about the requesting application,
the user of the requesting application, and the like. Based on
the identification of the requesting application and/or user, an
authentication of the requestor 1s performed (step 520). If the
requestor 1s not authenticated (step 530) and cannot access
the requested sensor data, then access to the requested sensor
data 1s denied (step 540).

If the requestor 1s authenticated (step 530), then the
requested sensor data 1s retrieved from the virtual sensor
storage of the Sensor Cloud in accordance with the param-
cters specified 1n the request (step 550). The retrieved sensor
data 1s then formatted as requested in the in the original
request and to further match the actual output that would be
expected from an actual physical sensor providing the type of
sensor data requested (step 560). The formatted sensor data 1s
then returned to the requestor (step 570). The operation then
terminates.

It should be appreciated that the 1llustrative embodiments
may take the form of an entirely hardware embodiment, an
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entirely software embodiment or an embodiment containing
both hardware and software elements. In one example
embodiment, the mechanisms of the 1llustrative embodiments
are implemented 1n software or program code, which includes
but 1s not limited to firmware, resident software, microcode, 5
etc.
A data processing system suitable for storing and/or
executing program code will include at least one processor
coupled directly or indirectly to memory elements through a
system bus. The memory elements can include local memory 10
employed during actual execution of the program code, bulk
storage, and cache memories which provide temporary stor-
age of at least some program code in order to reduce the
number of times code must be retrieved from bulk storage
during execution. 15
Input/output or I/O devices (including but not limited to
keyboards, displays, pointing devices, etc.) can be coupled to
the system either directly or through intervening 1/0 control-
lers. Network adapters may also be coupled to the system to
enable the data processing system to become coupled to other 20
data processing systems or remote printers or storage devices
through intervening private or public networks. Modems,
cable modems and Ethernet cards are just a few of the cur-
rently available types of network adapters.
The description of the present invention has been presented 25
for purposes of 1illustration and description, and 1s not
intended to be exhaustive or limited to the mvention 1n the
form disclosed. Many modifications and variations will be
apparent to those of ordinary skill 1n the art. The embodiment
was chosen and described 1n order to best explain the prin- 30
ciples of the invention, the practical application, and to enable
others of ordinary skill in the art to understand the invention
for various embodiments with various modifications as are
suited to the particular use contemplated.
What is claimed 1s: 35
1. A method, 1n a data processing system, for virtualizing
physical sensors and providing sensor data to a requestor
using the virtualized physical sensors, the method compris-
ng:
obtaining, in the data processing system, sensor data from 40
a plurality of physical sensors;

storing the sensor data 1n a virtual sensor storage system of
the data processing system 1n at least one standardized
format;

receiving, 1n the virtual sensor storage system, a request 45

from a requestor for a first type of sensor data, wherein
the request does not specily a particular physical sensor;
retrieving, by the virtual sensor storage system, a portion of
the sensor data stored in the virtual sensor storage sys-
tem 1n response to recewving the request, whereimn the 50
portion of sensor data corresponds to the type of sensor
data requested 1n the request from the requestor; and
returning, by the wvirtual sensor storage system, the
retrieved portion of the sensor data to the requestor 1n a
format corresponding to a physical sensor configured to 55
provide the requested type of sensor data, wherein:
the sensor data 1s obtained via one or more standardized
sensor interfaces that provide a communication pathway
between the plurality of physical sensors and the virtual
sensor storage system at least by identifying a constraint 60
associated with a subset of the sensor data as specified by
a supplier of the subset of the sensor data,
the request 1s recerved from the requestor via one or more
standardized application programming 1interfaces
(APIs), and 65
storing the sensor data 1n a virtual sensor storage system
comprises storing an 1dentification of the constraint 1n
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association with the subset of the sensor data in the
virtual sensor storage system, wherein the constraint
specifies a limitation as to which requestors may be
provided the associated subset of the sensor data.

2. The method of claim 1, wherein the virtual sensor stor-
age system comprises a cloud based storage system compris-
ing a plurality of storage devices coupled to one another via at
least one network and represented as a single virtual sensor
storage system to the requestor requesting sensor data from
the virtual sensor storage system.

3. The method of claim 1, wherein the plurality of physical
sensors comprise a plurality of physical sensors of different
types associated with different data processing devices and
which sense different types of sensor data.

4. The method of claim 1, further comprising;

comparing sensor data from a subset of physical sensors 1n

the plurality of physical sensors whose sensor data over-
laps; and

identitying if there 1s a faulty physical sensor in the subset

of physical sensors based on results of the comparison.
5. The method of claim 1, wherein the one or more sensor
interfaces are one or more standardized application program-
ming 1nterfaces (APIs) with which the plurality of physical
sensors communicate and which communicate data to the
virtual sensor storage system.
6. The method of claim 5, wherein the one or more stan-
dardized APIs comprises at least one first standardized API
for communication with a first type of physical sensor in the
plurality of physical sensors, and at least one second stan-
dardized API for communication with a second type of physi-
cal sensor 1n the plurality of physical sensors, the first type of
physical sensor being different than the second type of physi-
cal sensor, and the at least one first standardized API being
different from the at least one second standardized API.
7. A method, 1n a data processing system, for virtualizing
physical sensors and providing sensor data to a requestor
using the virtualized physical sensors, the method compris-
ng:
obtaining, 1n the data processing system, sensor data from
a plurality of physical sensors;

storing the sensor data 1n a virtual sensor storage system of
the data processing system 1n at least one standardized
format;
recerving, 1n the virtual sensor storage system, a request
from a requestor for a first type of sensor data, wherein
the request does not specily a particular physical sensor;

retrieving, by the virtual sensor storage system, a portion of
the sensor data stored in the virtual sensor storage sys-
tem 1n response to recewving the request, wherein the
portion of sensor data corresponds to the type of sensor
data requested 1n the request from the requestor; and

returning, by the wvirtual sensor storage system, the
retrieved portion of the sensor data to the requestor 1n a
format corresponding to a physical sensor configured to
provide the requested type of sensor data, wherein
retrieving a portion of the sensor data stored 1n the vir-
tual sensor storage system 1n response to receiving the
request further comprises:

determining 1f there i1s a constraint associated with the

portion of the sensor data, wherein the constraint speci-
fies a limitation on which requestors may be provided
the portion of the sensor data;

determining 1f the requestor satisfies a condition of the

constraint; and

retrieving the portion of the sensor data only 1n response to

the requestor not satisiying a condition of the constraint.
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8. A method, 1n a data processing system, for virtualizing
physical sensors and providing sensor data to a requestor
using the virtualized physical sensors, the method compris-
ng:
obtaining, in the data processing system, sensor data from
a plurality of physical sensors;

storing the sensor data 1n a virtual sensor storage system of
the data processing system 1n at least one standardized
format;

receiving, 1n the virtual sensor storage system, a request

from a requestor for a first type of sensor data, wherein
the request does not specily a particular physical sensor;
retrieving, by the virtual sensor storage system, a portion of
the sensor data stored in the virtual sensor storage sys-
tem 1n response to receiving the request, wherein the
portion of sensor data corresponds to the type of sensor
data requested 1n the request from the requestor; and
returning, by the wvirtual sensor storage system, the
retrieved portion of the sensor data to the requestor 1n a

10

15
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format corresponding to a physical sensor configured to
provide the requested type of sensor data, wherein
retrieving a portion of the sensor data stored in the vir-
tual sensor storage system 1n response to receiving the
request comprises:

retrieving sensor data obtained from more than one physi-
cal sensor 1n the plurality of physical sensors based on
the type of sensor data requested in the request and
criteria specified 1n the request; and

combining the sensor data from the more than one physical
sensor 1nto a single resultant set of sensor data represent-
ing a sensor output of a single virtual sensor, and
wherein returning the retrieved portion of the sensor data
to the requestor comprises returning the single resultant
set of sensor data to the requestor as the sensor output of
the single virtual sensor.
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