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(57) ABSTRACT

To make a trusted web service call, a client application sends
a series of messages to obtain tokens that allow service
requests to pass through a service relay. The user obtains a
first security token by providing the user’s credentials. A
second token 1s obtained from a trust broker that validates the
first token. Both tokens are then sent with a service request to
a service relay. The service relay validates the second token
and then passes the first token and the service request to a
connector service. The connector service validates the first
token and passes the service request to a target back end
service. The connector service acts as the user when commu-
nicating with the back end service. Service responses are
routed back to the user through the connector service and the
service relay.
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ACTIVELY FEDERATED MOBILE
AUTHENTICATION

CROSS-REFERENCE TO RELAT
APPLICATIONS

T
»

This application claims the benefit of the filing date of U.S.
Provisional Patent Application No. 61/786,375 which 1s titled
“Actively Federated Mobile Authentication” and was filed on
Mar. 135, 2013, the disclosure of which 1s hereby incorporated
by reference herein 1n 1ts entirety.

BACKGROUND

Many businesses provide back office services, such as
enterprise resource planning (ERP) and customer relation-
ship management (CRM) applications, for employees. These
applications typically use and store confidential and propri-
ctary company information, such as financial data, contact
information, and personnel files. Businesses limit access to
these applications and the associated information to autho-
rized users only.

When users are on-site, a business can authenticate users
who access back office services via an enterprise network.
However, when users are off-premises, 1t becomes more dii-
ficult to authenticate users and to provide services 1n a secure
manner. To maintain security, users who need to access back
ollice services via a mobile client, such as a smartphone or
tablet, must be authenticated as authorized before being
allowed to perform actions exposed by the services.

For example, many companies use expense reporting sys-
tems to reimburse employees for expenses which they incur
for business purposes and time reporting systems to capture
employee hours. One of the challenges for employees 1s
tracking the various expenses incurred for business purposes
and hours worked on company business, particularly when
expenses are incurred when the employee 1s away from his or
her computer. In prior systems, employees needed to use
some other process, such as saving paper receipts and logging
hours worked, to keep track of expenses and time. Those
expenses were then added to an expense report, and the time
entries {iled on a time card.

SUMMARY

This Summary 1s provided to mtroduce a selection of con-
cepts 1n a simplified form that are further described below 1n
the Detailed Description. This Summary 1s not intended to
identify key features or essential features of the claimed sub-
ject matter, nor 1s 1t mntended to be used to limit the scope of
the claimed subject matter.

To make a trusted web service call, a client application
sends a series of messages to obtain security tokens that allow
service requests to pass through a service relay. The user
obtains a first token by providing the user’s credentials. A
second token 1s obtained from a trust broker that validates the
first token. Both tokens are then sent with a service request to
a service relay. The service relay validates the second token
and then passes the first token and the service request to a
connector service. The connector service validates the first
token and passes the service request to a target back end
service. The connector service acts as the user when commu-
nicating with the back end service. Service responses are
routed back to the user through the connector service and the
service relay.

For example, 1n one embodiment, the present invention
helps solve the problem of capturing expenses that are
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2

incurred and time worked when employees are traveling or
otherwise away from their computer. A mobile phone appli-
cation captures key expense information and associated
receipts for expense reporting purposes. Employee time
entries may also be captured. The expense (e.g., receipts) and
time information are sent to a company’s expense and time
reporting systems through a mobile phone data connection.
This helps the employee to easily capture the information
while traveling or otherwise out of the office without needing
to keep track of paper receipts, amounts paid in cash, or hours
worked away from the office.

DRAWINGS

To turther clarity the above and other advantages and fea-
tures ol embodiments of the present invention, a more par-
ticular description of embodiments of the present invention
will be rendered by reference to the appended drawings. It 1s
appreciated that these drawings depict only typical embodi-
ments of the invention and are therefore not to be considered
limiting of 1ts scope. The mmvention will be described and
explained with additional specificity and detail through the
use of the accompanying drawings 1n which:

FIG. 1 1llustrates components of a system that provides the
ability for a mobile device to send and receive data to and
from a back office service.

FIG. 2 1illustrates the flow of messages 1n the system to
allow mobile device to communicate with back office service
in one embodiment.

FIG. 3 illustrates an example system 1n which a token from
an online authorization service may be used to validate a
service request.

FIG. 4 1llustrates an alternative message tflow that does not
require the mobile device to directly contact the identity
provider.

FIG. § 1s a flowchart 1llustrating a method or process for
obtaining credentials by a mobile device to make web service
calls access an enterprise service via a service relay.

FIG. 6 1s a flowchart 1llustrating a method for processing,
service requests at a connector service 1n an enterprise net-
work.

FIG. 7 1llustrates an example of a computing and network-
ing environment on which embodiments of the invention may
be implemented.

DETAILED DESCRIPTION

Embodiments of the invention allow a user’s 1dentity infor-
mation that 1s coupled with a web service call to tlow from a
service client, such as a client software application, on a
mobile device to a back office system over a service relay.

FIG. 1 illustrates components of a system that provides the
ability for a mobile device 101, such as a smartphone or
tablet, to send and receive data to and from a back office
service 102, such as an ERP or CRM system. Back office
service 102 may be part of an enterprise network 103 that 1s
protected by a firewall 104. Instead of communicating with
back oifice service 102 directly, mobile device 101 sends
service requests through a globally available service relay
105. Using the service relay 105 avoids the need to provide a
public endpoint on enterprise network 103 or back end ser-
vice 102. Service relay 105 can communicate across firewall
104 and filters out unauthorized traffic that does not have the
required security token.

An 1dentity provider and security token service 106 1s used
to federate authentication and to provide credentials to
authenticate the mobile device 101. Identity provider 106 and
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back office service 102 have a trustrelationship 111. The trust
relationship allows two entities to cryptographically verily
that a particular message originated from either entity. The
trust relationship uses symmetric or asymmetric keys to con-
firm to the recerving entity that the contents of the recerved
message have not been tampered with. Identity provider 106
can provide a token to mobile device 101 with a claim that 1s
used to authenticate service requests sent by mobile device
101 through a service relay 105. However, service relay 105
itsell has no relationship with and does not know mobile
device 101 or identity provider 106, so service relay 105 will
not simply pass service requests and tokens from mobile
device 101 without further authentication.

Service relay 105 has a trust relationship 112 with online
authorization service 107. Service relay 105 and online
authorization service 107 may be components of a cloud
services environment 110, for example. Online authorization
service 107 1s adapted to 1ssue tokens to authenticate mobile
device 101 to service relay 105. If online authorization ser-
vice 107 also has a trust relationship 113 with 1dentity pro-
vider 106, then the token from identity provider 106 will
authenticate mobile device 101 to both back office service
102 and online authentication service 107.

A service listening on service relay 103 receives a request
108a from mobile device 101 and verifies mobile device
101’ s 1dentity using the token from online authorization ser-
vice 107. To provide an additional layer of protection and
tflexibility for back office service 102, service relay 105 does
not communicate with back office service 102 directly.
Instead, the authenticated service request 1085 i1s sent to a
connector service 109 in enterprise network 103. Connector
service 109 then forwards the request 108¢ to back oflice
service 102.

Mobile device 101 may run a client application that 1s
adapted as appropriate for the operating system and/or
browser used by the device. In the examples 1llustrated herein,
actions taken by mobile device 101 are performed by or under
the control of the client application. The client application 1s
configured to communicate with the identity provider 106
and online authorization service 107 to obtain the appropriate
tokens from the security token services. The client applica-
tion also communicates with the service relay 105 to
exchange service requests/responses and the tokens. Mobile
device 101 may be any mobile device, such as a smartphone
or tablet running a Microsoft Windows®, 10S, or Android
operating system. The client application does not have to be
on a mobile device. In other embodiments, the client appli-
cation may be a Microsoft .INET software application, a ser-
vice, a website, or any fixed or mobile point imnside or outside
the enterprise network 103 that can make a service request to
back office service 102.

FIG. 2 illustrates the flow of messages in the system to
allow mobile device 101 to communicate with back office
service 102 1n one embodiment. Mobile device 101 first sends
request for security token (RST) message 201 to identity
provider 106. The request 201 includes the user’s credentials,
such as a user name and password. Mobile device 101 and
identity provider 106 may use a web service security protocol
such as WS-Trust. The user’s credentials, which are included
in message 201, are used by 1dentity provider 106 to authen-
ticate the user with back office service 102. Identity provider
106 replies 1n message 202 with Token A, which may be a
security assertion markup language (SAML) token, for
example.

Token A will authenticate the mobile device 101 to back
office service 102; however, mobile device 101 must also be
authenticated to service relay 105. Mobile device 101 sends
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the SAML Token A 1n request 203 to online authorization
service 107, which operates as a trust broker. Because online
authorization service 107 and 1dentity provider 106 have a
trust relationship 113, online authorization service 107 can
verily, validate, and accept Token A and return a new Token B
in reply 204. Token B may be a simple web token (SW'T), for
example.

Mobile device 101 then sends a service request 205 and
tokens A and B to service relay 105. The service request may
be any operation supported by back office service 102. Token
B provides service relay 105 with permission to allow the
relay to occur. Service relay 105 then sends the service
request 206 and Token A to connector service 109, which
validates and approves the user with Token A. Connector
service 109 then sends the service request 207 to back office
service 102 for processing. Connector service may act as a
translation service that validates the service request, identifies
the user, and then acts as the user (1.e., impersonates the user)
vis-a-vis the back end service 102. In this way, back end
service 102 does not have to be concerned with authentication
and does not need to know the client or the actual origin or
source of a service request, and can process requests from a
variety of different client platforms or implementations. As a
corollary, the client does not need to know the back end
service 102 or the actual destination of a service request. In
this way, back oflice service 102 may actually be several
different and possibly unrelated enterprise systems in other
embodiments.

Back oflice service 102 sends a service response 208 to
connector service 109, which forwards the response 209 to
service relay 105. Mobile device 101 then recerves the service
response 210 from the service relay.

The client application on mobile device 101 1s adapted to
generate service requests appropriate to the back office ser-
vice 102. It will be understood that the back office service 102
may include any enterprise resource planning, customer rela-
tionship management, or other enterprise or back end service,
including, for example, but not limited to, time capture,
expense capture, project management, resource manage-
ment, or approvals application, or other back-end system that
exposes web services, which may be either SOAP or RESTHul
services, for example. In another embodiment, back office
service 102 may be a collection of different systems having
any such services. A group of systems may cooperatively
provide a selected service to users through connector service
109. Alternatively, a plurality of systems may provide differ-
ent services to users through connector service 109.

For example, cloud service environment 110 may be a
Microsoit Windows Azure™ service wherein a Windows
Azure™ Service Bus acts as service relay 105, and a Win-
dows Azure™ Access Control Service acts as online autho-
rization service 107. In other embodiments, cloud service
environment 110 may be, for example, Amazon Web Services
or any other distributed computing service having a service
relay and any security token service that 1s compatible with
the service relay and establishing trust with an identity pro-
vider. Although the online authorization service 107 1s

described as 1ssuing a SWT token over the WR AP protocol, 1t
will be understood that the online authorization service could
1ssue any security token using any security protocol.

In an example embodiment, the identity provider 106 may
be Microsoit’s Active Directory with Active Directory Fed-
eration Services or any other identity provider and security
token service. Although the identify provider 106 1s described
above as 1ssuing a SAML token over the WS-Secunity &
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WS-Trust protocol, 1t will be understood that the identity
provider could 1ssue any security token over any security
protocol.

The service relay 105 hosts a middle tier service endpoint,
which may be any relay service capable of hosting a web
service endpoint and handling the token from the identity
provider. In one embodiment, the web services utilize the
HTTP protocol over SSL, although 1t will be understood that
the service messages can use any transport protocol and asso-
ciated transport-level security, such as Net. TCP.

In a SOAP-based service, the security tokens may be
placed in the SOAP header or the HT'TP header. In a REST-
based service, a security token for authorizing with the ser-
vice relay may be placed in the HTTP header as required and
understood by service relay 105, and the other token may be
placed 1in the message body or the HT'TP header.

Although connector service 109 1s illustrated as using
Token A to validate the service request from mobile device
101, 1t will be understood that any token, including Token B
from the online authorization service 107, may be used to
validate the service request. Accordingly, in another embodi-
ment (1llustrated 1n FIG. 3), 1f connector service 109 had a
trust relationship 300 to online authorization service 107,
then Token B alone (1.e., without Token A) could be passed in
message 206 along with the service request. In this scenario,
connector service 109 would use the claim in Token B to
validate the service request.

FIG. 3 illustrates an example system 1n which a token from
an online authorization service 107, such as a Windows
Azure™ Access Control Service, may be used to validate a
service request. Trust relationship 300 1s established between
connector service 109 and online authorization service 107.
When mobile device 101 needs to communicate with back
oflice service 102, 1t sends request for security token message
301 to identity provider 106, which may include, for example,
a user name and password or other credentials for mobile

device 101. Identity provider 106 replies in message 302 with
Token A, such as a SAML token.

Mobile device 101 then sends the SAML Token A to online
authorization service 107 in request 303. Because online
authorization service 107 and i1dentify provider 106 have a
trust relationship, online authorization service 107 can verity,
validate, and accept Token A and return a new Token B in
reply 304, which may be a SWT token, for example. Token A
1s no longer needed because Token B can now be used to
authenticate the mobile device 101 to back office service 102.
Additionally, Token B can be used to authenticate the mobile
device 101 to service relay 105.

Mobile device 101 sends a service request and Token B to
service relay 105 1n message 305. The service request may be
any operation supported by back office service 102. Token B
provides service relay 105 with permission to allow the relay
to occur. Service relay 105 then sends the service request and
Token B to connector service 109 1n message 306. Connector
service 109 validates and approves the user with Token B.
Connector service 109 then sends the service request 307 to
back office service 102 for processing.

Back oflice service 102 sends a service response 308 to
connector service 109, which forwards the response 309 to
service relay 105. Mobile device 101 then receives the service
response 310 from the service relay.

In one embodiment, the invention combines existing tech-
nologies ito an authentication solution using an active fed-
eration pattern. In other embodiments, passive federation
may be used. FIG. 4 illustrates an alternative message tlow
that does not require the mobile device to directly contact the
identity provider 106. Instead, the first message 401 request-
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6

ing a security token goes from mobile device 101 to online
authorization service 107. In response, online authorization
service 107 sends 1n message 402 a list of identity providers
(IdP) for which service 107 has a trust relationship. Mobile
device 101 selects one or more of the identity providers 403
that 1t recognizes and that will accept mobile device 101°s
credentials, such as i1dentity provider 106. The identity pro-
vider may be any WS-Trust, OpenlD, or other identity pro-
vider, for example. Mobile device 101 instructs online
authentication service 107 regarding which identity provider
(e.g., security token service 106) to use 1n message 403.
Mobile device 101 may provide user credentials in message
401 or message 403 or 1n another message.

In other embodiments, online authorization service 107
may send a redirect message to mobile client 101 to a web
page hosted on 1dentity provider 106 so that the client can
securely enter their credentials without mobile client 101 or
online authorization service 107 seeing the credentials.

Online authorization service 107 sends the user credentials
to 1dentity provider 106 1n message 404 and requests a SAML
or other token for validation with back office service 102.
Identity provider 106 validates the user credentials and then
sends SAML Token A 1n message 405. The online authenti-
cation server 107 validates token A and then generatesa SWT
Token B that 1s sent to the mobile device 101 1n message 406
along with Token A. In other embodiments, only Token B 1s
sent in message 406 and used for turther authentication.

Mobile device 101 then sends a service request and tokens
A and B 1n message 407 to service relay 105. The service
request may be any operation supported by back office ser-
vice 102. Token B provides service relay 1035 with permission
to allow the relay to occur. Service relay 105 then sends the
service request and Token A in message 408 to connector
service 109, which validates the user with Token A. Connec-
tor service 109 then sends the service request in message 409
to back office service 102 for processing. Back office service
102 sends a service response 410 to connector service 109,
which forwards the response 411 to service relay 1035. Mobile
device 101 then recerves the service response 412 from the
service relay.

FIG. 5 1s a flowchart 1llustrating a method or process for a
mobile device to obtain identity tokens in order to make
trusted web service calls to access an enterprise service or
back office service via a service relay. In step 501, the mobile
device provides user credentials to an identity provider to
obtain a first token. The 1dentity provider has an established
trust relationship with the enterprise service. The token pro-
vides authentication for service requests recerved at the enter-
prise service. In step 502, the mobile device receives the first
token from the identity provider. The first token contains
information (1.¢., claims) about the user’s identity (e.g., his or
her username) to uniquely identify the user. In step 503, the
mobile device 101 provides the first token to a trust broker.
The trust broker has an established trust relationship with a
service relay and the identity provider.

In step 504, the mobile device recerves a second token from
the trust broker 1in exchange for the first token. The second
token provides authentication for the service relay. In step
505, the mobile device sends a service request to the service
relay with the first token and the second token

The enterprise service may be a back office service that
processes the service requests or a connector service that
validates the service requests and passes the service requests
to the back office service. The first token contains a represen-
tation of the user’s identity 1n a claim (e.g., the username or
other unique identifier) that allow the connector service to
make web service calls to the back office service as 1t the
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connector service was the user. The {first token may be a
SAML token, and the second token may be a SWT token.

FIG. 6 1s a flowchart 1llustrating a method for processing
service requests at a connector service in an enterprise net-
work. In step 601, the connector service receives a service
request and a token from a service relay. The service request
1s directed to a back office service 1n the enterprise network.
The token comprises user credentials corresponding to a user
who sent the service request. In step 602, the connector ser-
vice validates the token and extracts claims representing the
user’s 1dentity.

In step 603, the connector service uses the claims to com-
municate with the back oifice service 1n the user’s place. In
step 604, the connector service sends the service request to
the back office service. In step 605, the connector service
receives a response to the service request. The connector
service sends the response to the service relay 1n step 606.

It will be understood that steps 501-504 of the process
illustrated 1n FIG. 5 and steps 601-606 of the process 1llus-
trated 1n FIG. 6 may be executed simultaneously and/or
sequentially. It will be further understood that each step may
be performed in any order and may be performed once or
repetitiously.

FI1G. 7 1llustrates an example of a suitable computing and
networking environment 700 on which the examples of FIGS.
1-6 may be implemented. The computing system environ-
ment 700 1s only one example of a suitable computing envi-
ronment for mobile device 101 or for a server or computer that
can run services 102, 105, 106, 107 or 109. FIG. 7 1s not
intended to suggest any limitation as to the scope of use or
functionality of the invention. The invention 1s operational
with numerous other general purpose or special purpose com-
puting system environments or configurations. Examples of
well-known computing systems, environments, and/or con-
figurations that may be suitable for use with the invention
include, but are not limited to: personal computers, server
computers, hand-held or laptop devices, tablet devices, mul-
tiprocessor systems, microprocessor-based systems, set top
boxes, programmable consumer electronics, network PCs,
mimcomputers, mainframe computers, distributed comput-
ing environments that include any of the above systems or
devices, and the like.

The invention may be described 1n the general context of
computer-executable instructions, such as program modules,
being executed by a computer. Generally, program modules
include routines, programs, objects, components, data struc-
tures, and so forth, which perform particular tasks or imple-
ment particular abstract data types. The invention may also be
practiced 1n distributed computing environments where tasks
are performed by remote processing devices that are linked
through a communications network. In a distributed comput-
ing environment, program modules may be located 1n local
and/or remote computer storage media including memory
storage devices.

With reference to FIG. 7, an exemplary system for imple-
menting various aspects of the invention may include a gen-
eral purpose computing device 1n the form of a computer 700.
Components may include, but are not limited to, various
hardware components, such as processing unit 701, data stor-
age 702, such as a system memory, and system bus 703 that
couples various system components including the data stor-
age 702 to the processing unit 701. The system bus 703 may
be any of several types of bus structures including a memory
bus or memory controller, a peripheral bus, and a local bus
using any of a variety of bus architectures. By way of
example, and not limitation, such architectures include Indus-

try Standard Architecture (ISA) bus, Micro Channel Archi-
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tecture (MCA) bus, Enhanced ISA (EISA) bus, Video Elec-
tronics Standards Association (VESA) local bus, and
Peripheral Component Interconnect (PCI) bus also known as
Mezzanine bus.

The computer 700 typically includes a variety of computer-
readable media 704. Computer-readable media 704 may be
any available media that can be accessed by the computer 700
and 1ncludes both volatile and nonvolatile media, and remov-
able and non-removable media, but excludes propagated sig-
nals. By way of example, and not limitation, computer-read-
able media 704 may comprise computer storage media and
communication media. Computer storage media includes
volatile and nonvolatile, removable and non-removable
media implemented 1n any method or technology for storage
ol mformation such as computer-readable instructions, data

structures, program modules or other data. Computer storage
media includes, but 1s not limited to, RAM, ROM, FEPROM,

flash memory or other memory technology, CD-ROM, digital
versatile disks (DVD) or other optical disk storage, magnetic
cassettes, magnetic tape, magnetic disk storage or other mag-
netic storage devices, or any other medium which can be used
to store the desired mmformation and which can accessed by
the computer 700. Communication media typically embodies
computer-readable 1nstructions, data structures, program
modules or other data 1n a modulated data signal such as a
carrier wave or other transport mechanism and includes any
information delivery media. The term “modulated data sig-
nal” means a signal that has one or more of 1ts characteristics
set or changed 1n such a manner as to encode mformation 1n
the signal. By way of example, and not limitation, communi-
cation media includes wired media such as a wired network or
direct-wired connection, and wireless media such as acoustic,
RF, infrared and other wireless media. Combinations of any
of the above may also be included within the scope of com-
puter-readable media. Computer-readable media may be
embodied as a computer program product, such as software
stored on computer storage media.

The data storage or system memory 702 includes computer
storage media 1in the form of volatile and/or nonvolatile
memory such as read only memory (ROM) and random
access memory (RAM). A basic input/output system (BIOS),
containing the basic routines that help to transter information
between elements within computer 700, such as during start-
up, 1s typically stored in ROM. RAM typically contains data
and/or program modules that are immediately accessible to
and/or presently being operated on by processing unit 701. By
way ol example, and not limitation, data storage 702 holds an
operating system, application programs, and other program
modules and program data.

Data storage 702 may also include other removable/non-
removable, volatile/nonvolatile computer storage media. By
way ol example only, data storage 702 may be a hard disk
drive that reads from or writes to non-removable, nonvolatile
magnetic media, a magnetic disk drive that reads from or
writes to aremovable, nonvolatile magnetic disk, or an optical
disk drive that reads from or writes to a removable, nonvola-
tile optical disk such as a CD ROM or other optical media.
Other removable/non-removable, volatile/nonvolatile com-
puter storage media that can be used 1n the exemplary oper-
ating environment include, but are not limited to, magnetic
tape cassettes, flash memory cards, digital versatile disks,
digital video tape, solid state RAM, solid state ROM, and the
like. The drives and their associated computer storage media,
described above and 1llustrated 1n FIG. 7, provide storage of
computer-readable 1nstructions, data structures, program
modules and other data for the computer 700.
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A user may enter commands and information through a
user interface 705 or other input devices such as a tablet,
clectronic digitizer, a microphone, keyboard, and/or pointing
device, commonly referred to as mouse, trackball or touch
pad. Other mput devices may include a joystick, game pad,
satellite dish, scanner, or the like. Additionally, voice inputs,
gesture mputs using hands or fingers, or other natural user
interface (NUI) may also be used with the appropriate input
devices, such as a microphone, camera, tablet, touch pad,
glove, or other sensor. These and other input devices are often
connected to the processing unit 701 through a user mput
intertace 705 that1s coupled to the system bus 703, but may be
connected by other interface and bus structures, such as a
parallel port, game port or a universal serial bus (USB). A
monitor 706 or other type of display device 1s also connected
to the system bus 703 via an interface, such as a video inter-
face. The monitor 706 may also be integrated with a touch-
screen panel or the like. Note that the monitor and/or touch
screen panel can be physically coupled to a housing 1n which
the computing device 700 1s incorporated, such as 1n a tablet-
type personal computer. In addition, computers such as the
computing device 700 may also include other peripheral out-
put devices such as speakers and printer, which may be con-
nected through an output peripheral interface or the like.

The computer 700 may operate in a networked or cloud-
computing environment using logical connections 707 to one
or more remote devices, such as a remote computer. The
remote computer may be a personal computer, a server, a
router, a network PC, a peer device or other common network
node, and typically includes many or all of the elements
described above relative to the computer 700. The logical
connections depicted 1n FIG. 7 include one or more local area
networks (LAN) and one or more wide area networks (WAN),
but may also 1include other networks. Such networking envi-
ronments are commonplace 1n offices, enterprise-wide com-
puter networks, intranets and the Internet.

When used 1n a networked or cloud-computing environ-
ment, the computer 700 may be connected to a public or
private network through a network interface or adapter 707.
In some embodiments, a modem or other means for establish-
ing communications over the network. The modem, which
may be internal or external, may be connected to the system
bus 703 via the network interface 707 or other appropriate
mechanism. A wireless networking component such as com-
prising an interface and antenna may be coupled through a
suitable device such as an access point or peer computer to a
network. In a networked environment, program modules
depicted relative to the computer 700, or portions thereof,
may be stored 1n the remote memory storage device. It may be
appreciated that the network connections shown are exem-
plary and other means of establishing a communications link
between the computers may be used.

Although the subject matter has been described in lan-
guage specific to structural features and/or methodological
acts, 1t 1s to be understood that the subject matter defined 1n
the appended claims 1s not necessarily limited to the specific
teatures or acts described above. Rather, the specific features
and acts described above are disclosed as example forms of
implementing the claims.

What 1s claimed 1s:
1. A method for making web service calls to a service on an
enterprise network from a mobile device, comprising:
providing user credentials to an identity provider to obtain
a first security token, the identity provider having an
established trust relationship with a trust broker and with
an enterprise service, and the first security token config-
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ured to provide authentication for service requests
received at the enterprise service;
providing a copy of the first security token to the trust
broker, the trust broker having an established trust rela-
tionship with the service relay;
receving a second security token from the trust broker 1in
response to providing the copy of the first security token,
the second security token configured to provide authen-
tication to the service relay using an additional form of
authentication that 1s different than the first security
token;
sending a service request to the service relay, the service
request comprising both the first security token and the
second security token, wherein the second security
token provides authentication to the service relay and
provides permission for the service relay to forward the
service request and the first security token to the enter-
prise service; and
receving a service response from the service relay 1n
response to the enterprise service authenticating the
mobile device using the first security token.
2. The method of claim 1, wherein the enterprise network
comprises a connector service exposing a web service end-
point for a back oflice service.
3. The method of claim 1, wherein the enterprise network
comprises a group ol different systems cooperatively provid-
ing a single service.
4. The method of claim 1, wherein the enterprise network
comprises a group of different systems providing a plurality
of different services.
5. The method of claim 1, wherein the enterprise service 1s
an enterprise resource planning application, and wherein the
service request corresponds to a financial transaction initiated
by the mobile device.
6. The method of claim 1, wherein the enterprise service 1s
an enterprise resource planning application, and wherein the
service request corresponds to a time entry logged by the
mobile device.
7. A mobile device for making web service calls to an
enterprise service via a service relay, comprising;:
OnNe Or MOre Processors;
a memory coupled to the one or more processors, the
memory storing one or more instructions executable by
the one or more processors to cause the mobile device to:
provide user credentials to an 1dentity provider to obtain
a first security token, the identity provider having an
established trust relationship with a trust broker and
with an enterprise service, and the first security token
configured to provide authentication for service
requests received at the enterprise service;

provide a copy of the first security token to the trust
broker, the trust broker having an established trust
relationship with the service relay;

receive a second security token from the trust broker 1n
response to providing the copy of the first security
token, the second security token configured to provide

authentication to the service relay using an additional
form of authentication that 1s different than the first
security token;

send a service request to the service relay, the service
request comprising both the first security token and
the second security token, wherein the second secu-
rity token provides authentication to the service relay
and provides permission for the service relay to for-
ward the service request and the first security token to
the enterprise service; and
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receive a service response from the service relay in
response to the enterprise service authenticating the
mobile device using the first security token.

8. The mobile device of claim 7, wherein the enterprise
service 1s a back office service that processes the service
requests.

9. The mobile device of claim 7, wherein the enterprise
service ncludes a connector service that validates service
requests and passes the service requests to a back office
service.

10. The mobile device of claim 9, wherein the first security
token comprises user 1dentification information that allows
the connector service to make web service calls to the back
olfice service as 1f the connector service was the user.

11. The mobile device of claim 7, wherein the enterprise
service 15 a group ol different systems providing a single
service.

12. The mobile device of claim 7, wherein the enterprise
service 1s a group of different systems providing a plurality of
different services.

13. A memory device having program instructions stored
thereon that, upon execution by a mobile device, cause the
mobile device to:

provide user credentials to an identity provider to obtain a

first security token, the identity provider having an
established trust relationship with a trust broker and with
an enterprise service, and the first security token config-
ured to provide authentication for service requests
received at the enterprise service;

provide the first security token to the trust broker, the trust

broker having an established trust relationship with the
service relay;
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recerve a second security token from the trust broker in
response to providing the copy of the first security token,
the second security token configured to provide authen-
tication to the service relay using an additional form of
authentication that i1s different than the first security
token;

send a service request to the service relay, the service

request comprising both the first security token and the
second security token, wherein the second security
token provides authentication to the service relay and
provides permission for the service relay to forward the
service request and the first security token to the enter-
prise service; and

recerve a service response Ifrom the service relay in

response to the enterprise service authenticating the
mobile device using the first security token.

14. The memory device of claim 13, wherein the enterprise
network comprises a group of different systems cooperatively
providing a single service.

15. The memory device of claim 13, wherein the enterprise
network comprises a group of different systems providing a
plurality of different services.

16. The memory device of claim 13, wherein the enterprise
network comprises an enterprise resource planning applica-
tion, and wherein the service request corresponds to a finan-
cial transaction initiated by the user on the mobile device.

17. The memory device of claim 13, wherein enterprise
network comprises an enterprise resource planning applica-
tion, and wherein the service request corresponds to a time
entry logged by the user on the mobile device.

¥ ¥ # ¥ ¥



	Front Page
	Drawings
	Specification
	Claims

