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(57) ABSTRACT

A system includes multiple KVM switches, multiple user
consoles and a recording system connected via a network.
Each KVM switch facilitates interactions between user con-
soles and selected servers connected its server ports. The
KVM switch transmits keyboard, mouse and video data
exchanged between user consoles and servers, and adminis-
trative data, to the recording system. The recording system
records the keyboard, mouse, video and administrative data,
and detects trigger events based on such data. Trigger events
include predefined keywords, mouse operations, video
images, user IDs and server IDs, or combinations thereof.
When a trigger event 1s detected, the recording system auto-
matically transmits monitoring information to an admainistra-
tive console via the network. The monitoring information
may include combined video data containing information
about keyboard and mouse actions superimposed on desktop
images. The administrative console may also request specific
recorded data for review. The recording system may employ
a master-slave configuration.
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A Keyword Filter with a Keywords Database Prepared for Different
Codes, Different Input Methods, Multi-Languages

320

keyword detected?

Y /\/

record keyboard input data and video data

340
Y /\/

alarming according to the Pre-Setting
(alarming an administrator)

350

Pre-Setting Time Out?
Y

«»

FIG. 3
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START )

L 410

comparing keyboard input data from the console with the
predetermined keyword data in the keyword database

420
detecting whether a predetermined keyword is
inputted from the console into one of the computers by
a keyword filter
430

recording video data from the one of the computers
and keyboard input data from the console by a capture
unit 1f the predetermined keyword is detected

I 440

l storing the video data and the keyboard input data

/alarming an administrator

F1G. 4
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Switching section 63

KVM switch SW

Fig. 6

S74, 573

Recordmg
system R
S73

A=

Console Console C1
C2 (user) (admin)

Fig. 7B

Server KVM switch
Sl 1 SW1
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S71 User logs in to KVM switch SW1 from console C2 via
network N, selects server S1-1

Console C2 and server S1-1 communicate with each other
via KVM switch SW1:
Console C2 transmits keyboard, mouse data to KVM
S72 switch SW1 via network N; KVM switch SW1 forwards
keyboard, mouse data to server S1-1; server S1-1 transmits

video data to KVM switch SW1: KVM switch SW1
forwards video data to console C2 via network N

KVM switch SW1 transmits data to be recorded to
S73 recording system R via network N, including keyboard,
mouse, video data exchanged between console C2 and
server S1-1 and administrative data e.g. user 1D, port 1D

Recording system R records data received from KVM
switch SW1, including keyboard, mouse, video data and
administrative data

S75 Recording system R detects trigger events based on data
from KVM switch SW1

S76 If a trigger event 1s detected, recording system R transmits
monitoring information to administrative console C1

S74

STT Administrative console transmits review request to

recording system R

S78 Recording system R transmits requested data to
administrative console C1 1n response to request

Fig. 7A
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Recording
server RS1
(master)

Recording
server RS2

(slave)

Recording
server RS3

(slave)

Recording system R

Recording
server RS4
(slave)

Recording
server RSS
(slave)

991 KVM switch SW?2 notifies master
recording server RS1 of the start of

user logon session

v

Master recording server RS1
assigns user session to slave
recording server RS2, and
transmits session ID to KVM
switch SW2 and slave RS2

592

g93 | KVM switch SW2 and slave RS2
authenticate each other using

session 1D, start recording

Fig. 9

Fig. §
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Slave RS2 detects trigger events
based on data from KVM switch

SW2, notifies master RS1

v

Master RS1 transmits second
session ID to slave RS2 and

administrative console C1
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SYSTEM AND METHOD FOR RECORDING
AND MONITORING USER INTERACTIONS
WITH A SERVER

This application 1s a continuation-in-part application under
35 USC §120 of U.S. application Ser. No. 11/530,367, filed

Sep. 8, 2006, allowed, which 1s herein incorporated by refer-
ence 1n 1ts entirety.

BACKGROUND OF THE INVENTION

1. Field of the Invention

This invention relates to recording and monitoring of
server and user activities, and 1n particular, 1t relates to a
system and related method for automatically triggering
recording and/or monitoring of server and user activities upon
detecting pre-defined trigger events.

2. Description of the Related Art

For a business, 1ts commercial secret 1s treasure, which 1s
necessary to be kept confidential, not to mention a military
base, which needs confidential communication always and
strictly because of national security. In a web time like today,
network can let people reach the place that can never be
imaged. Therefore, most autonomous networks of atoresaid
autonomies would have at least one administrator for super-
vising or monitoring all users’ activity in the network for
aforesaid reason. For example, a general momitoring method
1s to keep eyes on the respective data transmission tlow rate of
all users” computers, consoles or to set different authorization
levels for different users i advance for this network area.

At present, keyboard-video-mouse switches (KVM
switches) have become a network management solution.
Similar as being aforementioned, an adminmstrator who 1s 1n
charge of managing the network construction, which mainly
consists of keyboard-video-mouse switches, also has to deal
with such 1ssue for keeping information confidential inside.
An active monitoring method on the users” activity 1s to detect
theirr keyword input from the consoles where the users are
operating. Once a predetermined keyword 1s detected, the
administrator gets a notice according to some pre-settings of
the keyboard-video-mouse switch, such as, alarming to the
related; starting to recording keyboard-video-mouse data
from the console, which the user inputted a keyword and the
corresponding computer. Unfortunately, there 1s no any key-
board-video-mouse switch realizing such consideration of
detecting keywords so far.

SUMMARY OF THE INVENTION

Accordingly, the present invention 1s directed to a method
and system for recording and monitoring user activities that
substantially obviates one or more of the problems due to
limitations and disadvantages of the related art.

An object of the present invention 1s to provide a system
that can record user activities and can allow real-time moni-
toring ol user activities when certain trigger events are
detected.

Additional features and advantages of the invention will be
set forth 1n the descriptions that follow and in part will be
apparent from the description, or may be learned by practice
of the invention. The objectives and other advantages of the
invention will be realized and attained by the structure par-
ticularly pointed out 1n the written description and claims
thereol as well as the appended drawings.

To achieve these and other advantages and 1n accordance
with the purpose of the present invention, as embodied and
broadly described, the present invention provides a system for
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2

recording and monitoring user interactions with a server,
which includes: at least one keyboard, video, mouse (KVM)
switch connected to a network, the KVM switch including: a
network interface section for communicating data over the
network; a switching section coupled to the network interface
section; and a plurality of server ports coupled to the switch-
ing section each adapted for connecting to a server, wherein
the switching section forwards data between the network
interface section and selected ones of the server ports; a
recording system connected to the network; wherein the
KVM switch receives, via the network, keyboard data and
mouse data from a user console connected to the network,
torwards the keyboard data and mouse data to a selected
server port, receives video data representative ol desktop
images from the selected server port, and processes the video
data and transmits 1t via the network to the user console;
wherein the KVM switch further transmits the keyboard data
and mouse data recerved from the user console and the video
data recerved from the selected server port to the recording
system via the network; wherein the recording system records
the keyboard data, mouse data and video data recerved from
the KVM switch, detects trigger events based on at least one
of the received keyboard data, mouse data and video data, and
wherein when a trigger event 1s detected, the recording sys-
tem automatically transmits monitoring information to an
administrative console via the network.

In another aspect, the present invention provides a method
implemented 1n a recording system for recording and moni-
toring user interactions with a server, which includes: receiv-
ing, from a KVM switch over a network, keyboard data,
mouse data and video data representative of interactions of a
user console with a selected server connected to the KVM
switch; recording the keyboard data, mouse data and video
data recerved from the KVM switch; detecting trigger events
based on at least one of the recerved keyboard data, mouse
data and video data; when a trigger event 1s detected, auto-
matically transmitting monitoring imnformation to an admin-
istrative console via the network.

It 1s to be understood that both the foregoing general
description and the following detailed description are exem-
plary and explanatory and are intended to provide further
explanation of the invention as claimed.

BRIEF DESCRIPTION OF THE DRAWINGS

The foregoing aspects and many of the attendant advan-
tages of this invention will become more readily appreciated
as the same becomes better understood by reference to the
following detailed description, when taken 1n conjunction
with the accompanying drawings, wherein:

FIG. 1 schematically illustrates a keyboard-video-mouse
switch coupled with a number of computers and a number of
consoles; wherein the administrator can monitor the video
data from the computer, which the user remote controls and
the keyboard mput data from the console, which the user
operates according to a first embodiment of the present mnven-
tion;

FIG. 2 1llustrates a functional block diagram of keyboard-
video-mouse switch of the first embodiment shown 1n FIG. 1;

FIG. 3 shows a flow chart of a monitor procedure of the
keyword mput for different codes, different mnput methods
and multi-Languages according to the first embodiment; and

FIG. 4 shows a flow chart of a method for detecting key-
word mput for a keyboard-video-mouse switch according to
the first embodiment.
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FIG. S schematically 1llustrates a distributed system which
include KVM switches, servers, recording system, and con-

sole computers, 1n which a second embodiment of the present
invention 1s implemented.

FI1G. 6 schematically illustrates a KVM switch usetul in the
system of FIG. 5.

FIGS. 7A and 7B illustrate a method performed by various
components of the system of FIG. 5 according to the second
embodiment of the present invention.

FIG. 8 schematically illustrates a recording system includ-
ing a plurality of recording servers 1n a master-slave arrange-
ment.

FIG. 9 1llustrates an operation of the master-slave system
shown 1n FIG. 8.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENTS

As required, a detailed illustrative embodiment of the
present 1nvention 1s disclosed herein. However, techniques,
systems, operating structures and methods 1n accordance
with the present invention may be embodied in a wide variety
of forms and modes, some of which may be quite different
from those 1n the disclosed embodiment. Consequently, the
specific structural and functional details disclosed herein are
merely representative, yet in that regard, they are deemed to
afford the best embodiment for purposes of disclosure and to
provide a basis for the claims herein, which define the scope
of the present invention. The following presents a detailed
description of preferred embodiments (as well as some alter-
native embodiments) of the present invention.

Please refer to FIG. 1, which schematically illustrates a
keyboard-video-mouse switch 100 coupled with four com-
puters (201, 202, 203 and 204) and four consoles (console 1,
console 2, console 3, and console 4). The administrator (lo-
cated at one of the consoles, e.g. console 1 1 FIG. 1) may
monitor the video data from one of the computers, which 1s
selected by a user located at another console, and monitor the
keyboard mput data from the console, which 1s operated by
the user. In the embodiment shown 1n FIG. 1, the numbers of
the computers and consoles coupled with the keyboard-
video-mouse switch 100 are four but the present invention 1s
not limited to this particular example.

For instance, when an administrator works at the console 1
and a user 1s operating the computer 204 at console 4, 11 the
user keys 1 a word “p-a-t-e-n-t”, which has been nputted
(defined) as a monitored keyword and stored in a keyword
database of the keyboard-video-mouse switch 100 by the
administrator in advance, the keyboard-video-mouse switch
100 automatically sends an alarm message to the console 1
(administrator), and shows a warning, such as a “suspected
intention-user name-console 17, on the display of the console
1 to let the administrator know that the user might be attempt-
ing to access confidential information related with the key-
word “p-a-t-e-n-t”.

Moreover, the keyboard-video-mouse switch 100 may fur-
ther transmits the video data from the computer 204, which 1s
operated by the user, to the administrator’s console 1 simul-
taneously to show the real-time operation status of the user on
the display privately. Furthermore, the keyboard-video-
mouse switch 100 may start to record the video data and the
keyboard input data of the console 4 1n a storage device as an
evidence or a record for administrator’s post-check if neces-
sary. Specifically, the mmput method which can be detected, 1s
not only English but also other mput methods of different
languages as long as the target keywords are inputted (de-
fined) 1 the keyword database beforehand.
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Please refer to FIG. 2, which 1llustrates a functional block
diagram of keyboard-video-mouse switch of the first embodi-
ment of the present invention shown in FIG. 1. The keyboard-
video-mouse switch 100 includes a switch 10, a keyword
filter 102, a keyword database 102-1, a capture unit 104, an
alarm 106, a storage device 108, a micro control unit 110, a
plurality of computer ports 120 and at least one console port
130. The computer port 120 turther includes computer ports
1 to 4 for respective computers and the console port 130
turther includes console ports 1 to 4 for respective consoles.
The switch 10 1s employed to route the keyboard-video-
mouse signals among the computer ports 1 to 4 and the
console ports 1 to 4. Theretfore, the keyboard-video-mouse
switch 100 1s coupled with computers 201 to 204 via the
computer ports 1 to 4 and coupled with the consoles (console
1 to console 4) via the console ports 1 to 4. The console 1,
which may be controlled by an administrator, includes a
keyboard 301-1, a display 301-2 and a mouse, which 1s not
shown. Same Similar as the console 1, the console 4, which
may be controlled by a user, includes a keyboard 304-1, a
display 304-2 and a mouse, which 1s not shown.

Mainly, the keyword filter 102 1s 1n charge of detecting
whether a predetermined keyword, such as “p-a-t-e-n-t”, 1s
inputted from the console 4 1nto the computer 204 or other
computers. If the keyword input 1s detected, the capture unit
104 records video data from the computers 204 and stores the
video data 1n the storage device 108. Meanwhile, the alarm
106 may alarm the administrator, who 1s near the console 1.
Furthermore, the capture unit 104 may record and store key-
board 1nput data from the console 4 as recording and storing
the video data from the computer 204 as aforementioned. The
micro control unit 110 1s a processor for processing, control-
ling all aforesaid units, devices 1n the keyboard-video-mouse
switch 100. Moreover, the keyword database 102-1 1n this
embodiment shown 1n FIG. 2 1s inside the keyword filter 102
but 1t can be located outside the keyword filter 102 as an
option. The keyword database 102-1 may store data of many
keystroke combinations, defined as predetermined keyword
data for input methods, such as English and Chinese. The way
of the keyword filter 102 to identity 1t the keyword 1s inputted
1s to compare the keyboard input data from the console 4 with
the keyword data pre-defined and stored 1n the keyword data-
base. More detail about the comparison of the keyboard input
data and the keyword data 1s described later by referring to
FIG. 3.

Specifically, the aforesaid storage device 108 can be a
memory, which 1s not restricted in the keyboard-video-mouse
switch 100. Therefore, the memory can be a storage device
108-1, which 1s coupled to the keyboard-video-mouse switch
100 via a network for keeping the recorded keyboard input
data and the video data more confidential. Moreover, the
aforesaid administrator 1s not restricted to operate at the con-
sole 1, erther. The administrator also can supervise and moni-
tor the whole network system, which 1s mainly constructed by
the keyboard-video-mouse switch 100 via the network.

Please refer to FIG. 3, which shows a flow chart of a
monitor procedure of the keyword input for different codes,
different input methods or multi-Languages according to the
first embodiment. A manufacturer of a keyboard-video-
mouse switch may mput (pre-define) keywords before deliv-
ering the product to the markets. Alternatively, an adminis-
trator ol a keyboard-video-mouse switch may also input
(define) keywords of at least one input method for monitoring,
and stores them 1n a keyword database according to their
demands. In procedure 310, the administrator may input (de-
fine) keywords of ordinary mput method 1n English, such as
aforesaid “p-a-t-e-n-t”. Moreover, the administrator may
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input keywords of Phonetic input method 1n Traditional Chai-
nese, Hanzi keyboard input method in Traditional Chinese,
Tsang-Jye mput method 1n Traditional Chinese, Hanzi key-
board input method 1n Simplified Chinese or Roma-j1 input
method 1n Japanese according to practical demand.

Basically, for input methods 1n English and English-like
languages, the comparison of the keyboard input data from
one of the consoles and the keyword data 1in the keyword
database may be performed by the keyword filter letter by
letter. For the aforesaid “p-a-t-e-n-t”, for example, once “p” 1s
inputted at first, the comparison will be started, and next “a”
1s mputted, the comparison 1s going to be continued. If the
next inputted letter 1s not “t”, the comparison will be termi-
nated and back to procedure 310. If the comparisons of the six
letters are all matched 1n order, 1.e. the keyword 1s detected as
shown 1n procedure 320, the monitor procedure of the first
embodiment will proceed to the next procedure 330, record-
ing the keyboard input data and the video data as aforemen-
tioned. Furthermore, in procedure 340, the monitor procedure
of the first embodiment may alarm the administrator accord-
ing to the pre-settings of the keyboard-video-mouse switch,
such as alarming the administrator by showing a “suspected
intention-user name-console 1” warning on a display, sending
a notice message to the administrator’s cellular phone, buzz-
ing for scaring the user, or directly locking the door of the
room where the user 1s. In procedure 350, the monitor proce-
dure of the first embodiment may not stop recording the
keyboard input data and the video data until a time-out con-
dition happens according to the pre-settings. If the time out
condition happens, the monitor procedure of the first embodi-
ment returns back to the procedure 310. If the time out con-
dition does nothappen, the capture unit shown in FI1G. 2 keeps
recording and storing the keyboard input data and the video
data 1n the storage device. The time out condition can be
illustrated as a stop command from administrator, a predeter-
mined period of time for recording, or the aforesaid alarming,
according to the pre-settings of the keyboard-video-mouse
switch had been executed completely. Furthermore, the com-
parison of the keyboard mput data from one of the consoles
and the keyword data 1n the keyword database also can be
performed word by word. For aforesaid “p-a-t-e-n-t”, until all
the letters are mputted (after “space” keystroke or after
“enter” keystroke), the comparison will not be started.

Specifically, for many different input methods in Chinese
and Japanese languages developed from pictograph, there are
BIG 5 code (Traditional Chinese), GB 2312 code (Simplified
Chinese) and EUC Shift-JIS code (Japanese) for transform-
ing the corresponding keyboard inputs 1nto their special char-
acters as standard. The comparison of the keyboard input data
and the keyword data 1s performed character by character. For
instance, according to Hanzi keyboard 1mnput method 1n Tra-
ditional Chinese, the word “patent law™ 1s pronounced and
inputted as “zhuan-li-1a”. If the character “zhuan” 1s inputted
at first, the comparison will be started, and next character “11”
1s mputted, the comparison 1s going to be continued. If the
next mputted character 1s not “fa”, the comparison will be
terminated and back to procedure 310. I the comparisons of
the three characters are all matched 1n order, 1.e. the keyword
“zhuan-li-fa” 1s detected as shown in procedure 320, the
monitor procedure of the first embodiment will proceed to the
next procedure 330, recording the keyboard input data and the
video data.

Similar comparisons ol Hanzi keyboard mnput method 1n
Traditional Chinese as alorementioned are also executed for
Phonetic mput method 1in Traditional Chinese, Tsang-Jye
input method 1n Traditional Chinese, Hanzi keyboard 1nput
method 1 Simplified Chinese or Roma-j1 input method in
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Japanese 11 the administrator input s the keywords 1n different
codes, different mmput methods and multi-Languages 1n
advance. Furthermore, the method of detecting keyword
according to the first embodiment 1s also suitable for hand-
write input method, voice input method or other imnput meth-
ods for English, Chinese, Japanese or other languages accord-
ing to the similar principle of the mput coding thereof.

Please refer to FIG. 4, which depicts a flow chart of a
method for detecting a keyword 1nput for a keyboard-video-
mouse switch to accomplish the objectives of the first
embodiment.

The present method includes the following steps:

Step 410, comparing keyboard mput data from the console
with the predetermined keyword data 1n the keyword data-
base;

Step 420, detecting whether a predetermined keyword 1s
mputted from the console mnto one of the computers by a
keyword filter;

Step 430, recording video data from the one of the com-
puters by a capture umt 1f the predetermined keyword 1s
detected; and

Step 440, storing the video data and the keyboard input
data, and/or alarming an administrator.

According to the first embodiment, once a predetermined
keyword inputted from a console 1s detected, the keyboard-
video-mouse switch can record the video data from a com-
puter and the keyboard input data from a console for different
codes, different input methods or multi-Languages.

FIG. S 1llustrates a distributed system 1n which a second
embodiment of the present invention 1s 1mplemented. As
shown 1n FIG. 5, the system includes one or more KVM
switches SW (SW1, SW2, . .. SWn), one or more servers S
(S1-1, . . . S1-m1, . . . Sn-mn) each connected to a KVM
switch, and one or more console units C (C1 . . . Cq). Each
console unit C (also referred to as a client computer) includes
a display monitor, user input devices such as a keyboard
and/or a mouse, and a computer. The KVM switches SW and
the console units C are connected to each other via a network
N, such as an intranet, the Internet, or other suitable networks,
and communicate with each other using a network protocol
such as TCP/IP.

As shown 1n FIG. 6, each KVM switch SW 1ncludes a
network 1nterface section (NIC) 61 for communicating with
the network, a plurality of server ports 62 (62-1, . . . 62-m)
cach for connecting to a server S, and a switching section 63
for forwarding the data between the network interface section
61 and selected server ports. The switching section may
include a processor, a circuit, or other suitable components. A
user located at a user console C may use the user console to
log 1n to one of the KVM switches SW, and once logged 1n,
the user can select one of the servers S connected to the KVM
switch and exchange keyboard, video and mouse signals with
the selected server. This framework 1s sometimes called
“KVM over IP” or “IKVM” system, by which users can
access selected servers via a network. KVM over IP technol-
ogy 1s generally known and 1its operation details 1s not
described here. In addition, according to the second embodi-
ment of the present invention, the KVM switch SW includes
hardware (such as processor and memory, which may be a
part of the switching section 63) and software or firmware
(e.g. stored 1n the memory) for carrying out the process of
transmitting keyboard, mouse, video data and administrative
data over the network to the recording system R as will be
described 1n detail later.

Referring back to FIG. 5, the distributed system also
includes a recording system R connected to the network N,
which includes one or more recording servers (sometimes




US 9,286,026 B2

7

referred to as video log servers) RS (RS1, .. . RSp). The KVM
switches SW can transmit, via the network N, keyboard,
mouse, and video data (1.e. data exchanged between a user
console C and a server S connected via that KVM switch) to
the recording system R for recording. The KVM switch can
also transmit related administrative data to the recording sys-
tem, such as a user ID of the user, an ID of the server selected
by the user, etc. The recording system R recerves the key-
board, mouse, video data and administrative data via the
network and records (stores) them 1n one or more storage
devices (not shown in FIG. 5) connected to the recording
servers RS. The storage devices may be connected to the
recording servers RS locally, or via the network N or a sepa-
rate network.

According to the second embodiment of the present inven-
tion, while keyboard, mouse, video data and administrative
data from the KVM switches are recorded by the recording
system R, the recording system detects pre-defined trigger
events based the data received from the KVM switches, and
automatically transmits certain information to an administra-
tive console via the network N. The information transmitted
to the administrative console (referred to as monitoring infor-
mation) may include the video, keyboard and/or mouse data,
and/or administrative data, and/or a suitable message consti-
tuting an alarm, etc. This automatic transmission ol monitor-
ing information by the recording system to the administrative
console 1s referred to as admimistrative monitoring in this
disclosure. The administrative console 1s one of the console
units C (C1 1n the example shown in FIG. 5). The adminis-
trative console may be equipped with special software to
communicate with the recording system and to display the
monitoring information. The other user consoles C are con-
soles subject to momitoring. It should be noted that any user
console C may serve as the administrative console (provided
the console 1s equipped with any necessary soltware),
depending on which console the administrative user (a user
with administrative privileges) uses to log in to the system.
Alternatively, the administrative console may be a special
monitor device dedicated to displaying the monitoring infor-
mation.

The trigger events may include one or more of the follow-
ng:

(1) Keywords: When the keyboard data inputted from a
user console contain certain keywords, administrative moni-
toring may be triggered.

(2) User ID: When certain users are logged 1n to a KVM
switch, administrative monitoring may be triggered.

(3) Server ID: When certain servers connected to certain
KVM switches are selected by a user, administrative moni-
toring may be triggered. The server may be identified by an 1D
of the server port (e.g. port name or port number) to which 1t
1s connected. Alternatively, 1n some KVM switch configura-
tions, an extender device 1s connected between the KVM
switch and a server to extend the distance between them. Such
extenders typically have their own IDs. Often, an extender
(along with the server connected to 1t) may be disconnected
from one server port of a KVM switch and re-connected to
another server port of the same or a different KVM switch.
Thus, when an extender 1s used, 1t may be more convenient to
identify the server by the ID of the extender to which it 1s
connected, rather than the port ID, so that there will be no
need to modily the definition of the trigger events because the
extender 1D has not changed, even thought the port ID has
changed. The term “server ID” used here generally refers to
either the port ID or the extender 1D, or any other alternative
suitable ways of 1dentifying a server; it does not require a
unique 1dentifier assigned to the server 1tself.
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(4) Mouse operation: When certain mouse operations such
as a click 1n a particular area of the desktop are inputted from
auser console C, administrative monitoring may be triggered.
Because the meaning of a mouse operation will depend on the
desktop image displayed on the user’s monitor at that
moment, triggering by mouse operations may be more useful
in industrial applications such as when a server 1s controlling
a machine; in such applications, the monitor display tends to
be relatively less variable compare to other applications, and
mouse locations tend to have a high correlation with known
actions.

(5) Desktop 1mage: When certain images are present in the
video frames representing the desktop, administrative moni-
toring may be triggered. As an example, when a server
crashes, 1ts desktop tends to have certain characteristic
appearance. Such 1images may be defined as trigger events.

A trigger event may also be a logic combination of two or
more of the above factors, for example: certain keywords
inputted by certain users, certain keywords directed to certain
server ports, etc. The trigger events are pre-stored 1n a moni-
toring database accessible by the recording system R.

FIGS. 7A and 7B illustrate an operation of the system of
FIG. § according to the second embodiment of the present
invention. In process S71, a user logs 1n to one of the KVM
switches (e.g. SW1) from a user console (e.g. C2) via the
network N, and selects a server (e.g. S1-1) connected to the
KVM switch SW1. In process S72, the user console C2 and
the selected server S1-1 communicate with each other
through the KVM switch SW1. During this process, the con-
sole C2 transmits keyboard and/or mouse data to the KVM
switch SW1 via the network N; the KVM switch SW1 for-
wards the keyboard and/or mouse data to the selected server
S1-1; the selected server S1-1 transmits video data represent-
ing the desktop to the KVM switch SW1; and the KVM
switch SW1 processes and forwards the video data to the
console C2 via the network. In the mean time, 1n process S73,
the KVM switch SW1 transmits the keyboard, mouse and
video data exchanged between the console C2 and server
S1-1 to the recording system R via the network, along with
administrative information such as the user ID, the server 1D
of the server selected by the user, efc.

In process S74, the recording system R records the key-
board, mouse and video data received from the KVM switch
SW1. Such recording 1s sometimes referred to as session
recording as it generates a record of the user login session
between a user and a server. The recording system may also
record the administrative data as desired. Any suitable format
may be used to record the keyboard, mouse, video, and
administrative data. In one particular implementation, the
keyboard, mouse and/or administrative data 1s converted to
video 1mages which are then combined with (e.g., superim-
posed on) the video data recerved from the KVM switch (1.e.
the desktop 1image). For example, a window or box may be
generated to show the keys being typed, the mouse actions
such as clicks being performed, the user ID, the server 1D,
etc., and the window 1s superimposed on the desktop video
image. The combined (e.g. superimposed) video 1s then
stored. This recording format has several advantages. First,
the keyboard, mouse and administrative data 1s included in
the video data and therefore do not need to be separately
stored. Second, although 1n a typlcal situation the keyboard
and mouse data are reflected in the desktop image (for
example, 11 the user types a key 1nto a word processing docu-
ment, the corresponding window on the desktop will reflect
the key being typed; and 1f the user moves the mouse, the
mouse 1mage on the desktop will move), in many 1nstances a
user keyboard or mouse action 1s not retlected in the desktop
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image (for example, a function key pressed by the user may
not result 1n any change seen on the desktop, or some key or
mouse 1nput by the user may correspond to invalid or prohib-
ited actions and therefore will notresult 1n any change seen on
the desktop). In such instances, the above recording method
will clearly show the keyboard or mouse action even if the
desktop 1s not changed. Third, when the recorded video 1s
later played back, the administrator can see what keyboard
and mouse actions are taking place in a clear and mtuitive
way.

In process S75, based on the keyboard, mouse and video
data, as well as administrative data received from the KVM
switch SW1, the recording system R detects whether any
trigger events have occurred. As mentioned earlier, the trigger
events may include keywords, mouse operations, user IDs,
server 1Ds, desktop video image, etc. or combinations
thereol. In process S76, if a trigger event 1s detected, the
recording system R automatically alerts the administrative
console by transmitting monitoring information regarding the
console C2 to the administrative console C1. The monitoring
information may be, for example, the combined (e.g. super-
imposed) video data representing the desktop 1image, the key-
board and mouse data as well as the user 1D and server ID, as
described above 1n connection with process S74. Such com-
bined video data may be displayed 1n a window on the display
ol the administrative console C1 to allow the administrator to
view the desktop and keyboard and mouse actions of the
console C2 1n real time. In another implementation, the
recording system RS does not generate the combined video,
but forwards the keyboard, mouse and video data as separate
data to the administrative console. The administrative console
may be equipped with special viewer soltware to generate a
combined video 1mage which shows the keyboard and mouse
data similar to the combined video described above. One
advantage of this implementation 1s that, different adminis-
trative users may have different levels of authorization, and
some administrative users may not be allowed to see sensitive
keyboard data such as password. The viewer software has the
ability to determine, based on the level of authorization of the
administrative user, which keyboard data 1s to be shown as a
part of the video 1image. In yet another implementation, the
recording system RS forwards to the administrative console
the video and mouse data and some of the keyboard data, but
does not forward certain sensitive keyboard data such as
passwords. Alternatively, instead of the video data, the
recording system R transmits to the administrative console, as
the monitoring information, a suitable alarm message, such as
a text message, a popup window, an audible alarm, a light,
etc., similar to the alarm described in the first embodiment.
The monitoring information may generally take any suitable
form, and the recording system may allow the administrator
to set the manner used by the recording system to transmit the
monitoring information to the administrator.

Any suitable techmiques can be used to implement the
transmission of keyboard, mouse, video and/or administra-
tive data by the KVM switches and to implement the record-
ing of the data by the recording system. The process of detect-
ing the trigger events may be implemented by any suitable
algorithms. One example of detecting a keyword 1s described
carlier in connection with the first embodiment. When the
trigger event 1s a desktop image, 1mage comparison 1s
employed. As mentioned earlier, a monitoring database pre-
stores various trigger events to be detected. The momitoring
database may be edited by authorized users such as the
administrator.

In addition to automatically alerting the administrator upon
detecting the trigger events (process S76), the recording sys-
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tem R also allows the administrator to request previously
recorded data for review. Thus, 1n process S77, the adminis-
trative console C1 transmits a review request to the recording
system R which specifically identifies previously recorded
data; 1n process S78, the recording system R transmits the
requested data to the administrative console 1n response to the
request.

Each of processes S71 to S78 may be continuously and/or
repeatedly performed by the corresponding components. It
should be noted that the order 1n which the processes are
performed 1s not limited to that shown 1n FIG. 7A. Using this
method, a user login session 1s continuously recorded by the
recording system, but 1t 1s not monitored in real time by the
administrator unless a trigger event has been detected. The
administrator can take appropriate actions based on the moni-
toring, and can determine when to stop monitoring.

In one implementation, the recording system R includes
multiple recording servers RS (RS1, . . . RS5) 1n a master-
slave configuration, as shown in FIG. 8. The multiple record-
ing servers RS are preferably connected together by a net-
work such as an intranet which 1s connected to the network N.
In this configuration, one of the recording servers (RS1 1n this
example) acts as a master and performs the function of dis-
tributing work load among the multiple recording servers. For
example, the master can dynamically assign and re-assign
which recording server RS (master or slave) 1s to perform
recording for which KVM switch SW or which server S or
which user login session based on the load of the recording
servers RS. For example, the work load may be dynamically
adjusted 11 a slave server 1s down.

FIG. 9 illustrates a process for dynamically assigning a
recording task to a recording server. When a user login ses-
sion 1s started on a KVM switch (e.g. SW2), the KVM switch
SW2 notifies the master RS1 of the user login session (step
S91). In response to the notification, the master RS1 deter-
mines which recording server RS 1s to be assigned to record
this user login session (step S92) (in this example, RS2 1s
assigned). The determination may be based on the current
workload of the various recording servers. The master RS1
generates a session ID for this user login session and transmits
the session ID to the KVM switch SW2 as well as the assigned
recording server RS2 (step S93). The session ID includes
necessary mnformation, such as a unique string, that allows the
KVM switch SW2 and the recording server RS2 to authenti-
cate each other. Thereafter, the KVM switch SW2 and the
recording server RS2 use the session ID to authenticate each
other, and starts the recording (step S93). During recording
(1.e. step S74 1n FIGS. 7A and 7B 1s performed by the slave
RS2), the KVM switch SW2 and the slave recording server
RS2 may communicate directly with each other without fur-
ther participation of the master RS1.

While recording, the slave recording server RS2 detects
trigger events based on the data recerved from the KVM
switch SW2 (step S94). In one implementation, 1f the slave
RS2 detects a trigger event, 1t notifies master RS1 (step S94).
In response, the master RS1 sends a second session 1D to the
slave RS2 and the administrative console C1 (step S95). The
slave RS2 and the administrative console C1 use the session
ID to authenticate each other (step S96); thereafter, the slave
RS2 can directly transmit the monitoring information to
administrative console C1 (step S97) without further partici-
pation of the master RS1.

In addition to performing the assignment functions, the
master RS1 performs session recording in the same way as a
slave. In step S92, the master RS1 may assign the user login
session to 1tself, 1n which case 1t only needs to transmit the

session ID to the KVM switch SW?2.
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In one implementation, each recording server RS stores the
recorded session data 1n a storage device attached to 1tself,
and the multiple recording servers RS may backup each oth-
er’s data. In other words, session data recorded by one record-
ing server may be copied to one or more other recording
servers. This allows more flexibility in the recording system’s
ability to simultaneously perform both the functions of
recording/detecting/alerting (processes S74/575/576) for
real-time monitoring and the function of providing previ-
ously recorded data upon a review request (process S78). The
backup may be managed by the master RS1, 1.e., the master
instructs one recording server to backup 1ts data onto another
recording server; or it may occur among the recording servers
without specific instructions from the master. The master
stores information regarding what data 1s stored on which
recording server. Based on such information, the master can
assign tasks to the slave to balance the workload of the record-
Ing servers

In an 1llustrative example, suppose recording server RS3
recorded a user login session, and the recorded data D 1s
backed up on recording servers RS4 and RS5. Subsequently,
the master RS1 recerves a review request from the adminis-
trative console to review the previously recorded data D.
However, the master determines that at this time, recording
server RS3 1s recording another user login session, while
recording server RS4 (which has the requested data D) 1s not
performing any recording function. The master may then
instruct recording server RS4 to provide the previously
recorded data D to the administrative console. This way, the
workload of the multiple recording servers can be more
evenly distributed.

As mentioned earlier, the master recording server can per-
form all of the functions performed by a slave recording
server. It should be noted that if the recording system contains
only one server, 1t 1s considered a master. Further, 11 the
master 1s down, another recording server can become a mas-
ter. In other words, each server has the capability of being
master. Implementation of such a master-slave system 1s
known 1n the art and will not be described in detail here.

Referring back to FIGS. 7A and 7B, 1n steps S73 and S74,
if the KVM switch continuously transmits all of the keyboard,
mouse, and video data exchanged between a console C and a
server S, a complete record of the user login session can be
created by the recording system R. Complete session record-
ing puts significant demand on system resources such as
transmission bandwidth, processing power, video recording
capacity, storage usage, etc. As an alternative or 1n addition, a
series of snapshots of the desktop 1mage may be taken of a
user login session (or taken of a server port even when no user
1s logged on to that server) in lieu of continuous video record-
ing. A snapshot 1s a frame of the desktop video 1mage at a
particular time point. Snapshots can record valuable informa-
tion about the user login session (or the server even when no
user 1s logged ) with greatly reduced demand on system
resources.

Preferably, the KVM switch SW has multiple video pro-
cessing channels and can process multiple video signals 1n
parallel. Here, a video processing channel refers to a set of
hardware for performing desired processing of a stream of
video data (e.g., in a VGA format, or a digital format) and
transmitting the processed video data to the recording system
for recording. The processing may include, for example,
A-to-D conversion, compression, etc. Thus, the KVM switch
may use a number of video processing channels for continu-
ous processing of video data from a corresponding number of
server ports, and use one (or more) channel for generating
snapshot video data of multiple ports 1n a scanning and rotat-
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ing manner. In an 1llustrative example, the processing capac-
ity of each video processing channel of the KVM switch SW
1s 10 frames/sec of video data. If the KVM switch scans 20
server ports, for example, one snapshot every 2 seconds can
be taken for each port. The snapshot video data 1s a continu-
ous stream of video data where each frame i1s a snapshot
image ol one server.

When scanning server ports for snapshots, ports that are
not selected by any user may still be included for snapshots.
The administrator may specily which ports of the KVM
switch are to be scanned. To do this, the administrator may
communicate with the master recording server RS1 to specity
which ports of which KVM switches are to be scanned, and
the master 1n turn instructs the KVM switches to scan the
specified ports. The scanning 1s performed by the KVM
switch SW, which transmits the snapshots as a stream of video
data to the recording system R. The recording system R may
separate the stream of video data and record them as multiple
(e.g. 40) sequences of snapshots, one for each port.

Thus, 1n the method shown 1n FIGS. 7A and 7B, in steps
S73 and 574, the video data may be etther continuous video
data sent by the server S1-1 to the console C2, or snapshots
described above. The snapshots may be used to detect trigger
events 1 step S75. As mentioned earlier, a type of trigger
events are defined by certain images 1n the desktop 1mage,
such as 1mages characteristic of a crashed server. Snapshots
may be compared to 1mages pre-stored in the monitoring
database to detect trigger events in step S75. If a trigger event
(e.g. a potential crash) 1s detected, an alert may be sent to the
administrator 1n step S76. In addition, the administrator may
later request review of the recorded snapshots 1n steps S77
and S78.

Further, in the method shown in FIG. 9, step S91 1s modi-
fied for snapshot recording. Instead of reporting the start of a
user logon session, the KVM switch SW2 may report to the
master recording server RS1 the start of a snapshot recording
session. Alternatively, the snapshot recording may be 1niti-
ated at the request of the master RS1, in which case step S91
1s omitted.

From the above descriptions, 1t can be seen that one differ-
ence between the first embodiment (FIGS. 1-4) and the sec-
ond embodiment (FIGS. 5-7B) 1s that in the first embodiment,
the session recording 1s started after a trigger event 1s detected
(see FIG. 3, steps 320 and 330 and FIG. 4, steps 420 and 430),
while 1n the second embodiment, the session recording 1s
carried out continuously even when no trigger event 1is
detected (see FIGS. 7A and 7B, steps S73 and S74). In both
embodiments, when a trigger event 1s detected, monitoring
information 1s sent to the administrator automatically, 1.e.,
without the administrator’s specific request.

Another difference between the first and second embodi-
ments 1s that i the first embodiment, the components that

perform the recording function and the trigger event detection
function are located within the KVM switch (see FIG. 1, item
100 and FIG. 2, items 102, 104, 106, and 108), while 1n the
second embodiment, those components are located outside of
the KVM switches, 1n a recording system R connected to the
KVM switches by a network. Moreover, in the second
embodiment, the recording system R may have a master-slave
arrangement with increased flexibility.

In addition, the second embodiment expands the definition
of trigger events, which include not only keywords described
in the first embodiment, but also other types of trigger events.
The various features of the first and second embodiments
described above may be combined to construct alternative
embodiments. For example, 1n a first alternative embodiment,

the session recording 1s started only when a trigger event 1s
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detected (as 1n the first embodiment), but the location of the
components that perform the recording and the trigger event
detection functions are located outside of the KVM switch (as
in the second embodiment). In a second alternative embodi-
ment, the location of the components that perform the record-
ing and the trigger event detection functions are located
within the KVM switch (as 1n the first embodiment), but the
session recording 1s carried out continuously even 11 no trig-
ger event 1s detected (as 1n the second embodiment). In a third
alternative embodiment, the function of trigger event detec-
tion 1s performed by a component located within the KVM
switch (as 1n the first embodiment), but recording 1s per-
formed by a system outside of the KVM switch (as 1n the
second embodiment). In this alternative embodiment, record-
ing may be carried out continuously regardless of whether
trigger events are detected, or carried out only after a trigger
even 1s detected. In a fourth alternative embodiment, the
structure and components are the same as 1n the first embodi-
ment, except that the definition of trigger events 1s expanded
as 1n the second embodiment. Other variations are also pos-
sible.

The various functions of the KVM switch, user consoles,
and recording system (including the master and slave record-
ing servers) may be implemented by suitable hardware, firm-
ware and/or software in the respective components. For
example, the various functions performed by these compo-
nents may be implemented by processors executing program
code stored in computer-useable memories in the respective
components.

As 1s understood by a person skilled 1n the art, the forego-
ing preferred embodiments of the present invention are 1llus-
trative rather than limiting of the present invention. It 1s
intended that they cover various modifications and similar
arrangements be imcluded within the spirit and scope of the
appended claims, the scope of which should be accorded the
broadest interpretation so as to encompass all such modifica-
tions and similar structure.

What 1s claimed 1s:

1. A system for recording and monitoring user interactions
with a server, comprising;

at least one keyboard, video, mouse (KVM) switch con-

nected to a network, the KVM switch including:

a network 1nterface section for communicating data over
the network;

a switching section coupled to the network interface
section; and

a plurality of server ports coupled to the switching sec-
tion each adapted for connecting to a server, wherein
the switching section forwards data between the net-
work 1nterface section and selected ones of the server
ports;

a recording system connected to the network;

wherein the KVM switch receives, via the network, key-

board data and mouse data from a user console con-
nected to the network, forwards the keyboard data and
mouse data to a selected server port, receives video data
representative of desktop images from the selected
server port, and processes the video data and transmats 1t
via the network to the user console;

wherein the KVM switch further transmits the keyboard

data and mouse data recerved from the user console and
the video data recerved from the selected server port to
the recording system via the network;

wherein the recording system records the keyboard data,

mouse data and video data recerved from the KVM
switch to generate a record of a login session between
the user console and a server connected to the selected
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server port, detects predefined trigger events based on at
least one of the received keyboard data, mouse data and
video data, wherein the trigger events are detected by
comparing the recerved keyboard data, mouse data and
video data with pre-stored trigger events in an editable
database, and wherein when a trigger event 1s detected,
the recording system automatically transmits monitor-
ing information to an admimstrative console which 1is
different from the user console, via the network without
passing through the KVM switch,
wherein the recording system includes a master recording
server and one or more slave recording servers con-
nected to each other, wherein the master recording
server dynamically assigns one slave recording server to
record data from the KVM switch by transmitting a
session ID to the assigned slave recording server and the
KVM switch, and

wherein the assigned slave recording server and the KVM
switch use the session ID to authenticate each other via
the network, and thereatter, without further participation
of the master recording server, the KVM switch trans-
mits the keyboard data, mouse data and video data to the
assigned slave recording server and the assigned slave
recording server records the keyboard data, mouse data
and video data.

2. The system of claim 1, wherein the trigger events include
one or more of predefined keywords contained 1n the key-
board data, predefined mouse operations contained in the
mouse data, and predefined 1mages contained 1n the video
data, or combinations thereof.

3. The system of claim 1, wherein the KVM switch further
transmits administrative data to the recording system, the
administrative data including a user ID of the user and an ID
ol a server connected to the selected server port.

4. The system of claim 3, wherein the trigger events include
one or more of predefined keywords contained in the key-
board data, predefined mouse operations contained in the
mouse data, predefined images contained in the video data,
predefined user IDs contained in the administrative data, and
predefined server IDs contained 1n the administrative data, or
combinations thereof.

5. The system of claim 1, wherein the recording system
records the keyboard data, mouse data, and video data by
generating video 1mages representing the keyboard data and
mouse data and combining the generated video images with
the video data recetved from the KVM switch to generate
combined video data which represents both the desktop
image and the keyboard and mouse data.

6. The system of claim 3, wherein the monitoring informa-
tion 1ncludes the combined video data for display on a moni-
tor of the administrative console.

7. The system of claim 1, wherein the monitoring informa-
tion includes a textual message for display on a monitor of the
administrative console.

8. The system of claim 1, wherein the assigned slave
recording server further detects trigger events based on at
least one of the received keyboard data, mouse data and video
data, and wherein when a trigger event 1s detected, the slave
recording server notifies the master recording server of the
detection,

wherein 1n response to the notification, the master record-

ing server transmits a second session ID to the assigned
slave recording server and the administrative console,
and

wherein the assigned slave recording server uses the sec-

ond session ID to authenticate the administrative con-
sole via the network, and thereatfter, without further par-
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ticipation of the master recording server, the assigned
slave recording server transmits the monitoring infor-
mation to the administrative console.

9. The system of claim 1, wherein the recording system, 1n
response to a review request from the administrative console,
transmits requested recorded keyboard data, mouse data and/
or video data to the administrative console via the network.

10. The system of claim 1, wherein the KVM switch further
transmits snapshot video data obtained from a plurality of
server ports to the recording system, the snapshot video data
contaiming video frames representing output video images of
the server ports at a plurality of time points, and wherein the
recording system records the snapshot video data.

11. The system of claim 10, wherein the KVM switch scans
the plurality of server ports which have been pre-specified to
generate the snapshot video data.

12. A method implemented in a recording system for
recording and monitoring user interactions with a server,
comprising:

receiving, from a KVM switch over a network, keyboard
data, mouse data and video data representative of inter-
actions of a user console with a selected server con-
nected to the KVM switch:

a master recording server of the recording system dynami-
cally assigning one slave recording server of the record-
ing system which 1s connected to the master recording
server to record data from the KVM switch by transmit-
ting a session ID to the assigned slave recording server
and the KVM switch, and

the assigned slave recording server using the session ID to
authenticate the KVM switch via the network; and

recording the keyboard data, mouse data and video data
received from the KVM switch to generate a record of a
login session between the user console and the selected
Server;

detecting trigger events based on at least one of the
received keyboard data, mouse data and video data,
wherein the trigger events are detected by comparing the
received keyboard data, mouse data and video data with
pre-stored trigger events 1n an editable database;

when a trigger event 1s detected, automatically transmitting
monitoring information to an administrative console
which 1s different from the user console, via the network
without passing through the KVM switch,

wherein the receiving step, the recording step, and the
detecting step are performed by the assigned slave
recording server without further participation of the
master recording server.

13. The method of claim 12, wherein the trigger events
include one or more of predefined keywords contained 1n the
keyboard data, predefined mouse operations contained in the
mouse data, and predefined 1mages contained in the video
data, or combinations thereof.
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14. The method of claim 12, wherein the recerving step
turther receives administrative data including a user ID of a
user of the user console and an ID of the selected server.

15. The method of claim 14, wherein the trigger events
include one or more of predefined keywords contained 1n the
keyboard data, predefined mouse operations contained in the
mouse data, predefined 1images contained 1n the video data,
predefined user IDs contained in the administrative data, and
predefined server IDs contained 1n the administrative data, or
combinations thereof.

16. The method of claim 12, wherein the recording step
records the keyboard data, mouse data, and video data by
generating video 1images representing the keyboard data and
mouse data and combiming the generated video images with
the video data recerved from the KVM switch to generate
combined video data which represents both the desktop
image and the keyboard and mouse data.

17. The method of claim 16, wherein the monitoring infor-
mation includes the combined video data for display on a
monitor of the administrative console.

18. The method of claim 12, wherein the monitoring infor-
mation includes a textual message for display on a monitor of
the administrative console.

19. The method of claim 12, wherein the automatically
transmitting step comprises:

when a trigger event 1s detected, the slave recording server

notifying the master recording server of the detection;
in response to the notification, the master recording server

transmitting a second session ID to the assigned slave

recording server and the administrative console;

the assigned slave recording server using the second ses-

sion 1D to authenticate the administrative console via the
network; and

the assigned slave recording server transmitting the moni-

toring information to the administrative console without
further participation of the master recording server.

20. The method of claim 12, further comprising:

in response to a review request from the administrative

console, transmitting requested recorded keyboard data,
mouse data and/or video data to the administrative con-
sole via the network.

21. The method of claim 12, wherein the recerving step
turther includes snapshot video data from the KVM switch,
the snapshot video data containing video frames representing
output video 1mages of a plurality of server ports of the KVM
switch at a plurality of time points, and

wherein the recording step further includes recording the

snapshot video data.

22. The method of claim 21, further comprising:

transmitting an instruction to the KVM switch to specity

the plurality of server ports for which the snapshots
video data are to be obtained.
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