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Receive an address request packet from a first terminal, where the address
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Query an address correspondence table according to a destination IP address

in the address request packet, where the address correspondence table
includes address correspondence information, where the address
correspondence information includes correspondence between an IP address
of a terminal, a MAC address of the terminal, and a device identifier of a
network device to which the terminal is connected
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When the destination IP address 1s the same as an IP address in existing

address correspondence information in the address correspondence table,
send the existing address correspondence information to the first network
device, so that the first network device updates a MAC table, and send a
MAC address of the first terminal and the device identifier of the first ¢~ ~S103
network device to a network device corresponding to a device identifier in
the existing address correspondence information, so that the network device
corresponding to the device identifier in the existing address correspondence
information updates a MAC table
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ADDRESS RESOLUTION METHOD,
APPARATUS, AND SYSTEM

CROSS-REFERENCE TO RELAT
APPLICATION

T
»

This application 1s a continuation of International Appli-
cation No. PCT/CN2011/073028, filed on Apr. 19, 2011,

which 1s hereby incorporated by reference 1n 1ts entirety.

FIELD

The present application relates to the field of network com-
munication, and 1n particular, to an address resolution
method, apparatus, and system.

BACKGROUND

A data center network has a huge number of servers, and
cach server may be virtualized into multiple virtual machines
(Virtual Machine, VM). In an IP (Internet Protocol, Internet
protocol) network environment, each host is allocated a 32-bit
IP address. The IP address 1s a logical address for identifying
the hostin the Internetrange. For a packet to be transmitted on
a physical network, a physical address, that1s, a MAC (Media
Access Control, media access control) address of destination
host must be known. This requires a group of services at the
network layer to convert the IP address into a corresponding,
physical address; 1n an Internet Protocol version 4, IPv4, the
group ol protocols 1s an ARP (Address Resolution Protocol,
address resolution protocol). Each VM of the data center
network sends an ARP packet to broadcast its address infor-
mation 1n a layer-2 network or request address information of
other hosts. Each switch automatically learns a MAC address
after receiving an ARP packet sent by a VM. Thereby, the
switch learns MAC address of all VMs 1n a subnet, and a large
MAC table 1s formed, usually with millions of entries. As a
result, the load of a network device 1s too high, and processing
capabilities are insuilicient, and therefore limiting the scale of
the network.

SUMMARY

Embodiments below provide an address resolution
method, apparatus, and system, which are used to solve the
following problems 1n the prior art: ARP broadcast packets
occupy too much bandwidth; the size of the MAC table in the
data center network 1s too large; the device load 1s high and
processing capabilities are insuilicient; and the network scale
1s limited.

To solve the above technical problems, an embodiment
provides an address resolution method, including:

receiving an address request packet from a first terminal,
where the address request packet includes a device 1dentifier
of a first network device;

querying an address correspondence table according to a
destination IP address in the address request packet, where
the address correspondence table includes address correspon-
dence miformation, where the address correspondence infor-
mation includes correspondence between an IP address of a
terminal, a MAC address of the terminal, and a device 1den-
tifier of a network device to which the terminal 1s connected;
and

when the destination IP address 1s the same as an IP address
in a piece of existing address correspondence information 1n
the address correspondence table, sending the existing
address correspondence information to the first network
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device, so that the first network device updates a MAC table,
and sending a MAC address of the first terminal and the
device identifier of the first network device to a network
device corresponding to a device identifier 1n the existing
address correspondence information, so that the network
device corresponding to the device identifier 1n the existing
address correspondence information updates a MAC table.

An embodiment provides an address resolution apparatus,
including:

a recetving module, configured to receive an address
request packet from a first terminal, where the address request
packet includes a device 1dentifier of a first network device;

a querying module, configured to query an address corre-
spondence table according to a destination IP address 1n the
address request packet, where the address correspondence
table includes address correspondence information, where
the address correspondence information includes correspon-
dence between an IP address of a terminal, a MAC address of
the terminal, and a device 1dentifier of a network device to
which the terminal 1s connected; and

a sending module, configured to: when the destination IP
address 1s the same as an IP address 1n a piece of existing
address correspondence information in the address corre-
spondence table, send the existing address correspondence

information to the first network device, so that the first net-
work device updates a MAC table, and send a MAC address

of the first terminal and the device identifier of the first net-
work device to a network device corresponding to a device
identifier in the existing address correspondence information,
so that the network device corresponding to the device 1den-

tifier in the existing address correspondence information
updates a MAC table.

An embodiment provides an address resolution system,
including a first terminal, a first network device, and an
address resolution server, where:

the address resolution server 1s configured to: receive an
address request packet from the first terminal, where the
address request packet includes a device 1dentifier of the first
network device; query an address correspondence table
according to a destination IP address in the address request
packet, where the address correspondence table includes
address correspondence information, where the address cor-
respondence information includes IP addresses of terminals,
MAC addresses of the terminals, and device 1dentifiers of
network devices to which the terminals are connected; and
when the destination IP address 1s the same as an IP address
in a piece ol existing address correspondence information 1n
the address correspondence table, send the existing address
correspondence mnformation to the first network device, so
that the first network device updates a MAC table, and send a
MAC address of the first terminal and the device identifier of
the first network device to a network device corresponding to
a device 1dentifier 1n the existing address correspondence
information, so that the network device corresponding to the
device 1dentifier in the existing address correspondence infor-
mation updates a MAC table.

With the technical solutions provided by the embodiments,
the occupation of network bandwidth and the si1ze of the MAC
table 1n the data center network may be reduced; the load of
the network device may be reduced, and the processing capa-
bilities of the network device may be improved, so that it 1s
possible to deploy a very large scale network, namely, a large
layer-2 network; meanwhile, the real-time relocation prob-
lem of a virtual machine can be solved.

BRIEF DESCRIPTION OF THE DRAWINGS

To 1llustrate the technical solutions in the embodiments or
in the prior art more clearly, the following brietly introduces
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the accompanying drawings required for describing the
embodiments or the prior art. Apparently, the accompanying

drawings in the following description show merely some
embodiments, and a person of ordinary skill in the art may
still dertve other drawings from these accompanying draw-
ings without creative efforts.

FIG. 1 1s a flowchart of an address resolution method
according to an embodiment;

FIG. 2 1s a schematic diagram of information interaction
for address resolution according to an embodiment;

FIG. 3 1s another schematic diagram of information inter-
action for address resolution according to an embodiment;

FIG. 4 1s still another schematic diagram of information
interaction for address resolution according to an embodi-
ment;

FIG. 5 1s a block diagram of an address resolution appara-
tus according to an embodiment; and

FIG. 6 1s a schematic diagram of an address resolution
system according to an embodiment.

DETAILED DESCRIPTION OF TH
EMBODIMENTS

(Ll

The following clearly describes the technical solutions of
the embodiments with reference to the accompanying draw-
ings 1n the embodiments. Apparently, the described embodi-
ments are merely a part rather than all of the embodiments. All
other embodiments obtained by a person of ordinary skill in
the art based on the embodiments without creative efiorts
shall fall within the protection scope.

Embodiments provide an address resolution method,
including: receiving an address request packet from a {first
terminal, where the address request packet includes a device
identifier of the first network device; querying an address
correspondence table according to a destination IP address 1n
the address request packet, where the address correspondence
table includes address correspondence information, where an
address correspondence information includes correspon-
dence between an IP address of a terminal, a MAC addresses
of the terminal, and a device 1dentifier of a network device to
which the terminal 1s connected; and when the destination IP
address 1s the same as an IP address of an existing address
correspondence information in the address correspondence
table, sending the existing address correspondence informa-
tion to the first network device, so that the first network device
updates a MAC table, and sending a MAC address of the first
terminal and the device identifier of the first network device to
a network device corresponding to a device identifier in the
existing address correspondence information, so that the net-
work device corresponding to the device identifier 1n the
existing address correspondence information updates a MAC
table. With the technical solutions provided by the embodi-
ments, the occupation of network bandwidth and the size of
the MAC table 1n the data center network may be reduced; the
load of the network device may be reduced, and the process-
ing capabilities of the network device may be improved, so
that 1t 1s possible to deploy a very large scale network, that 1s,
a large layer-2 network; meanwhile, the real-time relocation
problem of a virtual machine can be solved.

To make the objectives, features and advantages of the
embodiments more comprehensible, the following further
describes the embodiments 1n detail with reference to the
accompanying drawings and specific embodiments.

Transparent interconnection of lots of links (Transparent
Interconnection of Lots of Links, TRILL) 1s a protocol
applied to a routing bridge device (Routing Bridges or

RBridges, RB). TRILL runs at the data link layer, applies a
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4

link state routing technology at the data link layer, and does
not interfere with the work of an upper-layer router. The RB
runs an intermediate system to intermediate system (Interme-

diate system to intermediate system, IS-IS) protocol, and
broadcasts the connection information to all RBs. Theretfore,
cach RB may know all other RBs and the connection rela-
tionship thereof.

The following shows the packet header of a TRILL packet:

s T R S

'V | R |[M| Op-Length | Hop Count |
s T o S S O R S
| Egress RBridge Nickname |
T S S

Ingress RBridge Nickname |

| Options. ..
T

When a terminal sends a packet, the routing bridge device
RB that first receives the packet 1s an ingress RB, responsible
for TRILL encapsulation. The ingress RB finds a last RB on
a forwarding path according to a destination MAC address,
and the last RB 1s referred to as an egress RB. The ingress RB
uses the nickname of the egress RB as an egress routing
bridge nickname (Egress Rbridge Nickname), and uses its
own nickname as an ingress routing bridge nickname (Ingress
RBridge Nickname) and places them in the TRILL header. A
nickname (Nicknames) 1s a dynamically designated 16-bit
number, and a protocol for obtaining a dynamic nickname
runs between all RBs. An intermediate RB (not the ingress
RB or the egress RB) decides a layer-2 address of a next-hop
RB according to the egress RB after receiving the packet, uses
the layer-2 address of the next-hop RB as the destination
address of the outer layer-2 packet header, and uses its own
layer-2 address as the source address of the outer layer-2
packet header. Though the outer layer-2 packet header
changes each hop, the content of the original packet does not
change.

Shortest path bridging (Shortest Path Bridging, SPB) pro-
vides functions similar to TRILL, uses an IS-IS based link
state routing technology to spread and advertise the topology
and the membership of the logical network, and provides a
logical Ethernet on the conventional Ethernet architecture.
SPB applies a MAC-1n-MAC encapsulation method to encap-
sulate a user Ethernet frame 1into a carrier Ethernet frame. An
edge bridge 1s an interface between a user network and a
carrier network, and 1s similar to an RB device in TRILL..
When an Ethernet packet reaches the edge bridge from a user
terminal device, the edge bridge encapsulates the user Ether-
net frame which has a MAC-in-MAC frame header and
inserts the backbone destination MAC address of the edge
bridge corresponding to the destination address 1nto the Eth-
ernet frame.

Embodiment 1

FIG. 1 1s a flowchart of an address resolution method
according to an embodiment, and the specific steps are as
follows:

S101: Recerve an address request packet from a first ter-
minal, where the address request packet includes a device
identifier of a first network device.

An ARP protocol includes a group of packets: a free ARP
packet, an ARP request packet, an ARP reply packet, an
RARP (Reverse Address Resolution Protocol, reverse
address resolution protocol) request packet, and an RARP
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reply packet. In different scenarios, a host sends different
ARP protocol packets to learn address information.

In IPv4, the address request packet includes an ARP
request packet, where the sender IP address 1s the IP address
of the first terminal that sends the packet, the sender MAC
address 1s the MAC address of the first terminal that sends the
packet, a destination IP address 1s the IP address of a desti-
nation terminal, and the destination MAC address 1s a broad-
cast address. In IPv6, the address request packet includes a
neighbor solicitation (Neighbor Solicitation, NS) packet.

S5102: Query an address correspondence table according to
a destination IP address 1n the address request packet, where
the address correspondence table includes address correspon-
dence information, where the address correspondence infor-
mation 1ncludes correspondence between an IP address of a
terminal, a MAC address of the terminal, and a device 1den-
tifier of a network device to which the terminal 1s connected.

S103: When the destination IP address 1s the same as an IP
address 1n an existing address correspondence information 1n
the address correspondence table, send the existing address
correspondence information to the first network device, so
that the first network device updates a MAC table, and send a
MAC address of the first terminal and the device identifier of
the first network device to a network device corresponding to
a device identifier 1n the existing address correspondence
information, so that the network device corresponding to the
device 1dentifier in the existing address correspondence infor-
mation updates a MAC table.

The MAC table includes correspondence between a MAC
address of a terminal and a device identifier of a network
device to which the terminal 1s connected.

When the destination IP address i1s the same as an IP
address 1n an existing address correspondence information 1n
the address correspondence table, the address request packet
1s forwarded to a terminal corresponding to the IP address and
MAC address 1n the existing address correspondence infor-
mation.

Before the recerving of the address request packet from the
first terminal, the following steps are further included: receiv-
ing an address advertisement packet from the first terminal,
where the address advertisement packet includes the device
identifier of the first network device; obtaining first address
correspondence information according to the address adver-
tisement packet, where the first address correspondence
information includes correspondence between the IP address
of the first terminal, the MAC address of the first terminal, and
the device identifier of the first network device; and updating,
the address correspondence table according to the first
address correspondence information.

In IPv4, the address advertisement packet includes a free
ARP packet, an ARP reply packet, or an RARP reply packet;
in IPv6, the address advertisement packet includes an unso-
licited neighbor advertisement unsolicited NA (Neighbor
Advertisement) packet.

Updating the address correspondence table according to
the first address correspondence information specifically
includes:

when the IP address 1n the first address correspondence
information 1s different from an IP address 1in any address
correspondence information in the address correspondence
table, adding the first address correspondence information to
the address correspondence information table; and

when the IP and MAC addresses 1n the first address corre-
spondence information are the same as IP and MAC
addresses 1n an existing address correspondence information
in the address correspondence table, and the device 1dentifier
in the first address correspondence information 1s different
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6

from a device identifier 1n the existing address correspon-
dence information, using the first address correspondence
information to update the existing address correspondence
information, and sending the first address correspondence
information to other network device, so that the other network
device updates 1ts MAC table.

The MAC table includes correspondence between a MAC
address of a terminal and a device identifier of a network
device to which the terminal 1s connected.

When the address advertisement packet or the address
request packet 1s encapsulated through MAC-in-MAC or
TRILL, the device identifier 1s carried in the encapsulation
information of the address advertisement packet or the
address request packet.

The device identifier may be a Nickname, an IS-IS 1denti-
fier, a MAC address, or a device number.

For example, FIG. 2 1s a schematic diagram of information
interaction for address resolution in IPv4 according to an
embodiment.

As shown 1n FIG. 2, aVM21 accesses the network from an
edge switch 2 to perform online registration:

First, the VM21 sends a free ARP packet, where a sender
address of the free ARP packet 1s an IP address of the VM 21,
a sender MAC address of the free ARP packet 1s a MAC
address of the VM21, a destination IP address of the free ARP
packet 1s the IP address of the VM21, and a destination MAC
address of the free ARP packet 1s a broadcast address.

After recerving the free ARP packet, the edge switch 2
updates a local ARP table as follows: the edge switch 2 stores
correspondence between the IP address and the MAC address
of the VM21 into the local ARP table, and updates a local
MAC table as follows: writes, into the local MAC table,
correspondence between the MAC address of the VM21 and
a port identifier (for example, the port number of portl ) of the
port for connecting the edge switch 2 with the VM21.

Then the edge switch 2 adds a TRILL packet header to the
outer layer of the free ARP packet to perform TRILL encap-
sulation on the free ARP packet, where the Ingress RBridge
Nickname 1s the Nickname of the edge switch 2, and the
Egress RBridge Nickname 1s the Nickname of an address
resolution server, and then forwards the free ARP packet that
has undergone the TRILL encapsulation to the address reso-
lution server.

After recerving the free ARP packet that has undergone the
TRILL encapsulation, the address resolution server decapsu-
lates the free ARP packet that has undergone the TRILL
encapsulation, and obtains address correspondence informa-
tion of the VM21, including: the IP address of the VM21, the
MAC address of the VM21, and the Nickname of the edge
switch 2.

Then the address resolution server queries the address cor-
respondence table according to the IP address 1n the address
correspondence information of the VM21; when the IP
address of the VM21 1s different from an IP address 1n any
address correspondence information in the address corre-
spondence table, the address resolution server adds the
address correspondence information of the VM21 to the
address correspondence table.

Assuming that the VM21 1s relocated from the edge switch
2 to an edge switch 1, the VM21 sends an ARP reply packet or
an RARP reply packet to update network registration, as
shown 1n FIG. 2:

First the VM21 sends the RARP reply packet or the ARP
reply packet, where both the sender IP address and destina-
tion IP address of the RARP reply packet or ARP reply packet
are the IP address of the VM21 after the VM21 relocation, and
both the sender MAC address and destination MAC address
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of the RARP reply packet or the ARP reply packet are the
MAC address of the VM21 after the VM21 relocation.

After recerving the RARP reply packet or ARP reply
packet, the edge switch 1 updates the local ARP table and the
local MAC table; then the edge switch 1 adds a TRILL packet
header to the outer layer of the RARP reply packet or ARP
reply packet to perform TRILL encapsulation on the RARP
reply packet or ARP reply packet, where the Ingress RBridge
Nickname 1s the Nickname of the edge switch 1, and the
Egress RBridge Nickname 1s the Nickname of the address
resolution server, and then forwards the RARP reply packet
or ARP reply packet that has undergone the TRILL encapsu-
lation to the address resolution server.

After receiving the RARP reply packet or ARP reply
packet that has undergone the TRILL encapsulation, the
address resolution server performs decapsulation, and
obtains the address correspondence information of the
VM21, including: the IP address of the VM21, the MAC
address of the VM21, and the Nickname of the edge switch 1.

Then the address resolution server queries the address cor-
respondence table according to the address correspondence
information of the VM21; when the address correspondence
table 1includes an existing address correspondence informa-

tion (the IP address of the VM21, the MAC address of the
VM21, and the Nickname of the edge switch 2) in which the
IP and MAC addresses are the same as the IP and MAC
addresses of the VM21 but the device 1dentifier 1s different
from the device 1dentifier from the VM21, the address reso-
lution server uses the address correspondence information of
the VM21 to update the existing address correspondence
information.

Finally, the address resolution server sends the address
correspondence information (the IP address of the VM21, the
MAC address of the VM21, and the Nickname of the edge
switch 1) of the VM21 to other edge switch 1n the layer-2
network, so that the other edge switch storing VM21 1nifor-

mation updates 1ts own MAC entry as follows: writes the
correspondence between the MAC address of the VM21 and

the Nickname of the edge switch 1 into the MAC table.

The device identifier may also be carried 1n the payload of
the address advertisement packet or the address request
packet.

For example, FIG. 3 1s another schematic diagram of infor-
mation interaction for address resolution 1n IPv4 according to
an embodiment.

As shown 1n FIG. 3, the address resolution server 1s con-
nected to the network through an edge switch 4, and the
VM21 accesses the network through the edge switch 2 to
perform online registration.

First the VM21 sends a free ARP packet.

After receiving the free ARP packet, the edge switch 2
updates a local ARP table and a local MAC table.

Then the edge switch 2 adds its own network i1dentifier
MAC?2 to the payload of the free ARP packet, performs MAC-
in-MAC encapsulation on the free ARP packet, and then
torwards the free ARP packet whose payload carries MAC2
that has undergone the MAC-in-MAC encapsulation to the
edge switch 4 where the address resolution server 1s located.

After recerving the free ARP packet whose payload carries
MAC?2 that has undergone the MAC-1n-MAC encapsulation,
the edge switch 4 performs decapsulation and then forwards
the packet to the address resolution server.

After recerving the free ARP packet whose payload carries
MAC?2, the address resolution server obtains the address cor-
respondence information of the VM21, including: the IP
address of the VM21, the MAC address of the VM21, and the
network 1dentifier MAC2 of the edge switch 2.
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Then the address resolution server queries the address cor-
respondence table according to the IP address 1n the address
correspondence information of the VM21; when the IP
address of the VM21 1s different from an IP address 1n any
address correspondence mnformation in the address corre-
spondence table, the address resolution server adds the
address correspondence information of the VM21 to the
address correspondence table.

Assuming that the VM21 1s relocated from the edge switch
2 to the edge switch 1, the VM21 sends an ARP reply packet
or an RARP reply packet to update network registration, as
shown 1n FIG. 3:

First the VM21 sends the RARP reply packet or the ARP
reply packet.

After receiving the RARP reply packet or ARP reply
packet, the edge switch 1 updates alocal ARP table and alocal
MAC table.

Then the edge switch 1 adds 1ts own network identifier
MAC1 to the payload of the RARP reply packet or ARP reply
packet, performs MAC-in-MAC encapsulation on the RARP
reply packet or ARP reply packet, and then forwards the
RARP reply packet or ARP reply packet whose payload car-
riecs MACI that has undergone the MAC-in-MAC encapsu-
lation to the edge switch 4 where the address resolution server
1s located.

After receiving the RARP reply packet or ARP reply
packet whose payload carries MAC1 that has undergone the
MAC-1in-MAC encapsulation, the edge switch 4 performs
decapsulation and then forwards the packet to the address
resolution server.

After recerving the RARP reply packet or ARP reply
packet whose payload carries MACI, the address resolution
server obtains the address correspondence information of the
VM21, including: the IP address of the VM21, the MAC
address of the VM21, and the network 1identifier MAC1 of the
edge switch 1.

Then the address resolution server queries the address cor-
respondence table according to the address correspondence
information of the VM21; when the address correspondence
table includes an existing address correspondence mforma-
tion (the IP address of the VM21, the MAC address of the
VM21, and the network 1dentifier MAC2 of the edge switch
2) in which the IP and MAC addresses are the same as the IP
and MAC addresses of the VM21 but the device identifier 1s
different from the device identifier from the VM21, the
address resolution server uses the address correspondence
information of the VM21 to update the existing address cor-
respondence information.

Finally, the address resolution server sends the address
correspondence information (the IP address of the VM21, the
MAC address of the VM21, the network identifier MAC1 of
the edge switch 1) of the VM21 to all edge switches in the
layer-2 network by broadcasting, so that the other edge
switches storing VM21 mformation update their own MAC

entries as follows: write the correspondence between the
MAC address of the VM21 and the network identifier MACI1

of the edge switch 1 into the MAC table.

When the first terminal requests communication with the
destination terminal, the first terminal first sends an address
request packet for obtaining the MAC address of the destina-
tion terminal.

For example, FIG. 4 1s a schematic diagram of communi-
cation and information interaction between terminals for
address resolution 1n IPv4 according to an embodiment.

As shown in FIG. 4, aVM32 requests communication with
the VM21, and needs to obtain the MAC address of the VM21

according to the IP address of the VM21:
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First, the VM32 sends an ARP request packet, where the
sender IP address and MAC address of the ARP request
packet are the IP address and MAC address of the VM32, the
destination IP address 1s the IP address of the VM21, and the
destination MAC address 1s a broadcast address.

After recerving the ARP request packet, a edge switch 3
queries a local ARP table according to the destination IP
address (the IP address of the VM21); when there 1s no
matched entry, the edge switch 3 adds a TRILL packet header
to the outer layer of the ARP request packet to perform TRILL
encapsulation on the ARP request packet, where the Ingress
RBridge Nickname 1s the Nickname of the edge switch 3, and
the Egress RBridge Nickname 1s the Nickname of the address
resolution server, and then forwards the ARP request packet
that has undergone the TRILL encapsulation to the address
resolution server.

After recerving the ARP request packet that has undergone
the TRILL encapsulation, the address resolution server per-
forms decapsulation, and queries the address correspondence
table according to the destination IP address (the IP address of
the VM21) in the ARP request packet.

When the destmation IP address 1s the same as the IP
address 1n an existing address correspondence information 1n
the local address correspondence table, the address resolution
server sends the existing address correspondence information
(the IP address of the VM21, the MAC address of the VM21,
and the Nickname of the edge switch 2) to the edge switch 3,
so that the edge switch 3 updates its MAC table as follows:
writes the correspondence between the MAC address of the
VM21 and the Nickname of the edge switch 2 into the MAC
table; meanwhile, the address resolution server sends the
MAC address of the VM32 and the Nickname of the edge
switch 3 to the network device corresponding to the device
identifier 1n the existing address correspondence information,
that 1s, the edge switch 2, so that the edge switch 2 updates its

MAC table as follows: writes the correspondence between the
MAC address of the VM32 and the Nickname of the edge

switch 3 1nto the MAC table.

Then the address resolution server adds a TRILL packet
header to the outer layer of the ARP request packet to perform
TRILL encapsulation for the ARP request packet, where the
Ingress RBridge Nickname 1s the Nickname of the address
resolution server, and the Ingress RBridge Nickname 1s the
Nickname of the edge switch 2, and sends it to the edge switch
2.

After recerving the ARP request packet that has undergone
the TRILL encapsulation, the edge switch 2 performs decap-
sulation and then forwards the packet to the VM21. After
receiving the ARP request packet, the VM21 returns an ARP
reply packet to the VM32; the VM32 establishes a connection
with the VM21 and performs subsequent communication.

With the technical solutions provided by the embodiments,
ARP broadcast packets are uniformly processed by an
address resolution server and are not broadcast in the net-
work, so that the occupation of network bandwidth 1s
reduced; the network device and terminal store address cor-
respondence information of local and remote terminals being,
in commumnication, which may reduce the size of MAC tables
in the data center network, reduce the load of the network
device, and improve the processing capabilities of the net-

work device, so that 1t 1s possible to deploy a very large scale
network, namely, a large layer-2 network; meanwhile, the
real-time relocation problem of a virtual machine can be
solved.
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Embodiment 2

FIG. 5 15 a block diagram of an address resolution appara-
tus according to an embodiment, where the apparatus
includes a recerving module 201, a querying module 202, and
a sending module 203.

—

The recerving module 201 1s configured to receive an
address request packet from a first terminal, where the
address request packet includes a device 1dentifier of a first
network device.

The querying module 202 1s configured to query an address
correspondence table according to the destination IP address
in the address request packet, where the address correspon-
dence table includes address correspondence information,
where the address correspondence information includes cor-
respondence between an IP address of a terminal, a MAC
address of the terminal, and a device 1dentifier of a network
device to which the terminal 1s connected.

The sending module 203 1s configured to: when the desti-
nation IP address 1s the same as an IP address 1n an existing
address correspondence mmformation in the address corre-
spondence table, send the existing address correspondence
information to the first network device, so that the first net-
work device updates 1ts MAC table, and send a MAC address
of the first terminal and the device i1dentifier of the first net-
work device to a network device corresponding to the device
identifier 1n the existing address correspondence information,
so that the network device corresponding to the device 1den-
tifier 1n the existing address correspondence information
updates 1ts MAC table.

The address resolution apparatus may be implemented in a
centralized way, or may also be implemented 1n a distributed
and coordinated way. The address resolution apparatus 1s
implemented by a processor or a hardware device.

In IPv4, the address request packet includes an ARP
request packet, where the sender IP address 1s the IP address
of the first terminal that sends the packet, the sender MAC
address 1s the MAC address of the first terminal that sends the
packet, the destination IP address 1s the IP address of the
destination terminal, and the destination MAC address 1s a
broadcast address; in IPv6, the address request packet
includes a neighbor solicitation NS packet.

When the destination IP address 1s the same as the IP
address 1n the existing address correspondence information in
the address correspondence table, the sending module 203 1s
turther configured to forward the address request packet to a
terminal corresponding to the IP address and MAC address in
the existing address correspondence information.

Belore recerving the address request packet from the first
terminal, the receiving module 201 1s further configured to
receive an address advertisement packet from the first termi-
nal, where the address advertisement packet includes the
device 1dentifier of the first network device.

Correspondingly, the address resolution apparatus turther
includes:

an obtaining module 204, configured to obtain first address
correspondence information according to the address adver-
tisement packet, where the first address correspondence
information includes correspondence between the IP address
ofthe first terminal, the MAC address of the first terminal, and
the device 1dentifier of the first network device; and

an updating module 205, configured to update the address
correspondence table according to the first address corre-
spondence information.

In IPv4, the address advertisement packet includes a free
ARP packet, an ARP reply packet, or an RARP reply packet;
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in IPv6, the address advertisement packet imncludes an unso-
licited neighbor advertisement unsolicited NA packet.

The first network device may be an RB, an edge bridge, or
an edge switch, and so on.

The device 1dentifier may be a Nickname, an IS-IS 1denti-
fier, a MAC address, or a device number, an so on.

The device identifier may also be carried 1n the payload of
the address advertisement packet or the address request
packet.

When the address request packet or the address advertise-
ment packet 1s encapsulated through MAC-in-MAC or
TRILL, the device i1dentifier 1s carried in the encapsulation
information of the address request packet or the address
advertisement packet; correspondingly, the address resolu-
tion apparatus further includes:

a decapsulating module 206, configured to perform MAC-
in-MAC or TRILL decapsulation on the address request
packet or the address advertisement packet.

When the IP address 1n the first address correspondence
information 1s different from an IP address in any address
correspondence nformation in the address correspondence
table, the updating module 205 adds the first address corre-
spondence mformation to the address correspondence infor-
mation table.

When the IP and MAC addresses 1n the first address cor-
respondence information are the same as IP and MAC
addresses 1n an existing address correspondence imnformation
in the address correspondence table, and the device identifier
in the first address correspondence information 1s different
from the device identifier 1n the existing address correspon-
dence iformation, the updating module 205 uses the first
address correspondence mformation to update the existing
address correspondence information, and the sending module
203 sends the first address correspondence information to
other network devices, so that the other network devices
update their respective MAC tables.

The MAC table includes correspondence between a MAC
address of a terminal and a device i1dentifier of a network
device to which the terminal 1s connected.

For example, in IPv4, a VM11 accesses the network from
the edge switch 1 to perform online registration. First the

VM11 sends a free ARP packet, where the sender IP address
1s an IP address of the VM11, the sender MAC address 1s a
MAC address of the VM11, the destination IP address 1s the
[P address of the VM11, and the destination MAC address 1s
a broadcast address; after receiving the ifree ARP packet, the
edge switch 1 updates the local ARP table and local MAC
table, and then the edge switch 1 adds a TRILL packet header
to the outer layer of the free ARP packet to perform TRILL
encapsulation on the free ARP packet, where the Ingress
RBridge Nickname is the Nickname of the edge switch 1, and
the Egress RBridge Nickname 1s the Nickname of the address
resolution server, and then forwards the free ARP packet that
has undergone the TRILL encapsulation to the address reso-
lution apparatus; the recerving module 201 receives the free
ARP packet that has undergone the TRILL encapsulation,
and after the packet 1s decapsulated by the decapsulating
module 206, the obtaining module 204 obtains the address
correspondence mformation of the VM11, including: the IP
address of the VM11, the MAC address of the VM11, and the
Nickname of the edge switch 1; the querying module 202
queries the address correspondence table according to the IP
address 1n the address correspondence information of the
VM11, and when the IP address of the VM11 1s different from
an IP address 1n any address correspondence information 1n
the address correspondence table, the updating module 205
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adds the address correspondence information of the VM11 to
the address correspondence table.

When the first terminal requests communication with a
destination terminal, the first terminal first sends an address
request packet for obtaining the MAC address of the destina-
tion terminal.

For example, 1n IPv4, the virtual machine VM32 requests
communication with the VM21 and the VM32 needs to obtain
the address correspondence information of the VM21 accord-
ing to the IP address of the VM21:

First, the VM32 sends an ARP request packet, where the
sender IP address and MAC address of the ARP request
packet are the IP address and MAC address of the VM32, the
destination IP address 1s the IP address of the VM21, and the
destination MAC address 1s a broadcast address.

After recerving the ARP request packet, the edge switch 3
queries the local ARP table according to the destination IP
address (the IP address of the VM21); when there i1s no
matched entry, the edge switch 3 adds a TRILL packet header
to the outer layer of the ARP request packet to perform TRILL
encapsulation on the ARP request packet, where the Ingress
RBridge Nickname is the Nickname of the edge switch 3, and
the Egress RBridge Nickname 1s the Nickname of the address
resolution apparatus, and then forwards the ARP request
packet that has undergone the TRILL encapsulation to the
address resolution apparatus.

The recerving module 201 recerves the ARP request packet
that has undergone the TRILL encapsulation; after the packet
1s decapsulated by the decapsulating module 206, the query-
ing module 202 quernies the address correspondence table
according to the destination IP address (the IP address of the
VM21) of the ARP request packet; when the destination IP
address 1s the same as an IP address 1n an existing address
correspondence information 1n the local address correspon-
dence table, the sending module 203 sends the existing
address correspondence information (the IP address of the
VM21, the MAC address of the VM21, and the Nickname of
the edge switch 2) to the edge switch 3, so that the edge switch
3 updates 1ts MAC table as follows: writes the correspon-
dence between the MAC address of the VM21 and the Nick-
name of the edge switch 2 into the MAC table; meanwhile, the
sending module 203 sends the MAC address of the VM32 and
the Nickname of the edge switch 3 to the network device
corresponding to the device 1dentifier in the existing address
correspondence mformation, namely, the edge switch 2, so
that the edge switch 2 updates 1ts MAC table as follows:
writes the correspondence between the MAC address of the

VM32 and the Nickname of the edge switch 3 mto the MAC
table.

Then the address resolution apparatus adds a TRILL packet
header to the outer layer of the ARP request packet to perform
TRILL encapsulation on the ARP request packet, where the
Ingress RBridge Nickname 1s the Nickname of the address
resolution server, and the Egress RBridge Nickname 1s the
Nickname of the edge switch 2, and then the sending module
203 sends the request packet to the edge switch 2.

After recerving the ARP request packet that has undergone
the TRILL encapsulation, the edge switch 2 performs decap-
sulation and then forwards the packet to the VM21. After
receiving the ARP request packet, the VM21 returns an ARP
reply packet to the VM32; the VM32 establishes a connection
with the VM21 and performs subsequent communication.

With the technical solutions provided by the embodiments,
ARP broadcast packets are umiformly processed by an
address resolution apparatus and are not broadcast in the
network, so that the occupation of network bandwidth 1s
reduced; the network device and terminal store address cor-
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respondence information of local and remote terminals being,
in communication, which may reduce the size of MAC tables
in the data center network, reduce the load of the network
device, and improve the processing capabilities of the net-
work device, so that 1t 1s possible to deploy a very large scale
network, namely, a large layer-2 network; meanwhile, the

real-time relocation problem of a virtual machine can be
solved.

Embodiment 3

FIG. 6 1s a schematic diagram of an address resolution
system according to an embodiment; the system includes a
first terminal 301, a first network device 302, and an address
resolution server 303.

The address resolution server 303 1s configured to: receive
an address request packet from the first terminal 301, where
the address request packet includes a device 1dentifier of the
first network device 302; query an address correspondence
table according to a destination IP address in the address
request packet, where the address correspondence table
includes address correspondence information, where the
address correspondence information includes IP addresses of
terminals, MAC addresses of the terminals, and device 1den-
tifiers of network devices to which the terminals are con-
nected; and when the destination IP address 1s the same as an
IP address 1n an existing address correspondence information
in the address correspondence table, send the existing address
correspondence information to the first network device 302,
so that the first network device 302 updates a MAC table, and
send a MAC address of the first terminal 301 and the device
identifier of the first network device 302 to a network device
corresponding to the device 1dentifier 1n the existing address
correspondence information, so that the network device cor-
responding to the device identifier in the existing address
correspondence information updates a MAC table.

The network-side MAC address learning function of the
network device 302 1s 1n the disabled state.

When the address advertisement packet or address request

packet 1s encapsulated through MAC-1n-MAC or TRILL, the

device identifier 1s carried 1n the encapsulation information of
the address advertisement packet or the address request
packet; the device 1dentifier may also be carried 1n the pay-
load of the address advertisement packet or the address
request packet.

The device identifier may be a Nickname, an IS-IS 1denti-
fier, a MAC address, or a device number.

The MAC table includes correspondence between a MAC
address of a terminal and a device identifier of a network
device to which the terminal 1s connected.

The address resolution server 303 1s further configured to:
when the destination IP address 1n the address request packet
1s the same as the IP address 1n the existing address corre-
spondence information 1n the address correspondence table,
torward the address request packet to a terminal correspond-
ing to the IP address and MAC address 1n the existing address
correspondence information.

The address resolution server 303 1s further configured to:
receive an address advertisement packet from the first termi-
nal, where the address advertisement packet includes the
device identifier of the first network device; obtain first
address correspondence information according to the address
advertisement packet, where the first address correspondence
information includes correspondence between the IP address
of the first terminal, the MAC address ofthe first terminal, and
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the device identifier of the first network device; and update the
address correspondence table according to the first address
correspondence mnformation.

With the technical solutions provided by the embodiments,
the size of MAC tables 1n the data center network may be
reduced; the load of the network device may be reduced, and
the processing capabilities of the network device may be
improved, and therefore reducing the delay of packets in the
transmission process, so that 1t 1s possible to deploy a very
large scale network, namely, a large layer-2 network; mean-
while, the real-time relocation problem of a VM can be
solved.

It 1s understandable to a person of ordinary skill 1in the art
that all or part of the steps in the methods provided 1n the
preceding embodiments may be performed by hardware
instructed by a program. The program may be stored 1n a
computer readable storage medium, such as a ROM/RAM, a
magnetic disk, and a CD-ROM.

The foregoing descriptions are merely exemplary specific
embodiments, but are not intended to limit the protection
scope of the claims. Variations or replacements by persons
skilled 1n the art within the technical scope disclosed 1n the
present invention shall fall within the protection scope of the
claims.

What 1s claimed 1s:
1. An address resolution method, comprising:
recerving, by an address resolution server, an address
request packet from a {irst terminal, wherein encapsula-
tion information of the address request packet comprises
an 1dentifier of the address resolution server and a first
device 1dentifier of a first edge switch to which the first
terminal 1s connected; and the address request packet
comprises an Address Resolution Protocol (ARP)
request packet in IPv4 or a neighbor solicitation (NS)
packet 1n IPv6;
querying an address correspondence table 1in the address
resolution server according to a destination IP address in
the address request packet, wherein the address corre-
spondence table comprises address correspondence
information, wherein the address correspondence infor-
mation comprises correspondence between an IP
address of a terminal, a MAC address of the terminal,
and a device i1dentifier of a edge switch to which the
terminal 1s connected; and
when the destination IP address 1s the same as an IP address
in second existing address correspondence information
in the address correspondence table:
sending, by the address resolution server, the second
existing address correspondence information to the
first edge switch, so that the first edge switch updates
its MAC table according to the second existing
address correspondence information;
sending, by the address resolution server, a first MAC
address of the first terminal and the first device 1den-
tifier of the first network edge switch to a second edge
switch corresponding to a second device 1dentifier 1n
the second existing address correspondence informa-
tion, so that the second edge switch updates 1ts MAC
table by using the first MAC address of the first ter-
minal and the first device i1dentifier of the first edge
switch; and
sending, by the address resolution server, the address
request packet to the second edge switch, to forward
the address request packet to a second terminal cor-
responding to the IP address and MAC address 1n the
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second existing address correspondence information,
so that the second terminal returns an address reply to
the first terminal.

2. The method according to claim 1, wherein before receiv-
ing the address request packet from the first terminal, the
method further comprises:

receiving an address advertisement packet from the first

terminal, wherein encapsulation information of the
address advertisement packet comprises the first device
identifier of the first edge switch; the address advertise-
ment packet comprises: any one of free ARP packet,
ARP reply packet, and RARP reply packet in IPv4; or an

unsolicited neighbor advertisement (NA) packet in
IPvo6;

obtaining first address correspondence 1information
according to the address advertisement packet, wherein
the first address correspondence information comprises
correspondence between a first IP address of the first
terminal, the first MAC address of the first terminal, and
the first device identifier of the first edge switch; and

updating the address correspondence table according to the
first address correspondence information.

3. The method according to claim 2, wherein updating the
address correspondence table according to the first address
correspondence information comprises:

when the first IP address of the first terminal 1s different

from any IP address in the address correspondence table,
adding the first address correspondence information to
the address correspondence information table; and
when the first IP addresses of the first terminal 1s the same
as an IP addresses in {irst existing address correspon-
dence information in the address correspondence table
and the first MAC addresses of the first terminal 1s the
same as a MAC addresses 1n the first existing address
correspondence information, and the first device identi-
fier of the first edge switch 1s different from a device
identifier in the first existing address correspondence
information, using the first address correspondence
information to update the first existing address corre-
spondence information, and sending the first address
correspondence information to a third edge switch, so
that the third edge switch update 1ts MAC table accord-
ing to the first address correspondence information.

4. An address resolution system, comprising:

a first terminal;

a first edge switch; and

an address resolution server, wherein the first terminal

connects to the first edge switch, the address resolution

server 1s configured to:

receive an address request packet from the first terminal,
wherein encapsulation information of the address
request packet comprises an 1dentifier of the address
resolution server and a first device 1dentifier of the
first edge switch; and the address request packet com-
prises an Address Resolution Protocol (ARP) request
packet 1n IPv4 or a neighbor solicitation (NS) packet
in [Pv6;

query an address correspondence table in the address
resolution server according to a destination IP address
in the address request packet, wherein the address
correspondence table comprises address correspon-
dence information, wherein the address correspon-
dence information comprises IP addresses of termi-
nals, MAC addresses of the terminals, and device
identifiers of edge switches to which the terminals are
connected; and
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when the destination IP address 1s the same as an IP

address 1n second existing address correspondence

information in the address correspondence table,

send the second existing address correspondence
information to the first edge switch, so that the first
edge switch updates 1ts MAC table according to the
second existing address correspondence informa-
tion,

send a first MAC address of the first terminal and the
first device 1dentifier of the first edge switch to a
second edge switch corresponding to a second
device identifier 1n the second existing address cor-
respondence iformation, so that the second edge
switch updates its MAC table by using the first
MAC address of the first terminal and the first
device i1dentifier of the first edge switch; and

send the address request packet to the second edge
switch, to forward the address request packet to a
second terminal corresponding to the IP address
and MAC address in the second existing address
correspondence mnformation, so that the second ter-
minal returns an address reply to the first terminal.

5. The system according to claim 4, wherein the address
resolution server 1s further configured to:
recerve an address advertisement packet from the first ter-

minal, wherein according to the second existing address
correspondence information the address advertisement
packet comprises the first device 1dentifier of the first
edge switch; the address advertisement packet com-
prises: any one ol free ARP packet, ARP reply packet,
and RARP reply packet in IPv4; or an unsolicited neigh-
bor advertisement (NA) packet in IPv6;

obtain first address correspondence information according

to the address advertisement packet, wherein the first
address correspondence information comprises corre-
spondence between a first IP address of the first terminal,

the first MAC address of the first terminal, and the first
device 1dentifier of the first edge switch; and

update the address correspondence table according to the

first address correspondence information.

6. The system according to claim 5, wherein the address
resolution server 1s specifically configured to:
when the first IP address of the first terminal 1s different

from any IP address in the address correspondence table,
add the first address correspondence information to the
address correspondence information table; and

when the first IP addresses of the first terminal 1s the same

as an IP addresses in {irst existing address correspon-
dence information in the address correspondence table
and the first MAC addresses of the first terminal 1s the
same as a MAC addresses 1n the first existing address
correspondence information, and the first device 1denti-
fier of the first edge switch 1s different from a device
identifier 1n the first existing address correspondence
information, use the first address correspondence infor-
mation to update the first existing address correspon-
dence information, and send the first address correspon-
dence mnformation to a third edge switch, so that the third
edge switch updates 1ts MAC table according to the first
address correspondence information.

7. An address resolution server, comprising a processor
executing program stored on a computer-readable storage
medium to perform:

recerving an address request packet from a first terminal,

wherein encapsulation information of the address
request packet comprises an identifier of the address
resolution server and a first device identifier of a first
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recerving an address advertisement packet from the first
terminal, wherein encapsulation information of the
address advertisement packet comprises the first device
identifier of the first edge switch; the address advertise-
ment packet comprises: any one of free ARP packet,
ARP reply packet, and RARP reply packet in IPv4; or an
unsolicited neighbor advertisement (NA) packet in
IPv6;

obtaining first address correspondence information
according to the address advertisement packet, wherein

edge switch to which the first terminal 1s connected; and
the address request packet comprises an Address Reso-
lution Protocol (ARP) request packet in IPv4 or a neigh-
bor solicitation (INS) packet 1n IPv6;
querying an address correspondence table in the address >

resolution server according to a destination IP address in
the address request packet, wherein the address corre-
spondence table comprises address correspondence

information, wherein the address correspondence infor-
10

mation comprises correspondence between an 1P
address of a terminal, a MAC address of the terminal,
and a device identifier of a edge switch to which the

8. The address resolution server according to claim 7,
wherein betfore recerving the address request packet from the
first terminal, the processor further performs:

the first address correspondence information comprises
correspondence between a first IP address of the first

terminal, the first MAC address of the first terminal, and

terminal is connected; and the first device 1dentifier of the first edge switch; and
when the destination IP address is the same as an IP address . . upgatmgdtdl}e address corr e(i:,pondfallfce table according to the
in second existing address correspondence information o TI:IT . q dess correslpts.n shee ormatl(;:).n. ‘o claim 8
in the address correspondence table: - e attIbss TESOIILIOL SEIVED dactOrtiils 10 CIdHL 19,
sending the Secondpexisting address correspondence wherein updating the address correspondence table according
information to the first edge switch, so that the first to the first address correspondence information comprises:
edge switch updates its MAC table jaccording to the when the first IP address of the first terminal 1s different
second existing address correspondence information; 20 from any IP address 1n the address correspondence table,
sending a first MAC address of the first terminal and the ?SSL%% 231565 Ef;gg}f; Ielilsezgg I ie;}?oor?l?aetlilzz 12]5?:113&131011 to
first device identifier of the first edge switch to a L
second edge switch corresponding to ag second device when the first [P addresses of the first terminal 1s the same
' : : g as an IP addresses in first existing address correspon-
tdentifier 1n the second existing address correspon- 5 dence information 1n the address forres ondence tpable
dence mformation, so that the second edge switch 1 the f C add fthe fi POLICE {is th
o VA - and the first MAC addresses of the first terminal 1s the
upcates its MAC- table by using the first MAC address same as a MAC addresses 1n the first existing address
of the first terminal and the first device 1dentifier of the . . = .
first edge switch; and correspondence mformation, and the first device 1denti-
- ’ fier of the first edge switch 1s different from a device
Segiﬁ%ﬁ hfoa}lsizzsrée%lees;d%izl;e trte(;ltll;:t S;Z(CJESt iigz 3 identifier 1n the first existing address correspondence
second terminal corresponding to the IP address and information, using the first address correspondence
MAC address in the second existing address corre- information to update the first existing address corre-
spondence information, so that the second terminal spondence 1nformation, and sending the first address
returns an address reply to the first terminal. s correspondence information to a third edge switch, so

that the third edge switch updates 1ts MAC table accord-
ing to the first address correspondence information.
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