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SYSTEM AND METHOD FOR SERVER
REDUNDANCY

TECHNICAL FIELD

The present disclosure relates to a centralized computing,
system, and more specifically to a system and method for
server redundancy 1n the centralized computing system.

BACKGROUND

A Supervisory Control And Data Acquisition (SCADA) 1s
a type of industrial control system (ICS) used to monitor and
control industrial processes. The term SCADA refers to a
centralized systems which are capable of momitoring and
controlling entire sites, or complexes of systems spread out
over large areas. Multiple Human Machine Interface (HMI)
devices are linked to a Programmable Logic Controller (PLC
of the SCADA system. The HMI devices are configured to
access the SCADA system’s database and software pro-
grams, 1n order to provide trending, diagnostic data, and
management information such as, scheduled maintenance
procedures, logistic information and the like to a user at a
remote location.

Known system architecture solutions require the PLC to be
communicating with only one HMI device at a time. These
systems therefore mvolve the PLC communicating with a
single server HMI device. This server HMI device 1n turn
communicates with the other client HMI devices. However,
on failure of the server HMI device, the entire system may
fail. Hence, the system may be susceptible to high risk of
failure.

U.S. Publication Number 2011/0161538 discloses a
method and system for implementing redundant master NIMs
on a single bus 1 an industrial distributed I/O system for
controlling selected I/O modules. Two master NIMs interop-
erate on a single bus, with one being the primary, active,
master, and the second master 1n a secondary, standby, mode,
ready to assume mastership of the system if the primary
master 1s no longer active.

SUMMARY OF THE DISCLOSUR.

(L]

In one aspect of the present disclosure, a system 1s pro-
vided. The system includes a plurality of nodes. One of the
plurality of nodes 1s designated as a server node, and the
others of the plurality of nodes are designated as Human
Machine Interface (HMI) client nodes. The designated server
node comprises a network interface configured to communi-
cate with a Programmable Logic Controller (PLC) either
directly or through a network switch. Each of the designated
HMI client nodes includes a network interface configured to
communicate with the designated server node through one or
more of a network switch, and another designated HMI client
node. Also, the each of the designated HMI client nodes
includes a failover module configured to detect a failure of the
designated server node and designate a new server node from
among the designated HMI client nodes based on detecting
the failure of the designated server node.

In another aspect, a method i1s provided. The method
includes designating, from a plurality of nodes that are com-
municably coupled to each other and a Programmable Logic
Controller (PLC), a single node as a designated server node.
The designated server node 1s configured to communicate
with the PLC etther directly, or through a network switch. The
method includes designating remainming ones of the plurality
of nodes as Human Machine Interface (HMI) client nodes.
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The designated HMI client nodes are communicably coupled
to the designated server node through a network switch. The
method further includes detecting a failure of the designated
server node. The method includes designating a new server
node from among the designated HMI client nodes based on
detecting the failure of the designated server node.

In yet another aspect, a system 1s provided. The system
includes at least two network switches and a plurality of
nodes. The at least two network switches are connected to a
Programmable Logic Controller (PLC) through wired con-
nections. The plurality ol nodes are connected to one of the at
least two network switches. One of the plurality of nodes 1s
designated as a server node. The designated server node 1s
configured to communicate with the PLC through one of the
at least two network switches. Remaining ones of the plural-
ity of nodes are designated as Human Machine Interface
(HMI) client nodes. The remaining ones of the plurality of
nodes are configured to communicate with the PLC through
the designated server node. Each of the designated HMI client
nodes icludes a fallover module. The failover module 201 1s
configured to detect a failure of the designated server node.
The failover module 201 1s further configured to designate a
new server node from among the designated HMI client
nodes based on detecting the failure of the designated server
node.

Other features and aspects of this disclosure will be appar-
ent from the following description and the accompanying
drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s an exemplary environment including a Program-
mable Logic Controller (PLC) and a plurality of nodes,
according to one embodiment of the present disclosure;

FIGS. 2 and 3 are block diagrams depicting different com-
munication links between a designated server node and mul-
tiple designated Human Machine Interface (HMI) client
nodes, according to various embodiments of the present dis-
closure;

FIG. 41s ablock diagram of an exemplary computer system
for implementing the present disclosure; and

FIG. 5 1s a flowchart of a method for server redundancy.

DETAILED DESCRIPTION

Wherever possible, the same reference numbers will be
used throughout the drawings to refer to the same or the like
components. FIG. 1 1llustrates an exemplary environment
100 including a Programmable Logic Controller (PLC) 102.
The term ‘PLC’ used herein refers to a general-purpose com-
puter used in industrial and machine applications. The PLC
102 1s capable of recerving multiple mputs, performing
required processing and producing relevant outputs, as per the
system requirements. The PLC 102 may operate 1n an envi-
ronment having relatively high temperatures, electrical noise,
vibrations and other environmental conditions.

In one embodiment, the PL.C 102 1s connected to or embed-
ded within a turbine. Accordingly, the PLC 102 may be
deployed in an industrial environment. The connections
between the PLC 102 and the turbine may be wired. Alterna-
tively, the connections may be wireless. A person of ordinary
skill 1n the art will appreciate that the use of wired connec-
tions may provide a relatively more reliable communication
path in the industrial environment having electrical noise. The
PLC 102 may include at least one processor and a memory 1n
communication with the processor. The PLC 102 1s config-
ured to receive turbine operational data associated with the
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turbine. The turbine operational data may include informa-
tion related to the operation of the turbine such as, for
example, turbine RPM, power output, rotational speed, nor-
malization threshold data and so on. This data may either be
stored within the PLC 102 or may be stored in a database
extrinsic to the PLC 102. A person of ordinary skill 1n the art
will appreciate that the data may be stored 1n a distributed
database system. The PLC 102 may be configured to perform
data acquisition and maintenance functionalities.

The system further includes a plurality of nodes 104. The
plurality of nodes 104 may be deployed at a remote or local
location such as a client site. More specifically, any one node
104, for example node 104A, from among the plurality of
nodes 104 may be designated as a server node and other
nodes, for example nodes 104B and 104C, of the plurality of
nodes 104 may be designated as Human Machine Interface
(HMI) client nodes. One of ordinary skill in the art waill
appreciate that each of the plurality oTnodes 104 has the same
capabilities. For example, each of the plurality of nodes 104
may have 1ts own internal HMI services like OLE for Process
Control (OPC), Modbus, visualization point, data collection
and so on. The terms “designated server node” and “desig-
nated HMI client node” used herein are merely to distinctly
refer to these nodes based on their connection with the PLC
102. More specifically, the designated server node 104 A 1s 1n
direct communication with the PLC 102, while the designated
HMI client nodes 104B and 104C are in communication with
the PLC 102 via the designated server node 104A. The des-
ignation of the server node 104 A from among the plurality of
nodes 104 may be based on a variety of factors, resulting in a
reliable 1:1 connection with the PLC 102.

The 1llustrated embodiment depicts three nodes 104 con-
nected to the PLC 102 via three network switches 106. The
dashed lines shown in FIG. 1 are indicative of wired connec-
tions between the respective components. The wired connec-
tions may be, for example, unshielded twisted pair (UTP)
cables, shielded twisted pair (STP) cables, coaxial cables, or
fibre optic cables. In one embodiment, these connections may
be wireless. One of ordinary skill in the art will appreciate that
the accompanying figures are merely on an illustrative basis
and do not limit the scope of the present disclosure.

The designated server node may be configured to commu-
nicate with the PLC 102 either directly or through the network
switch 106A. The network switch 106A may include any
known device, such as an Ethernet switch, that 1s capable of
switching data via communication links established between
the multiple nodes 104. It should be understood that the type
of network switch 106 used will depend on the type of com-
munication protocol followed by the nodes 104 and the PLC
102. The network switch 106 1s capable of inspecting
received data packets, determining a source and a destination
node of each of the data packets, and forwarding the data
packets to the appropriate destination node. Different models
or types of the network switch 106 are known to support
differing numbers of connected devices.

In one embodiment, at least two network switches 106 may
be provided for establishing the connections between the
PLC 102 and the plurality of nodes 104. The presence of more
than one network switch 106 in the system may add redun-
dancy to the system and provide a more robust environment
against system failure.

It should be understood that the designated server node
may be configured to serve as a single access point for com-
munication between any of the designated HMI client nodes
and the PLC 102. More particularly, the designated server
node may be configured to transmit the turbine operational
data downstream to the designated HMI client nodes. Further,
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in one embodiment, each of the designated HMI client nodes
may be capable of communicating with the designated server
node through the network switch 106, through wired links. In
such an embodiment, the wired links may be 1n a stand-by
state, until required to be 1n an active state. It should be noted
that each of the plurality of nodes 104 may include a network
interface to allow for the connection with a network switch
106 and/or any of the other nodes 104.

In another embodiment, the designated HMI client nodes
may be configured to communicate with the designated
server node through a relay node. The term “relay node™ used
herein refers to that node which serves as a local server node
for the other designated HMI client nodes. For example, HMI
client node 104B may act as a relay node for HMI client node
104C, connected through network switch 106C. A person of
ordinary skill 1n the art will appreciate that each of the plu-
rality of nodes 104 have the capability to simultancously
function as a client as well as a local server for other nodes
104. As explained above, each of the plurality of nodes 104
may have 1ts own internal HMI services like OLE for Process
Control (OPC), Modbus, visualization point, data collection
and so on. The term “relay node” used herein 1s merely to
refer to that node which serves as the local server for the other
designated HMI client nodes based on the exemplary connec-
tions 1n the i1llustrated embodiments. It should be noted that
this functionality of simultaneously behaving as the client
and the local server 1s exhibited by each of the nodes 104, 1.¢.
the designated server node, the designated HMI client node,
and the relay node, without any distinction.

It should be noted that connections may be made 1n such a
manner that each of the plurality of nodes 104 may be have at
least two connections for connecting the given node 104 to
distinct devices 1n the system. The device may be the network
switch 106, or another node 104. In one embodiment, a user
may perform a read operation on the turbine operational data
retrieved from the PLC 102 at the designated HMI client
node. In another embodiment, the user may perform a write
operation on the turbine operational data at the designated
HMI client node. Based on a user input received at the respec-
tive designated HMI client node, the turbine operational data
may be modified.

Accordingly, each of the designated HMI client nodes may
include various components such as an input unit and an
output unit 1n order to accept the user mput and display the
data to the user. The output unit may include, for example, a
display device like a monitor or screen. The mnput unit may
include a keyboard, a control panel and so on. It should be
noted that the turbine operational data made available at any
of the designated HMI client nodes 1s based on a real time
request. The turbine operational data 1s not cached at any of
the plurality of nodes 104. The turbine operational data may
be retrieved by any of the designated HMI client nodes on
demand from the PLC 102, thereby maintaining data consis-
tency and reliability. Hence the turbine operational data trans-
mitted from the designated server node to the designated HMI
client nodes may be reliable and valid 1rrespective of the
performance of the write operation on the turbine operational
data.

Further, control information may be transmitted upstream
from the respective designated HMI client node to the desig-
nated server node. The control mmformation may include
modified turbine operational data and/or data input by the
user at the designated HMI client node. The designated server
node may further transmit the control information to the PLC
102. In one embodiment, working of the turbine may be
controlled by the PLC 102 based on the control information
received from the designated server node.
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In the present disclosure, each of the nodes 104 further
includes a failover module 201 (see FIGS. 2 and 3). The
fallover module 201 1s configured to detect a failure of the
designated server node. Further, based on the detection of the
tailure of the designated server node, the faillover module 201
1s configured to designate a new designated server node from
among the designated HMI client nodes. The designation of
the new server node will be explained 1n connection with
FIGS. 2 and 3. The failover module 201 may also be config-
ured to detect a failure of the relay node (for example, node
104C). Further, based on the detection of the failure of the
relay node (104C), the failover module 201 may be config-
ured to establish an alternate connection with the designated
server node.

The faillover module 201 may detect the failure of the
designated server node and/or the relay node 1n a variety of
ways. In one embodiment, the given designated HMI client
node may monitor ports at which the connection between the
HMI client and the designated server node and/or the relay
node 1s established. On detection of a closed connection, the
tallover module 201 may determine that the respective des-
ignated server node or the relay node has failed. The closed
connection may be indicative of a hardware or software fail-
ure of the respective node.

In one embodiment, known protocols, such as, for
example, a gossip protocol may be used detect the failure of
the designated server node or the relay node. The gossip
protocol may be used to maintain relaxed consistency
requirements amongst the plurality of nodes. One of ordinary
skill 1n the art will appreciate that 1n order to detect the failure,
cach of the plurality of nodes 104 may send out a test message
to the other nodes 104. The test messages may propagate
through the system, node by node, thereby enabling each of
the nodes to build a global map from limited local interactions
with the other nodes. The methods of failure detection
described herein do not limit the scope of the present disclo-
sure, and other methods to detect failure of the designated
server node or the relay node may be employed.

Further, 1n one embodiment, when the failure of the relay
node 1s detected, the given designated HMI client node may
close all the network connections and reject any incoming
connection request from the other designated HMI client
nodes until the alternate connection 1s established with the
relay node. Similarly, 1n case of the detection of the failure of
the designated server node, the given designated HMI client
node may close all the network connections and reject the
incoming connection requests until the new server node 1s
designated.

An exemplary method of designating the new server node
will now be described 1n detail with reference to FIGS. 2 and
3. FIGS. 2 and 3 are block diagrams of an exemplary system
setup, according to one embodiment of the present disclosure.
The dashed lines 1n the FIGS. 2 and 3 are indicative of active
communication links established through the respective
wired connections. As described earlier, the designated server
node 202 1s configured to communicate with the PLC 102.
The turbine operational information from the PLC 102 may
be transmitted to the designated HMI client nodes 204, 206,
208 via the designated server node 202. In the illustrated
embodiment, three designated HMI client nodes 204, 206,
208 are connected either directly or indirectly to the desig-
nated server node 202. More particularly, the node 204 serves
as the relay node for conveying the turbine operational data to
the node 206.

In one exemplary situation, the designated server node 202
may fail. This failure may be due to various reasons, such as,
for example, broken node hardware, a broken network, soft-
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6

ware bugs, or inadequate hardware resources. This failure 1s
depicted by a cross mark on the respective node 202 in FIG.
3. Moreover, the failover module 201 1n the nodes 204, 208
may detect the closed connection with the node 202, indicat-
ing that the designated server node 202 has failed. As a result,
the node 204 may reject the incoming client request from the
node 206.

Based on the failure of the designated server node 202, the
new server node 302 may be designated from among the
remammg nodes 204, 206, 208. The failover module 201
present 1n each of the nodes 204, 206, 208 may be configured
maintain a list including one or more of, IP addresses, MAC
IDs, computer names of each of the nodes 204, 206, 208 and
the PLC 102. In one embodiment, the faillover module 201
may scan the list 1n a cyclic manner and attempt to establish
the connection with the next available node 204, 206, 208 or
the connection with the PLC 102. A person of ordmary skill in
the art will appreciate that selection of the next node for
connection may alternatively be done by other known meth-
ods taking factors such as network ftraffic, system and
resource availability, connection timing and the like. More-
over, other algorithms may be used for scanning the list 1n
order to establish the connection. Also, the list may maintain
the end points of the connection, without specitying the route
or path for establishing the connection.

As shown in FIG. 3 the node 302 may be designated as the
new server node. Further, the nodes 204, 208 may establish
the connection with the new designated server node 302. It
should be noted that on adding new nodes to the system, the
relevant entries 1n the list may need to be updated either
manually or automatically.

Although the FIGS. 2 and 3 have been explained in relation
to downlink communication of the turbine operational data,
the present disclosure may also be utilized for uplink com-
munication from the designated HMI client nodes 204, 206,
208 to the PLC 102 through the designated server node 202.
Further, the network switches 106 have been omitted in the
FIGS. 2 and 3 for the purpose of clarity. One of ordinary skill
in the art will appreciate that on the failure of any of the relay
nodes 204, the respective designated HMI client nodes 206
may establish the alternate connection with the designated
server node 202 based on the scanning of the list 1n a manner
similar to that explained above.

In fact, 1n accordance with an embodiment of the present
disclosure, the present disclosure 1s directed towards one or
more nodes 104 capable of carrying out the functionality
described herein. An example of the node 104 includes a
computer system 400, which 1s shown 1n FIG. 4.

The computer system 400 includes at least one processor,
such as a processor 402. The processor 402 1s connected to a
communication inirastructure 404, for example, a communi-
cations bus, a cross over bar, a network, and the like. Various
software embodiments are described 1n terms of this exem-
plary computer system 400. After reading this description, 1t
will become apparent to a person skilled 1n the relevant art(s)
how to implement the present disclosure using other com-
puter systems and/or architectures.

The computer system 400 includes a display interface 406
that forwards graphics, text, and other data from the commu-
nication inirastructure 404 (or from a frame bufler which 1s
not shown 1n FIG. 4) for display on a display unit 408.

The computer system 400 further includes a main memory
410, such as random access memory (RAM), and may also
include a secondary memory 412. The secondary memory
412 may further include, for example, a hard disk drive 414
and/or a removable storage drive 416, representing a floppy
disk drive, a magnetic tape drive, an optical disk drive, etc.
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The removable storage drive 416 reads from and/or writes to
a removable storage unit 418 1n a well known manner. The
removable storage unit 418 may represent a floppy disk,
magnetic tape or an optical disk, and may be read by and
written to by the removable storage drive 416. As will be
appreciated, the removable storage unit 418 includes a com-
puter usable storage medium having stored therein, computer
software and/or data.

In accordance with various embodiments of the present
disclosure, the secondary memory 412 may include other
similar devices for allowing computer programs or other
instructions to be loaded into the computer system 400. Such
devices may include, for example, a removable storage unit
420, and an intertace 422. Examples of such may include a
program cartridge and cartridge interface (such as that found
in video game devices), a removable memory chip (such as an
crasable programmable read only memory (EPROM), or pro-
grammable read only memory (PROM)) and associated
socket, and the other removable storage units 420 and the
interfaces 422, which allow software and data to be trans-
terred from the removable storage unit 420 to the computer
system 400.

The computer system 400 may further include a commu-
nication interface 424. The communication interface 424
allows software and data to be transferred between the com-
puter system 400 and external devices. Examples of the com-
munication interface 424 include, but may not be limited to a
modem, a network interface (such as an Ethernet card), a
communications port, a Personal Computer Memory Card
International Association (PCMCIA) slot and card, and the
like. Software and data transierred via the communication
interface 424 are in the form of a plurality of signals, herein-
alter referred to as signals 426, which may be electronic,
clectromagnetic, optical or other signals capable of being
received by the communication interface 424. The signals
426 are provided to the communication interface 424 via a
communication path (e.g., channel) 428. A communication
path 428 carries the signals 426 and may be implemented
using wire or cable, fiber optics, a telephone line, a cellular
link, a radio frequency (RF) link and other communication
channels.

In this document, the terms “computer program medium”™
and “‘computer usable medium™ are used to generally refer to
media such as the removable storage drive 416, a hard disk
installed in hard disk drive 414, the signals 426, and the like.
These computer program products provide soltware to the
computer system 400. The present disclosure 1s directed to
such computer program products.

Computer programs (also referred to as computer control
logic) are stored 1n the main memory 410 and/or the second-
ary memory 412. Computer programs may also be recerved
via the communication infrastructure 404. Such computer
programs, when executed, enable the computer system 400 to
perform the features of the present disclosure, as discussed
herein. In particular, the computer programs, when executed,
enable the processor 402 to perform the features of the present
disclosure. Accordingly, such computer programs represent
controllers of the computer system 400.

In accordance with an embodiment of the disclosure,
where the disclosure 1s implemented using a software, the
soltware may be stored 1n a computer program product and
loaded into the computer system 400 using the removable
storage drive 416, the hard disk drive 414 or the communica-
tion interface 424. The control logic (software), when
executed by the processor 402, causes the processor 402 to
perform the functions of the present disclosure as described
herein.
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In another embodiment, the present disclosure 1s 1mple-
mented primarily 1n hardware using, for example, hardware

components such as application specific integrated circuits
(ASIC). Implementation of the hardware state machine so as
to perform the functions described herein will be apparent to
persons skilled in the relevant art(s).

In yet another embodiment, the present disclosure 1s imple-
mented using a combination of both the hardware and the
soltware.

INDUSTRIAL APPLICABILITY

The present disclosure relates to a client server architecture
used to transmit and communicate the turbine operational
data from a remote site to multiple users. In known systems,
in order to avoid PLC stress, only one client device may
connect to a PLC at a time. However, multiple client devices
may require access to the PLC at the same time. Known
solutions make use of a single server for collecting data from
the PLC and sharing the data to all other client devices.
However, this server may serve as a critical weakness point in
the system.

The present disclosure relates to the system which may
support multiple server redundancy. More specifically, on the
tailure of the designated server node 202, the new designated
server node 302 may be selected from among the remaining,
designated HMI client nodes 204, 206, 208. Further, the tur-
bine operational data 1s not stored at any of the plurality of
nodes 104, thus allowing data consistency to be maintained in
the system. The system reliability may be further improved
due to the multiple physical or wired connections. In order to
implement a real redundancy system, 1n the present disclo-
sure, a separate wired cable may be provided for each redun-
dant connection device (1.e. the network switch 106 and/or
any of the plurality of nodes 104). If a network cable, the
network switch 106 or any of the plurality of nodes 104 fail,
the system may easily bypass the failed device and establish
the alternate connection through another network cable.

FIG. § depicts a tflowchart of a method for server redun-
dancy. Imitially, each of the plurality of nodes 104 may

attempt to establish the connection with the next node 104 or
the PLC 102, based on the list. The said node 104 may then

check i1 the given next node 104 or the PLC 102 1s available
for establishing the connection. If the node or the PLC 102 1s
available for the connection, the connection may be estab-
lished. Otherwise, the said node 104 may attempt to establish
the connection with another of the nodes 104 or the PLC 102
as present 1n the list. At step 502, the single server node 202
may be designated from among the plurality of nodes 104.
The designation of the server node 202 may be based on a

priority or order of the connection of the node 202 with the
PLC 102. At step 504, the remaiming nodes 204, 206, 208 are

designated as the designated HMI client nodes 204, 206, 208.
Downlink and uplink communication of the turbine opera-

tional data and the control information may take place from
the PLC 102, through the designated server node 202, to the

designated HMI client nodes 204, 206, 208 and vice-versa. At
step 506, the faillover module 201 in each of the designated
HMI client nodes 204, 206, 208 may monitor the connections
for detecting the failure of the designated server node 102.
Further, at step 508, the failover module 201 1s configured to
check 1f the designated server node 202 has failed. For
example, the node 204 may check if the designated server
node 202 1s open for listening to the incoming client request
from the node 204. If the designated server node 202 is
detected as being open to the listening, then the node 204 may
receive the turbine operational data from the designated
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server node 202 or transmit the control information to the
designated server node 202. Further, the node 204 may also be
open to sharing the turbine operational data with the node
206.

However, 1f the designated server node 202 1s detected as
tailed, then at step 510, the new server node 302 may desig-
nated from among the remaining designated HMI client
nodes 204, 206, 208. In one example, the failure of the des-
ignated server node 202 may be detected as failed based on
the closed connection determined by the node 204 with the
node 202. On the detection of the failure of the designated
server node 202, the node 204 may close connection with the
node 202 and also reject the mmcoming client request from
node 206. The selection of the new server node 302 may be
made based on the designation of that node as the new server
node 302 which 1s first to establish the connection with the
PLC 102.

In one embodiment, the same procedure described above
may also be utilized for detecting the failure of the relay node
204 1n the system. On detection of the failure of the relay node
204, the node 206 may attempt to establish the alternate
connection with the designated server node 202 either
directly or through any of the other designated HMI client
nodes 208, based on the list. The present disclosure may be
utilized 1 any industrial environment without any limitation.
Moreover, the system may be expanded as per the system
requirements.

While aspects of the present disclosure have been particu-
larly shown and described with reference to the embodiments
above, 1t will be understood by those skilled 1n the art that
various additional embodiments may be contemplated by the
modification of the disclosed machines, systems and methods
without departing from the spirit and scope of what 1s dis-
closed. Such embodiments should be understood to {fall
within the scope of the present disclosure as determined
based upon the claims and any equivalents thereof.

What is claimed 1s:

1. A system comprising:

a plurality of nodes, wherein one of the plurality of nodes
1s designated as a server node, and the others of the
plurality of nodes are designated as Human Machine
Intertace (HMI) client nodes; and

wherein the designated server node comprises a network
interface configured to communicate with a Program-
mable Logic Controller (PLC) etther directly or through
a network switch;

wherein the PLC i1s connected to a turbine, the PLC com-
prising at least one processor and a memory 1n commu-
nication with the at least one processor, the memory
storing a plurality of processing istructions for direct-
ing the at least one processor to transmit turbine opera-
tional data to the designated server node and receive
control information from the designated server node;

wherein each of the designated HMI client nodes 1s capable
of serving as a relay node for communicating the turbine
operational data between the designated server node and
one or more of the designated HMI client nodes, each of
the designated HMI client nodes comprise:

a network interface configured to communicate with the
designated server node through one or more of a net-
work switch, and another designated HMI client
node; and

a faillover module configured to detect a failure of the
designated server node and designate a new server
node from among the designated HMI client nodes
based on detecting the failure of the designated server
node.
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2. The system of claim 1 further comprising at least two
network switches, wherein the PLC 1s connected to the plu-
rality of nodes through the at least two network switches.

3. The system of claim 1, wherein the plurality ofnodes and
the PLC are coupled by wired connections.

4. The system of claim 1, wherein the faillover module 1s
turther configured to:

detect a failure of the relay node; and

establish an alternate connection with the designated

server node based on detecting the failure of the relay
node.
5. The system of claim 4, wherein the failover module 1s
turther configured to maintain a list comprising one or more
of IP addresses, MAC IDs, and computer names of each of the
plurality of nodes and the PLC to establish the alternate
connection.
6. The system of claim 1, wherein the plurality of nodes are
located remotely.
7. A method comprising:
designating, from a plurality of nodes communicably
coupled to each other and a Programmable Logic Con-
troller (PLC), a single node as a server node, the desig-
nated server node configured to communicate with the
PLC etther directly, or through a network switch;

designating remaining ones of the plurality of nodes as
Human Machine Interface (HMI) client nodes, wherein
the designated HMI client nodes are communicably
coupled to the designated server node through a network
switch;

detecting a failure of the designated server node;

designating a new server node from among the designated

HMI client nodes based on detecting the failure of the
designated server node;

transmitting turbine operational data to the designated

server node; and

receiving control information for a turbine from the
designated server node, wherein each of the desig-
nated HMI client nodes 1s capable of serving as arelay
node for communicating the turbine operational data
between the designated server node and one or more
of the designated HMI client nodes.

8. The method of claim 7 further comprising:

detecting a failure of the relay node; and

establishing an alternate connection with the designated

server node based on detecting the failure of the relay
node.

9. The method of claim 8, wherein establishing the alter-
nate connection further comprises maintaining a list compris-
ing one or more of IP addresses, MAC IDs, and computer
names ol each of the plurality of nodes and the PLC.

10. A system comprising:

at least two network switches connected to a program-

mable logic controller (PLC) through wired connec-
tions; and

a plurality of nodes connected to one of the at least two

network switches;

wherein one of the plurality of nodes 1s designated as a

server node, wherein the designated server node 1s con-
figured to communicate with the PLC through the one of
the at least two network switches:

wherein the PLC comprises at least one processor and a

memory 1n communication with the at least one proces-

sor, the memory storing a plurality of processing instruc-

tions for directing the at least one processor to:

transmit turbine operational data to the designated
server node; and
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receive control information from the designated server
node
wherein remaining ones of the plurality of nodes are des-
ignated as human machine intertace (HMI) client nodes,
the designated HMI client nodes configured to commu-
nicate with the PLC through the designated server node;

wherein each of the designated HMI clientnodes 1s capable
of serving as a relay node for communicating the turbine
operational data between the designated server node and
one or more of the designated HMI client nodes;

wherein each of the designated HMI client nodes com-
prises a fallover module configured to:

detect a failure of the designated server node; and

designate a new server node from among the designated

HMI client nodes based on detecting the failure of the
designated server node.

11. The system of claim 10, wherein the failover module 1s
turther configured to:

detect a failure of the relay node; and

establish an alternate connection with the designated

server node based on detecting the failure of the relay
node.

12. The system of claim 11, wherein the failover module 1s
turther configured to maintain a list comprising one or more
of IP addresses, MAC IDs, and computer names of each of the
plurality of nodes and the PLC to establish the alternate
connection.
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