US009271142B1
12 United States Patent (10) Patent No.: US 9.271,142 B1
Broch et al. 45) Date of Patent: Feb. 23, 2016
(54) RULE BASED MOBILE DEVICE (52) U.S. CL
MANAGEMENT DELEGATION CPC e, Ho4Ww 8/22 (2013.01)
(38) Field of Classification Search
(71)  Applicant: MOBILE IRON, INC., Mountain View, CPC ... HO4W 8/22; HO4W 4/22; HO4W 4/02;
CA (US) HO4W 4/16; HO4W 4/24; HO4W 88/06:
HO4W 12/08; HO4W 12/06; HO04B 3/38;
(72) Inventors: Joshua Glenn Broch, Cupertino, CA HO4AM 1/72577- HOAT. 9/3242
(US); Thomas Edward Wagner, San USPC oo 455/418, 419, 406; 707/718, 822;
Jose, CA (US); Phillip Charles Krasko, 713/340
E‘?dj‘md Cléyﬂ CJA mgﬁ{f?;‘; Wagner See application file for complete search history.
indeman, San Jose,
(56) References Cited
(73) Assignee: MOBILE IRON, INC., Mountain View,
U.S. PATENT DOCUMENTS
CA (US)
( *) Notice: Subject to any disclaimer, the term of this %882;8(1)?31833 i : %882 8%211?:&31‘1' """"""""" 31(5)2?%2
patent 1s extended or adjusted under 35 2009/0088142 Al*  4/2009 Baribaultetal. ............. 455/418

U.S.C. 154(b) by 0 days.
(21) Appl. No.: 14/446,229

(22) Filed:  Jul. 29,2014

Related U.S. Application Data
(60) Provisional application No. 61/859,427, filed on Jul.

29, 2013.
(51) Int.CL
HO4W 24/02 (2009.01)
HO4W 8/22 (2009.01)

* cited by examiner

Primary Examiner — Phuoc H Doan
(74) Attorney, Agent, or Firm — Van Pelt, Y1 & James LLP

(57) ABSTRACT
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management partition.
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RULE BASED MOBILE DEVICEL
MANAGEMENT DELEGATION

CROSS REFERENCE TO OTHER
APPLICATIONS D

This application claims priority to U.S. Provisional Patent
Application No. 61/859,427 entitled RULE BASED

MOBILE DEVICE MANAGEMENT DELEGATION filed
Jul. 29, 2013 which 1s incorporated herein by reference for all

purposes.
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BACKGROUND OF THE INVENTION

Mobile device management is becoming more and more 15

commonplace in the enterprise environment. In enterprise(s),
mobile devices may be managed across a variety of locations,
divisions, subsidiaries, groups, etc. In some cases, mobile
devices may be managed 1n an enterprise by organizing the
devices mto groups (e.g., partitions) of devices managed, for
example, by different administrators. Typically, mobile
devices are manually assigned (e.g., by an admimstrator) to
partitions. Many enterprises may manage a large number of
mobile devices, and manual assignment of mobile devices to
partitions may be cumbersome. For example, new mobile
devices may be frequently added to an enterprise manage-
ment domain when new employees are hired, when existing,
employees purchase new phones, and/or when other events
occur. In another example, it may be necessary to move a
mobile device from partition to partition when certain events
occur (e.g., when an employee moves to a different depart-
ment, 1s promoted, moves to a new location, etc.). Typically,
when a mobile device 1s reassigned to a new partition, an
administrator may manually update policies, configurations,
and/or perform other actions applicable to the mobile device.
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BRIEF DESCRIPTION OF THE DRAWINGS

Various embodiments of the invention are disclosed 1n the
following detailed description and the accompanying draw-
Ings.

FIG. 1 1s a block diagram illustrating embodiments of
rule-based mobile device management delegation.

FI1G. 2 1s a table 1llustrating embodiments of domain object
scope 1n a partitioned mobile device management platform.

FI1G. 3 1s a flow chart illustrating embodiments of a process
of rule-based mobile device management delegation.

FI1G. 4 1s a flow chart illustrating embodiments of a process
of rule-based mobile device management delegation.

FIG. 5 1s a block diagram illustrating embodiments of 350
applying rules to attributes associated with a mobile device
and/or user.

FIG. 6 1s a flow chart illustrating embodiments of a process
of updating a mobile device management partition assign-
ment.

FI1G. 7 1s a flow chart illustrating embodiments of a process
of mobile device management and/or support.

FI1G. 8 1s a flow chart illustrating embodiments of a process
of content management.

FIG. 9 1s a block diagram illustrating embodiments of 60
content management in a delegated mobile device manage-
ment framework.
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DETAILED DESCRIPTION

63
The mvention can be mmplemented in numerous ways,
including as a process; an apparatus; a system; a composition

2

of matter; a computer program product embodied on a com-
puter readable storage medium; and/or a processor, such as a
processor configured to execute instructions stored on and/or
provided by a memory coupled to the processor. In this speci-
fication, these implementations, or any other form that the
invention may take, may be referred to as techniques. In
general, the order of the steps of disclosed processes may be
altered within the scope of the invention. Unless stated oth-
erwise, a component such as a processor or a memory
described as being configured to perform a task may be imple-
mented as a general component that 1s temporarily configured
to perform the task at a given time or a specific component
that 1s manufactured to perform the task. As used herein, the
term ‘processor’ refers to one or more devices, circuits, and/or
processing cores configured to process data, such as computer
program instructions.

A detailed description of one or more embodiments of the
invention s provided below along with accompanying figures
that 1llustrate the principles of the invention. The mvention 1s
described 1n connection with such embodiments, but the
invention 1s not limited to any embodiment. The scope of the
invention 1s limited only by the claims and the invention
encompasses numerous alternatives, modifications and
equivalents. Numerous specific details are set forth 1n the
following description 1n order to provide a thorough under-
standing of the invention. These details are provided for the
purpose of example and the imvention may be practiced
according to the claims without some or all of these specific
details. For the purpose of clanty, technical material that 1s
known 1n the technical fields related to the mvention has not
been described 1n detail so that the invention 1s not unneces-
sarily obscured.

Rule-based mobile device management delegation 1s dis-
closed. A set of rules may be applied to attributes associated
with a mobile device to assign the mobile device to one of a
plurality of management partitions. The mobile device may
be managed according to a policy associated with the
assigned management partition.

In various embodiments, rule-based automatic association
of a mobile device and/or user with a particular partition (e.g.,
delegated and/or potentially-delegated domain) 1s provided,
for example, based on attributes associated with a mobile
device (e.g., user and/or mobile device attributes). In some
embodiments, mobile devices managed by an enterprise (e.g.,
company, organization, government entity, etc.) may be
assigned to partitions based on, for example, the application
of rules. In certain cases, rules may correspond to partitions
and/or domains within a mobile device management archi-
tecture. In the event attributes associated with amobile device
and/or user satisiy a rule, the mobile device may be assigned
to a partition associated with the rule. Once assigned to a
partition, a mobile device may be managed within the context
of the partition. For example, the posture of a device may be
changed (e.g., automatically changed, updated, etc.) upon
assignment to a partition. In one example, a mobile device
configuration associated with a partition may be applied to a
device upon assignment of the device to the partition. In
certain cases, other configurations not associated with the
assigned partition may be removed. In another example, poli-
cies associated with a partition may be applied (e.g., auto-
matically applied) to the device upon assignment of the
device to the partition.

FIG. 1 1s a block diagram illustrating embodiments of
rule-based mobile device management delegation. According
to some embodiments, a delegation fTunctionality and/or inter-
face are provided with a mobile device management platform
100 to enable mobile device management, mobile app and/or
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content management, and/or mobile support services to be
controlled and/or provided separately with respect to respec-
tive one or more tenants 1n a site (e.g., a multi-tenant site,
single tenant site, etc.), such as regions, business units, and/or
other subdivisions within an enterprise, and/or with respectto
separate enterprises managed and/or supported by a third
party (such as a third party helpdesk or other support service
provided by the third party to multiple enterprises and/or
portions thereol). The example illustrated 1n FIG. 1 may
depict amobile device management platform 100 (e.g., a site)
including a single tenant 101. In various embodiments, a site
may be associated with multiple tenants (e.g., multiple sepa-
rate tenants). For example, a multi-tenant site may include
one or more tenants, and each of the tenants may 1include one
or more partitions (e.g., first partition 102, second partition
104, and so on up to an Nth partition 106).

In some embodiments, within an enterprise and/or other
higher level group of mobile devices and/or users, one or
more partitions (e.g., first partition 102, second partition 104,
and so on up to an Nth partition 106) and/or domains the
management of which 1s capable of being delegated in whole
or 1n part may be defined. For example, an enterprise may
define separate domains for North America, Asia/Pacific,
Europe, and/or other geographic regions. Within a single
enterprise and/or other multi-tenant site, one or more of
mobile device management (e.g., which devices are allowed
and/or supported, how they are configured, etc.); content
(e.g., applications, app content, files, documents, etc.), man-
agement (e.g., which apps may be mstalled, which apps are
required, which apps may access enterprise data, conditions
under which apps and/or data may be deleted or “wiped”,
etc.); and support (e.g., helpdesk) may be separately del-
egated to, e.g., brought under the administrative control and/
or responsibility of, a potentially different authority and/or
provider.

In various embodiments, a mobile device management
plattorm 100 may govern the policies, configurations, set-
tings, content access permissions, support, and/or other
aspects associated with sets and/or groups of mobile devices
110, 120, 130. In some embodiments, the mobile device
management platform 100 may provide mobile device and/or
content-related management and/or support functionality to
at least three potentially different sets of users. For example,
mobile device management functionality may be provided to
an enterprise I'T organization, third party IT organization,
and/or other enftity. Helpdesk functionality may be provided
to an enterprise support department, a third-party support
organization (e.g., third party contractor, who may support
users 1n multiple enterprises and/or portions thereot), and/or
other entity. Content management functionality may be pro-
vided to business units comprising an enterprise, each poten-
tially having its own content types and/or requirements.

In some embodiments, the mobile device management
platform 100 may provide syntax, functionality, and/or other
teatures allowing administrators to define and support mul-
tiple tenants, each of which may be a separate enterprise
and/or a portion thereof. The mobile device management
platform 100 may provide syntax, functionality, and/or other
teatures allowing administrators to define logical partitions,
such as device management partitions, content management
partitions, helpdesk partitions, support partitions, and/or
other types of partitions. The responsibility and control over
cach of the partitions may be delegated separately. For
example, each of multiple partitions may be associated with
(e.g., assigned to, delegated to) administrator(s), support
organization(s) (e.g., helpdesk group, third party contractor,
who may support users 1n multiple enterprises), I'T organiza-
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tion(s), user group(s) (e.g., users i a business group 1n an
enterprise). In the example shown, a first set ol mobile devices
110 may be assigned to a first partition 102 (e.g., Partition 1),
a second set of mobile devices 120 may be assigned to a
second partition 104 (e.g., Partition 2), and so on up to an Nth
set of mobile devices 130 assigned to an Nth partition 106
(e.g., Partition N). The partitions shown (e.g., first partition
102, second partition 104, Nth partition 106, etc.) may
include, for example, one or more of device management
partitions, content management partitions, support partitions,
and/or other partitions.

FIG. 2 1s a table 1llustrating embodiments of domain object
scope 1n a partitioned mobile device management platform.
The techniques disclosed herein may provide mobile device
and/or user management across a site including one or more
tenants. In various embodiments, a site may include a (pos-
s1bly) multi-tenant cluster of systems configured to provide
rule-based delegation of mobile device management, content
management, and/or support (e.g., helpdesk services). For
example, a site may be associated with a mobile device man-
agement platform provider (e.g., Mobilelron). In some
embodiments, a tenant may include a customer (e.g., enter-
prise, company, orgamzation, etc.) within a site. In various
embodiments, a tenant may include one or more device man-
agement partitions, content management partitions, support
partitions (e.g., helpdesk partitions), and/or other partitions.

In various embodiments, objects (e.g., domain objects)
associated with the management of mobile devices across one
or more tenants may be associated with and/or assigned a
scope. In various embodiments, the scope of domain objects
may be defined with respect to a site, tenant, device manage-
ment partition, content management partition, support parti-
tion, and/or other partition. A scope associated with an object
may, for example, define a layer 1n which an object resides. A
scope associated with an object may, for example, define
which administrators have access to and/or authority to act
upon an object. For example, objects including a site scope
may be accessible, editable, and/or configurable at the site-
level (e.g., by administrators associated with a site). In
another example, objects imncluding a device management
partition scope may be accessible, editable, and/or config-
urable by an administrator within a tenant associated with that
device management partition (e.g., by an administrator
assigned the management partition within the tenant).

In various embodiments, actions taken on objects included
in a scope may be automatically applied to devices and/or
users associated with that scope. For example, actions taken
with respect to objects at the tenant level may be applied to
devices and/or users associated with that tenant. In another
example, actions taken (e.g., by administrators) with respect
to objects 1 a device management partition (e.g., having
device management partition scope) may be applied to
devices and/or users assigned to that device management
partition.

In the example shown 1n FIG. 2, certificate authority (CA)
objects for mobile devices managed across multiple tenants
may include site scope 200. For example, operating system
(OS) enrollment CAs, mobile device management (MDM)
CAs, management agent CAs, server CAs (e.g., Sentry server
CAs, proxy server CAs, etc.), and/or other CA-related objects
may have site scope 200. In various embodiments, certificate
authorities (CAs) 1ssue client certificates to the relevant enti-
ties (e.g., tenants, device management partitions) for the pur-
pose of mutual authentication. In various embodiments, aroot
CA may be included at the site level (e.g., within site scope
200), and one or more tenants within the site (e.g., as dis-
cussed below) may each include sub CAs (e.g., associated
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with the root CA) that may 1ssue certificates for mutual
authentication. In various embodiments, CA objects (e.g.,
root CA objects) scoped at the site level may be accessible to,
editable by, and/or configurable by administrators associated
with a site 200.

In various embodiments, configuration objects (e.g., site-
level configuration objects) and/or various other objects may
include site scope 200 (e.g., may be scoped at the site level).
In one example, configuration objects including site scope
200 may be used and/or accessed by administrators associ-
ated with a site-level operations team. The operations team
may, for example, configure a cluster of servers, change log-
ging levels, monitor health, and/or perform other configura-
tion operations. In some embodiments, any object associated
with a site may include site scope 200.

In some embodiments, various objects including, for
example, user account objects, user role definition objects,
permission definition objects, server objects (e.g., Light-
weight Directory Access Protocol (LDAP) server, Sentry/
proxy server (e.g., integrated and/or standalone), and/or other
server objects), and/or other objects may include tenant scope
210. In various embodiments, local CAs, policies, configura-
tions (e.g., WiF1 access configuration, passcode restrictions,
etc.), device groups, and/or other objects may be associated
with tenant scope 210 and/or partition scope (e.g., device
management partition scope 230, as discussed below).
Objects 1including tenant scope 210 may be managed within
the context of, for example, a tenant (e.g., an enterprise,
portion of enterprise, etc.). For example, objects including
tenant scope may be accessible to, editable by, and/or config-
urable by administrators associated with a tenant (e.g., an
enterprise, a portion of an enterprise, etc.). An administrator
associated with a tenant may include an administrator that
manages an entire enterprise and/or portion thereof. In some
embodiments, objects with tenant scope 210 may include
objects for each mobile device associated with a tenant (e.g.,
cach device associated with an enterprise and/or portion of an
enterprise).

In various embodiments, within a tenant objects associated
with a device and/or user may be included 1n a content man-
agement partition 220, device management partition 230,
support partition, and/or other partition (not shown). For
example, device management partition scope 230, content
management partition scope 220, support partition scope,
and/or other partition scopes may include child scopes within
a tenant scope 210 (e.g., may be dependent on a tenant scope
210). In some embodiments, when a tenant 1s generated (e.g.,
created, mitially configured, etc.), 1t may be created with a
default content management partition, default device man-
agement partition, and/or other default partitions. In some
cases, objects that may have partition scope (e.g., content
management partition scope 220, device management parti-
tion scope 230, etc.) are bound to a partition (e.g., the partition
ID column 1n a database may not be nullable). In the absence
of being bound to a specific partition (e.g., using rule-based
partition assignment), these objects may be bound to the
appropriate default partition (e.g., a default partition associ-
ated with the tenant). For example, a mobile device and/or
user may be assigned to a partition (e.g., a partition associated
with a rule, a default partition, etc.) using the rule-based
techniques discussed herein. Once assigned to a partition,
objects associated with the mobile device and/or user may be
accessible to, editable by, and/or configurable by administra-
tors associated with that partition. For example, a device may
be assigned to a device management partition associated with
a sales department in an enterprise, and upon assignment,
objects 1including device management partition scope (e.g.,
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device objects, account to role mappings, local CAs, policies,
configurations, device groups, etc.) that are associated with
that mobile device may be accessible to, editable by, and/or
configurable by an administrator associated with the sales
device management partition.

In various embodiments, domain objects including, for
example, applications, files (e.g., pdis, documents, images,
executables, etc.), account to role mapping objects, and/or
other objects may be associated with a content management
partition scope 220. A tenant (e.g., enterprise) may generate
content partitions across various departments (e.g., sales,
engineering, finance, etc.). Administration of these partitions
may be delegated to arelated line of business. In certain cases,
access, permissions (€.g., read only, write, edit, etc.), and/or
other rights associated with content 1n a partition may be
determined based on role and/or other attributes. In one
example, within a content management partition administra-
tive users may change any configuration on the partition,
content managers may add (e.g., only add) content to the
partition, and/or a user may (e.g., only) view content in the
partition.

In some embodiments, a content management partition
220 may include a set of user to role mappings that indicate
who can publish content, a set of user to role mappings (e.g.,
permissions) that indicate who can view content, a set of
device filters that may limit which devices can recerve content
(e.g., only company-owned devices), tlags which indicate
whether or not the content can be accessed by a user from an
unregistered device, content (e.g., actual content, applica-
tions, files, etc.), and/or other objects.

According to various embodiments, various objects
including, for example, device objects (e.g., including asso-
ciated device inventory), account to role mapping objects,
local CA objects, policies, configurations, device groups,
and/or other objects may 1nclude device management parti-
tion scope 230. Similar to the content management partition
approaches disclosed above, a device and/or user may be
assigned to a device management partition, and upon assign-
ment, objects associated with the mobile device and/or user
may be accessible to, editable by, and/or configurable by
administrators associated with that partition.

In various embodiments, local CAs, policies, configura-
tions, device groups, and/or other objects may be created 1n a
default partition and/or within a specific device management
partition (e.g., as assigned using the rule-based techniques
disclosed herein). In the event a local CA, policy, configura-
tion, device group, and/or other object 1s created in the default
partition, 1t may visible (e.g., accessible) 1n other partitions
(e.g., all other partitions associated with that tenant). In some
embodiments, however, a local CA, policy, configuration,
device group, and/or other object created 1n the default par-
tition may only be modified by a user (e.g., administrator) that
has appropriate permissions in the default partition.

In one example, an enterprise may choose to partition
device management based on region (e.g., Europe, Asia,
North America). Management of each region may be del-
egated to specific users (e.g., specific enterprise administra-
tors). For example, each of the multiple regions may include
a set ol devices managed by a separate administrator group. In
various embodiments, mobile devices may not be assigned to
(e.g., exist 1n) more than one device management partition.
Each of multiple device management partitions may also
have 1ts own set of local CAs, policies, configurations, device
groups, and/or any other domain object that may be scoped at
the partition level.

In various embodiments, when no other device manage-
ment partitions (e.g., partitions associated with rules) are
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created, all devices, configurations, policies, local CAs, and/
or other device management objects may be included 1n a
default device management partition.

In some embodiments, rule-based device management par-
titions and/or default management partitions may be defined.
In certain cases, domain objects that should be visible across
multiple partitions (e.g., regions) may be generated 1n a
default device management partition. When objects are
selected from the database, objects may be selected from a
default device management partition as well as from device
management partitions to which the user has been explicitly
granted access. For modily operations (e.g., create a policy,
wipe a device, etc.), actions may be allowed in the device
management partitions to which the user (e.g., administrator)
has been granted access. According to some embodiments,
domain objects 1n a default device management partition can
only be modified if a user has been granted explicit modifi-
cation permissions within the default partition. For example,
policies (e.g., all policies) created 1n the default partition may
be visible in other partitions (e.g., all other partitions) and
may be applied to device groups by administrators of those
other partitions. In certain cases, however, administrators of
the other partitions may not be provided rights to modify
policies that are included 1n the default device management
partition.

In some embodiments, by default content may be placed in
a default content management partition. However, additional
partitions may be created to limit who has access to the
content. Additional partitions may be generated to define
which groups of devices have access to certain content, as
discussed in detail below. In some embodiments, content may
not be available 1n more than one partition.

In various embodiments, partitions may be split (e.g.,
divided). In some cases, domain objects 1n a default device
management partition may be visible in other device manage-
ment partitions (e.g., associated with the same tenant). A
tenant may, therefore, construct 1ts partitions taking this into
account. For example, certain tenants may choose to include
all devices, policies, configurations, and/or other objects 1n a
default device management partition. This configuration may,
for example, be beneficial for smaller organizations and/or
other entities where delegation may not be required.

In another case, device management partitions may be
generated such that no devices are associated with the default
device management partition. That way, only the policies
and/or configurations that should be global are visible 1n all
partitions. In certain cases, devices may only be visible in a
non-default partition where they can be acted upon by the
appropriate administrator. This configuration may, for
example, be beneficial for larger organizations and/or other
entities where delegation may be beneficial.

In a further use case, some devices (e.g., one or more
devices) may be associated with a default management par-
tition (e.g., default device management partition, default con-
tent management partitions, etc.) and other devices may be
associated with non-default partitions (e.g., rule-based parti-
tions).

By way of an example use case, the techniques disclosed
herein may be used by an automobile company with numer-
ous dealerships. For example, the automobile company may
include 357 dealerships and each dealership may manage
policies, configurations, helpdesk, and/or other aspects of the
mobile devices associated with that dealership. In this case,
357 device management partitions may be created. Adminis-
trative roles within each device management partition may be
assigned to at least one user (e.g., an admimstrator) at each
dealership. The automobile company may obtain an MDM
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identity and upload 1t into a default device management par-
tition, thereby mitializing the MDM policy. The MDM policy
in the default device management partition may then be vis-
ible and/or used 1n each of the 357 device management par-
titions. Policies, configurations, device groups, local certifi-
cates, and/or other objects may be created at the dealership
level (e.g., device management partition) if required.

In another example use case, a company with indepen-
dently managed subsidiaries may use the techmiques dis-
closed herein to allow each subsidiary to independently man-
age 1ts employee’s devices, policies applicable to the devices,
helpdesk teatures, and/or other aspects of the mobile devices.
For example, device management partitions, content manage-
ment partitions, support partitions, and/or other partitions
may be generated for each of the subsidiaries. The partitions
independent to each subsidiary may be used to manage
mobile devices associated with that subsidiary, for example,
independent of other subsidiaries.

In a further example use case, a company may outsource 1ts
mobile device support (e.g., helpdesk) to different providers
for the portions of the company located 1n various geographic
regions. For example, the company may outsource helpdesk
for devices associated with 1ts Asia location to support pro-
vider A. Stmilarly, the company may outsource helpdesk for
devices associated with 1ts North America location to support
provider B. In this case, the policy and/or configuration cre-
ation/management may be centralized. In some embodi-
ments, the following approach 1s used: domain objects may
be created 1n a default device management partition, two
rule-associated device management partitions are created—
Asia and North America. Support provider A may be granted
helpdesk roles 1n Asia and support provider B may be granted
helpdesk roles in North America.

FIG. 3 1s a flow chart 1llustrating embodiments of a process
of rule-based mobile device management delegation. In vari-
ous embodiments, this process may be implemented on
mobile device management platform 100 of FIG. 1. At 300,
rules may be applied to attributes associated with a mobile
device to assign the mobile device to a management partition.
In various embodiments, one or more rules may be associated
with a partition. Rules may include, for example, expressions
to be evaluated to assign a mobile device to a partition. Rules
may include, for example, criteria based on any information
related to a mobile device and/or user. Rules may include, for
example, expressions imncluding combinations of one or more
criteria, attributes, conditions associated with attributes (e.g.,
satisfied, partially satisfied, not satisfied, true, false, etc.),
logical operators (e.g., Boolean logic operators), and/or other
information.

In various embodiments, rules may be applied to attributes
associated with a mobile device. Attributes associated with a
mobile device may include, for example, mobile device ser-
vice provider; mobile device operating system; mobile device
type; user identity; user role; user groups; location, region
and/or other geographic attribute associated with the user
and/or device; and/or any other information associated with a
mobile device, the mobile device’s user, and/or associated
entity.

In one example, a rule may be satisfied 11 device attributes
indicate that the device 1s associated with a type of operating
system (e.g., a type of OS (e.g., 10S, Android, etc.) that 1s
installed on the device). In another example, a rule may be
satisfied 1f attributes associated with a device indicate that the
device 1s owned by an employee 1 a specific department
(e.g., engineering) ol an enterprise, the device 1s associated
with a certain wireless carrier, and the device 1s 1n a pre-
defined location. These rules include two possible examples;
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however, many different rules including any combination of
information/criteria may be used. For example, rules may
include any combination of information/criteria associated
with a mobile device, user, and/or other entity.

In various embodiments, rules may be applied to attributes
associated with a mobile device when a mobile device 1s
mitially registered with a mobile device management plat-
form, upon occurrence of an event (e.g., an event causing a
change to an attribute associated with the mobile device, a
change of status associated with the mobile device and/or
user, a monitored event, etc.), periodically (e.g., once a day,
week, etc.), upon a change to a rule 1n a set of rules, and/or at
any other time. For example, upon registration of an employ-
ee’s mobile device with an enterprise (e.g., a tenant), rules
may be applied to attributes associated with the mobile device
and/or employee to assign the device to a partition (e.g., a
device management partition, content management partition,
etc.). In certain cases, rules may be applied to attributes asso-
ciated with a mobile device and/or user periodically (e.g.,
alter initialization) to determine whether the mobile device 1s
assigned to a proper partition. For example, attributes asso-
ciated with a mobile device and/or user may change during a
device’s lifecycle. Applying rules to attributes associated
with a mobile device periodically, upon occurrence of
event(s), and/or at any other time, may help to ensure that a
mobile device 1s assigned to a proper partition.

According to various embodiments, a set of rules may be
applied 1n an order, 1n parallel, and/or 1n any other manner. In
one example, rules may be applied 1n an order such that a first
rule associated with a first partition 1s applied, a second rule
associated with a second partition 1s applied, and so on until
attributes associated with a mobile device are determined to
satisty a rule. In certain cases, 1t may be determined that
attributes associated with a mobile device do not satisty any
of a set of rules, and 1n this case the device may be assigned to
a default partition, as discussed below.

In various embodiments, upon a determination that
attributes associated with a mobile device satisty a rule, the
mobile device may be assigned to partition(s) and/or manage-
ment domain(s) associated with the rule. In some cases, a
mobile device may be assigned to a single partition, which 1s
associated with a rule that attributes associated with the
device have been determined to satisiy. By assigning a device
to a single partition (e.g., a single device management parti-
tion) only one administrator and/or administration depart-
ment may manage the device, thereby reducing (e.g., elimi-
nating) potential contlicts that could arise from multiple
administrators seeking to manage a single device. In other
cases, attributes associated with a mobile device may be
determined to satisfy multiple rules, and a mobile device
associated therewith may be assigned to multiple partitions.
In some cases, attributes associated with a device may satisty
multiple rules that are associated with different partitions, and
the mobile device may be assigned to a best matching parti-
tion (e.g., a partition associated with a best matching rule, a
most appropriate partition, etc.). In certain cases, attributes
associated with a device may satisty multiple rules that are
associated with different partitions, and the mobile device
may be assigned to a partition associated with a highest pri-
ority. A higher priority partition may be associated with a
higher priority rule, and the higher priority rule may be
applied to attributes associated with the mobile before lower
priority rules are applied.

At 310, the mobile device may be managed according to
polic(ies) associated with the assigned management partition.
In various embodiments, a management partition may be
associated with a device management domain, a content man-
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agement domain, device support domain (e.g., helpdesk
domain), and/or other domains. In some embodiments, a
management partition may be associated with policies, and
upon assignment to a partition, a device may be managed
(e.g., automatically managed) according to the policies.

In some embodiments, policies associated with a device
management partition may include WikF1 access policies,
password requirement policies, device data usage policies,
content access policies, and/or any other type of policy asso-
ciated with a mobile device and/or user. In various embodi-
ments, policies associated with a device management parti-
tion may dictate an administrator’s (e.g., an administrator
delegated to the device management partition) access, per-
missions, and/or other management rights to the mobile
device, objects associated with the mobile device (e.g., as
included 1n a mobile device management, content manage-
ment, and/or support partition), and/or other information
assoclated with the mobile device. In some embodiments,
policies associated with a content management partition may
define a mobile device and/or user’s access to and/or rights
related to files, applications, and/or other content associated
with the content management partition. In various embodi-
ments, policies associated with a support partition may deter-
mine which support organization 1s provided access to a
device, what information (e.g., device objects, content, etc.)
the support organization may act upon, and/or other aspects
ol the support organization’s interaction with a mobile device
and/or user. In certain cases, a policy associated with a parti-
tion may dictate a mobile device’s access to objects scoped
within that partition. Policies may define (e.g., govern, legis-
late) any aspect ol mobile device management, content man-
agement, and/or support within the assigned partition.

At 320, a configuration associated with the assigned man-
agement partition may be applied to the mobile device. In
various embodiments, a posture of the mobile device may be
automatically updated based on posture-related information
(e.g., configurations, settings, etc.) associated with (e.g.,
defined by) the assigned management partition. By way of
example, a new mobile device and/or user may be assigned to
a partition, and upon assignment, a configuration associated
with that partition may be applied (e.g., automatically
applied) to the mobile device. In this case, a new device may
be automatically configured upon assignment to a manage-
ment partition (e.g., without requiring an administrator to
configure the device). In another example, a mobile device
and/or user may be reassigned (e.g., moved) from a {first
partition to a second partition (e.g., using the rule-based
approaches discussed herein, by manual reassignment, etc.).
Upon reassignment, configurations associated with the first
partition may be removed, and the configuration(s) associated
with the second partition may be applied to the device and/or
user. In various embodiments, any aspect of a mobile device
posture may be updated upon assignment and/or reassign-
ment to a management partition.

In various embodiments, administration may be parti-
tioned along any of one or more of multiple dimensions (e.g.,
device management, content management, support) and/or
based on any attribute or association that may be defined
within the system (e.g., region, business unit, etc.). And poli-
cies, configurations, and/or other information associated with
an assigned partition may be applicable to the mobile device
and/or user as well as administrators, support organizations,
and/or other entities associated with the assigned partition.

FIG. 4 1s a flow chart 1llustrating embodiments of a process
of rule-based mobile device management delegation. In vari-
ous embodiments, this process may be implemented on
mobile device management plattorm 100 of FIG. 1. At 400, a
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rule 1s applied to attributes associated with a mobile device.
As discussed above, rules may include, for example, expres-
s10ms to be evaluated to assign a mobile device to a partition.

At 410, 1t may be determined whether attributes associated
with a mobile device satisiy the rule. Attributes associated
with a mobile device may satisiy a rule 1f conditions included
in the rule are satisfied by (e.g., met by) the attributes associ-
ated with the mobile device and/or user. In one example, arule
may be satisfied if attributes indicate that the mobile device
user (e.g., employee) 1s a member of a certain division within
enterprise (e.g., sales), works at a certain location (e.g., the
San Francisco office), 1s a management-level employee, and/
or the user’s mobile device 1s running the Android OS. In the
event the attributes associated with a mobile device are deter-
mined to satisiy the rule, the process may proceed to step 420.
In the event the attributes associated with the mobile device
are determined to not satisty the rule, the process may pro-
ceed to step 430.

At 420, the mobile device may be assigned to a partition
assoclated with the rule. As discussed above, the mobile
device may be managed according to polic(ies) associated
with the assigned management partition. In some embodi-
ments, configurations associated with the assigned manage-
ment partition may be applied to the mobile device. In various
embodiments, upon assignment to a partition, domain objects
including policies, certificate authority information (e.g.,
local CA information, certificates, etc.), configurations,
device groups, account to role mappings, content (e.g., files,
applications, etc.), and/or other mformation applicable to a
mobile device may be assigned to that management partition.
The management domain objects may be accessible, editable,
and/or otherwise actionable to users (e.g., administrators,
helpdesk users, etc.) associated with the partition. For
example, the management of a partition may be delegated to
an enterprise administrator. When a device 1s assigned to the
partition, the enterprise administrator associated with the par-
tition may be provided access to management domain objects
associated with the device, may be provided administrator
rights associated with the device (e.g., management rights,
remote access rights, etc.), and/or may otherwise manage the
device.

At 430, 1t may be determined whether additional rules are
to be applied. In various embodiments, a set of multiple rules
associated with various partitions of a mobile device manage-
ment system may be applied. For example, each rule 1n a set
of rules may be associated with one of multiple partitions
(e.g., a separate partition). In certain cases, a set of rules may
be applied to mobile device attributes in an order. For
example, rules 1n a set of rules may be applied according to a
predefined order and/or hierarchy. In this case, rules 1n the set
of rules may be applied according to the order until, for
example, a rule 1s determined to be satisfied and/or no rules
remain to be applied. In the event that additional rules 1n a set
of rules remain to be applied, the process may proceed to step
400. In the event that no additional rules (e.g., 1n a set of rules)
are to be applied, the process may proceed to step 440.

At 440, the mobile device may be assigned to a default
partition. In various embodiments, a mobile device and/or
user may be assigned to a default partition when attributes
associated with the mobile device are determined not to sat-
1s1y rules (e.g., all rules) 1n a set of rules. A default partition
may be associated with default device management domain,
default content management domain, default support domain,
and/or other domain. For example, upon assignment to a
default device management partition, management domain
objects 1icluding policies, certificate authority information
(e.g., local CA mformation), configurations, device groups,
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account to role mappings, and/or other information appli-
cable to a mobile device may be assigned to a default man-
agement partition. The management domain objects may be
accessible, editable, and/or otherwise actionable to users
(e.g., administrators, support personnel, IT organizations,
etc.) associated with the default partition.

FIG. 5 1s a block diagram illustrating embodiments of
applying rules to attributes associated with a mobile device
and/or user. In various embodiments, a set of rules 500 may be
applied to attributes associated with a mobile device and/or a
user associated with a mobile device. Rules 510, 520, 530 1n
the set of rules 500 may be associated with partitions 512,
522, 532 in a mobile device management framework. In one
example, each rule 1n a set of rules may be associated with a
separate partition. In the example shown, a first rule 510 may
be associated with a first partition 512, a second rule 520 may
be associated with a second partition 522, and so on up to an
Nth rule 530 associated with an Nth partition 532. In another
example (not shown), individual partitions may be associated
with multiple rules (e.g., any number of rules).

In some embodiments, rules in a set of rules 500 may be
applied to attributes associated with a mobile device and/or
user 1n an order. In one example, the order may be dictated by
a priority associated with each rule and/or associated parti-
tion. As a result, rules may be evaluated 1n order of 1mpor-
tance/priority as defined, for example, by an administrator. In
the example shown, a first rule 510 and/or the first partition
512 associated therewith may include a highest priority rule
and/or partition. The firstrule 510 may be applied to attributes
associated with a mobile device and/or user. In the event the
attributes satisiy the first rule 510, the mobile device and/or
user may be assigned to the first partition 512. In the event the
attributes do not satisty the first rule 510, a second rule 520
may be applied. In the event the attributes satisiy the second
rule 520, the mobile device and/or user may be assigned to the
second partition 3522. This process may continue through
subsequent rule applications until and Nth rule 530 (e.g., a
final rule) 1s applied. In the event the attributes satisiy the Nth
rule 530, the mobile device and/or user may be assigned to the
Nth partition 532. In the event the attributes do not satisiy the
Nth rule 530 and/or any other rules, the mobile device and/or
user may be assigned to a default partition 540.

In various embodiments, rules 1n a set of rules 500 may be
applied to attributes associated with a mobile device and/or
user and best matching rule(s) may be determined. In various
embodiments, a mobile device and/or user may be assigned to
a partition based on the highest score assigned to a device for
a particular rule. For example, a rule may be applied to mobile
device and/or user attributes and a score representing a level
of match between the rule and the attributes may be gener-
ated. The score may, for example, indicate how well the
attributes associated with the mobile device and/or user sat-
1s1y the conditions included i1n a rule (e.g., how many condi-
tions are met by the attributes). A rule may, for example, be
satisfied 11 a user 1s a member of certain group (e.g., engineer-
ing), the mobile device includes a certain operating system
(e.g., Android), and the user 1s located 1n a certain geographic
region (e.g., the United States). In the event user and/or
mobile device attributes meet all the conditions, a high score
(e.g., 1.0) indicating a high level match may be assigned. In
the event the user and/or mobile device attributes meet some
of the conditions (e.g., the user 1s a member of the engineering
department, located in the U.S., but the user’s phone includes
an 108 operating system), a lower score (e.g., 0.5) may be
assigned. In certain cases, multiple rules may be applied (e.g.,
a first rule 510, a second rule 520, up to an Nth rule 330) to
mobile device and/or user attributes, and scores may be gen-
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erated for the rules (e.g., each of the rules). A rule associated
with a highest score may be determined, and the mobile
device and/or user may be assigned to a partition associated
with the determined rule (e.g., the rule associated with the
highest score). For example, 11 1t 1s determined that the second
rule 520 1s associated with a highest score (e.g., of multiple
rules), the mobile device and/or user may be assigned to the
second partition 522. In certain cases, 1t may be determined
that scores associated with each of multiple applied rules are
below a threshold score, and the mobile device and/or user
may be applied to a default partition 340. Stated another way,
iI a mobile device and/or user attributes are not well matched
to any of multiple applied rules, the mobile device may be
assigned to a default partition 540,

In various embodiments, a mobile device and/or user may
be assigned to a device management partition, content man-
agement partition, support partition, and/or other partitions
using the rule-based approaches disclosed herein. In one
example, a first set of rules may be applied to assign a mobile
device and/or user to a device management partition, a second
set of rules may be applied to assign a device to a content
management partition, a third set of rules may be applied to
assign a device to a support partition, and so on. In a further
example, a mobile device and/or user may be manually
assigned (e.g., by an administrator) to some partitions (e.g., a
content management partition) and automatically assigned to
other partitions (e.g., device management partitions) using
the rule-based approaches disclosed herein. In another
example, device management partitions, content manage-
ment partitions, support partitions, and/or other types of par-
titions may be related. In this case, a single set of rules may be
applied to assign a device to each of a related set of partitions.

FI1G. 6 1s a flow chart illustrating embodiments of a process
of updating a mobile device management partition assign-
ment. In various embodiments, this process may be 1mple-
mented on mobile device management platform 100 of FIG.
1. At 600, attributes associated with a mobile device and/or
user may be monitored. In various embodiments, attributes
may be monitored periodically (e.g., every five minutes, once
a day, etc.), in real time, upon occurrence of triggering event,
and/or 1n any other manner. Attributes may be monitored by,
for example, a mobile device management platform (e.g., a
mobile device management server), a mobile device client, an
application, and/or other node. For example, mobile device
and/or user attribute information may be stored on the mobile
device, at a mobile device management platform, on an enter-
prise server, and/or other node, and these locations may be
monitored to detect changes (1f any) to the attribute informa-
tion.

At 610, it may be determined whether attributes associated
with the mobile device and/or user have been updated (e.g.,
changed). In various embodiments, attributes associated with
a mobile device and/or user may be compared to previously
monitored attributes to determine whether the attributes have
changed. By way of example, attributes associated with a
mobile device may change when a mobile device operating
system 1s updated (e.g., from 10S 7 to 10S 8); when a device
1s changed from a first wireless carrier to a second wireless
carrier; when applications are 1nstalled (e.g., restricted appli-
cations); when a mobile device 1s transierred from a first user
to a second user; when a user changes roles (e.g., receives
promotion), groups, locations, etc.; when a corporate struc-
ture 1s modified, and/or upon occurrence of other events.

At 620, a setofrules may be applied to attributes associated
with a mobile device and/or user to update the device man-
agement partition to which the mobile device 1s assigned. In
various embodiments, rules 1n a set of rules may be applied to
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the attributes using the approaches disclosed herein, and upon
a determination that the attributes satisfy a rule, the mobile
device and/or user may be assigned and/or reassigned to a
partition associated with the rule. In the event that the
attributes do not satisiy any rule in the rule set, the mobile
device may be assigned to a default partition and/or may
remain assigned to a previously assigned partition.

In various embodiments, a mobile device and/or user may
be reassigned (e.g., moved) from a first partition to a second
partition. Upon reassignment from the first partition to the
second partition, device posture, policies, configurations,
device data, and/or other aspects associated with the device
and/or user may be updated (e.g., may change). For example,
prior to reassignment, a mobile device may be configured
according to a first configuration associated with the first
partition. Upon reassignment from the first partition, the first
confliguration may be automatically removed (e.g., 1n the case
that the first configuration i1s not applicable to the second
partition and/or only applicable to the first partition). Once
assigned to the second partition, the mobile device may
receive and/or be configured to a second configuration asso-
ciated with the second partition. In various embodiments,
upon reassignment from a first partition to a second partition
data may be removed from the device (e.g., data associated
with the first partition) and/or other data (e.g., data associated
with the second partitions) may be added to the device. The
data removed and/or added may include, for example, appli-
cations, contact information, enterprise-related information,
and/or any other type of data. Similar updating, removal
and/or replacement of mobile device posture-related infor-
mation, policies, and/or other device attributes may occur
upon transier from a first partition to a second partition.

FI1G. 7 1s a flow chart 1llustrating embodiments of a process
of mobile device management and/or support. At 700, a
mobile device and/or user may be assigned to a partition. In
various embodiments, the mobile device and/or user may be
assigned to a rule-associated partition, default partition, and/
or other partition using the techniques disclosed herein.

At 710, admimstrator(s) associated with (e.g., delegated
to) the assigned partition may be provided permissions to
manage the mobile device. An administrator (e.g., an enter-
prise administrator, contracted administrator, etc.) may be
delegated permission, access, and/or other rights necessary to
manage devices (e.g., all devices) associated with a partition.
For example, an administrator delegated to manage devices
associated with a device management partition may be pro-
vided permissions to access objects associated with the
mobile device (e.g., stored at device management platiorm),
access mnformation stored on the mobile device, create/edit
policies applicable to the mobile device, modily mobile
device configurations (e.g., WikF1 access, passcode restric-
tions, etc.), manage certificate information (e.g., local CA
information), and/or perform any other management-related
operations related to the mobile device and/or user.

At 720, a support user associated with (e.g., delegated to)
the assigned partition may be provided helpdesk functionality
related to the mobile device. In various embodiments, a sup-
port provider (e.g., helpdesk administrator, third-party sup-
port provider, etc.) may be provided access, device control
permissions, and/or other helpdesk functionality that may be
useiul 1n providing support for and/or troubleshooting the
mobile device.

In various embodiments, a helpdesk function may be con-
tracted out to a first provider for devices and/or users associ-
ated with a first region and to a second provider for devices
and/or users associated with a second region. In one example,
a first set of devices may be associated with users based in the
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United States and a second set of devices may be associated
with users in Asia. The first set of devices may be assigned
(e.g., using the techniques disclosed herein) to a first parti-
tion. The first partition may be associated with the United
States (e.g., may be contracted out to a U.S. provider, may be
accessible to U.S. administrators, etc.). The second set of
devices may be assigned to a second partition, and the second
partition may be associated with Asia. Data useful (e.g., nec-
essary) to provide support to the first users/devices would be
made available only to the first provider, whereas data usetul
to provide support to the second users/devices would be made
available only to the second provider. In some embodiments,
this may be provided by defining for each set of users alogical
partition within a broader management system and delegating,
the first partition to the first provider and the second partition
to the second provider.

FI1G. 8 1s a flow chart illustrating embodiments of a process
of content management. At 800, a mobile device and/or user
may be assigned to a partition (e.g., content management
partition). In various embodiments, the mobile device and/or
user may be assigned to a rule-associated partition, default
partition, and/or other content management partition using,
the techmques disclosed herein.

At 810, the mobile device may be provided access to con-
tent associated with one or more content management parti-
tions. In various embodiments, a content management parti-
tion and/or policies associated therewith may, for example,
dictate (e.g., govern) access, permissions, and/or other
aspects ol interaction with: content on a mobile device (e.g.,
by a device user), content generated/edited on a mobile
device, and/or content otherwise associated with a mobile
device. For example, an administrator may define content
management partition policies that dictate which content may
be accessed at a mobile device assigned to that partition.
Content may include, for example, applications, files (e.g.,
documents, pdfs, images, etc.), and/or any other type of con-
tent. A mobile device and/or user’s access, permissions (€.g.,
read, write, edit, etc.), and/or other rights related to content
may be defined by policies associated with partitions to which
the mobile device and/or user are assigned. In one example, a
mobile device may be permitted to download (e.g., only
download) applications associated with the one or more par-
titions (e.g., included 1n a container associated with the par-
tition) to which the mobile device 1s assigned. In another
example, a mobile device and/or user may be provided access
and/or edit permissions to a set of documents associated with
the one or more partitions to which the mobile device 1s
assigned.

At 820, a mobile device’s and/or user’s access to content
not associated with the partition may be limited. In various
embodiments, multiple partitions may be defined within a site
and/or tenant (e.g., enterprise and/or portion thereot). Upon
assignment to a content management partition, a mobile
device may be provided access to content within that partition
and the mobile device’s access to content 1n other partitions
may be limited (e.g., restricted, read-only access, etc.). Inone
example, a mobile device may be assigned to a partition
associated with an engineering department 1n an organiza-
tion, and the mobile device may be provided read, write,
and/or edit rights to content within the engineering partition.
This device assigned to an engineering department content
management partition, however, may be provided limited
rights (e.g., no access, read only, etc.) to content not associ-
ated with the engineering partition (e.g., content 1n a sales
department partition).

FIG. 9 1s a block diagram illustrating embodiments of
content management in a delegated mobile device manage-
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ment framework. In some embodiments, mobile device
access to enterprise content (e.g., stored on a server) 1s man-
aged on a partition-by-partition basis. In the example shown,
a first adminmistrator 900 (e.g., an engineering department IT
administrator) may be delegated the ability to define access
control policies for content stored 1n an engineering-speciiic
logical container 910 within a broader set of managed con-
tent. For example, for content in the engineering container
910, some management-level employees (e.g., a chiel oper-
ating officer (COQ) (not shown)) may be able to create and/or
add to documents, but only engineering professionals 920
(e.g., devices associated with engineering professionals,
chief technology officer (C'TO) 970, etc.) may be permitted to
access, read, and/or write to content they did not personally
create. Similarly, access to content 1n a sales department
container 930 may be governed by policies defined by a
second administrator 940 (e.g., a sales department I'T admin-
istrator) to whom the power to define such policies with
respect to content 1n the sales container has been delegated. In
this case, sales department employees 950 may be permitted
to access, read, and/or write to content they did not personally

create, while some management-level employees (e.g., a vice
president of finance (not shown)) may be able to create and/or
add to files.

In another example, the second administrator 940 (e.g., a
director and sales department I'T administrator) may be del-
egated the ability to define access control policies for content
stored 1n a director-specific logical container 960 within a
broader set of managed content. In this case, director-level
employees (e.g., the chief technology officer (CTO) 970,
COQ, etc.) may be provided access, read, and/or write per-
missions to content within the director-specific logical con-
tamner 960, while no other employees (e.g., non-director
employees) are permitted any access to content in the direc-
tor-specific container 960.

In some cases, certain employees may be permitted to
access, read, and/or write to content in multiple containers.
For example, the CTO 970 may be provided access to content
in both the engineering-specific logical container 910 and/or
the director specific logical container 960.

In some embodiments, the ability to control the inventory
of applications available to be 1nstalled on a managed device
(e.g., via an enterprise and/or other managed app store) may
be delegated to different admimstrators for different devices
and/or users (€.g., by region, business unit, role, etc.). As each
user accesses the app store, for example, the set of apps
defined by the domain administrator for the domain that the
user and/or device 1s associated with 1s made available. For
example, a user in the engineering department 920 who has a
position below a “director” level may have access to a set of
apps 910 (e.g., engineering department apps) defined by the
first administrator 900 (e.g., engineering department admin-
istrator) as being available to a below management-level
employee within that organization. A “director” level
employee 1n the engineering organization (e.g., the CTO 970)
may see a different set of apps (e.g., combination of app set
910 and/or app set 960), as determined by policies defined by
an engineering organization administrator 900 and/or direc-
tor administrator 940. Similarly, a user 1n the sales department
950 may be provided access different set of apps 930 deter-
mined by a sales department administrator 940.

The examples above are discussed with reference to con-
tent management across various departments and/or roles
within an enterprise; however, similar content management
approaches may be used across different geographic loca-
tions (e.g., within an enterprise), across multiple separate
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enterprises, across different device types, across different
wireless carriers, and/or any other groups of devices and/or
users.

Although the foregoing embodiments have been described
in some detail for purposes of clarity of understanding, the
invention 1s not limited to the details provided. There are
many alternative ways of implementing the mvention. The
disclosed embodiments are illustrative and not restrictive.

What 1s claimed 1s:

1. A method, comprising;:

applying, by a processor, a set of rules to attributes associ-

ated with a mobile device to assign the mobile device to
one of a plurality of management partitions;

managing the mobile device according to a policy associ-

ated with the assigned management partition, wherein

the assigned partition at least in part 1s associated with an

enterprise that may manage the mobile device, wherein

the policy at least in part describes an access of the

mobile device to objects scoped within that partition;
restricting access 1n the context of the mobile device to

content not associated with the assigned partition;
determining a change to the set of rules;

applying the changed set of rules to the attributes to reas-

sign the mobile device to another partition 1included 1n
the plurality of management partitions;

monitoring the attributes associated with the mobile device

and determining whether at least one of the attributes has
been updated; and

applying a different set of rules to attributes associated with

the mobile device 1n response to determining at least one
of the attributes has been updated to reassign the mobile
device to a different partition included 1n the plurality of
management partitions.

2. The method of claim 1, further comprising;

applying, to the mobile device, a configuration associated

with the assigned management partition.

3. The method of claim 1, wherein applying the set of rules
turther comprises:

determining that the attributes satisty a rule 1n the set of

rules; and

assigning, based at least 1n part on the determination, the

mobile device to a partition associated with the rule.

4. The method of claim 3, wherein determining that the
attributes satisty the rule further comprises:

applying the set of rules to the attributes to determine a

score associated with each rule 1n the set of the rules:
determining a rule 1n the set of rules that 1s associated with
a highest score; and

assigning the mobile device to a partition associated with

the rule.

5. The method of claim 1, wherein applying the set of rules
turther comprises:

determining that the attributes do not satisty a first rule

included 1n the set of rules;

applying a second rule to the attributes;

determining that the attributes satisiy the second rule; and

assigning, based at least 1n part on the determination that

the attributes satisty the second rule, the mobile device
to a partition associated with the second rule.

6. The method of claim 1, wherein applying the set of rules
turther comprises:

applying a plurality of rules 1n the set of rules to attributes

associated with the mobile device;

determining that the attributes do not satisty any of the

plurality of rules; and

assigning the mobile device to a default management par-

tition based at least 1n part on the determination.
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7. The method of claim 1, further comprising:

determiming a change to the attributes associated with the

mobile device; and

applying the set of rules to the changed attributes to reas-

sign the mobile device to another partition included 1n
the plurality of management partitions.

8. The method of claim 1, further comprising:

reassigning the mobile device from the assigned partition

to an other partition included 1n the plurality of manage-
ment partitions;

removing, from the mobile device, a first configuration

associated with the assigned partition; and

applying, to the mobile device, a second configuration

associated with the other partition.

9. The method of claim 1, wherein rules 1n the set of rules
cach correspond to one of the plurality of management par-
titions.

10. The method of claim 1, wherein the set of rules com-
prises a plurality of rules arranged 1n an order.

11. The method of claim 1, wherein the management par-
titions 1nclude a default partition and a rule-associated parti-
tion.

12. The method of claim 1, wherein the plurality of man-
agement partitions are associated with management domains.

13. The method of claim 1, turther comprising:

assigning objects associated with the mobile device to one

or more of a device management domain and a content
management domain associated with the assigned par-
tition.

14. The method of claim 1, further comprising:

providing an administrator associated with the assigned

partition permissions to manage or access the mobile
device.

15. The method of claim 1, turther comprising:

providing a support organization associated with the

assigned partition helpdesk functionality in relation to
the mobile device.

16. The method of claim 1, further comprising:

providing, to the user of the mobile device, access to con-

tent associated with the assigned partition.

17. A system, comprising:

a processor; and

a memory coupled with the processor, wherein the memory

1s configured to provide the processor with 1nstructions

which when executed cause the processor to:

apply a set of rules to attributes associated with a mobile
device to assign the mobile device to one of aplurality
of management partitions;

manage the mobile device according to a policy associ-
ated with the assigned management partition, wherein
the assigned partition at least in part 1s associated with
an enterprise that may manage the mobile device,
wherein the policy at least 1n part describes an access
of the mobile device to objects scoped within that
partition;

restrict access 1n the context of the mobile device to
content not associated with the assigned partition;

determine a change to the set of rules;

apply the changed set of rules to the attributes to reassign
the mobile device to another partition included 1n the
plurality of management partitions;

monitor the attributes associated with the mobile device
and determine whether at least one of the attributes
has been updated; and

apply a new set of rules to attributes associated with the
mobile device to reassign the mobile device to a dii-
ferent partition included in the plurality of manage-
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ment partitions in response to determining at least one the policy at least 1n part describes an access of the
of the attributes has been updated. mobile device to objects scoped within that partition;
18. The system recited in claim 17, wherein the memory 1s restricting access in the context of the mobile device to
turther configured to provide the processor with instructions content not associated with the assigned partition;
which when executed cause the processor to: 5 determining a change to the set of rules;

apply, to the mobile device, a configuration associated with

the assigned management partition.

19. A computer program product, the computer program
product being embodied 1n a tangible non-transitory com-
puter readable storage medium and comprising computer 10
instructions for:

applying a set of rules to attributes associated with amobile

device to assign the mobile device to one of a plurality of
management partitions; and

managing the mobile device according to a policy associ- 153

ated with the assigned management partition, wherein
the assigned partition at least in part 1s associated with an
enterprise that may manage the mobile device, wherein S I T

applying the changed set of rules to the attributes to reas-
sign the mobile device to another partition included 1n
the plurality of management partitions;

monitoring the attributes associated with the mobile device
and determining whether at least one of the attributes has
been updated; and

applying a new set of rules to attributes associated with the
mobile device to reassign the mobile device to a different
partition included 1n the plurality of management parti-

tions 1n response to determining at least one of the
attributes has been updated.
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