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(57) ABSTRACT

An exemplary method includes a machine-to-machine
(“M2M”) solutions provider subsystem 1) maintaining data
representative of a plurality of distinct data processing
schemes associated with a plurality of network services, 2)
receiving a plurality of data streams from a single M2M
gateway device, 3) identifying a data stream 1ncluded in the
plurality of data streams as corresponding to a network ser-
vice included in the plurality of network services, and 4)
processing, 1n response to the identifying, the data stream in
accordance with a data processing scheme associated with the
network service and included 1n the plurality of distinct data

processing schemes. Corresponding methods and systems are
also disclosed.

17 Claims, 12 Drawing Sheets

M2M Customer
Computing Device
Subsystem
108

M2M Solutions
Provider

Subsystem
106



US 9,271,106 B2

Sheet 1 of 12

Feb. 23, 2016

U.S. Patent

801
wa)sAsgng
92IA8( bunndwon

19WOISND NN

901t

Wa1sSAsSgng
JOPINOI-
SuolInN|os NZIA

oLl
}JOM]SN
SSO|BJIA

iz
901N

Aemales) NZW

SjUlod pu-

001



US 9,271,106 B2

Sheet 2 of 12

Feb. 23, 2016

U.S. Patent

c0e
wa1sAsgng

19PINOIY
JUS1UOD INCIN-UON

¥0¢
FIOM]ION SjuI0d pu3

901
Wwa)sAsgns
18pInOI4

SUonn|os INCIN

701
30IA3(J

Aemalen) INZIN

oLl
MJOMISN
SS9|aJIM

80}
wasAsgng

991An8( Bunndwon v/
Jawoisnd INZIN

00¢



U.S. Patent Feb. 23, 2016 Sheet 3 of 12 US 9,271,106 B2

M2M Solutions Provider Subsystem
106

Data Processing Facility
302

Data Stream Management
Facility
304

Storage Facility
306

Data Processing
Scheme Data
308

Stream Data
310




U.S. Patent Feb. 23, 2016 Sheet 4 of 12 US 9,271,106 B2

400

M2M Solutions Provider Subsystem
106

Data Processing Destination

Scheme —_ — —
406-1 408-1= 410-1

Data Processing

Scheme _—— —

Destination

Data Processing Destination

Scheme — — —
406-N 408-N=5 210-N




U.S. Patent Feb. 23, 2016 Sheet 5 of 12 US 9,271,106 B2

M2M Gateway Device
104

Interface Facility
202
Service Management Facility
204

Storage Facility

206

M2M Data
208
Non-M2M Data
210




c0¢
waysAsgng

IET YOI
JUsjuo) NCIN-UON

702 —

US 9,271,106 B2

HIOM]SN a
wa)sAsgng o
JapINOJ4 . 1401

- SUONN|OS Ol 901N 2-¢09
- INZIA }JOMION Aemalen) 1UI04 pu3
S A SSOSJIM NZIN NZIN-UON
\&
s
i
P,
\&
e
~ =209
ery Julod pu3
gl
R NZIN
P
.S

wa)sAsgng

301A8(] Bunndwon v/
Jawoisnd NWZIN
009

U.S. Patent




US 9,271,106 B2

Sheet 7 of 12

Feb. 23, 2016

U.S. Patent

917
321A9(]

bunndwon
Jawoisny
NCIN

Lz
921A8(]

bunndwon
Jawoisna
NCIN

901
WaISASONS
1apinoid
sSuUoIN|0S

NCIN

- Y01
OL1L 921N
#1OMION Aemalen
SSO|BJIAN AZIN
80/
A4

@OT/. NZIN

140/

00L

¢-C0L
Julod pud]

-C0L

julod pu-
NCIN




US 9,271,106 B2

Sheet 8 of 12

Feb. 23, 2016

U.S. Patent

3

TS SINGLNY
TAIIN09S | PAST SO0 U9 bung eSS ETE S[ERINELS

.

008



U.S. Patent Feb. 23, 2016 Sheet 9 of 12 US 9,271,106 B2

900

Maintain data representative of a plurality of distinct data processing schemes
associated with a plurality of network services
902

Recelve a plurality of data streams from a single M2M gateway device
904

ldentify a data stream included in the plurality of data streams as corresponding to a
network service included in the plurality of network services
906

Process, in response to the identification, the data stream in accordance with a data
processing scheme associated with the network service and included in the plurality
of distinct data processing schemes
908

End




U.S. Patent Feb. 23, 2016 Sheet 10 of 12 US 9,271,106 B2

1000

™

Concurrently receive an M2M data stream and a non-M2M data stream from a single
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1006
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End

Fig. 10
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METHODS AND SYSTEMS FOR PROVIDING
MULTIPLE NETWORK SERVICES BY WAY
OF A SINGLE MACHINE-TO-MACHINE
GATEWAY DEVICE

BACKGROUND INFORMATION

Machine-to-machine (“M2M”) technology 1s a growing
industry designed to communicatively connect machines to
one another. An M2M solutions provider uses M2M technol-
ogy to provide an M2M solution to a customer. For example,
an M2M solutions provider may provide a customer such as a
trucking company with an M2M solution that communica-
tively connects the trucking company’s fleet of trucks to a
company computing system (e.g., a personal or server coms-
puter operated by the trucking company). Company person-
nel may utilize the company computing system to monitor
and/or control the fleet of trucks by way of the M2M solution.

To facilitate M2M communication, an M2M device (1.e., a
device that includes a cellular modem capable of communi-
cating by way of an M2M platform) may be installed within
an automobile, home, or other premises that has equipment
and/or devices that are to be momtored utilizing M2M tech-
nology. For example, a wireless enabled telematics control
unit (“T'CU”) may be installed within an automobile and used
to wirelessly provide safety, security and diagnostics (“SSD”)
data associated with the automobile to a SSD company (e.g.,
OnStar). As another example, a wireless enabled utility meter
may be installed within a home and used to wirelessly trans-
mit power consumption data associated with the home to a
utility company.

A conventional M2M device transmits and receives M2M
data by way of a wireless connection associated with a single
subscription plan paid for by a single entity (e.g., a customer
of an M2M solutions provider). Hence, only a single network
service paid for by a single entity may be provided by way of
a conventional M2M device. For example, a wireless enabled
TCU thathas been installed within an automobile and that has
been configured to be used to provide an SSD service may not
be concurrently used to provide another type of network
service (e.g., a non-M2M network service such as a mobile
broadband service). Unfortunately, this does not take advan-
tage of the relatively high bandwidth wireless connections
(e.g., Long Term Evolution (“L'TE”) connections) which
could simultaneously support multiple network services and
that are now available to many M2M devices.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings illustrate various embodi-
ments and are a part of the specification. The illustrated
embodiments are merely examples and do not limit the scope
of the disclosure. Throughout the drawings, identical or simi-
lar reference numbers designate identical or similar elements.

FIG. 1 1llustrates an exemplary M2M system according to
principles described herein.

FIG. 2 illustrates an exemplary implementation of the
M2M system of FIG. 1 according to principles described
herein.

FI1G. 3 1llustrates various components of an M2M solutions
provider subsystem according to principles described herein.

FI1G. 4 shows an exemplary configuration in which a plu-
rality of data streams are recerved by an M2M solutions
provider subsystem according to principles described herein.

FI1G. 5 1llustrates various components of an M2M gateway
device according to principles described herein.
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FIG. 6 shows an exemplary implementation of the M2M
system of FIG. 1 according to principles described herein.

FIG. 7 shows an exemplary implementation of the M2M
system of FIG. 1 according to principles described herein.

FIG. 8 shows an exemplary look up table that may be
maintained by an M2M solutions provider subsystem accord-
ing to principles described herein.

FIG. 9 illustrates an exemplary method of providing mul-
tiple network services by way of a single M2M gateway
device according to principles described herein.

FIG. 10 illustrates another exemplary method of providing
multiple network services by way of a single M2M gateway
device according to principles described herein.

FIG. 11 1llustrates another exemplary method of providing
multiple network services by way of a single M2M gateway
device according to principles described herein.

FIG. 12 illustrates an exemplary computing device accord-
ing to principles described herein.

DETAILED DESCRIPTION OF PREFERRED
EMBODIMENTS

Methods and systems for providing multiple network ser-
vices by way of a single machine-to-machine (“M2M”) gate-
way device are described herein. As will be described below,
an M2M solutions provider subsystem may 1) maintain data
representative of a plurality of distinct data processing
schemes associated with a plurality of network services, 2)
receive a plurality of data streams from a single M2M gate-
way device, 3) identily a data stream included 1n the plurality
of data streams as corresponding to a network service
included 1n the plurality of network services, and 4) process,
in response to the identification, the data stream 1n accordance
with a data processing scheme associated with the network
service.

To 1llustrate, an M2M solutions provider subsystem may
concurrently receive first and second data streams from a
single M2M gateway device. The M2M solutions provider
subsystem may 1dentily the first data stream as corresponding,
to a first network service (e.g., an M2M network service such
as an SSD service) and the second data stream as correspond-
ing to a second network service (e.g., another M2M network
service or a non-M2M network service such as a mobile
broadband service). The M2M solutions provider subsystem
may then process the first and second data streams 1n accor-
dance with different data processing schemes. For example,
the M2M solutions provider subsystem may bill a first entity
for data included in the first data stream and a second entity
for data included 1n the second data stream, provide different
quality of service levels for the first and second data streams,
provide different security levels for the first and second data
streams, and/or otherwise differently process the first and
second data streams.

As used herein, “network services” may include any com-
bination of M2M network services (1.e., network services that
utilize M2M technology such as SSD services, pay-as-you-
g0 (“PAYD”) insurance services, device monitoring services,
etc.) and non-M2M network services (1.e., network services
that traditionally do not utilize M2M technology such as
mobile broadband services, mobile advertising services,
volce communication services, efc.).

Numerous advantages and benefits are associated with the
methods and systems described herein. For example, an M2M
wireless connection (e.g., an LTE connection identified by the
M2M solutions provider subsystem with a single subscription
identifier such as IMSI or MSISDN) between a single M2M

gateway device and an M2M solutions provider subsystem
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that provides a particular M2M network service by way of the
M2M gateway device may be leveraged to provide other
M2M network services and/or non-M2M network services by
way of the M2M gateway device. This may obviate the need
to provide multiple transport subscriptions and/or to install
multiple M2M gateway devices (e.g., multiple wireless mod-

ules) within an automobile, building, or other premises where
it 1s desirable to provide multiple M2M and/or non-M2M
network services. This, 1 turn, may reduce the cost of pro-
viding network services by way of an M2M gateway device,
facilitate increased use of M2M technology, and take advan-
tage of the availability of relatively high bandwidth wireless
connections (e.g., LTE connections).

To 1llustrate, an automobile manufacturer may install a
wireless module (e.g., a wireless enabled TCU) within an
automobile. The wireless module may be used itially to
provide an SSD service (e.g., aservice provided by OnStar) to
a user of the automobile. Subsequently, the user may enroll 1n
a PAYD isurance service in which an insurance carrier (e.g.,
Progressive) monitors the user’s driving habits and adjusts
the user’s automobile msurance rates accordingly. Utilizing,
the methods and systems described herein, the wireless mod-
ule may be leveraged to provide both of these M2M network
services, thereby obviating the need for the imnsurance carrier
to install another wireless module within the automobile 1n
order to provide the PAYD insurance service. For example,
the wireless module may be configured to concurrently trans-
mit an M2M data stream associated with the SSD service and
an M2M data stream associated with the PAYD insurance
service to an M2M solutions provider subsystem, which may
process the data streams differently in accordance with data
processing schemes associated with each of the services (e.g.,
by automatically billing the SSD service provider and the
PAYD insurance service provider for the data included 1n
their respective data streams).

Continuing with this example, various non-M2M network
services may also be provided by way of the wireless module
installed within the automobile. For example, a mobile broad-
band service may be provided to a user within the automobile
by way of the wireless module. Advertisement content may
also be streamed to a computing device within the automobile
by way of the wireless module. The M2M solutions provider
subsystem may track data usage for each of these services and
bill the user for data associated with the mobile broadband
service and a provider of the advertisement content for data
associated with the streaming of the advertisement content.
Additional processing may be performed on the various data
streams provided by the wireless module as will be described
below.

As another example, a wireless enabled utility meter may
be installed within a home and used to wirelessly transmit
power consumption data associated with the home to a utility
company. The wireless enabled utility meter may be lever-
aged to provide one or more other M2M network services
(e.g., one or more appliance monitoring services) as well as
one or more non-M2M network services (e.g., one or more
mobile broadband services, voice communication services,
ctc). It will be recognized that the methods and systems
described herein may be beneficial in many other settings as
may serve a particular implementation.

FIG. 1 illustrates an exemplary M2M system 100. As
shown, system 100 may 1nclude a plurality of end points 102
(e.g., end points 102-1 through 102-N), an M2M gateway
device 104, an M2M solutions provider subsystem 106, and
an M2M customer computing device subsystem 108. Each of
these components will now be described 1n detail.
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End points 102 may include any devices, machines, appa-
ratuses, computing devices, sensors, and/or other assets con-
figured to communicate with and/or be monitored by M2M
customer computing device subsystem 108 by way of M2M
gateway device 104 and M2M solutions provider subsystem
106. For example, end points 102 may include parking
meters, vending machines, digital billboards, utility meters,
appliances, automobiles, personal computers, remotely
deployed field devices, eftc.

In some examples, as will be described below, one or more
end points 102 may be additionally or alternatively be con-
figured to communicate with a non-M2M content provider
subsystem. End points that communicate with and/or are
monitored by M2M customer computing device subsystem
108 will be referred to herein as “M2M end points™ and end
points that communicate with a non-M2M content provider
subsystem will be referred to herein as “non-M2M end
points.”

One or more end points 102 may be associated with (e.g.,
owned by, operated by, and/or managed by) a customer of an
M2M solutions provider. Additionally or alternatively, one or
more end points 102 may be associated with any other entity
(e.g., an end user).

M2M gateway device 104 may include any device config-
ured to provide an M2M communication interface for end
points 102. In other words, M2M gateway device 104 may be
configured to function as a communication gateway or hub
for end points 102. To this end, M2M gateway device 104 may
include communication hardware (e.g., a cellular modem
and/or a subscriber identity module (*SIM”) card) configured
to facilitate communication between end points 102 and
M2M solutions provider subsystem 106 by way of a wireless
network 110. M2M gateway device 104 will be described 1n
more detail below.

In some examples, M2M gateway device 104 may be inte-
grated 1nto or otherwise installed within a particular end point
102. For example, M2M gateway device 104 may be seeded
(1.e., installed) within a particular end point (e.g., an automo-
bile) by an original equipment manufacturer (“OEM”). Alter-
natively, a particular end point 102 (e.g., a vending machine)
may be retrofitted with M2M gateway device 104 after the
end point has already been deployed.

End points 102 may be communicatively coupled to M2M
gateway device 104 1n any suitable manner. For example, one
or more end points 102 may be communicatively coupled to
M2M gateway device by way of one or more wireless con-
nections (e.g., one or more Wiki1, ZigBee, Z-Wave, or other
types of wireless connections) and/or one or more wired
connections (e.g., one or more coaxial cable connections,
Ethernet connections, or other types of wired connections).

M2M customer computing device subsystem 108 may be
implemented by one or more computing devices configured
to communicate with one or more of end points 102 utilizing
M2M technology. For example, M2M customer computing
device subsystem 108 may be implemented by one or more
servers located within one or more data centers operated by
one or more customers of an M2M solutions provider oper-
ating M2M solutions provider subsystem 106.

In some examples, M2M customer computing device sub-
system 108 may be associated with (e.g., owned by, operated
by, and/or managed by) a customer of an M2M solutions
provider. For example, the customer may include an entity
(e.g., a business, person, etc.) that has various computing
devices, machines, sensors, data centers, and/or other assets
that communicate one with another by way of an M2M plat-
form and an M2M solution provided by M2M solutions pro-
vider subsystem 106.
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M2M solutions provider subsystem 106 may include and/
or be implemented by one or more appropriately configured
computing devices, such as one or more server devices
located at one or more data centers, and may be configured to
facilitate M2M communication between M2M customer
computing device subsystem 108 and one or more end points
102. For example, M2M solutions provider subsystem 106
may provide a wireless network (e.g., wireless network 110)
and an M2M platform upon which an M2M solution may be
built for a customer associated with M2M customer comput-
ing device subsystem 108. The customer may accordingly
utilize the M2M solution and underlying M2M platiorm in
order to facilitate M2M communications between various
end points 102 and M2M customer computing device sub-
system 108. M2M solutions provider subsystem 106 will be
described 1n more detail below.

As mentioned, M2M gateway device 104 may communi-
cate with M2M solutions provider subsystem 106 by way of
wireless network 110. Wireless network 110 may include one
or more wireless networks, cellular networks (e.g., 3G, 4G, or
LTE networks), transport networks, and/or carrier-specific
networks capable of carrying data and communications sig-
nals between M2M gateway device 104 and M2M solutions
provider subsystem 106.

Likewise, M2M solutions provider subsystem 106 may be
configured to communicate with M2M customer computing
device subsystem 108 by way of network 112. Network 112
may include one or more wireless networks, cellular net-
works (e.g., 3G, 4G, or LTE networks), carrier-specific net-
works, broadband networks, closed media networks, cable
networks, satellite networks, the Internet, intranets, wide area
networks, local area networks, public networks, private net-
works, optical fiber networks, and/or any other networks or
combination of networks capable of carrying data and com-
munications signals between M2M solutions provider sub-
system 106 and M2M customer computing device subsystem
108.

While networks 110 and 112 are shown to be separate
networks 1 FIG. 1 (e.g., network 110 may include one or
more telecommunication carrier networks and network 112
may include the Internet), 1t will be recognized that, 1n some
examples, networks 110 and 112 may alternatively be a single
network (e.g., a single wireless network).

M2M gateway device 104, M2M solutions provider sub-
system 106, and M2M customer computing device subsystem
108 may communicate using any communication technolo-
gies suitable for transporting data, including known commu-
nication devices, media, and protocols supportive of remote
or local data communications. Examples of such communi-
cation technologies include, but are not limited to, data trans-
mission media, communications devices (e.g., network
devices such as routers, switches, etc.), Transmission Control
Protocol (“TCP”), Internet Protocol (*“IP”"), Hypertext Trans-
ter Protocol (“HTTP”"), Hypertext Transfer Protocol Secure
(“HTTPS”), Session Initiation Protocol (*SIP”), Ethermnet,
and any other suitable communications technologies,
devices, media, and protocols, including any of those dis-
closed herein.

FIG. 2 illustrates an exemplary implementation 200 of
M2M system 100 in which M2M solutions provider sub-
system 106 1s Turther configured to facilitate communication
between one or more of end points 102 and a non-M2M
content provider subsystem 202. Exemplary manners 1in
which M2M solutions provider subsystem 106 facilitates
communication between one or more end points 102 and
non-M2M content provider subsystem 202 will be described
below.
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Non-M2M content provider subsystem 202 may be imple-
mented by one or more computing devices (e.g., one or more
servers) configured to provide non-M2M network content
(e.g., Internet content, advertising content, media content,
etc.) to one or more end points 102 (e.g., one or more non-
M2M end points). To this end, non-M2M content provider
subsystem 202 may be associated with (e.g., owned by, oper-
ated by, and/or managed by) one or more Internet content
providers, advertisement content providers, and/or any other
entity that provides non-M2M network content.

As shown, M2M solutions provider subsystem 106 and
non-M2M content provider subsystem 202 may be config-
ured to communicate with one another by way of network
204. Network 204 may include one or more wireless net-
works, cellular networks (e.g., 3G, 4G, or LTE networks),
carrier-specific networks, broadband networks, closed media
networks, cable networks, satellite networks, the Internet,
intranets, wide area networks, local area networks, public
networks, private networks, optical fiber networks, and/or
any other networks or combination of networks capable of
carrying data and communications signals between M2M
solutions provider subsystem 106 and non-M2M content pro-
vider subsystem 202. In some embodiments, networks 110
and 204 may be implemented by a single network.

FIG. 3 illustrates various components of M2M solutions
provider subsystem 106. As mentioned, M2M solutions pro-
vider subsystem 106 may be configured to facilitate commu-
nication between M2M customer computing device sub-
system 108 and one or more end points 102 and between
non-M2M content provider subsystem 202 and one or more
end points 102. As a result, multiple network services may be
provided (e.g., concurrently) by way of M2M gateway device
104.

As shown, M2M solutions provider subsystem 106 may
include, without limitation, a data processing facility 302, a
data stream management facility 304, and a storage facility
306 sclectively and communicatively coupled to one another.
It will be recognized that although facilities 302-306 are
shown to be separate facilities 1n FIG. 3, any of facilities
302-306 may be combined into fewer facilities, such as into a
single facility, or divided into more facilities as may serve a
particular implementation.

Data processing facility 302 may be configured to perform
one or more data processing operations on data recerved from
M2M gateway device 104. To this end, data processing facil-
ity 302 may maintain data representative ol a plurality of
distinct data processing schemes associated with a plurality
of network services. As will be described below, each data
processing scheme may specily a particular manner in which
data included 1n a particular data stream 1s to be processed by
data processing facility 302 1n order to provide an appropriate
network service.

Data processing facility 302 may maintain data represen-
tative of the plurality of distinct data processing schemes in
any suitable manner. For example, data processing facility
302 may assign a distinct service identifier to each network
service and link the service 1dentifiers within a database to the
data processing schemes that are associated with the network
services. To illustrate, a particular network service may be
assigned a particular service 1dentifier. Data processing facil-
ity 302 may then link the network identifier to a data process-
ing scheme that 1s associated with the particular network
service within a database. In this manner, as will be 1llustrated
below, data processing facility 302 may readily identity a
particular data processing scheme that 1s to be applied to a
particular data stream received from the single M2M gateway
device.
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Data stream management facility 304 may be configured to
perform one or more data stream management operations. For
example, data stream management facility 304 may receive a
plurality of data streams from a single M2M gateway device
(e.g., M2M gateway device 104) and 1dentify a data stream
included 1n the plurality of data streams as corresponding to a
particular network service included in the plurality of net-
work services for which data processing schemes are main-
tained by data processing facility 302.

Data stream management facility 304 may receive the plu-
rality of data streams 1n any suitable manner. For example,
data stream management facility 304 may recerve the plural-
ity of data streams by way of a single wireless connection
(e.g.,an L'TE connection) between M2M gateway device 104
and M2M solutions provider subsystem 106. The plurality of
data streams may be received concurrently, at different times,
or 1n any other suitable manner as may serve a particular
implementation.

Data stream management facility 304 may identily a data
stream as corresponding to a particular network service in any
suitable manner. For example, data stream management facil-
ity 304 may identily an attribute associated with the data
stream and determine that the attribute corresponds to a ser-
vice 1dentifier assigned to the network service. The attribute
may include any suitable attribute associated with the data
stream. For example, the attribute may include an access
point name (“APN”) associated with the data stream, a des-
tination IP address associated with the data stream, a phone
number associated with the data stream, a transmission pro-
tocol associated with the data stream, and/or an open standard
identifier associated with the data stream. The attribute may
be 1dentified by analyzing data (e.g., header information)
included within the data stream or any other suitable manner
as may serve a particular implementation.

Once a data stream has been identified by data stream
management facility 304 as corresponding to a particular
network service, data processing facility 302 may process the
data stream in accordance with a data processing scheme
associated with the network service. For example, the data
processing scheme may specily a particular entity respon-
sible for payment for the network service, a quality of service
level associated with the network service, and/or a security
level associated with the network service. Hence, data pro-
cessing facility 302 may process the data stream by billing the
responsible entity for data included 1n the data stream, pro-
viding the quality of service level specified by the data pro-
cessing scheme for the data stream, and/or providing the
security level specified by the data processing scheme for the
data stream. Examples of this will be provided in more detail
below.

Data processing facility 302 may be further configured to
route the data stream to an appropriate destination. For
example, data processing facility 302 may 1dentily a destina-
tion address associated with (e.g., included within) the data
stream and route the data stream to a destination (e.g., M2M
customer computing device subsystem 108 or non-M2M con-
tent provider subsystem 202) that corresponds to the destina-
tion address.

To 1llustrate, FI1G. 4 shows an exemplary configuration 400
in which a plurality of data streams 402 (e.g., data streams
402-1 through 402-N) are received by M2M solutions pro-
vider subsystem 106 from M2M gateway device 104. As
shown, data streams 402 may be transmitted by M2M gate-
way device 104 by way of a single wireless connection 404
(e.g., 1n the form of a transport stream 1dentified by a single
network 1dentifier). As described above, M2M solutions pro-
vider subsystem 106 may process each data stream 402 in
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accordance with a distinct data processing scheme 406 (e.g.,
data processing scheme 406-1 may be applied to data stream
402-1, data processing scheme 406-2 may be applied to data
stream 402-2, and data processing scheme 406-N may be
applied to data stream 402-N). The processed data streams
408 (c.g., data streams 408-1 through 408-N) may then be
routed to different destinations 410 (e.g., destinations 410-1
through 410-N).

It will be recognized that data processing facility 302 may
similarly process data streams intended for end points 102
and provided by M2M customer computing subsystem 108
and non-M2M content provider subsystem 202. To 1llustrate,
with reference again to FIG. 2, end point 102-1 may provide
a data stream associated with a particular service to M2M
gateway device 104, which may in turn transmit the data
stream to M2M solutions provider subsystem 106. M2M
solutions provider subsystem 106 (1.¢., data processing facil-
ity 302) may process the data stream 1n accordance with a
particular data processing scheme and route the processed
data stream to a destination computing device that provides
the network service (e.g., a computing device that imple-
ments M2M customer computing device subsystem 108 or
non-M2M content provider subsystem 202). M2M solutions
provider subsystem 106 may subsequently receive an addi-
tional data stream associated with the network service from
the destination computing device that 1s intended for end
point 102-1 and process the additional data stream 1n accor-
dance with the same data processing scheme.

Returning to FIG. 3, storage facility 306 may be configured
to store data processing scheme data 308 representative of
data processing schemes maintained by data processing facil-
ity 302 and stream data 310 representative of or otherwise
associated with data streams received from M2M gateway
device 104. Storage facility 306 may maintain additional or
alternative data as may serve a particular implementation.

FIG. 5 1illustrates various components of M2M gateway
device 104. As shown, M2M gateway device 104 may
include, without limitation, an interface facility 502, a service
management facility 504, and a storage facility 506 selec-
tively and communicatively coupled to one another. It will be
recognized that although facilities 502-506 are shown to be
separate facilities 1n FIG. 5, any of facilities 502-506 may be
combined 1nto fewer facilities, such as 1into a single facility, or
divided 1nto more facilities as may serve a particular imple-
mentation.

Interface facility 502 may be configured to provide an
interface between M2M gateway device 104 and end points
102 as well as between M2M gateway device 104 and M2M
solutions provider subsystem 106. For example, interface
facility 502 may establish a wireless connection with M2M
solutions provider subsystem 106 to provide an M2M net-
work service to an M2M end point (e.g., end point 102-1)
communicatively coupled to M2M gateway device 104. Inter-
face facility 502 may subsequently recerve M2M data (i.e.,
data intended for M2M customer computing device sub-
system 108) from the M2M end point and transmit the M2M
data to the M2M solutions provider subsystem 106 by way of
the wireless connection.

Service management facility 504 may be configured to
perform one or more network service management opera-
tions. For example, service management facility 504 may
leverage the wireless connection established by interface
tacility 502 to provide a non-M2M network service by way of
the wireless connection to a non-M2M end point (e.g., end
poimnt 102-2) commumnicatively coupled to M2M gateway
device 104. This may be performed 1n any suitable manner.
For example, service management facility 504 may direct
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interface facility 502 to recerve non-M2M data (1.e., data
intended for non-M2M content provider subsystem 202)
from the non-M2M end point and transmit the non-M2M data
to M2M solutions provider subsystem 106 by way of the
wireless connection.

In some examples, the M2M data and the non-M2M data
are transmitted concurrently (1.e., during periods of time that
at least partially overlap) to M2M solutions provider sub-
system 106. In other examples, the M2M data and the non-
M2M data are transmitted during different periods of time
that do not overlap.

M2M solutions provider subsystem 106 may process the
M2M data and the non-M2M data 1n accordance with differ-
ent data processing schemes and route the processed M2M
data to M2M customer computing device subsystem 108 and
the processed non-M2M data to non-M2M content provider
subsystem 202.

Storage facility 506 may be configured to store M2M data
508 provided by or otherwise associated with one or more
M2M end points and non-M2M data 510 provide by or oth-
erwise associated with one or more non-M2M end points.
Storage facility 506 may maintain additional or alternative
data as may serve a particular implementation.

Various examples of providing multiple network services
by way of a single M2M gateway device will now be
described. It will be recognized that the examples provided
herein are merely exemplary of the many different ways in
which multiple network services may be provided by way of
a single M2M gateway device.

FIG. 6 shows an exemplary implementation 600 of M2M
system 100 1n which an M2M end point 602-1 and a non-
M2M end point 602-2 are communicatively coupled to M2M
gateway device 104. As shown, M2M end point 602-1 may
transmit an M2M data stream 604 (1.c., a data stream that
includes M2M data and that 1s intended for M2M customer
computing device subsystem 108) to M2M gateway device
104. Likewise, non-M2M end point 602-2 may transmit a
non-M2M data stream 606 (1.c., a data stream that includes
non-M2M data and that 1s intended for non-M2M content
provider subsystem 202) to M2M gateway device 104. In
some examples, M2M data stream 604 and non-M2M data
stream 606 are transmitted concurrently to M2M gateway
device 104.

As shown, M2M gateway device 104 may route both M2M
data stream 604 and non-M2M data stream 606 through wire-
less network 110 to M2M solutions provider subsystem 106
by way of a single wireless connection 608 (e.g., 1n the form
ol a transport stream). M2M solutions provider subsystem
106 may receive (e.g., concurrently) M2M data stream 604
and non-M2M data stream 606, 1dentify M2M data stream
604 as corresponding to an M2M network service, and 1den-
tify non-M2M data stream 606 as corresponding to a non-
M2M network service. M2M solutions provider subsystem
106 (1.e., data processing facility 302) may then process M2M
data stream 604 1n accordance with a data processmg scheme
that corresponds to the M2M network service and non-M2M
data stream 606 1n accordance with a data processing scheme
that corresponds to the non-M2M network service.

For example, as shown 1n FIG. 6, M2M solutions provider
subsystem 106 may route the processed M2M data stream
(1.e., data stream 610) to M2M customer computing device
subsystem 108 and the processed non-M2M data stream (1.€.,
data stream 612) to non-M2M content provider subsystem
202. M2M solutions provider subsystem 106 may be further
configured to bill a first entity associated with the M2M
network service for data associated with the M2M network
service that 1s transmitted back and forth between M2M end
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point 602-1 and M2M customer computing device subsystem
108 (e.g., for data included 1n data streams 604 and 610) and
a second enfity associated with the non-M2M network ser-
vice for data associated with the non-M2M network service
that 1s transmitted back and forth between non-M2M end
point 602-2 and non-M2M content provider subsystem 202
(e.g., for data included in data streams 606 and 612), provide
different quality of service and/or security levels for M2M
data stream 604 and non-M2M data stream 606, and/or oth-
erwise process data streams 604 and 606 as may serve par-
ticular implementation.

While FIG. 6 shows that an M2M network service and a
non-M2M network service are provided by way of M2M
gateway device 104, 1t will be recognized that multiple M2M
network services (to the exclusion of non-M2M network ser-
vices 1n some examples) may also be provided by way of
M2M gateway device 104 1n a stmilar manner. For example,
FIG. 7 shows an exemplary implementation 700 of M2M
system 100 1n which first and second M2M end points 702-1
and 702-2 (collectively “M2M end points 702”") are commu-
nicatively coupled to M2M gateway device 104. As shown,
M2M end point 702-1 and M2M end point 702-2 may trans-
mit M2M data streams 704 and 706, respectively, to M2M
gateway device 104.

M2M gateway device 104 may route both M2M data
streams 704 and 706 through wireless network 110 to M2M
solutions provider subsystem 106 by way of a single wireless
connection 708 (e.g., in the form of a transport stream). M2M
solutions provider subsystem 106 may receive (e.g., concur-
rently) M2M data streams 704 and 706, identity M2M data
stream 704 as corresponding to a first M2M network service,
and 1dentify M2M data stream 706 as corresponding to a
second M2M network service. M2M solutions provider sub-
system 106 (1.¢., data processing facility 302) may then pro-
cess M2M data stream 704 1n accordance with a data process-
ing scheme that corresponds to the first M2M network service
and M2M data stream 706 1n accordance with a data process-
ing scheme that corresponds to the second M2M network
service.

For example, as shown in FIG. 7, M2M solutions provider
subsystem 106 may route the processed M2M data stream
704 (1.e., data stream 710) to a first M2M customer computing
device 712 configured to provide the first M2M network
service. Likewise, M2M solutions provider subsystem 106
may route the processed M2M data stream 706 (1.e., data
stream 714) to a second M2M customer computing device
716 configured to provide the second M2M network service.
M2M solutions provider subsystem 106 may be further con-
figured to bill a first entity associated with the first M2M
network service for data associated with the first M2M net-
work service that 1s transmitted back and forth between M2M
end point 702-1 and M2M customer computing device 712
(e.g., for data included 1n data streams 704 and 710) and a
second entity associated with the second M2M network ser-
vice for data associated with the second M2M network ser-
vice that 1s transmitted back and forth between M2M end
point 702-2 and M2M customer computing device 716 (e.g.,
for data included 1n data streams 706 and 714), provide dii-
ferent quality of service and/or security levels for M2M data
streams 704 and 706, and/or otherwise process M2M data
streams 704 and 706 as may serve particular implementation.

As mentioned, M2M solutions provider subsystem 106
(1.e., data processing facility 302) may maintain data repre-
sentative of a plurality of distinct data processing schemes 1n
any suitable manner. For example, M2M solutions provider
subsystem 106 may assign a distinct service identifier to each
of a plurality of network services and link the service identi-
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fiers within a database to the data processing schemes that are
associated with the network services.

To 1llustrate, FIG. 8 shows an exemplary look up table 800
that may be maintained within a database by M2M solutions
provider subsystem 106. As shown, look up table 800 may
include a plurality of entries 802 (e.g., entries 802-1 through
802-4) each corresponding to a particular network service. As
shown, each network service has been assigned a service
identifier (e.g., service identifiers S1-S4). Each service iden-
tifier 1s linked to one or more data stream attributes and one or
more fields that constitute a particular data processing
scheme. To 1illustrate, look up table 800 shows that service
identifier S1 1s linked to data stream attributes “A1”” and “A4”
as well as to a data processing scheme that specifies a billing
entity of “Enftity A, a quality of service level of “QQ1,” and a
security level of “SL17. Likewise, service identifiers S2
through S4 are linked to the various data stream attributes and
data processing schemes shown 1n entries 802-2 through 802-
4.

For purposes of this example, a data stream may have one
of five different data stream attributes labeled “A1” through
“AS” As described above, each data stream attribute may
specily an access point name (“APN”) associated with the
data stream, a destination IP addresses associated with the
data stream, a phone number associated with the data stream,
a transmission protocol associated with the data stream, an
open standard identifier associated with the data stream, and/
or any other attribute of the data stream as may serve a
particular implementation.

Likewise, for purposes of this example, a particular data
processing scheme may specily one of four different billing
entities labeled “Entity A” through “Entity D,” one of four
different quality of service levels labeled “Q1” through “(Q4,”
and one of four different security levels labeled “SL1”
through “SLL4.” Each quality of service level specifies a par-
ticular set of quality-related attributes that are to be associated
with the data stream (e.g., a bandwidth level, a signal-to-noise
ratio level, a bit rate, a latency, etc.). Each security level
specifies a particular set of security-related attributes that are
to be associated with the data stream (e.g., an encryption
scheme used to encrypt data within the data stream, a domain-
specific security setting to be used for the data stream, etc.).

Using look up table 800, M2M solutions provider sub-
system 106 may readily identify a particular data processing
scheme that 1s to be applied to a particular data stream
received from M2M gateway device 104. To illustrate, M2M
solutions provider subsystem 106 may recerve a data stream
from M2M gateway device 104 and determine that the data
stream has a data stream attribute of “A4” (e.g., by analyzing
header information included 1n the data stream). M2M solu-
tions provider subsystem 106 may then use look up table 800
to determine that the data stream attribute of “A4” 1s linked to
a service 1dentifier of “S1.” M2M solutions provider sub-
system 106 may accordingly process the data stream 1n accor-
dance with the data processing scheme specified 1n entry
802-1 by billing the entity named “Entity A” for data included
in the data stream, providing a quality of service level o1 “Q1”
tor the data stream, and providing a security level o “SL1"" for
the data stream.

FIG. 9 1llustrates an exemplary method 900 of providing
multiple network services by way of a single M2M gateway
device. While FI1G. 9 illustrates exemplary steps according to
one embodiment, other embodiments may omit, add to, reor-
der, and/or modily any of the steps shown in FIG. 9. One or
more of the steps shown 1n FIG. 9 may be performed by M2M
solutions provider subsystem 106 and/or any implementation
thereof.
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In step 902, an M2M solutions provider subsystem main-
tains data representative of a plurality of distinct data process-
ing schemes associated with a plurality of network services.
Step 902 may be performed in any of the ways described
herein.

In step 904, the M2M solutions provider subsystem
receives a plurality of data streams from a single M2M gate-
way device. Step 904 may be performed 1n any of the ways
described herein.

In step 906, the M2M solutions provider subsystem 1den-
tifies a data stream 1ncluded 1n the plurality of data streams as
corresponding to a network service included in the plurality
ol network services. Step 906 may be performed 1n any of the
ways described herein.

In step 908, the M2M solutions provider subsystem pro-
cesses, 1n response to the identification, the data stream 1n
accordance with a data processing scheme associated with the
network service and included 1n the plurality of distinct data
processing schemes. Step 908 may be performed 1n any of the
ways described herein.

FIG. 10 1llustrates another exemplary method 1000 of pro-
viding multiple network services by way of a single M2M
gateway device. While FIG. 10 illustrates exemplary steps
according to one embodiment, other embodiments may omiut,
add to, reorder, and/or modily any of the steps shown in FIG.
10. One or more of the steps shown in FIG. 10 may be
performed by M2M solutions provider subsystem 106 and/or
any implementation thereof.

In step 1002, an M2M solutions provider subsystem con-
currently receives an M2M data stream and a non-M2M data
stream from a single M2M gateway device by way of a single
wireless connection. Step 1002 may be performed in any of
the ways described herein.

In step 1004, the M2M solutions provider subsystem 1den-
tifies the M2M data stream as corresponding to an M2M
network service and the non-M2M data stream as corre-
sponding to a non-M2M network service. Step 1004 may be
performed 1n any of the ways described herein.

In step 1006, the M2M solutions provider subsystem 1den-
tifies a {first entity responsible for payment for the M2M
network service and a second entity responsible for payment
for the non-M2M network service. Step 1006 may be per-
formed 1n any of the ways described herein.

In step 1008, the M2M solutions provider subsystem bills
the 1dentified first entity for data included m the M2M data
stream and the identified second entity for data included 1n the
non-M2M data stream. Step 1008 may be performed 1n any of
the ways described herein.

FIG. 11 illustrates another exemplary method 1100 of pro-
viding multiple network services by way of a single M2M
gateway device. While FIG. 11 illustrates exemplary steps
according to one embodiment, other embodiments may omit,
add to, reorder, and/or modily any of the steps shown 1n FIG.
11. One or more of the steps shown i FIG. 11 may be
performed by M2M gateway device 104 and/or any imple-
mentation thereof.

In step 1102, an M2M gateway device establishes a wire-
less connection with an M2M solutions provider subsystem
to provide an M2M network service to an M2M end point
communicatively coupled to the M2M gateway device. Step

1102 may be performed 1n any of the ways described herein.

In step 1104, the M2M gateway device recetves M2M data
from the M2M end point. Step 1104 may be performed 1n any
of the ways described herein.
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In step 1106, the M2M gateway device transmits the M2M
data to the M2M solutions provider subsystem by way of the
wireless connection. Step 1106 may be performed in any of
the ways described herein.

In step 1108, the M2M gateway device leverages the wire-
less connection to provide a non-M2M network service by
way ol the wireless connection to a non-M2M end point
communicatively coupled to the M2M gateway device. Step
1108 may be performed 1n any of the ways described herein.

In certain embodiments, one or more of the processes
described herein may be implemented at least 1n part as
instructions embodied 1n a non-transitory computer-readable
medium and executable by one or more computing devices. In
general, a processor (€.g., a miCroprocessor ) receives mstruc-
tions, from a non-transitory computer-readable medium,
(e.g., a memory, etc.), and executes those instructions,
thereby performing one or more processes, including one or
more of the processes described hereimn. Such instructions
may be stored and/or transmitted using any of a variety of
known computer-readable media.

A computer-readable medium (also referred to as a proces-
sor-readable medium) includes any non-transitory medium
that participates 1n providing data (e.g., instructions) that may
be read by a computer (e.g., by a processor of a computer).
Such a medium may take many forms, including, but not
limited to, non-volatile media, and/or volatile media. Non-
volatile media may include, for example, optical or magnetic
disks and other persistent memory. Volatile media may
include, for example, dynamic random access memory
(“DRAM”), which typically constitutes a main memory.
Common forms ol computer-readable media include, for
example, a disk, hard disk, magnetic tape, any other magnetic
medium, a CD-ROM, DVD, any other optical medium, a
RAM, a PROM, an EPROM, a FLASH-EEPROM, any other
memory chip or cartridge, or any other tangible medium from
which a computer can read.

FI1G. 12 1illustrates an exemplary computing device 1200
that may be configured to perform one or more of the pro-
cesses described herein. As shown i FIG. 12, computing
device 1200 may include a communication interface 1202, a
processor 1204, a storage device 1206, and an input/output
(“I/0O”) module 1208 communicatively connected via a com-
munication infrastructure 1210. While an exemplary comput-
ing device 1200 1s shown 1n FIG. 12, the components 1llus-
trated in FI1G. 12 are not intended to be limiting. Additional or
alternative components may be used 1n other embodiments.
Components of computing device 1200 shown 1n FIG. 12 will
now be described 1n additional detal.

Communication interface 1202 may be configured to com-
municate with one or more computing devices. Examples of
communication interface 1202 include, without limitation, a
wired network interface (such as a network interface card), a
wireless network 1nterface (such as a wireless network inter-
face card), a modem, an audio/video connection, and any
other suitable interface.

Processor 1204 generally represents any type or form of
processing unit capable of processing data or interpreting,
executing, and/or directing execution of one or more of the
istructions, processes, and/or operations described herein.
Processor 1204 may direct execution of operations 1n accor-
dance with one or more applications 1212 or other computer-
executable instructions such as may be stored in storage
device 1206 or another computer-readable medium.

Storage device 1206 may include one or more data storage
media, devices, or configurations and may employ any type,
form, and combination of data storage media and/or device.
For example, storage device 1206 may include, but 1s not
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limited to, a hard drive, network drive, flash drive, magnetic
disc, optical disc, random access memory (“RAM™), dynamic
RAM (*DRAM”), other non-volatile and/or volatile data
storage units, or a combination or sub-combination thereof.
Electronic data, including data described herein, may be tem-
porarily and/or permanently stored in storage device 1206.
For example, data representative of one or more executable
applications 1212 configured to direct processor 1204 to per-
form any of the operations described herein may be stored
within storage device 1206. In some examples, data may be
arranged 1n one or more databases residing within storage
device 1206.

I/O module 1208 may be configured to receive user input
and provide user output and may include any hardware, firm-
ware, soltware, or combination thereof supportive of input
and output capabilities. For example, I/O module 1208 may
include hardware and/or software for capturing user nput,
including, but not limited to, a keyboard or keypad, a touch
screen component (e.g., touch screen display), a receiver
(e.g., an RF or inifrared receiver), and/or one or more input
buttons.

I/0 module 1208 may include one or more devices for
presenting output to a user, including, but not limited to, a
graphics engine, a display (e.g., a display screen, one or more
output drivers (e.g., display drivers), one or more audio
speakers, and one or more audio drivers. In certain embodi-
ments, /O module 1208 1s configured to provide graphical
data to a display for presentation to a user. The graphical data
may be representative of one or more graphical user inter-
faces and/or any other graphical content as may serve a par-
ticular implementation.

In some examples, any of the systems, subsystems, and/or
tacilities described herein may be implemented by or within
one or more components of computing device 1200. For
example, one or more applications 1212 residing within stor-
age device 1206 may be configured to direct processor 1204
to perform one or more processes or functions associated with
data processing facility 302, data stream management facility
304, interface facility 502, and/or service management facil-
ity 504. Likewise, storage facility 306 and/or storage facility
506 may be implemented by or within storage device 1206.

In the preceding description, various exemplary embodi-
ments have been described with reference to the accompany-
ing drawings. It will, however, be evident that various modi-
fications and changes may be made thereto, and additional
embodiments may be implemented, without departing from
the scope of the invention as set forth 1n the claims that follow.
For example, certain features of one embodiment described
herein may be combined with or substituted for features of
another embodiment described herein. The description and
drawings are accordingly to be regarded in an illustrative
rather than a restrictive sense.

What 1s claimed 1s:

1. A method comprising:

maintaining, by a machine-to-machine (“M2M”) solutions

provider subsystem, data representative of a plurality of
distinct data processing schemes associated with a plu-
rality of network services;

recewving, by the M2M solutions provider subsystem, a

plurality of data streams from a single M2M gateway
device;

identitying, by the M2M solutions provider subsystem, a

data stream 1ncluded in the plurality of data streams as
corresponding to a network service included 1n the plu-
rality of network services;

processing, by the M2M solutions provider subsystem 1n

response to the identifying of the data stream as corre-
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sponding to the network service, the data stream in
accordance with a data processing scheme associated
with the network service and included 1n the plurality of
distinct data processing schemes;
identifying, by the M2M solutions provider subsystem, an
additional data stream included 1n the plurality of data
streams as corresponding to an additional network ser-
vice mcluded 1n the plurality of network services; and

processing, by the M2M solutions provider subsystem 1n
response to the identifying of the additional data stream
as corresponding to the additional network service, the
additional data stream 1n accordance with an additional
data processing scheme associated with the additional
network service and included in the plurality of distinct
data processing schemes,

wherein

the network service 1s an M2M network service and the
data stream 1s an M2M data stream, and

the additional network service 1s a non-M2M network
service and the additional data stream 1s a non-M2M
data stream,

wherein the processing of the data stream 1n accordance

with the data processing scheme associated with the

network service comprises:

identifying a first entity responsible for payment for the
M2M network service and billing the identified first
entity for data included in the M2M data stream,

identifying a first quality of service level associated with
the M2M network service and providing the identified
first quality of service level for the M2M data stream,
and

identifying a first security level associated with the
M2M network service and providing the identified
first security level for the M2M data stream, and

wherein the processing of the additional data stream 1n

accordance with the additional data processing scheme

associated with the additional network service com-

Prises:

identifying a second entity responsible for payment for
the non-M2M network service and billing the 1denti-
fied second entity for data included in the non-M2M
data stream, the second entity being ditferent than the
first entity,

identifying a second quality of service level associated
with the non-M2M network service and providing the
identified second quality of service level for the non-
M2M data stream, the second quality of service level
being different than the first quality of service level,
and

identifying a second security level associated with the
non-M2M network service and providing the identi-
fied second security level for the non-M2M data
stream, the second security level being different than
the first security level.

2. The method of claim 1, wherein the maintaining of the
data representative of the plurality of distinct data processing
schemes comprises:

assigning a distinct service identifier to the network ser-

vice; and

linking the distinct service identifier to the data processing

scheme associated with the network service within a
database.

3. The method of claim 2, wherein the 1dentifying of the
data stream as corresponding to the network service com-
Prises:

identifying an attribute associated with the data stream:;

and
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determiming that the attribute corresponds to the distinct

service 1dentifier assigned to the network service.
4. The method of claim 3, wherein the attribute comprises
at least one of an access point name (“APN”) associated with
the data stream, a destination Internet protocol (“IP”) address
associated with the data stream, a phone number associated
with the data stream, a transmission protocol associated with
the data stream, and an open standard identifier associated
with the data stream.
5. The method of claim 1, wherein the receiving of the
plurality of data streams from the single M2M gateway device
comprises concurrently recerving the plurality of data
streams from the single M2M gateway device by way of a
single wireless connection.
6. The method of claim 5, wherein the single wireless
connection 1s a Long Term Evolution (“LTE”) connection.
7. The method of claim 1, wherein the data stream 1s
provided by an end point communicatively coupled to the
M2M gateway device, and wherein the method further com-
Prises:
receving, by the M2M solutions provider subsystem,
another data stream intended for the end point from a
computing device that provides the network service; and

processing, by the M2M solutions provider subsystem, the
another data stream 1n accordance with the data process-
ing scheme.

8. The method of claim 1, embodied as computer-execut-
able istructions on at least one non-transitory computer-
readable medium.

9. A method comprising: concurrently recerving, by a
machine-to-machine (“M2M™) solutions provider sub-
system, an M2M data stream and a non-M2M data stream
from a single M2M gateway device by way of a single wire-
less connection;

identitying, by the M2M solutions provider subsystem, the

M2M data stream as corresponding to an M2M network
service and the non-M2M data stream as corresponding,
to a non-M2M network service;

identitying, by the M2M solutions provider subsystem, a

first entity responsible for payment for the M2M net-
work service and a second entity responsible for pay-
ment for the non-M2M network service;

billing, by the M2M solutions provider subsystem, the

identified first entity for data included 1n the M2M data
stream and the 1dentified second entity for data included
in the non-M2M data stream:;
identitying, by the M2M solutions provider subsystem, a
first quality of service level associated with the M2M
network service and a second quality of service level
associated with the non-M2M network service:

providing, by the M2M solutions provider subsystem, the
first quality of service level for the M2M data stream and
the second quality of service level for the non-M2M data
stream;

identitying, by the M2M solutions provider subsystem, a

first security level associated with the M2M network
service and a second security level associated with the
non-M2M network service; and

providing, by the M2M solutions provider subsystem, the

first security level for the M2M data stream and the
second security level for the non-M2M data stream.

10. The method of claim 9, embodied as computer-execut-
able instructions on at least one non-transitory computer-
readable medium.

11. A method comprising:

establishing, by a machine-to-machine (“M2M”) gateway

device, a wireless connection with an M2M solutions
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provider subsystem to provide an M2M network service
to an M2M end point communicatively coupled to the
M2M gateway device;
receiving, by the M2M gateway device, M2M data from
the M2M end point, the M2M data comprising an
attribute corresponding to a data processing scheme
associated with the M2M network service;
transmitting, by the M2M gateway device, the M2M data to
the M2M solutions provider subsystem by way of the
wireless connection for processing in accordance with
the data processing scheme associated with the M2M
network service; and
leveraging, by the M2M gateway device, the wireless con-
nection to provide a non-M2M network service by way
of the wireless connection to a non-M2M end point
communicatively coupled to the M2M gateway device,
the leveraging comprising:
receiving non-M2M data from the non-M2M end point,
the non-M2M data comprising another attribute cor-
responding to another data processing scheme asso-
ciated with the non-M2M network service; and

transmitting the non-M2M data to the M2M solutions
provider subsystem by way of the wireless connection
for processing 1n accordance with the another data
processing scheme associated with the non-M2M net-
work service,
wherein the data processing scheme associated with the
network service specifies a first entity responsible for
payment for the M2M data, a first quality of service level
for the M2M data, and a first security level for the M2M
data, and
wherein the data processing scheme associated with the
non-M2M network service specifies a second entity
responsible for payment for the non-M2M data, a second
quality of service level for the non-M2M data, and a
second security level for the non-M2M data.
12. The method of claim 11, wherein the transmuitting of the
non-M2M data and the transmitting of the M2M data are
performed concurrently.
13. The method of claim 11, further comprising;:
routing, by the M2M solutions provider subsystem, the
M2M data to an M2M customer computing device sub-
system; and
routing, by the M2M solutions provider subsystem, the
non-M2M data to a non-M2M content provider sub-
system.
14. The method of claim 13, embodied as computer-ex-
ecutable instructions on at least one non-transitory computer-
readable medium.
15. A system comprising:
a data processing facility configured to maintain data rep-
resentative of a plurality of distinct data processing
schemes associated with a plurality of network services;
and
a data stream management facility communicatively
coupled to the data processing facility and configured to
receive a plurality of data streams from a single M2M
gateway device,

identify a data stream included 1n the plurality of data
streams as corresponding to a network service
included 1n the plurality of network services, and
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identily an additional data stream included in the plural-
ity of data streams as corresponding to an additional
network service included in the plurality of network
services;
wherein

the network service 1s an M2M network service and the
data stream 1s an M2M data stream, and

the additional network service 1s a non-M2M network
service and the additional data stream 1s a non-M2M
data stream, and

wherein the data processing facility 1s further configured to

process, 1n response to the identification of the data
stream as corresponding to the network service, the
data stream 1n accordance with a data processing
scheme associated with the M2M network service and
included 1n the plurality of distinct data processing,
schemes, the processing of the data stream 1n accor-
dance with the data processing scheme associated
with the M2M network service comprising:
identifying a first entity responsible for payment for
the M2M network service and billing the identified
first entity for data included in the M2M data
stream,
identifying a first quality of service level associated
with the M2M network service and providing the
identified first quality of service level for the M2M
data stream, and
identifying a first security level associated with the
M2M network service and providing the identified
first security level for the M2M data stream, and
process, 1n response to the identification of the addi-
tional data stream as corresponding to the additional
network service, the additional data stream 1n accor-
dance with an additional data processing scheme
associated with the non-M2M network service and
included 1n the plurality of distinct data processing
schemes, the processing of the additional data stream
in accordance with the additional data processing
scheme associated with the non-M2M network ser-
viCe comprising:
identifying a second entity responsible for payment
for the non-M2M network service and billing the
identified second entity for data included in the
non-M2M data stream,
identifying a second quality of service level associ-
ated with the non-M2M network service and pro-
viding the identified second quality of service level
for the non-M2M data stream, and
1dentifying a second security level associated with the
non-M2M network service and providing the 1den-
tified second security level for the non-M2M data
stream.

16. The method of claim 1, wherein the first quality of
service level Specifies one or more of a bandwidth level, a
signal-to-noise ratio level, a bit rate, and a latency for the
M2M data stream.

17. The method of claim 1, wherein the first security level
specifies one or more of an encryption scheme used to encrypt

data within the M2M data stream and a domain-specific secu-
rity setting for the M2M data stream.
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