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IDENTIFYING A LOCALE FOR
CONTROLLING CAPTURE OF DATA BY A
DIGITAL LIFE RECORDER BASED ON
LOCATION

CROSS REFERENCE TO RELATED
APPLICATION

The present invention 1s related to the following patent
application: entitled “Method and Apparatus for Digital Life

Recording and Playback™, Ser. No. 11/968,772, filed Jan. 3,
2008, assigned to the same assignee, and incorporated herein

by reference.

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates generally to an improved data
processing system and in particular to amethod and apparatus
for controlling the operation of a digital life recorder. Still
more particularly, the present invention relates to a computer
implemented method, apparatus, and computer program
product for implementing a locale identifier and an associated
locale identifier sensor for controlling a capture of data by
sensing components of a digital life recorder.

2. Description of the Related Art

Advancements 1n technology have drastically changed the
way people do things. Gone are the days of printed encyclo-
pedias. These paper based resources have been replaced by a
plethora of information readily available on the World Wide
Web. Instead of taking a roll of film to a photo shop to be
developed, digital images are stored on computers, laptops,
and even 1in digital photo frames. Additionally, because taking
a digital picture does not cost anything, more digital photos
are taken than was previously taken by conventional means.
The photos represent memories of special or even obscure
events. However, searching for a particular photo out of the
hundreds or thousands of 1mages stored on a computer 1s a
difficult task. In addition, numerous events 1n our daily lives
are never captured on film. Furthermore, photos do not cap-
ture the spoken words, feelings, or environmental factors
associated with everyday activities.

Accordingly, there exists a need for a mechanism for
dynamically capturing, storing, and presenting data associ-
ated with all aspects of daily activities 1n an efficient manner.

SUMMARY OF THE INVENTION

The 1llustrative embodiments described herein provide a
computer implemented method, apparatus, and computer
program product for managing data. In one embodiment, the
process 1dentifies a location from locale identifier data to
form an 1dentified location in response to receiving the locale
identifier data. The locale 1dentifier data 1s associated with a
location of the digital life recorder. In addition, the identified
location 1s associated with a set of usage policies. The process
then determines whether the set of usage policies restricts the
capture of data by the digital life recorder at the i1dentified
location or whether the set of usage policies restricts playback
of the data by a playback system. Therealter, the process
disables a set of sensors while the digital life recorder 1s 1n the
presence of the locale i1dentifier 1n response to determining,
that the set of usage policies restricts the capture of data.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a pictonal representation of a network of data
processing systems 1n which illustrative embodiments may
be implemented;
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FIG. 2 1s a block diagram of a data processing system 1n
which illustrative embodiments may be implemented;

FIG. 3 1s adiagram of components for a digital life recorder
1n accordance with an 1llustrative embodiment;

FIG. 4 1s a diagram of components 1n a sensing subsystem
in accordance with an 1llustrative embodiment:

FIG. 5 1s a block diagram illustrating the data tflow between
components of a sensing subsystem and the components of a
recording subsystem 1n accordance with an illustrative
embodiment;

FIG. 6 1s a block diagram illustrating the relationship
between a recording subsystem and the components of a
repository subsystem in accordance with an illustrative
embodiment;

FIG. 7 1s a block diagram illustrating the relationship
between components of a network data sharing subsystem in
accordance with an 1llustrative embodiment;

FIG. 8 1s a block diagram 1llustrating the components of a
playback subsystem 1n accordance with an 1llustrative
embodiment;

FIG. 9 15 a user interface associated with a playback sub-
system 1n accordance with an 1llustrative embodiment;

FIG. 10 1s a diagram depicting a data model 1n accordance
with an illustrative embodiment;

FIG. 11 1s a block diagram showing the operation of a
digital life recorder in an identified location 1n accordance
with an 1llustrative embodiment;

FIG. 12 1s a flowchart of a process for controlling the
operation of a digital life recorder 1n an 1dentified location 1n
accordance with an 1llustrative embodiment;

FIG. 13 1s a flowchart of a process for capturing data of a
locale 1dentifier in accordance with an illustrative embodi-
ment,

FIG. 14 1s a high-level flowchart of a process for capturing,
storing, and presenting data in accordance with an illustrative
embodiment;

FIG. 15 1s a flowchart of a process for capturing life data in
accordance with an 1llustrative embodiment;

FIG. 16 1s a flowchart of a process for improving the
indexing of the stored data by tagging life data objects 1n
accordance with an 1llustrative embodiment;

FIG. 17 1s a flowchart of a process for preprocessing raw
recorded data 1n accordance with an 1llustrative embodiment;

FIG. 18 1s a flowchart of a process for creating a unique
identifier for indexing and storing data objects in accordance
with an illustrative embodiment;

FIG. 19 1s a flowchart of a process for archiving data
objects 1n accordance with an 1llustrative embodiment;

FIG. 20 1llustrates different processes for adding com-
mands to a command queue 1n accordance with an illustrative
embodiment;

FIG. 21 1s a flowchart of a process for processing com-
mands 1n accordance with an i1llustrative embodiment;

FIG. 22 1s a flowchart illustrating a process for acquiring,
and organizing personal device data 1n accordance with an
illustrative embodiment;

FIG. 23 1s a flowchart of a process for acquiring and orga-
nizing personal network data 1n accordance with an illustra-
tive embodiment;

FIG. 24 1s a flowchart of a process for acquiring and orga-
nizing data from the internet 1n accordance with an illustrative
embodiment;

FIG. 25 1s a flowchart of a process for acquiring and orga-
nizing data from business networks 1n accordance with an
illustrative embodiment;
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FIG. 26 1s a flowchart of a process for acquiring and orga-
nizing data from infrastructure networks 1n accordance with

an 1llustrative embodiment;

FIG. 27 1s a flowchart of a process for improving the
indexing of data stored 1n the repository mass store in accor-
dance with an i1llustrative embodiment;

FI1G. 28 1s a tlowchart of a process for searching, retrieving,
and rendering data 1n accordance with an illustrative embodi-
ment; and

FIG. 29 1s a flowchart of a process for organizing and
presenting data in accordance with an illustrative embodi-
ment.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENT

As will be appreciated by one skilled 1n the art, the present
invention may be embodied as a system, method, or computer
program product. Accordingly, the present invention may
take the form of an entirely hardware embodiment, an entirely
soltware embodiment (including firmware, resident software,
micro-code, etc.) or an embodiment combining software and
hardware aspects that may all generally be referred to herein
as a “‘circuit,” “module,” or “system.” Furthermore, the
present invention may take the form of a computer program
product embodied 1n any tangible medium of expression hav-
ing computer usable program code embodied 1in the medium.

Any combination of one or more computer usable or com-
puter readable medium(s) may be utilized. The computer-
usable or computer-readable medium may be, for example
but not limited to, an electronic, magnetic, optical, electro-
magnetic, inifrared, or semiconductor system, apparatus,
device, or propagation medium. More specific examples (a
non-exhaustive list) of the computer-readable medium would
include the following: an electrical connection having one or
more wires, a portable computer diskette, a hard disk, a ran-
dom access memory (RAM), a read-only memory (ROM), an
erasable programmable read-only memory (EPROM or Flash
memory ), an optical fiber, a portable compact disc read-only
memory (CDROM), an optical storage device, a transmission
media, such as those supporting the Internet or an intranet, or
a magnetic storage device. Note that the computer-usable or
computer-readable medium could even be paper or another
suitable medium upon which the program 1s printed, as the
program can be electronically captured, via, for instance,
optical scanning of the paper or other medium, then com-
piled, interpreted, or otherwise processed 1n a suitable man-
ner, 1f necessary, and then stored 1n a computer memory. In the
context of this document, a computer-usable or computer-
readable medium may be any medium that can contain, store,
communicate, propagate, or transport the program for use by
or in connection with the istruction execution system, appa-
ratus, or device. The computer-usable medium may include a
propagated data signal with the computer-usable program
code embodied therewith, either 1n baseband or as part of a
carrier wave. The computer usable program code may be
transmitted using any appropriate medium, including, but not
limited to wireless, wireline, optical fiber cable, RE, efc.

Computer program code for carrying out operations of the
present invention may be written in any combination of one or
more programming languages, mcluding an object oriented
programming language, such as Java, Smalltalk, C++ or the
like and conventional procedural programming languages,
such as the “C” programming language or similar program-
ming languages. The program code may execute entirely on
the user’s computer, partly on the user’s computer, as a stand-
alone software package, partly on the user’s computer and
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partly on a remote computer or entirely on the remote com-
puter or server. In the latter scenario, the remote computer
may be connected to the user’s computer through any type of
network, including a local area network (LAN) or a wide area
network (WAN), or the connection may be made to an exter-
nal computer (for example, through the Internet using an
Internet Service Provider).

The present invention 1s described below with reference to
flowchart illustrations and/or block diagrams of methods,
apparatus (systems ), and computer program products accord-
ing to embodiments of the invention. It will be understood
that each block of the flowchart i1llustrations and/or block
diagrams, and combinations of blocks in the flowchart 1llus-
trations and/or block diagrams, can be implemented by com-
puter program instructions.

These computer program instructions may be provided to a
processor of a general purpose computer, special purpose
computer, or other programmable data processing apparatus
to produce a machine, such that the instructions, which
execute via the processor of the computer or other program-
mable data processing apparatus, create means for imple-
menting the functions/acts specified in the flowchart and/or
block diagram block or blocks. These computer program
instructions may also be stored in a computer-readable
medium that can direct a computer or other programmable
data processing apparatus to function 1n a particular manner,
such that the instructions stored in the computer-readable
medium produce an article of manufacture including instruc-
tion means which implement the function/act specified in the
flowchart and/or block diagram block or blocks.

The computer program instructions may also be loaded
onto a computer or other programmable data processing
apparatus to cause a series of operational steps to be per-
formed on the computer or other programmable apparatus to
produce a computer implemented process such that the
instructions which execute on the computer or other program-
mable apparatus provide processes for implementing the
functions/acts specified in the tlowchart and/or block diagram
block or blocks.

With reference now to the figures, and 1n particular, with
reference to FIGS. 1 and 2, exemplary diagrams of data
processing environments are provided in which 1illustrative
embodiments may be implemented. It should be appreciated
that FIGS. 1 and 2 are only exemplary and are not intended to
assert or imply any limitation with regard to the environments
in which different embodiments may be implemented. Many
modifications to the depicted environments may be made.

FIG. 1 depicts a pictorial representation of a network of
data processing system in which illustrative embodiments
may be implemented. Network data processing system 100 1s
anetwork of computers in which the 1llustrative embodiments
may be implemented. Network data processing system 100
contains network 102, which 1s the medium used to provide
communications links between various devices and comput-
ers connected together within network data processing sys-
tem 100. Network 102 may include connections, such as wire,
wireless communication links, or fiber optic cables.

In the depicted example, server 104 and server 106 connect
to network 102 along with storage unit 108. In addition,
clients 110, 112, and 114 connect to network 102. Clients
110, 112, and 114 may be, for example, personal computers
or network computers. In the depicted example, server 104
provides data, such as boot files, operating system i1mages,
and applications to clients 110, 112, and 114. Clients 110,
112, and 114 are clients to server 104 1n this example. Net-
work data processing system 100 may include additional
servers, clients, and other devices not shown.
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The 1llustrative embodiments may be used as a digital life
recorder for capturing still images, video, audio, biometric
information, and other types of data associated with the daily
activities ol a person. The activities may be recorded on a
continuous basis or may be periodically captured. For
example, FIG. 1 depicts a recording subsystem 116. Record-
ing subsystem 116 receives data captured from a plurality of
data capturing devices. The data capturing devices may
include, but are not limited to, video cameras. The captured
data 1s processed by a mobile device associated with the
person and 1s stored as raw data within a cache of the mobile
device. Upon interfacing with a repository mass store, such as
client 110, the stored data within the cache of the mobile
device 1s uploaded to the repository mass store. Client 110
manages the data within the repository mass store and pre-
sents the data 1n response to a user request. Additional details
of recording subsystem 116 and the repository mass store will
be described below.

In the depicted example, network data processing system
100 1s the Internet with network 102 representing a world-
wide collection of networks and gateways that use the Trans-
mission Control Protocol/Internet Protocol (TCP/IP) suite of
protocols to communicate with one another. At the heart of
the Internet 1s a backbone of high-speed data communication
lines between major nodes or host computers, consisting of
thousands of commercial, governmental, educational, and
other computer systems that route data and messages. Of
course, network data processing system 100 also may be
implemented as a number of different types of networks, such
as for example, an intranet, a local area network (LAN), or a
wide area network (WAN). FIG. 1 1s intended as an example,
and not as an architectural limitation for the different 1llus-
trative embodiments.

With reference now to FIG. 2, a block diagram of a data
processing system 1s shown in which illustrative embodi-
ments may be implemented. Data processing system 200 1s an
example of a computer, such as server 104 or client 110 1n
FIG. 1, in which computer-usable program code or instruc-
tions 1mplementing the processes may be located for the
illustrative embodiments. Data processing system 200 may
also be implemented as a computing device on-board an
electric vehicle, such as electric vehicle 116 1n FIG. 1.

In this illustrative example, data processing system 200
includes communications fabric 202, which provides com-
munications between processor unit 204, memory 206, per-
sistent storage 208, communications unit 210, input/output
(I/0) unit 212, and display 214. Processor unit 204 serves to
execute instructions for software that may be loaded into
memory 206. Processor unit 204 may be a set of processors.
As used herein, the term “set” may refer to one or more. Thus,
a set of processors may be one or more processors. In addi-
tion, processor unit 204 may be a multi-processor core,
depending on the particular implementation. Further, proces-
sor unit 204 may be implemented using one or more hetero-
geneous processor systems in which a main processor 1s
present with secondary processors on a single chip. As
another 1llustrative example, processor unit 204 may be a
symmetric multi-processor system containing multiple pro-
cessors of the same type.

Memory 206, 1n these examples, may be, for example, a
random access memory or any other suitable volatile or non-
volatile storage device. Persistent storage 208 may take vari-
ous forms depending on the particular implementation. For
example, persistent storage 208 may contain one or more
components or devices. In another example, persistent stor-
age 208 may be a hard drive, a flash memory, a rewritable
optical disk, a rewritable magnetic tape, or some combination
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of the above. The media used by persistent storage 208 also
may be removable. For example, a removable hard drive may
be used for persistent storage 208.

Communications unit 210, 1n these examples, provides for
communications with other data processing systems or
devices. In these examples, communications unit 210 1s a
network interface card. Communications unit 210 may pro-
vide communications through the use of either or both physi-
cal and wireless communications links.

Input/output unit 212 allows for input and output of data
with other devices that may be connected to data processing
system 200. For example, input/output unit 212 may provide
a connection for user input through a keyboard and mouse.
Further, input/output unit 212 may send output to a printer.
Display 214 provides a mechamism to display information to
a user.

Instructions for the operating system and applications or
programs are located on persistent storage 208. These instruc-
tions may be loaded mto memory 206 for execution by pro-
cessor unit 204. The processes of the different embodiments
may be performed by processor unit 204 using computer
implemented instructions, which may be located 1 a
memory, such as memory 206. These instructions are referred
to as program code, computer-usable program code, or com-
puter-readable program code that may be read and executed
by a processor in processor unit 204. The program code 1n the
different embodiments may be embodied on difierent physi-
cal or tangible computer-readable media, such as memory
206 or persistent storage 208.

Program code 216 1s located 1n a functional form on com-
puter-readable media 218 that 1s selectively removable and
may be loaded onto or transierred to data processing system
200 for execution by processor unit 204. Program code 216
and computer-readable media 218 form computer program
product 220 1n these examples. In one example, computer-
readable media 218 may be 1n a tangible form, such as, for
example, an optical or magnetic disc that 1s inserted or placed
into a drive or other device that 1s part of persistent storage
208 for transfer onto a storage device, such as a hard drive that
1s part ol persistent storage 208. In a tangible form, computer-
readable media 218 also may take the form of a persistent
storage, such as a hard drive, a thumb drive, or a flash memory
that 1s connected to data processing system 200. The tangible
form of computer-readable media 218 1s also referred to as
computer-recordable storage media. In some 1nstances, com-
puter-recordable media 218 may not be removable.

Alternatively, program code 216 may be transierred to data
processing system 200 from computer-readable media 218
through a communications link to communications umt 210
and/or through a connection to iput/output unit 212. The
communications link and/or the connection may be physical
or wireless 1n the illustrative examples. The computer-read-
able media also may take the form of non-tangible media,
such as communications links or wireless transmissions con-
taining the program code.

The different components 1llustrated for data processing
system 200 are not meant to provide architectural limaitations
to the manner in which different embodiments may be imple-
mented. The different illustrative embodiments may be
implemented 1n a data processing system including compo-
nents 1n addition to or 1n place of those illustrated for data
processing system 200. Other components shown in FIG. 2
can be varied from the illustrative examples shown.

As one example, a storage device in data processing system
200 1s any hardware apparatus that may store data. Memory
206, persistent storage 208, and computer-readable media
218 are examples of storage devices 1n a tangible form.
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In another example, a bus system may be used to imple-
ment communications fabric 202 and may be comprised of
one or more buses, such as a system bus or an 1nput/output
bus. Of course, the bus system may be implemented using any
suitable type of architecture that provides for a transfer of data
between different components or devices attached to the bus
system. Additionally, a communications unit may include one
or more devices used to transmit and receive data, such as a
modem or a network adapter. Further, a memory may be, for
example, memory 206 or a cache, such as found 1n an 1nter-
face and memory controller hub that may be present 1n com-
munications fabric 202.

A dagital life recorder system enables users to capture data
describing the totality of events that occur while the digital
life recorder system 1s 1n operation. Without a mechanism for
controlling the sensors of a digital life recorder system, pos-
sibilities arise where sensitive, confidential, private, or pro-
prietary audio or video data may be collected and stored. For
example, users of a digital life recorder system attending a
concert may record songs ol musicians in violation of their
intellectual property rights. In addition, users of a digital life
recorder system may wish to keep confidential details of a
contract negotiation private.

Thus, the illustrative embodiments described herein pro-
vide a computer implemented method, apparatus, and com-
puter program product for controlling the operation of a digi-
tal life recorder. In one embodiment, the process identifies a
location from locale 1dentifier data to form an identified loca-
tion 1n response to receiving the locale 1dentifier data. The
locale identifier data 1s associated with a location of the digital
life recorder. In addition, the 1dentified location 1s associated
with a set of usage policies. The process then determines
whether the set of usage policies restricts the capture of data
by the digital life recorder at the identified location or whether
the set of usage policies restricts playback of the data by a
playback system. Thereafter, the process disables a set of
sensors while the digital life recorder 1s in the presence of the
locale 1dentifier 1n response to determining that the set of
usage policies restricts the capture of data.

With reference now to FIG. 3, a diagram of components for
a digital life recorder 1s depicted in accordance with an 1llus-
trative embodiment. In this example, digital life recording
system 300 comprises of a sensing subsystem 302, a digital
life recording subsystem 304, digital life repository sub-
system 306, network data sharing 308, and digital life play-
back subsystem 310. Sensing subsystem 302 and digital life
recording subsystem 304 may be implemented 1n a recording,
subsystem, such as recording subsystem 116 as shown in FIG.
1. Digital life repository subsystem 306, network data sharing
308, and digital life playback subsystem 310 may be imple-
mented 1 a data processing system, such as data processing,
system 200 as shown 1n FIG. 2 and client 110 as shown 1n
FIG. 1.

Sensing subsystem 302 comprises of data capturing
devices for capturing data. The data capturing devices may
comprise, for example, without limitation video capturing
devices, audio capturing devices, biometric capturing
devices, global positioning devices, environmental sensor
devices, and other suitable devices for digital life recording.
The data captured by the devices of sensing subsystem 302 1s
referred to as digital life recording data.

As depicted 1n FIG. 3, the video capturing devices are
positioned on the person to capture a 360-degree field of view
around the person. Additionally, a set of audio capturing
devices may be positioned around the person. A set of bio-
metric sensors captures physiological data associated with
the person, such as, but not limited to, the heart rate of the
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person. A set, as referenced herein, may be comprised of one
or more objects. Global positioning system devices coupled
to the person captures the location and the precise time that
data 1s captured. A set of environmental sensor devices cap-
tures environmental variables, such as, but not limited to,
temperature, wind speed, barometric pressure, and humidity.
In addition, the set of environmental sensor devices may
detect environmental hazards, such as, but not limited to,
detecting the electric field, radiation, and carbon monoxide.
Other data capturing devices that may associated with the
person may include, but are not limited to, medical devices,
cellular telephones, and radio-frequency 1dentification
devices.

The data capturing devices for capturing data may be hid-
den 1n common apparel, such as glasses, a hat, clothing, or
jewelry. In another 1llustrative embodiment, some or all of the
capturing devices may be medically implanted 1nto the per-
son’s body.

Sensing subsystem 302 also comprises of a computer for
processing the data captured by the devices into a raw data
queue. Further details of sensing subsystem 302 are described
in FI1G. 4 below.

Sensing subsystem 302 transmits the raw data captured by
the data capturing devices to digital life recording subsystem
304. Digital life recording subsystem 304 processes the raw
data into a processed data queue and stores the data from the
processed data queue 1into a daily cache of a mobile device
associated with the person. The details of digital life record-
ing subsystem 304 will be described 1n FIG. 5.

Digital life repository subsystem 306 manages the long-
term storage and cataloging of the information representing
the person’s “digital life” that accumulates over time. On a
periodic basis, digital life repository subsystem 306 inter-
faces with digital life recording subsystem 304 and uploads
data stored in the cache of the mobile device. Additionally,
details of digital life repository subsystem 306 will be
described in FIG. 6.

Network data sharing 308 1s a component of digital life
recording system 300. Network data sharing 308 provides
functions, such as aggregating, organizing, formats, and
attaching metadata to data acquired via public, inter-personal,
and 1intra-personal data sharing networks. The resultant
aggregate 1s fed into digital life recording subsystem 304 1n
these examples. Network data sharing 308 1s further
described 1n FIG. 7 below.

Digital life playback subsystem 310 1s responsible for the
user 1nterface that organizes and presents the information,
stored 1n the digital life repository subsystem 306, to a user
for review and further processing. Additional details of digital
life playback subsystem 310 will be described in FIG. 8.

With reference now to FIG. 4, a diagram of components 1n
a sensing subsystem 1s depicted 1n accordance with an 1llus-
trative embodiment. Sensing subsystem 400 comprises of a
plurality of data capturing devices associated with a person
402.

In this illustrative example, the data capturing devices
comprises of a left camera 404, a front camera 406, a right
camera 408, and a back camera 410. Additionally, a left
microphone 412, a front microphone 414, a right microphone
416, and back microphone 418 are used for capturing audio
data. A global positioning system 420 and other sensor
devices 422 may also be associated with person 402. Other
sensor devices 422 may include, but are not limited to, a set of
biometric devices and a set of environmental sensor devices.

Data model 424 depicts the software components associ-
ated with managing sensing subsystem 400. Data model 424
comprises of a video control system 426, an interface to
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master control system 428, a hardware control system 430,
and configuration data 432. The data captured by the data

capturing devices 1s transmitted to a recording subsystem, as

will be described below 1n FIG. 5.

FIG. 5 1s a block diagram 1llustrating the data flow between
components of a sensing subsystem and the components of a
recording subsystem 1n accordance with an illustrative
embodiment. The components of recording subsystem 500
may be implemented 1n a data processing system, such as data
processing system 200 as shown in FIG. 2.

Recording subsystem 500 processes mputs and commands
from all the different sources and stores the data in a daily
cache. In this 1llustrative example, recording subsystem 500
comprises of a voice recognition component 510, a command
queue 512, a digital video recorder 514, a raw data queue 516,
a keyboard interface 518, a script processing 520, a sensor
information capture 522, a data preprocessing component

530, a processed data queue 332, an object storage process
534, and a daily cache 536.

Recording subsystem 500 receives input from sensing sub-
system 502. Sensing subsystem 502 depicts imnputs received
from data capturing devices in accordance with an 1llustrative
embodiment of a sensing subsystem, such as sensing sub-
system 302 1n FIG. 3. Sensing subsystem 502 1s responsible
for capturing video and sound, voice commands, time and
location, environmental details like temperature, biometric
information, and any other information that can be imagined
to be useful and for which sensors exist. In this example,
iputs captured by sensing subsystem 502 includes voice
input 504, video and sound 1nput 506, and 1input from other
sensors 508.

Digital life recorder master control system 546 directs the
control of sensing subsystem 502. Master control system 546
passes the captured data on to recording subsystem 500 for
turther processing.

Recording subsystem 500 sends data recerved from voice
input 504 to voice recognition component 510. Voice recog-
nition component 510 processes the data received from voice
input 504 to interpret voice commands. The voice commands
are forwarded to command queue 512. Command queue 512
may also receive other types of input, such as, but not limited
to, input from a cellular phone (not depicted), keyboard inter-
face 518, or mputs received from script processing 520. A
script 1s a set of commands written 1n an 1interpreted language
to automate certain application tasks. Command queue 512
sends commands to master control system 546. These com-
mands are executed by a command processor 348. The com-
mands can be used to get feedback through headphones and/
or display and allows the user to control and configure the
system 1n near real-time.

Recording subsystem 500 passes data from video and
sound 1nput 506 to digital video recorder 514. Digital video
recorder 514 converts analog data to digital data and orga-
nizes the data mto data segments. Digital video recorder 514
also takes 1n metadata from the data capturing devices. Meta-
data 1s data that describes the content, quality, condition,
origin, and other characteristics of data. The metadata
includes a timestamp and location captured by a global posi-
tioming system device, such as global positioning system 420
shown 1n FIG. 4.

The data segments are tagged with the timestamp and
location of when and where each data segment was captured
prior to sending the data segments to raw data queue 516. In
addition, data 1s captured from other sensors 308 and pro-
cessed by sensor information capture 522 prior to relaying the
data to raw data queue 316.
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Additionally, raw data queue 516 includes external infor-
mation data gathered from a network data sharing component
524. Network data sharing component 524 aggregates, orga-
nizes, formats, and attaches metadata to data acquired via
public, inter-personal, and intra-personal data sharing net-
works. Network data sharing component 524 includes a per-
sonal network information sharing component 526 and a
public network information sharing component 528. Net-
work data sharing component 524 1s described 1n more detail
in FIG. 7 below.

Data preprocessing component 530 filters, masks, com-
presses, applies metadata associations, and processes other
immediate data manipulation functions. Data preprocessing
component 330 reads information from raw data queue 516
and passes the pre-processed data along to processed data
queue 532. Recording subsystem 500 uses processed data
queue 532 to temporarily store the data before passing the
data along to the object storage process 334. Object storage
process 534 places the data into daily cache 536. The data 1s
placed into two separate databases within daily cache 536;
digital life metadata database 538 and digital life information
object database 540. Daily cache 336 has enough storage
capacity to hold the captured data until recording subsystem
500 1nterfaces with a repository mass store.

Recording subsystem 500 uses a personal information
sharing subsystem 542, as will be further described 1n F1G. 7,
to broadcast information from digital life metadata database
538 and digital life information object database 540, within
daily cache 536, to authorized users via a wireless or Blue-
tooth network. Recording subsystem 500 also uses a personal
audio and video monitor subsystem 544 to provide a user
interface to the data 1n daily cache 536. Recording subsystem
500 provides a keyboard, which can be used to enter com-
mands and access the user interface functions. Recording
subsystem 500 also provides a method to describe and con-
nect to network data sharing component 524.

With reference now to FI1G. 6, a block diagram illustrating,
the relationship between a recording subsystem and the com-
ponents of a repository subsystem 1s depicted 1n accordance
with an illustrative embodiment. The recording subsystem
may be, for example, recording subsystem 500 shown 1n FIG.
5. The components of repository subsystem 600 illustrated 1n
FIG. 6 may be implemented 1n a data processing system, such
as data processing system 200 as shown 1n FIG. 2.

Repository subsystem 600 includes a control system 602, a
command queue 604, a network interface (not depicted), a
relational storage means called the repository (repository
database 608), personal information sharing interface 610,
and an 1nterface to the playback subsystem (digital life play-
back and repository system momitor 612).

Control system 602 contains a command processor 614,
which interprets and executes commands generated by either
a keyboard interface 616, remote operation via the network,
or scripts, which are executed (script processing 618) accord-
ing to a scheduler 620. In addition, control system 602 man-
ages, processes and threads (process control 622, system
configuration 624, and any time coordination 626 that might
be required.

Recording subsystem 500, as shown in FIG. 5, interfaces
with a network, such as network 102 shown in FIG. 1, to
upload data stored 1n the daily cache to repository subsystem
600. Repository subsystem 600 interfaces to the network to
download the daily cache archive 606 previously stored by
the recording subsystem.

Repository subsystem 600 stores the data into repository
database 608. Repository database 608 includes two data-
bases, digital life repository metadata database 628, and digi-
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tal life repository information object storage 630, for long
term storage and use. Digital life repository information
object storage 630 stores the captured life data objects. Digi-
tal life repository metadata database 628 stores metadata used
to index and describe the actual captured information objects
that the digital life recording subsystem acquires during the
life recording process. Additionally, repository database 608
may include information obtained through personal informa-
tion sharing interface 610. Additional details of the network
data sharing subsystem are described in more detail in FIG. 7
below.

On an ongoing basis, the indexing mnformation 1 digital
life repository metadata database 628 may be enhanced and
refined by processes that study the captured data 1n the reposi-
tory and update the index information (ongoing data and
index refinement 629). An example of the refinement process
includes analyzing audio data within an object to recognize
words associated with the captured object. These words are
then used as part of a full text search capability where the
identified words are used as index information that points to
the data objects that contains those words.

An interface, such as digital life playback and repository
system monitor 612, exists between repository subsystem
600 and a playback subsystem. Digital life playback and
repository system momtor 612 allows the playback sub-
system to access the data existing 1n repository database 608
based on various searching techniques. The playback sub-
system manages displaying of the data to a user. Digital life
playback and repository system monitor 612 also manages
the status and manipulation of the repository subsystem 600.
Additional details of a playback subsystem are described in
more detail 1n FIG. 8 below.

With reference now to FI1G. 7, a block diagram 1llustrating
the relationship between components of a network data shar-
ing subsystem 1s depicted 1n accordance with an 1llustrative
embodiment. The components of network data sharing sub-
system 700 illustrated in FIG. 7 may be implemented in a data
processing system, such as data processing system 200 as
shown 1n FIG. 2.

Network data sharing subsystem 700 includes public data
sharing network 702, interpersonal data sharing network 704,
intrapersonal data sharing network 706, and a personal/public
information aggregator 708.

Public data sharing network 702 provides connectivity to
information that 1s being locally broadcast as well as pre-
defined Internet feeds. The system may be composed of wire-
less networks configured to connect automatically when
detected. Hard networks may also be used to capture addi-
tional information.

Additionally, public data sharing network 702 captures
nearby information, from other people broadcasting informa-
tion about themselves, via the other people subsystem 712.
This information might be information about their interests
and desires. Public data sharing network 702 also captures
business information from nearby business broadcasts, such
as, but not limited to, sales and advertisements via the busi-
nesses subsystem 714.

Additionally, public data sharing network 702 captures
public and private infrastructure broadcasts via the infrastruc-
ture subsystem 716. The public and private infrastructure
information may include, but are not limited to, speed limuts,
trailic conditions/warnings, and weather condition warnings.
Public data sharing network 702 supports any network con-
nectivity that allows Internet access via the Internet Feeds
subsystem 718. Internet Feeds subsystem 718 1s used to
recetve web based information, such as, but not limited to,
news, weather, entertainment, and sports results.
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Interpersonal data sharing network 704 1s more specific to
the person being monitored than 1s public data sharing net-
work 702. Interpersonal data sharing network 704 does not
receive broadcasts. Instead, iterpersonal data sharing net-
work 704 negotiates connections with other people 720 and
businesses 722 to receive transaction oriented information for
recording. For example, transaction information associated
with transactions that occur between businesses and the per-
son are recorded. The transaction information may include
information about purchases, such as, but not limited to,
price, model numbers, serial numbers, warranties, and
receipts. Information shared from other people’s digital life
recording system 1s captured using a subsystem, such as other
people 720.

Intrapersonal data sharing network 706 aggregates per-
sonal information about the person’s life for recording. The
personal information may be aggregated from a plurality of
sources including, but not limited to, personal computing
724, cell phone/personal digital assistants (PDA) 726, medi-
cal electronics 728, digital cameras 730, and home appli-
ances/car 732. The information captured from personal com-
puting 724 may include, but 1s not limited to, emauils,
computer files, and computer-based communications like
instant messages or voice over IP (VoIP). Bluetooth or other
wireless/wired connectivity may be used for interfacing the
data to the digital life recorder.

Intrapersonal data sharing network 706 may also capture
cell phone conversations and PDA usage from cell phone/
PDA 726 using Bluetooth connectivity or other transmission
means. Additionally, intrapersonal data sharing network 706
may record the command and data associated with medical
clectronics 728. Images may also be captured from digital
cameras 730. Digital cameras 730 include cameras that are
not already associated with the sensing subsystem. Other data
may include information associated with home appliances/
car 732.

Personal/public imnformation aggregator 708 aggregates,
organizes, formats, and attaches metadata to data acquired via
public data sharing network 702, interpersonal data sharing
network 704, and intrapersonal data sharing network 706.
The resultant aggregate 1s fed into the raw data queue 710 of
a recording subsystem, such as recording subsystem 500 1n
FIG. 5.

Turning now to FIG. 8, a block diagram 1illustrating the
components of a playback subsystem 1s depicted 1n accor-
dance with an illustrative embodiment. The components of
playback subsystem 800 illustrated 1n FIG. 8 may be imple-
mented 1in a data processing system, such as data processing
system 200 as shown in FIG. 2.

In this example, playback subsystem 800 comprises of
several subsystems, such as, but not limited to, screen define
subsystem 810, search subsystem 812, render subsystem 814,
and create project subsystem 816. Additionally, playback
subsystem 800 includes a user interface 802 associated with
the digital life recording system. User interface 802 may be
used to organize and present information stored i1n a data
repository, such as repository database 608 shown 1n FIG. 6.
Playback subsystem 800 interfaces with digital life data
repository 804. Digital life data repository 804 includes digi-
tal life metadata database 806 and digital life information
object storage database 808. Digital life data repository 804
may be similarly implemented as repository database 608
shown 1n FIG. 6.

Screen define subsystem 810 provides an interface to
receive user mputs, such as, but not limited to, selecting the
type ol information a user wants to view. The type of infor-
mation may include, but 1s not limited to, video information,
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sound information, temperature sensor information, or any of
the other mformation captured by the recording system or
network data sharing system. The definition for these types of
information and their mapping to the digital life data database

1s managed through the metadata definitions database 820. °
The information can be organized on user interface 802 and
then saved 1n a themes database 818 using the function save
selected fields as a theme (block 828). Saved themes may be
retrieved from themes database 818 using the retrieve theme
(block 826) functionality. Other functionality provided by
screen define subsystem 810 may 1nclude, but 1s not limited
to, computer usable program code that allows a user to select
fields to display (block 822), and to determine order of fields
to display (block 824).

Search subsystem 812 allows a user to input a date/time
range to select the data that the user wants to view (block
830). Search subsystem 812 determines the 1nitial date range
to display on the user interface (block 832) prior to searching,
digital life data repository 804. Search subsystem 812 g
retrieves the scenelet thumbnails from digital life information
object storage database 808 for the time slices within the date
range (block 834). A scenelet 1s a snippet of a scene. Addi-
tional details about a selected scenelet may be viewed (block
836). 25

For all non-video information or metadata that 1s to be
displayed on the screen, such as, but not limited to, sound and
temperature, similar searching 1s performed and summaries
retrieved for each time slice (block 838). Detailed informa-
tion for the requested date/time will also be retrieved. Simi-
larly, a generic searching capability 1s provided that uses
standard search language queries, such as Structured Query
Language (SQL), to allow access to any aspect of the digital
life data repository 804 (block 840).

Render subsystem 814 1s used to render the information
retrieved, using search subsystem 812, on user interface 802.
As stated above, the layout of user interface 802 1s defined
using screen define subsystem 810 and stored in themes data-
base 818. Render subsystem 814 provides functionality to 49
display, manipulate, and control a scenelet (block 842), select
a scenelet for a detail view (block 844), display information
according to theme (block 846), scroll through time line of

thumbnails (block 848), and scroll through time line (block

850). 45
Create project subsystem 816 1s used to support the cre-

ation of a saved set of information found 1n digital life data

repository 804. A user may, using user interface 802, select
either scenelets (block 852) or thumbnails (block 854), from

the render subsystem 814 and save the group of items as a 50
project (block 856) 1n a project definitions database 858.
Additionally, previously saved projects may be retrieved
from the project definitions database 838 using user interface
802.

With reference now to FIG. 9, a user interface associated 55
with a playback subsystem 1s depicted 1n accordance with an
illustrative embodiment. Playback subsystem 902 uses data
acquired from a digital life data repository 904. Digital life
data repository 904 contains digital life metadata database
906 and digital life information object storage database 908. 60
Digital life data repository 904 may be similarly implemented

as repository database 608 shown 1n FIG. 6.

The results associated with a search are depicted on the left
hand side of user interface 900. Additionally, user interface
900 provides a mechanism for adjusting the timeline vernier. 65
The timeline vermer controls the precision of time. Thus, a
user can adjust from a rough timeline vernier to a more
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precise/fine timeline vernier. Scenelets associated with a
selected result1s presented 1n the bottom half of user interface
900.

FIG. 10 1s a diagram of a data model 1n accordance with an
illustrative embodiment. Dagital life conceptual data model
1000 may include, but 1s not limited to, the following sub-
systems: scenelet 1002, subscription/publication 1004, envi-
ronmental 1006, theme 1008, biometric 1010, contacts 1012,
index services 1014, location 1016, and project 1018.

Scenelet 1002 organizes and manages the image and sound
files. Subscription/publication 1004 manages the external
data feeds into and out of the digital life system, such as
digital life recording system 300 shown in FIG. 3. Environ-
mental 1006 captures and manages environmental character-
1stics related to the scenelet data. Theme 1008 allows users to
customize and manage their digital life system interfaces and
experiences. Biometric 1010 captures and manages biometric
information associated with human contacts within the scene-
lets. Contacts 1012 1s a repository of known contacts. Index
services 1014 provides post processing capability to further
analyze and categorize scenelet data. Location 1016 captures
and manages specific location related details during a scene-
let. Project 1018 provides an access management system that
allows users to customize data retrieval.

FIG. 11 1s a block diagram showing the operation of a
digital life recorder 1n an identified location 1n accordance
with an i1llustrative embodiment. Digital life recorder 1100 1s
a digital life recorder, such as the digital life recorder 1n digital
life recording system 300 in FIG. 3.

Digital life recorder 1100 includes usage policy controller
1102. Usage policy controller 1102 1s a software component
for controlling the capture of data at identified location 1104.
Identified location 1104 1s any location in which a user of
digital life recorder 1100 may be present. Identified location
1104 may be, for example, an indoor or outdoor music venue,
a building, a room within a building, an underground parking
garage, an interior of a vehicle, or any other location.

Usage policy controller 1102 controls the capture of data at
identified location 1104 by disabling and/or enabling the
operation of set of sensors 1106 based upon a location of
digital life recorder 1100. Set of sensors 1106 are sensors of
a sensing subsystem of digital life recorder 1100. Set of
sensors 1106 includes audio sensors 1110 and video sensors
1108. Audio sensors 1110 1s a set of one or more sensors, such
as microphones 412, 414, 416, and 418 1n FIG. 4. Audio
sensors 1110 detects and records sounds and other forms of
audio-based information. Video sensors 1108 1s a set of one or
more sensors, such as cameras 404, 406, 408, and 410 1n FIG.
4. Video sensors 1108 detects and records images and other
visual-based information. Thus, usage policy controller con-
trols the capture of data at 1dentified location 1104 by dis-
abling and/or enabling at least one of audio sensor 1110 and
video sensors 1108. In other words, usage policy controller
may disable either audio sensors 1110, video sensors 1108, or
both.

Usage policy controller 1102 controls set of sensors 1106
with reference to set of usage policies 1112. Set of usage
policies 1112 1s one or more rules that instruct usage policy
controller 1102 whether and when set of sensors 1106 may
collect data at 1dentified location 1104. For example, set of
usage policies 1112 may 1nclude a rule preventing the collec-
tion of any data 1n a selected room of a house for protecting
the privacy of a user of digital life recorder 1100. Set of usage
policies 1112 may also include a rule that prevents the col-
lection of audio data at a concert. Another rule of set of usage
policies 1112 may prevent the collection of video data at a
studio 1n which photographs are taken. Other rules may be
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included within set of usage policies 1112 for specitying
locations 1n which data may be collected and the types of data
that may be collected.

In an alternate embodiment, set of usage policies 1112 may
instruct usage policy controller 1102 to tag a data feed col-
lected at identified location 1104 for restricted playback to
form tagged data 1113. Tagged data 1113 1s data collected at
identified location 1104 tagged with one or more recording
restrictions specified by set of usage policies 1112. Tagged
data 1113 may include audio data and video data. In this
embodiment, the capture of data at identified location 1104 1s
not restricted. On the contrary, all data may be captured at
identified location 1104. However, rules set forth in set of
usage policies 1112 may prohibit playback of certain aspects
of tagged data 1113. For example, set of usage policies 1104
may allow playback of audio data captured at identified loca-
tion 1104 but may prohibit playback of video data captured at
identified location 1104. Thus, as set of sensors 1106 captures
data at identified location 1104, usage policy controller 1102
may tag the video data collected at 1dentified location 1104
form tagged data 1113. When a playback subsystem encoun-
ters tagged data 1113, the playback subsystem prevents a
presentation of the video data collected at 1dentified location
1104. Tagged data may be selectively replayed if the requisite
authority 1s obtained. In one example, authority may be
obtained from the owner of identified location 1104, or {from
a court of law.

Usage policy controller 1102 controls the capture of data at
identified location 1104 based upon a type or identity of
identified location 1104. Usage policy controller 1102 uti-
lizes locale identifier sensor for determining a type or identity
of a location 1n which digital life recorder 1100 1s present to
torm 1dentified location 1104. Locale identifier sensor 1114 1s
a sensing device configured to detect locale 1dentifier 1116.
Locale identifier 1116 1s an 1dentifier usable to distinguish a
location in which locale identifier 1116 1s located. For
example, locale 1dentifier 1116 may be a bar code, a radio
frequency 1dentification tag, a device emitting a specific
audio frequency, a light source emitting a particular wave-
length of light, or any other object or device included 1n
identified location 1104.

Thus, where locale identifier 1116 1s a bar code, locale
identifier sensor 1114 1s a bar code scanner that detects and
reads locale identifier 1116. Similarly, locale 1dentifier 1116
may be a radio frequency i1dentification tag and locale 1den-
tifier sensor 1114 may be a radio frequency identification tag
reader. Locale identifier sensor 1114 may detect the presence
of locale identifier 1116 when digital life recorder 1100 enters
identified location 1104. In other embodiments, locale 1den-
tifier 1116 may also be a unique wall color of a location, a
selected arrangement of objects 1n a location, an odor of a
location, or any other characteristic of a location that may be
detected by locale identifier sensor 1114. In these embodi-
ments, locale identifier sensor 1114 1s a sensing device
capable of detecting locale identifier 1116.

Locale identifier sensor 1114 detects the presence of locale
identifier 1116 and generates locale 1dentifier data 1118 for
use by usage policy controller 1102 for controlling the cap-
ture of data at identified location 1104. Locale 1dentifier data
1118 1s data describing or otherwise associated with the type
or 1identity of 1dentified location 1104. Locale 1dentifier data
1118 1s data derived from locale identifier 1116. For example,
it 1dentified location 1104 1s a kitchen, then locale 1dentifier
data 1118 may notily usage policy controller 1102 that 1den-
tified location 1104 1s a generic kitchen. In another embodi-
ment, usage policy controller 1102 may 1dentity a particular
location using locale 1dentifier data 1118. In this embodi-
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ment, locale identifier data 1118 may be an alphanumeric
string of text identifying a particular kitchen. Thus, usage
policy controller 1102 may 1dentily a particular kitchen 1n a
location having multiple kitchens, such as 1n aresort hotel. By
using locale identifier data 1118, usage policy controller 1102
may control the operation of set of sensors 1106 by a generic
location type, or by a unique set of restrictions governing a
specific location.

In the absence of locale 1dentifier 1116, locale 1dentifier
sensor 1114 may generate locale identifier data 1118 to
inform usage policy controller 1102 that a location of digital
life recorder 1100 1s not an 1dentified location. In one embodi-
ment, unidentified locations are not subject to recording
restrictions. Alternatively, unidentified locations may be sub-
jectto a generic or default locale restriction from set of usage
policies 1112.

Data used by usage policy controller 1102 for controlling
the capture of data at 1dentified location 1104 is stored in
location database 1120. Location database 1120 1s a data
structure, such as, for example, a relational database, a table,
an array, or other form of data structure. The data stored 1n
location database 1120 1s maintained in location records, such
as location record 1122. Location record 1122 1s an entry of
location database 1120 corresponding to i1dentified location
1104. Location record 1122 may be generic and apply to more
than one identified location. Alternatively, location record
1122 may apply to only a specific location. For example,
location record 1122 may apply to all concert halls, or loca-
tion record 1122 may apply to a selected concert hall.

Location record 1122 1s an entry in location database 1120
corresponding to identified location 1104. Location record
1122 includes location data field 1124. Location data field
1124 1s adata field of location record 1122 that corresponds to
identified location 1104. Location data field 1124 may serve
as a primary key differentiating location records from one
another. In one embodiment, location data field 1124 stores a
type of location or a unique 1dentifier associated with a par-
ticular location. For example, location data field 1124 may
include a word corresponding to the type of location to which
location record 1122 applies. Thus, location data field 1124
may include words, such as “kitchen,” “garage,” “concert
hall,” “pool,” or any other location type. Alternatively, loca-
tion data field 1124 may store an alphanumeric identifier
corresponding to a particular location. For example, the
alphanumeric identifier may specily thatlocationrecord 1122
applies to a particular pool at a hotel or a specific parking
garage at a mall.

Location record 1122 may include usage policy pointer
data field 1126. Usage policy pointer data field 1126 1s a data
field storing a pointer 1dentifying recording restrictions from
a set of usage policies that apply to 1dentified location 1104.
Usage policy controller 1102 may reference pointers stored in
usage policy pointer data field 1126 to locate the recording
restrictions governing the capture of data at identified loca-
tion 1104.

Location record 1122 may also include restriction status
data field 1128. Restriction status data field 1128 1s a data
field storing mmformation pertaining to recording restrictions
of 1dentified location 1104, which are active, inactive, or
temporarily disabled. For example, restriction status data
field 1128 may include information indicating that audio
recording at i1dentified location 1104 1s prohibited, but that
video recording 1s permitted. Usage policy controller 1102
may populate this field with information in the first instance
that digital life recorder 1100 enters 1dentified location 1104.
In addition, usage policy controller 1102 may update this field
as recording restrictions are updated. Usage policy controller
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1102 may then reference iformation stored in restriction
status data field 1128 for controlling the capture of data at
identified location 1104 in the event that locale identifier 1116
1s undetectable. For example, 11 a user of digital life recorder
1100 1s 1n 1dentified location 1104 and locale 1dentifier 1116
1s a bar code in identified location 1104 that has been
obstructed, then usage policy controller 1102 may continue to
control data collection at 1dentified location 1104 using the
data stored 1n restriction status data field 1128.

In another embodiment, usage policy controller 1102 may
control the capture of data from i1dentified location 1104 using
embedded usage policy 1130. Embedded usage policy 1130
1s a usage policy specified by locale identifier 1116. Embed-
ded usage policy 1130 specifies the provisions governing the
collection of data at identified location 1104, or alternatively,
the types of data for tagging and selective playback. The
provisions of embedded usage policy 1130 may be passed to
usage policy controller 1102 1n locale 1dentifier data 1118.
Consider an example where locale 1dentifier 1116 1s a radio
frequency 1dentification tag and locale 1dentifier sensor 1114
1s a radio frequency 1dentification tag reader. Locale 1dentifier
1116 1s encoded with information that forms embedded usage
policy 1130. When locale identifier 1116 receives a radio
frequency signal from locale i1dentifier sensor 1114, locale
identifier 1116 returns embedded usage policy 1130 to locale
identifier sensor 1114. Locale identifier sensor 1114 may
transmit the provisions of embedded usage policy 1130 to
usage policy controller 1102 1n locale 1dentifier data 1118.

In an illustrative embodiment, a user operating digital life
recorder 1100 enters a location. In the absence of locale
identifier 1116, usage policy controller 1102 may allow unre-
stricted data capture. Alternatively, usage policy controller
1102 may invoke a default usage policy that may limit the
capture of some data at the location.

If the user operating digital life recorder 1100 enters 1den-
tified location 1104 having locale identifier 1116, then the
capture of data by digital life recorder 1100 may be limited
according to one or more usage policies. If locale identifier
1116 1includes embedded usage policy 1130, then locale 1den-
tifier sensor 1114 sends the provisions of embedded usage
policy 1130 to usage policy controller 1102 1n locale 1denti-
fier data 1118. Usage policy controller 1102 then limits the
capture of data at identified location 1104 according to the
provisions ol embedded usage policy 1130.

However, 1f locale 1dentifier 1116 does not include embed-
ded usage policy 1130, then usage policy controller 1102
searches set of usage policies 1112 for a usage policy appli-
cable to identified location 1104. Usage policy controller
1102 may locate the applicable usage policy by first locating
location record 1122. Location record 1122 includes usage
policy pointer data field 1126 that identifies the usage policy
from set of usage policies that applies to identified location
1104. Usage policy controller 1102 may locate location
record 1122 by associating data included in locale 1dentifier
data 1118 with data stored 1n location data field 1126.

Usage policies governing the capture of data at identified
location 1104 may restrict the capture of data or may instruct
usage policy controller 1102 to tag certain types of data for
selective playback. If usage policies applicable to identified
location 1104 restrict the capture of data, then usage policy
controller 1102 may disable audio sensor 1110 and/or video
sensor 1108. If usage policies restrict playback of types of
data, then set of sensors are allowed to capture data at 1den-
tified location. Restricted data types are tagged by usage
policy controller 1102 during or after collection. A playback
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system, such as digital life playback subsystem 310 in FIG. 3,
may then present to a user any data that has not previously
been tagged.

FIG. 12 1s a flowchart of a process for controlling the
operation of a digital life recorder 1n an 1dentified location 1n
accordance with an illustrative embodiment. The process of
FIG. 12 may be may be implemented in a digital life record-
ing system, such as digital life recording system 300 shown 1n
FIG. 3. In particular, the process in FIG. 12 may be imple-

mented by a usage policy controller, such as usage policy
controller 1102 m FIG. 11.

The process begins by making the determination as to

whether locale identifier data has been received for an iden-
tified location (step 1202). The locale identifier data may be

recetved from a locale 1dentifier sensor, such as locale 1den-
tifier sensor 1114 in FIG. 11.

The process then makes the determination as to whether the
usage policy 1s present 1n the locale identifier data (step
1204). If the process makes the determination that the usage
policy 1s not present 1n the locale identifier data, then the
process performs a lookup of the set of usage policies for the
identified location (step 1206). The process then makes the
determination as to whether the set of usage policies instructs
the process to cease data capture (step 1208). It the process
makes the determination that the set of usage policies
instructs the process to cease data capture, then the process
makes the determination as to whether the set of usage poli-
cies restrict the collection of audio (step 1210). If the set of
usage policies restricts the collection of audio, then the pro-
cess disables the audio sensor (step 1214). The process then
makes the determination as to whether the set of usage poli-
cies restrict the collection of video (step 1216). 11 the process
makes the determination that the set of usage policies requests
restriction of video, then the process disables the video sensor
(step 1218) and then the process terminates.

Returning now to step 1210, if the process makes the deter-
mination that a restriction of audio 1s not requested, then the
process continues to step 1216. Similarly, 1f at step 1216, the
process makes the determination that a restriction of video 1s
required, then the process terminates.

With reference to step 1204, if the process makes the deter-
mination that a usage policy 1s present in the locale 1dentifier
data, then the process continues to step 1208.

At step 1208, 11 the process makes the determination that
the set of usage policies does not request the process to cease
collection of data, then the process tags the data feed collected
at the 1dentified location with recording restrictions specified
in the usage policy (step 1220), and the process terminates.

With reference to step 1202, if the process makes the deter-
mination that location data 1s not received, then the process
makes the determination as to whether a recording restriction
1s active (step 1222). If the process makes the determination
that a recording restriction 1s not active, then the process
terminates. However, 11 the process makes the determination
that a recording restriction 1s active, 1in the absence receiving
location data, then the process enables collection of audio and
video (step 1224). The process terminates thereatter.

FIG. 13 15 a flowchart of a process for capturing data of a
locale 1dentifier 1n accordance with an illustrative embodi-
ment. The process of FIG. 13 may be may be implemented in
a digital life recording system, such as digital life recording
system 300 shown in FIG. 3. In particular, the process in FIG.
13 may be implemented 1n a locale identifier sensor, such as
locale 1identifier sensor 1114 in FIG. 11.

The process begins by monitoring for a locale identifier
(step 1302). The locale 1dentifier 1s a locale 1dentifier, such as
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locale 1dentifier 1116 1n FIG. 11. The process then makes the
determination as to whether a locale identifier has been
detected (step 1304).

If the process makes the determination that the locale 1den-
tifier has not been detected, then the process mforms the 5
usage policy controller of an absence of the locale 1dentifier
(step 1306). The usage policy controller 1s a usage policy
controller, such as usage policy controller 1102 1n FIG. 11.
Thereatter, the process returns to step 1302.

Returnming now to step 1304, 11 the process makes the deter- 10
mination that a locale identifier 1s detected, then the process
sends the locale 1dentifier to the usage policy controller (step
1308) and the process terminates. In another embodiment,
rather than terminating, the process in FIG. 13 may return to
step 1302 1n response to sending the locale identifier to the 15
usage policy controller. In this manner, the process may con-
tinually monitor for a locale identifier for presenting to a
usage policy controller up-to-date data for use 1n controlling
the operation a set of sensors of a digital life recorder.

With reference now to FIG. 14, a high-level flowchart 1s 20
presented illustrating a process for capturing, storing, and
presenting data 1n accordance with an 1illustrative embodi-
ment. The process illustrated 1n FIG. 14 may be implemented
in a digital life recording system, such as digital life recording
system 300 shown 1n FIG. 3. 25

The process begins by capturing data associated with daily
activities of a person using data capturing devices (step 1400).
The captured data 1s processed by a mobile device associated
with the person (step 1402). The data 1s then stored in a cache
of the mobile device (step 1404). The process monitors the 30
mobile device to determine when the mobile device 1s mter-
faced with a repository mass store (step 1406). Interfacing
may occur when the mobile device 1s in the vicinity of the
repository mass store and connection 1s established via a
wireless transmission link. Interfacing may also occur when 35
the mobile device 1s docked to a repository mass store. The
process continues the process of capturing (step 1400), pro-
cessing (step 1402), and storing (step 1404) the data until a
determination 1s made that the mobile device 1s interfaced
with a repository mass store. 40

In response to interfacing the mobile device to a repository
mass store, the process uploads the data stored 1n the cache of
the mobile device into the repository mass store (step 1408).
Metadata associated with the data, 1s indexed into an indexing
database (step 1410). The process monitors for a request, 45
from a user, to retrieve a selected data segment (step 1412). In
response to recerving a request for a selected data segment,
the process performs a search and retrieves the selected data
segment from the repository mass store (step 1414). The
process presents the selected data segment to the user (step 50
1416), with the process terminating thereafter.

With reference now to FIG. 15, a flowchart illustrating a
process for capturing life data 1s depicted 1n accordance with
an 1llustrative embodiment. The process illustrated in FIG. 15
may be implemented 1n a digital life recording system, such 55
as digital life recording system 300 shown 1n FIG. 3.

The process begins by retrieving the video capture param-
eters (step 1500). The process monitors for start request from
the control system (step 1502). In response to recerving a start
request from the control system, the process captures the 60
video, audio, and other data from the data capturing devices
associated with a person (step 1504). The captured data 1s
placed 1n a bufler for temporary storage (step 1506). The
process retrieves data from the butfer (step 1508). Addition-
ally, the process retrieves data associated with a global posi- 65
tioming system device (step 1510). The process assembles a
data object by associating the data associated with a global
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positioning system device with the data retrieved from the
butter (step 1512). The process writes the data object to a raw
data queue (step 1514). The process repeats steps 1504-1514
until all the data in the buffer 1s written to the raw data queue.

FIG. 16 1s a flowchart of a process for improving the
indexing of the stored data by tagging life data objects 1n
accordance with an illustrative embodiment. The process
illustrated 1n FIG. 16 may be implemented 1n a digital life

recording system, such as digital life recording system 300
shown 1n FIG. 3.

The process begins by retrieving audio recording associ-
ated with a digital life recording system (step 1600). The
audio recording 1s processed through a voice recognition
subsystem to interpret voice commands (step 1602). The
process adds the voice commands to a command queue (step
1604). Commands may also be added to the command queue
using a mouse or keyboard. The tagging command includes a
timestamp and a descriptive text index tag string. The process
executes the commands stored 1n the command queue (step
1606). The process assembles the descriptive text index tag,
string and timestamp 1nto an indexing data object (step 1608).
The process writes the tagged data object to a raw data queue
(step 1610) for later placement into the metadata database,
with the process terminating thereatter.

FIG. 17 1s a flowchart of a process for preprocessing raw
recorded data 1n accordance with an illustrative embodiment.
The process illustrated 1n FIG. 17 may be implemented 1n a
digital life recording system, such as digital life recording
system 300 shown 1n FIG. 3.

The process begins by pulling a data object from the raw
data queue (step 1700). The process determines the data type
of pulled data object (step 1702). The process looks up the
associated preprocessor routines in system coniiguration
(step 1704). The process passes the raw data object serially to
the specified preprocessor routines (step 1706). The specified
preprocessor routines return the processed data object to the
process. The process then passes the processed data object to
a processed data queue (step 1708). The process loops and
repeats steps 1700-1708.

FIG. 18 1s a flowchart of a process for creating a unique
identifier for indexing and storing data objects 1n accordance
with an 1llustrative embodiment. The process illustrated in
FIG. 18 may be implemented in a digital life recording sys-
tem, such as digital life recording system 300 shown in FIG.
3.

The process begins by pulling a data object from the pre-
processed data queue (step 1800). The process extracts the
timestamp and global positioning system (GPS) information
from the data object (step 1802). The process creates a unique
identifier for i1dentiiying the data object (step 1804). The
process then stores the data object along with the unique
identifier 1n a digital life information object storage database
(step 1806), such as digital life repository information object
storage 630 shown in FIG. 6. The process stores imndexing,
information, such as, but not limited to, a timestamp, global
positioning system information, the unique identifier, and the
physical location of where the data object 1s stored in the
digital life information object storage database, 1n a digital
life repository metadata database (step 1808), such as digital
life repository metadata database 628 shown in FIG. 6. The
process loops and repeats steps 1800-1808.

FIG. 19 1s a flowchart of a process for archiving data
objects 1n accordance with an illustrative embodiment. The
process illustrated in FI1G. 19 may be implemented 1n a digital
life recording system, such as digital life recording system

300 shown 1n FIG. 3.
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The process begins by determining a set of archive ready
information stored in the daily cache of amobile device (DLR
system) (step 1900). The mobile device 1s associated with a
person being recorded. The archive ready information com-
prises of the stored data objects, metadata, and other data
associated with the captured data. The process adds the set of
archive ready information to a data queue (step 1902). The
process loops and repeats the steps of determining (step 1900)
and adding (step 1902) archive ready information to a data
queue until there 1s no more archive ready information.

In response to the mobile device interfacing with a reposi-
tory mass store, the process retrieves the set of archive ready
information from the data queue (step 1904). The process
inserts the set of archive ready information into the repository
mass store, such as repository database 608 shown 1n FIG. 6.
The process then adds a completion message to a message
queue (step 1906). The process loops and repeats the steps of
retrieving (step 1904) and inserting (step 1906) archive ready
information into the repository mass store until all archive
ready imnformation 1s stored in the repository mass store.

The process receives completion messages from the mes-
sage queue (step 1908). In response to receiving the comple-
tion messages from the message queue, the process deletes
the set of archive ready information from the daily cache (step
1910). The process loops and repeats the steps of receiving
completion messages from the message queue (step 1908)
and deleting the set of archive ready information from the
daily cache (step 1910).

FIG. 20 1s 1llustrates different processes for adding com-
mands to a command queue 1n accordance with an illustrative
embodiment. The processes illustrated 1n FIG. 20 may be
implemented 1n a digital life recording system, such as digital
life recording system 300 shown 1n FIG. 3.

In process 2000, a keyboard handler monitors keystrokes
for commands (step 2002). In response to detecting a com-
mand, the detected command along with the associated argu-
ments 1s placed on the command queue (step 2004). Process
2000 loops and continues monitoring (step 2002) and adding
detected commands (step 2004) to the command queue.

In process 2006, a voice recognition subsystem monitors
the sound channels for commands (step 2008). In response to
detecting a command, the detected command along with the
associated arguments 1s placed on the command queue (step
2010). Process 2006 loops and continues monitoring (step
2008) and adding detected commands (step 2010) to the
command queue.

In process 2012, a wireless network subsystem monitors
the ports for commands (step 2014). In response to detecting,
a command, the detected command along with the associated
arguments 1s placed on the command queue (step 2016).
Process 2012 loops and continues monitoring (step 2014) and
adding detected commands (step 2016) to the command
queue.

In process 2018, a script processing subsystem executes
scheduled scripts and monitors for commands (step 2020). In
response to detecting a command, the detected command
along with the associated arguments 1s placed on the com-
mand queue (step 2022). Process 2018 loops and continues
monitoring (step 2020) and adding detected commands (step
2022) to the command queue.

With reference to FIG. 21, a flowchart a process for pro-
cessing commands 1s depicted 1n accordance with an 1llustra-
tive embodiment. The process illustrated 1n FIG. 21 may be
implemented 1n a digital life recording system, such as digital
life recording system 300 shown 1n FIG. 3.

The process begins by retrieving commands and their asso-
ciated arguments from a command queue (step 2100), such as
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command queue 512 shown 1n FIG. 5. The process interprets
the retrieved command to determine if the retrieved command
1s a control command or a data command (step 2102). A
control command 1s a command that modifies the operation of
the digital life recording system. A data command 1s com-
mand request to select data associated with the digital life
recording system.

In response to determining that the retrieved command 1s a
control command, the process calls the control appropriate
subsystem for processing the command (step 2104). In
response to determining that the retrieved command 1s a data
command, the process loads selected data to the raw data
queue (step 2106). The process loops and repeats steps 2100-
2106 for all commands 1n the command queue.

With reference to F1G. 22, a flowchart illustrating a process
for acquiring and organizing personal device data 1s depicted
in accordance with an illustrative embodiment. The process
illustrated 1in FIG. 22 may be implemented in a digital life
recording system, such as digital life recording system 300
shown 1n FIG. 3.

The process begins by monitoring for a connection asso-
ciated with a new device (step 2200). The connection may be
established either wirelessly, such as, but not limited to, Blue-
tooth enabled devices, or the connection may be established
through a physical connection, such as, but not limited to,
umversal serial bus (USB) devices. The devices may include,
but are not limited to, cellular phones, personal digital assis-
tants (PDAs), and digital cameras. Responsive to detecting a
connection, the process verifies the device connectivity (step
2202).

The process retrieves configuration information to deter-
mine the type of data to acquire from the connected device
(step 2204). The process then reads data from the connected
device(s) and tags the data with the content source informa-
tion, a timestamp, and global positioning system location
(step 2206). The process sends the tagged data to the raw data
queue (step 2208). The process determines whether more data
exists 1 the connected device (step 2210). In response to a
determination that more data exists in the connected device,
the process repeats the steps of reading and tagging the data
(step 2206), and sending the tagged data to the raw data queue
(step 2208). In response to a determination that more data
does not exist 1n the connected device, the process returns to
the step of monitoring for a connection associated with a new
device (step 2200).

FIG. 23 1s a flowchart of a process for acquiring and orga-
nizing personal network data 1n accordance with an illustra-
tive embodiment. The process illustrated 1n FIG. 23 may be
implemented 1in a digital life recording system, such as digital
life recording system 300 shown 1n FIG. 3.

The process begins by monitoring for a connection asso-
ciated with a new personal network (step 2300). The connec-
tion may be established either by wired or wireless means. In
response to detecting a connection, the process verifies the
personal network connectivity (step 2302). The process
retrieves configuration information to determine the type of
data to acquire from the connected personal network (step
2304).

The process then reads data from the connected personal
network and tags the data with the content source informa-
tion, a timestamp, and global positioning system location
(step 2306). The process sends the tagged data to the raw data
queue (step 2308).

The process determines whether the data 1s configured to
be announced (step 2310). Responsive to a determination that
the data 1s configured to be announced, the data 1s forwarded
to a personal audio and video playback subsystem {for
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announcing the data to the person (step 2312). The process
determines whether more data exists 1n the connected per-
sonal network (step 2314).

In response to a determination that more data exists in the
connected personal network, the process repeats the steps of
reading and tagging the data (step 2306), sending the tagged
data to the raw data queue (step 2308), and determining
whether the data 1s configured to be announced (step 2310). In
response to a determination that more data does not exist in
the connected personal network, the process returns to the
step of monitoring for a connection associated with a new
personal network (step 2300).

FIG. 24 1s a flowchart of a process for acquiring and orga-
nizing data from the Internet 1n accordance with an 1llustra-
tive embodiment. The process illustrated in FIG. 24 may be
implemented 1n a digital life recording system, such as digital
life recording system 300 shown 1n FIG. 3.

The process begins by monitoring for a connection asso-
ciated with a new network (step 2400). The connection may
be established either by wired or wireless means. In response
to detecting a connection, the process verifies internet acces-
sibility (step 2402). The process then retrieves configuration
information to determine the types of feeds to acquire (step
2404). A feed 1s data created by a party and broadcast over the
internet to others. The process connects to the desired feeds
(step 2406) and polls the internet feeds for content (step
2408). In response to recerving data/content from the internet
teeds, the data 1s tagged with the content source information,
a timestamp, and global positioning system location (step
2410). The process sends the tagged data to the raw data
queue (step 2412).

The process determines whether the data 1s configured to
be announced (step 2414). Responsive to a determination that
the data 1s configured to be announced, the data 1s forwarded
to a personal audio and video playback subsystem for
announcing the data to the person (step 2416). The process
determines whether more data exists 1n the connected internet
teeds (step 2418).

In response to a determination that more data exist in the
connected internet feeds, the process repeats the steps of
polling (step 2408) and tagging the data (step 2110), sending,
the tagged data to the raw data queue (step 2412), and deter-
mimng whether the data 1s configured to be announced (step
2414). In response to a determination that more data does not
existin the connected internet feeds, the process returns to the
step of monitoring for a connection associated with a new
network (step 2100).

FI1G. 25 15 a flowchart of a process for acquiring and orga-
nizing data from business networks 1n accordance with an
illustrative embodiment. The process illustrated 1n FIG. 235
may be implemented 1n a digital life recording system, such
as digital life recording system 300 shown in FIG. 3.

The process begins by monitoring for a connection asso-
ciated with a new business network (step 2500). The connec-
tion may be established either by wired or wireless means. In
response to detecting a connection, the process verifies the
business network connectivity (step 23502). The process
retrieves configuration information to determine the type of
data to acquire from the connected business network (step
2504). The process then reads data from the connected busi-
ness network and tags the data with the content source infor-
mation, a timestamp, and global positioning system location
(step 2506). The process sends the tagged data to the raw data
queue (step 2508).

The process determines whether the data 1s configured to
be announced (step 2510). Responsive to a determination that
the data 1s configured to be announced, the data 1s forwarded
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to a personal audio and wvideo playback subsystem {for
announcing the data to the person (step 2512). The process
determines whether more data exist in the connected business
network (step 2514).

In response to a determination that more data exists in the
connected business network, the process repeats the steps of
reading and tagging the data (step 2506), sending the tagged
data to the raw data queue (step 2508), and determining
whether the data 1s configured to be announced (step 2510). In
response to a determination that more data does not exist in
the connected business network, the process returns to the
step of monitoring for a connection associated with a new
business network (step 2500).

FIG. 26 1s a flowchart of a process for acquiring and orga-
nizing data from inirastructure networks 1n accordance with
an 1llustrative embodiment. The process illustrated in FIG. 26
may be implemented 1n a digital life recording system, such
as digital life recording system 300 shown in FIG. 3.

The process begins by monitoring for a connection asso-
ciated with a new infrastructure network (step 2600). The
connection may be established either by wired or wireless
means. In response to detecting a connection, the process
verifies inirastructure network connectivity (step 2602). The
process then retrieves configuration information to determine
the types of feeds to acquire (step 2604). The types of feeds
may include, but are not limited to, feeds containing data
associated with weather conditions and feeds containing data
associated with road conditions.

The process connects to the desired feeds (step 2606) and
polls the inirastructure feeds for content (step 2608). In
response to recewving data/content from the infrastructure
feeds, the data 1s tagged with the content source information,
a timestamp, and global positioning system location (step
2610). The process sends the tagged data to the raw data
queue (step 2612).

The process determines whether the retrieved data contains
data associated with road warnings or weather warnings
related to the current location of the person (step 2614). In
response to a determination that the retrieved data contains
data associated with road warnings or weather warnings
related to the current location of the person, the road warning/
weather warning 1s sent to a personal audio and video play-
back subsystem for announcing the warning(s) to the person
(step 2616).

The process determines whether more data exists 1n the
connected infrastructure feeds (step 2618). In response to a
determination that more data exists in the connected infra-
structure feeds, the process repeats the steps of polling (step
2608) and tagging the data (step 2610), sending the tagged
data to the raw data queue (step 2612), and determining
whether the data contains data associated with road warnings
or weather warnings related to the current location of the
person (step 2614).

In response to a determination that more data does not exist
in the connected infrastructure feeds, the process returns to
the step of monitoring for a connection associated with a new
infrastructure network (step 2600).

With reference now to FIG. 27, a flowchart of a process for
improving the indexing of data stored in the repository mass
store 1s depicted 1n accordance with an illustrative embodi-
ment. The process illustrated in FIG. 27 may be implemented
in a digital life recording system, such as digital life recording
system 300 shown 1n FIG. 3.

The process begins by querying a repository metadata
database, such as digital life metadata database 538 shown 1n
FIG. 5, for new records (step 2700). In response to a deter-
mination that new records exist, the process retrieves the first
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new record (step 2702). The process retrieves the object data
associated with the new record and retrieves the global posi-
tioming system (GPS) timestamp and location from the object
data (step 2704). The process passes the data object to a voice
recognition subsystem to generate a text transcript of the
object data (step 2706).

The process saves the text transcript into an object database
(step 2708), such as digital life information object database
540 shown 1n FIG. 5. The process then updates the repository
metadata database with the global positioning system (GPS)
timestamp and location, a unique 1dentifier that points to the
physical location of the text object (step 2710). The process
then performs full text indexing on the new text transcript
object (step 2712). The process stores the mformation asso-
ciated with the full text indexing in the repository metadata
database (step 2714). The process adds a post-processed
entry, for the text transcript object, into a post processing table
to indicate that the associated text transcript object has been
tully indexed (step 2716). The process loops and queries the
repository metadata database for a new record (step 2700).

With reference now to FIG. 28, a flowchart of a process for
searching, retrieving, and rendering data 1s depicted in accor-
dance with an illustrative embodiment. The process 1llus-
trated 1n FI1G. 28 may be implemented 1n a digital life record-
ing system, such as digital life recording system 300 shown 1n
FIG. 3.

The process begins by determining whether the user has
selected an option to perform an advance search (step 2800).
In an advance search, the process receives a query request
from a user to query the repository database (step 2802). The
query uses a database querying language, such as, but not
limited to, structured query language (SQL). For a regular
search, the process receives a request from a user containing
a starting date/time and an ending date/time (step 2804 ). The
process creates a list ol time slices based on the search request
(step 2806).

The process retrieves metadata for the scenelet time slices
from a digital life data repository (step 2808), such as digital
life data repository 804 shown 1n FIG. 8. The process also
retrieves metadata for non-video information, such as, but not
limited to, audio and temperature. The process then retrieves
theme layout information from a themes database (step
2810), such as themes database 818 shown in FIG. 8. The
process displays the retrieved data on a user interface (step
2812), such as user interface 900 shown in FIG. 9. The pro-
cess then determines whether another search request 1s to be
performed (step 2814). In response to determining that
another search request 1s to be performed, the process loops
back to step 2800.

With reference now to FIG. 29, a flowchart of a process for
organizing and presenting data 1s depicted 1n accordance with
an 1llustrative embodiment. The process illustrated in FI1G. 29
may be implemented 1n a digital life recording system, such
as digital life recording system 300 shown 1n FIG. 3.

The process begins by performing a search for data objects
via a search subsystem (step 2900), such as search subsystem
812 shown in FIG. 8. The process displays the retrieved data
objects via a render subsystem (step 2902), such as render
subsystem 814 shown in FIG. 8. The process selects scenelets
and other objects associated with presented data (step 2904).

The process then prompts a user for a playback project
name (step 2906). In response to receving a project name
from a user, the process saves the project name and pointers to
the selected objects 1n a project definitions database (step
2908), such as project definitions database 8358 shown in FIG.
8. A pointer 1s a variable that holds the address of a data object
or function.
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The process then creates a self-contained executable of the
selected objects (step 2910). The self-contained executable
may be emailed, posted to a web-site, or saved 1n non-volatile
memory, such as on a hard drive. In response to a receiving a
request to execute the self-contained executable of the
selected objects, the process plays the self-contained execut-
able on a user interface (step 2912), such as user interface 900
shown 1n FIG. 9.

Thus, the illustrative embodiments described herein pro-
vide a computer implemented method, apparatus, and com-
puter program product for controlling the capture of data at an
identified location. In one embodiment, the process 1dentifies
a location from locale identifier data to form an identified
location in response to recerving the locale identifier data. The
locale identifier data 1s associated with a location of the digital
life recorder. In addition, the 1dentified location 1s associated
with a set of usage policies. The process then determines
whether the set of usage policies restricts the capture of data
by the digital life recorder at the identified location or whether
the set of usage policies restricts playback of the data by a
playback system. Thereafter, the process disables a set of
sensors while the digital life recorder 1s in the presence of the
locale 1dentifier 1n response to determining that the set of
usage policies restricts the capture of data.

The 1llustrative embodiments depict a system for dynami-
cally capturing event data generated by users of a digital life
recorder during the performance of daily activities. In addi-
tion, data may be captured from external sources, such as,
without limitation, peer digital life recorder systems, public
and private mternet feeds, and information captured from
broadcasts associated with businesses. The capture of data or
the playback of data may be controlled by implementing a
usage policy controller that governs the operation of compo-
nents of a sensing subsystem of digital life recorder system.
Thus, a user of the digital life recorder system may control the
type of data that may be collected, stored, or replayed. In this
manner, sensitive, confidential, or proprietary event data may
be excluded from collection or presentation.

The flowchart and block diagrams 1n the Figures 1llustrate
the architecture, functionality, and operation ol possible
implementations of systems, methods, and computer pro-
gram products according to various embodiments of the
present invention. In this regard, each block in the flowchart
or block diagrams may represent a module, segment, or por-
tion of code, which comprises one or more executable
instructions for 1mplementing the specified logical
function(s). It should also be noted that, 1n some alternative
implementations, the functions noted 1n the block may occur
out of the order noted 1n the figures. For example, two blocks
shown 1n succession may, 1n fact, be executed substantially
concurrently, or the blocks may sometimes be executed 1in the
reverse order, depending upon the functionality mvolved. It
will also be noted that each block of the block diagrams
and/or flowchart 1llustration, and combinations of blocks 1n
the block diagrams and/or flowchart illustration, can be
implemented by special purpose hardware-based systems
that perform the specified functions or acts, or combinations
ol special purpose hardware and computer instructions.

The terminology used herein 1s for the purpose of describ-
ing particular embodiments only and 1s not intended to be
limiting of the invention. As used herein, the singular forms
“a,” “an,” and “the” are intended to include the plural forms as
well, unless the context clearly indicates otherwise. It will be
turther understood that the terms “comprises” and/or “com-
prising,” when used 1n this specification, specity the presence
of stated features, integers, steps, operations, elements, and/
or components, but do not preclude the presence or addition
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of one or more other features, integers, steps, operations,
clements, components, and/or groups thereof.

The corresponding structures, matenals, acts, and equiva-
lents of all means or step plus function elements 1n the claims
below are intended to include any structure, material, or act
for performing the function i combination with other
claimed elements as specifically claimed. The description of
the present ivention has been presented for purposes of
illustration and description, but 1s not intended to be exhaus-
tive or limited to the invention 1n the form disclosed. Many
modifications and variations will be apparent to those of
ordinary skill in the art without departing from the scope and
spirit of the invention. The embodiment was chosen and
described 1n order to best explain the principles of the mven-
tion and the practical application, and to enable others of
ordinary skill in the art to understand the invention for various
embodiments with various modifications as are suited to the
particular use contemplated.

The mvention can take the form of an entirely hardware
embodiment, an entirely software embodiment or an embodi-
ment containing both hardware and software elements. In a
preferred embodiment, the invention 1s implemented 1n soft-
ware, which includes but 1s not limited to firmware, resident
software, microcode, etc.

Furthermore, the invention can take the form of a computer
program product accessible from a computer-usable or com-
puter-readable medium providing program code for use by or
in connection with a computer or any instruction execution
system. For the purposes of this description, a computer-
usable or computer readable medium can be any tangible
apparatus that can contain, store, communicate, propagate, or
transport the program for use by or 1n connection with the
instruction execution system, apparatus, or device.

The medium can be an electronic, magnetic, optical, elec-
tromagnetic, infrared, or semiconductor system (or apparatus
or device) or a propagation medium. Examples of a computer-
readable medium include a semiconductor or solid-state
memory, magnetic tape, a removable computer diskette, a
random access memory (RAM), aread-only memory (ROM),
a rigid magnetic disk and an optical disk. Current examples of
optical disks include compact disk-read only memory (CD-
ROM), compact disk-read/write (CD-R/W) and DVD.

A data processing system suitable for storing and/or
executing program code will include at least one processor
coupled directly or indirectly to memory elements through a
system bus. The memory elements can include local memory
employed during actual execution of the program code, bulk
storage, and cache memories, which provide temporary stor-
age of at least some program code 1n order to reduce the
number of times code must be retrieved from bulk storage
during execution.

Input/output or I/O devices (including but not limited to
keyboards, displays, pointing devices, etc.) can be coupled to
the system either directly or through intervening I/0 control-
lers.

Network adapters may also be coupled to the system to
enable the data processing system to become coupled to other
data processing systems or remote printers or storage devices
through intervening private or public networks. Modems,
cable modem and Fthernet cards are just a few of the currently
available types of network adapters.

The description of the present invention has been presented
for purposes of 1illustration and description, and i1s not
intended to be exhaustive or limited to the mvention 1n the
form disclosed. Many modifications and variations will be
apparent to those of ordinary skill 1n the art. The embodiment
was chosen and described 1n order to best explain the prin-
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ciples of the invention, the practical application, and to enable
others of ordinary skill 1n the art to understand the invention
for various embodiments with various modifications as are
suited to the particular use contemplated.

What 1s claimed 1s:

1. A computer implemented method for controlling a cap-
ture of data by a digital life recorder, the computer 1mple-
mented method comprising:

responsive to recerving locale identifier data, from a locale

identifier sensor within a set of sensors comprising a
sensing subsystem related to a user, associated with a
location of the digital life recorder, 1dentitying the loca-
tion and a type of location by one or more processors of
a data processing system, using the locale identifier data
to form an i1dentified location, wherein the identified
location 1s associated with a predetermined set of usage
policies, and wherein the predetermined set of usage
policies assigned to the 1dentified location 1s applied to
the type of location 1dentified;

the one or more processors determining whether the pre-

determined set of usage policies restricts the capture of
data by the digital life recorder at the 1dentified location
or whether the predetermined set of usage policies
restricts playback of the data by a playback system:;
the one or more processors, responsive to determining that
the predetermined set of usage policies restricts the cap-
ture of data, disabling a set of sensors while the digital
life recorder 1s 1n a presence of a locale identifier; and
tagging the data captured at the identified location, by the
one or more processors, with recording restrictions
specified 1n the predetermined set of usage policies to
form tagged data, wherein a presentation of the tagged
data 1s restricted by the playback system, and wherein
the tagging, by the one or more processors, further com-
Prises:
identifying the data captured with at least one of a con-
tent source information, a timestamp of when a data
segment was captured and a global positioning sys-
tem location of a location of where the data segment
was captured;
forwarding the identified data to a raw data queue;
determining whether retrieved data 1s configured; and
responsive to determiming that the retrieved data 1s con-
figured, announcing the retrieved data to an audio and
a video playback subsystem.

2. The computer implemented method of claim 1, further
comprising;

converting analog data to digital data and organizing the

data captured into data segments and to receiving meta-
data from data capturing devices, by the one or more
processors, wherein the metadata comprises data includ-
ing data that describes a content, a quality, and a condi-
tion, of the data captured.

3. The computer implemented method of claim 1, wherein
the predetermined set of usage policies comprises an embed-
ded usage policy specified by the locale identifier, and
wherein the locale 1dentifier distinguishes a particular loca-
tion 1n which the locale 1dentifier 1s located and includes
sources comprising a bar code, a radio frequency 1dentifica-
tion tag, a device emitting a specific audio frequency, a light
source emitting a particular wavelength of light, a unique wall
color of the particular location, a selected arrangement of
objects 1n the particular location, an odor of the particular
location or another predefined characteristic of the particular
location for which the locale 1dentifier sensor 1s attuned.
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4. The computer implemented method of claim 1, further
comprising:

the one or more processors enabling the set of sensors 1n an

absence of the locale 1dentifier.
5. A non-transitory computer readable storage medium
having computer executable nstructions stored thereon for
controlling a capture of data by a digital life recorder, when
executed by one or more processors of a computer, the com-
puter executable mstructions comprising:
computer executable instructions for identifying a location
and a type of location using locale identifier data, from a
locale 1dentifier sensor within a set of sensors compris-
ing a sensing subsystem related to a user, to form an
identified location 1n response to receiving the locale
identifier data, wherein the locale 1dentifier data 1s asso-
ciated with the location of the digital life recorder,
wherein the 1dentified location 1s associated with a pre-
determined set of usage policies, and wherein the pre-
determined set of usage policies assigned to the 1denti-
fied location 1s applied to the type of location 1dentified;

computer executable 1nstructions for determining whether
the predetermined set of usage policies restricts the cap-
ture of data by the digital life recorder at the 1dentified
location or whether the predetermined set of usage poli-
cies restricts playback of the data by a playback system;

computer executable instructions for disabling a set of
sensors while the digital life recorder 1s 1n a presence of
the locale 1dentifier 1n response to determining that the
predetermined set of usage policies restricts the capture
of data; and

computer executable instructions for tagging the data cap-

tured at the 1dentified location, by the one or more pro-
cessors, with recording restrictions specified 1n the pre-
determined set of usage policies to form tagged data,
wherein a presentation of the tagged data is restricted by
the playback system, and wherein the computer execut-
able instructions for tagging further comprise:
computer executable instructions for identifying the
data captured with at least one of a content source
information, a timestamp of when a data segment was
captured and a global positioning system location of a
location of where the data segment was captured;
computer executable instructions for forwarding the
identified data to a raw data queue; computer execut-
able 1nstructions for determining whether retrieved
data 1s configured; and
computer executable instructions responsive to deter-
mining that the retrieved data 1s configured, for
announcing the retrieved data to an audio and a video
playback subsystem.

6. The non-transitory computer readable storage medium
of claim §, further comprising:

computer executable instructions for converting analog

data to digital data and organizing the data captured into
data segments and to recerving metadata from data cap-
turing devices, wherein the metadata comprises data
including data that describes a content, a quality, and a
condition, of the data captured.

7. The non-transitory computer readable storage medium
of claim 5, wherein the predetermined set of usage policies
comprises an embedded usage policy specified by the locale
identifier, and wherein the locale i1dentifier distinguishes a
particular location 1n which the locale identifier 1s located and
includes sources comprising a bar code, a radio frequency
identification tag, a device emitting a specific audio fre-
quency, a light source emitting a particular wavelength of
light, a unique wall color of the particular location, a selected

10

15

20

25

30

35

40

45

50

55

60

65

30

arrangement of objects 1n the particular location, an odor of
the particular location or another predefined characteristic of
the particular location for which the locale identifier sensor 1s
attuned.

8. The non-transitory computer readable storage medium
of claim 5, further comprising:

computer executable instructions for enabling the set of

sensors 1n an absence of the locale 1dentifier.

9. An apparatus for controlling a capture of data by a digital
life recorder, the apparatus comprising:

a bus system:;

a memory connected to the bus system, wheremn the

memory includes computer usable program code; and
one or more processors connected to the bus system,
wherein the one or more processors execute the com-
puter usable program code to:
identify a location and a type of location using locale
identifier data from a locale 1dentifier sensor within a
set of sensors comprising a sensing subsystem related
to a user, to form an 1dentified location 1n response to
receiving the locale identifier data, wherein the locale
identifier data 1s associated with the location of the
digital life recorder, wherein the 1dentified location 1s
associated with predetermined a set of usage policies,
and wherein the predetermined set of usage policies
assigned to the identified location 1s applied to the
type of location 1dentified;
determine whether the predetermined set of usage poli-
cies restricts the capture of data by the digital life
recorder at the 1dentified location or whether the pre-
determined set of usage policies restricts playback of
the data by a playback system:;
disable a set of sensors while the digital life recorder1sin
a presence of the locale identifier 1n response to deter-
mimng that the predetermined set of usage policies
restricts the capture of data; and
tag the data captured at the 1dentified location, by the one
or more processors, with recording restrictions speci-
fied 1in the predetermined set of usage policies to form
tagged data, wherein a presentation of the tagged data
1s restricted by the playback system, and wherein the
tagging by the one or more processors further com-
prises to:
1dentily the data captured with at least one of a content
source information, a timestamp of when a data
segment was captured and a global positioning sys-
tem location of a location of where the data seg-
ment was captured;
torward the identified data to a raw data queue;
determine whether retrieved data 1s configured; and
responsive to a determination that the retrieved data 1s
configured, announce the retrieved data to an audio
and a video playback subsystem.

10. The apparatus of claim 9, wherein the one or more
processors Turther execute the computer usable program code
to convert analog data to digital data and organize the data
captured into data segments and to recerve metadata from
data capturing devices and wherein the metadata comprises
data including data that describes content, quality, and a con-
dition of the data captured.

11. The apparatus of claim 9, wherein the predetermined
set of usage policies comprises an embedded usage policy
specified by the locale identifier, and wherein the locale 1den-
tifier distinguishes a particular location 1n which the locale
identifier 1s located and includes sources comprising a bar
code, a radio frequency 1dentification tag, a device emitting a
specific audio frequency, a light source emitting a particular
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wavelength of light, a unique wall color of the particular
location, a selected arrangement of objects 1n the particular
location, an odor of the particular location or another pre-
defined characteristic of the particular location for which the
locale 1dentifier sensor 1s attuned.
12. The apparatus of claim 9, wherein the one or more
processors further execute the computer usable program code
to enable the set of sensors 1n an absence of the locale 1den-
tifier.
13. A system for controlling a capture of data by a digital
life recorder, the system comprising;:
a locale 1dentifier sensor, wherein the locale 1dentifier sen-
sor, within a set of sensors comprising a sensing sub-
system related to a user, detects a presence of a locale
identifier, and wherein the locale identifier 1s present 1n
an 1dentified location;
a usage policy controller, wherein the usage policy control-
ler:
identifies a location from locale 1dentifier data to form an
identified location 1n response to receiving the locale
identifier data from the locale identifier sensor,
wherein the locale 1dentifier data 1s associated with a
location of the digital life recorder, and wherein the
identified location 1s associated with a predetermined
set of usage policies, and wherein the predetermined
set of usage policies assigned to the 1dentified location
1s applied to a type of location 1dentified;

determines whether the predetermined set of usage poli-
cies restricts the capture of data by the digital life
recorder at the identified location or whether the pre-
determined set of usage policies restricts playback of
the data by a playback system:;

disables a set of sensors while the digital life recorder 1s
in a presence of the locale 1dentifier 1n response to
determining that the predetermined set of usage poli-
cies restricts the capture of data; and

tags the data captured at the identified location with
recording restrictions specified in the predetermined
set of usage policies to form tagged data, wherein a
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presentation of the tagged data 1s restricted by the

playback system, and wherein the tagging further

COMprises:

identifying the data captured with at least one of a
content source information, a timestamp of when a
data segment was captured and a global positioning
system location of a location of where the data
segment was captured;

torwarding the identified data to a raw data queue;

determining whether retrieved data 1s configured; and

responsive to determining that the retrieved data 1s
configured, announcing the retrieved data to an
audio and a video playback subsystem.

14. The system of claim 13, wherein the usage policy
controller converts, analog data to digital data and organizes
the data captured into data segments and receives metadata
from data capturing devices, and wherein the metadata com-
prises data including data that describes a content, a quality,
and a condition, of the data captured.

15. The system of claim 13, wherein the predetermined set
of usage policies comprises an embedded usage policy speci-
fied by the locale 1dentifier, and wherein the locale 1dentifier
distinguishes a particular location in which the locale 1denti-
fier 1s located and includes sources comprising a bar code, a
radio frequency identification tag, a device emitting a specific
audio frequency, a light source emitting a particular wave-
length of light, a unique wall color of the particular location,
a selected arrangement of objects 1n the particular location, an
odor of the particular location or another predefined charac-
teristic of the particular location for which the locale 1denti-
fier sensor 1s attuned.

16. The system of claim 13, wherein the usage policy
controller enables the set of sensors 1n an absence of the locale
identifier.

17. The system of claim 13, wherein the locale identifier 1s

a radio frequency identification tag, and wherein the locale
identifier sensor 1s a radio frequency 1dentification tag reader.
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