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SOCIAL MEDIA AND DATA SHARING
CONTROLS FOR DATA SECURITY
PURPOSES

BACKGROUND

Social media and data sharing controls provide enhanced
security and privacy during user interactions. In some situa-
tions, users may wish to share personal data with friends and
enterprise data with colleagues and professional contacts, but

not vice versa. For example, a user may wish to share pictures
from a cookout to one social media site where the user often

communicates with friends, then share a press release from
the user’s company to a news outlet or proiessional network-
ing site. Conventional approaches allow the sharing of data
indiscriminately, but this often permits embarrassing revela-
tions to colleagues about personal activities. Conversely, con-
ventional solutions do not provide adequate protection for
confidential or proprietary enterprise data from being shared
with mnappropriate personal contacts or on publicly available
social media sites.

SUMMARY

This Summary 1s provided to mtroduce a selection of con-
cepts 1n a simplified form that are further described below 1n
the Detailed Description. This Summary 1s not intended to
identify key features or essential features of the claimed sub-
ject matter. Neither 1s this Summary intended to be used to
limit the claimed subject matter’s scope.

Social media and data sharing controls may be provided.
Upon recerving a request to transmit an element of data to a
recipient, a determination may be made as to whether the
recipient 1s appropriate to receive the element of data. In
response to determining that the recipient 1s appropriate to
receive the element of data, the element of data may be
transmitted. In response to determiming that the recipient 1s
not appropriate to receive the element of data, at least one
remedial action may be performed.

It 1s to be understood that both the foregoing general
description and the {following detailed description are
examples and explanatory only, and should not be considered
to restrict the disclosure’s scope, as described and claimed.
Further, features and/or variations may be provided 1n addi-
tion to those set forth herein. For example, embodiments of
the disclosure may be directed to various feature combina-
tions and sub-combinations described 1n the detailed descrip-
tion.

BRIEF DESCRIPTION OF THE DRAWINGS

Many aspects of the present disclosure can be better under-
stood with reference to the following diagrams. The drawings
are not necessarily to scale. Instead, emphasis 1s placed upon
clearly illustrating certain features of the disclosure. More-
over, 1n the drawings, like reference numerals designate cor-
responding parts throughout the several views. In the draw-
ngs:

FIG. 1 1s a block diagram of a user device;

FI1G. 2 1s a block diagram of an operating environment for
providing device management; and

FIG. 3 1s a tflow chart illustrating a method for providing
social media controls.

DETAILED DESCRIPTION

The following detailed description refers to the accompa-
nying drawings. Wherever possible, the same reference num-
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2

bers are used 1n the drawings and the following description to
refer to the same or similar elements. While embodiments of
the disclosure may be described, modifications, adaptations,
and other implementations are possible. For example, substi-
tutions, additions, or modifications may be made to the ele-
ments illustrated 1n the drawings, and the methods described
herein may be modified by substituting, reordering, or adding
stages to the disclosed methods. Accordingly, the following
detailed description does not limit the disclosure. Instead, the

proper scope of the disclosure 1s defined by the appended
claims.

Social media controls may be provided. Users often use
personal and enterprise devices interchangeably 1n their daily
lives. For example, a user may check Facebook® from their
company-issued cellphone, or work on corporate marketing
materials from their personally owned home computer. Simi-
larly, users of instant messaging accounts may easily carry on
conversations with a colleague or fnend from multiple
devices, whether the devices be personal or enterprise-
owned. Whoever owns a device, however, a management
scheme may allow for the segregation of personal and enter-
prise content to prevent inadvertent sharing of data and poten-
tial breaches of privacy.

As an example, a user may bring their own smartphone to
work and enroll 1t in the enterprise’s device management
scheme. Such a scheme may impose various control over
access to resources, such as requiring a device password to
retrieve enterprise email. The scheme may also 1dentify con-
tacts and/or applications on the device as being associated
with the user’s personal/home persona, their enterprise/work
persona, and/or both. Further categorizations are also envi-
sioned, such as identifying contacts as being associated with
different roles for the user within each persona. For example,
a user’s home persona may be associated with relatives 1n a
family role and with teachers at a child’s school 1n a parent
role. For another example, the user’s work persona may be
associated with other enterprise employees 1n an internal role
and with particular web sites (e.g., LinkedIn®) and/or con-
tacts at other enterprises (e.g., account managers, sales pros-
pects, etc.) 1n an external role.

In some embodiments, the user’s attempts to share or trans-
mit data may be analyzed to determine 11 the sharing 1s appro-
priate. For example, an email to a contact categorized as
‘personal’ may be analyzed to determine 11 1t 1s being sent
from a work address and/or contains data marked or identified
as confidential. I so, the sharing of the data may be deemed
mappropriate and a remedial action may be taken. For
example, the user may be asked to confirm sending the data,
the email may be prevented from being sent, and/or an author,
department head, and/or an adminmistrator associated with the
device management scheme may be notified.

In some embodiments, the device management scheme
may prohibit some websites and/or applications, such as
social media, from being accessed for some users but allow
them for other users. For example, a user 1n an accounting
group may have greater restrictions on data sharing to exter-
nal contacts and applications than a user 1n a marketing group
whose j0b responsibilities include the momitoring of a com-
petitor’s social media activities and/or the sharing of press
releases.

Some data may be whitelisted by authorized users for
sharing by users in various device management groups. For
example, a favorable analyst report may be emailed to users
throughout the enterprise with encouragement to share freely.
Such a document may be watermarked and/or included on a
list of sharing-approved documents in order to allow sharing
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by users who may ordinarily be prevented from sharing enter-
prise-related data to social media sites and/or outside con-
tacts.

The technical effects of some embodiments of this disclo-
sure may include establishing control of access to networks
and resources when access lists may not be predefined, and
reducing and/or eliminating the burden of predefining access
lists to control access to networks and resources. Moreover,
the technical effects of some embodiments may include
enhancing network access control by assigning specific
access rights based on access lists to client devices authorized
to access associated network beacons and resources.

Other technical effects of some embodiments of this dis-
closure may offer group management solutions to managing
content access and distribution. For example, users of a sales
group may have read access to marketing documents and
presentations, while users 1n a marketing group may be able
to edit and/or annotate the market documents. Similarly, users
1n an accounting or business services group may be the only
ones with access to enterprise financial documents. These
access controls may be provided by distributing authorization
credentials to devices associated with users of the respective
group. Each user may then authenticate to their device, such
as by mputting a username, password, authentication key,
and/or biometric data, before the device may access and/or
retrieve the content authorized for distribution to that device.
These authentication types are provided as examples only and
are not intended to be limiting as many other types of user
authentication are 1n use and/or may be contemplated 1n the
future.

Content access may be further limited by policies that
enforce other compliance restrictions based on properties of
the device such as time, location, device security and/or integ-
rity, presence ol another device, software versions, required
soltware, etc. For example, educational settings may desig-
nate student and instructor groups. These groups may be
turther assigned to specific classes such that only student
group members associated with a given class may access
content associated with that class. Further, edit access to the
content for the class may be restricted to the user(s) in the
istructor group and/or student group members may be per-
mitted to add content that only the instructor may view (e.g.,
homework assignments.) In some embodiments, the 1nstruc-
tor group user(s) may be able to push content to student group
user(s) and/or activate temporary control of the students’
devices to prevent the devices from accessing non-class
related content during class time.

To reduce the cost of ownership of user devices and cellular
and/or data service charges associated with use of such user
devices, an enterprise such as an educational 1nstitution and/
or a business may immplement a “bring your own device”
(BYOD) policy to allow an employee to use his/her personal
device to access enterprise resources rather than provide the
user with an enterprise owned user device for such purpose.
To support such a BYOD policy, a user device administrator
(1.e. IT administrator) may manage a group ol personally
owned user devices, via a management application executed
by a management server in communication with the user
devices over a network, to provide the user devices with
secure access to enterprise resources.

The user device administrator may enroll user devices 1nto
the management system to monitor the user devices for secu-
rity vulnerabilities and to configure the user devices for
secure access to enterprise resources. The user device admin-
1strator may create and/or configure at least one configuration
profile via a user interface provided by the management sys-
tem. A configuration profile may comprise a set of mstruc-
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tions and/or settings that configure the operations and/or
functions of a user device, which may ensure the security of
the accessed resources. The user device administrator may,
for instance, configure an enterprise email configuration pro-
file by specifying the network address and access credentials
of an enterprise email account that the users of the user
devices are authorized to access. Other configuration policies
may include, but are not limited to, hardware, software, appli-
cation, function, cellular, text message, and data use restric-
tions, which may be based at least 1n part on the current time
and/or location of the restricted user device. The user device
administrator may thereaiter deploy the configuration pro-
files to specific user devices, such as to groups of user devices
of users with similar roles, privileges and/or titles.

The user devices may also have access to personal configu-
ration profiles that may be created by the users of the user
devices. The user devices may, for imnstance, have access to a
personal email configuration profile that was created by a user
of the user device to provide access to her personal email
account. Thus, a user device enrolled n a BYOD manage-
ment system may have more than one configuration profile
for a given use of the user device, such as a personal email
configuration profile and an enterprise email configuration
profile that are both used for accessing email accounts on the
user device.

The user devices may be instructed to enable and/or disable
certain configuration profiles according to authorization
rights specified by the user device administrator, such as
location and/or time-based authorization rights. For example,
a BYOD policy may specily that user devices enrolled 1n the
BYOD management system are authorized for personal use
outside of the workday and are authorized for business use
during the workday. Similarly, a BYOD device may be
restricted to enterprise uses while 1n work locations and/or
prohibited from accessing enterprise resources while outside
of secure work locations. To implement such a policy, a user
device administrator may instruct the user devices to toggle
between personal configuration policies and enterprise con-
figuration policies based on factors such as the current time
and/or location associated with the user device.

The current time may be based on the current time at the
current location of the user device, which may be determined
by GPS, Wi-Fi1, Cellular Triangulation, etc., or may be based
on the current time at a configured primary location associ-
ated with the user device, which may be the primary office
location of an employee user of the user device. As an
example, time-based configuration profile toggling may be
provided by instructing a user device to enable business con-
figuration profiles and disable personal configuration profiles
while the current time 1s between 9 AM and 5 PM at the
current location of the user device, and to disable business
configuration profiles and enable personal configuration pro-
files while the current time 1s between 5 PM and 9 AM at the
current location of the user device.

FIG. 1 1s a block diagram of a user device 100 comprising,
a processor 105 and a memory 110. Depending on the con-
figuration and type of device, memory 110 may comprise, but
1s not limited to, volatile (e.g. random access memory
(RAM)), non-volatile (e.g. read-only memory (ROM)), flash
memory, or any combination. Memory 110 may store execut-
able programs and related data components of various appli-
cations and modules for execution by user device 100.
Memory 110 may be coupled to processor 105 for storing
configuration data and operational parameters, such as com-
mands that are recognized by processor 105.

Basic functionality of user device 100 may be provided by
an operating system 1135 contained 1n memory 100. One or
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more programmed software applications may be executed by
utilizing the computing resources 1n user device 100. Appli-
cations stored 1n memory 110 may be executed by processor
105 (e.g., a central processing unit or digital signal processor)
under the auspices of operating system 115. For example,
processor 105 may be configured to execute applications such
as web browsing applications, email applications, instant
messaging applications, and/or other applications capable of
receiving and/or providing data.

Data provided as input to and generated as output from the
application(s) may be stored 1n memory 110 and read by
processor 105 from memory 110 as needed during the course
ol application program execution. Input data may be data
stored 1n memory 110 by a secondary application or other
source, etther internal or external to user device 100, or pos-
sibly anticipated by the application and thus created with the
application program at the time 1t was generated as a software
application program. Data may be received via any of a plu-
rality of communication ports 120(A)-(C) of user device 100.
Communication ports 120(A)-(C) may allow user device 100
to communicate with other devices, and may comprise com-
ponents such as an Ethernet network adapter, a modem, and/
or a wireless network connectivity interface. For example, the
wireless network connectivity interface may comprise one
and/or more of a PCI (Peripheral Component Interconnect)
card, USB (Universal Serial Bus) interface, PCMCIA (Per-
sonal Computer Memory Card International Association)
card, SDIO (Secure Digital Input-Output) card, NewCard,
Cardbus, a modem, a wireless radio transceiver, and/or the
like.

User device 100 may also receive data as user input via an
input component 125, such as a keyboard, a mouse, a pen, a
stylus, a sound mput device, a touch mnput device, a capture
device, etc. A capture device may be operative to record
user(s) and capture spoken words, motions and/or gestures,
such as with a camera and/or microphone. The capture device
may comprise any speech and/or motion detection device
capable of detecting the speech and/or actions of the user(s).

Data generated by applications may be stored in memory
110 by the processor 105 during the course of application
program execution. Data may be provided to the user during,
application program execution by means of a display 130.
Consistent with embodiments of this disclosure, display 130
may comprise an integrated display screen and/or an output
port coupled to an external display screen.

Memory 110 may also comprise a platform library 140.
Platform library 140 may comprise a collection of function-
ality useful to multiple applications, such as may be provided
by an application programming interface (API) to a software
development kit (SDK). These utilities may be accessed by
applications as necessary so that each application does not
have to contain these utilities thus allowing for memory con-
sumption savings and a consistent user interface.

Furthermore, embodiments of this disclosure may be prac-
ticed 1n conjunction with a graphics library, other operating
systems, or any other application program and 1s not limited
to any particular application or system. The devices described
with respect to the Figures may have additional features or
functionality. For example, user device 100 may also include
additional data storage devices (removable and/or non-re-
movable) such as, for example, magnetic disks, optical disks,
or tape (not shown).

User device 100 may comprise a desktop computer, a lap-
top computer, a personal digital assistant, a cellular tele-
phone, a set-top box, a music player, a web pad, a tablet
computer system, a game console, and/or any other device
with like capability.
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User device 100 may store 1n a data store 150 a device
profille 152 and a plurality of user preferences 154. Device
profile 152 may comprise an indication of the current position
of user device 100 and/or indications of the hardware, soft-
ware, and security attributes which describe user device 100.
For instance, device profile 152 may represent hardware
specifications of user device 100, version and configuration
information of various soitware program and hardware com-
ponents installed on user device 100, data transmission pro-
tocols enabled on user device 100, version and usage infor-
mation of various resources stored on user device 100, and/or
any other attributes associated with the state of user device
100. The device profile 152 may further comprise data indi-
cating a date of last virus scan of user device 100, a date of last
access by an I'T representative, a date of last service by the IT
representative, and/or any other data indicating maintenance
and usage of user device 100. Furthermore, the device profile
152 may comprise indications of the past behavior of associ-
ated users, such as resources accessed, charges for resource
accesses, and the mventory accessed from such resources.
User preferences 154 may comprise a listing of factors that
may ailect the experience of the user. In particular, user
preferences 154 may include indications of the user’s age,
gender, bodily ftraits, preferred resource types, preferred
venue resources, and combinations thereof.

User device 100 may also store at least one resource 156 1n
the data store 150. Resources 1356, for instance, may include
any electronic data, such as databases, applications, text files,
word processor files, spreadsheet files, presentation files,
graphic files, audio files, photographic files, video files, appli-
cations and application files, and/or the like. More specifi-
cally, resources 156 may include at least one of the following
file types: data files, audio files, video files, three-dimensional
image liles, raster image files, vector image files, page layout
files, spreadsheet files, database files, executable files, CAD
files, web files, plug-in files, font files, system {iles, settings
files, encoded files, compressed files, disk image files, devel-
oper files, backup files, and/or any other files.

FIG. 21s ablock diagram view of an operating environment
200 comprising user device 100 1n communication with a
resource server 210, which may provide one or more
resource(s) 215, and a compliance server 220, which may
provide a management application 230, via a network 240.
User device 100, resource server 210, and/or compliance
server 220 may be operative to communicate with a public
server 250 via network 240. In some embodiments, manage-
ment application 230 may be operative to execute on user
device 100 and/or resource server 210.

The compliance server 220 may comprise, for example,
cloud-based solutions, server computers and/or any other
system providing device management capability. For pur-
poses of convenience, the compliance server 220 1s referred to
herein in the singular, although 1t 1s understood that a plurality
ol servers may be employed 1n the arrangements as described
herein. Furthermore, in some embodiments, multiple compli-
ance servers 220 may operate on the same server computer.
The components executed on the compliance server 220, for
example, may comprise various applications, services, pro-
cesses, systems, engines, or functionality not disclosed 1n
detail herein.

The compliance server 220 may comprise management
application 230 comprising a plurality of compliance rules
and/or policies that may be applicable to user device 100.
While the management application 230 1s shown as within the
compliance server 220, the management application 230 may
alternately be within the user device 100 and/or remotely
located on the resource server 210 and may be remotely
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updated periodically by compliance server 220 according to
common over-the-air (OTA) updating methods. Attempts by
user device 100 to perform certain functionality on user
device 100 may require user device 100 to be 1n compliance
with one and/or more of the compliance policies/rules.
Depending on the sensitivity of a given functionality, differ-
ent compliance rules may be necessary to ensure that the
functionality 1s adequately restricted. Some functionality
may only require ensuring that the proper user 1s requesting,
the functionality. Other resources may require compliance
with more stringent authorization rules, such as determining,
whether the functionality 1s restricted during certain time
windows. Accordingly, user device 100 and/or compliance
server 220 may be operative to determine whether the user of
user device 100 1s authorized to perform requested function-
ality at the time the user requests to perform such function-
ality.

Compliance server 220 may use the compliance rules to
impose hardware restrictions regarding the use of specific
wireless devices and specific wireless device features, such
as, for mstance, cameras, Bluetooth, IRDA, tethering, exter-
nal storage, a mobile access point, and/or other hardware
restrictions. The compliance rules may also impose software
restrictions such as the use of specific wireless device oper-
ating systems or applications, internet browser restrictions,
screen capture functionality, and/or other soiftware restric-
tions. Mobile device management restrictions included in the
compliance rules may comprise encryption requirements,
firmware versions, remote lock and wipe functionalities, log-
ging and reporting features, GPS tracking, and/or other
mobile device management features.

The compliance server 220 may determine whether the
device characteristics of a requesting device (e.g. user device
100) satisiy one or more of the restrictions enumerated 1n the
compliance rules. For example, the compliance server 220
may determine that a requesting device that has a camera,
Bluetooth capability, and 1s executing a specified version of
an operating system 1s compliant with the compliance rules.
As another example, the compliance server 220 may deter-
mine that a requesting device that 1s associated with an exter-
nal storage unit and has screen capture functionality enabled
1s not compliant with the compliance rules.

In some embodiments, an agent application 234 executed
on user device 100 may make the compliance determination
based on the device profile, credentials, and/or user prefer-
ences. For instance, the agent application 234 may monitor
calls by applications, such as a client application 235, and/or
a secure application 236, on user device 100 to the operating
system 115 of user device 100 to determine whether user
device 100 seeks to perform functionality associated with one
and/or more of the compliance rules described above. Addi-
tionally, the agent application 234 on user device 100 may
approve and/or deny the associated functionality requests.
For instance, the agent application 234 may instruct operating
system 1135 on user device 100 to disable the camera of user
device 100 1n response to a determination that a compliance
rule specifies that the camera cannot be used at the time of the
request by the user device 100 to operate the camera.

In some embodiments, the agent application 234 executed
on user device 100 may rely on compliance server 220 to
determine whether a given functionality request on user
device 100 1s permitted according to the compliance rules.
For instance, the agent application may transmit a function-
ality request, a device profile, credentials, and/or user prefer-
ences to compliance server 220 so that compliance server 220
may determine whether user device 100 seeks to perform
functionality that may violate a given compliance rule. Addi-
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tionally, compliance server 220 may approve and/or deny the
associated functionality requests. For instance, compliance
server 220 may instruct the agent application 234 on user
device 100 to mstruct operating system 115 to activate a VPN
security profile prior to opening a document and/or link.

In some embodiments, the compliance rules may comprise
device settings and/or executable instructions that define
which functionality the operating system 1135 of user device
100 1s authorized to perform. Furthermore, the compliance
rules may comprise a list of functions, such as those provided
by APIs associated with operating system 1135 and/or plat-
form library 140, that may be treated as protected functions.
Calls to these functions, such as calls to retrieve login creden-
tials, may result in checks by user device 100 and/or compli-
ance server 220 for compliance with the compliance rules.

In some embodiments, the agent 234 may perform a set of
ordered operations to accomplish a requested function. These
operation sets may be defined by the user device 100 and/or
compliance server 220 and may comprise one and/or more
operations to determine whether the user device 100 1s 1n
compliance with policies from policy store 230. The agent
234 may control at least one respective computing resource of
the user device 100. The operations may include configuring
at least one respective computing resource of the user device
100 such as restricting access to at least one resource man-
aged by the agent 234.

The Network 240 may comprise, for example, any type of
wired and/or wireless network such as a wireless local area
network (WLAN), a wireless wide area network (W WAN),
Ethernet, fiber-optic network, and/or any other type of wired
and/or wireless network now known or later developed. Addi-
tionally, the Network 240 may be or include the Internet,
intranets, extranets, microwave networks, satellite communi-
cations, cellular systems, PCS, infrared communications,
global area networks, or other suitable networks, etc., or any
combination of such networks.

The public server 250 may comprise a content and/or mes-
sage distribution server such as a social media website, a
forum, an 1instant messaging server, and/or an email distribu-
tion server. In some embodiments, public server 250 may be
accessible to anyone who connects to public server 250 over
network 240, may require user registration and/or may
require use of an authorized user device 100.

FIG. 3 1s a flow chart setting forth the general stages
involved 1n a method 300 consistent with embodiments of this
disclosure for providing social media and data access con-
trols. For convenience, method 300 1s described below as
being performed by an instance of user device 100. This 1s
intended as anon-limiting example, as any and/or all stages of
method 300 may be performed by any of the components of
operating environment 200. Ways to implement the stages of
method 300 will be described in greater detail below. Method
300 may begin at starting block 303 and proceed to stage 310
where user device 100 may recetve a request to share an
clement of data. For example, a user may attempt to send an
email with a document attachment and/or may attempt to post
an activity update to a social media site.

From stage 310, method 300 may advance to stage 320
where user device 100 may categorize the request to share the
data. For example, agent application 234 may intercept the
request and categorize the type of sharing and/or the element
of data. For example, requests to share with some sites, such
as a professional networking site (e.g., LinkedIn®) may be
categorized as professional and/or work-related requests
while requests to share with other sites (e.g., Facebook®)
may be categorized as personal requests. Similarly, the datato
be shared may be categorized as work or personal related,
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categorized by type (e.g., e-mail, document, activity update),
and/or categorized as approved or not. For example, request
to share what song 1s being listened to on user device 100 with
public server 250 as an 1nstant messaging service status may
be categorized as a request to share a personal activity update.

In some embodiments, the data itself may be analyzed to
identify the appropriate category. For example, a document
may be scanned for keywords such as “Confidential” or
“Privileged,” and/or for enterprise-related keyword such as
competitor names, project names, versions, and/or code-
names. Similarly, the contents of the data may be compared to
a white list of data allowed to be shared and categorized as
permitted or not. Such white lists may be data, user and/or
group specific, such as where a marketing group member 1s
allowed to share videos comprising product data on YouTube
while development group members are not.

From stage 320, method 300 may advance to stage 330
where user device 100 may categorize a recipient of the data
according to the request. For example, user device 100 may
analyze a contact record associated with the recipient to deter-
mine whether the recipient comprises a work or personal
contact. Such analysis may comprise, for example, determin-
ing whether the contact record 1s associated with an enterprise
address book and/or whether a phone number or email
address associated with the recipient comprises a corporate
contact method (e.g., the recipient’s email address may com-
prise the same domain as the requesting user’s email address
and/or the same telephone exchange. In some embodiments,
the 1dentity of public server 250 may be used to categorize the
recipient, such as where some social media sites are catego-
rized as proiessional and/or work related while others may be
categorized as personal. In some embodiments, work-catego-
rized recipients may be specifically identified on a white list,
while any other site may be categorized as non-work by
default. Stmilarly, specific recipients may be categorized as
personal while other recipients are categorized as non-per-
sonal by default.

From stage 330, method 300 may advance to stage 340
where user device 100 may determine whether sharing 1s
appropriate. For example, agent application 234 may deter-
mine whether the category of the data to be shared 1s com-
patible and/or the same as the category of the recipient, such
as where personal category data 1s to be shared with a per-
sonal category web site. In some embodiments, management
application 230 may provide one and/or more rules governing
what categories of data may be shared with what categories of
recipients. For example, a rule may be configured such that
personal web browsing history may not be appropriate to be
shared with work-related recipients. Such a rule may be fur-
ther configured to allow an exception for sharing with a work-
related recipient if, for example, that work-related recipient 1s
monitoring the device for improper usage during business
hours.

If the sharing 1s determined to be appropriate at stage 340,
method 300 may advance to stage 345 where user device 100
may cause the data to be shared. For example, user device 100
may transmit the shared data to public server 250 and or send
a message, document, and/or other element of data to another
instance of user device 100.

If the sharing 1s determined not to be appropriate at stage
340, method 300 may advance to stage 350 where user device
100 may perform a remedial action. For example, user device
100 may notily a user that the sharing 1s not appropriate,
request confirmation of the sharing of the data, prevent the
sharing of the data, create a log event of the request to share
the data, and/or notify an administrator of the request to share
the data. Method 300 may then end at stage 360.
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An embodiment consistent with the disclosure may com-
prise a system for providing social media and data sharing
controls. The system may comprise a memory storage and a
processing unit coupled to the memory storage. The process-
ing unit may be operative to recerve a request to transmit an
clement of data to arecipient, determine whether the recipient
1s appropriate to recerve the element of data, 1 response to
determining that the recipient is appropriate to receive the
element of data, cause the element of data to be transmitted,
and 1n response to determining that the recipient 1s not appro-
priate to receive the element of data, causing at least one
remedial action to be performed.

The embodiments and functionalities described herein
may operate via a multitude of computing systems, including
wired and wireless computing systems, mobile computing
systems (e.g., mobile telephones, tablet or slate type comput-
ers, laptop computers, etc.). In addition, the embodiments and
functionalities described herein may operate over distributed
systems, where application functionality, memory, data stor-
age and retrieval and various processing functions may be
operated remotely from each other over a distributed comput-
ing network, such as the Internet or an intranet. User inter-
faces and information of various types may be displayed via
on-board computing device displays or via remote display
units associated with one or more computing devices. For
example user interfaces and information of various types may
be displayed and interacted with on a wall surface onto which
user interfaces and information of various types are projected.
Interaction with the multitude of computing systems with
which embodiments of this disclosure may be practiced
include, keystroke entry, touch screen entry, voice or other
audio entry, gesture entry where an associated computing
device 1s equipped with detection (e.g., camera) functionality
for capturing and interpreting user gestures for controlling the
functionality of the computing device, and the like. The Fig-
ures above and their associated descriptions provide a discus-
s10n of a variety of operating environments 1n which embodi-
ments of this disclosure may be practiced. However, the
devices and systems 1llustrated and discussed with respect to
the Figures are for purposes of example and 1illustration and
are not limiting of a vast number of computing device con-
figurations that may be utilized for practicing embodiments
of this disclosure as described herein.

The term computer readable media as used herein may
include computer storage media. Computer storage media
may 1nclude volatile and nonvolatile, removable and non-
removable media implemented in any method or technology
for storage of information, such as computer readable mstruc-
tions, data structures, program modules, or other data. System
memory, removable storage, and non-removable storage are
all computer storage media examples (1.e., memory storage.)
Computer storage media may 1nclude, but 1s not limited to,
RAM, ROM, electrically erasable read-only memory (EE-
PROM), tflash memory or other memory technology, CD-
ROM, digital versatile disks (DVD) or other optical storage,
magnetic cassettes, magnetic tape, magnetic disk storage or
other magnetic storage devices, or any other medium which
can be used to store.

The term computer readable media as used herein may also
include communication media. Commumnication media may
be embodied by computer readable 1nstructions, data struc-
tures, program modules, non-transitory media, and/or other
data 1n a modulated data signal, such as a carrier wave or other
transport mechanism, and includes any information delivery
media. The term “modulated data signal” may describe a
signal that has one or more characteristics set or changed 1n
such a manner as to encode information 1n the signal. By way
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of example, and not limitation, communication media may
include wired media such as a wired network or direct-wired
connection, and wireless media such as acoustic, radio fre-
quency (RF), infrared, and other wireless media.

A number of applications and data files may be used to
perform processes and/or methods as described above. The
alorementioned processes are examples, and a processing
unit may perform other processes. Other programming mod-
ules that may be used 1n accordance with embodiments of this
disclosure may include electronic mail, calendar, and con-
tacts applications, data processing applications, word pro-
cessing applications, spreadsheet applications, database
applications, slide presentation applications, drawing or com-
puter-aided application programs, etc.

Generally, consistent with embodiments of this disclosure,
program modules may include routines, programs, compo-
nents, data structures, and other types of structures that may
perform particular tasks or that may implement particular
abstract data types. Moreover, embodiments of the disclosure
may be practiced with other computer system configurations,
including hand-held devices, multiprocessor systems, micro-
processor-based or programmable consumer electronics,
minicomputers, mainirame computers, and the like. Embodi-
ments of this disclosure may also be practiced 1n distributed
computing environments where tasks are performed by
remote processing devices that are linked through a commu-
nications network. In a distributed computing environment,
program modules may be located 1n both local and remote
memory storage devices.

Furthermore, embodiments of this disclosure may be prac-
ticed 1n an electrical circuit comprising discrete electronic
clements, packaged or integrated electronic chips containing
logic gates, a circuit utilizing a microprocessor, or on a single
chip containing electronic elements or microprocessors.
Embodiments of this disclosure may also be practiced using
other technologies capable of performing logical operations
such as, for example, AND, OR, and NOT, including but not
limited to mechanical, optical, fluidic, and quantum technolo-
gies. In addition, embodiments of the disclosure may be prac-
ticed within a general-purpose computer or in any other cir-
cuits or systems.

Embodiments of this disclosure may, for example, be
implemented as a computer process and/or method, a com-
puting system, an apparatus, device, or appliance, and/or as
an article of manufacture, such as a computer program prod-
uct or computer readable media. The computer program prod-
uct may be a computer storage media readable by a computer
system and encoding a computer program of 1nstructions for
executing a computer process. The computer program prod-
uct may also be a propagated signal on a carrier readable by a
computing system and encoding a computer program of
istructions for executing a computer process. Accordingly,
the present disclosure may be embodied 1n hardware and/or in
software (including firmware, resident software, micro-code,
etc.). In other words, embodiments of the present disclosure
may take the form of a computer program product on a com-
puter-usable or computer-readable storage medium having
computer-usable or computer-readable program code
embodied in the medium for use by or 1n connection with an
instruction execution system. A computer-usable or com-
puter-readable medium may be any medium that can contain,
store, communicate, propagate, or transport the program for
use by or in connection with the mstruction execution system,
apparatus, or device.

The computer-usable or computer-readable medium may
be, for example but not limited to, an electronic, magnetic,
optical, electromagnetic, infrared, or semiconductor system,

10

15

20

25

30

35

40

45

50

55

60

65

12

apparatus, device, or propagation medium. More specific
computer-readable medium examples (a non-exhaustive list),
the computer-readable medium may include the following: an
clectrical connection having one or more wires, a portable
computer diskette, a random access memory (RAM), a read-
only memory (ROM), an erasable programmable read-only
memory (EPROM or Flash memory), an optical fiber, and a
portable compact disc read-only memory (CD-ROM). Note
that the computer-usable or computer-readable medium
could even be paper or another suitable medium upon which
the program 1s printed, as the program can be electronically
captured, via, for instance, optical scanning of the paper or
other medium, then compiled, interpreted, or otherwise pro-
cessed 1n a suitable manner, if necessary, and then stored 1n a
computer memory.

Embodiments of this disclosure may be practiced via a
system-on-a-chip (SOC) where each and/or many of the ele-
ments described above may be integrated onto a single inte-
grated circuit. Such an SOC device may include one or more
processing units, graphics units, communications units, sys-
tem virtualization units and various application functional-
ities, all of which may be integrated (or “burned”) onto the
chip substrate as a single mtegrated circuit. When operating
via an SOC, the functionality, described herein, with respect
to training and/or interacting with any element may operate
via application-specific logic integrated with other compo-
nents of the computing device/system on the single integrated
circuit (chip).

Embodiments of this disclosure are described above with
reference to block diagrams and/or operational 1llustrations
of methods, systems, and computer program products accord-
ing to embodiments of the disclosure. The functions/acts
noted in the blocks may occur out of the order as shown 1n any
flowchart. For example, two blocks shown 1n succession may
in fact be executed substantially concurrently or the blocks
may sometimes be executed 1n the reverse order, depending
upon the functionality/acts involved.

While certain embodiments have been described, other
embodiments may exist. Furthermore, although embodi-
ments of the present disclosure have been described as being
associated with data stored in memory and other storage
mediums, data can also be stored on or read from other types
of computer-readable media, such as secondary storage
devices, like hard disks, floppy disks, or a CD-ROM, a carrier
wave from the Internet, or other forms of RAM or ROM.
Further, the disclosed methods’ stages may be modified 1n
any manner, including by reordering stages and/or 1nserting
or deleting stages, without departing from the disclosure.

Embodiments of the present disclosure, for example, are
described above with reference to block diagrams and/or
operational 1llustrations of methods, systems, and computer
program products according to embodiments of the disclo-
sure. The functions/acts noted 1n the blocks may occur out of
the order as shown 1n any flowchart. For example, two blocks
shown 1n succession may in fact be executed substantially
concurrently or the blocks may sometimes be executed 1n the
reverse order, depending upon the functionality/acts
involved.

While certain embodiments of the disclosure have been
described, other embodiments may exist. Furthermore,
although embodiments of the present disclosure have been
described as being associated with data stored 1n memory and
other storage mediums, data can also be stored on or read
from other types of computer-readable media, such as sec-
ondary storage devices, like hard disks, floppy disks, or a
CD-ROM, a carrier wave from the Internet, or other forms of
RAM or ROM. Further, the disclosed methods’ stages may be
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modified 1n any manner, including by reordering stages and/
or mserting or deleting stages, without departing from the
disclosure.

All nghts including copyrights 1n the code included herein
are vested 1in and the property of the Assignee. The Assignee
retains and reserves all rights 1n the code included herein, and
grants permission to reproduce the material only in connec-
tion with reproduction of the granted patent and for no other
purpose.

While the specification includes examples, the disclosure’s
scope 1s 1ndicated by the following claims. Furthermore,
while the specification has been described 1n language spe-
cific to structural features and/or methodological acts, the
claims are not limited to the features or acts described above.
Rather, the specific features and acts described above are
disclosed as example for embodiments of the disclosure.

What 1s claimed 1s:

1. A method comprising:

receiving a request to transmit an element of data to a

recipient, the request identilying a public server through
which the element of data 1s requested to be shared;
identifying a service associated with the public server;
determining whether the element of data 1s allowed to be
shared through the service associated with the public
server based upon an analysis of the content of the ele-
ment of data;
determining whether a contact record associated with the
recipient 1s a work contact or a personal contact of the
sender;

determining whether the recipient 1s appropriate to receive

the element of data based upon an 1dentity of the service
and whether the contact record 1s a work contact or a
personal contact;

in response to determining that the recipient 1s appropriate

to receive the element of data, causing the element of
data to be transmitted; and

in response to determining that the recipient 1s not appro-

priate to receive the element of data, causing at least one
remedial action to be performed.

2. The method of claim 1, wherein the recipient comprises
a user.

3. The method of claim 1, wherein the contact record
comprises a categorization property.

4. The method of claim 3, further comprising 1dentifying a
category associated with the element of data.

5. The method of claim 4, further comprising determining,
whether the category associated with the element of data 1s
appropriate for sharing with a user associated with the cat-
egorization property of the contact record.

6. The method of claim 1, wherein the recipient 1s associ-
ated with a social media network.

7. The method of claim 6, wherein determining whether the
recipient 1s appropriate to recerve the element of data com-
prises determining whether the element of data 1s approved
for sharing to the social media network.

8. A system comprising:

a memory storage; and

a processor coupled to the memory storage, wherein the

processor 1s configured to:

receive a request to transmit an element of data to a
recipient, the request identifying a public server
through which the element of data 1s requested to be
shared:
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identifying a service associated with the public server;
determining whether the element of data 1s allowed to be
shared through the service associated with the public
server based upon an analysis of the content of the
element of data;
determining whether a contact record associated with
the recipient 1s a work contact or a personal contact of
the sender;
determine whether the recipient 1s appropriate to recerve
the element of data based upon an identity of the
service and whether the contact record 1s a work con-
tact or a personal contact;
in response to determining that the recipient 1s appropri-
ate to receive the element of data, cause the element of
data to be transmitted; and
in response to determining that the recipient 1s not
appropriate to receive the element of data, cause at
least one remedial action to be performed.
9. The system of claim 8, wherein the element of data
comprises a document.
10. The system of claim 8, wherein the element of data
comprises a activity description.
11. The system of claim 8, wherein the at least one remedial
action comprises at least one of the following: a denial of the
request to transmit the element of data, a confirmation request
associated with the request to transmit the element of data, a
notification associated with the request to transmit the ele-
ment of data, and a log creation associated with the request to
transmit the element of data.
12. The system of claim 8, wherein the processor 1s con-
figured to categorize the at least one of the plurality of contact
records.
13. A non-transitory computer-readable medium which
stores a set of istructions that when executed performs a
method executed by the set of mstructions comprising:
receving a request to transmit an element of data to a
recipient, the request identilying a public server through
which the element of data 1s requested to be shared;

determining whether the recipient 1s appropriate to receive
the element of data, the request i1dentifying a public
server through which the element of data 1s requested to
be shared;

identifying a service associated with the public server;

determiming whether the element of data 1s allowed to be

shared through the service associated with the public
server based upon an analysis of the content of the ele-
ment of data;

determining whether a contact record associated with the

recipient 1s a work contact or a personal contact of the
sender;

in response to determining that the recipient 1s appropriate

to receive the element of data, causing the element of
data to be transmitted; and

in response to determining that the recipient 1s not appro-

priate to recerve the element of data, causing at least one
remedial action to be performed.

14. The non-transitory computer-readable medium of
claim 13, further comprising:

categorizing the element of data; and

categorizing the recipient.

15. The non-transitory computer-readable medium of
claim 14, wherein determining whether the recipient 1s appro-
priate to recerve the element of data comprises determining,
whether a category of the element of data 1s appropriate to be
shared with a category associated with the recipient.

16. The non-transitory computer-readable medium of
claim 13, wherein determining whether the recipient 1s appro-
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priate to receive the element of data comprises determining,
whether the recipient 1s associated with a white list.

17. The non-transitory computer-readable medium of
claim 13, wherein determining whether the recipient 1s appro-
priate to recerve the element of data comprises determining 3
whether the recipient 1s associated with a whate list.
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