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Extract User-Generated Information
Pertaining to Multiple Failure Scenarios 202

from at Least One Social Media Data Source

Determine One or More Causality
Relationships Between a Set of Log Entries
Associated with the Multiple Failure 204
Scenarios and the Extracted User-Generated
Information

[dentify a Similarity Between the One or
More Determined Causality Relationships 208
and Information Contained within a
User Query

Provide Guidance to the User Regarding
Resolving and /or Obviating a Failure 908

Associated with the User Query Based on
Said ldentified Similarity

FIG. 2
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LEVERAGING SOCIAL MEDIA TO ASSIST IN
TROUBLESHOOTING

FIELD OF THE INVENTION

Embodiments of the invention generally relate to informa-
tion technology (IT), and, more particularly, to IT trouble-
shooting techniques.

BACKGROUND

Data analytics can include searching and analyzing struc-
tured and unstructured machine data to facilitate infrastruc-
ture and application management. Existing management
approaches can 1nclude tools and capabailities to aid 1n prob-
lem 1solation, root cause analysis, problem resolution, and
preventive maintenance. By way of example, capabilities in
the area of machine data analytics can include providing
expert advice and generating alerts. Providing expert advice
includes providing contextually relevant guidance and/or
suggestions extracted from materials such as technical notes,
articles, product documentation, etc. Generating alerts can
include 1dentifying system patterns (combinations of logs,
metrics, configuration options, etc.) that are predictive of
potential 1ssues (Tor example, outages or service level agree-
ment (SLA) violations) and raising alerts to the administrator
and/or operator for preventive action.

Such existing management approaches, however, do not
incorporate social media data dertved from online discussion
forums, message boards, social networks, etc. Social media
data sources are growing sources of information, and current
as well as prospective customers refer to such data for infor-
mation on products and services.

Accordingly, a need exists for techniques capable of lever-
aging social media as a data source to provide contextually
relevant guidance and alerts for I'T troubleshooting.

SUMMARY

In one aspect of the present invention, techniques for lever-
aging social media to assist 1in troubleshooting are provided.
An exemplary computer-implemented method can include
steps of extracting user-generated information pertaining to
multiple failure scenarios from at least one social media data
source; determining one or more causality relationships
between a set of log entries associated with the multiple
failure scenarios and the extracted user-generated informa-
tion; 1dentitying a similarity between the one or more deter-
mined causality relationships and information contained
within a user query; and providing guidance to the user
regarding resolving and/or obviating a failure associated with
the user query based on said 1dentified similarity.

In another aspect of the invention, an exemplary computer-
implemented method can include steps of extracting user-
generated information pertaining to multiple failure scenarios
from at least one social media data source; determining one or
more causality relationships between a set of log entries asso-
ciated with the multiple failure scenarios and the extracted
user-generated information; computing a confidence value
associated with each of the one or more determined causality
relationships; identifying a similarity between the one or
more determined causality relationships and information
contained within a user query; and providing guidance to the
user regarding resolving and/or obviating a failure associated
with the user query based on said identified similarity and said
computed confidence value associated with each of the one or
more determined causality relationships.
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Another aspect of the invention or elements thereof can be
implemented in the form of an article of manufacture tangibly
embodying computer readable instructions which, when
implemented, cause a computer to carry out a plurality of
method steps, as described herein. Furthermore, another
aspect of the mvention or elements thereof can be 1mple-
mented 1n the form of an apparatus including amemory and at
least one processor that 1s coupled to the memory and con-
figured to perform noted method steps. Yet further, another
aspect of the mvention or elements thereol can be 1mple-
mented in the form of means for carrying out the method steps
described herein, or elements thereof; the means can include
hardware module(s) or a combination of hardware and soft-
ware modules, wherein the software modules are stored 1n a
tangible computer-readable storage medium (or multiple
such media).

These and other objects, features and advantages of the
present mvention will become apparent from the following
detailed description of illustrative embodiments thereot,
which 1s to be read 1n connection with the accompanying
drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a diagram 1llustrating an example embodiment of
the present invention;

FIG. 2 15 a flow diagram 1llustrating techniques according
to an embodiment of the invention; and

FIG. 3 1s a system diagram of an exemplary computer
system on which at least one embodiment of the invention can
be implemented.

DETAILED DESCRIPTION

As described herein, an aspect of the present invention
includes leveraging social media to assist 1n troubleshooting
I'T infrastructure. At least one embodiment of the invention
includes automatically learming pertinent failure scenarios
from social media data and utilizing such information to
analyze failures and/or potential failures.

As detailed herein, failure scenarios and/or failure patterns
are not always known at the time of shipping a new product
(or new versions of mature products). Also, content related to
failure scenarios often appears in social media discussions
carlier than such content appears as a formal bug report or
“known 1ssue” 1n product documentation.

Accordingly, at least one embodiment of the invention
includes searching discussion sites and/or proprietary data for
relevant failure scenarios and extracting pertinent informa-
tion therefrom. For example, such pertinent information can
include new log failure patterns, resolution details for a fail-
ure, severity of a failure, and lead time to failure. Additionally,
at least one embodiment of the invention includes identifying
the settings and/or configuration of a relevant system (if avail-
able) for accurate matching, as well as estimating the confi-
dence of causality of the log pattern to the failure. Further, a
prioritization method based on the above for each log pat-
tern—rfailure pair can be determined.

Consequently, at least one embodiment of the mvention
includes using learned knowledge such as detailed above to
identify and/or predict impending failures from logs, priori-
tizing impending failures, as well as providing resolution
advice.

FIG. 1 1s a diagram 1llustrating an example embodiment of
the present invention. By way of illustration, FIG. 1 depicts
social media data sources 102, other data sources 104 and a
crawler component 106, which interacts with a content
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extractor component 108. As further described herein, the
context extractor component 108 provides input to a pro-
cessed database (DB) 110, which correspondingly provides
input to an alerts module 140 as well as an expert advice
module 150.

In at least one embodiment of the invention, the crawler
component 106 1s an automated bot that systematically down-
loads the pertinent set of web pages from social media web-
sites and other data sources of interest. The crawler compo-
nent 106 makes these pages available locally for other
components to analyze the content text so as to extract rel-
evant information. Also, the crawler component 106 may
carry out a one-time download of pages, or may track new
pages added to the website(s) and edits made to previously
downloaded pages. The crawler component 106 may then
download the new and/or changed pages and incrementally
update a local copy.

The context extractor component 108 extracts context and
details of failure scenarios from social media data sources 102
as well as other data sources 104. Additionally, the alerts
module 140 automatically learns new alerts based on input
provided by the context extractor component 108, and the
expert advice module 150 generates and/or provides contex-
tually relevant advice for resolving and/or obviating imped-
ing failures.

As 1llustrated 1n FIG. 1, the context extractor component
108 searches discussion sites and/or proprietary data for rel-
evant failure scenarios, and extracts information pertaining to
failures described 1n social media discussion as well as log
entries associated with the failures. The context extractor
component additionally identifies information such as the
settings and/or configuration of relevant systems, whenever
available, resolution details for the failure, severity of the
failure, lead time to failure, etc., and assigns a confidence
estimate for each extraction.

Accordingly, for each discussion thread D,, the context
extractor component 108 can:

Extracta problem P, usingthe method M __. .~ .. (D,);

Extract log messages L, using the method

M

exrrachﬂgMessage(Di); '
Extract a resolution R ,,, using the method M

(D));
Extract a severity measure S, using the method

Mexrrach everi ry(Di ) ! ‘ ‘
Extract lead time to {failure T, using the method

extractleadtimeD;); and
Extract the settings and/or configuration of a system in D,
C p sing the method My ercomuranonDy)

The above extractions can be carried out, by way merely of
example, via techniques such as Cong et al., “Finding ques-
tion-answer pairs from online forums,” Proceedings of the
31st annual international ACM SIGIR conference on
Research and development 1n information retrieval, Pages
467-4'74, July 2008; Chiticariu et al., “SystemT: An Algebraic
Approach to Declarative Information Extraction,” Proceed-
ings of the ACL-HLT 2011 System Demonstrations, pages
109-114, June 2011; Ding et al., “Using conditional random
fields to extract contexts and answers of questions from
online forums,” Proceedings of ACL-08: HLT, pages 710-
718, June 2008; Hong et al., “A classification-based approach
to question answering in discussion boards,” Proceedings of
the 32nd international ACM SIGIR conierence on Research
and development 1n information retrieval, Pages 171-178,
July 2009; Gangadharaiah et al., “PriSM: discovering and
prioritizing severe technical 1ssues from product discussion
forums,” Proceedings of the 21st ACM international confer-
ence on Information and knowledge management, Pages

extractResoliutior

M
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1627-1631, October 2012; Zheng et al., “A practical failure
prediction with location and lead time for Blue Gene/P,” Proc.
International Conference on Dependable Systems and Net-
works Workshops (DSN-W), Pages 15-22, Jun. 28, 2010-Jul.
1, 2010; Probst et al., “Semi-Supervised Learning to Extract
Attribute-Value Pairs from Product Descriptions on the Web,”
[IJCAI’ 07 Proceedings of the 20th international joint confer-
ence on Artificial intelligence, Pages 2838-2843, 2007;
Agrawal et al., “Mining association rules between sets of
items 1n large databases,” SIGMOD 93 Proceedings of the
1993 ACM SIGMOD international conference on Manage-
ment of data, Pages 207-216, 1993; Pei et al.,” Prefix Span:
Mining sequential patterns efficiently by prefix-projected
pattern growth,” ICDE *01 Proceedings of the 17th Interna-
tional Conference on Data Engineering, Page 215, Apnl
2001; T. Joachims, “Optimizing Search Engines Using Click-
through Data,” KDD 02 Proceedings of the eighth ACM
SIGKDD international conference on Knowledge discovery
and data mining, Pages 133-142, July 2002; and Majumdar et
al., “Privacy protected knowledge management in services
with emphasis on quality data,” CIKM *11 Proceedings of the
20th ACM international conference on Information and
knowledge management, Pages 1889-1894, October 2011,
the disclosures of which are incorporated by reference herein
in their entirety. One or more embodiments of the invention
can additionally include the use of standard text clustering
techniques, weighted average techniques, topological tech-
niques, and text similarity techniques.

For each of the above-noted extractions, the context extrac-
tor component 108 can also save a confidence of the extrac-
tion Coni{(.) as output by the methods above.

The method used to compute the confidence value can vary
according to the machine learning technique that i1s used to
extract the value. In an example embodiment of the invention
that includes estimating M, ... .soverin(D;), the method may
include using the presence of certain terms and/or phrases
such as “product i1s unusable,” “system crashes,” “terrible
experience,” etc. mentioned in the online discussion, as well
as the number of times such phrases repeat, so as to categorize
the problem being described in that discussion as ‘High
Severity.” Absence of such words and/or phrases may be
indicative, in such an example, of a ‘Low Severity” problem.
Further, such an implementation may identify the level of
expertise of the person reporting the problem to assess the
severity of the 1ssue. For example, if an expert complains
about a certain problem, 1t 1s likely that the problem 1s severe,
as compared to a novice user who may be complaining
because s/he 1s not yet conversant with the product.

The alerts module 140 includes an alerts learning module
112, which recerves mput from the processed database 110
and learns causality relationships between log entries and a
given failure, including an estimate of a confidence value
associated with the causality. The alerts learning module 112
additionally learns a prnoritization method for each log
entry—ifailure pair, and uses the above learned knowledge to
identify and/or predict impending failures from logs, priori-
tize the impending failures using the learned method, and
alerts an administrator (or user or analogous authority) about
the impeding failures whose predicted probability of actually
occurring 1s higher than a given threshold. Accordingly, as
also 1llustrated 1n FIG. 1, the alerts learning module 112
provides input to an alerts database 114, which provides input
to a log monitoring component 116. The log monitoring com-
ponent 116 recerves additional mput from monitored logs
118, and provides alerts to a user 126, as detailed above. The
user 126 can subsequently provide feedback to the alerts
learning module 112.

- Y
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As detailed herein, there are two sources of logs. For
instance, one source icludes those logs that are available
from the social media which people may have posted while
reporting an 1ssue. This source, as described herein, 1s
crawled and analyzed. Such logs were generated on a social
media user’s machine, and such logs may be limited because
people may not post the entire log—they may post only
smppets. A second source includes the actual logs of the
system being momtored; that 1s, the system on which an
embodiment of the invention 1s deployed, and for which 1t 1s
sought to provide the alerts using intelligence derived from
the logs of the first source. Accordingly, the second source of
logs will have logs that are generated because of user activity
or activity on that machine such as disk full, network unreach-
able, etc. As 1llustrated 1in FIG. 1, module 112 and database
114 work on the first source of logs, while logs 118 are
derived from the second source. Module 116 uses the infor-
mation learned from the logs derived from the first source by
module 112 and stored 1n database 114 to raise warnings on
the second source of logs via module 118.

At least one embodiment of the invention includes, foreach
discussion thread D,, computing causality rules of the form
Ly —Pp,, using method M, ..n(Lp,s Pp;). Additionally,
such an embodiment includes estimating a confidence value
associated with the causality rules, wherein a local estimate at
the discussion level can be indicated by D, Cont,, (L 5,,—P5,)
using method M. .seconfidence;)- Further, 1n at least one
embodiment of the invention, all rules with a confidence
value below a threshold are discarded. A confidence score can
include features representing indicators from the discussion
thread, such as data source authenticity and popularity, an
expert level of the problem poster, the authority and/or expert
level of the problem solver, the number of votes for the
discussion and/or the answer post, the number of verbal con-
firmations within the discussion thread, the discussion being
marked as resolved, etc.

Also, at least one embodiment of the invention includes
clustering the causality rules using M _, . across given data
sources and discussions to obtain a set of unique rules: 7={
(L,—P,),(L,—P.,), ... }. Notethat different s can cause the
same P, and the same L, can cause multiple P s. The clustering
stage includes de-duplicating the different descriptions of the
same problem to obtain a unique set of problems. Because the
set of problems 1s obtained from, for example, online discus-
sions, and because such mputs are 1n natural language free
text, the same 1ssue may be described 1n multiple ways. For
instance, one discussion may revolve around solving some
‘billing error,” while another discussion may refer to the same
problem as an ‘invoice 1ssue,” leading to two rules. However,
after clustering, 11 it 1s determined that “Billing Error” and
“Invoice Issue™ are 1n fact the same 1ssue and clustered into
the same cluster, then, only one of the rules need to be
retained. In at least one embodiment of the invention, any
standard document clustering algorithm can be utilized, and
one or more embodiments of the 1nvention may also include
the use of a dictionary of synonyms to estimate the similarity
of different terms 1n the mput documents.

For each causality rule (L,—P)) in 7, at least one embodi-
ment of the mvention includes computing global measures
and/or scores using aggregating functions as follows:

Average severity S, , AL —=P)=A . (Sp,) tor all D,
that produced the rule (L,—P));

Average and/or expected lead time to failure T,
(Li—=P)=A s curime{ 1 p;) tor all D, that produced the rule

(LjﬁPf); and
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6

Global estimate of the confidence of the causality rule
Cont ;. . AL,—=P)=A_,, suencclContp,) tor all D, that pro-
duced the rule (L,—P)).

As noted above, the alerts learning module can prioritize
warnings for impending failures. As such, at a time instance ,
¢, 1s considered the set of causality rules that hold; that 1s, the
rules whose cause has been observed 1n the log files being
monitored. This set can be computed as ¢={(L,—P,),
(L,—P.), ... }. Additionally, at least one embodiment of the
invention includes computing a value pertaining to the impor-

tance or criticalness at time t of each (L,—P)) in ¢, as:
SCorecﬂ'ricaf(Ljﬁpj):Mcﬂ'ﬂcaf(ngobaZ(LjﬁPj)! Tgfabaf
(L '%Pj)ﬂ Conf_gfabaf(Lj%Pj)? aﬂd Simcﬂnﬁguﬂzﬂﬂn(cﬂi? Capp))ﬂ
where Sim_,e.,000:Cpi» C,,,) provides the similarity
between the configuration of the application being moni-
tored, C_,,,, and the configurations under which the causality
has been observed before, C,,.. M ... 1s a method which
generates a combined and/or overall score based on the 1ndi-
vidual scores for each of the four dimensions (thatis, S_,_, .,
1 iopar Cont o, and Sime,,, 500 0rion)» @nd the method oe-
erates a higher score for more critical rules.

At time instance t, at least one embodiment of the invention
includes sorting all causality rules 1n ¢, 1n descending order of
Score .., value to power a warning system of impending
failures. The system (via component 116, as illustrated 1n
FIG. 1) can proactively alert an administrator when
Score_ .. >threshold_ . . .. Further, as also noted above, a
teedback loop can be established between the user 126 (ad-
ministrator) and the alerts learning module 112 to feed
manual feedback and/or corrections on the reported priority
of failures to modity M. ..

As also 1llustrated in FIG. 1, the expert advice module 150
includes a context matcher component 120 (which receives
input from the processed database 110) and a resolution qual-
ity scorer component 122, which both provide mput to an
expert advice ranking module 124. As detailed herein, the
expert advice ranking module 124 recerves a user query from
user 126 and correspondingly provides solution advice to the
user 126 based on the information described herein.

By way of example, for a given failure scenario, the context
matcher component 120 attempts to match the context of the
failure to failures extracted from social media and provided to
the expert advice module 150 from the processed database
110. Additionally, the expert advice ranking module 124 uti-
lizes a ranking algorithm which incorporates factors such as
reliability of the social media source, the level of matching
between the problem described 1n the mput failure (query)
and the extracted failure, the context match score between the
input failure and the failure described in the online discus-
s1on, and a confidence value and/or quality of the resolution
(computed via component 122) extracted from the online
discussion to suggest possible resolutions for the mnput fail-
ure. Ranking can include, by way of example, sorting on the
M ... scores. Additionally, to obtainthe M, score,
at least one embodiment of the mnvention includes training a
ranking support vector machine (RankSVM) statistical
model. Additionally, the user 126 can provide feedback to the
expert advice ranking module 124 to refine the ranking algo-
rithm.

Foraninput (P, ,C_, ), the problem and the configuration
of the application being monitored, at least one embodiment
of the mvention includes computing a relevance score for
cach of the resolutions available from the context extractor

component 108 as: Score, ;... .. (R5)=M .. (Reliabili-
tySGMFce(RDI') Simprﬂbfem(PDi) Papp)ﬂ Simcaﬂﬁguraﬂﬂﬂ(cﬂi?
Capp)ﬂth}aility(RDi))ﬂ Whereil}: o
Rehability, (R ,,) provides the reliability of the source;
SIM,,oprem(P i Poyy) provides the similarity of the mput
problem and the problem addressed by the online discussion

thread;
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S1m Cpi C,,,) 18 the same as defined above 1n
connection with the alerts module 140; and

Quality(R ;) provides the quality of the resolution. This
score 1s lowest for posts 1n the discussion that are not solution
suggestions. This resolution score can also prioritize a well-
detailed solution over a terse single sentence answer.

Additionally, M, 1samethod which provides a com-
bined and/or overall score based on the individual scores for
cach of the four dimensions, and provides a higher score for
more relevant elements. At least one embodiment of the
invention also includes sorting and/or ranking the R, s 1n
decreasing order of Score, ;... . (R5.)to suggest one ormore
resolutions for the mput problem. Further, as noted above, a
teedback loop can be established between the user 126 (ad-
ministrator) and the expert advice ranking module 124 to feed
manual feedback and/or correction on the reported order of
relevance of the resolutions to modity M __, . .

FI1G. 2 15 a flow diagram illustrating techniques according
to an embodiment of the present invention. Step 202 includes
extracting user-generated information pertaining to multiple
failure scenarios from at least one social media data source.
Such an extracting step can include searching at least one
social media data source for one or more failure scenarios.
Additionally, a social media data source can include an online
discussion forum, an online message board, and/or a social
network page, and user generated information can include a
user description of a failure.

In at least one embodiment of the invention, the extracting,
step can additionally include 1dentifying one or more settings
and/or configuration of a system associated with one or more
of the multiple failure scenarios, determining resolution
details as well as a lead time associated with one or more of
the multiple failure scenarios, and determining a severity
level of one or more of the multiple failure scenarios.

Step 204 includes determining one or more causality rela-
tionships between a set of log entries associated with the
multiple failure scenarios and the extracted user-generated
information. At least one embodiment of the mvention addi-
tionally includes prioritizing the one or more determined
causality relationships.

Step 206 includes 1dentifying a similarity between the one
or more determined causality relationships and information
contained within a user query. At least one embodiment of the
invention can additionally 1include enabling receipt of feed-
back from the user to modify this identification step. Step 208
includes providing guidance to the user regarding resolving
and/or obviating a failure associated with the user query
based on said 1dentified similarity.

The techniques depicted i FIG. 2 can also include com-
puting a probability of occurrence of a failure associated with
the user query based on said identified similarity. Accord-
ingly, providing guidance can also include alerting the user
about the failure associated with the user query i1 the com-
puted probability of occurrence exceeds a given threshold
amount.

Further, the techniques depicted in FIG. 2 can include
ranking said one or more determined causality relationships.
Such ranking can include ranking said one or more deter-
mined causality relationships based on reliability of the at
least one social media data source, and/or ranking said one or
more determined causality relationships based on the degree
of similarity between the one or more determined causality
relationships and the information contained within the user
query. Also, at least one embodiment of the invention includes
enabling receipt of feedback from the user to modily the
ranking step.
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As described herein, at least one embodiment of the 1nven-
tion can also include computing a confidence value associated
with each of the one or more determined causality relation-
ships. Such an embodiment can additionally include provid-
ing guidance to the user regarding resolving and/or obviating
a Tailure associated with the user query based on said 1denti-
fied stmilarity and said computed confidence value associated
with each of the one or more determined causality relation-
ships. Computing a confidence value can be based on authen-
ticity of the at least one social media data source, popularity
of the at least one social media data source, and/or an amount
of additional user-generated information related to the
extracted user-generated information.

The techniques depicted 1n FIG. 2 can also, as described
herein, include providing a system, wherein the system
includes distinct software modules, each of the distinct soft-
ware modules being embodied on a tangible computer-read-
able recordable storage medium. All of the modules (or any
subset thereol) can be on the same medium, or each can be on
a different medium, for example. The modules can 1nclude
any or all of the components shown 1n the figures and/or
described herein. In an aspect of the invention, the modules
can run, for example, on a hardware processor. The method
steps can then be carried out using the distinct software mod-
ules of the system, as described above, executing on a hard-
ware processor. Further, a computer program product can
include a tangible computer-readable recordable storage
medium with code adapted to be executed to carry out at least
one method step described herein, including the provision of
the system with the distinct software modules.

Additionally, the techniques depicted in FIG. 2 can be
implemented via a computer program product that can
include computer useable program code that 1s stored 1n a
computer readable storage medium in a data processing sys-
tem, and wherein the computer useable program code was
downloaded over a network from a remote data processing
system. Also, 1n an aspect of the invention, the computer
program product can include computer useable program code
that 1s stored 1n a computer readable storage medium 1n a
server data processing system, and wherein the computer
useable program code 1s downloaded over a network to a
remote data processing system for use 1n a computer readable
storage medium with the remote system.

An aspect of the invention or elements thereof can be
implemented 1n the form of an apparatus including a memory
and at least one processor that 1s coupled to the memory and
configured to perform exemplary method steps.

Additionally, an aspect of the present invention can make
use ol software running on a general purpose computer or
workstation. With reference to FIG. 3, such an implementa-
tion might employ, for example, a processor 302, a memory
304, and an input/output mterface formed, for example, by a
display 306 and a keyboard 308. The term “processor” as used
herein 1s mntended to 1include any processing device, such as,
for example, one that includes a CPU (central processing
umt) and/or other forms of processing circuitry. Further, the
term “processor’ may refer to more than one individual pro-
cessor. The term “memory” 1s mtended to include memory
associated with a processor or CPU, such as, for example,
RAM (random access memory), ROM (read only memory), a
fixed memory device ({or example, hard drive), a removable
memory device (for example, diskette), a flash memory and
the like. In addition, the phrase “input/output interface” as
used herein, 1s intended to include, for example, a mechanism
for inputting data to the processing unit (for example, mouse),
and a mechanism for providing results associated with the
processing unit (for example, printer). The processor 302,
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memory 304, and input/output interface such as display 306
and keyboard 308 can be interconnected, for example, via bus
310 as part of a data processing unit 312. Suitable 1ntercon-
nections, for example via bus 310, can also be provided to a
network interface 314, such as a network card, which can be 5
provided to interface with a computer network, and to a media
interface 316, such as a diskette or CD-ROM drive, which can
be provided to interface with media 318.

Accordingly, computer software including instructions or
code for performing the methodologies of the invention, as 10
described herein, may be stored i associated memory
devices (for example, ROM, fixed or removable memory)
and, when ready to be utilized, loaded in part or in whole (for
example, into RAM) and implemented by a CPU. Such soft-
ware could include, but 1s not limited to, firmware, resident 15
software, microcode, and the like.

A data processing system suitable for storing and/or
executing program code will include at least one processor
302 coupled directly or indirectly to memory elements 304
through a system bus 310. The memory elements can include 20
local memory employed during actual implementation of the
program code, bulk storage, and cache memories which pro-
vide temporary storage of at least some program code 1 order
to reduce the number of times code must be retrieved from
bulk storage during implementation. Input/output or I/O 25
devices (including but not limited to keyboards 308, displays
306, pointing devices, and the like) can be coupled to the
system either directly (such as via bus 310) or through inter-
vening 1/O controllers (omitted for clarity).

Network adapters such as network interface 314 may also 30
be coupled to the system to enable the data processing system
to become coupled to other data processing systems or remote
printers or storage devices through intervening private or
public networks. Modems, cable modems and Ethernet cards
are just a few of the currently available types of network 35
adapters.

As used herein, including the claims, a “server’” includes a
physical data processing system (for example, system 312 as
shown 1n FIG. 3) running a server program. It will be under-
stood that such a physical server may or may not include a 40
display and keyboard.

As will be appreciated by one skilled 1n the art, aspects of
the present invention may be embodied as a system, method
or computer program product. Accordingly, aspects of the
present invention may take the form of an entirely hardware 45
embodiment, an entirely software embodiment (including
firmware, resident software, micro-code, etc.) or an embodi-
ment combining software and hardware aspects that may all
generally be referred to herein as a “circuit,” “module™ or
“system.” Furthermore, aspects of the present invention may 50
take the form of a computer program product embodied in one
or more computer readable medium(s) having computer read-
able program code embodied thereon.

Any combination of one or more computer readable medi-
um(s) may be utilized. The computer readable medium may 55
be a computer readable signal medium or a computer read-
able storage medium. A computer readable storage medium
may be, for example, but not limited to, an electronic, mag-
netic, optical, electromagnetic, infrared, or semiconductor
system, apparatus, or device, or any suitable combination of 60
the foregoing. More specific examples (a non-exhaustive list)
of the computer readable storage medium would include the
tollowing: an electrical connection having one or more wires,

a portable computer diskette, a hard disk, a random access
memory (RAM), a read-only memory (ROM), an erasable 65
programmable read-only memory (EPROM or Flash
memory ), an optical fiber, a portable compact disc read-only
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memory (CD-ROM), an optical storage device, a magnetic
storage device, or any suitable combination of the foregoing.
In the context of this document, a computer readable storage
medium may be any tangible medium that can contain, or
store a program for use by or 1n connection with an instruction
execution system, apparatus, or device.

A computer readable signal medium may include a propa-
gated data signal with computer readable program code
embodied therein, for example, in baseband or as part of a
carrier wave. Such a propagated signal may take any of a
variety of forms, including, but not limited to, electro-mag-
netic, optical, or any suitable combination thereof. A com-
puter readable signal medium may be any computer readable
medium that 1s not a computer readable storage medium and
that can communicate, propagate, or transport a program for
use by or 1n connection with an 1nstruction execution system,
apparatus, or device.

Program code embodied on a computer readable medium
may be transmitted using any appropriate medium, including
but not limited to wireless, wireline, optical fiber cable, RF,
etc., or any suitable combination of the foregoing.

Computer program code for carrying out operations for
aspects of the present invention may be written 1n any com-
bination of one or more programming languages, including
an object oriented programming language such as Java,
Smalltalk, C++ or the like and conventional procedural pro-
gramming languages, such as the “C” programming language
or similar programming languages. The program code may
execute entirely on the user’s computer, partly on the user’s
computer, as a stand-alone software package, partly on the
user’s computer and partly on a remote computer or entirely
on the remote computer or server. In the latter scenario, the
remote computer may be connected to the user’s computer
through any type of network, including a local area network
(LAN) or a wide area network (WAN), or the connection may
be made to an external computer (for example, through the
Internet using an Internet Service Provider).

Aspects of the present invention are described below with
reference to flowchart 1llustrations and/or block diagrams of
methods, apparatus (systems) and computer program prod-
ucts according to embodiments of the mvention. It will be
understood that each block of the tlowchart 1llustrations and/
or block diagrams, and combinations of blocks 1n the flow-
chart illustrations and/or block diagrams, can be i1mple-
mented by computer program instructions. These computer
program 1nstructions may be provided to a processor of a
general purpose computer, special purpose computer, or other
programmable data processing apparatus to produce a
machine, such that the instructions, which execute via the
processor of the computer or other programmable data pro-
cessing apparatus, create means for implementing the func-
tions/acts specified in the tflowchart and/or block diagram
block or blocks.

These computer program instructions may also be stored 1n
a computer readable medium that can direct a computer, other
programmable data processing apparatus, or other devices to
function 1n a particular manner, such that the instructions
stored 1n the computer readable medium produce an article of
manufacture including instructions which implement the
function/act specified 1n the flowchart and/or block diagram
block or blocks.

The computer program instructions may also be loaded
onto a computer, other programmable data processing appa-
ratus, or other devices to cause a series of operational steps to
be performed on the computer, other programmable appara-
tus or other devices to produce a computer implemented
process such that the mstructions which execute on the com-
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puter or other programmable apparatus provide processes for
implementing the functions/acts specified in the flowchart
and/or block diagram block or blocks.

The flowchart and block diagrams 1n the Figures 1llustrate
the architecture, functionality, and operation of possible
implementations of systems, methods and computer program
products according to various embodiments of the present
invention. In this regard, each block in the flowchart or block
diagrams may represent a module, segment, or portion of
code, which comprises one or more executable istructions
for implementing the specified logical function(s). It should
also be noted that, 1n some alternative implementations, the
functions noted 1n the block may occur out of the order noted
in the figures. For example, two blocks shown 1n succession
may, in fact, be executed substantially concurrently, or the
blocks may sometimes be executed in the reverse order,
depending upon the functionality mvolved. It will also be
noted that each block of the block diagrams and/or flowchart
illustration, and combinations of blocks 1n the block diagrams
and/or flowchart illustration, can be implemented by special
purpose hardware-based systems that perform the specified
functions or acts, or combinations of special purpose hard-
ware and computer instructions.

It should be noted that any of the methods described herein
can include an additional step of providing a system compris-
ing distinct software modules embodied on a computer read-
able storage medium; the modules can include, for example,
any or all of the components detailed herein. The method
steps can then be carried out using the distinct software mod-
ules and/or sub-modules of the system, as described above,
executing on a hardware processor 302. Further, a computer
program product can include a computer-readable storage
medium with code adapted to be implemented to carry out at
least one method step described herein, including the provi-
sion of the system with the distinct software modules.

In any case, 1t should be understood that the components
illustrated herein may be implemented in various forms of
hardware, soiftware, or combinations thereof, for example,
application specific integrated circuit(s) (ASICS), functional
circuitry, an appropriately programmed general purpose digi-
tal computer with associated memory, and the like. Given the
teachings of the invention provided herein, one of ordinary
skill 1in the related art will be able to contemplate other imple-
mentations of the components of the invention.

The terminology used herein 1s for the purpose of describ-
ing particular embodiments only and 1s not mtended to be
limiting of the invention. As used herein, the singular forms
“a,” “an” and “the” are intended to include the plural forms as
well, unless the context clearly indicates otherwise. It will be
turther understood that the terms “comprises” and/or “com-
prising,” when used 1n this specification, specity the presence
of stated features, integers, steps, operations, elements, and/
or components, but do not preclude the presence or addition
ol another feature, integer, step, operation, element, compo-
nent, and/or group thereof.

The corresponding structures, materials, acts, and equiva-
lents of all means or step plus function elements 1n the claims
below are intended to include any structure, maternial, or act
for performing the function i combination with other
claimed elements as specifically claimed.

At least one aspect of the present invention may provide a
beneficial effect such as, for example, leveraging social media
to automatically learn alerts from pertinent failure scenarios
and use such alerts to 1dentily and/or predict and prioritize
failures for troubleshooting IT infrastructure.

The descriptions of the various embodiments of the present
invention have been presented for purposes of 1llustration, but
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are not intended to be exhaustive or limited to the embodi-
ments disclosed. Many modifications and variations will be
apparent to those of ordinary skill in the art without departing
from the scope and spirit of the described embodiments. The
terminology used herein was chosen to best explain the prin-
ciples of the embodiments, the practical application or tech-
nical improvement over technologies found in the market-
place, or to enable others of ordinary skill i the art to
understand the embodiments disclosed herein.

What 1s claimed 1s:
1. A method comprising:
extracting (1) user-generated information pertaining to
multiple failure scenarios from at least one social media
data source and (11) one or more settings and one or more
items ol configuration information pertaining to each
system associated with one or more of the multiple fail-
ure scenarios:
determining one or more causality relationships between
(1) a set of log entries associated with the multiple failure
scenarios and (11) (a) the extracted user-generated infor-
mation and (b) the extracted one or more settings and
one or more 1tems of configuration information;
identifying a similarity between the one or more deter-
mined causality relationships and information contained
within a user query; and
providing guidance to the user regarding resolving and/or
obviating one or more failures associated with the user
query based on said 1dentified similarity, wherein said
guidance comprises (1) multiple alerts associated with
multiple failures and (11) one or more resolutions related
to the multiple alerts, (111) a relevance score associated
with each of the one or more resolutions, and wherein
said providing further comprises:
prioritizing said multiple alerts based on (1) a computed
severity of each of the multiple failures based on (a)
presence of one or more pre-determined words 1n the
extracted user-generated mformation and (b) a level
of expertise associated with the user that provided the
extracted user-generated information, (1) an expected
lead time to failure associated with each of the mul-
tiple failures, and (111) a computed confidence value
associated with each of the one or more determined
causality relationships; and
computing the relevance score associated with each of
one or more resolutions via Score, ;.. .. (R )=

MF"E‘ZEF{IHEE (Rehabl litySca HF{?E(RDI')ﬂ S imprc::- hlem (PDI'?‘
Papp)! ‘ Simcc}ﬂﬁgﬂf”ﬂﬂ{}ﬂ (CDI'! Capp)! Qual ltY(RDI)) ’
wherein:

Reliability. . (R,.) represents reliability of the
source of the respective resolution;

SIM,, o pr0m (P Ply) represents similarity of the one
or more failures associated with the user query and
the failure addressed by the respective resolution;

SIM_, eomarionCon Cgpp)  represents  similarity
between the configuration of the system associated
with the user query and the configuration of one or
more systems associated with the respective reso-
lution; and

Quality(R ;) represents a quality value associated
with the respective resolution;

wherein said extracting, said determining, said identifying
and said providing are carried out by at least one server-
side computing device.
2. The method of claim 1, wherein said extracting com-
prises searching the at least one social media data source for
one or more failure scenarios.
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3. The method of claim 1, wherein said at least one social
media data source comprises an online discussion forum, an
online message board, and/or a social network page.

4. The method of claim 1, wherein said user-generated
information comprises a user description of a failure.

5. The method of claim 1, wherein said extracting further
comprises determining resolution details associated with one
or more of the multiple failure scenarios.

6. The method of claim 1, wherein said extracting further
comprises determining a severity level of one or more of the
multiple failure scenarios.

7. The method of claim 1, wherein said extracting further
comprises determining a lead time associated with one or
more of the multiple failure scenarios.

8. The method of claim 1, comprising:

prioritizing the one or more determined causality relation-

ships.

9. The method of claim 1, comprising;

computing a probability of occurrence of a failure associ-

ated with the user query based on said identified simi-
larity.

10. The method of claim 9, wherein said providing guid-
ance to the user comprises alerting the user about the failure
associated with the user query 11 the computed probability of
occurrence exceeds a given threshold amount.

11. The method of claim 1, comprising;:

enabling receipt of feedback from the user to modity said

identifying.

12. The method of claim 1, comprising;:

ranking said one or more determined causality relation-

ships.

13. The method of claim 12, wherein said ranking com-
prises ranking said one or more determined causality relation-
ships based on reliability of the at least one social media data
source.

14. The method of claim 12, wherein said ranking com-
prises ranking said one or more determined causality relation-
ships based on the degree of similarity between the one or
more determined causality relationships and the information
contained within the user query.

15. The method of claim 12, comprising:

enabling receipt of feedback from the user to modity said

ranking.
16. An article of manufacture comprising a non-transitory
computer readable storage medium having computer read-
able instructions tangibly embodied thereon which, when
implemented, cause a computer to carry out a plurality of
method steps comprising:
extracting (1) user-generated information pertaining to
multiple failure scenarios from at least one social media
data source and (11) one or more settings and one or more
items of configuration information pertaining to each
system associated with one or more of the multiple fail-
ure scenarios;
determining one or more causality relationships between
(1) aset ol log entries associated with the multiple failure
scenar10s and (11) (a) the extracted user-generated infor-
mation and (b) the extracted one or more settings and
one or more 1tems of configuration information;

identifying a similarity between the one or more deter-
mined causality relationships and information contained
within a user query; and

providing guidance to the user regarding resolving and/or

obviating one or more failures associated with the user
query based on said identified similarity, wherein said
guidance comprises (1) multiple alerts associated with
multiple failures and (11) one or more resolutions related
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to the multiple alerts, (111) a relevance score associated

with each of the one or more resolutions, and wherein

said providing further comprises:

prioritizing said multiple alerts based on (1) a computed
severity of each of the multiple failures based on (a)
presence of one or more pre-determined words 1n the
extracted user-generated mformation and (b) a level
ol expertise associated with the user that provided the
extracted user-generated information, (11) an expected
lead time to failure associated with each of the mul-
tiple failures, and (111) a computed confidence value
associated with each of the one or more determined
causality relationships; and

computing the relevance score associated with each of
one or more resolutions via Score, ;.. . (R5 )=

Mrefevaﬂce(ReliabﬂitYSﬂ HFGE(RDI')EJ Simprabfem (PDI'!J

Papp)ﬂ ' Simconﬁg&rﬁzrmﬂ (CDI'?‘ Capp)ﬂ Quahty(RDI))ﬂ
wherein:

Reliability. (R,.) represents reliability of the
source of the respective resolution:

Sim, (Ppis P,,p) represents similarity of the one
or more failures associated with the user query and
the failure addressed by the respective resolution;

SIM_, e0marionCon  Cupp)  represents  similarity
between the configuration of the system associated
with the user query and the configuration of one or
more systems associated with the respective reso-
lution; and

Quality(R ;) represents a quality value associated
with the respective resolution.

roblem

17. A system comprising:
a memory; and
at least one processor coupled to the memory and config-

ured for:

extracting (1) user-generated information pertaining to
multiple failure scenarios from at least one social
media data source and (11) one or more settings and
one or more 1tems of configuration information per-
taining to each system associated with one or more of
the multiple failure scenarios;

determining one or more causality relationships
between (1) a set of log entries associated with the
multiple failure scenarios and (1) (a) the extracted
user-generated information and (b) the extracted one
or more settings and one or more 1tems ol configura-
tion information;
identifying a similarity between the one or more deter-
mined causality relationships and information con-
tained within a user query; and
providing guidance to the user regarding resolving and/
or obviating one or more failures associated with the
user query based on said 1dentified similarity, wherein
said gmidance comprises (1) multiple alerts associated
with multiple failures and (11) one or more resolutions
related to the multiple alerts, (111) a relevance score
associated with each of the one or more resolutions,
and wherein said providing further comprises:
prioritizing said multiple alerts based on (1) a com-
puted severity of each of the multiple failures based
on (a) presence ol one or more pre-determined
words 1n the extracted user-generated information
and (b) a level of expertise associated with the user
that provided the extracted user-generated infor-
mation, (11) an expected lead time to failure associ-
ated with each of the multiple failures, and (111) a
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computed confidence value associated with each of
the one or more determined causality relationships;
and

computing the relevance score associated with each of
one or more resolutions wvia Score, ;... .

(RDI'):Mrefevaﬂce(ReliabilitySc::Mrce(RDi)! Simpﬂ}bfem

(PDI'?J Papp)ﬂ ‘Simﬂﬂﬂﬁgﬂﬂ”ﬂﬂﬂﬂ(cﬂﬂ Capp)ﬂ Quahty
(R,,)), wherein:

Rehability. . (R,,) represents reliability of the
source ol the respective resolution; 10

SIM,,opr0m (P Pg,,) represents similarity of the
one or more failures associated with the user
query and the failure addressed by the respective
resolution;

SIM .5 0razionl Cpis Cﬂp}i,) represents similarity 15
between the configuration of the system associ-
ated with the user query and the configuration of
one or more systems associated with the respec-
tive resolution; and

Quality(R ;) represents a quality value associated 20
with the respective resolution.

18. The method of claim 1, wherein said computed confi-
dence value 1s based on authenticity of the at least one social
media data source, popularity of the at least one social media
data source, and/or an amount of additional user-generated 25
information related to the extracted user-generated informa-
tion.
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