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(57) ABSTRACT

The present mvention relates to a method and apparatus for
providing a user of an electronic device with an Automatic
Upgrade Functionality (AUF), the ability to automatically
upgrade soltware installations with a configurable amount of
user interaction and interruption.
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SYSTEM AND METHOD FOR
AUTOMATICALLY UPLOADING UPDATES

FIELD OF THE INVENTION

This invention generally relates to a system and method of
scamlessly updating, correcting, modifying or upgrading
software on an electronics device.

BACKGROUND OF THE INVENTION

Computer software 1s constantly updated to keep pace with
new features, prevent problems from arising, or {ix known or
recurrent problems. Users exploit several mechanisms, each
requiring a certain amount of computer resources, 1mvolve-
ment and decision-making on the part of the user, to keep up
with available updates. Various methods for updating soft-
ware 1nclude patching and hardware and software upgrades.

Providers typically determine when, how, at what cost, and
under what circumstances upgrades are made available.
Inevitably, upgrading requires the time and energy of the user
device, and some level of user mvolvement. As a general
matter, any 1ncrease 1n time or effort required by the user, or
any annoyance experienced due to reduced device function-
ality while an upgrade occurs, reduces the likelihood that the
user actively chooses to upgrade their software, especially 1
they are not experiencing a problem.

Providers are increasingly providing upgrades via a patch,
a discreet portion of computer code downloaded via a net-
work, such as the Internet, as opposed to upgrading via hard-
ware and software upgrades. This 1s because the process of
upgrading via hardware and software upgrades often requires
more time than that of a patch as 1t requires the user to
physically load the update onto their user device. The possi-
bility of user error 1s also increased as greater activity 1s
required on the part of the user to implement upgrades. Alter-
natively, the process of upgrading via a patch does not require
any physical loading of software or hardware by the user.
However, upgrading a user’s system via the patch does
require consideration of the network connection quality, pro-
cessing capacity of the user device, and user’s ability and
willingness to properly download and implement the patch.

A patch can be an upgrade, a bug fix, a new hardware driver
or update to address new 1ssues such as security, stability or
other end-user problems. Most patches are free to download,
but ultimately the provider determines which versions of their
soltware are updated for free. In some cases, only registered
users may get certain upgrades. At other times the only way to
upgrade 1s to purchase the newer version at a discounted
price, which requires reinstallation of the program. Typically,
a patch can be 1nstalled concurrent with an existing program
depending on the supplier and the nature of the patch.

Providers often force, or push, upgrades to the user device
and users are typically denied access to the device until
upgrades are istalled. Alternatively, a provider may prevent
a user from closing out of an application until the upgrade 1s
downloaded. When the provider forces downloads of
upgrades the user’s device typically functions more slowly or
not at all until upgrades are downloaded. Alternatively, users
may request, or pull, upgrades by accepting them upon noti-
fication provided by the provider that upgrades are available.
The download of the upgrade 1s typically contemporaneous
with the user’s request and consumes computer resources
causing delay 1n the device’s utility to the user.

Generally, users must conform to parameters set by the
providers 11 they are to obtain upgrades. The prior art method
of recerving upgrades 1s problematic for several reasons. The
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provider typically does not take into account that the user’s
device 1s slowed while the download takes place and that the

user’s experience while using their device 1s negatively
impacted by a delay caused by downloading an upgrade.
Alternatively, when upgrades are pulled, users are required to
make decisions about when to suffer a delay on the user
device on a case-by-case basis. Further, users pulling
upgrades are often required to determine the correct upgrade
for their system with no or little knowledge or guidance. In
either case, the provider may limit the size of the upgrade to
be downloaded or provide the upgrade 1n serial form to reduce
the delay experienced by the download.

In situations where the provider forces the user to accept
updates, the user typically has no choice as to when or how
such upgrades occur. The user experiences interruption 1n the
functionality of the user device and, worse still, the delay may
be unexpected and/or frustrate the user’s use of their device.
In situations where the upgrade 1s requested by the user, they
typically have limited options to refuse a download. In the
event that the user chooses to download the upgrade, the
upgrade starts downloading to the user device immediately
and, during the time of the upgrade, the user experiences
reduced functionality of the user device. Some users have
developed a habit of choosing not to upgrade due to the
temporary mterruption in the use of the device. The burden of
upgrading to resolve problems often exacerbates the frustra-
tion of the user experiencing an underlying problem and
makes finding a less imtrusive means of providing upgrades to
clients and users desirable. In the long term, failure to volun-
tarily upgrade acts as a detriment to providers, clients and
users, as upgrades allow users to experience the best product
the provider has to offer, resolve problems, and prevent prob-
lems from arising.

There exists a need to provide users with a less burdensome
means of upgrading their devices by providing users with the
means to select when and 1n what manner downloading can
occur that reduces the interruption of their use of their device.

SUMMARY OF THE INVENTION

The present invention relates to a method and apparatus for
providing a user of an electronic device with an Automatic
Upgrade Functionality (AUF), the ability to automatically
upgrade soltware installations with a configurable amount of
user mteraction and interruption. That 1s, an upgrade 1s con-
figured to provide full or limited notification of the upgrade to
the user or 1s completely silent.

The present mvention augments existing methods for
patch, soft and hard upgrades by providing an upgrade facility
with more control over the user experience. AUF provides an
innocuous upgrade service to users and/or clients compared
to conventional methods, where users and/or clients are
torced to quit the application, download an installer program
and then run 1t manually to upgrade their application, or are
burdened by an undesirable reduction in the use of their
device. AUF provides for a less intrusive way for providers to
supply users and/or clients with upgrades, and for users and/
or clients to implement those upgrades. Using AUF, the user/
client pre-selects the parameters under which they prefer
receiving upgrades, or the client/server determines the best
time to download an upgrade.

There are several steps 1n the AUF process. The AUF pro-
gram can be stored on either the client or the server. The user’s
device connects to the server using an existing connection
protocol. As part of the server response to the connection, the
server and/or client transmit AUF data. The user may or may
not access the AUF to set personal preferences using several
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available parameters to control the AUF process. The param-
eters can be preset to automatically upgrade the software or to
upgrade the software according to user preference. In one
embodiment, any upgrade downloaded according to the AUF
parameters 1s implemented automatically at a time when the
user 1s not otherwise using the device. Alternatively, any
upgrade downloaded according to the AUF parameters 1s
implemented automatically when the software 1s launched. In
an embodiment, AUF parameters are preset to automatically
upgrade the device with upgrades that are available from
secure sources at times when the client 1s used the least.

In one embodiment, to download an update, the user device
connects to the download server and downloads the upgrade
using an URL and priority parameters. The client verifies that
the downloaded upgrade i1s unchanged and prepares the
upgrade to be launched automatically, or at the next client
startup. Verification uses the checksum or other security
parameter returned during initiation to ensure that the down-
loaded update 1s correct. If the parameters are set to notily the
user, the user 1s notified accordingly.

One embodiment has a single point of execution. For
example, a small launch executable can be the main entry
point for users to run the application. The launcher, when run,
reads a known registry key and allows the current client
executable to run. When a new version of the software 1s
downloaded successiully, the registry key 1s updated accord-
ingly. For example, the launcher can be called “Client.exe”
and the client executable 1s called “Client-<version>.dat”,
where “<version>"" 1s the version number of the executable.

In one embodiment, the download request and the user
notification are handled outside of the main client thread,
therefore the user 1s free to use the client while the AUF
process 1s completed. Download priority 1s implemented by
setting a thread priority control. Therefore, by virtue of the
thread scheduler, the download thread gets more or less CPU
time to complete the download depending on the settings.

In an embodiment, the request for soitware updates auto-
matically indicates the current version and any patch version
used by the user device 1ssuing the request. The server and/or
the client responds by comparing the version information
with available updates to determine whether or not to upgrade
the client.

Verification that the download 1s successtul utilizes a
checksum or similar program. The checksum 1s used to pre-
vent corrupted downloads. For improved security, a crypto-
graphic hash (e.g. MD5 or SHAI1) or other similar security
measure can be used.

In an embodiment, because AUF 1s invoked multiple times
for the lifetime of a client installation, “old” computer code
can collect on the user’s device. To prevent this from becom-
ing a resource leak and to prevent unnecessary use of storage
space, only the most recently used version 1s retained. For
example, a software upgrade from version 3.6 to 3.7, and then
3.7 to 3.8, results 1in removal of the 3.6 version from the
device. When version 3.8 1s upgraded to 3.9, the 3.7 version 1s
removed. Alternatively, prior versions are deleted 1n accor-
dance with a predetermined amount of time or are stored
clsewhere.

In an embodiment, AUF can download an update obscured
to prevent it from being considered a security risk. The
executable can be packaged as a .CAB archive file or other
similar file and can be given a specific name to 1dentily the
version upgrade.

Downgrades can also be performed using the present
invention. Users have the option to refuse upgrades, either 1in
whole, or only for specific applications, thereby selectively
maintaining pre-updated material. This feature 1s especially
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useiul where the compatibility of a program with other pro-
grams 1s lost upon installation of an upgrade, or where the
user has a preference for a particular version of the applica-
tion.

In one embodiment, upon 1nitiation of the AUF, the server
notifies the user device that an upgrade 1s available. This 1s
done via a defined protocol between the user device and the
Server.

In one embodiment, registry settings include an option to
enable or disable the AUF and checksum verification; and
indicate the current and previous versions of the client. In one
embodiment, hidden registry settings pertaining to AUF are
also created.

In one embodiment, little or no user intervention is
required, and the user continues to use the device and soft-
ware uninterrupted and the actual upgrade occurs at the next
launch. The update method includes automatically down-
loading an upgrade in the background so that the next time the
user starts their device the software upgrade 1s automatically
loaded and the software upgraded.

It 1s an object of this invention to provide the user with the
greatest amount of control possible, such that they are encour-
aged to upgrade despite interruption in the use of their com-
puter.

BRIEF DESCRIPTION OF THE DRAWINGS

The above and still further objects, features and advantages
of the present mnvention will become apparent upon consid-
cration of the following detailed description of a specific
embodiment thereotf, especially when taken 1n conjunction
with the accompanying drawings wherein like reference
numerals 1n the various figures are utilized to designate like
components, and wherein:

FIG. 1 1s a diagram of the present invention;

FIG. 2 1s a flow chart of an embodiment of a method of the
present invention; and

FIG. 3 1s a diagram illustrating an embodiment of the
service parameters of the present invention.

DETAILED DESCRIPTION OF TH.
EMBODIMENTS

(L]

The system and method provides a user of an electronic
device with an AUF, that 1s, the ability to automatically
upgrade software 1nstallations with a configurable amount of
user mteraction and 1nterruption.

FIG. 1 illustrates a basic system of the present invention. A
user 100 utilizes a device 102 connected over a network 110
to a provider’s 106 system, typically including one or more
servers 108. The user’s devices 102 can include a computer
102a, a cellular telephone 1025, a PDA/pager/Blackberry®
102¢, an MP3 player 1024, or entertainment device 102e,
including sterecos, DVD/VHS players, game systems (e.g.
PS2®, X-Box®) or any networked device both stationary or
portable. User device 102 can, 1n one embodiment, run a
client 104 which can be the software allowing the user 100 to
access server 108 and also run software 103. The user 100 can
connect to the network 110 using any method known 1n the
art, including telephone, DSL, cable, wireless and satellite.
Network 110 can be a LAN, WAN and include the Internet.
The provider’s 106 system can include one or more servers
108 to run the service accessed by user 100. The provider 106
can distribute the functionally, across multiple servers, each
server handling one of more specific tasks, or each server
handling all tasks.
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FIG. 2 illustrates a method for transmitting electronic
information over a computer network. The method for pro-
viding an update to a user device 102 includes the steps of
initiating the client 104 on a user device 102 (step 200). The
user 100 or the client 104 can initiate the software program
103 by downloading the program from the server 108 via the
network 110, by obtaining the software program from another
source, or by launching the client 104.

Another step 1s the setting one or multiple of the available
service parameters (step 202). The service parameters 300
can be stored either on at least one of the client 104 and server
108. The parameters 300 are understood by the client 104 and
server 108. The user 100, the client 104, the server 108, can
set the parameters 300 on the client 104 and/or server 108.
Alternatively, the parameters 300 can be preset as part of the
AUF upon mitiating the client 104 or may be preset and later
altered according to the user’s 100 preferences. In one
embodiment, the user 100 1s not involved, and the AUF func-
tions automatically according to service parameters 300.
Other embodiments include some of or all of the following
parameters 300 as set by one of the user 100 or the client 104.

A notification parameter 302 determines the amount of
notification to the user 100. In one embodiment, the notifica-
tion parameter 302 1s set to either notily or not to notity the
user 100 under various circumstance, mcluding but not lim-
ited to those set forth below. The notification parameter 302
can be set to notily user 100 that the upgrade 1s available, to
request approval before downloading an upgrade, that the
upgrade download was successtul, to indicate the download
source and/or security, and to notify the user 100 of aneed for
turther instruction regarding particular downloads. The client
104 can also be notified. The notification parameter 302 can
be set to include notification of, among others, only certain
types of upgrades, upgrades provided by particular providers,
upgrades that are provided by a secure source, upgrades
exceeding a certain size, or upgrades expected to require more
than a certain amount of time to download. Additionally, the
notification parameter 302 can be set to request notification at
specific times, or a delayed summary notification of all
upgrade downloads over a specified time.

Priority parameter 304 1s set to determine the priority with
which downloads occur and allows user 100, client 104 and/
or server 108 to set a range of priority for downloading
requested information. For example, downloads of greater
priority result in faster download performance with the under-
standing that such downloads have the highest probability
that the user 100 can be disturbed. Downloads of lower pri-
ority result 1n slower download performance, but are less
likely to disturb the user 100.

Source parameter 306 provides the user 100 or instructs the
client 104 of the option to download depending on the avail-
able source. The source parameter 306 can be set to only
download from particular sources, or where download secu-
rity 1s also available. For example, 11 the download 1s from an
undesirable unsecured source, the download does not occur.
In the 1mnstance that a download 1s selected on the basis that 1ts
source 1s unsecured or otherwise undesirable, the option to
have the client 104, either automatically and/or upon notice to
the user 100, locate a provider-approved or a secure source of
the upgrade 1s available.

Security parameter 308 provides the user 100 and/or the
client 104 the option to download a checksum, indicating that
a checksum 1s used to vernily that the download was not
corrupted. This option 1s available using methods known 1n
the art, such as by using either MD35 or SHA hashes.

Compatibility parameter 310 can be set to provide one or
more of the user 100, client 104 and server 108 the option
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determine the compatibility of available downloads with
other programs located on user device 102, and the ability to
refuse to download those upgrades and/or download upgrades
accordingly. In one embodiment, another provider’s 106
information 1s used to assess any conflicts between existing
soltware on the user device 102 and the suggested download.
This embodiment results in two downloads, one to upgrade
for each software package, so that they are compatible.

Costs parameter 312 can be set values for prompting cer-
tain responses from the user 100 and or the client 104 when
there 1s a cost associated with the download and/or according
to the amount of the cost. In one embodiment, the user 100
and or the client 104, sets up an automatic account on the
client 104 or through a third party so that payment 1s made and
the upgrade 1s downloaded.

Timing parameter 314 can be set to request that downloads
only occur at specific times. In an embodiment, the client 104
can be set to independently determine optimal times for
download, such as when the client 1s used the least. Alterna-
tively, the client 104 requests to re-initiate contact with the
provider 106 and/or the server 108 in order to download
upgrades at a certain time. For example, where software 103
did not upgrade so that the user’s 100 use of software 103 may
be less likely to be impeded in the short term, the client 104
can note the URL of the site where the upgrade download 1s
available and return to that site 1n accordance with the param-
cters set for AUF.

Bandwidth parameter 316 can be set to request that an
upgrade be delivered using only a certain amount of available
bandwidth, or not exceeding a certain amount of bandwidth.
This feature 1s useful for devices 102 that need to keep a
certain amount of bandwidth available for other uses.

S1ze parameter 318 can be set to request that an upgrade be
delivered according to size, or not exceeding a certain size. In
one embodiment, the client 104 requests information regard-
ing the download size and requests that the upgrade be sent as
one large file or multiple small files delivered one at a time.

Returning to FIG. 2, another step can be monitoring the
status of the client 104 by at least one of the client 104 and the
server 108 via the network 110 (step 204). Monitoring the
status of the client 204 can occur all the time, can occur at
times determined by setting the service parameters 202, can
occur automatically when the client 104 launches, when the
server 108 and client 104 connect to each other via the net-
work 110, and anytime the server 108 and client 104 connect
to the network 110. Monitoring the status of the client 204 can
include monitoring selected or all sources available via the

network 110 for available updates and any potential use for
the available updates by the client 104.

A request for information 1s sent and recerved by the client
104 or the server 108 (step 206). In one embodiment, the
request to obtain information can be sent from the client 104
to the server 108 via the network 110 automatically by the
client 104 or can be sent under the direction of the user 100.
In an embodiment, the request to obtain information 1s sent
and/or received 1n accordance with the parameters 300.

One of the client 104 and the server 108 formulate a
response to requests for information (step 208). A response 1s
formulated according to the set service parameters 202. The
requested information 1s then delivered to the requesting cli-
ent 104 or server 108 via the network 110 (step 210).

The delivery of the requested information 210 1s made
according to the set service parameters 300. In one embodi-
ment, the software modification 1s delivered 1n encrypted
and/or compressed form. In another embodiment, the deliv-
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ery of the requested information 210 1s accompanied by the
delivery of instructions to the user for the proper installation
of the update.

Requested information 1s installed (step 212) by the client
104, the user 100 and/or the server 108. In one embodiment,
proper 1nstallation of the requested information on the client
104 1s ensured by the client 104 and/or the server 108.

While there have been shown, described, and pointed out
tfundamental novel features of the invention as applied to a
preferred embodiment thereof, 1t will be understood that vari-
ous omissions, substitutions, and changes in the form and
details of the devices illustrated, and 1n their operation, may
be made by those skilled 1n the art without departing from the
spirit and scope of the mvention. For example, 1t 1s expressly
intended that all combinations of those elements and/or steps
which perform substantially the same function, in substan-
tially the same way, to achieve the same results are within the
scope of the mvention. Substitutions of elements from one
described embodiment to another are also fully intended and
contemplated. It 1s also to be understood that the drawings are
not necessarily drawn to scale, but that they are merely con-
ceptual 1n nature.

I claim:

1. A method for recerving over a computer network a
software

upgrade at a user device used by a user, comprising:

receiving, with the user device, a user-selected download

priority, wherein the user selected download priority 1s
stored after the user-selected download priority 1s
recelved;

receiving, with the user device, a user-selected bandwidth

parameter, wherein the user selected bandwidth param-
cter indicates a maximum portion of a bandwidth of the
user device that 1s less than all of the bandwidth of the
user device, and wherein the user-selected bandwidth
parameter 1s stored after the user-selected bandwidth
parameter 1s recerved;

after the user-selected download priority and the user-se-

lected bandwidth parameter are stored, monitoring a
status of a software program on the user device by at
least one of a client or a server, wherein monitoring
comprises comparing the status of the software program
on the user device with a status of a second software
program;

responsive to the monitoring, automatically transmitting,

with the user device, a request for a software upgrade to
a service provider server, wherein the request indicates
the maximum portion of the bandwidth of the user
device:

receiving, with the user device, the requested software

upgrade pursuant to a priority based on the user-selected
download priority and at less than the maximum portion
of the bandwidth of the user device, from the service
provider server; and

after recerving the requested software upgrade, installing

the requested software upgrade on the user device.

2. The method of claim 1, further comprising providing
notice to at least one of the user, a client, a server, and a
provider regarding one or more of:

setting the download prionity,

monitoring the status of the software program on the user

device,

formulating a response to the request using the download

priority,

delivering the requested software upgrade pursuant to the

download priority, and
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installing the requested software upgrade pursuant to the

download priority.

3. The method of claim 1, further comprising:

installing the software program on the user device;

starting the software program on the user device; and

setting service parameters according to a preference
received from the user.

4. The method of claim 1, wherein monitoring the status of
the software program on the user device further comprises
automatically detecting availability of the requested software
upgrade without the need for further action by the user.

5. The method of claim 1, wherein monitoring the status of
the software program on the user device further comprises
detecting availability of the requested soitware upgrade by
one of a client, a server, and a provider.

6. The method of claim 1, wherein monitoring the status of
the software program on the user device further comprises
automatically detecting appropriateness of the requested sofit-
ware upgrade for installation without the need for further
action by the user.

7. The method of claim 1, further comprising:

formulating a response to the request using the download

priority by accessing the download priority,

interpreting the download priority, and

applying the download priority to the request for infor-
mation.

8. The method of claim 1, wherein the download priority 1s
included 1n a service parameter that includes at least one of a
source parameter, a security parameter, a compatibility
parameter, a cost parameter, a timing parameter, the band-
width parameter, and a size parameter.

9. The method of claim 8, wherein:

the service parameter includes a timing parameter; and

the requested software upgrade 1s delivered at a time 1ndi-

cated by the timing parameter.

10. The method of claim 8, wherein:

the service parameter includes a size parameter; and

the requested software upgrade 1s delivered 1n at least one

file not exceeding a maximum file size indicated by the
s1Ze parameter.

11. The method of claim 8, wherein the service parameter
includes a cost parameter, and the method further comprises:

charging an account, indicated by the cost parameter, with

a cost for the requested software upgrade.

12. The method of claim 8, wherein the service parameter
includes a compatibility parameter, the method further com-
Prises:

automatically assessing compatibility of the requested

soltware upgrade with an installed program based on the
compatibility parameter without the need for further
action by the user.

13. The method of claim 1, turther comprising:

setting a thread priority control based on the download

priority.

14. A server for updating a user device over a computer

network, comprising;:

a Processor,

a network interface configured to facilitate communication

with the user device over the computer network; and

a monitoring component, configured to remotely monitor a

client on the user device; wherein

the processor 1s configured to receive a user-selected down-

load priornity from the user device;

the processor 1s also configured to recerve a user-selected

bandwidth parameter, wherein the user-selected band-
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width parameter indicates a maximum portion of a band-
width of the user device that 1s less than all of the band-
width of the user device;
the user-selected download priority 1s stored after the user-
selected download priority 1s recerved;
the user-selected bandwidth parameter 1s also stored after
the user-selected bandwidth parameter 1s recerved;
the monitoring component 1s configured to:
automatically monitor the client after the user-selected
download priority and the user-selected bandwidth
parameter are stored, wherein monitoring the client
comprises: monitoring a status of a software program
on the user device by at least one of the user device or
the server, and comparing the status of the software
program on the user device to a status of a second
soltware program, and
based on the monitoring of the client, produce an 1ndi-
cation that a software upgrade for the user device 1s
available; and
the processor 1s configured, responsive to indication by the
monitoring component that the software upgrade for the
user device 1s available, to transmait to the user device the
soltware upgrade pursuant to a priority based on the
user-selected download priority and at less than the
maximum portion of the bandwidth of the user device.
15. The server of claim 14, wherein the download priority
1s included 1n a service parameter that includes at least one of
a source parameter, a security parameter, a compatibility
parameter, a cost parameter, a timing parameter, the band-
width parameter, and a size parameter.
16. The server of claim 15, wherein:
the service parameter includes a timing parameter; and
the software upgrade 1s transmitted at a time 1indicated by
the timing parameter.
17. The server of claim 16, wherein:
the processor 1s further configured to automatically deter-
mine the time.
18. The server of claim 15, wherein:
the service parameter includes a size parameter; and
the software upgrade 1s transmitted 1n at least one file not
exceeding a maximum file size indicated by the size
parameter.
19. The server of claim 15, wherein:
the service parameter includes a cost parameter; and
the processor 1s further configured to charge an account,
indicated by the cost parameter, with a cost for the sofit-
ware upgrade.
20. The server of claim 15, wherein:
the service parameter includes a compatibility parameter;
and
the processor 1s further configured to assess compatibility
of the software upgrade with an 1nstalled program based
on the compatibility parameter.
21. A user device, comprising:
a Processor,
a client configured to access a server; and
a soltware upgrade component, configured to receive a
user-selected download priority and a user-selected
bandwidth parameter; wherein:
the user-selected download priority 1s stored after the user-
selected download priority 1s recerved;
the user-selected bandwidth parameter 1s stored aiter the
user-selected bandwidth parameter 1s recerved;
the software upgrade component 1s configured to, at a time
alter the user-selected download priority has been stored
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and the user-selected bandwidth parameter has been
stored, to detect that a software upgrade for the user
device 1s available, wherein detecting that the software
upgrade for the user device 1s available comprises moni-
toring a status of a soitware program on the user device,
and comparing the status of the software program on the
user device with a status of a second software program,
and responsive to detecting the software upgrade 1s
available, to transmit a request for the software upgrade
to the server;

the software upgrade component 1s configured to recerve,

responsive to the request transmitted by the software
upgrade component, a software upgrade sent to the cli-
ent, pursuant to the user-selected download priority and
at less than the maximum portion of the bandwidth of the
user device; and

the software upgrade component 1s configured to 1nstall the

soltware upgrade on t he device after the software
upgrade has been received.

22. The device of claim 21, wherein the software upgrade
component 1s configured to install the software upgrade pur-
suant to a service parameter different from the download
priority.

23. The device of claim 22, wherein the software upgrade
component 1s configured to 1nstall the software upgrade at a
time specified by the service parameter.

24. The device of claim 21, wherein the download priority
1s included 1n a service parameter that includes at least one of
a source parameter, a security parameter, a compatibility
parameter, a cost parameter, a timing parameter, the band-
width parameter, and a size parameter.

25. The device of claim 24, wherein:

the service parameter includes a timing parameter; and

the soitware upgrade 1s received at a time indicated by the

timing parameter.

26. The device of claim 25, wherein:

the client 1s further configured to automatically determine

the time.

27. The device of claim 24, wherein:

the service parameter includes a size parameter; and

the software upgrade 1s recerved 1n at least one file not

exceeding a maximum file size indicated by the size
parameter.

28. The device of claim 24, wherein:

the service parameter includes a cost parameter indicating

an account to charge with a cost for the software
upgrade.

29. The device of claim 24, wherein:

the service parameter includes a compatibility parameter

enabling compatibility of the software upgrade with an
installed program to be automatically assessed without
further action by the user.

30. The device of claim 21, wherein:

the download priority specifies a thread priority; and

the software upgrade is recerved according to the thread

priority.

31. The device of claim 21, wherein the device 1s one of a
computer, a cellular phone, a PDA, a MP3 player, and an
entertainment device.

32. The device of claim 21, wherein the software upgrade
component has a thread priority based on the download pri-

ority.
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