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(57) ABSTRACT

The present invention relates to a method of implementing a
security system for preemptively preventing a decrease 1n
work efliciency due to leaked confidential secrets or the
browsing of non work-related sites through a mobile termi-
nal. A security manager implements an environment for
allowing, blocking, or recording Internet usage in an 1nde-
pendent mobile communication network 1n an area requiring
security, uses a security system server to preregister informa-
tion on mobile terminals of users who are expected to use the
Internet, makes agreements on how personal information will
be handled when outside visitors visit the network, registers
information on mobile terminals of outside visitors with the
security system server, and oversees the installation of a secu-
rity app whenever necessary.

20 Claims, 7 Drawing Sheets
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METHOD OF SECURING A MOBILLE
TERMINAL

TECHNICAL FIELD

The present invention relates to a method of processing
Internet usage security of a mobile terminal apparatus using a
mobile communication network 1n an area requiring security,
or a workplace, and more particularly, to a method of block-
ing use ol the Internet or recording a usage history when a
user uses the Internet through a mobile terminal apparatus, by
enforcing an advance registration procedure for use of the
Internet on a visitor or an employee entering an area requiring
security for registering information about the user, informa-
tion about the mobile terminal apparatus, for example, a

media access control (MAC) address, and a phone number,
and the like.

BACKGROUND ART

In general, the Internet has been used 1n workplaces 1n a
wired manner, rather than a wireless manner and thus, man-
agement of a corresponding wired network may be sufficient
for in-house network security. However, with a remarkable
increase 1 use of a wireless Internet, for example, third
generation (3G) wireless Internet, wireless broadband Inter-
net (WiBro), and the like, through a mobile terminal appara-
tus, tracking of in-house confidential data being leaked
through a wireless Internet access may be difficult. In addi-
tion, work eiliciency may decrease when an employee
accesses non-work related sites, and the like.

In order to overcome such weaknesses 1n security, an appli-
cation (app) configured to prevent use of the wireless Internet
may be installed 1n a mobile terminal apparatus, or an
employee may be requested to surrender a mobile phone
when entering a workplace, and retrieve the mobile phone
when leaving the workplace. However, although such an app
1s installed, management of the app may be difficult. In addi-
tion, when an audio data frequency 1s used to access the
Internet, blocking the Internet access may be impossible.
When use of a mobile terminal apparatus 1s banned, an
employee may experience an inconvenience of making a call
for an urgent case. Accordingly, normal application of a secu-
rity system may be difficult.

In particular, with a recent propagation of smart phones, a
number of tasks may be performed through a mobile terminal
apparatus. Recording, video making, photo taking, accessing
the Internet, and the like may be performed through the
mobile terminal apparatus. When information 1s leaked, seri-
ous damage may be caused and tracking a leak may be 1mpos-
sible. Accordingly, 1n reality, prevention of the foregoing
1ssues may be difficult.

DISCLOSURE OF INVENTION

Technical Goals

In order to resolve the 1ssues described above, an aspect of
the present invention provides a method of securing a mobile
terminal apparatus that may increase work efficiency by inter-
nally protecting in-house confidential information and
restricting an access to a non-work related site. In particular,
a security manager may construct an in-house security sys-
tem, and apply a security procedure for usage ol a mobile
terminal apparatus to an outside visitor or an employee vis-
iting a workplace. When the outside visitor or the employee
wishes to use the mobile terminal apparatus, an agreement of
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the user to a privacy policy may be obtained, and personal
information, information about a mobile phone, and the like

may be recorded with a security system server. In addition, by
installing an app 1n the mobile terminal apparatus, as neces-
sary, limited use of the Internet may be allowed and a corre-
sponding usage history may be recorded.

According to an aspect of the present invention, there 1s
provided a method of securing a mobile terminal apparatus in
a limited area requiring security, such as a workplace, the
method including (a) a basic information registration opera-
tion of inputting information about a user and information
about a mobile terminal apparatus into a security system
server, (b) a private policy agreement operation of notifying
the security system server of information regarding whether
an agreement on collection of traflic related to security and
Internet blocking 1s obtained 1n advance, (¢) a blocking policy
transmission operation of transmitting, by the security system
server, a blocking policy to a blocking server, (d) a blocking
application operation of allowing or blocking, by the block-
Ing server, an access ol the mobile terminal apparatus to the
Internet, and (e) a blocking discontinuation operation of noti-
tying, by the security system server, the mobile terminal
apparatus of discontinuation of the blocking policy.

However, technical goals of the present invention are not to
be limited to the foregoing goals, but rather may include other
goals not yet mentioned herein. Such goals may be readily
understood by those skilled 1n the art from the following
description.

Technical Solutions

According to an aspect of the present invention, there 1s
provided a method including a basic information registration
operation of constructing an environment for capturing all
Internet usage packets ol a mobile terminal apparatus and
preregistering information to be used for a security system
with respect to a user expected to use the Internet through the
mobile terminal apparatus in an area requiring security, a
privacy policy agreement operation of temporarily register-
Ing a user 1n a security system server due to an unexpected
visit and recerving an agreement to collection of a usage
history, a blocking policy transmission operation of transmit-
ting, by the security system server, a blocking policy to a
blocking server, a blocking application operation of allowing
and blocking an access to the Internet, uploading a specific
file, an access to a non-work related site, and the like in the
area requiring security to which a policy adopted by the
security system server applies, and a blocking discontinua-
tion operation of reporting discontinuation of the blocking
policy to the user when a security manager confirms the
discontinuation of the blocking policy or when the mobile
terminal apparatus moves away irom the area requiring secu-
rity.

In the construction of the environment, the area requiring
security may be constructed using a femtocell 1n response to
a request from the security manager in order to fundamentally
block use of a mobile communication network, except a reg-
istered mobile terminal apparatus.

In the blocking application operation, 1n a case of an out-
side visitor, a short message service (SMS) may be transmit-
ted to a mobile terminal apparatus of the outside visitor or the
outside visitor may be guided to recognize a quick response
(QR) code in response to a request from the security manager,
and a security app installation site linked to a uniform
resource locator (URL) displayed on the mobile terminal
apparatus of the user may be accessed to install a security app
in the mobile terminal apparatus.
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In the privacy policy agreement operation, when the user
corresponds to an employee, the agreement may be obtained
by transmitting a URL linked to a privacy policy agreement
webpage using an SMS or an 1nput of the agreement may be
received by transmitting a privacy policy agreement authen-
tication code using an SMS since the employee 1s already
identified. The privacy policy agreement operation may be
performed by a written form registration method of receiving,
by the security manager, a privacy policy agreement signature
directly from the employee and transmitting a result using an
SMS. When the user corresponds to an outside visitor, the
privacy policy agreement operation may be performed for a
user completing a procedure for identifying the user, wherein
the procedure may include copying an ID card, registering a
photo and a signature of the outside visitor, and the like.

In the blocking application operation, by interworking
with a subscriber authentication system of a mobile commu-
nication provider, information of a mobile terminal apparatus
of a subscriber may be compared to information of a mobile
terminal apparatus currently using the Internet in an area to
which security 1s currently being applied, and security corre-
sponding to non-work related site blocking, upload restric-
tions, Internet blocking, and the like may be applied based on
a policy when the pieces of information correspond to each
other.

In the blocking discontinuation operation, when the mobile
terminal apparatus leaves the area to which the blocking
policy applies, discontinuation of blocking may be reported
to the user, the blocking may be discontinued, and the security
app may be uninstalled, or the blocking may be discontinued
by mputting a blocking discontinuation command of the
security manager into the security system server according to
a blocking discontinuation procedure or by recognizing a QR
code, and the security app may be uninstalled.

Advantageous Effects of the Invention

According to an embodiment of the present invention, 1t 1s
possible to provide a system for blocking use of a mobile
communication network and wireless Internet, aside from a
user registered with a security system server 1n an area requir-
Ing security.

Accordingly, by recording, using a mobile terminal appa-
ratus, a history of Internet usage for an access to a non-work
related site, leakage of confidential information, and the like,
or by performing upload restrictions, Internet blocking, and
the like, 1t 1s possible to prevent 1ssues, for example, leakage
of important data, a decrease 1n work etficiency, and the like.
It 1s also possible to produce an effect of tracking a user of a
mobile terminal apparatus when the foregoing 1ssues occur.

BRIEF DESCRIPTION OF DRAWINGS

FIG. 1 1s a diagram 1llustrating construction of an environ-
ment for filtering or mirroring an Internet usage packet of a
mobile terminal apparatus using the Internet through various
types ol networks.

FIG. 2 1s a diagram 1illustrating a security manager iput-
ting personal information of a user expected to use the Inter-
net, information about a mobile terminal apparatus, and an
agreement to a privacy policy into a security system server.

FIG. 3 1s a diagram 1illustrating a security manager input-
ting personal information of a user, for example, an outside
visitor, who has to use the Internet unexpectedly, information
about a mobile terminal apparatus, and an agreement to a
privacy policy 1nto a security system server.
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FIG. 4 1s a diagram 1llustrating a process of performing
Internet blocking when a user having a mobile terminal appa-

ratus without an app installed uses the Internet.

FIG. 5 1s a diagram 1illustrating a process of performing
Internet blocking when a user having a mobile terminal appa-
ratus with an app installed uses the Internet.

FIG. 6 1s a diagram 1illustrating a process of discontinuing,
Internet blocking when a user having a mobile terminal appa-
ratus without an app installed recerves a blocking discontinu-
ation command from a security manager or leaves a blocking
area.

FIG. 7 1s a diagram 1llustrating a process of discontinuing
Internet blocking when a user having a mobile terminal appa-
ratus with an app installed receives a blocking discontinua-
tion command from a security manager or leaves a blocking
area.

BEST MODE FOR CARRYING OUT TH
INVENTION

L1l

Herein, there 1s provided a method of securing a mobile
terminal apparatus 1n a limited area requiring security, such as
a workplace, the method 1including a basic information reg-
istration operation of mputting information about a user and
information about a mobile terminal apparatus 1nto a security
system server, a privacy policy agreement operation of noti-
tying the security system server of information regarding
whether an agreement on collection of traffic related to secu-
rity and Internet blocking 1s obtained 1n advance, a blocking
policy transmission operation of transmitting, by the security
system server, a blocking policy to a blocking server, a block-
ing application operation of allowing or blocking, by the
blocking server, an access of the mobile terminal apparatus to
the Internet, and a blocking discontinuation operation of noti-
tying, by the security system server, the mobile terminal
apparatus of discontinuation of the blocking policy.

Mode for Carrying out the Invention

Hereinaftter, exemplary embodiments of the present inven-
tion will be described in detail with reference to the accom-
panying drawings so that those skilled in the art can readily
carry out the invention.

The present invention 1s not limited to the embodiments
described herein, and may be implemented 1n several differ-
ent forms. Portions unrelated to the description will be omiut-
ted to clearly describe the present invention in the drawings.

When a part “comprises (includes)” an element, unless
described to the contrary, 1t should be understood that the part
may further comprise (include), rather than exclude, other
clements.

Throughout the specification of the present invention, the
expression “operation of” does not mean “operation for”.

Hereinatter, a method of securing a mobile terminal appa-
ratus will be described 1n detail with reference to FIGS. 1
through 7.

According to an aspect of the present invention, there 1s
provided a method of securing a mobile terminal apparatus in
a limited area requiring security, such as a workplace, the
method including (a) a basic information registration opera-
tion of mputting mmformation about a user and information
about a mobile terminal apparatus into a security system
server, (b) a privacy policy agreement operation of notifying
the security system server of information regarding whether
an agreement on collection of traflic related to security and
Internet blocking 1s obtained 1n advance, (¢) a blocking policy
transmission operation of transmitting, by the security system
server, a blocking policy to a blocking server, (d) a blocking
application operation of allowing or blocking, by the block-
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ing server, an access of the mobile terminal apparatus to the
Internet, and (e) a blocking discontinuation operation of noti-
tying, by the security system server, the mobile terminal
apparatus ol discontinuation of the blocking policy.

In an exemplary embodiment, the method may further
include a packet transmission operation of transmitting, to the
blocking server, a packet input ito packet mirroring or
packet filtering equipment 1nstalled between a base station
and the blocking server, when the mobile terminal apparatus
accesses the Internet through the base station. However, the
embodiment 1s not limited thereto.

In an exemplary embodiment, the method may further
include a tunneling operation of tunneling, to the blocking
server, a packet used by the mobile terminal apparatus,
through software installed 1n the mobile terminal apparatus to
support tunneling, when the mobile terminal apparatus
accesses the Internet through a base station. However, the
embodiment 1s not limited thereto.

In an exemplary embodiment, the base station may include
a femtocell access point (AP), or a mobile communication
base station. However, the embodiment 1s not limited thereto.

FIG. 1 1s a diagram 1illustrating various examples of con-
struction of an environment for filtering or mirroring an Inter-
net usage packet of a mobile terminal apparatus.

As shown 1 FIG. 1, on a femtocell network, a tunneling
based network, and a mobile communication network requir-
Ing security, a security manager may construct an environ-
ment for filtering or mirroring a packet of an Internet com-
munication section provided by a mobile communication
network provider. A blocking server may receive traffic input
through concentration switches from a security system server.
The blocking server may perform Internet blocking, upload
restrictions, and an access of a mobile terminal apparatus to a
non-work related site, based on a blocking policy.

Here, the tunneling based network may employ a scheme
of installing tunneling software 1n the mobile terminal appa-
ratus and performing communication directly with the block-
ing server using a tunneling scheme. The tunneling based
network may support various schemes, for example, generic
routing encapsulation (GRE), level-2 tunnel protocol (L2TP),
point-to-point tunnel protocol (PPTP), and the like.

The femtocell network may be constructed such that a
closed femtocell may be installed 1n an area requiring secu-
rity, a mobile terminal apparatus may be registered, and the
registered mobile terminal apparatus may access the Internet
using only the femtocell when entering the area requiring
security.

When traffic 1s input by a packet filtering scheme, the
internet blocking may be performed by an upstream blocking
scheme of preventing a packet of a target of Internet blocking
to be uploaded through the Internet. When the tratffic 1s input
by a packet mirroring scheme, the internet blocking may be
performed by a scheme, for example, transmission control
protocol (TCP) hijacking.

In an exemplary embodiment, the basic information regis-
tration operation may be performed by a method of inputting,
into the security system server directly by a security manager,
the information about the user and the information about the
mobile terminal apparatus, or a method of installing, by the
mobile terminal apparatus, a security app (a mobile terminal
security program), when the security system server transmits
a uniform resource locator (URL) or an authentication code to
the mobile terminal apparatus, using a short message service
(SMS) or a quick response (QR) code. Here, the information
about the user may 1include a name of the user, and the imnfor-
mation about the mobile terminal apparatus may include a
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6

mobile phone number, and a media access control (MAC)
address. However, the exemplary embodiment 1s not limited
thereto.

FIG. 2 1s a diagram 1llustrating an advance registration
operation. As shown 1n FIG. 2, the security manager may
receive an agreement to a privacy policy from a user expected
to use the Internet, and 1input, into the security system server,
personal information, and information about a mobile termi-
nal apparatus, for example, a MAC address, a mobile phone
number, and the like. In a case of a smart phone, the security
manager may transmit an SMS or a QR code to the mobile
terminal apparatus, as necessary, to display a URL of a secu-
rity app installation guide site, thereby inducing the user to
install a security app.

In an exemplary embodiment, the privacy policy agree-
ment operation may be performed by a method of registering
the agreement in written form by a security manager trans-
mitting the agreement to the security system server using an
SMS, or a method of mputting, by the mobile terminal appa-
ratus, whether the user agrees to a privacy policy, when the
security system server transmits an URL or an authentication
code to the mobile terminal apparatus using an SMS.

FIG. 3 1s a diagram 1illustrating the privacy policy agree-
ment operation. As shown in FIG. 3, when an unexpected
visitor needs to use the Internet, the security manager may
perform an identification procedure of copying an i1dentity
(ID) card, registering a photo, and the like. When the visitor
completes the procedure, the security manger may recetve an
agreement to the privacy policy from the visitor, and 1mnput
personal mnformation, and information about the mobile ter-
minal apparatus, for example, a MAC address, a mobile
phone number, and the like. In a case of a smart phone, the
security manager may transmit an SMS or a QR code to the
mobile terminal apparatus, as necessary, to display a URL of
a security app installation guide site, thereby inducing the
user to install a security app.

In an exemplary embodiment, the blocking application unit
may be performed by a method of providing security corre-
sponding to non-work related site blocking, upload restric-
tions, and Internet blocking by interworking with a subscriber
authentication system of a mobile communication provider,
when a MAC address, information about a base station, or an
identification number of the mobile terminal apparatus for
cach Internet protocol (IP) address received by the blocking
server 1n real time corresponds to the registered information
about the user, and a method of discontinuing the security
when the user agrees to collection of an Internet usage history
in a case of an exceptional situation in which the user has to
use the Internet.

FIG. 4 1s a diagram 1llustrating the blocking application
operation for a case in which an app 1s not yet installed. As
shown i FIG. 4, Internet blocking for a mobile terminal

apparatus without a security app installed may be performed
as follows.

When the user uses the Internet through the mobile termi-
nal apparatus, packets may be concentrated on a serving
general packet radio service (GPRS) support node (SGSN)
concentration switch through a base station, and transmaitted
over the Internet. By installing mirroring or filtering equip-
ment between the base station and the blocking server, the
input packets may be recerved by the blocking server. In this
example, the blocking server may receive the blocking policy
input into the security system server by the security manager.
The blocking server may perform Internet blocking, upload
restrictions, and non-work related site blocking of the mobile
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terminal apparatus corresponding to the blocking policy, and
transmit and record an Internet usage history in a usage his-
tory collection server.

FIG. 5 1s a diagram 1illustrating the blocking application
operation for a case 1n which an app 1s installed. As shown 1n
FIG. 5, Internet blocking for a mobile terminal apparatus with
a security app installed may be performed as follows.

When the user uses the Internet through the mobile termi-
nal apparatus, packets may be concentrated on an SGSN
concentration switch via a base station through the security
app, and transmitted over the Internet. In this example, the
security app may receive the blocking policy input into the
security system server by the security manager. The security
app may perform Internet blocking, upload restrictions, and
non-work related site blocking of the mobile terminal appa-
ratus corresponding to the blocking policy, and transmit and
record an Internet usage history 1n a usage history collection
SErver.

In an exemplary embodiment, the blocking application
operation may include identitying, by the blocking server, a
target for blocking application, through an IP to be used and
an 1dentification number of amobile terminal apparatus of the
target.

In an exemplary embodiment, the blocking application
operation may include identitying, by the blocking server, a
target for blocking application, through an IP to be used and
a MAC address of a mobile terminal apparatus of the target.

In an exemplary embodiment, the blocking application
operation may include identifying, by the blocking server, a
target for the blocking application, through an app (a security
program) installed 1n a mobile terminal apparatus of the tar-
get.

In an exemplary embodiment, the blocking discontinua-
tion operation may be performed by a method of discontinu-
ing blocking by transmitting, by a security manager, a QR
code to the security system server or inputting blocking dis-
continuation information into the security system server,
when the mobile terminal apparatus leaves an area (an inside
of a workplace) to which the blocking policy applies, or a
method of transmitting, to the security system server by the
mobile terminal apparatus, information regarding whether
blocking 1s discontinued, and uninstalling a security app and
discontinuing blocking, simultaneously, when the mobile ter-
minal apparatus leaves the area to which the blocking policy
applies or when the security manager mnputs uninstallation
information for a case in which the security app 1s installed.

FIG. 6 1s a diagram 1llustrating the blocking discontinua-
tion operation for a case 1 which an app 1s not yet installed.
As shown 1n FIG. 6, discontinuation of Internet blocking for
a mobile terminal apparatus without a security app installed
may be performed as follows.

As an example, when the user having the mobile terminal
apparatus leaves an area requiring security, the Internet
blocking may be discontinued automatically since the block-
ing server blocks only a network or a base station in the area.
As another example, when the security manager instructs the
security system server to discontinue the Internet blocking, a
discontinuation policy may be transierred to the blocking
server and the Internet blocking may be discontinued 1n the
area requiring security.

FIG. 7 1s a diagram 1llustrating the blocking discontinua-
tion operation for a case i which an app is installed. As
shown 1 FIG. 7, discontinuation of Internet blocking for a
mobile terminal apparatus with a security app installed may
be performed as follows.

As an example, when the user having the mobile terminal
apparatus leaves an area requiring security, the security app
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may display, on the mobile terminal apparatus, a window
indicating that the Internet 1s normally available since the
mobile terminal application leaves the blocking area.
Whether the user wants to uninstall the security app may be
verified, and the security app be uninstalled. As another
example, when the security manager instructs the security
system server to discontinue the Internet blocking, a discon-
tinuation policy may be transierred to the security app to
report the discontinuation of the Internet blocking. Whether
the user wants to uninstall the security app may be verified,
and the security app be uninstalled.

Exemplary embodiments of the present invention have
been shown and described with reference to the accompany-
ing drawings.

In addition, the embodiments adopted herein have been
described using detailed examples only for ease of descrip-
tion. Changes may be made to these embodiments without
departing from the principles and spirit of the invention, the
scope of which 1s defined by the claims and their equivalents.
Industrial Applicability

According to embodiments of the present invention, a
security manager may construct an in-house security system,
and apply a security procedure for usage of a mobile terminal
apparatus to an outside visitor or an employee visiting a
workplace. When the outside visitor or the employee wishes
to use the mobile terminal apparatus, an agreement of the user
to a privacy policy may be obtained, and personal informa-
tion, information about a mobile phone, and the like may be
recorded with a security system server. In addition, by 1nstall-
ing an app in the mobile terminal apparatus, as necessary,
limited use of the Internet may be allowed and a correspond-
ing usage history may be recorded. In so doing, 1t 1s possible
to increase work efficiency by internally protecting in-house
confidential information and restricting an access to a non-
work related site.

Also, by recording, using a mobile terminal apparatus, a
history of Internet usage for an access to a non-work related
site, leakage of confidential information, and the like, or by
performing upload restrictions, Internet blocking, and the
like, 1t 1s possible to prevent 1ssues, for example, leakage of
important data, decrease 1 a work etficiency, and the like. It
1s also possible to produce an eflfect of tracking a user of a
mobile terminal apparatus when the foregoing 1ssues occur.

The mvention claimed 1s:

1. A method of securing a mobile terminal apparatus in a
limited area requiring security, the method comprising:

a basic information registration operation ol inputting
information about a user and information about the
mobile terminal apparatus 1nto a security system server;

a privacy policy agreement operation of notifying the secu-
rity system server of information regarding whether an
agreement on collection of traffic related to security and
Internet blocking 1s obtained in advance;

a blocking policy transmission operation of transmitting,
by the security system server, a blocking policy to a
blocking server;

a blocking application operation of allowing or blocking,
by the blocking server, an access of the mobile terminal
apparatus to the Internet while the mobile terminal appa-
ratus 1s 1n the limited area; and

in response to the mobile terminal apparatus leaving the
limited area, performing a blocking discontinuation
operation by the security system server which includes
discontinuing the blocking of the mobile terminal appa-
ratus and notifying, by the security system server, the
mobile terminal apparatus of discontinuation of the
blocking policy,




US 9,270,702 B2

9

wherein the blocking application operation 1s performed
by:

a method of discontinuing the security when the user
agrees to collection of an Internet usage history 1n a
situation 1n which the user has to use the Internet.

2. The method of claim 1, further comprising;

a packet transmission operation of transmitting, to the
blocking server, a packet input into packet mirroring or
packet filtering equipment installed between a base sta-
tion and the blocking server, when the mobile terminal
apparatus accesses the Internet through the base station.

3. The method of claim 1, further comprising:

a tunneling operation of tunneling, to the blocking server, a
packet used by the mobile terminal apparatus, through
software installed 1n the mobile terminal apparatus to
support tunneling, when the mobile terminal apparatus
accesses the Internet through a base station.

4. The method of claim 2, wherein the base station com-
prises a femtocell access point (AP), or a mobile communi-
cation base station.

5. The method of claim 1, wherein the basic information
registration operation 1s performed by:

a method of mputting, into the security system server
directly by a security manager, the information about the
user and the information about the mobile terminal
apparatus; or

a method of installing, by the mobile terminal apparatus, a
security app (a mobile terminal security program), when
the security system server transmits a uniform resource
locator (URL) or an authentication code to the mobile
terminal apparatus, using a short message service (SMS)
or a quick response (QR) code,

wherein the information about the user comprises a name
of the user, and the information about the mobile termi-
nal apparatus comprises a mobile phone number, and a
media access control (MAC) address.

6. The method of claim 1, wherein the privacy policy agree-

ment operation 1s performed by:

a method of registering the agreement 1n written form by a
security manager transmitting the agreement to the secu-
rity system server using an SMS; or

a method of mputting, by the mobile terminal apparatus,
whether the user agrees to a privacy policy, when the
security system server transmits an URL or an authen-
tication code to the mobile terminal apparatus using an
SMS.

7. The method of claim 1, wherein the blocking application

operation 1s performed by:

amethod of providing security corresponding to site block-
ing, upload restrictions, and Internet blocking by inter-
working with a subscriber authentication system of a
mobile communication provider, when a MAC address,
information about a base station, or an identification
number of the mobile terminal apparatus for each Inter-
net protocol (IP) address recetved by the blocking server
in real time corresponds to the registered information
about the user.

8. The method of claim 1, wherein the blocking application
operation comprises i1dentifying, by the blocking server, a
target for blocking application, through an IP to be used and
an 1dentification number of amobile terminal apparatus of the
target.

9. The method of claim 1, wherein the blocking application
operation comprises i1dentifying, by the blocking server, a
target for blocking application, through an IP to be used and
a MAC address of a mobile terminal apparatus of the target.
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10. The method of claim 1, wherein the blocking applica-
tion operation comprises identifying, by the blocking server,
a target for blocking application, through an app (a security
program) installed in a mobile terminal apparatus of the tar-
get.
11. The method of claim 1, wherein the blocking discon-
tinuation operation 1s performed by:

a method of discontinuing blocking by transmitting, by a
security manager, a QR code to the security system
server or inputting blocking discontinuation informa-
tion nto the security system server, when the mobile
terminal apparatus leaves an area (inside of a workplace)
to which the blocking policy applies; or

a method of transmitting, to the security system server by
the mobile terminal apparatus, information regarding
whether blocking 1s discontinued, and uninstalling a
security app and discontinuing blocking, simulta-
neously, when the mobile terminal apparatus leaves the
area to which the blocking policy applies or when the
security manager inputs uninstallation information for a
case 1n which the security app is installed.

12. A method of securing a mobile terminal apparatus 1n a

limited area requiring security, the method comprising:
inputting information about a user and information about
the mobile terminal apparatus into a security system
Server;

notifying the security system server of information regard-
ing whether an agreement on collection of traffic related
to security and Internet blocking 1s obtained 1n advance;

transmitting, by the security system server, a blocking
policy to a blocking server;

allowing or blocking, by the blocking server, an access of
the mobile terminal apparatus to the Internet while the
mobile terminal apparatus 1s in the limited area;

in response to the mobile terminal apparatus leaving the
limited area, discontinuing, by the security system
server, the blocking of the mobile terminal apparatus by
(A) transmitting, by a security manager, a QR code to the
security system server when the mobile terminal appa-
ratus leaves an area to which the blocking policy applies,
(B) mputting blocking discontinuation information into
the security system server when the mobile terminal
apparatus leaves the area to which the blocking policy
applies, or (C) transmitting, to the security system server
by the mobile terminal apparatus, information regarding
whether blocking i1s discontinued and uninstalling a
security app in addition to discontinuing blocking,
simultaneously, when the mobile terminal apparatus
leaves the area to which the blocking policy applies or
when the security manager inputs uninstallation infor-
mation for a case in which the security app 1s nstalled;
and

in response to the mobile terminal apparatus leaving the
limited area, notifying, by the security system server, the
mobile terminal apparatus of discontinuation of the
blocking policy.

13. The method of claim 12, further comprising:

transmitting, to the blocking server, a packet input into
packet mirroring or packet filtering equipment installed
between a base station and the blocking server, when the
mobile terminal apparatus accesses the Internet through
the base station.

14. The method of claim 12, further comprising:

tunneling, to the blocking server, a packet used by the
mobile terminal apparatus, through software installed in
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the mobile terminal apparatus to support tunneling,
when the mobile terminal apparatus accesses the Inter-
net through a base station.
15. The method of claim 12, further comprising:
inputting the information about the user and the informa-
tion about the mobile terminal apparatus into the secu-
rity system server by (A) inputting, into the security
system server directly by the security manager, a name
of the user, a mobile phone number of the mobile termi-
nal apparatus, and a media access control (MAC)
address of the mobile terminal apparatus or (B) install-
ing, by the mobile terminal apparatus, a mobile terminal
security program, when the security system server trans-
mits a uniform resource locator (URL) or an authentica-
tion code to the mobile terminal apparatus, using a short
message service (SMS) or a quick response (QR) code.
16. The method of claim 12, further comprising;:
notilying the security system server of information regard-
ing whether the agreement 1s obtained by (A) registering
the agreement 1n written form by the security manager
transmitting the agreement to the security system server
using SMS or (B) mputting, by the mobile terminal
apparatus, whether the user agrees to a privacy policy,
when the security system server transmits a URL or an
authentication code to the mobile terminal apparatus

using SMS.

17. The method of claim 12, turther comprising;:

allowing or blocking the access of the mobile terminal
apparatus to the Internet by (A) providing security cor-
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responding to site blocking, upload restrictions, and
Internet blocking by interworking with a subscriber
authentication system of a mobile communication pro-
vider, when a MAC address, information about a base
station, or an 1dentification number of the mobile termai-
nal apparatus for each Internet protocol (IP) address
received by the blocking server 1n real time corresponds
to the registered information about the user and (B)
discontinuing the security when the user agrees to col-
lection of an Internet usage history.

18. The method of claim 12, further comprising:

allowing or blocking the access of the mobile terminal
apparatus to the Internet by identifying, by the blocking,
server, a target for blocking application, through an IP to
be used and an 1dentification number of a mobile terma-
nal apparatus of the target.

19. The method of claim 12, further comprising:

allowing or blocking the access of the mobile terminal
apparatus to the Internet by identifying, by the blocking
server, a target for blocking application, through an IP to
be used and a MAC address of a mobile terminal appa-
ratus of the target.

20. The method of claim 12, further comprising:

allowing or blocking the access of the mobile terminal
apparatus to the Internet by 1dentifying, by the blocking
server, a target for blocking application, through a secu-
rity program installed 1n a mobile terminal apparatus of
the target.
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