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ENHANCED BROWSING WITH SECURITY
SCANNING

RELATED APPLICATIONS

This application 1s a continuation of U.S. patent applica-
tion Ser. No. 13/659,981, filed Oct. 25, 2012, now U.S. Pat.
No. 8,959,630, which 1s a continuation of U.S. patent appli-
cation Ser. No. 13/237,641, filed Sep. 20, 2011, now U.S. Pat.
No. 8,327,440, which 1s a divisional of U.S. patent applica-
tion Ser. No. 11/264,418, filed Nov. 1, 2005, now U.S. Pat.
No. 8,037,527, which (1) 1s a continuation-in-part of U.S.
patent application Ser. No. 10/985,700, filed Nov. 10, 2004,
now abandoned, and (2) claims priority to U.S. Provisional
Patent Application No. 60/625,891, filed Nov. 8, 2004. All of
the foregoing patent applications are hereby incorporated
herein by reference 1n their entireties.

BACKGROUND

This disclosure relates to the field of computer systems.
More particularly, a method and apparatus are provided for
improving the quality and efficiency of users’ browsing expe-
riences and reducing the dangers posed by malware that may
be encountered while browsing.

Today’s browsers provide users with substandard brows-
ing, primarily because their focus 1s limited to a single web
page at any given time. Specifically, a browser generally
displays just a single page, which may include hyperlinks to
any number of other pages or sites. The browser does not
allow the user to see what 1s on a linked page until he or she
redirects the browser to that page (e.g., by selecting a hyper-
link). Only then can the user determine whether that page
contains anything of interest to her. If not, she mustretrace her
action to return to another possible branching point (e.g., by
clicking a “back’ button).

This pattern—of selecting a link to go to a new page,
reviewing its content, and possibly selecting a link on that
page—may continue any number of levels deep, all of which
must be retraced to return to a starting point. When that
starting point 1s a list of links to web sites or pages (e.g., at a
search engine site) or a list of links to goods or services (e.g.,
at a retail or auction site), a user may have to traverse a
number of chains of linked pages, and continually return to
the starting point, 1n the hope of finding content that more
closely matches her interest.

In addition, when the user selects a link to navigate to a
corresponding page, only then does the browser retrieve the
content of that page. Depending on the bandwidth or type of
communication link available to the user, and the status of the
starting point and target web site (e.g., how congested the web
server 15 ), there 1s often a noticeable time lag before the target
page 1s fully displayed. When the user accesses numerous
pages, as 1s typical during a search session with a search
engine or retail/auction site, the combined duration of the
time lags can cause a significant amount of wasted time. A
user wishing to quickly review several links or pages can
become very frustrated with her browser’s response time.
And, 1T an error 1s encountered while trying to load a page, the
user may have to try reloading 1t multiple times betfore she 1s
successiul or before she gives up.

Further, users receive little assistance, 11 any, while navi-
gating multiple chains of linked pages. For example, when a
user browses through multiple chains from a page of search
results provided by a search engine, she may come across
pages that, while not fully matching her interest, may bear
turther examination if better pages are not found. Tradition-
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2

ally, she would have to remember how she reached that page
(e.g., the sequence of links she selected to get there) or add a
bookmark to her browser. Remembering sequences of links
becomes more and more difficult as they (and her browsing
session) get longer and longer. And, accumulating bookmarks
that are of little or no interest makes bookmark management
increasingly difficult.

Yet further, 1n a method of enhanced browsing as described
in U.S. patent application Ser. No. 10/985,700, content of
linked pages may be retrieved before (e.g., prefetched) or
when a link to that content (or an icon associated with the
link) 1s moused-over or clicked on. The retrieved content may
be displayed within an enhanced browsing window posi-
tioned over the main browsing page. With such enhanced
browsing 1t would be helpful to indicate the status of the
content retrieval to reveal, for example, whether retrieval has
commenced or completed, whether retrieval 1s possible,
whether a link 1s non-functioning, etc.

Also, the threat of (e.g., viruses, trojan horses, phishing
attacks, worms, spyware, adware) and other electronic secu-
rity threats continues to grow, but existing browsers do little to
identify or prevent such threats from aifecting a user’s com-
puter. Instead, separate programs (e.g., anti-virus soltware)
are generally used to attempt to detect threatening content.
However, these specialized programs typically scan content
only after a user navigates to a page containing that content.
Thus, the content 1s already loaded into the user’s browser
window before it 1s analyzed to determine 11 1t contains any-
thing that may be harmiul or annoying. As a result, before 1t
1s scanned the content may already have a chance to generate
a pop-up advertisement, replicate a worm, plant a cookie,
modily the user’s computer configuration, or have other
undesirable etfect.

SUMMARY

A method and apparatus are provided for security scanning
of electronic or digital content. Within a document (e.g., a
web page, a word processing document, a list of electronic
mail messages ), a link to other content or another document 1s
selected by a computing device, before a user clicks on the
link to open the content. The content i1s placed into a safe
cache that prevents the content from adversely aflecting the
user’s computing device.

The content 1s scanned and/or its behavior 1s analyzed to
detect security threats and/or undesirable content (e.g.,
viruses, worms, scripts, adware, spyware, phishing attacks,
builer overtlows, pornography). Results of the analysis may
be collected at a central server. The link or an associated
indicator may be configured to indicate whether a threat 1s
present; more information may be provided as desired. A user
may be provided with various options to i1gnore a threat,
disable the link, etc.

Thus, n an embodiment of the present disclosure,
prefetching of links and linked content 1s combined with
security scanming to detect threats or undesired content before
the content 1s loaded into an application and before a user
even chooses to open the content. As a result, a security threat
within linked content may be dealt with before the content 1s
ever opened or loaded.

Look-ahead security scanning may be combined with a
method of enhanced browsing to enable prefetching of linked
content before a user requests the content. The content 1s
scanned for threats and an enhanced browsing window may
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be constructed for the content to allow 1t to be quickly ren-
dered when the user requests the content.

DESCRIPTION OF THE FIGURES

FIG. 1 1s a block diagram depicting an enhanced browsing,
apparatus, 1n accordance with an embodiment of the present
disclosure.

FIG. 2 depicts an enhanced browsing window, in accor-
dance with an embodiment of the present disclosure.

FIG. 3 1s a flowchart demonstrating a method of providing,
enhanced browsing, in accordance with an embodiment of the
present disclosure.

FI1G. 4 15 a flowchart demonstrating a method of prefetch-
ing target content, 1n accordance with an embodiment of the
present disclosure.

FIG. 5 depicts a method of using an enhanced browsing
column or stripe, 1n accordance with an embodiment of the
present disclosure.

FI1G. 6 1llustrates a navigation tree for facilitating a user’s
navigation of content that was browsed or searched, 1n accor-
dance with an embodiment of the present disclosure.

FIG. 7 depicts an enhanced browsing window, 1n accor-
dance with an alternative embodiment of the present disclo-
sure.

FI1G. 8 depicts 1llustrative 1cons for indicating the status of
target content or target content retrieval, in accordance with
an embodiment of the present disclosure.

FIG. 9 depicts a computing environment in which look-
ahead security scanning may be performed 1n accordance
with an embodiment of the present disclosure.

FI1G. 10 1s a flowchart demonstrating a method of perform-
ing look-ahead security, 1n accordance with an embodiment
of the present disclosure.

DETAILED DESCRIPTION

The following description 1s presented to enable any per-
son skilled in the art to make and use the invention, and 1s
provided in the context of particular applications of the inven-
tion and their requirements. Various modifications to the dis-
closed embodiments will be readily apparent to those skilled
in the art and the general principles defined herein may be
applied to other embodiments and applications without
departing from the scope of the present invention. Thus, the
present invention 1s not intended to be limited to the embodi-
ments shown, but 1s to be accorded the widest scope consis-
tent with the principles and features disclosed herein.
Introduction
In one embodiment of the present disclosure, a method and
apparatus are provided for enhanced browsing of electronic
data. A user browses or navigates his browser to a first elec-
tronic page (e.g., web page, document, electronic mail mes-
sage) that contains one or more links or references to other
pages or other collections of content. When he selects (e.g.,
mouses-over or places a cursor over) a link to a second page
or an indicator (e.g., an icon) associated with the link, an
enhanced browsing window or frame containing content of
the second page 1s displayed on top of or in front of the
browser.

In this embodiment, the enhanced browsing window con-
tains actual content from the second page, such as HIML
(HyperText Markup Language), not just an image (e.g., a .g1
or .jpg 1mage) ol the content. The content of the second page
may be prefetched before the user chooses to preview it, in
which case the enhanced browsing window can be displayed
almost immediately when the user selects or hovers a cursor
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over the link to the second page. The contents of the window
may change as the user mouses-over other links, or separate
enhanced browsing windows may be generated for each link.

For purposes of describing embodiments of the present
disclosure, a “link™ that 1dentifies or 1s associated with data
that may be retrieved or prefetched may take any form—
graphical, textual or other. A link may therefore include any
object (e.g., an 1con) or mformation that embodies or is
accompanied by a link (e.g., a hyperlink) or reference to other
clectronic data or content.

An apparatus for providing enhanced browsing may
include various program modules, which may be written 1n
soltware using any appropriate programming language, or
may be coded in firmware. An illustrative apparatus includes
a graphical user interface for presenting the enhanced brows-
ing window and controls associated with enhanced browsing,
a cache for caching content for display 1n the window, and a
tetcher or prefetcher for fetching the content. The apparatus
may also include one or more mterfaces to servers storing ads
for display in an enhanced browsing window and data
describing users’ viewing activity. One such interface couples
the enhanced browsing apparatus to a central server for facili-
tating enhanced browsing. The apparatus may be constructed
as a plug-in to an existing browser (e.g., Internet Explorer,
Firefox), a plug-in to another application (e.g., Microsoit
Outlook) or as a complete browser or other application.

The content of the second page displayed in an enhanced
browsing window may be augmented with ads, particularly
ads relevant to the content. For example, the content may be
analyzed to determine a theme or nature of the second page or,
if the link to the second page 1s part of a list of search results,
the ads may be selected based on search criteria that yielded
the search results. In one implementation of this embodiment
the present disclosure, ads retrieved as part of the second
page’s content may be replaced with different ads. Details of
this enhanced browsing embodiment of the present disclosure
are provided in a following section. In another embodiment of
the present disclosure, content of a page linked to a browsed
web page (or other content) 1s prefetched, possibly for view-
ing 1n an enhanced browsing window. Various methods or
heuristics may be applied to determine which linked pages or
content to fetch or prefetch. Illustratively, when the user’s
browser displays a page of search results from a search engine
(e.g., google.com, yahoo.com), prefetching 1s done automati-
cally for some or all of the linked pages or content (e.g., web
pages or sites that may have information relevant to the user’s
search criteria). Similarly, when the browser displays a list of
links to goods or services offered for sale at a merchant or
auction site (e.g., amazon.com, ¢bay.com), prefetching of
content may automatically begin with the linked items.
Prefetching may be imitiated as soon as the browser receives
or displays the main browser page. The prefetching may
therefore coincide with the user’s review of the page and/or a
l1st of linked pages or links to other content. Thus, before the
user even selects a link to content that he would like to see,
that content (and/or other content) may be prefetched. Icons
or other indicators may be associated with links and config-
ured to indicate the status of the prefetching of content
through the links.

In implementations of this embodiment of the present dis-
closure, a choice of what to prefetch may be heuristically
determined based on the font size of a link, the link’s location
on the browser page, 1ts position within a list of links, etc.
Further details of this embodiment of the present disclosure
for prefetching are provided 1n a following section.

In another embodiment of the present disclosure,
prefetched content (or content that1s to be prefetched) may be
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scanned for viruses, spyware, adware, trojan horses, pornog-
raphy and/or other undesired content or code. Illustratively,
the content may be placed 1n a safe cache for purposes of
scanning. If a threat or possible threat 1s detected, a user may
be alerted and provided with any number of options regarding
how to proceed (e.g., delete the content, 1gnore the warning,
prevent access to the site or page, notily a central authority or
other interested party). Details of this embodiment are
described 1n a following section.

In yet another embodiment of the present disclosure, a
mechanism 1s provided for maintaining a user’s ability to
enjoy an enhanced browsing experience while scrolling
through a list of links (e.g., hyperlinks). In one implementa-
tion of this embodiment, a graphical stripe or column over-
laps or 1s superimposed on the list. The stripe may be arranged
as (or adjacent to) a border or edge of an enhanced browsing
window. The list of links may extend multiple pages or
screens, and the stripe 1s configured to extend as the list 1s
scrolled into view. The user may scroll through the list by
sliding a user interface cursor along or within the stripe (e.g.,
up/down or left/right). While navigating within the stripe,
content described by the links 1s previewed or displayed 1n an
enhanced browsing window or a series of windows.

Also while navigating within the stripe, as the cursor nears
the boundary of the main browser 1n a list that 1s too long to
tully display within the browser, the contents of the browser
are scrolled. As the cursor crosses over or 1s aligned with a
link, content from that link 1s displayed 1n an enhanced brows-
ing window, or a separate window may be opened and closed
for each link. Thus, in this embodiment of the present disclo-
sure, the user can very quickly scan the content of some or all
links 1n a list. Further details of this browsing stripe embodi-
ment of the present disclosure are provided 1n a following
section.

In an alternative implementation of this embodiment of the
present disclosure, a user operates a mouse wheel or provides
other control input (e.g., an arrow key, page up or page down
key), while an enhanced browsing window 1s open with a first
page of content, to quickly exchange the current window or
contents of the window with content from another link 1n a
series ol links. Illustratively, the mouse wheel 1s operated
while a cursor 1s located proximate to (e.g., on top of, adjacent
to) an 1con or indicator associated with a link to the first page.
When the scroll wheel 1s rotated, the cursor moves to the icon
associated with the next link, and the page containing the
links may also scroll.

In another embodiment of the present disclosure, the appa-
ratus displays a graphical depiction of a user’s navigation or
viewing ol content (e.g., web pages, documents, electronic
mail messages). The depiction may be rendered as a vertical
or horizontal tree, wherein each node corresponds to one 1tem
(e.g., web page, 1mage, document) or one set of items.

In one implementation of this embodiment, a tree root 1s
created when the user initiates a new search (e.g., on a search
engine site or at a site offering a good or service) and a page
of search results 1s displayed 1n the user’s browser. When the
user navigates to a page linked to the current (e.g., search
results) page, a new node 1n the tree 1s generated and con-
nected to the previous node. As the user navigates deeper by
selecting additional links, more and more nodes are added. To
quickly move backward 1n his search, the user may click on a
node and be taken back to the corresponding content. From
there, he may choose to navigate a different path. Similarly,
the user may quickly move to any other content represented in
the tree by selecting the approprnate node.

The user may be able to mark a node by altering 1ts appear-
ance (e.g., color, size, pattern); this may facilitate the user’s
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return to a particular page. Further details of this embodiment
of the present disclosure are provided 1n a following section.

Enhanced Browsing

FIG. 1 depicts an apparatus for enhanced browsing of
clectronic data, according to one embodiment of the present
disclosure. In the 1llustrated implementation, the apparatus 1s
configured as a plug-in or add-on to a web browser such as
Internet Explorer by Microsoft Corporation, Firefox by the
Mozilla Foundation, Netscape Communicator by Netscape
Communications Corporation, etc. In other implementations,
the apparatus may be provided as part of a distinct application
or browser, or as a plug-in or add-on to a different type of
application (e.g., electronic mail, mstant messaging, data-

base).

The term “target link™ may be used herein to refer to a link
whose content 1s, or may be, selected for retrieval for display
in an enhanced browsing window. Similarly, the term *“target
content” may be used to refer to content that 1s or should be
retrieved for display, with or without prefetching.

Enhanced browsing apparatus 102 operates on virtually
any type of computing device (e.g., computer, personal digital
assistant, web-enabled telephone) and comprises user inter-
tace 104, content prefetcher or fetcher 106, cache(s) 108, ad
server mterface 110 and optional central server interface 112.
The apparatus 1s coupled to a host browser 1n a manner similar
to other plug-ins.

Enhanced browsing apparatus 102 1s coupled to computer
systems or networks containing web sites, web pages, docu-
ments, electronic mail messages and/or other electronic data
or content. The apparatus may be coupled to these entities by
any types of communication links, which may be shared (e.g.,
network) or dedicated, and wired or wireless. In particular,
apparatus 102 may be coupled to a central server, which may
include or be coupled to a database or other collection of data
for facilitating enhanced browsing, as described below. Con-
tent accessed through enhanced browsing apparatus 102 may
also, or 1nstead, be stored on the same computing device as
the apparatus.

User mterface 104 1s configured to build, display and
mamipulate an enhanced browsing window. The user interface
may also provide any number and type of controls to allow a
user to navigate or manipulate content within such a window,
such as buttons, i1cons, a toolbar, etc., and may also accept
keyboard input (e.g., key sequences using the CIRL or ALT
keys, up and down arrow keys, page up or page down keys).

The various controls may allow a user to 1nitiate or termi-
nate fetching or prefetching of target content, open or close an
enhanced browsing window, navigate his or her browser to
retrieved content (e.g., by directing the browser to a page
displayed 1n an enhanced browsing window), fetch content
linked to content displayed in an enhanced browsing window,
replace one enhanced browsing window with another, replace
the content displayed 1n an enhanced browsing window with
other content, etc.

In particular, user intertace 104 may provide controls,
menus or other means that allow the user to customize the
enhanced browsing apparatus or change how 1t operates. User
customization options may include: size or position of an
enhanced browsing window, number of target links from
which to fetch content at a time (e.g., none, all, ten, twenty),
how to 1dentify or prioritize target links, default action(s) to
take 1n response to certain user activity (e.g., when the user
clicks inside a window or on a link within the displayed target
content), how long to delay opening, closing or changing an
enhanced browsing window, how or where to display an icon
or indicator for opening an enhanced browsing window, etc.




US 9,270,699 B2

7

In one embodiment of the present disclosure, user intertace
104 builds an enhanced browsing window when target con-
tent 1s retrieved, but keeps the window invisible until and
unless the user actually indicates an interest 1n (€.g., mouses-
over) the associated target link or an indicator (e.g., 1con)
associated with the link. The window 1s then made visible.
Invisible windows may be stored in cache(s) 108.

Content fetcher 106 1s responsible for fetching or prefetch-
ing content from appropriate sources (e.g., web sites, data-
bases, document repositories, electronic mail gateways)
based on default criteria and/or a user’s specified criteria. For
example, content fetcher 106 may commence prefetching
target content immediately after the browser loads or displays
a page containing one or more target links, thereby taking
advantage of communication bandwidth that 1s 1dle while a
user examines the page. Any number of links on the browser
page may be treated as target links. Content from a specific
link may be fetched 1n response to a predetermined user input
(e.g., an ALT-click or ALT-mouse-over of the link or an asso-
ciated status indicator).

In embodiments of the present disclosure described herein,
content fetcher 106 may fetch or prefetch target content when
a user expresses an interest 1 a link by mousing-over or
otherwise indicating an interest 1n a target link or an indicator
(e.g., 1con) associated with a target link. As described 1n
following sections, an indicator associated with a target link
may be configured (e.g., by user interface 104) to indicate a
status of the fetching or prefetching (e.g., commenced, 1n
process, completed, aborted, broken link) and/or a status of
the content (e.g., previously viewed, contains a virus, con-
tains spyware, contains obscene material).

Content fetcher 106 and/or some other component of
enhanced browser apparatus 102 (e.g., a separate target 1den-
tification module) may be configured to 1dentify target links.
As described 1n the following section, prefetch templates may
be employed to i1dentily target links 1n some web pages or
other content. Briefly, a prefetch template 1s designed for a
specific page (or set of pages) and indicates where on the page
a target link (or set of target links, such as a list of search
results) may be found. Alternatively, any list of links or set of
links apparently arranged 1n a list format may be treated as
target links.

However target links are chosen (e.g., by the user, accord-
ing to a default rule or template), they may be prioritized
betfore the corresponding target content is retrieved. Rules for
prioritizing target links are discussed below, and may be
based upon the order of the links in a list of search results,
their position on the page on which they appear, their font size
or some other characteristic.

Depending on any priority assigned to a particular target
link, the associated content 1s retrieved by content fetcher
106. Upon retrieval of the target content, user interface 104
and/or some other component of apparatus 102 constructs an
enhanced browsing window for the content. As described 1n a
following section, user intertace 104 may be configured to
display controls or indicators (e.g., icons) for indicating the
status of content fetching or prefetching.

It should be noted that prefetching and prefetch status
indication are not required for all embodiments of the present
disclosure. Although prefetching content may speed up a
user’s browsing or previewing of content, other benefits of the
present disclosure may be enjoyed without requiring content
to be prefetched.

For example, 1t may be desirable to detect unwanted con-
tent (e.g., spyware, viruses, pornography) regardless of
whether the content 1s being prefetched or just fetched. Or, a
user may find 1t helptul to be reminded that he or she has

10

15

20

25

30

35

40

45

50

55

60

65

8

already viewed the content, saved the target link to a favorites
list, decided or indicated whether the content 1s or 1s not
helpiul or enjoyable, etc.

Cache(s) 108 include one or more caches for storing target
links, target content, prefetch templates, enhanced browsing
windows, a user history (e.g., a sequence of sites browsed or
previewed) and/or other data. In the embodiment of the
present disclosure depicted i FIG. 1, a cache used by
enhanced browsing apparatus 102 1s separate and distinct
from any cache(s) maintained by the browser. Cache(s) 108
need not be mcluded 1n all embodiments of the present dis-
closure, or its functions may be performed by some other
component of apparatus 102.

In the 1llustrated embodiment of the present disclosure,
when target content 1s displayed in an enhanced browsing
window, 1t may be accompanied by one or more advertise-
ments. The retrieval of ads 1s managed by ad server interface
110. The ad server interface interacts with any number of ad
sources (e.g., advertisers, media organizations) and/or central
server 120. For example, when an advertisement 1s needed, ad
server interface 110 may communicate with central server
120 to determine which ad(s) to retrieve. The ad server inter-
face may then contact the appropriate source to obtain the ad
or retrieve 1t from the central server. The same ads may be
displayed in enhanced browsing windows opened for differ-
ent target links, particularly for all target links appearing on
one browser page.

Ads may be content-based, to match or reflect target con-
tent within an enhanced browsing window, or may be
matched to a main browser page containing the associated
target link. For example, if target links on the main browser
page comprise a list of search results, the search terms that
yielded the search results may be used to selectan ad. Thus, ad
selection may be made by apparatus 102, central server 120,
some other entity (e.g., an ad source), or any combination of
these components. Ad server interface 110 may be optional in
other embodiments of the present disclosure, or 1ts functions
may be performed by another component of apparatus 102.

Central server 120 maintains a database or other collection
of prefetch templates, user behavior (e.g., navigation activity
or patterns), prefetch or prioritization heuristics, and/or other
data. In particular, the central server may collect, from users’
enhanced browsing apparatuses, information regarding web
pages (or other content) accessed by the users, what links 1n
those pages were selected for browsing or previewing, the
order 1n which they were browsed, etc.

This information may be used to help generate pretfetch
templates, to prioritize fetching or prefetching, and/or for
other purposes. For example, by assembling such information
on central server 120 from many users’ enhanced browsing
apparatuses, the most popular links within content viewed by
those users can be determined and/or prioritized for prefetch-
ing. Some or all of this data may be replicated on, or shared
with, enhanced browsing apparatus 102.

Central server 120 may also be a source of ads and content
for display 1n an enhanced browsing window. The central
server may be operated by an organization that provides
enhanced browser apparatus 102, or by a different organiza-
tion.

Optional central server mterface 112 communicates with
central server 120 to access and share data with the central
server, as described above. Thus, the central server interface
may forward to the central server information regarding a
user’s activity (e.g., sites visited, links clicked, search terms
employed) and may retrieve information useful 1n 1identifying
or prioritizing target links (e.g., prefetch templates, analyses
of users’ preferred links or content).
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In other embodiments, an enhanced browsing apparatus
may include more or fewer components, or the functionality
of the components described above may be distributed 1n a
different fashion. For example, and as described 1n a follow-
ing section, an enhanced browsing apparatus may also
include a component for scanning target content for viruses,
pornography, spyware, adware or other malware or material
unsuitable for certain users.

One alternative embodiment of the present disclosure may
be implemented without prefetching or using cache 108. In
this embodiment, when a user browses a first page and
mouses-over or hovers near a link to a second page or a
control (e.g., 1icon) associated with the link, an enhanced
browsing window may still be displayed with content from
the second page, but the content may not be retrieved until the
mouse-over. And, the apparatus may make use of the brows-
er’s cache or another cache already available on the user’s
computing device.

FI1G. 2 depicts an enhanced browsing window according to
one embodiment of the present disclosure. In FIG. 2, browser
200 (e.g., Microsoit Internet Explorer) 1s open to a first page
202, which includes a list of links 204 (e.g., 204a-204). Links
204 are search results 1n this example, but 1n other implemen-
tations may comprise any types of links, to any type of con-
tent. The content identified by or associated with links 204
may or may not be inter-related. For example, 11 the links
comprise results of one search operation, as do links 204 1n
page 202, their content may be considered inter-related.

Enhanced browsing window 210 1s positioned so as to
allow a user to see portions of links 204. However, 1n other
implementations, window 210 may cover links 204 to a
greater or lesser degree. Alternatively, any or all of window
210 may be made fully or partially transparent, so that some
or all of the content of browser page 202 1s viewable even
when window 210 1s displayed. As described above,
enhanced browsing window 210 may be constructed and
cached prior to being displayed.

In the embodiment of the present disclosure depicted in
FIG. 2, when a user mouses-over the link (e.g., link 204:)
corresponding to the content 212 of the enhanced browsing
window, or a control (e.g., 1con, indicator) associated with the
link, the window 1s automatically displayed. The si1ze and/or
position of window 210 may be adjustable by a user, but limits
may be placed on the user’s ability to re-size or re-position the
window.

Ad frame 220 1s also positioned within enhanced browsing
window 210. The ad frame may be arranged 1n any position or
along any edge of the window. Illustratively, ads recerved
along with or as part of content 212 from a location identified
by link 204¢ may be removed or replaced prior to display of
the content within window 210.

Content 212 may be reduced 1n font size to allow it to more
tully or easily fit within window 210, and/or scroll bars (e.g.,
scroll bar 214) may be provided to allow a user to scroll
vertically and/or horizontally. If the user clicks (e.g., left-
clicks) within window 210, page 202 of browser 200 may be
replaced by the page or content displayed in the enhanced
browsing window. The user may be able to close window 210
by simply moving the cursor out of the enhanced browsing
window (e.g., to somewhere within browser page 202) or
taking other action (e.g., right-clicking within the enhanced
browsing window).

In one embodiment of the present disclosure, a selectable
tab or drop-down menu 230 1s positioned adjacent to, or
within, enhanced browsing window 210. Clicking on tab 230
opens a menu allowing a user to customize one or more
teatures of the enhanced browsing window or apparatus (e.g.,
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s1ze of window 210, how long the user must pause over a link
before the window opens, degree of transparency). Alterna-
tively, menus or controls for customizing a user’s enhanced
browsing may be located elsewhere within enhanced brows-
ing window 210, or may be summoned with a particular
command or user interface mput.

In other embodiments of the present disclosure, other user
interface controls or options may be provided. For example, a
set of controls may be provided to allow a user to specity how
the enhanced browsing apparatus should act when the user
takes certain action (e.g., clicks on or mouses-over a link
within an enhanced browsing window, clicks within an
enhanced browsing window but not on a link, mouses-over a
second target link while a first link’s content 1s still being
previewed).

In one implementation, buttons or controls (e.g., “load,”
“prefetch content from all links™) may be provided with an
enhanced browsing window to allow a user to specifically
request the target content or target page to be loaded into a
browser, to prefetch content or to take some other action. For
example, a “hold” button may allow a user to specily that the
enhanced browsing window should remain open on its cur-
rent content regardless of subsequent mouse movements, per-
haps until the user selects a “hold off” button or clicks mnside
or outside the window.

Another button or control may be provided to enable a user
to immediately return to the results of the latest search he or
she conducted. For example, every time the user 1nitiates a
search, a “Back to Search Results” button may be configured
with the URL (Uniform Resource Locator) of the search
results. Then, until the user initiates a new search, he or she
can select the button to return (1n his or her browser or an
enhanced browsing window) to the latest results.

FIG. 7 depicts an enhanced browsing window according to
another embodiment of the present disclosure. In FIG. 7,
enhanced browser window 710 1s employed to preview con-
tent within an electronic mail application (e.g., Microsoit
Outlook).

In the illustrated implementation, when electronic mail
message 702 1s displayed, content 1dentified by or associated
with a link included in the message (e.g., link 704) may be
fetched or pretfetched before a user selects the link. Thus,
content 712 within enhanced browsing window 710 com-
prises content retrieved from a location identified by link 704.
The enhanced browsing window also includes ad frame 720,
which may present ads relevant to content 712 or message
702.

In another implementation, an enhanced browsing window
may be employed to preview content of electronic mail mes-
sages, such as messages listed or indexed 1n message folder
window 706.

FIG. 3 demonstrates a method for enhanced browsing,
according to one embodiment of the present disclosure. This
method may be employed with apparatus 102 of FIG. 1 and 1s
thus implemented on a user’s client computing device, which
1s equipped with a browser or similar application.

In state 302, the user’s browser 1s opened at a web page or
other collection of content, which may be considered the
“browser page’ herein to differentiate 1t from another page or
other target content displayed in an enhanced browsing win-
dow.

In state 304, the enhanced browsing apparatus applies
default or custom rules to locate a target link on the browser
page. Any number of additional target links may also be
identified. For example, the apparatus may automatically
locate all links on the browser page and treat them as target
links. Or, the apparatus may apply a prefetch template, cus-
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tomized for the browser page, to 1dentily links that are most
likely to be of iterest to the user.

A prefetch template may be stored (e.g., cached) within the
enhanced browsing apparatus, or may be stored on a central
server for retrieval by the apparatus before or when the
browser page 1s opened. As yet another alternative, the tem-
plate or other information for identitying (and/or prioritizing)
target links may be retrieved from the same server that served
the browser page, or may be received as part of the browser
page.

In state 306, content associated with the target link 1s
prefetched. The target content may include all or a portion of
the web page, document, image or other data identified by the
target link. Thus, the target content may include HIML,
XML or other markup language, but 1n this embodiment of
the present disclosure 1s not just an image of the content. As
will be seen below, because the actual content 1s prefetched, it
can be presented 1n a readable, understandable manner, and
can be navigated (e.g., if 1t contains links). In particular, the
prefetched content will not be presented as “thumbnails™ or
other non-navigable images, which are often illegible.

One or more ads may also be retrieved, to display with the
target content. As described above, the ads may be retrieved
from any suitable ad source, and may be selected based on the
target content, the browser page, search terms entered by the
user, the user’s browsing history, or other information.

In one embodiment of the present disclosure, a target link
or status indicator associated with the target link changes
appearance (e.g., design, color, size, underlining, bold) to
indicate when the target content has been {fetched or
prefetched. In one implementation, a target link may first
appear (1n the browser page) 1n a first color (e.g., light blue),
but then change to a different color (e.g., dark blue) after the
target content has been fetched. Multiple color palettes may
be employed to allow link colors to be changed easily and
rapidly.

In another implementation, described 1n a following sec-
tion, a status indicator or 1con associated with the target link
changes appearance or 1s altered to indicate the status of the
prefetching of content from the target link has changed (e.g.,
been mitiated, completed, failed).

In yet another implementation, after content for a target
link 1s prefetched, 1 the user navigates the browser to that link
(1.e., by clicking on 1t), the content may be loaded almost
immediately from the enhanced browsing apparatus’ cache
(or wherever else 1t was stored). Thus, the user’s browsing
experience 1s enhanced even without using an enhanced
browsing window to preview content.

In state 308, an enhanced browsing window 1s constructed
and populated with the target content and any ads that were
retrieved to accompany the content. The content may be
resized or may retain 1ts full size, 1n which case scroll bars
may be provided for scrolling vertically and/or horizontally.
In different implementations of this embodiment of the
present disclosure, ads that were received as part of the target
content may be retained, excised or replaced.

In one implementation, when target content from multiple
target links 1s prefetched, enhanced browser windows may be
generated (but not displayed) for any number of the links.
Thus, 11 content 1s prefetched for fifty target links, enhanced
browsing windows may initially be generated for any number
of the target links, from zero to fifty. Windows may be gen-
crated for the remainder later (e.g., after the user starts pre-
viewing content).

In state 310, the enhanced browsing window 1s cached
without being displayed. By constructing the window before
it needs to be displayed, the enhanced browsing window can

10

15

20

25

30

35

40

45

50

55

60

65

12

be presented almost instantly when the user indicates an
interest 1n the target link. In the method of FIG. 3, a separate
enhanced browsing window 1s constructed and cached for
cach target link whose content was prefetched. Thus, states
304 through 310 may be repeated for any number of target

links.

In state 312, the enhanced browsing apparatus detects a
user mouse-over or other selection of the target link. When a
user iterface cursor (e.g., mouse cursor, a cursor or selector
controlled by the TAB key) appears over or adjacent to the
target link or a control (e.g., 1con, status indicator) associated
with the target link, a predetermined period of time (e.g., one
second) may be required to pass before the window contain-
ing the target content will be switched to visible status. This
time period may be adjustable by the user. Illustratively, i1t the
user employs a keyboard for input (e.g., instead of a mouse),
selection of the target link may be identified by the user’s
tabbing to the link and pausing for the necessary time period.

In state 314, when it 1s determined that the user has
moused-over or otherwise selected or expressed an interest in
the target link, the enhanced browsing window 1s made vis-
ible. In one implementation, the window 1s approximately
75% of the size of the user’s browser, and may be positioned
adjacent to (or overlapping) the target link or a list of links that
includes the target link. The screen cursor may be positioned
within the enhanced browsing window, near (or over) the
target link.

In optional state 316, enhanced browsing may be extended
to the target content so that the user can navigate the content
or the enhanced browsing window. That 1s, one or more links
within the target content may be treated as target links, in
which case their associated content may be prefetched. Then,
if the user mouses-over a target link in the target content, or a
control (e.g., status indicator) associated with that link,
another enhanced browsing window may be created to dis-
play the new target content. Or, the target content of the
enhanced browsing window may be replaced with the new
target content.

Ilustratively, 1f the user clicks on the target link associated
with the target content, or left-clicks (1.e., clicks the primary
mouse button) within the target content (but not on a link), the
browser page may be replaced by the target content or the
page containing the target content. The same action may be
taken 11 the user leaves the cursor motionless within the
enhanced browsing window for a predetermined period of
time (e.g., S seconds). I the user clicks on a link within the
target content, the linked content may replace the target con-
tent within the enhanced browsing window or the user’s
browser may be directed to that content or page.

In state 318, 1f the user moves the cursor out of the
enhanced browsing window, 1t may close because 1t may be
assumed that the user 1s no longer interested 1n viewing the
target content. Or, right-clicking (clicking a mouse button
other than the primary button) or executing some other com-
mand within the window (e.g., but not on a link) may cause 1t
to close.

I1 the user moves the cursor from the window to a second
target link, the window may disappear and be replaced with
the enhanced browsing window constructed for the second
target content (or the target content may be replaced by the
second target content). In one embodiment of the present
disclosure, 1f the user rotates a scroll wheel or generates other
predetermined mput (e.g., up arrow or down arrow ), the cur-
sor may be automatically moved to the next (or previous) link
and the corresponding target content will be displayed 1n an
enhanced browsing window.
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In one embodiment, the state of an enhanced browsing
window may be retained for some period of time after 1t 1s
closed. Then, 1f a link to the same content 1s moused-over or
otherwise selected for enhanced browsing, the window may
open with the same state (e.g., centered or scrolled to a portion
of the content previously displayed in the window).

As one skilled in the art will recognize, the enhanced
browsing experience described herein differs significantly
from a traditional “pop-up” within a web page. Traditional
pop-ups, when selected, merely display information that was
received with or as part of the web page. In contrast, an
enhanced browsing window displays content from a different
page or source, and that content may be navigable. In one
implementation, the enhanced browsing apparatus may be
configured to suppress traditional pop-ups.

The 1llustrated method ends after state 318.

In one 1implementation of this embodiment of the present
disclosure, as a user mouses-over different target links and
new enhanced browsing windows are opened, the same or
similar ads may accompany each set of target content. The ads
may change, however, i the user directs her browser to a
different page, mitiates a new search (with new search terms)
in the browser page, or doesn’t click on any of the ads. In the
latter case, 1 a set of ads 1s presented a number of times and
the user expresses no interest in them, another examination
may be performed of the user’s latest search criteria and/or
the content of pages she has chosen to view, and a new set of
ads may be selected for placement 1n an enhanced browsing
window.

In another implementation of this embodiment of the
present disclosure, a user’s enhanced browsing apparatus or
window may be branded or customized by an orgamization
that provides the enhanced browsing apparatus (e.g., a
tavored web site) or by some other organization. In this case,
an enhanced browsing window may be constructed with the
provider’s logo, with a link to the provider, with ads spon-
sored by the provider, etc.

In yet another implementation, the enhanced browsing
apparatus 1s mstalled and operated at a central server. In this
implementation a user navigates to the server to engage and
employ the apparatus. This implementation may be well
suited for thin clients.

Prefetching Target Content

In one embodiment of the present disclosure, methods are
provided for identifying and/or prioritizing target links for
retrieval of associated target content. The links may be 1den-
tified within a web page or other browsable object (e.g.,
document, 1image, electronic mail message). Content from
any number of links on the page (1.e., zero or more) may be
retrieved.

As described 1n the preceding section, prefetching of con-
tent may be done 1n a default manner, or may be based on
user-specified criteria and/or criteria customized for a par-
ticular web page or site. Thus, content from links that are
more popular or more likely to be selected by a user may be
prefetched betfore (or instead of) content from links less likely
to be selected by the user.

In one implementation of this embodiment of the present
disclosure, a prefetch template may be used to identify a set of
links on a page. A prefetch template may be designed for a
specific web page or site, to identify target links (or recom-
mended target links) by their location or position on the page.
For example, lists of search results (e.g., from a search engine
or merchant web site) may be located 1n various locations on
different pages (e.g., in a single column on the left or right
hand side of a page, 1n a two-column table), and prefetch
templates for those pages would be designed accordingly.
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Content described by links other than those identified by a
prefetch template may also be prefetched, but the target links
identified by the prefetch template may be awarded higher
priority. Illustratively, the default order of prefetching target
content may match the order in which their links are posted on
the page (or 1n a list of search results), or content for some or
all target links may be prefetched simultaneously (e.g., 1n
parallel).

Enhanced browsing apparatuses may maintain (or even
generate) prefetch templates, or may retrieve them from a
central server or other source. Thus, when a particular page 1s
loaded 1nto a browser, an enhanced browsing apparatus oper-
ating with the browser may quickly retrieve a prefetch tem-
plate from the central server.

In another implementation, a prefetch template for a web
page (or other content) may comprise a list of target links on
that page. The list may be prioritized, and may be dertved by
observing any number of users’ selection of links while
browsing or viewing the page. Thus, a central server may
collect data regarding multiple users’ browsing activity (e.g.,
pages visited, links selected), and distill the data to identify
and/or prioritize links on web pages those users” visited.

In other implementations of this embodiment of the present
disclosure, all links on apage may be treated as target links by
default, or all links within a list of search results. Content
from any number of target links may be prefetched in any
order and/or 1n parallel with other links’ content. Yet further,
a link retrieved as part of the content associated with a target
link may also be treated as a target link, 1n which case content
that 1s multiple pages or multiple links removed from the
current page (the current page to which a browser 1s open)
may be prefetched without leaving the current page.

In yet other implementations, heuristics may be used to
help 1dentity and/or prioritize target links, 1n addition to or
instead ol using a prefetch template (e.g., for a page for which
no prefetch template 1s available). For example, a set of heu-
ristics may specily that links having certain characteristics or
meeting certain criteria should be target links, or that target
links should be prioritized based on those characteristics or
criteria. Illustrative characteristics include: the region of a
page in which a link 1s located (e.g., center, top, left side), font
s1ze, link color, the number of links to the same content (e.g.,
the more links there are to a particular page of content, the
higher priority 1t should recerve), a link’s proximity to an
image or other notable content, etc.

In another implementation of this embodiment a user may
be able to select or de-select target links for prefetching. For
example, the user may be able to enter one particular key
sequence (e.g., ALT-B) or select one particular control or
button within a user 1nterface to 1nstruct a content prefetcher
to target one certain link, or all links, on a page, or some other
key sequence (e.g., AL'T-N) or control to prevent the appara-
tus from targeting a certain link or any links.

A user may be able to train an enhanced browsing appara-
tus to 1dentify target links. For example, the user may be able
to select desired target links on a page (e.g., by drawing a box
around them, by mousing-over or clicking on them), after
which the apparatus memorizes the links for automatic 1den-
tification the next time the user visits the page. Illustratively,
to train the apparatus the user may {irst initiate a traiming
mode (e.g., by activating a particular user interface control),
then select the target links and disengage the traiming mode.

In one implementation, a user may be able to construct or
customize a prefetch template, which may be usetul 11 the
user often visits a page for which the enhanced browsing
apparatus does not have a template. A user interface for the
apparatus may provide controls allowing the user to construct
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the template by 1dentifying locations of target links in the
page, by specilying that all links are target links, by selecting,
individual links as target links, by specifying that certain links
are not target links, by choosing characteristics for selecting
target links, efc.

As described above, an enhanced browsing apparatus may

collect a user’s browsing or previewing (i.e., enhanced
browsing) activity to help 1dentify target links. Thus, 1f the
user frequently selects or navigates to links arrayed along the
right side of pages at a particular site, upon a subsequent visit
to that site the user’s enhanced browsing apparatus may auto-
matically treat such links as target links and prefetch their
associated content. Similarly, 1f the user selects links 1n a set
of links in a particular order (e.g., top to bottom, bottom to
top, left to right), the enhanced browsing apparatus may pri-
oritize prefetching of the links” content accordingly.

Data accumulated by the apparatus may be shared with a
central server 1n order to accumulate and analyze data for
multiple users, which may then be distributed to their (and/or
other users’) enhanced browsing apparatuses to help 1dentity
or prioritize target links. For example, based on activity data
collected from users who visited a particular web site, the
central server may 1dentily certain links (or links 1n a certain
location of a page at that site) as being most popular. That
information may be shared with users’ apparatuses to make
those links target links. In one implementation, however,
users may be provided with an option to not share information
regarding their browsing activity.

Thus, a centralized database for identifying and/or priori-
tizing target links may be maintained. Individual enhanced
browsing apparatuses may receive data from the database on
periodic mtervals, when a browser 1s opened (or opened to a
particular page), or on some other schedule. For example,
when a browser 1s directed to a particular page, the database
may be accessed to retrieve pertinent data.

In addition to, or 1instead of, collecting at a central database
data regarding users’ activity (e.g., what sites they visited,
what links they clicked on), similar data may be retrieved
from web sites. This information may indicate which pages/
links were most often selected by the web sites’ visitors, the
most popular order 1n which they were selected, etc. This
information may be retrieved by a central server orby a user’s
enhanced browsing apparatus.

In one method of prefetching, links may be chosen as target
links, or target links may be prioritized for prefetching, based
on a point system. For example, from information accumu-
lated by the enhanced browsing apparatus or a central server,
links on a web page may be assigned points based on their
popularity (e.g., how often they were selected), the relevance
of the associated content, or some other characteristic(s). For
example, points may be awarded based on heuristics (e.g.,
font size, location of a link within a page). The more points
awarded to a link, the more likely 1t 1s treated as a target link
and/or the higher priority 1t may receive for prefetching.

Prefetching 1s not limited to links present or visible 1n a
single page. For example, a page displayed 1n a browser may
be too long to view at once, and so some links on that page
may be off-screen. Further, and as can be seen with search
result listings, a list of links may span multiple pages, with
cach page linked to the next (e.g., using “previous” and “next”
buttons). Therefore, 1n one method of prefetching content for
enhanced browsing, links may be target links even i1 they are
off-screen or on a page linked to the current page. In general,
any number of pages that continue or are forward-linked to a
current page (e.g., by “next” buttons) may be prefetched,
and/or links appearing on those pages.
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In addition, when a web page or other content that contains
links 1s prefetched or displayed in an enhanced browsing
window, those links may be treated as target links. Thus, a
user may use the enhanced browsing window to quickly navi-
gate several levels or links away from the page to which his or
her browser 1s currently opened.

In one method of prefetching, when target content cannot
be retrieved, the target link’s appearance may be altered. For
example, the link may be changed to a different color (e.g.,
gray, yellow) to alert a user that the link 1s not functional.
Prefetching may fail because a target link 1s broken or a “page
not found” error 1s recetved, a necessary certificate or other
security token 1s not available, or for various other reasons.

Alternatively, and as described 1n a following section, sta-
tus 1ndicators may be displayed in association with target
links, to 1ndicate the status of content fetching or prefetching,
and/or the status of the content 1itself.

In one implementation of an embodiment of the present
disclosure described in another following section, prefetched
content, or content to be prefetched, 1s scanned for viruses,
obscene or pornographic material, other malware (e.g., spy-
ware, adware), etc.

FIG. 4 demonstrates a method of prefetching electronic
data or content, according to one embodiment of the present
disclosure. As described above, prefetching may be per-
formed 1n many different ways in other embodiments.

In state 402, a user’s browser 1s open to a web page or other
clectronic content (e.g., document, 1mage, electronic mail
message), which may be considered the “browser page”
herein to differentiate it from a page or other target content
displayed in an enhanced browsing window.

In state 404, a set of data for identiiying target links 1n the
browser page may be retrieved from local or remote storage
(e.g., Irom a central server). The data may include a pretetch
template, a list of specific links, heuristics, etc.

In state 406, one or more target links are selected 1n a
default manner (e.g., all links on the page) and/or using data
retrieved 1n state 404. For example, if the page contains a
relatively small number of links (e.g., five, ten), they may all
be considered target links (and prefetching may begin imme-
diately) without waiting for data designed to facilitate the
identification of target links. Some or all of the links are to
pages or sites different from the browser page, and therefore
will require prefetching of content from different locations
than the browser page was received from.

In state 408, the target links may be prioritized. For
example, data for prioritizing target links may be retrieved
separately or in conjunction with data for 1dentifying target
links. Data for prioritizing target links may include informa-
tion regarding the relative popularities of links on the page
(e.g., from a central server, from the web site that provided the
browser page), a recommended order of priority, heuristics,
etc.

In state 410, the target content 1s prefetched. If the target
links were prioritized, their content may be prefetched 1n
priority order. Additionally, content from multiple target links
may be retrieved 1n parallel. The number of prefetch opera-
tions performed 1n parallel may depend upon the available
communication bandwidth. For example, 1f the user has a
broadband connection, more prefetches may be done in par-
allel than 11 the user has a dial-up connection.

In this embodiment of the present disclosure, the target
content 1s retrieved as 1s. In other words, the content i1s
retrieved 1n 1ts true form (e.g., HIML, XML), and 1s not
simply converted into animage (e.g., a snapshot, a thumbnail )
of the content.
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[lustratively, the prefetched content may include the full
content described by a target link or located at the specified
location (e.g., URL or Uniform Resource Locator). Or, some
of the content located at or retrieved from that location (e.g.,
an ad, an 1mage) may be discarded.

In state 412, 1t 1s determined whether prefetching should
proceed to the next level (1.e., to links within prefetched
content) or another page. If so, another page 1s selected, such
as a page retrieved as target content 1n state 410, and the
method returns to state 404. Otherwise, the method ends.

State 412 may be applied sometime after target content 1s
retrieved. For example, after content 1s retrieved in state 410,
it may be cached until a user chooses to preview it in an
enhanced browsing window. When this occurs, the method of
FIG. 4 may be applied to the page or content being previewed.

In another method of prefetching, identification of target
links and/or prioritization of target links for prefetching may
be dynamic, and depend upon a user’s enhanced browsing
activity. For example, 11 a user selects for previewing a {irst
link 1n a particular position on a web page, 1t may be assumed
that he or she will also want to preview content from links
close to the first link. Thus, some prediction may be made to
what content a viewer may wish to preview.

In yet another implementation of this embodiment of the
present disclosure, content may be prefetched from a pay-per-
click or pay-for-performance ad (e.g., a textual ad, a banner,
an 1mage) without the prefetching counting as a “click.” In
particular, an advertisement or other type of content may
register each user “click through” (or selection) of the ad, with
cach click through generating revenue to an entity that pre-
sented the ad.

In this implementation, content from the ad 1s prefetched
like other content, but no *“click through” is registered until
the user actually selects the ad for browsing (or, 1n one alter-
native implementation, until he mouses-over the ad). Illustra-
tively, when the ad content 1s prefetched, the URL or XML
code used for the prefetching may include a tag, keyword or
other indicator that the ad content 1s not being retrieved as part
of a click through. When the user selects the link (1.e., gener-
ates a click through), then a normal “click through™ of the ad
may be mnitiated. This helps ensure that the ad revenue 1s
correctly apportioned. However, the content may be served
from the prefetched version rather than awaiting the newly
requested copy.

In another method of prefetching target content, content 1s
fetched when a user mouses-over an 1con or other graphical
object associated with a link to the content. Thus, i the

content 1s not prefetched betfore the user expresses an 1interest
in the link, 1t 1s fetched in reaction to the mouse-over.

Look-Ahead Security Scanning

In one embodiment of the present disclosure, a method and
apparatus are provided for performing look-ahead security
scanning or analysis of electronic content a user may access.
Performing look-ahead security may involve scanning the
content for various types or forms of security threats.

The term “security threat” as used to describe implemen-
tations of this embodiment of the present disclosure, encom-
passes any content that may compromise or adversely affect a
computing device or 1ts use, but may also include content that
a user of the device does not want to recerve. Security threats
therefore include viruses, worms, trojan horses, spyware,
adware, cookies, scripts, phishing attacks, builer overflows,
etc., as well as undesirable content such as pornography or
advertisements.

As described below, a look-ahead security module may
search for specific threats (e.g., known viruses or cross-site
scripts), or may search generally for malicious code, malware
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or undesirable content. Any type of data or information may
be analyzed or examined for security threats, including text,
executable or interpretable code, graphics, and so on.

An embodiment of the present disclosure described 1n this
section may be implemented with an embodiment of the
present disclosure described in another section. For example,
content that 1s scanned may comprise target content being
tetched or prefetched for display 1 an enhanced browsing
window.

FIG. 9 1llustrates a computing environment in which an
implementation of this embodiment of the present disclosure
may be operated. In this environment, a user operates client
computing device 902, which may be a mobile, desktop or
workstation computer, a personal digital assistant or other
device capable of providing the user access to electronic
content. Content accessed on client device 902 may be
retrieved from various sources 910, and may include web
pages, documents, graphics, scripts, applets, etc.

Client device 902 includes look-ahead security module
904, one or more safe caches 906 and one or more applica-
tions 908 allowing a user to access content from sources 910.
Ilustrative applications include a browser, a word processing
program, a spreadsheet program, a database management
system, an electronic mail program, an instant messaging
program, a graphics program, and so on.

In one implementation, while application 908 executes,
look-ahead security module 904 detects a link displayed by
the application to content offered by a content source 910.
Betore a user clicks on or selects the link to access the content
(1n the same or a different application), security module 904
retrieves the content, places 1t in safe cache 906 and analyzes
it to determine 1f 1t contains a security threat.

Safe cache 906 comprises data storage (e.g., memory, disk
storage) that can be used to 1solate the proactively retrieved
content while 1t 1s scanned or analyzed by look-ahead security
module 904. In one implementation, an executable or inter-
pretable portion of the content (e.g., an applet, a script) may
be executed or interpreted while the content 1s stored 1n the
sate cache, and before an application 908 can open or access
the content. This may be done to observe 1ts behavior and help
determine whether the content comprises a security threat.

More particularly, 1n one implementation a safe cache 1s
designed to prevent the content from altering or possibly even
accessing memory or storage locations outside the safe cache,
on client device 902 or elsewhere. For example, a virtual
operating system, virtual computer or other construct may be
implemented using safe cache 906 to emulate an environment
in which the content would normally be opened. Security
module 904 can thus determine what type of input, output or
other operation(s) the content 1s designed to perform. Its
operation can be compared to known viruses, worms, trojan
horses or other malicious code to determine 1f the content
poses a threat.

A script, URL (Uniform Resource Locator), data pattern or
other code may alternatively be analyzed without executing
or interpreting 1t within a safe cache. For example, a data,
string or code pattern may be analyzed to determine 1f 1t may
be mtended to facilitate a buffer overflow. A script or URL
may be parsed to determine 11 1t 1s part of a cross-site script or
phishing attack.

Although the security module may primarily analyze con-
tent retrieved from sources external to the client computing,
device, 1n other implementations look-ahead security module
904 may scan content retrieved from within client computing
device 902.

Security scanning or analysis may be performed by look-
ahead security module 904 for content corresponding to any
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number of links within a document or other set of data opened
by application 908. Security threats within such content can
therefore be detected and dealt with before the same (or a
different) application opens or presents the content to the
user.

Unlike some traditional threat-detection software, look-

ahead security module 904 can prevent the content from ever
being able to infect or otherwise affect the client computing
device. And, the look-ahead nature of the security module
allows the user to be warned of possible security threats (e.g.,
content that appears to be malicious or undesirable but does
not precisely match a known threat) even before he or she
attempts to open or access the content.

In one implementation, a link to content analyzed by secu-
rity module 904 may be altered to indicate the status of the
content. For example, one color or attribute (e.g., font, font
s1ze) may be used for the link betfore the content 1s analyzed.
A different color or attribute may be applied after analysis, to
indicate that the content contains a security threat, does not
contain a security threat or may contain a threat (e.g., the
analysis was 1mconclusive).

In another implementation, an 1con or indicator associated
with the link may be altered, or different icons/indicators may
be used, to indicate whether a security threat was detected.
This implementation may be applied with an embodiment of
the present disclosure that provides the user with enhanced
browsing, wherein the 1con or indicator may be used to open
tetched or prefetched content.

In yet another implementation, when a user expresses an
interest 1n the content, by clicking (or mousing over) the link
or an associated 1con or indicator, a warning message or alert
may be displayed to alert the user to the presence of a security
threat within the content. The lack of such an alert may
indicate that the content 1s safe. A warming message may
identify a specific security threat (e.g., by providing the name
of a detected virus) and/or may report the type of threat (e.g.,
virus, spyware, pornography).

A user may be presented with various options or actions to
be taken after content 1s scanned. For example, a link to
content containing a definite threat may be deleted or disabled
to prevent it from being activated. Or, a threat may be 1gnored
(thereby allowing the content to be opened), the document
may be closed, the threat may be disabled or excised from the
content, etc.

In the embodiment of the present disclosure depicted in
FIG. 9, central server 920 may be employed to perform look-
ahead security scanning and/or collect results of security
scanning performed by client computing devices. Central
server 920 may perform look-ahead security scanning or
analysis 1n addition to, or 1n place of, client device 902.

Any number of client computing devices may be coupled
to central server 920, with some or all of them relying upon
the central server to perform security scanning. Look-ahead
security module 924 may operate similarly to security mod-
ule 904 of client device 902, to proactively retrieve content for
security scanning within a safe cache 926.

In one implementation, central server 920 may perform
look-ahead security scanning for thin clients or other devices
that have low communication bandwidth connections, lim-
ited processing capability or other limitations.

In another implementation, look-ahead security module
924 of central server 920 may crawl or “spider” the Internet or
another collection of content sources (e.g., an intranet, a local
or wide area network) to retrieve content for security scan-
ning. Thus, security module 924 may comprise a search
engine designed to search for virtually any type of security
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threat and/or undesirable content, without waiting for a user
or user application to access or attempt to access the content.

Database 928 may be used to assemble various results,
statistics or other metadata regarding security scanning per-
formed by a client computing device and/or central server
920. Thus, when a client device or the central server scans
some content, the results of that scan may be transmitted to
database 928. Such results may i1dentily the content 1n any
suitable manner (e.g., by filename, Uniform Resource Iden-
tifier or URI), and indicate what security threats were found,
il any.

Database 928 may therefore be consulted when a look-
ahead security module operating on client computing device
902 or central server 920 1dentifies a link to content that
should be scanned. If an i1dentity of the content matches a
result stored 1n the database, the stored results may be adopted
instead of re-scanning the content. Any suitable means may
be employed to match the identities of a current piece of
content and content that was previously scanned or analyzed
(e.g., name, URI, CRC, checksum, size).

Central server 920 may be operated by an organization that
provides look-ahead security module 904, by a content
source, or some other entity.

In the environment depicted 1n FI1G. 9, look-ahead security
scanning of any type of linked content may be performed on
either or both a client computing device and a central server.
Advantageously, the scanning 1s performed betfore the con-
tent 1s opened by an application designed to provide a user
access to the content (e.g., for viewing, for editing), and/or
betfore the user even selects or expresses an interest in the link
or the content.

A look-ahead security module may apply look-ahead secu-
rity to any or all content linked to a document opened by an
application. Links and associated content may be prioritized
for scanning based on location or order within the page, a
location of linked content, type of content, etc.

FIG. 10 1s a flowchart demonstrating a method of perform-
ing look-ahead security, according to one embodiment of the
present disclosure. In this embodiment, security scanning or
analysis may be performed locally at a client device and/or at
a central server. For example, the client device may scan a first
content object (e.g., a script, a web page) linked to a document
opened 1n an application executing on the client, while the
central server scans content linked to the first content object.

In operation 1002 of this method, an application executing
onauser’s client computing device (e.g., aword processor, an
clectronic mail client, an instant messenger client, a web
browser, a spreadsheet program) opens a document (e.g., a
word processing document, a list of electronic mail messages,
a chat window, a web page, a spreadsheet) containing any
number of links to electronic data or content.

The link may be a traditional HTML (HyperText Markup
Language) hyperlink, or may comprise virtually any other
type of link (e.g., script-based, flash-based, XML or Exten-
sible Markup Language). The linked content may comprise
another document or some other type of content that can be
accessed with a computing device, and may include static or
dynamic text or graphics, executable or interpretable code,
etc.

In operation 1004, a link and 1ts associated content are
identified (e.g., by a look-ahead security module operating on
the client device). The link may be 1dentified before a user
clicks on the link or takes other action to open the associated
content.

The content may be i1dentified by filename, URI, path,
location, the link or other means, and may be located within or
external to the client device. As exemplified by a typical web
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page, the content may be offered by a source other than the
source of the document containing the link to the content.

A security threat may be more likely to be found within
content not controlled by the provider of the document.
Theretore, links to content offered by the document provider
may not be subjected to look-ahead security, or may receive
lower priority than links to content from other sources.

Thus, links may be prioritized based on some estimate of
risk or danger. In particular, links to content from unknown
providers (or providers known to have previously offered
content containing a security threat) may be followed and
checked before other links.

In optional operation 1006, when the linked content 1s
identified, a database maintained on a central server (or else-
where) may be consulted to determine 11 a security threat was
previously identified within the content. The database may be
maintained by a provider of the look-ahead security module
or a third party (e.g., a content provider, a provider of other
security related software).

In operation 1008, the linked content 1s retrieved and stored
in a sale cache or proxy cache. As described above, a safe
cache may be configured to allow the content to exhibit 1ts
normal behavior (e.g., within a virtual operating system or on
a virtual desktop), but may prevent the content from actually
altering memory, storage or other components of the comput-
ing device containing the safe cache.

The sate cache may be located on the user’s client com-
puting device, or may be located on a central server. Yet
turther, content from multiple links 1n the document may be
analyzed for security threats, and some analysis may be per-
tformed on the client device, while other analysis 1s done on
the central server.

In one implementation featuring a central server having a
safe cache, the central server may proactively spider or crawl
any number of content sources to retrieve and analyze con-
tent. In this implementation, any or all of operations 1002-
1006 may be omitted.

In the illustrated embodiment of the present disclosure, the
safe cache 1s separate from any cache employed by the appli-
cation that opened the document. This helps ensure that mali-
cious content never has an opportunity to infect the client
device.

Yet turther, when the content 1s opened for the user, 1t may
be opened from the safe cache (e.g., rather than an applica-
tion’s cache), especially 1f the user chooses to 1gnore any
warnings or alerts posted by the look-ahead security module.
This may be done to prevent the content from loading or
running any malicious code.

In operation 1010, the content 1s scanned or analyzed
within the safe cache. The analysis may search the content for
any type or types ol security threats or undesirable compo-
nents, and may therefore catch content that would otherwise
damage or alter the user’s client device, or that would be
objectionable to the user 1f opened on the device.

To assist 1n the security scanning, multiple programs or
modules may be invoked separately or 1n an integrated man-
ner. For example, 11 the content 1s sequestered 1n a safe cache
on the client computing device, scanning software included
with a look-ahead security module may be invoked, but other
security software on the client may also be mvoked (e.g., an
anti-virus program, a program lor eradicating adware) or
soltware may be imported from a central server to assistin the
scanning. Similarly, 11 the safe cache 1s located on the central
server, any security software available on the central server
may be employed.

In addition, however, a third party tool or program may also
be employed. For example, an anti-virus software provider’s
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server may be contacted to learn of the latest viruses, worms
or other threats. Or, a data pattern or code pattern indicative of
a security threat may be retrieved from a third party and
compared to content within a safe cache on the client com-
puting device or the central server. Thus, tools, utilities and
other software for detecting security threats and undesirable
content from virtually any provider may be applied to content
that has been 1solated within a safe cache.

In operation 1012, the link to the content, or an associated
icon/indicator, may be configured or modified to retlect a
result of the scanning. Illustratively, if a threat 1s detected,
some attribute of the link or an indicator placed near the link
may be altered (e.g., color, size). Or, the link may be disabled
(permanently or temporarily).

In one implementation, after the content 1s scanned, 1f the
user highlights, clicks on, mouses-over or otherwise
expresses an interest 1n the content, link or associated 1ndica-
tor, more details of the scan may be provided. For example, a
window or dialog box may be opened to report the scan
results, and may 1dentity any specific threats that were 1den-
tified (e.g., by name). The results may indicate that a security
threat (or undesirable content) was or was not found, or that
the scan was inconclusive. Illustratively, a textual or graphical
measure of risk may be provided.

Information regarding a detected threat may be-retrieved
from a central server or a third party and reported to the user.
Such information may include a level of risk, the threat’s
impact on the client device, efc.

In optional operation 1014, results of the scan may be
reported to a central security database. Scan results may be
collected to allow preemptory disabling of links to content
previously determined to contain a threat, to track the activity
of hackers, spammers and/or other threat sources, etc.

In operation 1016, 1f the content 1s deemed safe (e.g., no
threats detected, no serious threats detected), the method
advances to operation 1020. If a security threat was detected
or the scan was 1nconclusive, the method continues with
operation 1018.

In operation 1018, the user may be offered any number of
options for proceeding. Illustrative options include 1gnoring
the danger (and allowing the content to be opened), quaran-
tining the content, disabling the link, closing the document,
opening the content 1n a safe mode (e.g., 1n a virtual desktop)
that prevents the content from adversely altering the client
computing device, excising the threat from the content and
allowing the remainder to be opened, efc.

Depending on the user’s choice, the method may end (e.g.,
if the user chooses to disable the link or close the document),
may proceed to operation 1020, may return to operation 1002
to open another document, may return to operation 1004 to
select another link, etc.

In operation 1020, the content 1s to be accessed. The con-
tent may be free of security threats or the user may have
chosen to 1gnore any threats. The content may be opened 1n
the same application that opened the original document, or in
a different application. The content may be copied from the
safe cache 1nto a cache or other memory controlled by the
application that opens the content, or may be opened within
the safe cache.

After operation 1020, the method may end or may return to
operation 1004 to select a link within the content or another
link within the original document.

The method described above 1n conjunction with FIG. 10 1s
just one method of performing look-ahead security. Other
methods may be derived from the preceding description, the
figures and other sections of this document without exceeding
the scope of the present disclosure.

[l
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Indicating Fetching and/or Content Status

In one embodiment of the present disclosure for providing,
enhanced browsing, icons, buttons or other indicators are
displayed within a page of electronic data to indicate the
status of content fetching or prefetching from target links
within that page, and/or the status of the target content. The
indicators, which may be considered “status indicators,” may
comprise any type of object (e.g., an animated or static 1con)
that can embedded within electronic content and provide a
visual and/or audio status indication.

When configured to indicate content status, a status indi-
cator may reveal whether a security threat was detected
within the target content. As described 1n a preceding section,
security threats may include viruses, spyware, adware, other
malware, pornography, other types of obscene or tnappropri-
ate conftent, efc.

A status indicator may also, or istead, indicate the status
of a target link or an electronic connection to a content loca-
tion1dentified by the link. For example, a status indicator may
reveal that a link 1s broken, that an electronic connection to
the linked site or page has low bandwidth or 1s noisy, that a
connection 1s fast or slow, or may provide some other infor-
mation regarding the quality or status of the link or commu-
nication connection. Status indicators may be received as part
of the web page or other content 1n which they are displayed.
Alternatively, the indicators may be dynamically inserted by
some script or code included 1n the web page, by a user
interface configured to facilitate enhanced browsing (e.g.,
user interface 104 of FIG. 1), another component of an
enhanced browsing apparatus, or by some other client appli-
cation or browser plug-in.

Individual status indicators may be associated with each
target link (or one mndicator may be associated with multiple
target links), and may comprise controls for taking some
actionrelating to enhanced browsing. For example, left-click-
ing or mousing-over an indicator associated with a target link
(with or without some other key mnput, such as an ALT key)
may serve as a trigger for fetching, re-fetching or prefetching,
the corresponding target content and/or displaying an
enhanced browsing window containing the content.

Some other action (e.g., right-clicking on an indicator,
ALT-clicking) may open a menu or set of options for config-
uring an enhanced browsing experience (e.g., to turn
prefetching on or off, adjust the timing with which an
enhanced browsing window 1s opened or closed, choose the
type of information to indicate with an indicator, configure
user mterface controls).

In one embodiment of the present disclosure, indicators are
inserted when target links are identified, and may change
appearance to indicate that prefetching of target content 1s
initiated, completed, delayed, impossible, etc. An indication
that prefetching 1s complete may mean that the target content
has been prefetched and 1s ready for display 1n an enhanced
browsing window. An indication of successiul prefetching
may inherently indicate that the content has been cached, or
such status may be separately 1indicated.

Indications of prefetching failure may differ for different
reasons for the failure (e.g., connection timed out, target
content unavailable, broken link) or may be uniform and
simply reveal that prefetching could not be completed. A
status indicator may indicate that prefetching 1s partially
complete, and may even indicate how complete (e.g., by
fraction or percentage).

Embodiments of the present disclosure may be imple-
mented within a search result listing, a shopping site, elec-
tronic mail (web or client-based), online classified ads, job
boards, blogs, news story listing, and virtually any other type
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of application or utility that involves collections of links.
These implementations may therefore be configured for
operation with browsers, electronic mail programs, news
readers, search clients, word processing applications, spread-
sheet programs, databases, etc. A status indicator may be
placed beside, above, below or 1n some other location that
may readily indicate an association between the indicator and
the associated link. Placement of status indicators may be
configurable by users.

Indicators may be embedded into a web page via DHTML

(Dynamic HyperText Markup Language), javaScript or some
other programming or scripting language. The indicators may
become part of the layout of the page in which they appear, or
may float over the browsing window and therefore not be part
of the page.
Indicators need not always be visible. Whether a particular
indicator 1s displayed may depend on the number of target
links on a page, the type of information represented by the
indicator, how the page 1s laid out, etc. For example, 1 a page
comprises multiple frames with many links, indicators asso-
ciated with some links may not appear until a cursor 1s moved
into a particular frame. In one embodiment, a status indicator
may not be displayed for a link 1f content cannot be prefetched
from that link.

As prefetching of target content proceeds, a status indicator
associated with the corresponding target link may change
appearance. For example, a status indicator may flash, blink,
change color or intensity, change sound, changed design,
exhibit motion, etc. Or, an indicator indicating a first status of
the prefetching may be replaced by another indicator indicat-
ing a different status. The status indicator associated with
target content currently displayed 1n an enhanced. browsing
window may be highlighted or otherwise marked to show that
it 1s the current status indicator.

FIG. 8 demonstrates how status indicators for indicating,
prefetching and/or content status may appear in one embodi-
ment of the present disclosure. In FIG. 8, web page 802 1s
displayed by browser 800, and includes target links 804a-
804d. Individual indicators 814a-814d are associated with the
target links.

In this embodiment of the present disclosure, a status 1indi-
cator comprises a rectangular icon, possibly reminiscent of a
miniature web page. Before prefetching of content for an
associated target link commences, an 1con may be plain, dim
or opaque, as shown by indicator 814c. When prefetching
successiully completes, as shown by indicator 814a, a light-
ning bolt, check mark or other affirmative symbol 1s added to
the 1con.

For a target link whose content 1s currently being
prefetched, a status indicator (e.g., indicator 8146) may
include an arrow or other symbol of activity. If a particular
target link’s content cannot be fetched (e.g., or prefetching
times out), the associated status indicator may be marked with
an “X”, a slash or other negative symbol, as illustrated by
indicator 814d.

In an alternative embodiment of the present disclosure, a
status indicator such as indicator 814¢ may first appear when
a target link 1s 1dentified. The indicator may retain the same
appearance until prefetching succeeds (e.g., indicator 814a)
or fails (e.g., indicator 814d). In this alternative embodiment,
therefore, indicator 81456 may not be employed, especially 1
a high-speed data connection 1s available, which would allow
prefetching to be completed quickly.

In one embodiment of the present disclosure, content from
a first target link 1s displayed when a user mouses-over or
selects 1n some other manner an indicator associated with the
first target link. The user may then rotate a mouse scroll wheel
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or provide other mput (e.g., press an arrow key) to display
content fetched or prefetched from a next target link or pre-
vious target link, depending on the direction of rotation. Thus,
in this embodiment of the present disclosure, content from
multiple target links may be viewed quickly, without requir-
ing {ine cursor movement.

When a scroll wheel (or equivalent input) 1s used to move
from one status indicator to another, the main browser page
may be scrolled by the distance between the two status 1ndi-
cators, unless the page can no longer be scrolled 1n the cor-
responding direction. Regardless of whether the main
browser page can be scrolled the same distance, the cursor
used to mouse-over the status indicator may be repositioned
to the next status indicator. A time delay may be imposed
when a user scrolls from one status indicator to another, to
help prevent from scrolling too far or to the wrong status
indicator.

In one implementation of this embodiment, the cursor 1s
automatically moved to the next, or previous, status indicator.
And, the web page 1n which the target links are displayed may
also scroll (e.g., to keep the cursor 1n relatively the same
location of the display screen). The target links and associated
status 1ndicators need not be aligned linearly. If not linear 1n
alignment, as the web page scrolls 1n one direction the cursor
may be oflset to place 1t over the next indicator.

If an enhanced browsing window 1n which target content 1s
displayed normally closes after some period of time when the
user’s cursor 1s outside the enhanced browsing window (e.g.,
when 1t 1s hovering over the associated status indicator), in
this embodiment of the present disclosure, that behavior may
be modified so that the window does not close while the
cursor remains on (or near) an indicator. For example, until
the cursor 1s no longer positioned above a status indicator, or
some other action 1s taken, scrolling the mouse wheel may
continue to cause content from different target links to be
displayed (1n the same or different enhanced browsing win-
dows).

Other user input may affect the user’s enhanced browsing,
experience 1 similar or different ways. For example, pressing
up and down arrow keys (or left and night arrow keys) while
a mouse cursor 1s positioned within the enhanced browsing
window may cause the displayed target content to scroll.
Pressing those keys while the cursor i1s in the main browser
page, however, may cause the cursor to move to the previous
or next status indicator (and change the target content dis-
played 1n an enhanced browsing window).

Similarly, pressing page-up and page-down keys or click-
ing appropriate controls (e.g., “previous” and “next,” “for-
ward” and “backward”) while a mouse cursor 1s positioned
within the enhanced browsing window may cause the dis-
played target content to be replaced by the content associated
with the previous or next status indicator. Providing the same
input while the cursor 1s positioned in the main browser page,
however, may cause the content of that page to scroll.

Enhanced Browsing Stripe

In one embodiment of the present disclosure, an enhanced
browsing stripe or column 1s provided for {facilitating
enhanced browsing of target content 1dentified by multiple
links 1n a page. For example, when a list of search result links
(e.g., from a search engine, from a merchant or auction site) 1s
displayed 1n a browser, the enhanced browsing stripe may be
overlaid or superimposed on the list.

A user interface cursor may then be moved within the stripe
and, as the cursor passes over or adjacent to a link, an
enhanced browsing window may be opened to display the
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target content. Or, 1f an enhanced browsing window 1s already
open, the displayed target content may change as the cursor
reaches different links.

In different implementations, an enhanced browsing stripe
or column may be horizontal, vertical, diagonal or even non-
linear, so as to overlay or remain close to links 1n a browser
page. A stripe may be of any thickness (e.g., one-quarter inch,
one centimeter), and may be transparent or semi-transparent
(e.g., light gray) so as to allow a user to read or identily a link
underneath the stripe.

When a list of links 1s I-1irk presented (e.g., in a browser
page), the stripe may or may not be automatically applied. I
not, when a user mouses-over or selects a first target link 1n a
list and an enhanced browsing window is displayed with the
corresponding target content, the stripe may be presented at
that time. The stripe may therefore appear adjacent to an
enhanced browsing window or as one edge or border of the
window.

In FIG. 2, stripe 230 1s placed adjacent to the left edge of
enhanced browsing window 210, but only extends over the
list of links 204, not the full length of the window. The stripe
may extend the full length of the window in other implemen-
tations. As can be seen 1n FIG. 2, stripe 230 extends below the
bottom edge of window 210, so that 1t appears over all links
204.

In one implementation, when an enhanced browsing win-
dow 1s opened and an enhanced browsing stripe displayed, a
user interface cursor (e.g., mouse cursor 240 in FIG. 2) may
be moved to a position within the stripe and on top of or near
the target link whose content 1s displayed within the window.
This may make 1t easier for a user to quickly preview content
from other links, by moving the cursor within the stripe to
those links. The stripe may be closed or removed if the cursor
1s moved (or clicked) outside of the stripe and an open
enhanced browsing window. Alternatively, the cursor may be
initially placed within the enhanced browsing window.

If the cursor 1s moved within the stripe to one end of the
stripe, and the list of links associated with the stripe extends
past that end, off the display device (e.g., to another page or
screen ), the web page or other content containing the list of
links may be automatically scrolled to reveal additional links.
The stripe will automatically extend as the content 1s scrolled,
for as long as additional links appear. Alternatively, a stripe
may extend even beyond the list of links, to allow a user to
continue scrolling the web page (e.g., to the end of the page).
If an enhanced browsing window 1s open when the web page
1s scrolled, the window may remain 1n the same location of the
display device as scrolling continues.

An enhanced browsing stripe may be generated and main-
tained by a user interface or other component of an enhanced
browsing apparatus.

FIG. 5 demonstrates a method of using an enhanced brows-
ing stripe or column to facilitate enhanced browsing, accord-
ing to one embodiment of the present disclosure.

In state 502, a user’s browser 1s opened at a web page or
other electronic content (e.g., document, 1image, electronic
mail message) that contains a list of search result links. The
web page may be considered the “browser page” herein to
differentiate 1t from a page or other target content displayed 1n
an enhanced browsing window.

In state 504, target links are identified, including some or
all of the search result links. Any or all links may be identified
by default, a prefetch template may be applied, a list of most
popular links may be used, etc. The links may be prioritized,
and content 1dentified by some or all target links 1s retrieved.

Enhanced browsing windows may be constructed (but not
yet displayed) for target content for some or all of the target
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links. Illustratively, all target content is retrieved, but not
necessarily all at the same time (1.¢., 1n parallel).

In state 506, an enhanced browsing stripe 1s displayed on
top of the list of search results. The stripe may be displayed as
soon as one or more target links” content 1s retrieved, may be
displayed when a first enhanced browsing window 1s dis-
played, or may be displayed as soon as the target links are
identified.

In state 508, as the user moves a user interface cursor over
target links, but within the enhanced browsing stripe, target
content for the links 1s displayed in one or more enhanced
browsing windows. For example, a first window may be
opened when the user mouses-over a first target link. That
window may remain open while the user moves the cursor,
and other links’ content may replace the first link’s content 1n
the window. Alternatively, an enhanced browsing window
may open when the user mouses-over a target link, and then
close when the cursor leaves the link.

In state 510, 11 the cursor 1s moved to the edge of the
browser window and the list of search results extends to
another page or screen, the browser page will be scrolled as
needed (e.g., upward, to the lefty to bring other links
onscreen. The enhanced browsing stripe will extend or elon-
gate as the page scrolls. After state 510, the method ends.

Graphical History Navigation Tree for Searching/Brows-
ng,

In one embodiment of the present disclosure, a method and
apparatus are provided for facilitating a user’s navigation or
browsing of search results or some other collection of inter-
related links to electronic data. In one implementation of this
embodiment, a graphical history navigation tree 1s rendered,
wherein each node corresponds to a different web page or
other set of data (e.g., documents, 1mages, electronic mail
messages).

The tree may be displayed anywhere within the user’s
display screen, such as within a window placed immediately
below an enhanced browsing window (or immediately below
a location at which an enhanced browsing window may be
opened), along the left or right side of the display screen, etc.
Within 1ts window, a history navigation tree may start with a
root representing a new set of search results or a new brows-
ing session, and thereafter grow 1n any direction (e.g., from
left to right, from top to bottom). A new tree root may be
placed when a new search 1s mitiated, when a new browser
window 1s opened, or anytime a user requests a new tree be
started.

Execution of a new search may be detected by monitoring,
the web site or page a user 1s browsing. Initiation of a new
browsing session may be assumed when a browser 1s opened.
I1 the site the user 1s browsing employs a search engine and
the user engages the engine, a root of a new history navigation
tree may be placed at that time. Any previous history naviga-
tion trees may still appear 1n the same window, but may be
scrolled ofl-screen as the current tree grows.

In one embodiment, each time the user navigates (e.g., in
the browser) to or previews (e.g., 1n an enhanced browsing
window) one of the search result listings (or some other
top-level link within the page being browsed), a new child
node 1s added to the current tree and connected to the root. As
the user continues to navigate or preview linked content, yet
more nodes are added and linked to the history navigation
tree. Thus, for each page, site or other collection of content the
user accesses, another node 1s added to the tree.

Thereafter, the user can quickly navigate to or preview
content previously visited by selecting the appropriate node.
[lustratively, 1t the user clicks (e.g., left-clicks) on a node, the
user’s browser 1s opened to the corresponding content. 11 the
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user mouses-over a node (e.g., for a predetermined period of
time) or right-clicks on the node, the corresponding content
may be opened for previewing in an enhanced browsing win-
dow.

Thus, an enhanced browsing apparatus’s cache may store
content corresponding to any number of nodes 1n the current
history navigation tree, and/or previous trees. Alternatively,
the content may be retrieved from the target page or site at the
time the user clicks on or mouses-over a node.

When the user clicks on or mouses-over a node corre-
sponding to a particular web domain or site, a list of links
visited at that domain may be displayed. Thus, a node may
represent a collection of web pages or content, not just a
single document.

A user may be permitted to alter the appearance of a node.
For example, if the user decides that a particular page war-
rants a closer examination if nothing more interesting or
helpiul 1s found, he may choose to change the node’s color,
s1ze or other characteristic (e.g., make 1t blink, animate it) to
mark i1t. One particular marking may be applied to identity the
node corresponding to content the user 1s currently browsing
Or previewing.

Similarly, the user may be able to notate a node and/or
search (e.g., to name the search) by selecting 1t (e.g., right-
clicking) and entering his notes 1nto a file that will be saved
with the tree.

The appearance of a node or a link between nodes may be
configured to reflect a security status of associated content.
For example, a node corresponding to content that has been
determined to contain a security threat may have a different

color, shape size or other attribute than nodes associated with
sate content.

As described above, a new search/browsing history navi-
gation tree may be started for each new search. However,
when a user merely modifies the search terms of a current (or
previous) search, this may simply result in anew branch being
added to the current (or previous) tree.

A search/browsing history navigation tree may be gener-
ated and maintained by a user interface or other component of
an enhanced browsing apparatus.

FIG. 6 depicts a search/browsing history navigation tree,
according to one embodiment of the present disclosure. Pro-
gram code for generating such a tree may be implemented as
a plug-in to an existing browser.

In FIG. 6, window 602 tree frame 604 and ad frame 606.
The horizontal nature of window 602 makes the window
suited for placement above or below an enhanced browsing
window. In other embodiments, window 602 may be oriented
vertically.

The history navigation tree displayed 1n tree frame 604
begins with root 610, which, in this example, corresponds to
a search for a used Honda automobile. This search may have
returned any number of links to relevant content. Among
those links, the user has so far browsed or previewed web
pages or sites identified by two top-level links, corresponding
to nodes 612, 614.

As the user visited or previewed content linked to those
pages, additional nodes were added to represent that content.
As shown 1n FIG. 6, any number of nodes may be notated.
Such notations may be automatically extracted from HTML
ol the corresponding content, or may be specified by the user.
Logos of orgamizations associated with a node’s content may
be displayed in addition to (or instead of) descriptive text.

Window 602 is expanded 1in FIG. 6 to allow for closer
ispection. In different implementations of this embodiment
of the present disclosure, the window may be relatively nar-
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row 1n height (when aligned horizontally) or width (when
aligned vertically), on the order of 0.5 inches to 1.5 inches.

The visual history navigation tree allows a user to easily
track his navigation and quickly jump from one node’s con-
tent to another’s. Because window 602 may remain open even
alter the user navigates away from the search results, he can
quickly and easily return. Window 602 may include standard
controls (e.g., buttons) to close, expand, minimize or other-
wise mampulate the window.

Because a history navigation tree may be saved (e.g., to
disk), the user may open a history navigation tree window
(¢.g., using the normal browser drop-down menus), which
may be automatically populated with the most recent tree.

Ads displayed 1n ad frame 606 may include ads relevant to
the search associated with the tree in tree frame 604, ads
relevant to the specific node the user 1s at, pay-per-click
sponsored ads, etc. Either or both of tree frame 604 and ad
frame 606 may include scroll bars (horizontal and/or verti-
cal).

The program environment in which a present embodiment
of the present disclosure 1s executed illustratively icorpo-
rates a general-purpose computer or a special purpose device
such as a hand-held computer. Details of such devices (e.g.,
processor, memory, data storage, display) may be omitted for
the sake of clarity.

It should also be understood that the techniques of the
present disclosure may be implemented using a variety of
technologies. For example, the methods described herein
may be implemented 1n software executing on a computer
system, or implemented in hardware utilizing either a com-
bination of microprocessors or other specially designed
application specific integrated circuits, programmable logic
devices, or various combinations thereof. In particular, the
methods described herein may be implemented by a series of
computer-executable instructions residing on a suitable com-
puter-readable medium. Suitable computer-readable media
may include volatile (e.g., RAM) and/or non-volatile (e.g.,
ROM, disk) memory, carrier waves and transmission media
(e.g., copper wire, coaxial cable, fiber optic media). Exem-
plary carrier waves may take the form of electrical, electro-
magnetic or optical signals conveying digital data streams
along a local network, a publicly accessible network such as
the Internet or some other communication link.

The foregoing embodiments of the present disclosure have
been presented for purposes of illustration and description
only. They are not intended to be exhaustive or to limit the
invention to the forms disclosed. Accordingly, the scope of
the mvention 1s defined by the appended claims, not the
preceding disclosure.

The mvention claimed 1s:

1. A method of secure scanning of a second web page
linked to a first web page being displayed by a browser 1n a
browser window on a client computing device, the method
comprising:

identifying, in the first web page, a target link to the second

web page, wherein the target link 1s 1dentified from one
or more links that are contained within the first web
page;

prior to receiving a user selection of the target link or of an

indicator associated with the target link, prefetching
content from the second web page, the content including
web page data, applets, or scripts;

loading the prefetched content from the second web page

into a safe cache on the client computing device before
receiving the user selection of the target link or of the
indicator associated with the target link and before the
content of the second web page 1s opened by an appli-
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cation configured to provide access to the content of the
second web page on the client computing device;

scanning the prefetched content from the second web page
for a security threat, within the safe cache, wherein the
safe cache 1s configured to prevent the prefetched con-
tent from altering a memory location or storage location
external to the sate cache;

detecting placement of a cursor proximate to the target link

or the indicator associated with the target link; and

in response to the detecting:

in response to identifying a security threat with the
prefetched content, presenting a warning along with
one or more selectable options, including an option to
1gnore the warning; and

in response to identifying no security threat with the
prefetched content or recerving from the user a select-
able option to 1gnore the warning, causing display of
a second window comprising the prefetched content.

2. The method of claim 1, further comprising prior to said
causing display of a second window:

generating but not displaying the second window;

populating the second window with the prefetched content;

and

caching the second window.

3. The method of claim 1, wherein the second window 1s an
enhanced browsing window lacking one or more functions
provided by the browser window.

4. The method of claim 1, wherein the second window 1s
configured to close in response to movement of the cursor out
of the second window.

5. The method of claim 1, wherein:

the indicator 1s configured with a first appearance 1f no

security threat 1s identified 1n the prefetched content; and

the indicator 1s configured with a different appearance 11 a

security threat 1s identified 1n the prefetched content.

6. The method of claim 1, wherein the prefetched content
contains executable code and said scanming comprises
executing the code within the safe cache to determine a
behavior of the executable code.

7. The method of claim 1, further comprising;

notifying a central server of a result of the scanning the

prefetched content for a security threat.

8. The method of claim 7, further comprising;

prior to said scanning, querying the central server for a

result of a previous scanning of the prefetched content.

9. The method of claim 1, wherein the security threat
comprises one or more of a virus, a worm, or a trojan horse.

10. The method of claim 1, wherein the security threat
comprises one or more of spyware or adware.

11. The method of claim 1, wherein the security threat
comprises one or more of a phishing attack, a cookie, or a
script.

12. A non-transitory computer-readable storage medium
storing instructions thereon that, 1f executed by a client com-
puting device, cause the client computing device to perform
operations of enhanced browsing with security scanning, the
instructions comprising;

instructions to 1dentity, 1n a first web page, a target link to

a second web page, wherein the target link 1s 1dentified
from one or more links that are displayed within the first
web page;

instructions to, prior to recerving a user selection of the

target link or of an indicator associated with the target
link, prefetch content from the second web page, the
content including web page data, applets, or scripts;
instructions to load the prefetched content into a safe cache
on the client computing device betfore recerving the user
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selection of the target link or of the associated indicator
and before the content of the second web page 1s opened
by an application configured to provide access to the
content of the second web page on the client computing
device;

instructions to scan the prefetched content for a security
threat, within the sate cache, wherein the sate cache 1s
configured to prevent the prefetched content from alter-
ing a memory location or storage location external to the
safe cache;

instructions to detect placement of a cursor proximate to
the target link or the associated indicator; and

instructions to, in response to said detecting:
in response to identifying a security threat with the

prefetched content, present a warning along with one
or more selectable options, including an option to
ignore the warning; and
in response to 1dentifying no security threat with the
prefetched content or recerving from the user a select-
able option to 1gnore the warning, cause display of a
second window comprising the prefetched content.
13. The computer-readable storage medium of claim 12,
wherein the instructions further comprise:
instructions to generate but not display the second window;
instructions to populate the second window with the
prefetched content; and
instructions to cache the second window.
14. A method of enhanced browsing with security scan-
ning, the method comprising:
identifying, 1n a first document displayed on a client com-
puting device, a target link to content, wherein the target
link 1s 1dentified by the client computing device from
one or more links that are contained within the first
document;:
prior to receiving a user selection of the target link or of an
indicator associated with the target link, prefetching the
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content which, 1n addition to a Uniform Resource Loca-
tor (URL), includes web page data, applets, or scripts;
loading the content 1into a safe cache on the client comput-
ing device belore receiving a user selection of the target
link and before the content 1s opened by an application
configured to provide access to the content on the client
computing device;
while the content 1s 1n the safe cache:
preventing the content from altering a memory location
or storage location external to the safe cache; and
scanning the content on the client computing device to
identily a presence or absence of a security threat;

detecting placement of a cursor proximate to the target link
or the associated indicator; and

in response to the detecting:

in response to identilying a security threat within the
content, presenting one or more selectable options to
initiate 1n response to the 1dentified security threat;
and

in response to identifying no security threat within the
content or recerving from the user a selectable option
to 1gnore an 1dentified security threat, causing display
of a second window comprising the content.

15. The method of claim 14, further comprising:

belore recerving the user selection of the target link or of

the associated indicator, displaying an indicator to indi-
cate whether a secunity threat was detected within the
content, wherein said displaying an indicator comprises
altering an appearance of the indicator associated with
the target link.

16. The method of claim 14, wherein the content contains
executable code and said scanning comprises executing the
code within the safe cache to determine a behavior of the
code.

17. The method of claim 14, wherein the application 1s a
word processing program.
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