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FIG. 4D 410
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THREATS TRENDS MANAGE [EIG JOHNDOE LOGOUT
qut lmt&t .......................................................................... 412-—\.. KNOWN ASSETS 1’234 é13 @

Desktop Threats s

Top-Ranked Metrics (24) 413 DORecommender A Your Goal (%)
=/ | 1. Desktops with anti-virus installed Note Delta iconand | V2%

Email-bome [¥] 2. Malicious filetypes | VAlues willnotappear | ) o,
| blocked/defanged = LEEEEE after initial scan, only e
USB-Drive @ 3. Average age of DAT T on subsequent scans s 72 59
| fles on desktops ~ CEEEE Vo 0 70

Web (Drive-by) 4. Valid SPF records published for E-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-.'-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:n:-:-:-:-|I ) 70% A2.5Y%
| domain sed augue lacus, prefium vitag ‘st ’ ~ A

Web (User-Driven) @ o = . o
/4 5. One more metric E:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-L:-:-:-:-:-:-:-:-:- ] ] 62% V2.5%
411 (<<]1]2]3[4][>)

( Prioritized Guidance (16) 414

4 : 4 : | : 4 :
Email-borne Email-bome Email-borne Email-bome

1. Fifter 3. Fifter
attachments at ||| 2. Enable UAC ||| aftachments at ||| 4. Enable UAC
mail gateway ||| on Windows ||| mail gateway ||| on Windows
@ based on file desktops based on file desktops @

type type
L/ﬂ\‘ssign \V § kAssign v 3_; \-Assign v § MAssign vV 2
Improve your grade by following this sequence of steps
Relevant Assets (123) (&[m) 415 @
Pk ] |Usemame | Sysem | Risk
202.160.183.182 FunnyMonkey | Windows 7 Severe
202.160.183.217 spamalot Windows 8 Severe
202.160.183.218 imurdaddy Windows NT | Severe

202.160.183.219 | kissme Mac OS X

202.160.183.220 CookieRaider | Windows 7 High
202.160.183.235 LookatMe Windows 8 High
202.160.183.239 Cooldude1990 | Windows NT High
202.160.183.220 FunnyMonkey | Windows 7 Medium
202.160.183.235 spamalot Windows 8 Low
202.160.183.23% imurdaddy Windows NT Low

Show‘m H:“of123 |<<\1\2\3\4\>>|
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mail gateway ||| on Windows ||| mail gateway ||| on Windows
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tyne fype
Assign v s Assignv o
— 9 Y

Improve your grade by following this sequence of steps

Assign v Assign v

Q
O

Relevant Assets (123) (& =] 4195 @

IP Address i Username System Risk V
202.160.183.182 FunnyMonkey | Windows 7 Severe

202.160.183.217 spamalot Windows 8 Severe

202.160.183.218 imurdaddy Windows NT Severe

202.160.183.219 kissme Mac OS X Severe

202.160.183.220 CookieRaider | Windows 7 High
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4. Valid SPF records published for

domain sed augue lacus, pretium vitae s B \ | 70% A2.5%
5. One more metric EZE15151515151:'15151515151515151LESESESESESESE-‘ESESnfi\ | 62% V2.5%
KK[112[3]4|>
Prioritized Guidance (12) 414
" Emaikborne )|( Emai-bome )|[ Email-bome )|[ Emailbome
1. Filter 3. Filter
attachments at ||| 2. Enable UAC ||| altachmenis at ||| 4. Enable UAC
mail gateway ||| on Windows ||| mail gateway ||| on Windows
@ based on file desktops based on file deskiops @
type type
. Q ‘ . Q .
kAsmgn v 9 kAsmgn v 8, \_Asmgn v 9 kAsmgn vV 9
Improve your grade by following this sequence of steps
s
Relevant Assets (52) (& =) 419 ©)
IP Address Username System Risk v
202.160.183.182 FunnyMonkey | Windows 7 Severe
202.160.183.217 spamalot Windows 8 Severe
202.160.183.218 imurdaddy Windows NT | Severe
202.160.183.21% kissme Mac OS X Severe
202.160.183.220 CookieRaider | Windows 7 High
202.160.183.235 LookatMe Windows 8 High
202.160.183.239 Cooldude1990 | Windows NT High
202.160.183.220 FunnyMonkey | Windows 7 Medium
202.160.183.235 spamalot Windows 8 Low
202.160.183.239 imurdaddy Windows NT Low
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Phasellus massa. Fusce magna sem, gravida in,
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FIG. 4H 410
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LT TS Ty T —
202.160.183.182 FunnyMonkey | Windows 7 Severe
202.160.183.217 spamalot Windows 8 Severe
202.160.183.218 imurdaddy Windows NT | Severe
202.160.183.219 kissme Mac OS X Severe
202.160.183.220 CookieRaider | Windows 7 High
202.160.183.235 LookatMe Windows 8 High

202.160.183.239 Cooldude1990 | Windows NT High
202.160.183.220 FunnyMonkey | Windows 7 Medium
202.160.183.235 spamalot Windows 8 Low
imurdaddy Windows NT Low
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| Email-bome Malware . ‘IW\ o
H/(E /20 12 125pm @ CURRENT ASSET GROUP: ‘ALL \
Desktop Threats
P Top-Ranked Metrics (15) ORecommended & Your Goal (?)

Overall Malware @

1. Desktops with anti-virus installed

29% V2.5%

. Emaikbome (5 . _ .
10.218.123.2 &= [Expot [v] ® [2% 425%
USB-Drive 5 0
|| ] Exclude from scans days V2.9%
Web (Drive-by
% A2.5%
Web (User-Drive
2% V2.5%
bome
UAC enabled
v le UAC
DEP enabled Unknown 1dows @
AV installed X fops
418 .
AV running v 7
Age of DAT file 10 days
Limited administrative privileges v &
Attachment filtering with Qutlook v
v

202.160.183.220 CookieRaider Windows 7
202.160.183.235 LookatMe Windows 8
202.160.183.239 Cooldude1990 | Windows NT

202.160.183.220 FunnyMonkey | Windows 7
202.160.183.235 spamalot Windows 8
202.160.183.239 imurdaddy Windows NT

Show | 10 ([ v ] of 36 <
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FI1G. 4) 410
THREATS TRENDS MANAGE @ GOJOHNDOE LOGOUT ‘
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" /05%2 DY | Emaibome Malw | Selup Tips | RO
419 ~_, | | Find More Assets: Scan Regularity: \
Desktop Threats —| | You have 2 asset sources You have not set up any
Top-Ranked | | that are missing credentials | | scheduled scans. al @
Overall Malware @ Fix Schedule
1. Desktops wil — 72.5%
Email-bome ::: ¢35 | [+ 2. Malicious filetypes 0 @ e ]
@ blocked/defanged (] | I ) 42% A2.5%
USB-Drive 3. Average age of DAT e
| files on desktops E:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:I [ | ) D9 dﬂYS V2.5%
Web (Dnve-by) 4. Valid SPF records published for i = 70% A25Y%
Web (User-Drven) @ domain sed augue lacus, prefium vitae “iin H l ) 70% 10
eb (User-Driven
/4 5. One more metric EE:E:EEE:E15152525152515251525152lfififiiifififififi | ] ) 62% V2.5%
411 413 [<< 1| 2 ‘ 314 >>]
( Prioritized Guidance (1) For: Malicious filetypes blocked/defanged
" Email-bome )
1. Fitter
attachments at
mail gateway 414
based on file
fype
Assign v 3
o Q)
Improve your grade by following this sequence of steps
4 . .
For. Malicious filetypes
Relevant Assets (36) (&|ma) 415 plocked/defanged @
IP Address Username System Risk V
202.160.183.182 FunnyMonkey | Windows 7 Severe
202.160.183.217 spamalot Windows 8 Severe
202.160.183.218 imurdaddy Windows NT Severe
202.160.183.219 kissme Mac OS X Severe
202.160.183.220 CookieRaider | Windows 7 High
202.160.183.235 LookatMe Windows 8 High
202.160.183.239 Cooldude1990 | Windows NT High
202.160.183.220 FunnyMonkey | Windows 7 Medium
202.160.183.235 spamalot Windows 8 Low
202.160.183.239 imurdaddy Windows NT Low

Show | 10 (v ]of36 «J1J2]3]4]>»
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files on desktops &-Z-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:@ 39 days V2.5%

WEb (Dnve-bY) 4. Vald SPF Fecords pUbIIShEd fOI' {n 70;;1/ A 2 5{y
, domain sed augue lacus, pretium vifge “simmrns ] l ) 70% D /0
Web (User-Driven) (2)

/4 5. One more metric Eii15151515151515151515151515151LESEZEZEEZEZE-'EZEZ i ) 62% V2.5%
411 413 («<[1T2]3T4>)
( Prioritized Guidance (1) For: Malicious filetypes blocked/defanged

4 .
Email-borne

1. Filter
altachments at

mail gateway 414
based on file

type
Assignv o
N o

Improve your grade by following this sequence of steps

rReIevant Assets (36) (=) 415 For. “Sﬂﬁ;ﬁ?dﬂgﬂgzﬁ O,

§§ IP Address §§§§§§§§§§§§§§§§§§§§§§§§§§§§§§ Username System Risk V
202.160.183.182 FunnyMonkey | Windows 7 Severe
202.160.183.217 spamalot Windows 8 Severe
202.160.183.218 imurdaddy Windows NT Severe
202.160.183.219 kissme Mac OS X Severe
202.160.183.220 CookieRaider | Windows 7 High
202.160.183.235 LookatMe Windows 8 High
202.160.183.239 Cooldude1990 | Windows NT High
202.160.183.220 FunnyMonkey | Windows 7 Medium
202.160.183.235 spamalot Windows 8 Low
202.160.183.239 imurdaddy Windows NT Low
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11/06,2012 1234pm Email-borne Malware ‘1\/\'\

e 1_. -1 RE _ 4 8 _ _ [F.4=)

CURRENT ASSET GROUP: ‘ ALL \
Desktop Threats
P TOP-R?r

QOverall Malware @ Al Name ‘ All \

1. Desk| LADeskiops | opyagsis Operating System  Locations
[v] Desktop [¢] Windows 8 [¥] Boston

USB-Drive @ 3. Aver:| Asset Group 4 ] Laptop  [] W!ndows'{ ¥i L{ﬁg
files on [¥] Windows XP  [¢] Singapore

Web (Drive-b |
eb (Drive-by) (+]4. _V: Y

9 M Boston Desktops
hlocked | Asset Group 3

Web (User-Driven) (2) -
/‘ 5. One more metric E ) 62% V2.5%
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Prioritized Guidance (1) For: Malicious filetypes blocked/defanged

4 . Y
Email-bome

1. Filter
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based on file
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Assign v
—

Improve your grade by following this sequence of steps

For: Malicious filetypes
Relevant Assets {36) \é\m] 415 blockedidefanged @

IP Address === | Username System Risk v
202.160.183.182 FunnyMonkey | Windows 7 Severe
202.160.183.217 spamalot Windows 8 Severe
202.160.183.218 imurdaddy Windows NT Severe

202.160.183.219 kissme Mac OS X Severe
202.160.183.220 CookieRaider | Windows 7

202.160.183.235 LookatMe Windows 8
202.160.183.239 Cooldude1990 | Windows NT

202.160.183.220 FunnyMonkey | Windows 7
202.160.183.235 spamalot Windows 8
202.160.183.239 imurdaddy Windows NT

Show [ 10 [[v]of 36 (<<]1]2]3]4[>»)
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THREATS TRENDS MANAGE /(8o ch cses [Go I @ JOHNDOE LOGOUT

Lt Lptes Asset Search Results
11/06/2012 12:34m Sel Sedreh Rest 422
Desktop Threats ' ’/
You searched for: 202.160.183.x = \ | |
Overall Malware — :
:IP Address =:iizz] | Username System Risk V
Email-bome 202.160.183.182 FunnyMonkey | Windows 7 Severe
202.160.183.217 spamalot Windows 8 Severe
USB-Drive . .
202.160.183.218 imurdaddy Windows NT Severe
Web (Drive-by) 202.160.183.219 kissme Mac OS X Severe
| 202.160.183.220 CookieRaider | Windows 7 High
Web (User-Driven) 202.160.183.235 | LookatMe Windows 8 | High
202.160.183.239 Cooldude1990 | Windows NT High
202.160.183.220 FunnyMonkey | Windows 7 Medium
202.160.183.235 spamalot Windows 8 Low
202.160.183.239 imurdaddy Windows NT Low
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SYSTEMS AND METHODS FOR ASSESSING
SECURITY FORA NETWORK OF ASSETS
AND PROVIDING RECOMMENDATIONS

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application 1s related to U.S. patent application Ser.

No. 13/899.,093 filed May 21, 2013, enfitled “SYSTEMS
AND METHODS FOR D. JTERMINING AN OBIECTIVE
SECURITY ASSESSMENT FOR A NETWORK OF
ASSETS” by HD Moore, Roy Donald Hodgman, Dana Eliza-
beth Woll, and Matthew Robert Hathaway, the disclosure of
which 1s incorporated by reference herein 1n its entirety.

BACKGROUND

In today’s distributed computing environments, security 1s
of the utmost importance. Due to the rise of wide-area public
networks, users have unlimited access to content, e.g. data,
files, applications, programs, etc., from a variety of sources.
Additionally, the users’ connection to the public networks
provides a window for malicious entities to attack the users’
computing systems. Malicious entities utilize this ease of
accessibility and anonymity to attack the users. For example,
the malicious entities can plant viruses, Trojans, or other
malicious agents in publicly available content 1n order to
attack the users’ computing systems and steal sensitive infor-
mation from the users and can attack the users’ system
remotely across the public networks.

To 1dentily security risks 1n computing systems and net-
works, users and administrators employ vulnerability assess-
ment and security assessment tools. These tools can 1dentify
vulnerabilities 1n computing systems and networks but only
provide discrete information about the vulnerabilities (1.e.
that a vulnerability exists). Accordingly, the tools do not
provide any assessment of the vulnerabilities within the con-
text of the overall network security.

BRIEF DESCRIPTION OF THE DRAWINGS

Various features of the implementations can be more fully
appreciated, as the same become better understood with ret-
erence 1o the following detailed description of the implemen-
tations when considered 1n connection with the accompany-
ing figures, 1n which:

FIGS. 1A and 1B 1llustrate an example of a network envi-
ronment 1n which an overall security assessment can be per-
formed, according to various implementations;

FIG. 2 1llustrates an example of a process for determining,
an overall security assessment of a network environment,
according to various implementations;

FIG. 3 1llustrates an example of a process for determining,
an overall security score for a network environment, accord-
ing to various implementations;

FIGS. 4A-4V 1llustrates examples of interfaces that can be
used to communicate with a security assessment tool, accord-
ing to various implementations; and

FI1G. S1llustrates an example of a computer device, accord-
ing to various implementations.

DETAILED DESCRIPTION

For simplicity and illustrative purposes, the principles of
the present teachings are described by referring mainly to
examples of various implementations thereof. However, one
of ordinary skill i the art would readily recognize that the
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same principles are equally applicable to, and can be imple-
mented 1n, all types of information and systems, and that any
such variations do not depart from the true spirit and scope of
the present teachings. Moreover, 1n the following detailed
description, references are made to the accompanying fig-
ures, which illustrate specific examples of various implemen-
tations. Electrical, mechanical, logical and structural changes
can be made to the examples of the various implementations
without departing from the spirit and scope of the present
teachings. The following detailed description 1s, therefore,
not to be taken 1n a limiting sense and the scope of the present
teachings 1s defined by the appended claims and their equiva-
lents.

According to implementations, systems and methods are
directed to providing an overall security assessment of a
network of computer assets. In implementations, a security
assessment tool can determine computer assets in a network
and provide an overall security score for the network. The
overall security score can represent an objective measure of
the security of the network that considers potential security
threats to the computer assets, counter measures deployed in
the network to address the potential security threats, and the
clfectiveness of the counter measures. Based on the overall
security assessment, the security assessment tool can provide
recommendations for improving the security of the network.

FIGS. 1A and 1B illustrate an example of a network envi-
ronment 100, in which a security assessment can be per-
formed, according to various implementations. While FIGS.
1A and 1B illustrate various components contained in the
network environment 100, FIGS. 1A and 1B illustrate one
example of a network environment and additional compo-
nents can be added and existing components can be removed.

As illustrated in F1G. 1A, the network environment 100 can
represent the computer systems and network hardware of
public or private entities, such as governmental agencies,
individuals, businesses, partnerships, companies, corpora-
tions, etc., utilized to support the entities. The network envi-
ronment 100 can include a number of computer assets 102.
The computer assets 102 can be connected by one or more
local area networks 104 and one or more wide area network
106. In implementations, a security assessment tool 108 can
be configured to assess the security of the network environ-
ment 100 and provide an overall security score for the net-
work environment 100.

The computer assets 102 can include any type of conven-
tional computer systems that are operating with the network
environment 100 or supporting the network environment 100.
For example, the network environment 100 can include vari-

ous types of servers, such as file servers, web servers, appli-
cation servers, database servers, email servers and the like,
that provide services within the network environment 100.
Likewise, for example, the computer assets 102 can include
laptop computers, desktop computers, tablet computers,
mobile phones, and the like used by the personnel of the
entities.

Additionally, for example, the computer assets 102 can
include other hardware and computer systems that support
the network environment 100. For example, the computer
assets 102 can include gateways, routers, wireless access
points, firewalls, and the like that support any type of com-
munications networks, such as the local area network 104 and
the wide area networks 106, to allow the computing systems
in the network environment 100 to commumnicate. In any of
the examples, the computer systems in the network environ-
ment 100 can include hardware resources, such as processors,
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memory, network hardware, storage devices, and the like, and
soltware resources, such as operating systems (OS), applica-
tion programs, and the like.

In addition to physical computer systems, the computer
assets 102 can include virtualized computer systems, such as 5
virtual machines (VM). A VM can be a virtualized computer
system, or a soitware implementation of a computer system
layered on top of any of physical computer system. The VM’s
access to the underlying computer system can be controlled
through a hypervisor or virtual machine monitor. The VMs 10
can provide for multiple and/or different operating system
environments to run concurrently on a single computer sys-
tem.

While several examples of the computer assets 102 have
been described above, the computer assets 102 can 1include 15
any system, whether physical or virtual, that performs com-
puting processes in the network environment 100. Addition-
ally, the computer assets 102 in the network environment 100
can be located at any location, whether located at single
geographic location or remotely located from each other. For 20
example, the network environment 100 can represent the
computer assets 102 of a company that 1s located 1n multiple
geographic locations. As such, one or more of the computer
assets 102 can be located at one location (e.g. one office of the
company ) and one or more of the computer assets 102 canbe 25
located at one or more different locations (e.g. satellite offices
of the company).

In implementations, the security assessment tool 108 can
be configured to assess the overall security of the network
environment 100. The security assessment tool 108 can be 30
configured to 1dentity the computer assets 102 of the network
environment 100. Once i1dentified, the security assessment
tool 108 can be configured to determine the security informa-
tion of the network environment 100 and the computer assets
102. Based on the security information, the security assess- 35
ment tool 108 can be configured to determine potential secu-
rity threats to the network environment 100 and the computer
assets 102. Likewise, based on the security information, the
security assessment tool 108 can be configured to determine
counter measures that are deployed 1n the network environ- 40
ment 100 and deployed on the computer assets 102 to address
the potential security threats. Based on the effectiveness of
the deployed counter measures, the security assessment tool
108 can be configured to provide an overall assessment of the
security of the network environment 100. Based on the over- 45
all security assessment, the security assessment tool 108 can
be configured to provide recommendations for improving the
security of the network environment 100.

As described herein, a security threat can be any process,
method, technique, algorithm, condition, software program, 50
policy, and the like that can be utilized to compromise the
security of the network environment 100. For example, a
security threat can include known threat vectors for computer
assets 102 and the network environment 100, such as known
malware, known exploits, known viruses, and the like. A 55
counter measure can include processes, techniques, methods,
algorithms, conditions, policies, software programs and the
like that can be implemented 1n the network environment 100
to address potential security threats.

Security mformation can include any information about 60
the structure of the network environment 100 and any 1nfor-
mation about the computer assets 102. For example, the secu-
rity information can include security details of the network
environment 100, such as security polices of the network
environment 100, details of computer assets 102 (e.g. fire- 65
walls) providing security in the network environment 100,
and the like. Likewise, for example, the security information
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can include security details of the computer assets 102, such
as the configuration of the computer assets 102, system set-
ting of the computer assets 102, software programs including
security software programs installed on the computer assets
102, security settings of the computer assets 102, configura-
tion policies of the computer assets 102, security policies of
the computer assets 102, access information for the computer
assets 102, and details of software programs installed on the
computer assets.

In implementation, the security assessment tool 108 can be
configured as a software program that 1s capable of being
stored on and executed by a computer system, whether part of
the network environment 100 or external to the network envi-
ronment 100. The security assessment tool 108 can be written
in a variety of programming languages, such as JAVA, C++,
Python code, Visual Basic, hypertext markup language
(HTML), extensible markup language (XML), and the like to
accommodate a variety ol operating systems, computing sys-
tem architectures, etc. FIG. 1B illustrates a more detailed
view of the security assessment tool 108. As illustrated, the
security assessment tool 108 can be configured as a stand-
alone software program and can include a scanner 110, a
threat model 112, a score module 114, and one or more
interfaces 116. While FIG. 1B illustrates the components as
being part of the security assessment tool 108, the compo-
nents can be separate software programs that communicate
with the security assessment tool 108. Likewise, the security
assessment tool 108, 1itself, can be a component of another
soltware program.

The scanner 110 can include one or more software modules
or tools that can scan the network environment 100 and the
computer assets 102. The scanner 110 can be configured to
determine the structure of the network environment 100 and
identify the computer assets 102. Likewise, the scanner 110
can be configured to determine the security mnformation for
the network environment 100. Accordingly, the scanner 110
can be configured to include the necessary logic, commands,
algorithms, and code to scan the network environment 100
and to communicate computer assets 102. For example, the
scanner 110 can include various types of network scanners
and vulnerability scanners, such as NeXpose™ or Metas-
ploit™ from Rapid7, LLC.

The threat model 112 can be a listing of known security
threats to network environments. The threat model 112 can
include the identification of the known security threats and
details of the security threats. The details can include the
types of the computer assets 102 that are vulnerable to the
known security threats, the affect of the known security
threats, one or more counter measures that address the known
security threats, and the like.

The score model 114 can include the necessary logic, com-
mands, algorithms, and code utilized by the security assess-
ment tool 108 to determine the overall security assessments
and provide recommendations as described herein. The score
model 114 can include a listing of the counter measures to
security threats and a weighting value associated with each of
the counter measures. The weighting value can represent the
elfectiveness of a particular counter measure.

The security assessment tool 108 can also include an inter-
face 116. The interface 116 can be configured to allow one or
more users to interact with the security assessment tool 108.
The 1nterface 116 can be configured to provide one or more
graphical user interfaces (GUIs) and/or command-line inter-
faces to allow a user to interact with the security assessment
tool 108. Likewise, the interface 116 can be configured to
provide one or more application programming interfaces
(APIs) to allow other software programs to interact with the
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security assessment tool 108. As described herein, the secu-
rity assessment tool 108 will be described with reference to a
user interacting with the security assessment tool 108. In
implementations, a user can include a one or more persons
and/or one or more software programs that can interact with
the security assessment tool 108.

In implementations, a user can utilize the interface 116
interact with the security assessment tool 108 to perform the
overall security assessment. The user can utilize the interface
116 to mitiate a security assessment of the network environ-
ment 100. The user can utilize the interface 116 to enter
information about the network environment 100 and the com-
puter assets 102. For example, the user can enter information
about the structure of the network environment 100 such as
network addresses of the network environment 100. Like-
wise, for example, the user can enter information about the
computer assets 102, such as 1dentification of the computer
assets 102, access information for the computer assets 102,
and the like. The security assessment tool 108, for example,
the scanner 110, can utilize the information provided by the
user when 1dentitying the computer assets 102 and when
determining the security information for the network envi-
ronment 100.

The security assessment tool 108 can utilize the interface
116 to output the results of the overall security assessment.
The results can include the security score relative to the
potential security threats and the overall security score deter-
mined by the security assessment tool 108. The results can
also 1nclude one or more recommendations for improving the
security score relative to the potential security threats and the
overall security score. For example, the one or more recoms-
mendations can include deploying a new counter measure,
changing a security setting of the computer assets 102, chang-
ing a system setting of the computer assets 102, changing a
security policy of the computer systems 102, updating soft-
ware of the computer assets 102, installing security software
on the computer assets 102, and improving access informa-
tion for the computer assets 102.

As 1llustrated, the security assessment tool 108 can be
configured to access one or more security resources 118. The
security resources 118 can be a source, whether internal or
external to the network environment 100, that provides infor-
mation about security threats and counter measures. For
example, the security resources 118 can include security
experts, security forums, security literature, empirical secu-
rity testing platforms, and the like. Likewise, for example, the
security resource 118 can include the user of the security
assessment tool 108. The security assessment tool 108 can
utilize the security resources 118 to generate and update the
threat model 112. The security assessment tool 108 can also
utilize the security resources 118 to generate and update the
score model 114. For example, the security assessment tool
108 can utilize the security resources 118 to determine effec-
tiveness metrics for the counter measures. The effectiveness
metrics can be utilized to determine and update the weighting,
values for the counter measures.

FIG. 2 illustrates an example of a process 200 for assessing,
the security of the network environment 100, according to
various implementations. The illustrated stages of the process
200 are examples and that any of the illustrated stages can be
removed, additional stages can be added, and the order of the
illustrated stages can be changed.

As 1llustrated, at 202, the process can begin. At 204, the
security assessment tool 108 can determine the computer
assets 102 1n the network environment 100. The security
assessment tool 108 can scan the network environment 100 to
identity the computer assets 102 in the network environment
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100. Likewise, the security assessment tool 108 can receive
an 1dentification of computer assets 102 from a user of the
security assessment tool 108. Additionally, the security
assessment tool 108 can recerve, from a user, information
about the network environment 100 and the computer assets
102 to assist 1n scanning the network environment 100.

In 206, the security assessment tool 108 can determine an
actual deployment of counter measures on the computer
assets. To determine the actual deployment of the counter
measurers, the security assessment tool 108 can determine
security nformation of the network environment 100. The
security assessment tool 108 can scan the network environ-
ment 100 and the computer assets 102 to identily security
information. Likewise, the security assessment tool 108 can
receive the security information from a user of the security
assessment tool 108. Additionally, the security assessment
tool 108 can recerve, from a user, information about the
network environment 100 and the computer assets 102 to
assist in scanning the network environment 100.

The security information can include any information
about the structure of the network environment 100 and any
information about the computer assets 102. For example, the
security information can include security details of the net-
work environment 100, such as security polices of the net-
work environment 100, details of computer assets 102 (e.g.
firewalls ) providing security 1n the network environment 100,
and the like. Likewise, for example, the security information
can include security details of the computer assets 102, such
as the configuration of the computer assets 102, system set-
ting of the computer assets 102, software programs including
security software programs installed on the computer assets
102, security settings of the computer assets 102, configura-
tion policies of the computer assets 102, security policies of
the computer assets 102, access information for the computer
assets 102, and details of software programs installed on the
computer assets.

Once the security information 1s determined, the security
assessment tool 108 can determine potential security threats
to the network and determine counter measures to address the
potential security threats. Based on the security information,
the security assessment tool 108 can examine the threat model
112 to 1identity the potential security threats to the network
environment 100. Additionally, from the threat model 112,
the security assessment tool 108 can identify counter measure
that can address the potential security threats to the network
environment 100.

For example, based on the type and configurations of com-
puter assets 102, the security assessment tool 108 can deter-
mine potential security threats. For instance, if one or more of
the computer assets 102 are running a particular OS or a
particular software program, the security assessment tool 108
can determine any potential security threats and any counter
measures that are applicable to the particular OS or software
program. Likewise, for instance, 1f one or more of the com-
puter assets 102 are connected to a public network (e.g. the
internet), the security assessment tool 108 can determine any
potential security threats and any counter measures that are
associated with public networks.

Then, the security assessment tool 108 can determine an
actual deployment of the counter measures 1n the network.
Based on the security information and potential security
threats, the security assessment tool 108 can determine which
counter measures are actually deployed 1n the network envi-
ronment 100 and on the computer assets 102. The security
assessment tool 108 can determine which of counter mea-
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sures are deployed and the coverage of the counter measures
(e.g. on which computer assets 102 are the counter measures
deployed).

In 208, the security assessment tool 108 can determine an
overall security score for the network based on the actual
deployment of the counter measures, potential security
threats, and an effectiveness of the counter measures. The
security assessment tool 108 can determine the overall secu-
rity score based on potential security threats to the network
environment 100, the actual deployment of the counter mea-
sures 1n the network environment 100, and effectiveness on
the deployed counter measures. The overall security score can
include security scores for different security threats. The
security score for each security threat can reflect the actual
deployment of counter measures for each counter measure
and the effectiveness of the deployed counter measures. The
overall security score can be the combination of the security
scores for each potential security threat.

The security score for each potential security threat and the
overall security score can be a numerical value that represents
the overall security score for the network environment 100,
where a higher numerical value represents better security
relative to lower numerical values. For example, the security
score for each potential security threat and overall security
score can be a numerical value between “0” and “10,” where
“0” represents no security for potential security threats and
“10” represents complete coverage for the potential security
threats. For instance, if for a particular security threat, the
network environment 100 has deployed, on 100% of the
computer assets 102, a counter measure that 1s 50% effective
in mitigating a the particular security threat. In this instance,
the security assessment tool 108 can determine that the over-
all security score 1s 5.

The above describes an example of the general process for
determining the overall security score. A complete descrip-
tion of examples of determining the security score can be

found 1n the related application, U.S. patent application Ser.
No. 13/899,093 filed May 21, 2013, entitled “SYSTEMS

AND METHODS FOR D. JTERMINING AN OBIECTIVE
SECURITY ASSESSMENT FOR A NETWORK OF
ASSETS” by HD Moore, Roy Donald Hodgman, Dana Eliza-
beth Woll, and Matthew Robert Hathaway, the disclosure of
which 1s incorporated by reference herein 1n its entirety.

In 210, the security assessment tool 108 can determine
recommendations for improving the overall security score.
The recommendations can include any actions, procedures,
processes, and the like for improving the security score rela-
tive to the potential security threats and the overall security
score. For example, the one or more recommendations can
include deploying a new counter measure, changing a secu-
rity setting of the computer assets 102, changing a system
setting of the computer assets 102, changing a security policy
of the computer systems 102, updating software of the com-
puter assets 102, installing security software on the computer
assets 102, and improving access imformation for the com-
puter assets 102.

In 212, the security assessment tool 108 can output the
overall security score and the recommendations for the net-
work environment 100. For example, the security assessment
tool 108 can output the security score for each potential
security threat and overall security score via the interface 116.
The security assessment tool 108 can output the value of the
security score for each potential security threat and overall
security score in addition to recommendations to improve the
overall security score.

In 214, the security assessment tool 108 can repeat the
process above, over time, to determine new overall security
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scores. As new security threats arise, computer assets are
added and removed from the network, new counter measures
are determined, and as new counter measured are deployed,
the security assessment tool 108 can determine new security
score for each potential securnity threat and a new overall
security score. Likewise, the security assessment tool 108 can
determine impact of the changes on the new scores.

In 216, the security assessment tool 108 can perform trend-
ing analysis over time. The trending analysis can be any
procedure or process that determines how the security assess-
ment changes over time. For example, the security assess-
ment tool 108 can track the change 1n the overall security (or
security scores for potential threats), over time, and output a
graph or other indication of the changes over time. Likewise,
for example, the security assessment tool 108 can track the
change 1n deployment of counter measures, over time, and
output a graph or other indication of the changes over time.

In 218, the process can end, repeat, or return to any point.

FIG. 3 1illustrates an example of a process 300 for deter-
mining an overall security score and implementing recom-
mendations, according to various implementations. The 1llus-
trated stages of the process 300 are examples and that any of
the 1llustrated stages can be removed, additional stages can be
added, and the order of the 1llustrated stages can be changed.

As 1llustrated, at 302, the process can begin. In 304, the
security assessment tool 108 can 1nitially determine computer
assets 1 a computer network and counter measures deployed
on the computer assets. For example, when the security
assessment tool 108 first examines the network environment
100, the security assessment tool 108 can determine the com-
puter assets and security information for the network envi-
ronment 100. The security assessment tool 108 can determine
the computer assets and security information according to the
procedures as discussed above in FIG. 2.

In 306, the security assessment tool 108 can determine the
overall security score and the recommendations based on the
initial determination. The overall security scores can repre-
sent the 1mitial overall security scores before performing any
of the recommendations. The security assessment tool 108
can determine the overall security score based on the actual
deployment of the counter measures, the potential security
threats to the network environment, and an elffectiveness of
the counter measures according to the procedures as dis-
cussed above 1n FIG. 2.

The recommendations can include any actions, proce-
dures, processes, and the like for improving the security score
relative to the potential security threats and the overall secu-
rity score. For example, the one or more recommendations
can 1nclude deploying a new counter measure, changing a
security setting of the computer assets 102, changing a system
setting of the computer assets 102, changing a security policy
of the computer systems 102, updating software of the com-
puter assets 102, installing security software on the computer
assets 102, and improving access information for the com-
puter assets 102.

In 308, one or more of the recommendations can be imple-
mented 1n the network environment 100. The recommenda-
tions can be implemented by the security assessment tool 108.
For example, the security assessment tool 108 can access the
computer assets and perform the recommended action, such
as deploying a new counter measure, changing a security
setting of the computer assets 102, changing a system setting
of the computer assets 102, changing a security policy of the
computer systems 102, updating software of the computer
assets 102, installing security software on the computer assets
102, and improving access information for the computer
assets 102.
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Likewise, a user or other computer system in the network
environment 100 can implement the one or more recommen-
dations. If performed by the user, the security assessment tool
108 can output an 1dentification of the one or more recom-
mendations and mstructions for performing the one or more
recommendations. For example, 11 the recommendation 1s
changing a security setting of a particular computer asset 102,
the security assessment tool 108 can output an identification
of the particular computer asset 102, an 1dentification of the
security setting to be changed, and instructions for changing
the security setting. Based on the output 1dentification and
instructions, the user can implement the one or more recoms-
mendations.

After the 1mitial assessment, the security assessment tool
108 can perform the security assessment over time to deter-
mine have the overall security score changes relative to
changes 1n the network environment 100. In 310, the security
assessment tool 108 can determine a change in computer
assets 1 a network, change 1n counter measures deployed, or
change 1n potential security threats. The security assessment
tool 108 can rescan the computer assets 102 and determine
new security information and changes in the security infor-
mation. Likewise, the security assessment tool 108 can deter-
mine 1f computer assets 102 have been removed and added.
Additionally, the user of the security assessment tool 108 can
enter new security information, changes 1n the security infor-
mation, and changes in the computer assets 102. Addltlonally,,
the security assessment tool 108 can determine, by examining,
the threat model 112, new security threats, changes to existing
security threats, new counter measures, and changes to exist-
Ing counter measures.

In 312, the security assessment tool 108 can determine a
new overall security score and the new recommendations for
improving the security score. The overall security scores can
represent the mitial overall security scores belore performing,
any of the recommendations. The security assessment tool
108 can determine the overall security score based on the
actual deployment of the counter measures, the potential
security threats to the network environment, and an effective-
ness of the counter measures according to the procedures as
discussed above 1n FIG. 2.

The recommendations can include any actions, proce-
dures, processes, and the like for improving the security score
relative to the potential security threats and the overall secu-
rity score. For example, the one or more recommendations
can include deploying a new counter measure, changing a
security setting of the computer assets 102, changing a system
setting of the computer assets 102, changing a security policy
of the computer systems 102, updating software of the com-
puter assets 102, installing security software on the computer
assets 102, and improving access information for the com-
puter assets 102.

In 314, one or more of the new recommendation can be
implemented. The new recommendations can be 1mple-
mented by the security assessment tool 108. For example, the
security assessment tool 108 can access the computer assets
and perform the recommended action, such as deploying a
new counter measure, changing a security setting of the com-
puter assets 102, changing a system setting of the computer
assets 102, changing a security policy of the computer sys-
tems 102, updating software of the computer assets 102,
installing security software on the computer assets 102, and
improving access information for the computer assets 102.

Likewise, a user or other computer system 1n the network
environment 100 can implement the one or more new recoms-
mendations. If performed by the user, the security assessment
tool 108 can output an identification of the one or more
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recommendations and instructions for performing the one or
more recommendations. For example, 11 the recommendation
1s adding a new counter measure, the security assessment tool
108 can output an identification of the counter measure, an
identification of the computer assets affected by the new
counter measure, and 1nstructions for adding the new counter
measure. Based on the output identification and instructions,
the user can implement the one or more recommendations.

In 316, the secunity assessment tool 108 can repeat the
process over time as conditions 1n the network environment
100 change. The security assessment tool 108 can automati-
cally repeat the process at predefined times or at the prede-
termined internals. Likewise, the security assessment tool
108 can repeat the process at the request of a user or other
computer system.

In 318, the security assessment tool 108 can perform trend-
ing analysis over time. The trending analysis can be any
procedure or process that determines how the security assess-
ment changes over time. For example, the security assess-
ment tool 108 can track the change 1n the overall security (or
security scores for potential threats), over time, and output a
graph or other indication of the changes over time. Likewise,
for example, the security assessment tool 108 can track the
change 1n deployment of counter measures, over time, and
output a graph or other indication of the changes over time.

In 320, the process can end, repeat, or return to any point.

FIGS. 4A-4V 1illustrate examples GUIs provided by the
interface 116 that can be used to communicate with the secu-
rity assessment tool 108. The examples of the GUI, as
described below, can be provided locally at a computer sys-
tem executing the security assessment tool 108, such as dis-
played on a display. Additionally, the examples of the GUI, as
described below, can be provided remotely to computer sys-
tem, for example, 1n the form of web pages. Likewise, the
examples of the GUIs can be provided via one or more appli-
cation programming interfaces (APIs) to allow other software

programs to interact with the security assessment tool 108.

As 1llustrated 1n FI1G. 4A, the security assessment tool 108
can provide a GUI 400. In this example, the GUI 400 can
allow a user to enter information about themselves that allows
the security assessment tool 108 to create an account with the
security assessment tool 108. The GUI 400 can include a
window 401 that allows a user to provide their name, a user
name, a password, and an email address. The security assess-
ment tool 108 can utilize the account to grant access to the
user, store preferences of the user, and the like. Once the
account 1s created, the user can utilize fields and widgets 402
to access the security assessment tool 108 using the username
and password.

Once the user has created an account, the security assess-
ment tool 108 can provide a GUI 405 as illustrated in F1G. 4B.
The GUI 405 can allow the user to initiate a scan of the
network environment 400, for example the mitial scan of the
network environment 400. The GUI 405 can include fields
406 that allow the user to enter information about the network
environment 100, such as the domain credentials of the net-
work environment 100 that allow the security assessment tool
108 to access the network environment 100. The GUI 405 can
also include a widget 407 that causes the security assessment
tool 108 to imitiate the scan. During the scan, the security
assessment tool 108 can determine the computer assets 102 1n
the network environment 100 and the security information of
the computer assets 102. As illustrated 1n FIG. 4C, the secu-
rity assessment tool 108 can provide, during the scan, a GUI
408 that shows the progress of the scan.

After the scan 1n complete, the security assessment tool
108 can determine the overall security assessment for the
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network environment 100 and display the results 1n a GUI
410, as 1llustrate din FI1G. 4D-41.. As 1llustrated 1n FIG. 4D,

the GUI 410 can include fields 411 that display the overall
security score and the security scores for each potential secu-
rity threat. The GUI 410 can also include fields 412 that
display the number of computer assets 102 in the network
environment 100 scanned and the change in the number of
computer assets 102 scanned since the last scan. The GUI 410
also 1ncludes a window 413 that displays the potential secu-
rity threats and the actual coverage of the counter measures.
As 1llustrated, the window 413 can include a description of
the counter measures and a graphic (bar meter) that shows the
potential security threats and the actual coverage actual
deployment of the counter measures addressing the security
threat. The graphic can include slider bars that allow a user to
set a goal for the actual coverage actual deployment of the
counter measures. The window 413 can also include a graphic
that shows the change 1n the actual deployment of the counter
measures since the last scan. The GUI 410 can also include a
window 414 that shows the recommendations for improving
the security scores. The GUI 410 can also include a window
415 that shows details of the computer assets 102, such as
network address, user, type of system, and the risk of the
computer asset 102 relative to the potential security threats.

Further, as illustrated 1n FIG. 4E, the window 413 can be
interact to allow the user to view additional details on more or
more of the potential security threats. As illustrated, a user can
expand a particular potential security threat to view each
counter measure deployed. As 1llustrated 1n FIG. 4F, the win-
dow 413, 414, and 415 can also be linked. If a user selects a
potential threat in window 413, the recommendations dis-
played in the window 414 can be sorted for the selected
potential security threat, and the computer assets 102 dis-
played in the window 415 can be the computer assets affected
by the selected potential security threat. As illustrated 1n FIG.
4G and FIG. 41, the window 415 can also be interactive. A
user can select a computer asset 102 to view additional details
of the computer asset 102 (windows 417 and 418). As 1llus-
trated in F1G. 4H, the window 414 can also be interactive. The
user can select a particular recommendation in the window
414, and the security assessment tool 108 can display a win-
dow 416. The window 416 can show detailed instructions for
implementing the recommendation. The GUI 410 can also
include widgets 419, 420, and 421 that also the user to view
setup tips, progress of an ongoing scan, and specily computer
assets 102 to scan, respectively.

The security assessment tool 108 can also allow a user to
search for computer assets 102. F1G. 4M 1llustrates a window
422 of a search performed on a network address range
“202.160.183 x”’.

As described above, the security assessment tool 108 can
perform trending analysis. FIG. 4N 1illustrates an example of
a trending analysis performed by the security assessment tool
108. As 1llustrated, the security assessment tool 108 can pro-
vide a GUI 425. The GUI 425 can include a graph that shows
the trends of the security assessment, for example, change in
deployment of a counter measure. As discussed above, the
user can use the interface to manage the security assessment
tool 108. FIGS. 40-4Q) 1llustrate a GUI 430 that can be utilized
to schedule scans by the security assessment tool 108. As
illustrated, the GUI 430 can include a window 432 that allows
a user to specily the details of automatic scan to be performed
by the security assessment tool 108. The GUI 430 can also
include fields that display the progress of scan in progress.
FIGS. 4R-4V 1llustrate other GUI that can be used to man-
agement to process ol the security assessment tool 108. FIGS.
4R and 48 1illustrate GUIs 440 and 445 that can be utilized to
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enter information about the computer assets 102. FIG. 4T
illustrates a GUI 450 that can be utilized to manage the
account information of the user’s of the security assessment
tool 108. FIGS. 4U and 4V illustrate GUIs 455 and 460 that
can be utilized to assign task to users and set goals.

FIG. 5 illustrates an example of a hardware configuration
for a computing device 500 implementing the security assess-
ment tool 108 that can be used to perform one or more of the
processes described above. While FIG. 5 illustrates various
components contained in the computing device 500, FIG. 5
illustrates one example of a computing device and additional
components can be added and existing components can be
removed.

As 1illustrated i FIG. 5, the computing device 500 can
include one or more processors 502 of varying core configu-
rations and clock frequencies. The computing device 500 can
also include one or more memory devices 504 that serve as a
main memory during the operation of the computing device
500. For example, during operation, a copy of the security
assessment tool 108 can be stored in the one or more memory
devices 504. The computing device 500 can also include one
or more peripheral interfaces 506, such as keyboards, mice,

touchpads, computer screens, touchscreens, etc., for enabling
human interaction with and mamipulation of the computing
device 500.

The computing device 500 can also include one or more
network interfaces 508 for communicating via one or more
networks, such as Ethernet adapters, wireless transceivers, or
serial network components, for communicating over wired or
wireless media using protocols. The computing device 500
can also 1include one or more storage device 510 of varying
physical dimensions and storage capacities, such as flash
drives, hard drives, random access memory, etc., for storing
data, such as 1mages, files, and program instructions for
execution by the one or more processors 302.

Additionally, the computing device 500 can include one or
more software programs 512, such as the security assessment
tool 108. The one or more software programs 512 can include
instructions that cause the one or more processors 502 to
perform the processes described herein. Copies of the one or
more software programs 512 can be stored 1n the one or more
memory devices 504 and/or on 1n the one or more storage
devices 510. Likewise, the data, for example, utilized by one
or more soltware programs 512 can be stored 1n the one or
more memory devices 504 and/or on in the one or more
storage devices 510.

In 1implementations, the computing device 500 can com-
municate with one or more remote user devices 514 and a
network environment 518, such as the network environment
100, via a network 516. The one or more remote user devices
514 can be any types of conventional computing devices. For
example, the one or more user devices 514 can be desktops,
laptops, servers, etc., or mobile devices, such as smart tele-
phones, tablet computers, cellular telephones, personal digi-
tal assistants, etc. The network 516 can be any type of net-
work, such as a local area network, a wide-area network, a
virtual private network, the Internet, an intranet, an extranet,
a public switched telephone network, an infrared network, a
wireless network, and any combination thereof. The network
516 can support communications using any of a variety of
commercially-available protocols, such as TCP/IP, OSI, FTP,
UPnP, NFS, CIFS, and AppleTalk. The network 516 can be,
for example, a local area network, a wide-area network, a
virtual private network, the Internet, an intranet, an extranet,
a public switched telephone network, an infrared network, a
wireless network, and any combination thereof.
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In 1mplementations, the computing device 3500 can
exchange data with the one or more user devices 514 and the
network environment 518 over the network 516. For example,
the computing device 500 can receive requests to perform
security assessments and receive data regarding the security 5
assessment requests.

The computing device 500 and the security assessment tool
108 can be implemented as part of at least one service or Web
service, such as may be part of a service-oriented architecture.
For example, the computing device 500 can exchange data 10
with the one or more user devices 514 during operation of the
at least one service or Web service. Services such as Web
services can communicate using any appropriate type of mes-
saging, such as by using messages 1n extensible markup lan-
guage (XML) format and exchanged using an appropriate 15
protocol such as SOAP (derived from the “Simple Object
Access Protocol”). Processes provided or executed by such
services can be written 1n any appropriate language, such as
the Web Services Description Language (WSDL). Using a
language such as WSDL allows for functionality such as the 20
automated generation of client-side code in various SOAP
frameworks.

In implementations the computing device 500 can be uti-
lized as part of a Web server architecture. In the Web server
architecture, the computing device 500 can run any of a 25
variety of server or mid-tier applications, including HT'TP
servers, F1P servers, CGI servers, data servers, Java servers,
and business application servers. The computing device 500
also can be capable of executing programs or scripts in
response requests from the one or more remote user devices 30
514, such as by executing one or more Web applications that
may be implemented as one or more scripts or programs
written 1n any programming language, such as Java®, C, C#
or C++, or any scripting language, such as Perl, Python, or
TCL, as well as combinations thereof. The computing device 35
500 can also include database servers, including without limi-
tation those commercially available from Oracle®,
Microsolt®, Sybase®, and IBM®.

The computing device 500 can include a variety of data
stores and other memory and storage media as discussed 40
above. These can reside 1n a variety of locations, such as on a
storage medium local to (and/or resident 1n) one or more of
the computers or remote from any or all of the computers
across the network. In some implementations, imnformation
can reside 1n a storage-area network (“SAN”) familiar to 45
those skilled 1n the art. Similarly, any necessary files for
performing the functions attributed to the computers, servers,
or other network devices may be stored locally and/or
remotely, as appropriate.

In 1mplementations, the components of the computing 50
device 500 as described above need not be enclosed within a
single enclosure or even located in close proximity to one
another. Those skilled 1n the art will appreciate that the above-
described componentry are examples only, as the computing
device 500 can include any type of hardware componentry, 55
including any necessary accompanying firmware or software,
for performing the disclosed implementations. The comput-
ing device 500 can also be implemented 1n part or in whole by
clectronic circuit components or processors, such as applica-
tion-specific integrated circuits (ASICs) or field-program- 60
mable gate arrays (FPGAs).

Certain 1mplementations described above can be per-
formed as a computer applications or programs. The com-
puter program can exist 1n a variety of forms both active and
inactive. For example, the computer program can exist as one 65
or more soiftware programs, soltware modules, or both that
can be comprised of program instructions in source code,
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object code, executable code or other formats; firmware pro-
gram(s); or hardware description language (HDL) files. Any
of the above can be embodied on a computer readable
medium, which include computer readable storage devices
and media, and signals, 1n compressed or uncompressed
form. Examples of computer readable storage devices and
media include conventional computer system RAM (random
access memory ), ROM (read-only memory), EPROM (eras-
able, programmable ROM), EEPROM (electrically erasable,
programmable ROM), and magnetic or optical disks or tapes.
Examples of computer readable signals, whether modulated
using a carrier or not, are signals that a computer system
hosting or running the present teachings can be configured to
access, including signals downloaded through the Internet or
other networks. Concrete examples of the foregoing include
distribution of executable software program(s) of the com-
puter program on a CD-ROM or via Internet download. In a
sense, the Internet 1tself, as an abstract entity, 1s a computer
readable medium. The same 1s true of computer networks in
general.
While the teachings have been described with reference to
examples of the implementations thereol, those skilled in the
art will be able to make various modifications to the described
implementations without departing from the true spirit and
scope. The terms and descriptions used herein are set forth by
way of 1llustration only and are not meant as limitations. In
particular, although the method has been described by
examples, the steps of the method may be performed 1n a
different order than illustrated or simultaneously. Further-
more, to the extent that the terms “including”, “includes™,
“having”, “has”, “with”, or variants thereof are used 1n either
the detailed description and the claims, such terms are
intended to be inclusive in a manner similar to the term
“comprising.” As used herein, the terms “one or more of” and
“at least one of” with respect to a listing of 1tems such as, for
example, A and B, means A alone, B alone, or A and B.
Further, unless specified otherwise, the term “set” should be
interpreted as “one or more.” Also, the term “couple” or
“couples” 1s mtended to mean either an indirect or direct
connection. Thus, 11 a first device couples to a second device,
that connection may be through a direct connection, or
through an indirect connection via other devices, compo-
nents, and connections.
What 1s claimed 1s:
1. A computer-implemented method for determining an
objective security assessment for a network, the method com-
prising:
determining computer assets in the network;
determining an actual deployment of counter measures
associated with the network, wherein the counter mea-
sures address potential security threats to the network;

determining, by a processor, an overall security score for
the network based at least 1n part on the actual deploy-
ment of the counter measures and an effectiveness of the
counter measures;

determinming at least one recommendation for improving,

the overall security score; and

outputting the at least one recommendation and the overall

security score,

wherein the overall security score comprises a security

score of each of the counter measures associated with
the computer assets, the security score of each of the
counter measures being based at least in part on an actual
clfectiveness score that represents the actual deploy-
ment of each of the counter measures and a possible
elfectiveness score that represents a possible deploy-
ment of each of the counter measures, and
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wherein outputting the at least one recommendation and
the overall security score further comprises outputting
the security score ol each of the counter measures
deployed on the computer assets.

2. The computer-implemented method of claim 1, the
method further comprising;

determining, at a later time, a change 1n the actual deploy-

ment of the counter measures; and

determining a new overall security score for the network

based at least 1n part on the change in the actual deploy-
ment and the effectiveness of the counter measures.

3. The computer-implemented method of claim 2, the
method further comprising:

outputting the new overall security score;

outputting a change 1n the new overall security score rela-

tive to the overall security score; and

outputting at least one new recommendation for improving

the overall security score.

4. The computer-implemented method of claim 2, wherein
the change 1n the actual deployment corresponds to at least
one of a performance of the at least one recommendation and
a change in the computer assets 1n the network.

5. The computer-implemented method of claim 1, wherein
determining the assets in the computer network comprises at
least one of:

scanning the network for one or more of the computer

assets; and

receiving, via an interface, an identification of one or more

of the computer assets.

6. The computer-implemented method of claim 1, wherein
determining the actual deployment of counter measures coms-
Prises:

determining security information of the computer assets,

wherein the security information comprises at least one
of 1dentification of security software installed on the
computer assets, vulnerabilities on the computer assets,
system settings of the computer assets, security settings
of the computer assets, configuration policies of the
computer assets, security policies of the computer
assets, access information for the computer assets,
details of software installed on the computer assets, and
a comparison of the access information and the security
setting for the computer assets;

determining, based at least in part on the security informa-

tion, at least one of the counter measures associated with
the network; and

determining, based at least in part on the security informa-

tion, a coverage of the at least one of the counter mea-
sures within the network.

7. The computer-implemented method of claim 6, wherein
determining the security information comprises at least one
of:

receiving, via an interface, a portion of the security infor-

mation from a user; and

automatically discovering a portion of the security infor-

mation.

8. The computer-implemented method of claim 1, wherein
the actual effectiveness and the possible effectiveness of the
counter measures 1s based on at least one of:

empirical testing of counter measures versus actual secu-

rity threats; survey of security experts including com-
monly understood best practices; and results of findings
by security research organizations.

9. The computer-implemented method of claim 1, wherein
the at least one recommendation comprises at least one of
deploying a new counter measure, changing a security setting
of the computer assets, changing a system setting of the
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computer assets, changing a security policy of the computer
assets, updating software of the computer assets, installing
security software on the computer assets, and improving
access information for the computer assets.

10. The computer-implemented method of claim 1, the
method further comprising:

receving, via an interface, a selection of the at least one

recommendation; and

outputting instructions for implementing the at least one

recommendation.
11. The computer-implemented method of claim 1, the
method further comprising:
determining an amount that each of the potential security
threats contributes to the overall security score;

ranking each of the potential security threats based at least
in part on one of the frequency of the threat in empirical
testing, the potential impact of the threat, or likelihood of
the threat succeeding to determine the amount that each
of the potential security threats contributes to the overall
security score; and

outputting the potential security threats ordered according,

to the ranking.

12. The computer-implemented method of claim 11, the
method further comprising:

receving, via an interface, at least one of the potential

security threats that 1s a priority;

re-ranking each of the potential security threats based at

least 1n part on the at least one of the potential security
threats being a priority; and

outputting the potential security threats ordered according

to the re-ranking.

13. The computer-implemented method of claim 1,
wherein the computer assets comprises at least one of a physi-
cal computer system, physical computer hardware, and a
virtual computer system.

14. A system for determining an objective security assess-
ment, the system comprising:

a network interface to a network of computer assets;

one or more memory device storing instructions; and

one or more processors coupled to the network interface

and the one or more memory devices, the one or more

processors being configured to execute the mnstructions

to perform a method comprising:

determining computer assets 1n the network;

determining an actual deployment of counter measures
assoclated with the network, wherein the counter
measures address potential security threats to the net-
work:

determining an overall security score for the network

based at least in part on the actual deployment of the
counter measures and an effectiveness of the counter
measures;

determining at least one recommendation for improving,
the overall security score; and

outputting the at least one recommendation and the over-
all security score,

wherein the overall security score comprises a security
score of each of the counter measures associated with
the computer assets, the security score of each of the
counter measures being based at least 1n part on an
actual eflectiveness score that represents the actual
deployment of each of the counter measures and a
possible effectiveness score that represents a possible
deployment of each of the counter measures, and

wherein outputting the at least one recommendation and
the overall security score further comprises output-
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ting the security score of each of the counter measures
deployed on the computer assets.

15. The system of claim 14, wherein the one or more
processors are configured to execute the instructions to per-
form the method further comprising:

determining, at a later time, a change 1n the actual deploy-

ment of the counter measures; and

determining a new overall security score for the network

based at least 1n part on the change in the actual deploy-
ment and the effectiveness of the counter measures.

16. The system of claim 15, wherein the one or more
processors are configured to execute the instructions to per-
torm the method further comprising:

outputting the new overall security score;

outputting a change 1n the new overall security score rela-

tive to the overall security score; and

outputting at least one new recommendation for improving,

the overall security score.

17. The system of claam 15, wherein the change in the
actual deployment corresponds to at least one of a perfor-
mance of the at least one recommendation and a change 1n the
computer assets 1n the network.

18. The system of claim 14, wherein determining the assets
in the computer network comprises at least one of:

scanning the network for one or more of the computer

assets; and

receiving, via an interface, an identification of one or more

of the computer assets.

19. The system of claim 14, wherein determining the actual
deployment of counter measures comprises:

determining security information of the computer assets,

wherein the security information comprises at least one
of 1dentification of security software installed on the
computer assets, vulnerabilities on the computer assets,
system settings of the computer assets, security settings
of the computer assets, configuration policies of the
computer assets, security policies of the computer
assets, access information for the computer assets,
details of software 1nstalled on the computer assets, and
a comparison of the access information and the security
setting for the computer assets;

determining, based at least in part on the security informa-

tion, at least one of the counter measures associated with
the network; and

determining, based at least in part on the security informa-

tion, a coverage of the at least one of the counter mea-
sures within the network.

20. The system of claim 19, wherein determining the secu-
rity information comprises at least one of:

receiving, via an interface, a portion of the security infor-

mation from a user; and

automatically discovering a portion of the security infor-

mation.

21. The system of claim 14, wherein the actual effective-
ness and the possible effectiveness of the counter measures 1s
based on at least one of:

empirical testing of counter measures versus actual secu-

rity threats; survey of security experts including com-
monly understood best practices; and results of findings
by security research organizations.

22. The system of claim 14, wherein the at least one rec-
ommendation comprises at least one of deploying a new
counter measure, changing a security setting of the computer
assets, changing a system setting of the computer assets,
changing a security policy of the computer assets, updating
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soltware of the computer assets, installing security software
on the computer assets, and improving access information for
the computer assets.

23. The system of claim 14, wherein the one or more
processors are configured to execute the instructions to per-
form the method further comprising:

receving, via an interface, a selection of the at least one

recommendation; and

outputting instructions for implementing the at least one

recommendation.
24. The system of claim 14, wherein the one or more
processors are configured to execute the instructions to per-
form the method further comprising:
determiming an amount that each of the potential security
threats contributes to the overall security score;

ranking each of the potential security threats based at least
in part on one of the frequency of the threat in empirical
testing, the potential impact of the threat, or likelihood of
the threat succeeding to determine the amount that each
of the potential security threats contributes to the overall
security score; and

outputting the potential security threats ordered according,

to the ranking.

25. The system of claim 24, wherein the one or more
processors are configured to execute the instructions to per-
form the method further comprising:

receving, via an interface, at least one of the potential

security threats that 1s a priority;

re-ranking each of the potential security threats based at

least 1in part on the at least one of the potential security
threats being a priority; and

outputting the potential security threats ordered according

to the re-ranking.

26. The system of claim 14, wherein the computer assets
comprises at least one of a physical computer system, physi-
cal computer hardware, and a virtual computer system.

27. A non-transitory computer readable storage medium
comprising instructions for causing one or more processors to
perform a method for determining an objective security
assessment for a network, the method comprising:

determinming computer assets 1n the network;

determining, by a security assessment tool, an actual

deployment of counter measures associated with the
network, wherein the counter measures address poten-
tial security threats to the network;

determining, by a processor, an overall security score for

the network based at least 1n part on the actual deploy-
ment of the counter measures and an effectiveness of the
counter measures;

determining at least one recommendation for improving,

the overall security score; and

outputting the at least one recommendation and the overall

security score,

wherein the overall security score comprises a security

score of each of the counter measures associated with
the computer assets, the security score of each of the
counter measures being based at least in part on an actual
elffectiveness score that represents the actual deploy-
ment of each of the counter measures and a possible
cifectiveness score that represents a possible deploy-
ment of each of the counter measures, and

wherein outputting the at least one recommendation and

the overall security score further comprises outputting
the security score of each of the counter measures
deployed on the computer assets.

28. The non-transitory computer readable storage medium
of claim 27, the method further comprising:
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determining, at a later time, a change in the actual deploy-

ment of the counter measures: and

determining a new overall security score for the network

based at least 1n part on the change 1n the actual deploy-
ment and the effectiveness of the counter measures.

29. The non-transitory computer readable storage medium
of claim 28, the method further comprising:

outputting the new overall security score;

outputting a change 1n the new overall security score rela-

tive to the overall security score; and

outputting at least one new recommendation for improving,

the overall security score.

30. The non-transitory computer readable storage medium
of claim 28, wherein the change in the actual deployment
corresponds to at least one of a performance of the atleast one
recommendation and a change 1n the computer assets in the
network.

31. The non-transitory computer readable storage medium
of claim 27, wherein determining the assets in the computer
network comprises at least one of:

scanning the network for one or more of the computer

assets; and

receiving, via an interface, an identification of one or more

of the computer assets.

32. The non-transitory computer readable storage medium
of claim 27, wherein determiming the actual deployment of
counter measures COmprises:

determining security information of the computer assets,

wherein the security information comprises at least one
of 1dentification of security software installed on the
computer assets, vulnerabilities on the computer assets,
system settings of the computer assets, security settings
of the computer assets, configuration policies of the
computer assets, security policies of the computer
assets, access information for the computer assets,
details of software 1nstalled on the computer assets, and
a comparison of the access information and the security
setting for the computer assets;

determining, based at least in part on the security informa-

tion, at least one of the counter measures associated with
the network; and

determining, based at least in part on the security informa-

tion, a coverage of the at least one of the counter mea-
sures within the network.

33. The non-transitory computer readable storage medium
of claim 32, wherein determining the security information
comprises at least one of:

receiving, via an interface, a portion of the security infor-

mation from a user; and

automatically discovering a portion of the security infor-

mation.
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34. The non-transitory computer readable storage medium
of claim 27, wherein the actual effectiveness and the possible
elfectiveness of the counter measures 1s based on at least one
of:

empirical testing of counter measures versus actual secu-

rity threats; survey of security experts including com-
monly understood best practices; and results of findings
by security research organizations.

35. The non-transitory computer readable storage medium
of claim 27, wherein the at least one recommendation com-
prises at least one of deploying a new counter measure,
changing a security setting of the computer assets, changing
a system setting of the computer assets, changing a security
policy of the computer assets, updating software of the com-
puter assets, installing security software on the computer
assets, and improving access information for the computer
assets.

36. The non-transitory computer readable storage medium
of claim 27, the method further comprising:

recerving, via an interface, a selection of the at least one

recommendation; and

outputting instructions for implementing the at least one

recommendation.

3’7. The non-transitory computer readable storage medium
of claim 27, the method further comprising:

determining an amount that each of the potential security

threats contributes to the overall security score;
ranking each of the potential security threats based at least
in part on one of the frequency of the threat in empirical
testing, the potential impact of the threat, or likelihood of
the threat succeeding to determine the amount that each
of the potential security threats contributes to the overall

security score; and

outputting the potential security threats ordered according

to the ranking.

38. The non-transitory computer readable storage medium
of claim 37, the method further comprising:

receving, via an interface, at least one of the potential

security threats that 1s a priority;

re-ranking each of the potential security threats based at

least 1n part on the at least one of the potential security
threats being a priority; and

outputting the potential security threats ordered according,

to the re-ranking.

39. The non-transitory computer readable storage medium
of claim 27, wherein the computer assets comprises at least
one of a physical computer system, physical computer hard-
ware, and a virtual computer system.
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