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PERFORMING A GROUP AUTHENTICATION
AND KEY AGREEMENT PROCEDURE

RELATED APPLICATION

This application was originally filed as PCT Application
No. PCT/CN2011/074693 filed May 26, 2011.

FIELD OF THE INVENTION

Embodiments of the present invention generally relate to
wireless communication. More particularly, embodiments of
the present invention relate to a method, an apparatus, and a
computer program product for performing a group authenti-
cation and key agreement procedure on a group of commu-
nication devices, €.g., machine-type-communication devices.

BACKGROUND OF THE INVENTION

Various abbreviations that appear in the specification and/
or 1n the drawing figures are defined as below:

3GPP Third Generation Partnership Project

LTE Long Term Evolution

BS Base Station

MS Mobile Station

MME Mobility Management Entity

UE User Equipment

IMSI International Mobile Subscriber Identity

ASME Access Security Management Entity

TMSI Temporary Mobile Subscriber Identity

MTC Machine Type Communication

HSS Home Subscriber Server

IMEI International Mobile Equipment Identity

AV Authentication Vector

USIM Universal Subscriber Identity Module

AUTN Authentication Token

RAND Random Challenge

GPRS General Packet Radio Service

SGSN Serving GPRS Support Node

XRES Expected Response

CK Cipher Key

IK Integrity Key

AK Anonymity Key

XMAC Expected Message Authentication Code

MAC Message Authentication Code

AuC Authentication Center

AKA Authentication and Key Agreement

An AKA procedure 1s a procedure that has been employed
by many communication systems of today for the purpose of
improving system security and robustness. One such an AKA
procedure has been detailed 1n 3GPP Technical Specifica-
tions 33.102 and 33.401, which are incorporated herein by
reference 1n their entirety. The AKA procedure, which may
involve a challenge-response authentication procedure as
known 1n the art, will mevitably cause certain amount of
signaling overhead. When the number of devices to be
authenticated 1n the AKA procedure 1s relatively low, 1t will
merely cause small amount of overhead for the network.
However, 1n a situation where devices to be simultaneously
authenticated are numerous, 1t will generate tremendous sig-
naling overhead that may burden the bandwidth and process-
ing capability of the network. This 1s especially true for
machine-type communications 1n which many MTC devices
formed 1n groups will imitiate theirr own AKA procedures
towards the network simultaneously and thereby make nega-
tive impact on the network. For more information regarding,
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MTC communications, see 3GPP Technical Report 33.868,
which 1s also incorporated herein by reference in 1ts entirety.

Therefore, what 1s needed in the prior art 1s means for
performing a group AKA procedure on a group of devices in
an elficient and secure manner such that the impact of signal-
ing overhead on the network could be decreased.

SUMMARY OF THE INVENTION

A method, an apparatus, and a computer program product
are therefore provided for performing a group AKA proce-
dure on a group of devices. In particular, a method, an appa-
ratus and a computer program product are provided where a
master device 1n a group of devices, upon completion of its
own authentication with the network (1.e., authentication enti-
ties), may authenticate other devices 1n the group on behaltf of
the network. Thus, for example, the impact of the signaling
overhead on the network may be decreased without substan-
tive modification to the existing architecture of the network.

One embodiment of the present mmvention provides a
method. The method comprises mitiating, by a master device
in a group of devices, a group authentication and key agree-
ment procedure towards an authentication entity, wherein a
shared group key 1s defined for use 1n the group authentication
and key agreement procedure. The method also comprises
performing mutual authentication between the master device
and the authentication entity based upon the shared group
key. Additionally, the method comprises performing mutual
authentication between the authenticated master device and
other devices 1n the group based upon the shared group key
for completion of the group authentication and key agreement
procedure.

In one embodiment, the master device 1s selected by an
owner of the group of devices, an owner of the master device
or a network operator.

In another embodiment, a plurality of different shared
group keys are defined for a plurality of different groups of
devices such that the device has a plurality of the shared group
keys based upon the groups to which 1t belongs.

In an additional embodiment, the performing mutual
authentication 1s based upon a challenge-response authenti-
cation procedure.

In one embodiment, the method further comprises sending,
from the master device, to the authentication entity a message
regarding results of the group authentication and key agree-
ment procedure.

In another embodiment, the method further comprises
istructing, by the master device, one or more devices that
have failed 1n the group authentication and key agreement
procedure to initiate an authentication and key agreement
procedure towards the authentication entity individually.

In an additional embodiment, the method further com-
prises generating, for one or more devices that have been
successiully authenticated in the group authentication and
key agreement procedure, a respective new shared key based
upon one or more device specific parameters and an interme-
diate group key derived from the shared group key.

In another embodiment, the one or more device specific
parameters are one or more ol an existing specific key, an
international mobile subscriber 1dentity, a temporary mobile
subscriber 1dentity, and an international mobile equipment
identity of the device.

In one embodiment, the existing specific key 1s a shared
key dertved from a shared root key between the device and an
authentication center, and the respective new shared key 1s
derived from the existing specific key and the intermediate
group key.
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An additional embodiment of the present imnvention pro-
vides an apparatus. The apparatus comprises means for 1niti-
ating, by a master device in a group of devices, a group
authentication and key agreement procedure towards an
authentication entity, wherein a shared group key 1s defined
for use 1n the group authentication and key agreement proce-
dure. The apparatus also comprises means for performing
mutual authentication between the master device and the
authentication entity based upon the shared group key. Addi-
tionally, the apparatus comprises means for performing
mutual authentication between the authenticated master
device and other devices 1n the group based upon the shared
group key for completion of the group authentication and key
agreement procedure.

In one embodiment, the master device 1s selected by an
owner of the group of devices, an owner of the master device
or a network operator.

In another embodiment, a plurality of different shared
group keys are defined for a plurality of different groups of
devices such that the device has a plurality of the shared group
keys based upon the groups to which 1t belongs.

In an additional embodiment, the performing mutual
authentication 1s based upon a challenge-response authenti-
cation procedure.

In one embodiment, the apparatus further comprises means
for sending, from the master device, to the authentication
entity a message regarding results of the group authentication
and key agreement procedure.

In another embodiment, the apparatus further comprises
means for instructing, by the master device, one or more
devices that have failed in the group authentication and key
agreement procedure to mnitiate an authentication and key
agreement procedure towards the authentication entity indi-
vidually.

In an additional embodiment, the apparatus comprises
means for generating, for one or more devices that have been
successiully authenticated in the group authentication and
key agreement procedure, a respective new shared key based
upon one or more device specific parameters and an interme-
diate group key derived from the shared group key.

In a further embodiment, the one or more device specific
parameters are one or more ol an existing specific key, an
international mobile subscriber 1dentity, a temporary mobile
subscriber identity, and an international mobile equipment
identity of the device.

In one embodiment, the existing specific key 1s a shared
key dertved from a shared root key between the device and an
authentication center, and the respective new shared key 1s
derived from the existing specific key and the intermediate
group key.

One embodiment of the present invention provides an
apparatus. The apparatus comprises at least one processor and
at least one memory including compute program code, the at
least one memory and the computer program code configured
to, with the at least one processor, cause the apparatus to at
least perform: initiating, by a master device 1n a group of
devices, a group authentication and key agreement procedure
towards an authentication entity, wherein a shared group key
1s defined for use 1n the group authentication and key agree-
ment procedure; performing mutual authentication between
the master device and the authentication entity based upon the
shared group key; and performing mutual authentication
between the authenticated master device and other devices in
the group based upon the shared group key for completion of
the group authentication and key agreement procedure.

One embodiment of the present invention provides a com-
puter program product. The computer program product com-
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prises at least one computer readable storage medium having
a computer readable program code portion stored thereon.
The computer readable program code portion comprises pro-
gram code 1nstructions for initiating, by a master device in a
group of devices, a group authentication and key agreement
procedure towards an authentication entity, wherein a shared
group key 1s defined for use 1n the group authentication and
key agreement procedure. The computer readable program
code portion also comprises program code instructions for
performing mutual authentication between the master device
and the authentication entity based upon the shared group
key. The computer readable program code portion further
comprises program code instructions for performing mutual
authentication between the authenticated master device and
other devices 1n the group based upon the shared group key
for completion of the group authentication and key agreement
procedure.

With certain embodiments of the present invention, the
signaling overhead caused by performance of too many AKA
procedures on a group of device will be decreased. Addition-
ally, with the shared group key, secure communications
between the group of devices and the network may be
improved.

Other features and advantages of the embodiments of the
present invention will also be understood from the following
description of specific embodiments when read 1n conjunc-
tion with the accompanying drawings, which illustrate, by
way of example, the principles of embodiments of the inven-
tion.

BRIEF DESCRIPTION OF THE DRAWINGS

A more complete understanding of various embodiments
of the present invention and the advantages thereof may be
acquired by referring to the following description 1n consid-
eration of the accompanying drawings, in which like refer-
ence numbers indicate like features, and wherein:

FIG. 1 exemplarily illustrates a simplified 3GPP network
that provides an environment and structure for application of
the principles of the present invention;

FIG. 2 exemplarily 1llustrates a flow chart of a method for
performing a group AKA procedure on a group of devices
according to an embodiment of the present invention;

FIG. 3 1s a flow chart exemplarily 1llustrating a method for
performing a group AKA procedure on a group of devices
under a LTE network according to an embodiment of the
present invention; and

FIG. 4 1s a block diagram illustrating an apparatus for
performing a group AKA procedure according to an embodi-
ment of the present invention.

DETAILED DESCRIPTION OF EMBODIMENTS

In the following description of the various embodiments,
reference 1s made to the accompanying drawings, which form
a part thereof, and 1n which 1s shown by way of illustration
various embodiments 1n which the present invention may be
practiced. It 1s to be understood by those skilled 1n the art that
other embodiments may be utilized and structural and func-
tional modifications may be made without departing from the
scope and spirit of the present invention.

In one embodiment of the present invention, a master
device 1n a group of devices may 1nitiate a group AKA pro-
cedure towards the network, e.g., an authentication entity. For
the group AKA procedure, a shared group key 1s predefined so
as to perform mutual authentication between master device
and the network. When the master device has been success-
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tully authenticated, it will authenticate other devices 1n the
group in place of the authentication entity. In another embodi-
ment of the present invention, 11 one or more devices 1n the
group fail in the authentication, then each of them will initiate
an individual AKA procedure with the authentication entity.
In an additional embodiment of the present invention, the
master device will send to the authentication entity a message
regarding the results of the group AKA procedure.

FIG. 1 exemplarily illustrates a simplified 3GPP network
100 that provides an environment and structure for applica-
tion of the principles of the present invention. The network

100 as 1llustrated 1n FIG. 1 includes a MTC device 102q, a
MTC device 10256, and a master MTC device 104 that are
located at an access portion of the network 100. Additionally,

the network 100 includes a MME (used 1n a LTE system) or
SGSN (used in a 3G system) 106 and a HSS/AuC 108 that are
located 1n the 3GPP bearer as illustrated by a circle, wherein
the MME or SGSN 106 and HSS/AuC 108 belong to net-

work-side (as compared to the access portion) entities and the

MME or SGSN 106 may also be referred to as an authenti-
cation entity. Furthermore, the network 100 includes a MTC
server 110a and a MTC server 1105 that are connected to the
3GPP bearer and handle various transactions regarding a
group of MTC devices, e.g., the group consisting of the MTC
device 102a, 1025 and 104 as 1llustrated in FIG. 1. It should
be understood that the network 100 1s provided as an example
of one embodiment and should not be construed to narrow the
scope or spirit of the disclosure in any way.

In a conventional AKA procedure, each device in a group
of devices would have to imtiate an AKA procedure towards
the network mdividually. As 1illustrated with dotted lines in
FIG. 1, the MTC devices 102a and 1025 each initiate a AKA
procedure towards the MME or SGSN 106 through their
respective shared root key K, which has been stored 1n the
USIM. Upon receipt of the AKA procedure requests, the
MME or SGSN 106, as an intermediate party, may interact
with the HSS/AuC 108 so as to perform respective challenge-
response procedures for authenticating the MTC devices
102a and 1025. Although only three MTC devices (including
the master MTC device) are 1llustrated herein for exemplary
purpose, there may be a group of hundreds of MTC devices in
practice. When such a number of MTC devices initiate AKA
procedures separately and simultaneously, it 1s unquestion-
able that the generated signaling overhead cause tremendous
impact on the MME or SGSN 106 and HSS/AuC 108.

An ellicient way to alleviate the above impact on the net-
work 1s to decrease the number of performed AKA proce-
dures at the network side. To this end, embodiments of the
present application propose performing a group AKA proce-
dure on a group of devices, e.g., MTC devices. In the group
AKA procedure, amaster MTC device 104 may be selected or
designated 1n a group of MTC devices beforehand by a net-
work operator, an owner of the master MTC device, or an
owner of the group of MTC devices (e.g., a company, such as
a power company). Then the master MTC device 104 may
initiate a group AKA procedure towards the authentication
entity through a predefined shared group key K, , that 1s
similar to the key K..

Upon completion of the AKA procedure between the mas-
ter MTC device 104 and network-side entities, 1.e., MME or
SGSN 106 and HSS/AuC 108, the master MTC device 104
may authenticate other MTC devices 1in the group on behalf of
the network-side entities. In other words, other MTC devices
in the group may perform individual AKA procedures no
longer with network-side entities but with the master MTC
device 104. As such, the signaling overhead at the network
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side would be significantly decreased because the AKA pro-
cedure has been performed only once at the network side.

FIG. 2 exemplanly 1llustrates a flow chart of a method 200
according to an embodiment of the present invention. The
method starts at step S201 and proceeds to step S202 at which
the method 200 nitiates, by a master device in a group of
devices, a group AKA procedure towards an authentication
entity, wherein a shared group key 1s defined for use 1n the
group AKA procedure. In one embodiment, the master device
1s selected by an owner of the group of devices, an owner of
the master device or a network operator. In other words, any
one ol devices 1n the group may play a role as the master
device to mitiate the group AKA procedure as needed. In
another embodiment, a plurality of different shared group
keys are defined for a plurality of different groups of devices
such that the device has a plurality of the shared group keys
based upon the groups to which 1t belongs.

Upon mitiation of the group AKA procedure, the method
200 advances to step S203. At step S203, the method 200
performs mutual authentication between the master device
and the authentication entity based upon the shared group
key. In one embodiment, the mutual authentication may be
performed based upon a challenge-response authentication
procedure in which the shared group key 1s used instead of a
conventional key. As 1s known to those skilled 1n the art, the
challenge-response authentication procedure 1s successiul
only when the device has authenticated the network and the
network has authenticated the device.

Upon authentication of the master device and the network,
the method 200 proceeds to step S204 at which the method
200 performs mutual authentication between the authenti-
cated master device and other devices 1n the group based upon
the shared group key for completion of the group AKA pro-
cedure. Like step S203, the mutual authentication herein also
may involve a challenge-response authentication procedure.

Although not shown 1n FIG. 2, the method 200 may com-
prise additional steps 1n various embodiments. For example,
in one embodiment, the method 200 may instruct, by the
master device, one or more devices that have failed in the
group AKA procedure to imnitiate new AKA procedures
towards the authentication enftity individually. In another
embodiment, the method 200 may send, from the master
device, to the authentication entity a message regarding
results of the group AKA procedure; thereby, the authentica-
tion entity can be aware of which devices 1n the group have
passed through the group AKA procedure. In an additional
embodiment, the method 200 may generate, for one or more
devices thathave been successiully authenticated in the group
AKA procedure, a respective new shared key based upon one
or more device specific parameters and an intermediate group
key derived from the shared group key, wherein the one or
more device specific parameters are one or more of an exist-
ing speciiic key, an international mobile subscriber identity, a
temporary mobile subscriber identity, and an international
mobile equipment identity of the device. In one embodiment,
the existing specific key 1s a shared key derived from a shared
root key between the device and an AuC, and the respective
new shared key 1s dertved from the existing specific key and
the intermediate group key.

Finally, the method 200 ends at step S205.

For a better understanding of the embodiments of the
present invention, a more complete and detailed example of a
group AKA procedure will now be described with reference
to FIG. 3, 1llustrating a method 300 for performing a group
AKA procedure on a group of devices (e.g., embodied as
MTC devices) under the LTE system. For proper implemen-
tation of the method 300, it 1s assumed that a group of MTC
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devices has been registered to the network previously and
each registered MTC device has a shared key K | ., ... with the
network, though FIG. 3 only illustrates for brevity one MTC
device and one master MTC device that are 1n a same group.
Further, it 1s assumed thata groupkey K, dedicated for the

group AKA procedure has been defined and stored in each
device in the group, e.g. on the USIM. Such a group key
K, 0., an be securely pushed to the device from the network
based upon secure communication preestablished under the

protection of the unique shared root key K, or a shared key
dertved from K.

Based upon the above assumptions or a scenario estab-
lished thereby, the method 300 starts at step S301, wherein the
master MTC device, which can be selected from the group by
an owner of the group of devices, an owner of the master
device, or a network operator, sends a group AKA procedure
request to the MME. Upon receipt of the group AKA proce-
dure request, the MME, at step S302, requests an AV from the
HSS/AuC. Due to the previous registration of the MTC
devices to the network or an indicator indicative of the group
AKA procedure 1n the request, the HSS/AuC determines that
this request 1s 1n relation to a group AKA procedure. Thus, in
order to assist in the group AKA procedure, it will generate an
AV that includes, for example, four components, 1.e., a
RAND, an AUTN, a XRES, and a K ,c1,~ zr0or»- The com-
ponent K ;.- =ror» 1S @ shared intermediate key derived
from the key K Regarding how to derive such a shared

group”’
intermediate key, reference may be made to for example

Annex of 3GPP TS 33.401. Alternatively, with respect to the
components RAND and AUTN, each of them can be substi-
tuted by new components RAND_,, , and AUTN_,, . dedi-
cated for a group AKA procedure, respectively. At step S303,
in response to the request from the MME, the HSS/AuC sends
the AV mcludmg the above four components to the MME.
Upon recerving the AV from the HSS/AuC, the MME, at
Step S304, forwards the components RAND and AUTN to the
master MTC device. The master MTC device, more particu-
larly, 1ts USIM, upon receipt of the RAND and AUTN, at step
S305, first authenticates the MME by computing XMAC and
comparing 1t with MAC included in AUTN. If XMAC equals
MAC, then the master MTC device determines the MME 1s a
trusted entity; otherwise, the master MTC device will aban-
don or abort the group AKA procedure this time and may
attempt to remnitiate a group AKA procedure after a certain
time 1nterval. In one embodiment, when number of attempts
to remnitiate the group AKA procedure exceeds a predefined
limit, a new master device should be selected or assigned to
initiate the group AKA procedure. Upon successtully authen-
ticating the MME, the master MTC device generates a

response RES based upon the shared group key K, and
RAND.

Afterwards, the master MTC device sends the
response RES back to the MME.

To authenticate the master MTC device, the MME simply
verifies that the response RES received from the master MTC
device equals the XRES received 1n the AV. Once the response
RES equals the XRES, authentication of the master MTC
device towards the wireless network has been successiully
completed. Alternatively, subsequent to the above mutual
authentication, the master MTC device may compute a new
shared key K, ., based upon the intermediate key
K ssaz-croup dertved from K and one or more device
specific parameters. The one or more device specific param-
cters may be one or more of an existing specific key, e.g.,
K , <1z Or other identifies, e.g., IMSI, TMSI or IMEI For
example, the key K , ., ' can be calculated, e.g., by an equa-
tion as below.
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__
KA SME _KA SME @ KA SME-GROUP

(1)

The resulting K , ., ' 1s used for further secure communi-
cation with the network. For example, the K .,/ may be
used to generate keys for other layers, such as the Non-Access
Stratum, Access Stratus, and user plane. It should be noted
that the above generation of the key K | ., ' 1s not necessary
when the old K ., - 1s still suitable for further secure com-
munication.

Having been successtully authenticated, the master MTC
device, at step S306, sends RAND and AUTN to others
devices 1n the group so as to perform the mutual authentica-
tion between 1tsell and each of other devices in the group.
Similar to the step S305, each of other devices 1n the group
performs authentication operations on the master MTC
device to assure such a master MTC device 1s a trusted master
device rather than a masquerader of the master device. Like-
wise, upon successiully authenticating the master MTC
device, the MTC device 1in the group generates a respective
response RES based upon the shared group key K and

S FOLLL

RAND and then forwards the RES to the master MTC device.
Similarly, the master MTC device determines whether the

RES equals the XRES. If this 1s the case, 1t indicates that the
MTC device passes through the authentication; otherwise,
optionally, at step S307, the master M'TC device informs the
MTC device of failure 1n the authentication. Then, alterna-
tively or additionally, the MTC device that fails 1n the authen-
tication may mitiate an individual AKA procedure towards

the network at step S308. Upon successtul authentication by
the master MTC device, at step S309, the MTC device may
alternatively computes its own K ., ' based upon 1ts own
existing specific key, e.g., K ., ., which may be unusable
now, or its own 1dentifies, e.g., IMSI, TMSI or IMFEI. Alter-
natively, the MTC device may apply the equation (1) as dis-
cussed above with respect to the master MTC device to com-
pute 1ts own K ., ' for further secure communication with
the network.

The master device, at step S310, may send to the MME a
message regarding the results of the group AKA procedure so
that the MME may know which devices in the group have
passed through the group AKA procedure. Similar to the
MTC device, the MME may also compute, at step S311, a
respective new shared key K , ., ' for further secure commu-
nication.

Although the foregoing has taken the LTE system and the
group of the MTC devices as an example to describe an
embodiment of the present invention, the present invention
should not be limited thereto. A person skilled in the art can
understand that the above method 300 may also be 1imple-
mented, for example, 1n a 3G system and other types of a
group of devices by some modifications. For example, when
the method 300 1s implemented in the 3G system, the above

keys K o1 and K o1z =ror» 11 the LTE system may be
replaced by keys IK and CK, and IK and CK respec-

tively. Similarly, the SGSN 1n theg3Gpsystem ifﬂlpplay the
same role as the MME 1n the LTE system. In addition, in view
of the fact that a person skilled 1n the art, based upon the
disclosure and teaching of the present application, can 1imple-
ment the embodiments of the present invention without any
additional efforts, turther details regarding how to derive and
use keys of various levels are omitted herein for not obscuring
embodiments of the present invention unnecessarily with the
prior art.

FIG. 4 1s a schematic diagram of an apparatus 400 accord-
ing to another embodiment of the present invention, which
implements relevant steps of methods 200 and 300 as 1llus-
trated 1n FIGS. 2 and 3. The apparatus as illustrated in FI1G. 4
1s only an example of the electronic devices 1n which the

present mvention 1s implemented. In certain embodiments,
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the apparatus as 1llustrated in FIG. 4 may be a personal digital
assistant (PDA), a mobile phone, an electronic card reader, a
sensor device, etc. As 1llustrated 1n FI1G. 4, the apparatus 400
may comprise at least one processor 400, a keyboard 401, a
codec circuitry 402, a microphone 403, an ear-piece 404, a
radio interface circuitry 405, an antenna 406, at least one
memory 407 storing computer program code, an infrared port
408, a display 409, a smart card 410 (e.g., an USIM card
according to embodiments of the present ivention), and a
card reader 411. Individual circuits and elements are all of a
type well known in the art and some of them are omitted
herein so as not to obscuring embodiments of the present
invention unnecessarily. As illustrated 1n FI1G. 4, the memory
407 and the computer program code as stored therein are
configured to cause the processor 400 to perform relevant
steps 1n methods 200 and 300 as described 1n connection with
FIGS. 2 and 3.

In addition, exemplary embodiments of the present inven-
tion have been described above with reference to block dia-
grams and flowchart illustrations of methods, apparatuses
(1.e., systems). It should be understood that each block of the
block diagrams and flowchart illustrations, and combinations
of blocks 1n the block diagrams and flowchart 1llustrations,
respectively, can be implemented by various means including,
computer program instructions. These computer program
instructions may be loaded onto a general purpose computer,
special purpose computer, or other programmable data pro-
cessing apparatus to produce a machine, such that the istruc-
tions which execute on the computer or other programmable
data processing apparatus create means for implementing the
functions specified in the flowchart block or blocks.

The foregoing computer program instructions can be, for
example, sub-routines and/or functions. A computer program
product 1n one embodiment of the invention comprises at
least one computer readable storage medium, on which the
foregoing computer program instructions are stored. The
computer readable storage medium can be, for example, an
optical compact disk or an electronic memory device like a
RAM (random access memory) or a ROM (read only
memory).

Many modifications and other embodiments of the inven-
tions set forth herein will come to mind to one skilled 1n the art
to which these embodiments of the invention pertain having
the benefit of the teachings presented in the foregoing
descriptions and the associated drawings. Therefore, itisto be
understood that the embodiments of the mvention are not to
be limited to the specific embodiments disclosed and that
modifications and other embodiments are intended to be
included within the scope of the appended claims. Although
specific terms are employed herein, they are used 1n a generic
and descriptive sense only and not for purposes of limitation.

The mvention claimed 1s:

1. A method, comprising;:

initiating, by a master device 1n a group of devices, a group

authentication and key agreement procedure towards an
authentication entity, wherein a shared group key 1s
defined for use in the group authentication and key
agreement procedure;

performing mutual authentication between the master

device and the authentication entity based upon the
shared group key;

performing mutual authentication between the authenti-

cated master device and other devices 1n the group based
upon the shared group key for completion of the group
authentication and key agreement procedure; and

in response to failure by one or more devices 1n the group

authentication and key agreement procedure, instruct-
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ing, by the master device, one or more of the devices that
have failed, to mnitiate an authentication and key agree-
ment procedure towards the authentication entity 1ndi-
vidually.

2. The method as recited 1n claim 1, wherein the master
device 1s selected by an owner of the group of devices, owner
of the master device or a network operator.

3. The method as recited 1n claim 1, wherein a plurality of
different shared group keys are defined for a plurality of
different groups of devices such that the device has a plurality
of the shared group keys based upon the groups to which 1t
belongs.

4. The method as recited 1n claim 1, wherein the perform-
ing mutual authentication 1s based upon a challenge-response
authentication procedure.

5. The method as recited 1n claim 1, further comprising:

sending, from the master device, to the authentication

entity a message regarding results of the group authen-
tication and key agreement procedure.

6. The method as recited 1n claim 1, further comprising:

generating, for one or more devices that have been success-

fully authenticated in the group authentication and key
agreement procedure, a respective new shared key based
upon one or more device specific parameters and an
intermediate group key derived from the shared group
key.

7. The method as recited 1in claim 6, wherein the one or
more device specific parameters are one or more of an exist-
ing speciiic key, an international mobile subscriber identity, a
temporary mobile subscriber identity, and an international
mobile equipment 1dentity of the device.

8. The method as recited in claim 7, wherein the existing,
specific key 1s a shared key derived from a shared root key
between the device and an authentication center, and the
respective new shared key 1s derived from the existing spe-
cific key and the mtermediate group key.

9. An apparatus, comprising:

at least one processor, and

at least one memory including computer program code,

the at least one memory and the computer program code

configured to, with the at least one processor, cause the
apparatus to at least perform:

imitiating, by the apparatus 1 a group of devices, a group

authentication and key agreement procedure towards an
authentication entity, wherein a shared group key 1is
defined for use in the group authentication and key
agreement procedure;

performing mutual authentication between the apparatus

and the authentication entity based upon the shared
group key:;

performing mutual authentication between the authenti-

cated apparatus and other devices in the group based
upon the shared group key for completion of the group
authentication and key agreement procedure; and

in response to failure by one or more devices 1n the group

authentication and key agreement procedure, instruct-
ing, by the master device, one or more of the devices that
have failed, to mitiate an authentication and key agree-
ment procedure towards the authentication entity 1ndi-
vidually.

10. The apparatus as recited 1n claim 9, wherein the appa-
ratus 1s selected by an owner of the group of devices, owner of
the apparatus or a network operator.

11. The apparatus as recited 1n claim 9, wherein a plurality
of different shared group keys are defined for a plurality of
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different groups of devices such that the device has a plurality
of the shared group keys based upon the groups to which 1t
belongs.

12. The apparatus as recited 1n claim 9, wherein the per-
forming mutual authentication 1s based upon a challenge-
response authentication procedure.

13. The apparatus as recited 1n claim 9, wherein the appa-
ratus 1s further caused to perform:

sending to the authentication entity a message regarding

results of the group authentication and key agreement
procedure.

14. The apparatus as recited 1n claim 9, wherein the appa-
ratus 1s further caused to perform:

generating, for one or more devices that have been success-

tully authenticated 1n the group authentication and key
agreement procedure, a respective new shared key based
upon one or more device specific parameters and an
intermediate group key derived from the shared group
key.

15. The apparatus as recited in claim 14, wherein the one or
more device specific parameters are one or more of an exist-
ing speciiic key, an international mobile subscriber identity, a
temporary mobile subscriber identity, and an international
mobile equipment identity of the device.

16. The apparatus as recited 1n claim 15, wherein the exist-
ing specific key 1s a shared key derived from a shared root key
between the device and an authentication center, and the
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respective new shared key 1s derived from the existing spe-
cific key and the intermediate group key.

17. The apparatus as recited 1n claim 9, wherein the appa-
ratus 1s a master device for a group of devices.

18. A non-transitory computer readable medium storing a
program ol instructions, execution of which by at least one
processor configures an apparatus to perform at least:

imitiating, by a master device 1n a group of devices, a group

authentication and key agreement procedure towards an
authentication entity, wherein a shared group key 1is
defined for use in the group authentication and key
agreement procedure;

performing mutual authentication between the master

device and the authentication entity based upon the
shared group key;

performing mutual authentication between the authenti-

cated master device and other devices 1n the group based
upon the shared group key for completion of the group
authentication and key agreement procedure; and

in response to failure by one or more devices 1n the group

authentication and key agreement procedure, instruct-
ing, by the master device, one or more of the devices that
have failed, to mitiate an authentication and key agree-
ment procedure towards the authentication entity 1ndi-
vidually.
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