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BIOMETRIC-BASED WIRELESS DEVICE
ASSOCIATION

BACKGROUND

There are a variety of types of apparatuses or devices
generally owned and/or used by a person that are configured
for wireless communications, such as smartphones, digital
media or MP3 players, digital cameras, laptop computers,
etc., using Bluetooth or other wireless communication stan-
dards. These wireless communication devices may by asso-
ciated and/or paired with counterpart devices 1n order to carry
out communications and/or facilitate the control or exchange
of data therebetween.

BRIEF SUMMARY

According to one aspect of the present disclosure a system
and technique for automatically associating a wireless device
to a data processing system 1s disclosed. The system includes
a processor and logic executable by the processor to: receive
biometric data corresponding to a user of a data processing
system; create a certificate by the data processing system
based on the biometric data; discover a wireless device able to
communicate with the data processing system; responsive to
discovering the wireless device, automatically request a cer-
tificate from the wireless device; and, responsive to the cer-
tificate from the wireless device matching the certificate cre-
ated by the data processing system, automatically associate
the wireless device with the data processing system.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

For a more complete understanding of the present applica-
tion, the objects and advantages thereol, reference 1s now
made to the following descriptions taken in conjunction with
the accompanying drawings, in which:

FIG. 1 1s an embodiment of a network of data processing,
systems 1n which the illustrative embodiments of the present
disclosure may be implemented;

FIG. 2 1s an embodiment of a data processing system in
which the illustrative embodiments of the present disclosure
may be implemented;

FIG. 3 1s a diagram illustrating an embodiment of a data
processing system for biometric-based wireless device asso-
ciation in which 1llustrative embodiments of the present dis-
closure may be implemented;

FIG. 4 1s a tflow diagram illustrating an embodiment of a
method for biometric-based wireless device association; and

FIG. 5 1s a flow diagram 1illustrating another embodiment
ol a method for biometric-based wireless device association.

DETAILED DESCRIPTION

Embodiments of the present disclosure provide a method,
system and computer program product for automatically
associating a wireless device to a data processing system
using biometric data. For example, in some embodiments, the
method and technique includes: recerving biometric data cor-
responding to a user ol a data processing system; creating a
certificate by the data processing system based on the bio-
metric data; discovering a wireless device able to communi-
cate with the data processing system; responsive to discover-
ing the wireless device, automatically requesting a certificate
from the wireless device; and, responsive to the certificate
from the wireless device matching the certificate created by
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the data processing system, automatically associating the
wireless device with the data processing system. Thus,
embodiments of the present disclosure enable a user to 1den-
tify and/or pre-configure wireless devices owned and/or con-
trolled by the user with a biometric signature or key that
indicates that the respective wireless devices are owned and/
or controlled by the user. Thereatter, such wireless devices are
casily and quickly paired with a desired computing system 1n
response to the user mputting a biometric characteristic into
the desired computing system. Wireless devices containing
the user’s biometric key are quickly identified, authenticated
and linked/paired to the desired computing system based on
and/or 1n response to the user’s biometric input to the desired
computing system.

As will be appreciated by one skilled in the art, aspects of
the present disclosure may be embodied as a system, method
or computer program product. Accordingly, aspects of the
present disclosure may take the form of an entirely hardware
embodiment, an entirely software embodiment (including
firmware, resident software, micro-code, etc.) or an embodi-
ment combining software and hardware aspects that may all
generally be referred to herein as a “circuit,” “module™ or
“system.” Furthermore, aspects of the present disclosure may
take the form of a computer program product embodied in one
or more computer readable medium(s) having computer read-
able program code embodied thereon.

Any combination of one or more computer usable or com-
puter readable medium(s) may be utilized. The computer
readable medium may be a computer readable signal medium
or a computer readable storage medium. A computer readable
storage medium may be, for example but not limited to, an
clectronic, magnetic, optical, electromagnetic, inirared, or
semiconductor system, apparatus, or device, or any suitable
combination of the foregoing. More specific examples (a
non-exhaustive list) of the computer readable storage
medium would include the following: an electrical connec-
tion having one or more wires, a portable computer diskette,
a hard disk, a random access memory (RAM), a read-only
memory (ROM), an erasable programmable read-only
memory (EPROM or Flash memory), an optical fiber, a por-
table compact disc read-only memory (CD-ROM), an optical
storage device, a magnetic storage device, or any suitable
combination of the foregoing. In the context of this document,
a computer readable storage medium may be any tangible
medium that can contain, or store a program for use by or in
connection with an instruction execution system, apparatus or
device.

A computer readable signal medium may include a propa-
gated data signal with computer readable program code
embodied therein, for example, in baseband or as part of a
carrier wave. Such a propagated signal may take any of a
variety of forms, including, but not limited to, electro-mag-
netic, optical, or any suitable combination thereof. A com-
puter readable signal medium may be any computer readable
medium that 1s not a computer readable storage medium and
that can communicate, propagate, or transport a program for
use by or 1n connection with an 1nstruction execution system,
apparatus, or device.

Program code embodied on a computer readable medium
may be transmitted using any appropriate medium, including
but not limited to wireless, wireline, optical fiber cable, RF,
etc., or any suitable combination of the foregoing.

Computer program code for carrying out operations for
aspects of the present disclosure may be written 1n any com-
bination of one or more programming languages, including
an object oriented programming language such as Java,
Smalltalk, C++ or the like and conventional procedural pro-
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gramming languages, such as the “C” programming language
or similar programming languages. The program code may
execute entirely on the user’s computer, partly on the user’s
computer, as a stand-alone soitware package, partly on the
user’s computer and partly on a remote computer or entirely
on the remote computer or server. In the latter scenario, the
remote computer may be connected to the user’s computer
through any type of network, including a local area network
(LAN) or a wide area network (WAN), or the connection may
be made to an external computer (for example, through the
Internet using an Internet Service Provider).

Aspects of the present disclosure are described below with
reference to flowchart illustrations and/or block diagrams of
methods, apparatus (systems) and computer program prod-
ucts according to embodiments of the disclosure. It will be
understood that each block of the flowchart i1llustrations and/
or block diagrams, and combinations of blocks in the flow-
chart illustrations and/or block diagrams, can be imple-
mented by computer program instructions. These computer
program 1nstructions may be provided to a processor of a
general purpose computer, special purpose computer, or other
programmable data processing apparatus to produce a
machine, such that the instructions, which execute via the
processor of the computer or other programmable data pro-
cessing apparatus, create means for implementing the func-
tions/acts specified 1n the tlowchart and/or block diagram
block or blocks.

These computer program instructions may also be stored in
a computer-readable medium that can direct a computer or
other programmable data processing apparatus to function 1n
a particular manner, such that the instructions stored in the
computer-readable medium produce an article of manufac-
ture including mstruction means which implement the func-
tion/act specified 1in the flowchart and/or block diagram block
or blocks.

The computer program instructions may also be loaded
onto a computer or other programmable data processing
apparatus to cause a series of operational steps to be per-
formed on the computer or other programmable apparatus to
produce a computer implemented process such that the
instructions which execute on the computer or other program-
mable apparatus provide processes for implementing the
functions/acts specified in the flowchart and/or block diagram
block or blocks.

With reference now to the Figures and 1n particular with
reference to FIGS. 1-2, exemplary diagrams of data process-
ing environments are provided in which illustrative embodi-
ments of the present disclosure may be implemented. It
should be appreciated that FIGS. 1-2 are only exemplary and
are not intended to assert or imply any limitation with regard
to the environments 1n which different embodiments may be
implemented. Many modifications to the depicted environ-
ments may be made.

FIG. 1 1s a pictonial representation of a network of data
processing systems 1n which illustrative embodiments of the
present disclosure may be implemented. Network data pro-
cessing system 100 1s a network of computers and/or com-
puting or data processing devices 1n which the illustrative
embodiments of the present disclosure may be implemented.
Network data processing system 100 contains network 130,
which 1s the medium used to provide communications links
between various devices and computers connected together
within network data processing system 100. Network 130
may include connections, such as wire, wireless communica-
tion links, or fiber optic cables.

In some embodiments, server 140 and server 150 connect
to network 130 along with data store 160. Server 140 and
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server 150 may be, for example, IBM® Power Systems™
servers. In addition, clients 110 and 120 connect to network
130. Clients 110 and 120 may be, for example, personal
computers or network computers. In the depicted example,
server 140 provides data and/or services such as, but not
limited to, data files, operating system 1mages, and applica-
tions to clients 110 and 120. Network data processing system
100 may include additional servers, clients, and other
devices.

In the depicted example, network data processing system
100 1s the Internet with network 130 representing a world-
wide collection of networks and gateways that use the Trans-
mission Control Protocol/Internet Protocol (TCP/IP) suite of
protocols to communicate with one another. At the heart of
the Internet 1s a backbone of high-speed data communication
lines between major nodes or host computers, consisting of
thousands of commercial, governmental, educational and
other computer systems that route data and messages. Of
course, network data processing system 100 also may be
implemented as a number of different types of networks, such
as for example, an intranet, a local area network (LAN), a
wide area network (WAN), a telephone switching infrastruc-
ture, etc. FIG. 1 1s mtended as an example, and not as an
architectural limitation for the different 1llustrative embodi-
ments.

FIG. 2 1s an embodiment of a data processing system 200
such as, but not limited to, client 110 and/or server 140 1n
which an embodiment of a biometric-based wireless device
association method and system according to the present dis-
closure may be implemented. In this embodiment, data pro-
cessing system 200 1includes a bus or communications fabric
202, which provides communications between processor unit
204, memory 206, persistent storage 208, communications
unit 210, input/output (I/O) unit 212, and display 214.

Processor unit 204 serves to execute instructions for soft-
ware that may be loaded into memory 206. Processor unit 204
may be a set of one or more processors or may be a multi-
processor core, depending on the particular implementation.
Further, processor unit 204 may be implemented using one or
more heterogeneous processor systems in which a main pro-
cessor 1s present with secondary processors on a single chip.
As another 1llustrative example, processor unit 204 may be a
symmetric multi-processor system containing multiple pro-
cessors of the same type.

In some embodiments, memory 206 may be a random
access memory or any other suitable volatile or non-volatile
storage device. Persistent storage 208 may take various forms
depending on the particular implementation. For example,
persistent storage 208 may contain one or more components
or devices. Persistent storage 208 may be a hard drive, a flash
memory, a rewritable optical disk, a rewritable magnetic tape,
or some combination of the above. The media used by per-
sistent storage 208 also may be removable such as, but not
limited to, a removable hard drive.

Communications unit 210 provides for communications
with other data processing systems or devices. In these
examples, communications unit 210 1s a network interface
card. Modems, cable modem and Ethernet cards are just a few
of the currently available types of network interface adapters.
Communications unit 210 may provide communications
through the use of either or both physical and wireless com-
munications links.

Input/output unit 212 enables input and output of data with
other devices that may be connected to data processing sys-
tem 200. In some embodiments, input/output umt 212 may
provide a connection for user input through a keyboard and
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mouse. Further, input/output unit 212 may send output to a
printer. Display 214 provides a mechanism to display infor-
mation to a user.

Instructions for the operating system and applications or
programs are located on persistent storage 208. These instruc-
tions may be loaded mto memory 206 for execution by pro-
cessor unit 204. The processes of the different embodiments
may be performed by processor unit 204 using computer
implemented 1nstructions, which may be located i a
memory, such as memory 206. These instructions are referred
to as program code, computer usable program code, or com-
puter readable program code that may be read and executed
by a processor in processor unit 204. The program code in the
different embodiments may be embodied on different physi-
cal or tangible computer readable media, such as memory 206
or persistent storage 208.

Program code 216 1s located 1n a functional form on com-
puter readable media 218 that 1s selectively removable and
may be loaded onto or transierred to data processing system
200 for execution by processor unit 204. Program code 216
and computer readable media 218 form computer program
product 220 1n these examples. In one example, computer
readable media 218 may be 1n a tangible form, such as, for
example, an optical or magnetic disc that 1s inserted or placed
into a drive or other device that 1s part of persistent storage
208 for transier onto a storage device, such as a hard drive that
1s part of persistent storage 208. In a tangible form, computer
readable media 218 also may take the form of a persistent
storage, such as a hard drive, athumb drive, or a flash memory
that 1s connected to data processing system 200. The tangible
form of computer readable media 218 1s also referred to as
computer recordable storage media. In some mstances, com-
puter readable media 218 may not be removable.

Alternatively, program code 216 may be transierred to data
processing system 200 from computer readable media 218
through a communications link to communications unit 210
and/or through a connection to put/output unit 212. The
communications link and/or the connection may be physical
or wireless 1n the 1llustrative examples.

The different components illustrated for data processing
system 200 are not meant to provide architectural limitations
to the manner in which different embodiments may be imple-
mented. The different illustrative embodiments may be
implemented in a data processing system including compo-
nents 1n addition to or 1n place of those 1llustrated for data
processing system 200. Other components shown in FIG. 2
can be varied from the illustrative examples shown. For
example, a storage device 1n data processing system 200 1s
any hardware apparatus that may store data. Memory 206,
persistent storage 208, and computer readable media 218 are
examples of storage devices 1n a tangible form.

FIG. 3 1s an 1llustrative embodiment of a system 300 for
biometric-based wireless device association. System 300
may be implemented on data processing systems or platforms
such as, but not limited to, servers 140 and/or 150, clients 110
and/or 120, or at other data processing system locations. For
example, 1n the embodiment illustrated 1n FIG. 3, system 300
comprises a data processing system 302 and one or more
wireless devices 304 (e.g., wireless devices 304,, 304, and
304.). Data processing system 302 may comprise any type of
computing device or platform and may comprise a processor
306, a transceiver 308, a biometric unit 310, and a memory
312. Transceiver 308 1s configured for recerving and trans-
mitting wireless communications between data processing,
system 302 and other devices, such as wireless devices 304.
The wireless communications may be based on the Bluetooth
standard or other type of wireless communication standard/
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protocol. Biometric unit 310 1s configured for receiving bio-
metric information and/or data corresponding to a user of data
processing system 302. The biometric information may com-
prise any type of biometric data such as, but not limited to,
fingerprint information, retinal scan information, or other
types ol biometric information characteristic of and/or
unmiquely 1dentifying a particular user of data processing sys-
tem 302. In the embodiment illustrated 1n FIG. 3, biometric
unit 310 comprises a fingerprint reader/scanner 314; how-
ever, 1t should be understood that other types of biometric
devices may be used based on the type of biometric informa-
tion used 1n system 300.

In the embodiment 1llustrated 1n FIG. 3, memory 312 com-
prises a communications module 320, a biometric module
322, and a device authenticator module 324. Communica-
tions module 320 1s configured to enable two-way wireless
communications between data processing system 302 and
other devices, such as wireless devices 304. Biometric mod-
ule 322 1s configured to receive, process, manipulate, convert
and/or otherwise generate digital and/or analog information
corresponding to biometric information of a user (e.g., gen-
crating digital information based on a fingerprint scan).
Device authenticator module 324 1s configured to generate a
unique key or certificate corresponding to a user of data
processing system 302 based on biometric information of the
user and use the generated certificate to automatically asso-
ciate, pair and/or link one or more wireless devices (e.g.,
wireless devices 304) to data processing system without fur-
ther user intervention (e.g., without the need for the user to
manually configure and/or 1nput a passcode or pairing code
for associating wireless devices with data processing system
302). Communications module 320, biometric module 322,
and/or device authenticator module 324 may be implemented
in any suitable manner using known techniques that may be
hardware-based, software-based, or some combination of
both. For example, communications module 320, biometric
module 322, and/or device authenticator module 324 may
comprise software, logic and/or executable code for perform-
ing various functions as described herein (e.g., residing as
software and/or an algorithm running on a processor unit,
hardware logic residing in a processor or other type of logic
chip, centralized 1n a single integrated circuit or distributed
among different chips in a data processing system).

In the embodiment 1llustrated 1n FIG. 3, memory 312 com-
prises authentication data 330 comprising information asso-
ciated with authenticating and associating wireless devices
with data processing system 302. For example, 1n the illus-
trated embodiment, authentication data 330 includes biomet-
ric data 332 and a certificate 334. Biometric data 332 may
comprise any type of information associated with a biometric
characteristic of a user such as, but not limited to, an analog
and/or digital representation of a fingerprint scan obtained
using fingerprint reader/scanner 314. Certificate 334 com-
prises information associated with a unique key or signature
corresponding to the user based on and/or dertved from bio-
metric data 332 of the user generated by device authenticator
module 324. For example, 1n some embodiments, device
authenticator module 324 may comprise a hash function or
other type of algorithm for generating a bit string, hash value
or other type of umique signature based on biometric data 332
corresponding to a user.

InFIG. 3, multiple wireless devices are 1llustrated. For ease
of description and 1illustration, wireless device 304, will be
described below:; however, it should be understood that other
wireless devices may be similarly configured (e.g., wireless
devices 304, and 304,). In the illustrated embodiment, wire-
less device 304, comprises a processor 340, atransceiver 342,
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and a memory 344. Transceiver 342 1s configured for receiv-
ing and transmitting wireless communications relative to
wireless device 304, (e.g., between wireless device 304, and
data processing system 302 or other devices). For example,
wireless device 304, may comprise a Bluetooth-enabled 5
device or other type ol portable device configured for wireless
communications. In the embodiment illustrated 1in FIG. 3,
memory 312 comprises a communications module 350 and a
device authenticator client 352. Communications module
320 1s configured to enable two-way wireless communica- 10
tions between wireless device 304, and other devices and/or
systems (e.g., other wireless devices and/or data processing
system 302). Device authenticator client 352 1s configured to
interface with device authenticator module 324 of data pro-
cessing system 302 to enable wireless device 304, to be 15
iitially configured with an authentication mechanism to
cnable wireless device 304, to be thereafter easily and auto-
matically associated with and/or otherwise paired to another
computing platform or data processing system. For example,
associating and/or pairing of a wireless device with another 20
counterpart device/system may be achieved by each device
sharing a passcode or pairing key to establish or maintain a
communication link. Once paired, communications can be
shared between the two devices using the established com-
munication link. The receiving device generally utilizes only 25
that information transmitted with a recognized device 1denti-
fication. For example, in short range communication systems
such as those using the Bluetooth standard, the device 1den-
tification 1s transmitted during the pairing and discovery pro-
cess thereby enabling devices that are 1n range of one another 30
to 1dentify each device and subsequently establish a wireless
link. However, to imitially pair the devices, at least one of the
devices will generally search for and display discovered
devices within communication range. The discovered devices
may be displayed to a user to enable the user to select the 35
device the user desires to pair with the discovering device.
Once a desired device for pairing 1s selected, a passcode or
pairing code must be iput by the user to be shared between
the two devices. Embodiments of the present invention obvi-

ate the need for the user to manually mput a passcode or 40
pairing code to associate or pair the user’s wireless devices
with counterpart systems/devices. As will be further
described below, a wireless device owned and/or controlled

by the user 1s configured with a personal certificate or key of
the user (e.g., based on a biometric characteristic of the user) 45
such that, when 1t 1s desired to associate/pair the wireless
device to another counterpart device/system, the user need
only to mput the biometric characteristic to the counterpart
device/system. The counterpart device/system will automati-
cally search for wireless devices owned/controlled by the user 50
(e.g., wireless devices containing the user’s personal certifi-
cate/key) and automatically associate/pair such devices with
the counterpart device/system.

Communications module 350 and/or device authenticator
client 352 may be implemented in any suitable manner using 55
known techniques that may be hardware-based, software-
based, or some combination of both. For example, commu-
nications module 350 and/or device authenticator module
client 352 may comprise software, logic and/or executable
code for performing various functions as described herein 60
(e.g., residing as software and/or an algorithm running on a
processor unit, hardware logic residing 1n a processor or other
type ol logic chip, centralized 1n a single integrated circuit or
distributed among different chips in a data processing sys-
tem). 65

In the embodiment 1llustrated in FIG. 3, memory 344 com-
prises authentication data 360 comprising information for
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authenticating and associating wireless device 304, with a
data processing system. For example, in the illustrated
embodiment, authentication data 360 includes a certificate
362. Certificate 362 comprises information associated with a
unique key or signature corresponding to a user or owner of
wireless device 304, based on and/or derived from a biomet-
ric characteristic of the user/owner (e.g., as generated by
device authenticator module 324 based on a fingerprint scan
or other biometric characteristic of the user/owner).

In operation, wireless devices 304 are mitially configured
with an authentication mechanism to enable such wireless
devices 304 to be thereafter easily and automatically associ-
ated/paired with a desired computing platform or data pro-
cessing system. For example, during the 1nitial configuration
phase, data processing system 302, which may represent a
computing platform owned by a user, such as a home com-
puter or other computing platform, may be used to store on
wireless devices 304 owned or selected by the user a certifi-
cate generated and/or otherwise dertved based on a biometric
characteristic of the user. For example, 1n operation, the user/
owner may launch device authenticator module 324, which
automatically 1identifies wireless devices 304 connected with
data processing system 302. Device authenticator module
324 may present the user with a list of the 1dentified wireless
devices 304 to enable the user to 1dentity and select wireless
devices 304 the user would like to configure for biometric-
based wireless pairing/association with other computing plat-
forms. In response to recerving a selection of certain wireless
devices 304, device authenticator module 324 may request
that the user 1itiate a biometric mput to data processing
system 302 via biometric unit 310. In the illustrated embodi-
ment, device authenticator module 324 may request that the
user 1nitiate a fingerprint scan using {ingerprint reader/scan-
ner 314.

Responsive to recerving biometric data 332 via biometric
unit 310 corresponding to the user, device authenticator mod-
ule 324 generates and/or otherwise derives certificate 334
based on biometric data 332. Device authenticator module
324 interfaces with device authenticator client 352 of the
selected wireless devices 304 to distribute and/or otherwise
transmit certificate 334 to the selected wireless devices 304,
which 1s thereatfter stored on the receiving wireless devices
304 by device authenticator client 352 as certificate 362.
Upon the completion of the configuration phase for the
selected wireless devices 304, device authenticator module
324 may be configured to automatically purge biometric data
332 and certificate 334 from memory 312. For example, 1n
some embodiments, device authenticator module 324 may be
configured to query the user whether there are additional
wireless devices 304 to configure. In response to receiving a
negative reply to the query, device authenticator module 324
may thereafter automatically cause biometric data 332 and
certificate 334 to be deleted and/or purged from memory 312.

After select wireless devices 304 have been configured
having stored thereon certificate 362, such wireless devices
304 may thereatter be easily and automatically associated,
paired and/or linked to other computing platforms or data
processing systems based on a biometric input of the user to
such other computing platforms or data processing systems.
For instance, as an illustrative example, consider that data
processing system 302 of FIG. 3 now represents a computing
platform at a place of business of the user or a third party
computing platiform (e.g., a computing platiorm of a friend or
relative). To 1nitiate an association, pairing and/or linking of
the user’s wireless devices 304 to data processing system 302,
an 1nstance of device authenticator module 324 residing on
data processing system 302 i1s launched. In some embodi-
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ments, device authenticator module 324 may query the user
as to whether the user desires to configure wireless devices or
associate/pair wireless devices. Alternately, 1n some embodi-
ments, 1 response to launching or execution of device
authenticator module 324, device authenticator module 324
may first attempt to automatically associate/pair any wireless
device located in the vicinity of data processing system 302
with data processing system 302 and thereafter, 11 wireless
devices are discovered that have not been preconfigured with
the user’s biometric certificate, query whether the user owns
the discovered devices such that the user may attempt to
configure such discovered wireless devices with the user’s
biometric certificate.

In some embodiments, responsive to the launching or
execution of device authenticator module 324, device authen-
ticator module 324 interfaces with communications module
320 and/or otherwise 1dentifies wireless device(s) 304 1n the
vicinity of data processing system 302 and/or otherwise able
to wirelessly commumnicate with data processing system 302.
In some embodiments, device authenticator module 324 will
attempt to interface with device authenticator client 352 on
such wireless devices 304 to request a certificate (e.g., cer-
tificate 362) from each identified wireless device 304. If a
particular wireless device 304 does not respond and/or oth-
erwise transmit a certificate to data processing system 302,
device authenticator module 324 may be configured to refuse
and/or otherwise reject an association/pairing of such wire-
less device 304 to data processing system 302.

In some embodiments, 1n response to receiving a certificate
from at least one wireless device 304, device authenticator
module 324 may request that the user input a biometric char-
acteristic via biometric umt 310, such as a fingerprint scan
using fingerprint reader/scanner 314. Device authenticator
module 324 may temporarily store the received biometric
characteristic as biometric data 332. Responsive to receiving
biometric data 332, device authenticator module 324 gener-
ates and/or otherwise derives certificate 334 based on biomet-
ric data 332. Device authenticator module 324 then compares
the newly generated certificate 334 with the recerved certifi-
cate 362. If the recerved certificate 362 matches certificate
334, device authenticator module 324 automatically associ-
ates, pairs and/or links the particular wireless device 304 to
data processing system 302 (e.g., without requesting a pass-
word or other configuration data from the user).

Device authenticator module 324 may alternatively be con-
figured such that 1n response to biometric data 332 being
received from a user, device authenticator module 324 auto-
matically generates certificate 334 and automatically requests
authentication information from each unpaired wireless
device 304 and, responsive to a match between the generated
certificate 324 and a certificate received from a respective
wireless device 304, the wireless device 304 1s automatically
paired/associated with the data processing system 302. Thus,
in this embodiment, a user need only enter a biometric
whereby device authenticator module 324 thereafter auto-
matically i1dentifies and authenticates wireless devices
“owned” by the user (1.e., those wireless devices 304 having
a certificate based on a biometric of the user) and associates/
pairs the wireless devices 304 to the corresponding comput-
ing platform to enable the user to 1nteract with the wireless
device 304 via the computing platiorm.

In some embodiments, device authenticator module 324 i1s
configured to automatically purge biometric data 332 and
certificate 334 (and any certificate recerved from a wireless
device 304) from memory 312. For example, in some
embodiments, after identified wireless devices 304 have been
either associated/paired with data processing system 302 or
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refused/rejected an association with data processing system
302, device authenticator module 324 may cause biometric
data 332 and certificate information to be deleted from
memory 312. In other embodiments, 1n response to a cessa-
tion or completion of communication interaction between
associated wireless devices 304 and data processing system
302, device authenticator module 324 may cause biometric
data 332 and certificate information to be deleted from
memory 312. Thus, 1n some embodiments, device authenti-
cator module 324 1s configured to prevent the retention of the
user’s biometric information on data processing system 302.

FIG. 4 1s a flow diagram 1illustrating an embodiment of a
method for biometric-based wireless device association. The
method begins at block 402, where device authenticator mod-
ule 324 on data processing system 302 1s launched. At block
404, device authenticator module 324 and/or 1n cooperation
with communications module 320 1dentifies and/or displays
to a user presently connected wireless devices 304 to data
processing system 302. At block 406, device authenticator
module 324 recerves a selection of wireless devices 304 to
preconfigure with the owner’s biometric certificate. At block
408, device authenticator module 324 receives via biometric
unit 310 a biometric associated with the user. At block 410,
device authenticator module 324 creates certificate 334 based
on biometric data 332 received for the user.

At block 412, device authenticator module 324 transmits a
copy of certificate 334 to the selected wireless devices 304. At
block 414, the recerving wireless devices 304 store certificate
334 as certificate 362 in respective memories 344 of wireless
devices 304. At block 416, device authenticator module 324
purges biometric data 332 and certificate 334 from memory
312.

FIG. 5 15 a flow diagram 1llustrating another embodiment
ol a method for biometric-based wireless device association.
The method begins at block 502, where device authenticator
module 324 1s launched on data processing system 302. At
block 504, device authenticator module 324 (alone or 1n com-
bination with communications module 320) identifies wire-
less devices 304 within wireless communication range of data
processing system 302. At block 506, device authenticator
module 324 requests from the user and receives a biometric
characteristic of the user. For example, 1n some embodiments,
device authenticator module 324 may request that the user
input a fingerprint scan using fingerprint reader/scanner 314.
Device authenticator module 324 thereafter stores the bio-
metric as biometric data 332.

At block 508, device authenticator module 324 generates
certificate 334 based on biometric data 332. At block 510,
device authenticator module 324 (alone or 1n combination
with communications module 320) requests from a particular
wireless device 304 an authentication certificate. At deci-
sional block 512, a determination 1s made whether data pro-
cessing system 302 has recerved a certificate from the corre-
sponding wireless device 304. If not, the method proceeds to
block 514, where device authenticator module 324 rejects
and/or otherwise refuses an association/pairing of the particu-
lar wireless device 304 with data processing system 302. If a
certificate 1s receirved at decisional block 512, the method
proceeds to block 316, where device authenticator module
324 compares the received certificate (e.g., certificate 362)
with the recently generated certificate 334. At decisional
block 518, a determination 1s made whether the certificate
received from the wireless device 304 matches the recently
generated certificate 334. If not, the method proceeds to block
514, where device authenticator module 324 rejects and/or
otherwise refuses an association/pairing of wireless device
304 with data processing system 302. If at decisional block
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518 1s determined that the certificate received from wireless
device 304 matches the recently generated certificate 334, the
method proceeds to block 520, where device authenticator
module 324 automatically associates and/or otherwise wire-
lessly links/pairs the particular wireless device 304 to data
processing system 302 to enable wireless communications
and the transfer/sharing of data therebetween by the user. At
block 522, device authenticator module 324 purges biometric
data 332 and certificate 334 (along with any certificate
received from a wireless device 304) from memory 312 or
other storage of data processing system 302.

Thus, embodiments of the present disclosure enable wire-
less devices to be quickly and automatically associated/
paired with a desired computing platiorm in response to the
input of a biometric characteristic of the user. For example,
embodiments of the present disclosure enable a user to 1den-
tify and/or pre-configure wireless devices owned and/or con-
trolled by the user with a biometric signature or key that
indicates that the respective wireless devices are owned and/
or controlled by the user. Thereafter, such wireless devices are
casily and quickly paired with a desired computing system 1n
response to the user inputting a biometric characteristic 1nto
the desired computing system. Wireless devices containing,
the user’s biometric key are quickly identified, authenticated
and linked/paired to the desired computing system based on
and/or 1n response to the user’s biometric input to the desired
computing system.

The terminology used herein 1s for the purpose of describ-
ing particular embodiments only and 1s not intended to be
limiting of the disclosure. As used herein, the singular forms
“a”, “an” and “the” are intended to include the plural forms as
well, unless the context clearly indicates otherwise. It will be
turther understood that the terms “comprises” and/or “com-
prising,” when used 1n this specification, specity the presence
of stated features, integers, steps, operations, elements, and/
or components, but do not preclude the presence or addition
of one or more other features, integers, steps, operations,
clements, components, and/or groups thereof.

The corresponding structures, materials, acts, and equiva-
lents of all means or step plus function elements 1n the claims
below are intended to include any structure, material, or act
for performing the function in combination with other

claimed elements as specifically claimed. The description of
the present disclosure has been presented for purposes of

illustration and description, but 1s not intended to be exhaus-
tive or limited to the disclosure 1n the form disclosed. Many

modifications and variations will be apparent to those of

ordinary skill in the art without departing from the scope and
spirit of the disclosure. The embodiment was chosen and
described 1n order to best explain the principles of the disclo-

sure and the practical application, and to enable others of

ordinary skill 1n the art to understand the disclosure for vari-
ous embodiments with various modifications as are suited to
the particular use contemplated.

The flowchart and block diagrams 1n the Figures 1llustrate
the architecture, functionality, and operation of possible
implementations of systems, methods and computer program
products according to various embodiments of the present
invention. In this regard, each block in the flowchart or block
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depending upon the functionality involved. It will also be
noted that each block of the block diagrams and/or flowchart
illustration, and combinations of blocks in the block diagrams
and/or tlowchart 1llustration, can be implemented by special
purpose hardware-based systems that perform the specified
functions or acts, or combinations of special purpose hard-
ware and computer instructions.
What 1s claimed 1s:
1. A data processing system, comprising:
a processor; and
logic executable by the processor, the logic executable by
the processor to:
responsive to recerving an input of biometric data from a
user of the data processing system, automatically cre-
ate a certificate based on the biometric data and

automatically request a biometric-based certificate from
an unpaired wireless device discovered by the data
processing system;

responsive to the certificate from the wireless device
matching the certificate created by the data processing
system, automatically the wireless device with the
data processing system; and

after pairing the wireless device with the data processing
system, automatically purge the biometric data and
the certificates from the data processing system.
2. The system of claim 1, wherein the logic 1s executable to
receive a fingerprint of the user as the biometric data.
3. The system of claim 1, wherein the logic 1s executable to,
responsive to determining that the wireless device lacks a
certificate matching the certificate created by the data pro-
cessing system, refuse an association of the wireless device to
the data processing system.
4. The system of claim 1, wherein the logic 1s executable to
preconfigure a wireless device owned by the user with a
certificate generated based on the biometric data.
5. A computer program product for automatically associ-
ating a wireless device to a data processing system, the com-
puter program product comprising:
a non-transitory computer readable medium having com-
puter readable program code embodied therewith, the
computer readable program code comprising computer
readable program code configured to:
responsive to receiving an input by the data processing
system of biometric data from a user of the data pro-
cessing system, automatically create a certificate
based on the biometric data and

automatically request a biometric-based certificate from
an unpaired wireless device discovered by the data
processing system;

responsive to the certificate from the wireless device
matching the certificate created by the data processing
system, automatically the wireless device with the
data processing system; and

after pairing the wireless device with the data processing,
system, automatically purge the biometric data and
the certificates from the data processing system.

6. The computer program product of claim 5, wherein the
computer readable program code 1s configured to receive a
fingerprint of the user as the biometric data.

7. The computer program product of claim 5, wherein the
computer readable program code 1s configured to, responsive
to determining that the wireless device lacks a certificate
matching the certificate created by the data processing sys-
tem, refuse an association of the wireless device to the data
processing system.

8. The computer program product of claim 5, wherein the
computer readable program code 1s configured to precontig-



US 9,270,671 B2
13

ure a wireless device owned by the user with a certificate
generated based on the biometric data.
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