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METHOD AND APPARATUS FOR VERIFYING
ANTI-COUNTERFEITING INFORMATION

CROSS-REFERENCE TO RELATED
APPLICATIONS

The present application claims priority to Chinese Patent
Application No. 201210575554.5 filed with the Chinese

Patent Office on Dec. 26, 2012 and entitled “method and
apparatus for verifying anti-counterfeiting information”,
which 1s hereby incorporated by reference 1n 1ts entirety.

FIELD OF THE INVENTION

The present invention relates to the field of anti-counter-
teiting and particularly to a method and apparatus for verity-
ing anti-counterfeiting information.

BACKGROUND OF THE INVENTION

How to improve anti-counterfeiting technologies of prod-
ucts has become an i1ssue highly desirable by producers and
sellers to be addressed along with constant emergence of fake
and inferior commodities and constantly upgraded means of
producing and selling fake products. Existing anti-counter-
feiting technologies common in the market include pattern
anti-counterfeiting, wetness-sensitive anti-counterieiting,
watermark anti-counterfeiting, a Radio Frequency Identifica-
tion (RFID) chip, etc., all of which have their numerous
technical drawbacks and problems including an insignificant
anti-counterfeiting effect and a low counterfeiting threshold;
instable anti-counterfeiting; and non-adaptiveness to differ-
ent customers. Consequently the existing anti-counterieiting

technologies are desirable to be further improved and
enhanced.

SUMMARY OF THE INVENTION

Embodiments of the invention provide a method and appa-
ratus for verifying anti-counterfeiting information so as to
improve an anti-counterfeiting efiect, to extend the scope of
population to which anti-counterfeiting effect 1s applicable
and to guarantee the stability of anti-counterfeiting means.

An embodiment of the mvention provides a method for
verilying anti-counterfeiting information, the method includ-
ng:

obtaining and parsing, by a terminal, encrypted address
information of an object;

connecting, by the terminal, to a network address corre-
sponding to the parsed encrypted address information;

determining, by the terminal, that the encrypted address
information 1s valid upon successiul connection and sending
verification information of the object to the network address
corresponding to the encrypted address information; and

receiving, by the terminal, feedback information about
whether the verification information 1s valid.

An embodiment of the invention provides another method
for verifying anti-counterfeiting information, the method
including;

receiving a request from a terminal for connection to a
specific network address;

setting up a connection of the terminal to the specific net-
work address upon determining that the specific network
address or encrypted address information corresponding to
the specific network address 1s valid;

receiving verification information sent from the terminal to
the specific network address; and
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2

sending feedback information about whether the verifica-
tion information 1s valid to the terminal.

An embodiment of the invention provides an apparatus for
verilying anti-counterfeiting information, the apparatus
including:

an encrypted address imformation processing unit config-
ured to obtain and parse encrypted address information of an
object;

a network connecting unit configured to connect to a net-
work address corresponding to the parsed encrypted address
information;

a verification information sending unit configured to deter-
mine that the encrypted address imnformation 1s valid upon
successiul connection and send verification information of
the object to the network address corresponding to the
encrypted address information; and

a feedback recerving unit configured to recerve feedback
information about whether the vernification mformation 1is
valid.

An embodiment of the invention provides another appara-
tus for verifying anti-counterfeiting information, the appara-
tus including;

a network connection receiving unit configured to receive a
request from a terminal for connection to a specific network
address:

a network connection processing unit configured to set up
a connection of the terminal to the specific network address
upon determining that the specific network address or
encrypted address information corresponding to the specific
network address 1s valid;

a verification nformation recerving unit configured to
receive verification information sent from the terminal to the
specific network address; and

a feedback sending unit configured to send feedback infor-
mation about whether the verification information 1s valid to
the terminal.

As can be apparent from the foregoing technical solutions,
in the invention, a terminal obtains and parses encrypted
address information of an object; the terminal connects to a
network address corresponding to the parsed encrypted
address 1nformation; the terminal determines that the
encrypted address information 1s valid upon successtul con-
nection and sends verification information of the object to the
network address corresponding to the encrypted address
information; and the terminal receives feedback information
about whether the verification information 1s valid. With the
invention, the encrypted address information and the verifi-
cation mformation are designed on the object so that the
terminal parses the encrypted address information and con-
nects to the network address for verification, and there is a
strict correspondence relationship between the respective
anti-counterfeiting eclements, that 1s, different encrypted
address information can only be parsed for a network address
corresponding thereto, and each different network address
can only have verification information corresponding thereto
verified there, thereby improving an anti-counterfeiting
elfect; and also the terminal 1s easy for the user to obtain
without any additionally purchased device, thus extending
the scope of population to which anti-counterfeiting 1s appli-
cable; and moreover the method can be embodied at the user
side 1n the form of a client which i1s updated primarily 1n
software, thereby also ensuring the stability of the technical.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a schematic flow chart of a method for veritying
anti-counterfeiting information according to an embodiment
of the invention;
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FIG. 2 1s a schematic flow chart of another method for
verilying anti-counterfeiting information according to an
embodiment of the invention;

FIG. 3 1s a schematic flow chart of another method for
verifying anti-counterfeiting information according to an
embodiment of the invention;

FIG. 4 1s a schematic flow chart of another method for
verifying anti-counterfeiting information according to an
embodiment of the invention;

FIG. 5 1s a schematic flow chart of another method for
verilying anti-counterfeiting information according to an
embodiment of the invention;

FIG. 6 1s a schematic flow chart of another method for
verilying anti-counterfeiting information according to an
embodiment of the invention;

FIG. 7 1s a schematic flow chart of another method for
verilying anti-counterfeiting information according to an
embodiment of the invention;

FIG. 8 1s a schematic flow chart of another method for
verifying anti-counterfeiting information according to an
embodiment of the invention;

FI1G. 9 1s a schematic flow chart of a method for verifying
anti-counterfeiting information according to an embodiment
of the imnvention;

FIG. 10 1s a schematic diagram of a venfication page
according to an embodiment of the invention;

FIG. 11 1s a schematic diagram of a superficial string of
digits passing verification according to an embodiment of the
invention;

FI1G. 12 1s a schematic diagram of an underlying string of
digits passing verification according to an embodiment of the
invention;

FIG. 13 1s a schematic structural diagram of an apparatus

for veritying anti-counterfeiting information according to an
embodiment of the invention;

FIG. 14 1s a schematic structural diagram of another appa-
ratus for verifying anti-counterfeiting information according
to an embodiment of the invention;

FI1G. 15 1s a schematic structural diagram of another appa-
ratus for verifying anti-counterfeiting information according,
to an embodiment of the invention;

FI1G. 16 1s a schematic structural diagram of another appa-
ratus for veritying anti-counterfeiting information according,
to an embodiment of the invention; and

FI1G. 17 1s a schematic structural diagram of another appa-
ratus for veritying anti-counterfeiting information according,
to an embodiment of the invention.

DETAILED DESCRIPTION OF TH
EMBODIMENTS

(Ll

Embodiments of the invention provide a method and appa-
ratus for verifying anti-counterfeiting information so as to
improve an anti-counterfeiting effect, to lower an anti-coun-
terfeiting cost, to extend the scope of population to which
anti-counterfeiting effect 1s applicable and to guarantee the
stability of anti-counterfeiting means.

Referring to FIG. 1, a method for verilying anti-counter-
feiting information according to an embodiment of the mven-
tion includes the following steps.

S001. A terminal obtains and parses encrypted address
information of an object.

S002. The terminal connects to a network address corre-
sponding to the parsed encrypted address information.

S003. The terminal determines that the encrypted address
information 1s valid upon successiul connection and sends
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verification information of the object to the network address
corresponding to the encrypted address information.

S004. The terminal receives feedback information about
whether the vernification information 1s valid.

Preferably the encrypted address information 1s 1n the form
of a two-dimension code, an RFID, Near Field Communica-
tion (NFC) or other technical forms; and all of technical forms
which can 1nclude network address information and can be
parsed will be employable with the mvention.

Preferably the verification information is in the form of
including but not limited to one or combination of digitals,
letters, symbols, graphics, etc. Upon connection to the net-
work address corresponding to the encrypted address infor-
mation, the terminal sends to the address the verification
information which can be obtained directly from the object.
The sent verification information 1s the same as or has a preset
correspondence relationship with contents as seen directly 1n
the object about the verification information, for example, the
verification information 1s indicated in the object as al23456,
and then the sent verification information 1s also al23456; in
another example, the verification information 1s indicated 1n
the object as the sum of 3 and 3, and the sent verification
information 1s the sum of 3 and 3, 1.e., 8; and 1n still another
example, the verification information of the object 1s an ani-
mal pattern, and the sent verification information 1s a Chinese
amimal name corresponding to the animal pattern.

Preferably the encrypted address information of the object
parsed by the terminal can be correctly parsed only by the
specified terminal according to the imvention so as to ensure
an anti-counterfeiting efiect.

Preferably there are numerous schemes in which the
encrypted address information 1s combined with the verifica-
tion information, that 1s, the number of pieces of the
encrypted address information and the verification informa-
tion will not be limited. For example, first encrypted address
information, second encrypted address information, third
encrypted address information, first verification information,
second verification information and third verification infor-
mation can be combined 1n a scheme. Several preferred
embodiments will be given below.

Preferably, referring to FIG. 2, the encrypted address infor-
mation includes first encrypted address information, and the
verification information includes first verification informa-
tion, and the anti-counterfeiting verification includes the fol-
lowing steps.

S101. A terminal obtains and parses first encrypted address
information of an object.

S102. The terminal connects to a network address corre-
sponding to the parsed first encrypted address information.

S103. The terminal determines that the first encrypted
address information 1s valid upon successiul connection and
sends first verification information of the object to the net-
work address corresponding to the first encrypted address
information.

S104. The terminal receives feedback information about
whether the first verification information 1s valid.

Preferably, referring to FIG. 3, when the object 1s provided
with two levels of encrypted address immformation and one
level of verification information, that 1s, when the encrypted
address 1nformation of the object further includes second
encrypted address information, the anti-counterfeiting veri-
fication following S101 to S104 further includes the follow-
ing steps.

S1035. The terminal obtains and parses second encrypted
address information of the object.
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S5106. The terminal connects to a network address corre-
sponding to the parsed second encrypted address informa-
tion.

S107. The terminal determines that the second encrypted
address information 1s valid upon successtul connection and
sends the first verification information of the object to the
network address corresponding to the second encrypted
address information.

S108. The terminal receives again feedback information
about whether the first verification information 1s valid.

Preferably the second encrypted address information 1s
difficult to obtain as compared with the first encrypted
address information, for example, the second encrypted
address information needs to be obtained by altering an origi-
nal structure of the object.

Preferably, referring to F1G. 4, when the object 1s provided
with two levels of encrypted address information and two
levels of verification information, that 1s, when the verifica-
tion information of the object further includes second verifi-
cation information, the anti-counterteiting verification fol-
lowing S101 to S108 further includes the following steps.

S5109. The terminal obtamns and parses the second
encrypted address information of the object.

S110. The terminal connects to the network address corre-
sponding to the parsed second encrypted address informa-
tion.

S111. The terminal determines that the second encrypted
address information 1s valid upon successiul connection and
sends second verification information of the object to the
network address corresponding to the second encrypted
address information.

S112. The terminal receives feedback information about
whether the second verification information 1s valid.

Preferably, referring to FIG. 5, when the object 1s provided
with two levels of encrypted address information and two
levels of verification information, the following steps also
have the same verification effect: S101 to S104 and S109 and
S112.

Preferably the second verification information 1s difficult
to obtain as compared with the first verification information,

for example, the second verification information needs to be
obtained by altering an original structure of the object.

Preferably, referring to FI1G. 6, when the object 1s provided
with one level of encrypted address information and two
levels of verification information, the verification following
S101 to S104 turther includes the following steps.

S113. The terminal obtains and parses again the first
encrypted address information of the object.

S114. The terminal connects again to the network address
corresponding to the parsed first encrypted address informa-
tion.

S115. The terminal determines again that the first
encrypted address information 1s valid upon successiul con-
nection and sends second verification information of the
object to the network address corresponding to the first
encrypted address information.

S116. The terminal recetves feedback information about
whether the second verification information 1s valid.

Preferably, referring to FIG. 7, there 1s also some counter-
teiting effect when the object 1s provided only with two levels
of encrypted address information.

S201. A terminal obtains and parses first encrypted address
information of an object.

S5202. The terminal connects to a network address corre-
sponding to the parsed first encrypted address information.
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S203. The terminal determines that the first encrypted
address information 1s valid upon successtul connection and
then obtains and parses second encrypted address informa-
tion of the object.

S204. The terminal connects to a network address corre-
sponding to the parsed second encrypted address informa-
tion.

52035, The terminal determines that the second encrypted
address information 1s valid upon successtul connection.

Preferably when the verification information 1s valid, the
corresponding feedback information includes one or more of
the following information: the name of the object correspond-
ing to the verification information, the type of the verification
information, a historical record of verification times of the
verification information, an invalidation alert corresponding
to the verification information, the remaining number of
times that the verification information 1s to be verified, the
accumulated number of times that the verification informa-
tion has been verified, a domain where the terminal sending
the verification information resides, and the model of the
terminal sending the verification information. A user can
inquire of a database of objects corresponding to the verifi-
cation information, by the corresponding feedback informa-
tion that the verification information 1s valid, to further deter-
mine whether the product 1s a fake. For example, the historical
record of verification times of the verification information 1s
compared with a historical record of verification times 1n the
database of objects corresponding to the verification infor-
mation to determine whether the product i1s a fake. The data-
base of objects here refers to a database corresponding to a
public network address specified by a producer of the object,
for example a database 1n an official website, which guaran-
tees accuracy and irreproducibility of anti-counterfeiting
data, where the authenticity of the object 1s determined when
the user determines that the feedback information 1s consis-
tent with the contents in the official website.

Referring to FIG. 8, a method for veritying anti-counter-
feiting information according to an embodiment of the inven-
tion includes the following steps.

S301 1s to recerve a request from a terminal for connection
to a specific network address.

S302 1s to set up a connection of the terminal to the specific
network address upon determining that the specific network
address or encrypted address information corresponding to
the specific network address 1s valid.

S303 1s to receive verification information sent from the
terminal to the specific network address.

5304 1s to send feedback information about whether the
verification information 1s valid to the terminal.

Preferably the received verification information shall be
the same as or has a preset correspondence relationship with
information stored in the specific network address. For
example, al23456 1s stored in the specific network address,
and the terminal shall also send al23456; and 1n another
example, after the terminal sets up a connection to the specific
network address, a plurality of stored verification options are
presented at the specific network address, and a user selects
one of the options at the specific network address according to
indicated contents of verification information carried by the
object 1tself and sends the option as the verification informa-
tion to the network address through the terminal.

Preferably the user 1s alerted to successtul verification of
the encrypted address information and instructed to enter
corresponding verification information between S302 and
S303.

Preferably when S302 1s performed, the method further
includes: determining the type of the encrypted address infor-
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mation; and determining that encrypted address information,
corresponding to the encrypted address information, below
the encrypted address information 1s invalidated upon deter-
minmng that the encrypted address information 1s not the low-
est encrypted address information. For example, {irst
encrypted address information easy to obtain from the surface
of the object 1s mvalidated after second encrypted address
information 1s obtained from the inside of the object and
verified.

Preferably the method further includes: decrementing by
one the remaining number of times that the encrypted address
information, which 1s not the lowest, 1s to be verified; and
determining that the encrypted address information, which 1s
not the lowest, 1s ivalidated upon determining that the
remaining number of times that the encrypted address infor-
mation 1s to be verified 1s zero. Thus higher encrypted address
information can be avoided from being reused due to the
absence of an invalidation mechanism, which would other-
wise have incurred an anti-counterfeiting hole.

It will be difficult to reproduce the anti-counterfeiting
approach due to multi-level verification and level-wise 1invali-
dation 1n the foregoing method.

Preferably the invalidated encrypted address information 1s
stored 1nto a recycle database. Thus the invalidated encrypted
address information will be protected strictly from being
recycled.

Preferably following S303, alike the method further
includes: determining that verification information, corre-
sponding to the verification information, below the verifica-
tion information 1s invalidated upon determiming that the
verification information 1s not the lowest verification infor-
mation. Preferably, the method further includes: decrement-
ing by one the remaiming number of times that the verification
information, which 1s not the lowest, 1s to be verified; and
determining that the verification information, which 1s not the
lowest, 1s mvalidated upon determining that the remaining
number of times that the verification mmformation 1s to be
verified 1s zero. The method further includes: sending to the
terminal an inquiry message about whether to determine the
highest verification information and the highest encrypted
address mformation of the object directly to be invalidated
upon determining that the verification information is the
highest verification information and the encrypted address
information 1s the highest encrypted address information; and
if there 1s a positive feedback from the terminal, then deter-
mimng that the highest verification information and the high-
est encrypted address information are invalidated. For
example, the terminal 1s inquired of about whether the object
has been used upon determining that the second verification
information and the second encrypted address information
have been used, and i1 there 1s a positive feedback from the
terminal, then 1t 1s indicated that the second verification infor-
mation and the second encrypted address information of the
object are of no more value to anti-counterfeiting and thus
determined to be invalidated. Preferably 1n a general scenario,
the inquiry mechanism will be triggered only 11 it 1s deter-
mined that the highest verification information and the high-
est encrypted address mformation (e.g., fourth verification
information and third encrypted address information) are
used when there are more than two pieces of verification
information or encrypted address information. Preferably the
invalidated verification information is stored into a recycle
database.

In the foregoing respective solutions, determination by the
server that the verification information 1s valid refers to deter-
mination by the server that the verification information 1s the
same as or corresponding to information in the network
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address at which the verification information 1s received,
where the verification information has not been invalidated.
For example, the server has no entry record of the correspond-

ing higher second verification information when the recerved
verification information 1s the first verification information,
and the number of times of being entered 1s below a preset
number of times when the verification information 1s the
second verification information.

Preferably when the verification information 1s valid, the
corresponding feedback information includes one or more of
the following parameters: the name of the object correspond-
ing to the verification information, the type of the verification
information, a historical record of verification times of the
verification mformation, an 1mvalidation alert corresponding,
to the verification information, the remaining number of
times that the verification information is to be verified, the
accumulated number of times that the verification informa-
tion has been verified, a domain where the terminal sending
the verification information resides, and the model of the
terminal sending the verification information.

Preferably the feedback information that the verification
information 1s valid 1s sent to a database of objects corre-
sponding to the verification information when 1t 1s deter-
mined that the verification information 1s valid. With a syn-
chronizing mechanism set up with the database of objects, the
user can log onto a specified website and inquire of the data-
base of objects to retrieve feedback information for check to
thereby further guarantee the authenticity of the data.

With the invention, an anti-counterfeiting verification
function can be performed 1n client software or a customized
terminal. In a particular embodiment, the terminal 1s a mobile
phone with a photographing function, 1n which the client
soltware according to the invention 1s nstalled, and the veri-
fication information in use 1s a string of digits, and the
encrypted address information 1n use 1s a two-dimension code
which can be implemented at a low cost, where 1t 1s deter-
mined that anti-counterteiting verification is passed when the
string of digits provided from the object 1s the same as the
string of digits 1n the network address corresponding to the
two-dimension code; and the first encrypted address informa-
tion, the second encrypted address information, the first veri-
fication information and the second verification information
according to the invention are more particularly referred to as
a superficial two-dimension code, an underlying two-dimen-
sion code, a superficial verification string of digits and an
underlying verification string of digits respectively in the
particular embodiment dependent upon an application sce-
nari10. The steps S301 to S304 are performed at a network-side
device which can be a cloud encryption server. Referring to
FIG. 9, a particular embodiment of the invention will be given
below.

S401. A user installs a dedicated mobile phone client which
1s application software installed on a mobile phone to take a
picture of and identily a two-dimension code, where 1denti-
fied valid verification data (e.g., an address uniquely corre-
sponding to the two-dimension code) 1s uploaded automati-
cally to a cloud encryption server.

S402. The user takes a picture of a superficial two-dimen-
s1on code of a commodity.

The superticial two-dimension code 1s aifixed on the out-
side of the product and observable directly and capable of
being photographing and identified by the dedicated mobile
phone client, where each two-dimension code corresponds to
a umque encrypted network address and records anti-coun-
terfeiting verification information of the two-dimension
code.

1




US 9,270,668 B2

9

S403. The clhient decrypts the superficial two-dimension
code.

If no network address 1s available from decryption, the
commodity 1s a fake.

If the superficial two-dimension code 1s decrypted success-
tully but there 1s no entry to a correct verification page or 1t 1s
indicated that the superficial two-dimension code has been
invalidated, then 1t can be substantially determined that the
commodity 1s a fake, where the verification page i1s for a
mobile phone to enter a “Superficial/Underlying Verification
String of Digits” for verification after accessing a unique
network address corresponding to the two-dimension code
over a network atter the dedicated mobile phone client 1den-
tifies the two-dimension code.

If the verification page 1s successiully connected to, then
the flow proceeds to S404 as illustrated 1n FIG. 10.

S404. The user enters a superficial verification string of
digits on the verification page.

The superficial verification string of digits 1s printed on the
outside of the product (at the seal, etc.) to be entered for
verification as instructed after the dedicated mobile phone
client identifies the superficial/underlying two-dimension
code.

If verification 1s not passed, then 1t can be determined that
the commodity 1s a fake.

If verification 1s passed, then the verification time, source
information about the commodity and other contents are dis-
played as 1llustrated in FIG. 11.

S405. The user logs onto an official database of the com-
modity for comparison with a historical record of verification
times.

The user logs onto the official database of the commodity
for comparison with the historical record of verification times
available 1n the official database, and 1f there 1s a displayed
match with the time indicated by the user, then it 1s deter-
mined that first anti-counterfeiting verification 1s valid, and
the flow proceeds to S406.

S406. The user performs second anti-counterfeiting veri-
fication.

An underlying two-dimension code 1s obscured by a
scratchable coating, a removable sheet of paper or otherwise
and capable of being photographed by the mobile phone
client.

The user 1s ready to purchase the commodity, removes/
scratches an anti-counterfeiting label to expose the underly-
ing two-dimension code, takes a picture of the underlying
two-dimension code using the dedicated mobile phone client,
and then enters the correct superficial verification string of
digits, and the client indicates that 1t 1s valid but the superficial
two-dimension code 1s invalidated and displays the verifica-
tion time and the source mformation about the commodity
corresponding to the underlying two-dimension code. The
user accesses the official network and enters the superficial
verification string of digits again for comparison, and then the
historical record of several recent verification times 1s dis-
played, and it 1s indicated that the superficial two-dimension
code 1s invalidated, and 11 there 1s a displayed match with the
time indicated by the user, then 1t 1s determined that second
anti-counterfeiting verification 1s valid.

S407. The user performs third anti-counterfeiting verifica-
tion.

An underlying verification string of digits 1s located inside
of the product (on the iside of a bottle cover, on the 1nside of
a package, etc.) to be entered for verification as instructed
after the dedicated mobile phone client 1dentifies the super-
ficial/underlying two-dimension code.
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The user purchases the commodity and then opens the
package and sees the underlying verification string of digits,
and takes a picture of the underlying two-dimension code
using the dedicated mobile phone client. The correct under-
lying verification string of digits 1s entered and indicated to be
valid while the superficial verification string of digits 1s 1ndi-
cated to be invalidated, and the verification time and the
source mnformation of the commodity are displayed as 1llus-
trated 1n FI1G. 12. The user accesses the official network and
enters the underlying verification string of digits again for
comparison, and then the historical record of several recent
verification times 1s displayed, and it 1s indicated that both the
superficial two-dimension code and the superficial verifica-
tion string of digits are mvalidated, and 11 there 1s a displayed
match with the time indicated by the user, then 1t 1s deter-
mined that third anti-counterfeiting verification 1s valid.

Taking an alcohol commodity as an example, anti-counter-
feiting information corresponding to the alcohol commodity
in the foregoing verification steps 1s distributed as follows: a
superficial two-dimension code affixed on a package box of
the commodity, an underlying two-dimension code visible
alter the superficial two-dimension code 1s uncovered, a
superficial verification string of digits on the outside of a
bottle cover of the commodity, and an underlying verification
string of digits visible on the inside of the removed bottle
cover.

Reterring to FIG. 13, an apparatus for verifying anti-coun-
terfeiting information according to an embodiment of the
invention includes:

an encrypted address information processing unit 31 con-
figured to obtain and parse encrypted address information of
an object;

a network connecting unit 52 configured to connect to a
network address corresponding to the parsed encrypted
address information;

a verification information sending umt 33 configured to
determine that the encrypted address information i1s valid
upon successiul connection and send verification information
of the object to the network address corresponding to the
encrypted address information; and

a feedback recerving unit 54 configured to receive feed-
back information about whether the verification information
1s valid.

Preferably the encrypted address information includes first
encrypted address information, and the verification informa-
tion 1ncludes first verification information.

Preferably when the encrypted address information of the
object further includes second encrypted address informa-
tion, after the feedback receiving unit 54 recerves the feed-
back information about whether the first verification infor-
mation 1s valid, the encrypted address information processing
unit 31 1s further configured to obtain and parse the second
encrypted address information of the object; the network
connecting unit 52 1s further configured to connect to a net-
work address corresponding to the parsed second encrypted
address information; the verification information sending
umt 53 1s further configured to determine that the second
encrypted address information 1s valid upon successiul con-
nection and send the first verification information of the
object to the network address corresponding to the second
encrypted address information; and the feedback receiving
unit 54 1s further configured to receive again feedback infor-
mation about whether the first verification information 1s
valid.

Preferably when the verification information of the object
further includes second verification information, after the
teedback recerving unit 54 recerves the feedback information
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about whether the first verification information 1s valid, the
encrypted address information processing unit 51 1s further
configured to obtain and parse second encrypted address
information of the object; the network connecting unit 52 1s
turther configured to connect to a network address corre-
sponding to the parsed second encrypted address informa-
tion; the verification information sending umt 53 1s further
configured to determine that the second encrypted address
information 1s valid upon successtul connection and send the
second verification information of the object to the network
address corresponding to the second encrypted address infor-
mation; and the feedback receiving unit 54 1s further config-
ured to recerve feedback information about whether the sec-
ond verification information 1s valid.

Preferably when the verification information of the object
further includes second verification information, after the
teedback recerving unit 54 recerves the feedback information
about whether the first verification information 1s valid, the
encrypted address mformation processing unit 51 1s further
configured to obtain and parse again the first encrypted
address information of the object; the network connecting
unit 52 1s further configured to connect again to the network
address corresponding to the parsed first encrypted address
information; the verification information sending unit 53 1s
turther configured to determine again that the first encrypted
address information 1s valid upon successtul connection and
send the second verification information of the object to the
network address corresponding to the first encrypted address
information; and the feedback receiving unit 54 i1s further
configured to recerve feedback information about whether the
second verification information 1s valid.

Preferably when the verification information 1s valid, the
corresponding feedback information includes one or more of
the following information: the name of the object correspond-
ing to the verification information, the type of the verification
information, a historical record of verification times of the
verification mformation, an mvalidation alert corresponding,
to the verification information, the remaining number of
times that the verification information is to be verified, the
accumulated number of times that the verification informa-
tion has been verified, a domain where a terminal sending the
verification information resides, and the model of the termi-
nal sending the verification information.

Referring to FIG. 14, an apparatus for verifying anti-coun-
terfeiting information according to an embodiment of the
invention mcludes:

a network connection receiving unit 61 configured to
receive a request from a terminal for connection to a specific
network address:

a network connection processing unit 62 configured to set
up a connection of the terminal to the specific network
address upon determiming that the specific network address or
encrypted address information corresponding to the specific
network address 1s valid;

a verification information recerving unit 63 configured to
receive verification information sent from the terminal to the
specific network address; and

a feedback sending unit 64 configured to send feedback
information about whether the vernification miformation 1is
valid to the terminal.

Preferably, referring to FIG. 15, the apparatus further
includes:

an mvalidation determining unit 65 configured to deter-
mine the type of the encrypted address mformation corre-
sponding to the specific network address upon determining
that the specific network address or the encrypted address
information 1s valid; and
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to determine that encrypted address information, corre-
sponding to the encrypted address information, below the
encrypted address information 1s invalidated upon determin-
ing that the encrypted address information 1s not the lowest
encrypted address information.

Preferably the invalidation determiming unit 65 1s further
coniigured:

to decrement by one the remaining number of times that the
encrypted address information, which 1s not the lowest, 1s to

be verified; and

to determine that the encrypted address information, which
1s not the lowest, 1s 1nvalidated upon determining that the
remaining number of times that the encrypted address infor-
mation 1s to be verified 1s zero.

Preferably, referring to FIG. 16, the apparatus further
includes:

an ivalidation recycling umt 66 configured to store the
invalidated encrypted address information into arecycle data-
base.

Preferably the invalidation determining unit 65 1s further
configured to determine that verification information, corre-
sponding to the verification information, below the verifica-
tion information 1s mnvalidated upon determining that the
verification information 1s not the lowest verification infor-
mation.

Preferably the invalidation determining unit 65 1s further
configured:

to decrement by one the remaining number of times that the
verification information, which 1s not the lowest, 1s to be
verified; and

to determine that the verification information, which 1s not
the lowest, 1s invalidated upon determining that the remaining
number of times that the verification information 1s to be
verified 1s zero.

Preferably the invalidation determiming unit 65 1s further
configured:

to send to the terminal an 1nquiry message about whether to
determine the highest verification information and the highest
encrypted address information of the object directly to be
invalidated upon determining that the verification informa-
tion 1s the highest verification information and the encrypted
address information 1s the highest encrypted address infor-
mation; and

11 there 1s a positive feedback from the terminal, to deter-
mine that the highest verification information and the highest
encrypted address information are invalidated.

Preferably the invalidation recycling unit 66 1s further con-
figured to store the ivalidated verification information into
the recycle database.

Preferably when the verification information 1s valid, the
corresponding feedback information includes one or more of
the following information:

the name of the object corresponding to the verification
information, the type of the verification information, a his-
torical record of verification times of the verification infor-
mation, an invalidation alert corresponding to the verification
information, the remaining number of times that the verifica-
tion information 1s to be verified, the accumulated number of
times that the verification information has been verified, a
domain where the terminal sending the verification informa-
tion resides, and the model of the terminal sending the veri-
fication information.

Preferably, referring to FIG. 17, the apparatus further
includes:

a data synchronizing unit 67 configured to send the feed-
back information that the verification information is valid to
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a database of objects corresponding to the verification infor-
mation when 1t 1s determined that the verification information
1s valid.

In summary, the embodiments of the invention provide a
method and apparatus for verifying anti-counterfeiting infor-
mation so as to improve an anti-counterfeiting effect, to lower
an anti-counterieiting cost, to extend the scope of population
to which anti-counterfeiting effect 1s applicable and to guar-
antee the stability of anti-counterfeiting means.

Those skilled 1n the art shall appreciate that the embodi-
ments of the invention can be embodied as a method, a system
or a computer program product. Therefore the ivention can
be embodied 1n the form of an all-hardware embodiment, an
all-software embodiment or an embodiment of software and
hardware 1n combination. Furthermore the invention can be
embodied 1n the form of a computer program product embod-
ied 1n one or more computer useable storage mediums (1n-
cluding but not limited to a disk memory, an optical memory,
¢tc.) 1 which computer useable program codes are contained.

The invention has been described in a flow chart and/or a
block diagram of the method, the device (system) and the
computer program product according to the embodiments of
the invention. It shall be appreciated that respective tlows
and/or blocks 1n the tlow chart and/or the block diagram and
combinations of the tlows and/or the blocks in the flow chart
and/or the block diagram can be embodied in computer pro-
gram 1nstructions. These computer program instructions can
be loaded onto a general-purpose computer, a specific-pur-
pose computer, an embedded processor or a processor of
another programmable data processing device to produce a
machine so that the instructions executed on the computer or
the processor of the other programmable data processing
device create means for performing the functions specified 1n
the flow(s) of the flow chart and/or the block(s) of the block
diagram.

These computer program 1nstructions can also be stored
into a computer readable memory capable of directing the
computer or the other programmable data processing device
to operate 1n a specific manner so that the mstructions stored
in the computer readable memory create an article of manu-
facture including instruction means which perform the func-
tions specified in the flow(s) of the flow chart and/or the
block(s) of the block diagram.

These computer program 1instructions can also be loaded
onto the computer or the other programmable data processing
device so that a series of operational steps are performed on
the computer or the other programmable data processing
device to create a computer implemented process so that the
instructions executed on the computer or the other program-
mable data processing device provide steps for performing,
the functions specified in the flow(s) of the tlow chart and/or
the block(s) of the block diagram.

Evidently those skilled in the art can make various modi-
fications and variations to the invention without departing
from the spirit and scope of the invention. Thus the invention
1s also intended to encompass these modifications and varia-
tions thereto so long as the modifications and variations come
into the scope of the claims appended to the invention and
their equivalents.

The invention claimed is:
1. A method for veritying anti-counterfeiting information,
comprising;
obtaining and parsing, by a terminal, encrypted address
information of an object;
connecting, by the terminal, to a network address corre-
sponding to the parsed encrypted address information;
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determiming, by the terminal, that the encrypted address
information 1s valid upon successiul connection and
sending verification mformation of the object to the
network address corresponding to the encrypted address
information; and

recewving, by the terminal, feedback information about

whether the verification information 1s valid.
2. The method according to claim 1, wherein the encrypted
address information includes first encrypted address informa-
tion, and the verification information includes first verifica-
tion information.
3. The method according to claim 2, wherein when the
encrypted address information of the object further includes
second encrypted address information, after the feedback
information about whether the first verification information 1s
valid 1s recerved, the method further comprises:
obtaining and parsing, by the terminal, the second
encrypted address information of the object;

connecting, by the terminal, to a network address corre-
sponding to the parsed second encrypted address infor-
mation;

determining, by the terminal, that the second encrypted

address information 1s valid upon successiul connection
and sending the first verification information of the
object to the network address corresponding to the sec-
ond encrypted address information; and

recerving, by the terminal, again feedback information

about whether the first verification information 1s valid.

4. The method according to claim 2, wherein when the
verification information of the object further includes second
verification information, after the feedback information
about whether the first verification mformation 1s valid 1s
received, the method further comprises:

obtaining and parsing, by the terminal, second encrypted

address information of the object;

connecting, by the terminal, to a network address corre-

sponding to the parsed second encrypted address infor-
mation;

determiming, by the terminal, that the second encrypted

address information 1s valid upon successiul connection
and sending the second verification information of the
object to the network address corresponding to the sec-
ond encrypted address information; and

recewving, by the terminal, feedback information about

whether the second verification information 1s valid.

5. The method according to claim 2, wherein when the

verification information of the object further includes second
verification information, after the feedback information
about whether the first verification imnformation 1s valid 1s
received, the method further comprises:
obtaining and parsing, by the terminal, again the first
encrypted address information of the object;
connecting, by the terminal, again to the network address
corresponding to the parsed first encrypted address
information;
determiming, by the terminal, again that the first encrypted
address information 1s valid upon successiul connection
and sending the second verification information of the
object to the network address corresponding to the first
encrypted address information; and
recewving, by the terminal, feedback information about
whether the second verification information 1s valid.
6. A method for veritying anti-counterfeiting information,
comprising;
receving a request from a terminal for connection to a
specific network address;
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setting up a connection of the terminal to the specific net-
work address upon determining that encrypted address
information corresponding to the specific network
address 1s valid;

receiving verification information sent from the terminal to

the specific network address; and

sending feedback information about whether the verifica-

tion information 1s valid to the terminal.

7. The method according to claim 6, wherein when 1t 1s
determined that the encrypted address information corre-
sponding to the specific network address 1s valid, the method
turther comprises:

determining the type of the encrypted address information;

and

determining that encrypted address information, corre-

sponding to the encrypted address information, below
the encrypted address information 1s mvalidated upon
determining that the encrypted address information is
not the lowest encrypted address information.

8. The method according to claim 7, further comprising:

decrementing by one the remaining number of times that

the encrypted address information, which is not the low-
est, 1s to be verified; and

determining that the encrypted address information, which

1s not the lowest, 1s invalidated upon determining that the
remaining number of times that the encrypted address
information 1s to be verified 1s zero.

9. The method according to claim 7, further comprising:

storing the invalidated encrypted address information into

a recycle database.

10. The method according to claim 6, wherein after the
verification information sent from the terminal to the specific
network address 1s received, the method turther comprises:

determining that verification information, corresponding

to the verification information, below the verification
information 1s mvalidated upon determining that the
verification information i1s not the lowest verification
information.

11. The method according to claim 10, further comprising:

decrementing by one the remaining number of times that

the verification information, which 1s not the lowest, 1s to
be verified; and

determining that the verification information, which 1s not

the lowest, 1s 1nvalidated upon determining that the
remaining number of times that the verification infor-
mation 1s to be verified 1s zero.

12. The method according to claim 10, further comprising:

storing the invalidated verification information into the

recycle database.

13. The method according to claim 6, further comprising:

sending to the terminal an 1nquiry message about whether

to determine the highest verification information and the
highest encrypted address information of the object
directly to be invalidated upon determining that the veri-
fication information 1s the highest verification informa-
tion and the encrypted address information 1s the highest
encrypted address information; and

if there 1s a positive feedback from the terminal, then deter-

mining that the highest verification information and the
highest encrypted address information are invalidated.

14. The method according to claim 6, wherein when the
verification information 1s valid, the corresponding feedback
information includes one or more of the following informa-
tion:

the name of the object corresponding to the verification

information, the type of the verification mnformation, a
historical record of verification times of the verification
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information, an ivalidation alert corresponding to the
verification information, the remaining number of times
that the verification information 1s to be verified, the
accumulated number of times that the verification infor-
mation has been verified, a domain where the terminal
sending the venfication information resides, and the
model of the terminal sending the verification informa-
tion.

15. The method according to claim 14, further comprising:

sending the feedback information that the verification
information 1s valid to a database of objects correspond-
ing to the verification information upon determining that
the verification information 1s valid.

16. An apparatus for verifying anti-counterfeiting informa-
tion, comprising a memory and one or more Processors,
wherein the memory stores therein computer readable pro-
gram codes, and the one or more processors are configured to
execute the computer readable program codes to implement:

an encrypted address information processing unit config-
ured to obtain and parse encrypted address information
of an object;

a network connecting unit configured to connect to a net-
work address corresponding to the parsed encrypted
address information;

a verification information sending unit configured to deter-
mine that the encrypted address information 1s valid
upon successiul connection and send verification infor-
mation of the object to the network address correspond-
ing to the encrypted address information; and

a feedback recerving unit configured to recerve feedback
information about whether the verification information
1s valid.

17. The apparatus according to claim 16, wherein the
encrypted address information 1includes first encrypted
address 1nformation, and the verification 1nformation
includes first verification information.

18. The apparatus according to claim 17, wherein when the
encrypted address information of the object further includes
second encrypted address information, after the feedback
receiving unit receives the feedback information about
whether the first verification information 1s valid,

the encrypted address information processing unit 1s fur-
ther configured to obtain and parse the second encrypted
address information of the object;

the network connecting unit 1s further configured to con-
nect to a network address corresponding to the parsed
second encrypted address information;

the verification information sending unit 1s further config-
ured to determine that the second encrypted address
information 1s valid upon successiul connection and
send the first verification information of the object to the
network address corresponding to the second encrypted
address information; and

the feedback recerving unit 1s further configured to recerve
again feedback information about whether the first veri-
fication information 1s valid.

19. The apparatus according to claim 17, wherein when the
verification information of the object further includes second
verification mformation, after the feedback recerving umit
receives the feedback mformation about whether the first
verification information 1s valid,

the encrypted address information processing unit 1s fur-
ther configured to obtain and parse second encrypted
address information of the object;

the network connecting unit 1s further configured to con-
nect to a network address corresponding to the parsed
second encrypted address information;
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the verification information sending unit 1s further config-
ured to determine that the second encrypted address
information 1s valid upon successiul connection and
send the second verification information of the object to
the network address corresponding to the second
encrypted address information; and

the feedback recerving unit 1s further configured to recerve

feedback information about whether the second verifi-
cation information 1s valid.

20. The apparatus according to claim 17, wherein when the
verification information of the object further includes second
verification information, after the feedback receiving unit
receives the feedback information about whether the first
verification information 1s valid,

the encrypted address information processing unit 1s fur-

ther configured to obtain and parse again the first
encrypted address information of the object;

the network connecting unit i1s further configured to con-

nect again to the network address corresponding to the
parsed first encrypted address information;

the verification information sending unit 1s further config-

ured to determine again that the first encrypted address
information 1s valid upon successiul connection and
send the second verification information of the object to
the network address corresponding to the first encrypted
address information; and

the feedback receiving unit 1s further configured to recerve

feedback information about whether the second verifi-
cation information 1s valid.
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