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UTILIZING X.509 AUTHENTICATION FOR
SINGLE SIGN-ON BETWEEN DISPARATE
SERVERS

COPYRIGHT NOTICE

A portion of the disclosure of this patent document con-
tains material which 1s subject to copyright protection. The
copyright owner has no objection to the facsimile reproduc-
tion by anyone of the patent document or the patent disclo-
sure, as 1t appears 1n the Patent and Trademark Office patent
file or records, but otherwise reserves all copyright rights
whatsoever.

BACKGROUND

Today, many business and government organizations uti-
lize enterprise software for performing various business func-

tions and providing services. Business functions may include
order processing, procurement, production scheduling, cus-
tomer information management, energy management, and
accounting. Services provided by enterprise soltware are
typically business-oriented tools such as online shopping and
online payment processing, interactive product catalogue,
automated billing systems, security, enterprise content man-
agement, I'T service management, customer relationship
management, enterprise resource planming, business intelli-
gence, project management, collaboration, human resource
management, manufacturing, enterprise application integra-
tion, and enterprise forms automation. Enterprise software 1s
typically hosted on servers and provides simultaneous ser-
vices to a large number of users, typically over a computer
network. This 1s 1n contrast to a single-user application that 1s
executed on a user’s personal computer and serves only one
user at a time. Enterprise software which 1s utilized by many
business and government organizations includes the SAP
application from SAP AG CORPORATION of Walldordt,
(ermany.

Enterprise software 1s often integrated with web applica-
tion platforms hosted by separate servers to enable users to
remotely access data hosted by enterprise software servers by
initiating a “sign-on” operation (1.e., a user name login) from
a web application platform server to an enterprise soltware
server. Once such web application platform may include the
SHAREPOINT SERVER application from MICROSOFT
CORPORATION of Redmond, Wash. One known problem
associated with accessing data between web application plat-
form servers and enterprise software servers i1s associated
with the authentication required for performing a single sign-
on operation to enable all of the various security settings and
data access privileges required for accessing data on enter-
prise soitware servers. Previous solutions for solving the
alforementioned problem have included the use of Security
Assertion Markup Language (“SAML”’) token authentication
with the open data protocol (“OData’). OData 1s utilized by
some web application platform software and enterprise appli-
cation software applications for querying and updating data
over Hypertext Transfer Protocol (“HTTP”), including the
SHAREPOINT SERVER application software and the SAP
application software. However, OData does not prescribe any
authentication method when used with SAML. It 1s with
respect to these considerations and others that the various
embodiments of the present invention have been made.

SUMMARY

This summary 1s provided to introduce a selection of con-
cepts 1n a simplified form that are further described below 1n
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the Detailed Description. This summary 1s not intended to
identily key features or essential features of the claimed sub-
ject matter, nor 1s 1t mtended as an aid 1n determining the
scope of the claimed subject matter.

Embodiments are provided for utilizing an authentication
scheme to facilitate a single sign-on operation between dis-
parate servers. One or more servers (e.g., a SHAREPOINT
server) receives a data request directed to a disparate server
(e.g., an SAP server). A root certificate (e.g., an X.509 root
certificate) 1s loaded for accessing the disparate server via a
single sign-on operation. A user certificate 1s dynamically
generated for identitying a logged-in user. It should be under-
stood however, that 1n alternative embodiment, the user cer-
tificate may be pre-generated during configuration and stored
in a secure store service. Following the generation of the user
certificate, the user certificate 1s signed with the root certifi-
cate and sent to the disparate server for binding with the data
request. The data request 1s sent to the disparate server for
authentication using the user certificate. The disparate server
accesses a mapping table to map a subject name 1n the user
certificate. When an entry for the logged-in user 1s found 1n
the mapping table, data operations are enabled between the
servers. An open web protocol response containing the
requested data 1s then received from the disparate server.

These and other features and advantages will be apparent
from a reading of the following detailed description and a
review of the associated drawings. It 1s to be understood that
both the foregoing general description and the following
detailed description are illustrative only and are not restrictive
of the mvention as claimed.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a block diagram 1llustrating a network architec-
ture for utilizing an authentication scheme for a single sign-
on between disparate servers, in accordance with various
embodiments;

FIG. 2 1s a block diagram 1illustrating a user mapping table
which 1s utilized 1n executing a single sign-on between dis-
parate servers, 1n accordance with various embodiments;

FIG. 3 1s a flow diagram 1illustrating a routine for utilizing
an authentication scheme for a single sign-on between dis-
parate servers, 1n accordance with various embodiments;

FIG. 4 15 a simplified block diagram of a computing device
with which various embodiments may be practiced;

FIG. 5A 1s a simplified block diagram of a mobile comput-
ing device with which various embodiments may be prac-
ticed;

FIG. 5B 1s a simplified block diagram of a mobile comput-
ing device with which various embodiments may be prac-
ticed; and

FIG. 6 1s a ssmplified block diagram of a distributed com-
puting system 1n which various embodiments may be prac-
ticed.

DETAILED DESCRIPTION

Embodiments are provided for utilizing an authentication
scheme to facilitate a single sign-on operation between dis-
parate servers. One or more servers (e€.g., a SHAREPOINT
server) recerves a data request directed to a disparate server
(e.g., an SAP server). A root certificate (e.g., an X.509 root
certificate) 1s loaded for accessing the disparate server via a
single sign-on operation. A user certificate 1s dynamically
generated for identifying a logged-in user. Then, the user
certificate 1s signed with the root certificate and sent to the
disparate server for binding with the data request. The data
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request 1s sent to the disparate server for authentication using,
the user certificate. The disparate server accesses a mapping,
table to map a subject name 1n the user certificate. It should be
understood that, prior to consulting the mapping table, the
disparate server may verily that the user certificate 1s valid.
Since the disparate server was previously configured to know
about the root certificate, the disparate server may use this
knowledge to validate that the data request came from a
trusted originating server. When an entry for the logged-in
user 1s found i1n the mapping table, data operations are
enabled between the servers. An open web protocol response
containing the requested data 1s then recerved from the dis-
parate server.

In the following detailed description, references are made
to the accompanying drawings that form a part hereof, and in
which are shown by way of illustrations specific embodi-
ments or examples. These embodiments may be combined,
other embodiments may be utilized, and structural changes
may be made without departing from the spirit or scope of the
present invention. The following detailed description 1s there-
fore not to be taken 1n a limiting sense, and the scope of the
present invention is defined by the appended claims and their
equivalents.

Referring now to the drawings, in which like numerals
represent like elements through the several figures, various
aspects of the present invention will be described. FIG. 1 1s a
block diagram 1llustrating a network architecture for utilizing,
an authentication scheme for a single sign-on between dis-
parate servers, 1n accordance with various embodiments. The
network architecture includes one or more servers 10 (here-
iafter referred to as “the server 10””) 1n communication with
a server 30. In accordance with an embodiment, the server 10
may comprise one or more computers configured for execut-
ing the SHAREPOINT SERVER application from
MICROSOFT CORPORATION of Redmond, Wash. It
should be understood that, 1n accordance with embodiment,
the server 10 may comprise multiple computers (1.e., a server
farm) where each server 1s configured for executing the afore-
mentioned SHAREPOINT SERVER application. It should
be appreciated, however, that other server applications from
other manufacturers may be utilized 1n accordance with the
various embodiments described herein. In accordance with an
embodiment, the server 30 may comprise an SAP gateway
which 1s configured for executing the SAP application from
SAP AG CORPORATION of Walldort, Germany. As 1s
known to those skilled 1n the art, the SAP application may be
utilized by an enterprise for performing various business
functions and providing services. Business functions may
include order processing, procurement, production schedul-
ing, customer information management, energy manage-
ment, and accounting. Services may include business-ori-
ented tools such as online shopping and online payment
processing, mteractive product catalogue, automated billing
systems, security, enterprise content management, I'T service
management, customer relationship management, enterprise
resource planning, business intelligence, project manage-
ment, collaboration, human resource management, manufac-
turing, enterprise application integration, and enterprise
forms automation. It should be appreciated, however, that
other enterprise soltware from other manufacturers may be
utilized 1n accordance with the wvarious embodiments
described herein.

In accordance with an embodiment, the servers 10 and 30
may each be utilized by administrators 2 and 4 (e.g., a
SHAREPOINT administrator and an SAP administrator). In
particular, the administrator 2 may utilize the application 12
to 1mitiate the creation of a root certificate 6 and the commu-
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4

nication of the root certificate 6 to the administrator 4. The
administrator 4 may 1nitiate the storing of the root certificate
6 1nto a certificate trust store 32 on the server 30. In accor-
dance with an embodiment, the root certificate 6 may com-
prise an X.509 root certificate. As known to those skilled in
the art, X.509 1s an I'TU-T standard for public key infrastruc-
ture (“PKI”) and privilege management infrastructure
(“PMI”). X.509 may specily, among other things, standard
formats for public key certificates, certificate revocation lists,
attribute certificates, and a certification path validation algo-
rithm. In an X.509 system, a certification authority may 1ssue
a certificate which binds a public key to a particular distin-
guished name or to an alternative name such as an e-mail
address or a DNS-entry. It should be understood that the
server 10 may also be utilized by end user 70 for retrieving
requested data. For example, 1n accordance with an embodi-
ment, the end user 70 may utilize browser application 72 to
log-1in to a SHARFEPOINT server for data retrieval.

The server 10 may include an application 12, application
configuration application program interfaces (“APIs™) 14, a
secure store service 16, an application open data protocol
(“Odata’) extension provider 18 and a business connectivity
services (“BCS”)/hybrid remoter 20. In accordance with an
embodiment, the application 12 may comprise the DUET
ENTERPRISE software jointly developed by MICROSOFT
CORPORATION of Redmond, Wash. and SAP AG CORPO-
RATION of Walldort, Germany. As 1s known to those skilled
in the art, DUET ENTERPIRSE software blends SAP and
SHAREPOINT functionality by combining collaboration
and productivity with business data and processes. As will be
described 1n greater detail below with respect to FIG. 3, the
application 12 may be configured to utilize the root certificate
6 in dynamically creating a user certificate for enabling single
sign-on operations with the server 30.

The application configuration APIs 14 may be utilized for
receiving the root certificate 6 created by the application 12
and to store the root certificate 6 in the secure store service 16.
The application OData extension provider 18 1s a software
plug-in for the BCS/Hybrid remoter 20. The application
OData extension provider 18 may be configured receive the
root certificate 6 from the secure store service 16 in addition
to a domain user. The OData extension provider 18 may also
be configured to output a dynamically created user certificate
8 for enabling single sign-on operations with the server 30
(the details of which will be discussed below with respect to
FIG. 3) and a user certificate subject name in a format which
1s consistent and agreed upon between the server 10 and the
server 30. In accordance with an embodiment, the user cer-
tificate 8 may comprise an X.509 user certificate. As 1s known
to those skilled 1n the art, OData 1s an open web protocol for
querying and updating data. The protocol allows for querying
a data source over the HI'TP protocol and to recetve results
back 1n any of a number of formats including, without limi-
tation, plain extensible markup language (“XML”’), Atom (an
XML language utilized for web feeds) and JavaScript Object
Notation (“JSON”). The results may include pagination,
ordering or filtering of data. It should be understood however,
that the embodiments described herein are not limited to the
OData protocol and that other web protocols for querying and

updating data may also be utilized, including, for example,
the GOOGLE data protocol (“GData’) from GOOGLE COR -

PORATION of Mountain View, Calif.

The BCS/Hybnd remoter 20 may be utilized to call the
application OData extension provider 18 to retrieve the
dynamically created user certificate 8 and the user certificate
subject name for sending to the server 30. It should be under-
stood that, 1n accordance with an embodiment, all authenti-
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cation and data exchange (including calls) between the server
10 and the server 30 occur over Hypertext Transfer Protocol
Secure (“HTTPS”).

The server 30 may include the certificate trust store 32, a
user mapping table 34, OData 36 and an active directory
(“AD”) import tool 38. As discussed above, the certificate
trust store 32 may be utilized to store the root certificate 6
received from the server 10. The user mapping table 34 may
comprise user mappings for users of the server 10. The user
mappings may comprise a list of user certificate 8 subject
names (along with associated domains) for users of the server
10 (1.e., external IDs) and a corresponding list of user names
(1.e., SAP IDs) 1n a format compatible for accessing the
various functions and services provided by the server 30. It
should be understood that the atlorementioned user mappings
may be imported mto the mapping table 34 using the AD
import tool 38 which, 1n turn, may retrieve the user mappings
from the active directory 40. The user mapping table 34 will
be described 1n greater detail below with respect to FIG. 2.
The OData 36 1n the server 30 represents a server protocol
service (e.g., an SAP OData protocol service) which 1s uti-
lized for accepting the dynamically generated user certificate
8 from the BCS/Hybrid remoter 20 on the server 10 1n order
to enable a single sign-on between the server 10 and the sever
30.

FIG. 2 1s a block diagram illustrating the user mapping
table 34 which 1s utilized 1n executing a single sign-on
between disparate servers, in accordance with various
embodiments. In accordance with an embodiment, the user
mapping table 34 may include a list of external IDs 50 for
users of the sever 10 and a list of IDs 60 (e.g. SAP IDs)
formatted for use on the server 30. In particular, the list of
external IDs 50 may include I1Ds 52, 54, 56 and 58 which are
cach formatted according to a user name and either an on-
premises domain or an online domain. For example, Joe and
Jack are employees of the Contoso company who wish to
access company human resources data which 1s remotely
hosted on an SAP server (i.e., the server 30) via a single
s1gn-on operation from an on-premises company server (1.e.,
the server 10). In setting up access for the aforementioned
employees, the company administrator determines that both
Joe and Jack are mixed domain users of the company server.
That 1s, sometimes Joe and Jack access the company server
while on the company premises via SHAREPOINT on-pre-
mises (e.g., Contoso company headquarters) while other
times Joe and Jack access the company server from home-
based client computers online via SHAREPOINT online. As
a result, the user mapping table 34 may be populated with two
external IDs for each user. In particular, the IDs 52 and 56
may represent user names corresponding to an on-premises
domain (e.g., CN=domain/username) and the IDs 54 and 58
may represent user names corresponding to an online domain
(e.g., CN=username@domain.com). The list of IDs 60 (e.g.,
the SAP IDs) may include IDs 62, 64, 66 and 68, and be
associated with a corresponding external ID 50. Thus, for
example, the IDs 52 and 54 for Joe (1.e., CN=Contoso/Joe and
CN=Joe(@Contoso.com) would be mapped to the IDs 62 and
64 (1.c., SAP-Joe) while the IDs 56 and 58 for Jack (i.e.,
CN=Contoso/Jack and CN=Jack@Contoso.com) would be
mapped to the IDs 66 and 68.

FIG. 3 1s a flow diagram illustrating a routine 300 for
utilizing an authentication scheme for a single sign-on
between disparate servers, in accordance with various
embodiments. When reading the discussion of the routines
presented herein, 1t should be appreciated that the logical
operations of various embodiments of the present invention
are implemented (1) as a sequence of computer implemented
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6

acts or program modules running on a computing system
and/or (2) as mterconnected machine logical circuits or cir-
cuit modules within the computing system. The implementa-
tion 1s a matter of choice dependent on the performance
requirements ol the computing system implementing the
invention. Accordingly, the logical operations 1llustrated 1n
FIG. 3 and making up the various embodiments described
herein are referred to variously as operations, structural
devices, acts or modules. It will be recognized by one skilled
in the art that these operations, structural devices, acts and
modules may be implemented 1n software, 1n firmware, in
special purpose digital logical, and any combination thereof
without deviating from the spirit and scope of the present
invention as recited within the claims set forth herein.

The routine 300 begins at operation 305, where the server
10 receives a data request directed to the server 30. For
example, a user of a SHAREPOINT server may wish to
access company human resources data stored on an SAP
gateway server. Upon recerving the data request, the server 10
may prepare to forward the request to the server 30 as part of
a single-sign on operation which will be described 1n detail
below.

From operation 305, the routine 300 continues to operation
310, where the server 10 may load a root certificate for access-
ing the server 30 via a single sign-on operation. In particular,
the X.509 root certificate 6 may be retrieved from the secure
store service 16 on the server 10. It should be understood that
the root certificate 1s trusted by both the server 10 and the
server 30.

From operation 310, the routine 300 continues to operation
315, where the server 10 may dynamically generate a user
certificate for identifying a currently logged-in user. In par-
ticular, the application 12 may utilize the application OData
extension provider 18 to generate the X.509 user certificate 8
for identifying users a currently logged-in on-premises user
of the server 10 and/or a currently logged-1n online user of the
server 10. Thus, 1t should be understood that the server 10
may provide support for both multiple domain users and
mixed mode environments (e.g., SHAREPOINT on-premises
and SHAREPOINT online). For example, in dynamically
generating the user certificate 8, a subject name for a currently
logged-1n on-premises user may be specified 1n a fixed format
(e.g., CN=domain/username or
CN=username{@domain.com).

From operation 315, the routine 300 continues to operation
320, where the server 10 may sign the dynamically generated
user certificate with the root certificate. For example, the
X.509 user certificate 8 may be signed with the X.509 root
certificate 6.

From operation 320, the routine 300 continues to operation
325, where the server 10 may send the dynamically generated
user certificate to the server 30 for binding with the data
request recerved at operation 305. In particular, the applica-
tion OData extension provider 18 may send the X.509 user
certificate 8 to the BCS/Hybrid remoter 20 for binding the
X.509 user certificate 8 to an outgoing HTTPS request
directed to the OData 36 on the server 30.

From operation 325, the routine 300 continues to operation
330, where the server 10 may send the data request for authen-
tication using the dynamically generated user certificate. In
particular, the BCS/Hybrid remoter 20 may bind the X.509
user certificate 8, recerved from the OData extension provider
18, to an outgoing HT'TPS request directed to the OData 36 on
the server 30. It should be understood that once the OData 36
receives the alorementioned HTTPS request, a trust chain of
the X.509 user certificate 8 may be authenticated by the server
30 accessing the mapping table 34. In particular, the server 30
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may access the mapping table 34 to map a subject name in the
X.509 user certificate 8 to an SAP user. It should be under-
stood that the authentication may fail 1f the X.509 root cer-
tificate 6 has expired or 1s not trusted. Under these circum-
stances, an error code (e.g., an HT'TP 403 “Forbidden”™ error
code) may be returned as the HTTP response from the server
30.

From operation 330, the routine 300 continues to operation
335, where the server 10 may enable a single sign-on for the
currently logged-in user with the server 30 upon an entry
being found 1n the mapping table for the currently logged-in
user. In particular, upon the entry being found, a security
context for the currently logged-in user 1s created on the sever
30 and subsequent data operations (e.g., SAP data operations)
will occur with the aforementioned user context. Thus, for
example, all SAP authorizations configured for an SAP user
will apply. It should be understood that if an entry 1s not
found, an error code (e.g., an HT'TP 403 “Forbidden” error
code) may be returned as the HTTP response from the server
30.

From operation 335, the routine 300 continues to operation
340, where the server 10 may receive a response containing
the requested data from the server 30. In particular, the server
10 may receive an OData response contaiming requested SAP
data from the server 30. It should be understood that if the data
request was originally made from an online SHAREPOINT
user, the OData response may be channeled via the BCS/
Hybnd remoter 20 back to SHAREPOINT online. From
operation 340, the routine 300 then ends.

FIG. 4 1s a block diagram illustrating example physical
components of a computing device 400 with which various
embodiments may be practiced. In a basic configuration, the
computing device 400 may include at least one processing
unit 402 and a system memory 404. Depending on the con-
figuration and type of computing device, system memory 404
may comprise, but 1s not limited to, volatile (e.g. random
access memory (RAM)), non-volatile (e.g. read-only
memory (ROM)), flash memory, or any combination. System
memory 404 may include an operating system 405 and appli-
cation 407. Operating system 405, for example, may be suit-
able for controlling computing device 400°s operation and, 1n
accordance with an embodiment, may comprise the WIN-

DOWS operating systems from MICROSOFT CORPORA-
TION of Redmond, Wash. The application 407, for example,
may comprise functionality for performing one or more of the
operations 1n the routine 300 described above with respect to
FIG. 3. It should be understood, however, that the embodi-
ments described herein may also be practiced 1n conjunction
with other operating systems and application programs and
turther, 1s not limited to any particular application or system.

The computing device 400 may have additional features or
functionality. For example, the computing device 400 may
also include additional data storage devices (removable and/
or non-removable) such as, for example, magnetic disks,
optical disks, solid state storage devices (“SSD”), flash
memory or tape. Such additional storage 1s 1llustrated in FIG.
4 by a removable storage 409 and a non-removable storage
410. The computing device 400 may also have input device(s)
412 such as a keyboard, a mouse, a pen, a sound input device
(e.g., amicrophone) for recerving a voice mput, a touch input
device for recerving gestures, etc. Output device(s) 414 such
as a display, speakers, a printer, etc. may also be included. The
alorementioned devices are examples and others may be
used.

Generally, consistent with various embodiments, program
modules may be provided which include routines, programs,
components, data structures, and other types of structures that
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may perform particular tasks or that may implement particu-
lar abstract data types. Moreover, various embodiments may
be practiced with other computer system configurations,
including hand-held devices, multiprocessor systems, micro-
processor-based or programmable consumer electronics,
minicomputers, mainirame computers, automotive comput-
ing systems and the like. Various embodiments may also be
practiced 1n distributed computing environments where tasks
are performed by remote processing devices that are linked
through a communications network. In a distributed comput-
ing environment, program modules may be located 1n both
local and remote memory storage devices.

Furthermore, various embodiments may be practiced in an
clectrical circuit comprising discrete electronic elements,
packaged or integrated electronic chips containing logic
gates, a circuit utilizing a microprocessor, or on a single chip
containing electronic e¢lements or microprocessors. For
example, various embodiments may be practiced via a sys-
tem-on-a-chip (“SOC”) where each or many of the compo-
nents illustrated in FIG. 4 may be integrated onto a single
integrated circuit. Such an SOC device may include one or
more processing units, graphics units, communications units,
system virtualization units and various application function-
ality all of which are integrated (or “burned’) onto the chip
substrate as a single integrated circuit. When operating via an
SOC, the functionality, described herein may operate via
application-specific logic mtegrated with other components
of the computing device/system 400 on the single integrated
circuit (chip). Embodiments may also be practiced using
other technologies capable of performing logical operations
such as, for example, AND, OR, and NOT, including but not
limited to mechanical, optical, fluidic, and quantum technolo-
gies. In addition, embodiments may be practiced within a
general purpose computer or 1n any other circuits or systems.

Various embodiments, for example, may be implemented
as a computer process (method), a computing system, or as an
article ol manufacture, such as a computer program product
or computer readable media. The computer program product
may be a computer storage media readable by a computer
system and encoding a computer program of instructions for
executing a computer process.

The term computer readable media as used herein may
include computer storage media. Computer storage media
may 1nclude volatile and nonvolatile, removable and non-
removable media implemented 1n any method or technology
for storage of information (such as computer readable
instructions, data structures, program modules, or other data)
in hardware. The system memory 404, removable storage
409, and non-removable storage 410 are all computer storage
media examples (1.e., memory storage.) Computer storage
media may include, but 1s not limited to, RAM, ROM, elec-
trically erasable read-only memory (EEPROM), flash
memory or other memory technology, CD-ROM, digital ver-
satile disks (DVD) or other optical storage, magnetic cas-
settes, magnetic tape, magnetic disk storage or other mag-
netic storage devices, or any other medium which can be used
to store mnformation and which can be accessed by the com-
puting device 400. Any such computer storage media may be
part of the computing device 400.

The term computer readable media as used herein may also
include communication media. Commumnication media may
be embodied by computer readable 1nstructions, data struc-
tures, program modules, or other data in a modulated data
signal, such as a carrier wave or other transport mechanism,
and 1ncludes any information delivery media. The term
“modulated data signal” may describe a signal that has one or
more characteristics set or changed 1n such a manner as to
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encode mnformation 1n the signal. By way of example, and not
limitation, communication media may include wired media
such as a wired network or direct-wired connection, and
wireless media such as acoustic, radio frequency (RF), infra-
red, and other wireless media.

FIGS. 5A and 5B illustrate a suitable mobile computing
environment, for example, a mobile computing device 550
which may include, without limitation, a smartphone, a tablet
personal computer, a laptop computer, and the like, with
which various embodiments may be practiced. With refer-
ence to FIG. 5A, an example mobile computing device 550
for implementing various embodiments 1s illustrated. In a
basic configuration, mobile computing device 350 1s a hand-
held computer having both iput elements and output ele-
ments. Input elements may include touch screen display 525
and 1nput buttons 510 that allow the user to enter information
into mobile computing device 550. Mobile computing device
550 may also incorporate an optional side mput element 520
allowing further user input. Optional side input element 520
may be a rotary switch, a button, or any other type of manual
input element. In alternative embodiments, mobile comput-
ing device 550 may incorporate more or less input elements.
For example, display 525 may not be a touch screen 1n some
embodiments. In yet another alternative embodiment, the
mobile computing device is a portable telephone system, such
as a cellular phone having display 525 and input buttons 510.
Mobile computing device 550 may also include an optional
keypad 594. Optional keypad 594 may be a physical keypad
or a “soit” keypad generated on the touch screen display.

Mobile computing device 550 incorporates output ele-
ments, such as display 590, which can display a graphical user
interface (GUI). Other output elements include speaker 530
and LED light 580. Additionally, mobile computing device
550 may incorporate a vibration module (not shown), which
causes mobile computing device 550 to vibrate to notily the
user of an event. In yet another embodiment, mobile comput-
ing device 550 may incorporate a headphone jack (not shown)
for providing another means of providing output signals.

Although described herein 1n combination with mobile
computing device 550, 1n alternative embodiments may be
used 1n combination with any number of computer systems,
such as 1n desktop environments, laptop or notebook com-
puter systems, multiprocessor systems, miCro-processor
based or programmable consumer electronics, network PCs,
mim computers, main frame computers and the like. Various
embodiments may also be practiced 1n distributed computing
environments where tasks are performed by remote process-
ing devices that are linked through a communications net-
work 1n a distributed computing environment; programs may
be located 1n both local and remote memory storage devices.
To summarize, any computer system having a plurality of
environment sensors, a plurality of output elements to provide
notifications to a user and a plurality of notification event
types may incorporate the various embodiments described
herein.

FIG. 5B 1s a block diagram illustrating components of a
mobile computing device used 1n one embodiment, such as
the mobile computing device 550 shown 1n FIG. 5A. That 1s,
mobile computing device 550 can incorporate a system 302 to
implement some embodiments. For example, system 502 can
be used 1n implementing a “smart phone” or tablet computer
that can run one or more applications similar to those of a
desktop or notebook computer. In some embodiments, the
system 302 1s integrated as a computing device, such as an
integrated personal digital assistant (PDA) and wireless
phone.
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Application 567 may be loaded 1into memory 562 and run
on or 1n association with an operating system (“OS”) 564. The
system 502 also includes non-volatile storage 568 within
memory the 562. Non-volatile storage 568 may be used to
store persistent information that should not be lost 1f system
502 1s powered down. The application 567 may use and store
information in the non-volatile storage 568. A synchroniza-
tion application (not shown) also resides on system 502 and 1s
programmed to interact with a corresponding synchroniza-
tion application resident on a host computer to keep the infor-
mation stored in the non-volatile storage 568 synchronized
with corresponding information stored at the host computer.
As should be appreciated, other applications may also be
loaded 1nto the memory 562 and run on the mobile computing
device 350.

The system 502 has a power supply 570, which may be
implemented as one or more batteries. The power supply 570
might further include an external power source, such as an AC
adapter or a powered docking cradle that supplements or
recharges the batteries.

-

T'he system 502 may also include a radio 572 (1.e., radio
interface layer) that performs the function of transmitting and
receiving radio frequency communications. The radio 572
tacilitates wireless connectivity between the system 502 and
the “outside world.” via a communications carrier or service
provider. Transmissions to and from the radio 572 are con-
ducted under control of OS 564. In other words, communi-
cations received by the radio 572 may be disseminated to the
application 567 via OS 564, and vice versa.

The radio 572 allows the system 502 to communicate with
other computing devices, such as over a network. The radio
572 1s one example of communication media. The embodi-
ment of the system 502 1s shown with two types of notification
output devices: LED 380 that can be used to provide visual
notifications and an audio interface 574 that can be used with
speaker 530 to provide audio notifications. These devices
may be directly coupled to the power supply 570 so that when
activated, they remain on for a duration dictated by the noti-
fication mechanism even though processor 560 and other
components might shut down for conserving battery power.
The LED 580 may be programmed to remain on indefinitely
until the user takes action to indicate the powered-on status of
the device. The audio interface 574 1s used to provide audible
signals to and receirve audible signals from the user. For
example, 1 addition to being coupled to speaker 530, the
audio mterface 574 may also be coupled to a microphone (not
shown) to receive audible mput, such as to facilitate a tele-
phone conversation. In accordance with embodiments, the
microphone may also serve as an audio sensor to facilitate
control of notifications. The system 502 may further include
a video 1nterface 576 that enables an operation of on-board
camera 540 (shown 1 FIG. 5A) to record still images, video
streams, and the like.

A mobile computing device implementing the system 502
may have additional features or functionality. For example,
the device may also include additional data storage devices
(removable and/or non-removable) such as, magnetic disks,
optical disks, or tape. Such additional storage 1s 1llustrated 1n
FIG. 5B by storage 568.

Data/information generated or captured by the mobile
computing device 350 and stored via the system 502 may be
stored locally on the mobile computing device 530, as
described above, or the data may be stored on any number of
storage media thatmay be accessed by the device via theradio
572 or via a wired connection between the mobile computing
device 350 and a separate computing device associated with
the mobile computing device 550, for example, a server com-
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puter 1n a distributed computing network such as the Internet.
As should be appreciated such data/information may be
accessed via the mobile computing device 550 via the radio
572 or via a distributed computing network. Similarly, such
data/information may be readily transierred between comput-
ing devices for storage and use according to well-known
data/information transfer and storage means, including elec-
tronic mail and collaborative data/information sharing sys-
tems.

FIG. 6 1s a sitmplified block diagram of a distributed com-
puting system in which various embodiments may be prac-
ticed. The distributed computing system may include number
of client devices such as a computing device 603, a tablet
computing device 605 and a mobile computing device 610.
The client devices 603, 605 and 610 may be 1n communica-
tion with a distributed computing network 615 (e.g., the Inter-
net). A server 620 1s 1n communication with the client devices
603, 605 and 610 over the network 615. The server 620 may
store application 600 which may be perform routines includ-

ing, for example, one or more of the operations in the routine
300 described above with respect to FIG. 3.

Various embodiments are described above with reference
to block diagrams and/or operational illustrations of methods,
systems, and computer program products. The functions/acts
noted in the blocks may occur out of the order as shown in any
flow diagram. For example, two blocks shown 1n succession
may 1n fact be executed substantially concurrently or the
blocks may sometimes be executed in the reverse order,
depending upon the functionality/acts mvolved.

While certain embodiments have been described, other
embodiments may exist. Furthermore, although various
embodiments have been described as being associated with
data stored in memory and other storage mediums, data can
also be stored on or read from other types of computer-
readable media, such as secondary storage devices (1.e., hard
disks, tloppy disks, or a CD-ROM), a carrier wave from the
Internet, or other forms of RAM or ROM. Further, the dis-
closed routine’s operations may be modified 1n any manner,
including by reordering operations and/or imserting or opera-
tions, without departing from the embodiments described
herein.

It will be apparent to those skilled in the art that various
modifications or variations may be made without departing
from the scope or spirit of the embodiments described herein.
Other embodiments will be apparent to those skilled in the art
from consideration of the specification and practice of the
embodiments described herein.

What 1s claimed 1s:

1. A computer-implemented method of utilizing an authen-
tication scheme for a single sign-on between disparate serv-
ers, comprising:

receiving, by a first server, a request for data stored on a

second server;
retrieving, by the first server, a root certificate for accessing
the second server via a single sign-on operation;

dynamically generating, by the first server, a user certifi-
cate foridentifying a currently logged-in user on the first
Server;

signing, by the first server, the user certificate with the root

certificate;

sending, by the first server, the user certificate to the second

server for binding with the request for data;

sending, by the first server, the request for data to the

second server for authentication using the user certifi-
cate, the authentication comprising accessing a mapping
table for mapping a subject name 1n the user certificate to
a user of the second server;
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enabling, by the first server, the single sign-on with the
second server, upon an entry being found 1n the mapping,
table for the currently logged-in user, the found entry
enabling data operations to occur between the currently
logged-1n user and the second server; and

recerving, by the first server, an open web protocol

response containing the requested data from the second
Server.

2. The computer-implemented method of claim 1, wherein
receiving, by the first server, an open web protocol response
containing the requested data from the second server com-
prises recerving an open protocol data (OData) response from
an SAP server.

3. The computer-implemented method of claim 1, wherein
receiving, by a first server, a request for data stored on a
second server, comprises receiving, by a SHAREPOINT
server, a request for data stored on an SAP server.

4. The computer-implemented method of claim 1, wherein
retrieving, by the first server, a root certificate for accessing
the second server via a single sign-on operation comprises
retrieving a root certificate which is trusted by both the first
and second servers.

5. The computer-implemented method of claim 1, wherein
retrieving, by the first server, a root certificate for accessing,
the second server via a single-sign on operation comprises
retrieving an X.509 root certificate.

6. The computer-implemented method of claim 1, wherein
dynamically generating, by the first server, a user certificate
for identitying a currently logged-in user on the first server
comprises dynamically generating a user certificate for 1den-
tifying a currently logged-in on-premises user on the first
SErver.

7. The computer-implemented method of claim 6, wherein
dynamically generating a user certificate for identifying a
currently logged-in on-premises user on the first server com-
prises specilying a subject name for the currently logged-in
on-premises user in a fixed format, wherein the fixed format
1s defined such that a plurality of domain users are supported.

8. The computer-implemented method of claim 1, wherein
dynamically generating, by the first server, a user certificate
for identitying a currently logged-in user on the first server
comprises generating a user certificate for identifying a cur-
rently logged-in online user on the first server.

9. The computer-implemented method of claim 8, wherein
dynamically generating a user certificate for identifying a
currently logged-in online user on the first server comprises
speciiying a subject name for the currently logged-in online
user 1n a fixed format, wherein the fixed format 1s defined such
that a plurality of domain users are supported.

10. A system for utilizing X.509 authentication for a single
sign-on between disparate servers, comprising:

an SAP server comprising at least a memory storage device

and a processor; and

a plurality of SHAREPOINT servers in communication

with the SAP server, at least one of the plurality of

SHAREPOINT servers being operative to:

receive a request for data stored on the SAP server;

retrieve an X.509 root certificate for accessing the SAP
server via a single sign-on operation;

dynamically generate a user certificate for identilying a
currently logged-1in user;

sign the user certificate with the X.509 root certificate;

send the user certificate to the SAP server for binding,
with the request for data;

send the request for data to the SAP server for authenti-
cation using the user certificate, the authentication
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comprising accessing a mapping table for mapping a
subject name 1n the user certificate to a user of the
SAP server; and

ecnable the single sign-on between the plurality of
SHAREPOINT servers and the SAP server, upon an
entry being found in the mapping table for the cur-
rently logged-in user, the found entry enabling data
operations to occur between the currently logged-in
user and the SAP server.

11. The system of claim 10, wherein the SHAREPOINT
servers are further operative to recerve an open protocol data
(OData) response containing the requested data from the SAP
SErver.

12. The system of claim 11, wherein the currently logged-
in user 1s an on-premises user on the SHAREPOINT server.

13. The system of claim 12, wherein the dynamically gen-
crated user certificate specifies a subject name for the cur-
rently on-premises user in a fixed format, wherein the fixed
format 1s defined such that a plurality of domain users are
supported.

14. The system of claim 11, wherein the currently logged-
in user 1s an online user on the SHAREPOINT server.

15. The system of claim 14, wherein the dynamically gen-
erated user certificate specifies a subject name for the online
user 1n a fixed format, wherein the fixed format 1s defined such
that a plurality of domain users are supported.

16. A computer-readable storage device comprising com-
puter executable instructions which, when executed on a
computer, will cause the computer to perform a method of
utilizing X.509 authentication for a single sign-on between a
plurality of SHAREPOINT servers and an SAP server, com-
prising:

receiving, by the plurality of SHAREPOINT servers, a

request for data stored on the SAP server;

retrieving a trusted X.509 root certificate for accessing the

SAP server via a single sign-on operation, wherein the
trusted X.509 root certificate 1s trusted by the plurality of
SHARFEPOINT servers and the SAP server;

dynamically generating a user certificate for identitying a

currently logged-in user;
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signing the user certificate with the trusted X.509 root

certificate;

sending the user certificate to the SAP server for binding

with the request for data;
sending the request for data to the SAP server for authen-
tication using the user certificate, the authentication
comprising accessing a mapping table for mapping a
subject name 1n the user certificate to a user of the SAP
Server;

enabling the single sign-on with the SAP server, upon an
entry being found 1n the mapping table for the currently
logged-1n user, the found entry enabling data operations
to occur between the currently logged-in user and the
SAP server; and

recerving an open protocol data (OData) response contain-

ing the requested data from the SAP server.

17. A computer-readable storage device of claim 16,
wherein dynamically generating a user certificate for identi-
tying a currently logged-in user comprises dynamically gen-
erating a user certificate for identifying a currently logged-in
On-premises user.

18. A computer-readable storage device of claim 17,
wherein dynamically generating a user certificate for identi-
tying a currently logged-in on-premises user comprises
specilying a subject name for the currently logged-in on-
premises user 1n a fixed format, wherein the fixed format 1s
defined such that a plurality of domain users are supported.

19. A computer-readable storage device method of claim
16, wherein dynamically generating a user certificate for
identifving a currently logged-1n user comprises generating a
user certificate for identifying a currently logged-in online
user.

20. A computer-readable storage device of claim 19,
wherein dynamically generating a user certificate for identi-
tying a currently logged-in online user comprises speciiying

a subject name for the currently logged-in online user 1n a
fixed format, wherein the fixed format 1s defined such that a

plurality of domain users are supported.
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