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VERIFICATION OF USER
COMMUNICATION ADDRESSES

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application 1s a continuation of co-pending U.S. util-
ity application entitled “VERIFICATION OF USER COM-

MUNICATION ADDRESSES,” having Ser. No. 13/490,972,
and filed Jun. 7, 2012, which 1s incorporated herein by refer-
ence 1n 1ts entirety.

BACKGROUND

An online retailer or other entity may communicate with 1ts
customers by various communication channels. For example,
the online retailer may originate short message service (SMS)
messages to a mobile telephone number of the customer,
voice calls to a telephone number of the customer, email
messages to an email address of the customer, printed mate-
rials to a postal address of the customer, and so on. Without
verification that the telephone numbers, email addresses,
postal addresses, and/or other addresses have been accurately
provided for the customer, notifications or other significant
communications intended for the customer may be lost or
misdirected.

BRIEF DESCRIPTION OF THE DRAWINGS

Many aspects of the present disclosure can be better under-
stood with reference to the following drawings. The compo-
nents 1n the drawings are not necessarily to scale, emphasis
instead being placed upon clearly i1llustrating the principles of
the disclosure. Moreover, in the drawings, like reference
numerals designate corresponding parts throughout the sev-
cral views.

FIG. 1 1s a drawing of a networked environment according,
to various embodiments of the present disclosure.

FIGS. 2A and 2B are drawings of example user interfaces
rendered by a client 1n the networked environment of FIG. 1
according to various embodiments of the present disclosure.

FI1G. 3 15 a flowchart 1llustrating one example of function-
ality implemented as portions of vernfication application
executed 1n a computing environment 1n the networked envi-
ronment of FIG. 1 according to various embodiments of the
present disclosure.

FIG. 4 1s a schematic block diagram that provides one
example 1llustration of a computing environment employed
in the networked environment of FIG. 1 according to various
embodiments of the present disclosure.

DETAILED DESCRIPTION

The present disclosure relates to a stateless verification of
communication addresses provided by users. An online
retailer or other entity may request communication addresses
from users. Such communication addresses may, {for
example, include phone numbers, email addresses, postal
addresses, and so on. Verification 1s performed to determine
that the provided communication address 1s legitimate and
that communication to the user may be performed by way of
the communication address. In a sense, ownership by the user
of the communication address 1s established through the veri-
fication.

To perform the verification, a verification code 1s typically
sent to the communication address, and the user confirms
ownership of the communication address by providing the
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verification code. A naive implementation of such a system
may 1nvolve temporarily storing the verification code and
other data at the server 1n association with the communication
address 1n order for the server to determine whether the com-
munication address 1s valid. However, such an implementa-
tion may result in the storage of a large quantity of temporary
data, including data for communication addresses that may
never be verified. Also, stale data may need to be periodically
cleared, which 1mvolves processing resources.

Various embodiments of the present disclosure provide
verification of user-provided communication addresses with-
out the need for temporary storage of verification codes or
other data at the server side. To this end, encrypted data 1s
provided to a client in response to a communication address
being provided. The encrypted data includes the data involved
in carrying out the verification. A verification code 1s trans-
mitted to the communication address. Subsequently, the user
provides the verification code and the encrypted data to a
server. The server then verifies the communication address
based at least in part on the vernfication code and the
encrypted data. The encrypted data need not be persisted 1n
the server, which conserves data storage and processing
resources. In the following discussion, a general description
of the system and its components 1s provided, followed by a
discussion of the operation of the same.

With reference to FIG. 1, shown 1s a networked environ-
ment 100 according to various embodiments. The networked
environment 100 includes a computing environment 103 1n
data communication with one or more clients 106 by way of
a network 109. The network 109 1ncludes, for example, the
Internet, intranets, extranets, wide area networks (WANSs),
local area networks (LANs), wired networks, wireless net-
works, or other suitable networks, etc., or any combination of
two or more such networks. The computing environment 103
may also be capable of transmitting a notification to a com-
munication client 112 by way of the network 109. The com-
munication client 112 may correspond to a telephone, smart-
phone, feature phone, a desktop computer, a laptop computer,
personal digital assistants, set-top boxes, music players, web
pads, tablet computer systems, game consoles, electronic
book readers, or other devices with like capability.

The computing environment 103 may comprise, for
example, a server computer or any other system providing
computing capability. Alternatively, a plurality of computing
devices may be employed that are arranged, for example, 1n
one or more server banks or computer banks or other arrange-
ments. For example, a plurality of computing devices
together may comprise a cloud computing resource, a grid
computing resource, and/or any other distributed computing
arrangement. Such computing devices may be located 1n a
single 1nstallation or may be distributed among many differ-
ent geographical locations.

Various applications and/or other functionality may be
executed 1n the computing environment 103 according to
various embodiments. Also, various data 1s stored 1n a data
store 115 that 1s accessible to the computing environment
103. The data store 115 may be representative of a plurality of
data stores 115 as can be appreciated. The data stored in the
data store 115, for example, 1s associated with the operation
of the wvarious applications and/or functional entities
described below.

The components executed on the computing environment
103, for example, include a network data server 118, a veri-
fication application 121, an encryption provider 124, a veri-
fication code generator 127, and other applications, services,
processes, systems, engines, or functionality not discussed in
detail herein. The network data server 118 1s executed to serve
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up network pages and/or other forms of network data to the
clients 106 by way of the network 109. The network pages
may include, for example, web pages, mobile application
screens, gopher pages, and/or other forms of network data.
The network data server 118 may include a commercially
available hypertext transier protocol (HTTP) server such as,
for example, Apache® HTTP Server, Apache® Tomcat®,
Microsolt® Internet Information Services (11S), and so on.

The verification application 121 1s executed to generate
network pages and/or other data to facilitate receiving and
verilying communication addresses for users. Uponreceiving,
a verification request from an authenticated user, the verifi-
cation application 121 generates network data 130, which
includes encrypted verification data 133. The encrypted veri-
fication data 133 includes, for example, the communication
address 136, the verification code 139, the user 1dentifier 142
for the user, and a timestamp 143 for ensuring timeliness of
the verification with respect to the verification request.

The encrypted verification data 133 1s sent to the client 106
by way ol the network 109. The verification application 121 1s
also configured to transmit the verification code 139 to a
communication client 112 at the communication address as
part ol the verification process. From the client 106, the
verification application 121 receives network data 148, which
includes the encrypted verification data 133 previously sent to
the client 106 and the verification code 139 previously trans-
mitted to the communication client 112.

The encryption provider 124 1s configured to encrypt and
decrypt the encrypted verification data 133. The encryption
provided by the encryption provider 124 may be relied upon
to prevent the user from gaining access to or modifying the
contents of the encrypted verification data 133. The verifica-
tion code generator 127 1s configured to generate the verifi-
cation code 139 from stored data or an algorithmic approach.

The data stored 1n the data store 115 1includes, for example,
network page data 151, user data 154, verification code gen-
eration data 157, secret keys 160, and potentially other data.
The network page data 151 may include code, text, templates,
images, graphics, video, audio, animations, and/or other data
used 1n generating network pages to be served up by the
network data server 118. The user data 154 includes data
associated with users of the system. In one example, the users
may be registered customers or prospective customers of an
online retailer.

The user data 154 may include, for example, user 1dentifi-
ers 163, security credentials 166, verified communication
addresses 169, and/or other data. A user 1dentifier 163 may
correspond to a unique identifier for a user. The security
credentials 166 may include, for example, usernames, pass-
words, security questions and responses, keys, and/or other
credentials that may be employed to authenticate a user. The
verified communication addresses 169 include communica-
tion addresses which have previously been verified for the
user.

The verification code generation data 157 includes data
that may be used by the venfication code generator 127 in
generating a verification code 139 for a given communication
address verification request. To this end, the verification code
generation data 157 may correspond to a dictionary of words
or phrases that may be modified or used directly for a verifi-
cation code 139. Alternatively, the verification code generator
127 may be configured to generate the verification code 139
through a random or other algorithmic process. However,
words or phrases may be easier to remember or enter by the
user.

The secret keys 160 correspond to keys that may be used by
the encryption provider 124 to encrypt or decrypt the

10

15

20

25

30

35

40

45

50

55

60

65

4

encrypted verification data 133. The secret keys 160 may
correspond to symmetric keys or asymmetric keys. However,
it 1s noted that the user 1s not given access to the secret keys
160.

The client 106 1s representative of a plurality of client
devices that may be coupled to the network 109. The client
106 may comprise, for example, a processor-based system
such as a computer system. Such a computer system may be
embodied 1n the form of a desktop computer, a laptop com-
puter, personal digital assistants, cellular telephones, smart-
phones, set-top boxes, music players, web pads, tablet com-
puter systems, game consoles, electronic book readers, or
other devices with like capability. The client 106 may include
a display 172. The display 172 may comprise, for example,
one or more devices such as cathode ray tubes (CRT's), liquid
crystal display (LCD) screens, gas plasma-based flat panel
displays, LCD projectors, or other types of display devices,
etc.

The client 106 may be configured to execute various appli-
cations such as a browser 175 and/or other applications. The
browser 175 may be executed 1n a client 106, for example, to
access and render network pages, such as web pages, or other
network content served up by the computing environment
103 and/or other servers, thereby generating a rendered net-
work page 178 on the display 172. The browser 175 may also
be configured to store cookies 181 set by the computing
environment 103. The client 106 may be configured to
execute applications beyond the browser 175 such as, for
example, mobile applications, email applications, instant
message applications, and/or other applications.

Next, a general description of the operation of the various
components of the networked environment 100 1s provided.
To begin, a user 1s authenticated by the verification applica-
tion 121 by providing a security credential 166 or enrolling as
a new user. The user provides one or more communication
addresses 136 to the venfication application 121. For
example, the user may enter a control panel network page or
mobile application screen and specily a new telephone num-
ber, email address, postal address, etc. to be associated with
the account of the user. In one embodiment, the communica-
tion address 136 may be preliminarily verified not to belong
to another user 1n the verified communication addresses 169.

The frequency or absolute number of address verification
requests by a particular user may be throttled to prevent abuse
of the system. For example, the verification application 121
may keep a counter for outstanding address verification
requests for the user. In some cases, a timestamp or other
tracking data may be persisted in the data store 113 to prevent
rapid request origination.

In response to receiving a new, unverified communication
address, the verification application 121 generates encrypted
verification data 133. To this end, the verification application
121 receives the communication address 136 and the user
identifier 142 for the user. The verification application 121
generates a verification code 139 with the verification code
generator 127. The verification application 121 also generates
a current timestamp 143. The data including the communica-
tion address 136, the verification code 139, the user identifier
142, and the timestamp 1435 are encrypted into one or more
“blobs” by the encryption provider 124 using the secret keys
160 to produce the encrypted verification data 133. It 1s noted
that the computing environment 103 does not persist an asso-
ciation of the communication address 136 with the verifica-
tion code 139 in memory before the communication address
136 1s ventied.

In addition, the verification application 121 transmits the
verification code 139 to the communication client 112 at the
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communication address 136. To this end, the verification
application 121 may send an email message or text message
containing the verification code 139. A text message may be
relayed, for example, to a telephone number by a text gateway
on the network 109.

In some cases, the communication address 136 may not
define a network-reachable communication client 112. As an
example, where the communication address 136 1s a tele-
phone number, the verification application 121 may place a
voice call on the public switched telephone network to the
telephone number, where the verification code 139 will be
provided during the voice call. As another example, where the
communication address 136 1s a postal address, the verifica-
tion application 121 may mitiate the generation of materials
to be sent by mail to the postal address, where the materials
include the verification code 139.

The encrypted venfication data 133 1s provided by the
verification application 121 to the client 106 in the network
data 130. The communication client 112 may correspond to
the client 106 1n some situations. In one embodiment, the
verification application 121 may cause the network data
server 118 to set a cookie 181 in the browser 175, where the
cookie 181 includes the encrypted verification data 133. In
another embodiment, the verification application 121 may
generate a network page that includes a form. The form may
include a prepopulated field that includes the encrypted veri-
fication data 133. This prepopulated field may correspond to
a hidden field or a user-visible field as desired. The form may
be configured to obtain the verification code 139 as recerved
by the user.

Next, the user at the client 106 provides the verification
code 139 received through the communication address 136
via a form 1n the rendered network page 178. Upon submit-
ting the form, the network data 148 1s sent to the network data
server 118 and on to the vernfication application 121. The
network data 148 includes the encrypted verification data 133
in the form submission or as a cookie 181. The network data
148 also includes the verification code 139 entered by the
user, €.g., into a text-input field, or selected via a drop-down
box, a radio button, a check box, or other user interface
components.

Upon receiving the network data 148, the verification
application 121 begins performing the verification of the
communication address 136. To this end, the verification
application 121 uses the encryption provider 124 to decrypt
the encrypted verification data 133. If the encrypted verifica-
tion data 133 1s not present or able to be decrypted, the
communication address 136 1s not verified. If the contents of
the encrypted verification data 133 are successiully extracted,
the verification application 121 compares the verification
code 139 from the encrypted verification data 133 as a refer-
ence against the verification code 139 supplied by the user. If
they do not match, the communication address 136 1s not
verified.

Also, the verification application 121 evaluates the times-
tamp 145 with respect to a maximum age threshold relative to
the current time. It may be desirable to have the verification
request have only a brief lifetime, e.g., 30 minutes, an hour, a
day, a week, etc. Such a lifetime may be established based on
the type of communication address 136 and/or on other fac-
tors. Verilying a postal address, for example, may mvolve a
week or more as the request lifetime for the request to allow
for delivery and receipt at the postal address. By contrast, a
text message may be receirved near instantaneously, which
may weigh towards a lifetime of 30 minutes or less. If the
timestamp 145 1s too old, the communication address 136 1s
not verified.
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If the maximum age criteria are met and the verification
codes 139 match, the communication address 136 may be
considered verified. Accordingly, the communication address
136 may be associated with the user identifier 142 1n the user
data 154 as a verified communication address 169.

Referring next to FIG. 2A, shown 1s an exemplary user
interface 200 rendered 1n the browser 175 (FIG. 1) executed
in the client 106 (FIG. 1) in the networked environment 100
(FI1G. 1) according to an embodiment. The user interface 200
includes a rendered network page 178a which allows an
authenticated user to specily a communication address 136
(FIG. 1) (1n particular, an email address) for verification.

In this non-limiting example, a user indication 203 shows
that a user named “Fred Simpson” 1s currently logged . In
other examples, a user may provide security credentials 166
(FIG. 1) concurrently with a new communication address
136. An address input field 206 1s provided for the user to
input a new email address for verification. A submit compo-
nent 209 may be provided for the user to submit the new email
address to the server for verification. In other embodiments, a
user may select from previously stored commumnication
addresses 136. If only one communication address 136 1is
available for verification, the user may merely submit a veri-
fication request, which 1n turn implicitly indicates a stored
communication address 136 to be verified.

Moving on to FIG. 2B, shown 1s an exemplary user inter-
face 220 rendered 1n the browser 175 (FI1G. 1) executed 1n the
client 106 (FIG. 1) inthe networked environment 100 (F1G. 1)
according to an embodiment. The user interface 220 includes
a rendered network page 1785 which allows an authenticated
user to enter a verification code 139 (FI1G. 1) that has been sent
to the email address provided 1n the user interface 200 (FIG.
2A).

The rendered network page 1786 includes an explanation
223 that an email message has been sent to the provided email
address, which 1n this example 1s “fred@company.site.” The
rendered network page 178b also includes a verification code
input field 226 for the user to input the verification code 139.
The explanation 223 further includes instructions in this
regard. The form depicted 1n FIG. 2B may also include a
hidden field having the encrypted verification data 133 (FIG.
1). A submit component 228 may be provided for the user to
submit the verification code 139 input by the user along with
the encrypted verification data 133. In another example, the
encrypted verification data 133 may be provided along with
the form as a cookie 181 (FIG. 1).

Referring next to FIG. 3, shown 1s a flowchart that provides
one example of the operation of a portion of the verification
application 121 according to various embodiments. It 1s
understood that the flowchart of FIG. 3 provides merely an
example of the many different types of functional arrange-
ments that may be employed to implement the operation of
the portion of the verification application 121 as described
herein. As an alternative, the flowchart of FIG. 3 may be
viewed as depicting an example of steps of a method 1mple-
mented 1n the computing environment 103 (FIG. 1) according
to one or more embodiments.

Begimning with box 303, the verification application 121
authenticates a user at a client 106 (FI1G. 1). Alternatively, the
user may be a new user who 1s establishing an account via an
enrollment process. In box 306, the verification application
121 recerves a communication address 136 (FIG. 1) from the
user by way of the client 106. In some cases, multiple com-
munication addresses 136 may be recerved at once from the
user. In other embodiments, the verification application 121
may obtain one or more previously stored communication
addresses 136 that may be associated with the user. In box
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309, the verification application 121 determines whether the
verification requests by the user (or from the client 106) have
been throttled for being excessive. If the requests have been
throttled for being excessive, the verification application 121
proceeds to box 312 and provides an error indication to the
user. Thereaiter, the portion of the verification application

121 ends.

If the verification application 121 determines that the veri-
fication requests of the user have not been throttled, the ver-
fication application 121 proceeds from box 309 to box 315. In
box 315, the verification application 121 generates the veri-
fication code 139 (FIG. 1) using the verification code genera-
tor 127 (FIG. 1) and transmuits the verification code 139 to the
communication address 136 provided by the user in box 306.
The encrypted verification data 133 (FIG. 1) may be
encrypted by the encryption provider 124 (FIG. 1) using the
secret keys 160 (FIG. 1). In box 318, the verification appli-
cation 121 generates encrypted verification data 133 and
sends it to the client 106. The encrypted verification data 133
may, for example, be set as a cookie 181 (FIG. 1) or encoded
in a form 1n a network page.

In box 321, the verification application 121 recerves the
verification code 139 as input by the user and the encrypted
verification data 133 from the client 106. In box 324, the
verification application 121 decrypts the encrypted verifica-
tion data 133 provided by the client 106 using the encryption
provider 124, which uses the secret keys 160. In box 327, the
verification application 121 determines whether the decryp-
tion has been successiul. If the decryption was not successiul,
the verification application 121 proceeds to box 312 and
provides an error indication to the user. Thereatter, the portion
of the verification application 121 ends.

If the decryption was successiul, the verification applica-
tion 121 moves from box 327 to box 330. In box 330, the
verification application 121 determines the age of the verifi-
cation request using the decrypted timestamp 143 (FIG. 1). In
box 333, the verification application 121 determines whether
the request 1s obsolete with reference to a maximum age
threshold. I1 the request 1s obsolete, the verification applica-
tion 121 proceeds to box 312 and provides an error indication
to the user. Thereatter, the portion of the verification applica-
tion 121 ends.

If the request 1s not obsolete, the verification application
121 continues from box 333 to box 336. In box 336, the
verification application 121 compares the decrypted verifica-
tion code 139 with the user-provided verification code 139. In
box 339, the verification application 121 determines whether
the decrypted verification code 139 matches the user-pro-
vided verification code 139. If they do not match, the verifi-
cation application 121 proceeds to box 312 and provides an
error indication to the user. Thereafter, the portion of the
verification application 121 ends.

If they do match, the verification application 121 moves
from box 339 to box 342. In box 342, the verification appli-
cation 121 stores an indication in the data store 115 (FIG. 1)
that the communication address 136 has been verified. For
example, the verification application 121 may associate the
decrypted communication address 136 with the decrypted
user 1identifier 142 (FIG. 1) 1n the data store 115. 'To this end,
the communication address 136 may be added to the verified
communication addresses 169 (FIG. 1) for the user. Alterna-
tively, where the communication address 136 1s already asso-
ciated with the user i1dentifier 142 in the data store 115, the
verification application 121 may, for example, update a status
in the data store 113 that indicates that the previously associ-
ated communication address 136 has been verified.
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In one embodiment, the computing environment 103 may
give the user access to some secured resource only after the
user has verified the communication address 136. In such a
case, a second factor authentication token may then be pro-
vided to the client 106 to provide access to the secured
resource. In another embodiment, the address verification
process may be used to confirm an on-line transaction. There-
alter, the portion of the venfication application 121 ends.

With reference to FIG. 4, shown 1s a schematic block
diagram of the computing environment 103 according to an
embodiment of the present disclosure. The computing envi-
ronment 103 comprises one or more computing devices 400.
The computing device 400 includes at least one processor
circuit, for example, having a processor 403 and a memory
406, both of which are coupled to a local intertace 409. To this
end, the computing device 400 may comprise, for example, at
least one server computer or like device. The local interface
409 may comprise, for example, a data bus with an accom-
panying address/control bus or other bus structure as can be
appreciated.

Stored 1n the memory 406 are both data and several com-
ponents that are executable by the processor 403. In particu-
lar, stored 1n the memory 406 and executable by the processor
403 are the network data server 118, the verification applica-
tion 121, the encryption provider 124, the verification code
generator 127, and potentially other applications. Also stored
in the memory 406 may be a data store 1135 and other data. In
addition, an operating system may be stored in the memory
406 and executable by the processor 403.

It1s understood that there may be other applications that are
stored 1n the memory 406 and are executable by the processor
403 as can be appreciated. Where any component discussed
herein 1s implemented in the form of software, any one of a
number of programming languages may be employed such
as, for example, C, C++, C#, Objective C, Java®, JavaS-
cript®, Perl, PHP, Visual Basic®, Python®, Ruby, Delphi®,
Flash®, or other programming languages.

A number of software components are stored in the
memory 406 and are executable by the processor 403. In this
respect, the term “executable” means a program file that 1s in
a form that can ultimately be run by the processor 403.
Examples of executable programs may be, for example, a
compiled program that can be translated into machine code 1n
a format that can be loaded into a random access portion of the
memory 406 and run by the processor 403, source code that
may be expressed in proper format such as object code that 1s
capable of being loaded 1nto a random access portion of the
memory 406 and executed by the processor 403, or source
code that may be interpreted by another executable program
to generate instructions 1 a random access portion of the
memory 406 to be executed by the processor 403, etc. An
executable program may be stored 1n any portion or compo-
nent of the memory 406 including, for example, random
access memory (RAM), read-only memory (ROM), hard
drive, solid-state drive, USB flash drive, memory card, optical
disc such as compact disc (CD) or digital versatile disc
(DVD), tloppy disk, magnetic tape, or other memory compo-
nents.

The memory 406 1s defined herein as including both vola-
tile and nonvolatile memory and data storage components.
Volatile components are those that do not retain data values
upon loss of power. Nonvolatile components are those that
retain data upon a loss of power. Thus, the memory 406 may
comprise, for example, random access memory (RAM), read-
only memory (ROM), hard disk drives, solid-state drives,
USB flash drives, memory cards accessed via a memory card
reader, tloppy disks accessed via an associated tloppy disk
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drive, optical discs accessed via an optical disc drive, mag-
netic tapes accessed via an appropriate tape drive, and/or
other memory components, or a combination of any two or
more of these memory components. In addition, the RAM
may comprise, for example, static random access memory
(SRAM), dynamic random access memory (DRAM), or mag-
netic random access memory (MRAM) and other such
devices. The ROM may comprise, for example, a program-
mable read-only memory (PROM), an erasable program-
mable read-only memory (EPROM), an electrically erasable
programmable read-only memory (EEPROM), or other like
memory device.

Also, the processor 403 may represent multiple processors
403 and the memory 406 may represent multiple memories
406 that operate 1n parallel processing circuits, respectively.
In such a case, the local interface 409 may be an appropriate
network that facilitates communication between any two of
the multiple processors 403, between any processor 403 and
any of the memories 406, or between any two of the memories
406, ctc. The local interface 409 may comprise additional
systems designed to coordinate this communication, includ-
ing, for example, performing load balancing. The processor
403 may be of electrical or of some other available construc-
tion.

Although the network data server 118, the verification
application 121, the encryption provider 124, the verification
code generator 127, and other various systems described
herein may be embodied in software or code executed by
general purpose hardware as discussed above, as an alterna-
tive the same may also be embodied 1n dedicated hardware or
a combination ol soitware/general purpose hardware and
dedicated hardware. If embodied 1n dedicated hardware, each
can be implemented as a circuit or state machine that employs
any one of or a combination of a number of technologies.
These technologies may include, but are not limited to, dis-
crete logic circuits having logic gates for implementing vari-
ous logic functions upon an application of one or more data
signals, application specific integrated circuits having appro-
priate logic gates, or other components, etc. Such technolo-
gies are generally well known by those skilled 1n the art and,
consequently, are not described 1n detail herein.

The flowchart of FIG. 3 shows the functionality and opera-
tion of an implementation of portions of the verification appli-
cation 121. If embodied 1n software, each block may repre-
sent a module, segment, or portion of code that comprises
program instructions to implement the specified logical func-
tion(s). The program instructions may be embodied in the
form of source code that comprises human-readable state-
ments written 1n a programming language or machine code
that comprises numerical instructions recognizable by a suit-
able execution system such as a processor 403 1n a computer
system or other system. The machine code may be converted
from the source code, etc. If embodied in hardware, each
block may represent a circuit or a number of iterconnected
circuits to implement the specified logical function(s).

Although the flowchart of FIG. 3 shows a specific order of
execution, 1t 1s understood that the order of execution may
differ from that which 1s depicted. For example, the order of
execution o two or more blocks may be scrambled relative to
the order shown. Also, two or more blocks shown 1n succes-
sion 1n FIG. 3 may be executed concurrently or with partial
concurrence. Further, in some embodiments, one or more of
the blocks shown in FIG. 3 may be skipped or omitted. In
addition, any number of counters, state variables, warning
semaphores, or messages might be added to the logical tlow
described herein, for purposes of enhanced utility, account-
ing, performance measurement, or providing troubleshooting
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aids, etc. It 1sunderstood that all such variations are within the
scope of the present disclosure.

Also, any logic or application described herein, including
the network data server 118, the verification application 121,
the encryption provider 124, and the verification code gen-
erator 127, that comprises software or code can be embodied
in any non-transitory computer-readable medium for use by
or 1n connection with an instruction execution system such as,
for example, a processor 403 in a computer system or other
system. In this sense, the logic may comprise, for example,
statements 1including 1nstructions and declarations that can be
tetched from the computer-readable medium and executed by
the mstruction execution system. In the context of the present
disclosure, a ‘“‘computer-readable medium” can be any
medium that can contain, store, or maintain the logic or appli-
cation described herein for use by or 1n connection with the
istruction execution system.

The computer-readable medium can comprise any one of
many physical media such as, for example, magnetic, optical,
or sesmiconductor media. More specific examples of a suitable
computer-readable medium would 1nclude, but are not lim-
ited to, magnetic tapes, magnetic floppy diskettes, magnetic
hard drives, memory cards, solid-state drives, USB flash
drives, or optical discs. Also, the computer-readable medium
may be a random access memory (RAM) including, for
example, static random access memory (SRAM) and
dynamic random access memory (DRAM), or magnetic ran-
dom access memory (MRAM). In addition, the computer-
readable medium may be a read-only memory (ROM), a
programmable read-only memory (PROM), an erasable pro-
grammable read-only memory (EPROM), an electrically
crasable programmable read-only memory (EEPROM), or
other type ol memory device.

It should be emphasized that the above-described embodi-
ments of the present disclosure are merely possible examples
of implementations set forth for a clear understanding of the
principles of the disclosure. Many variations and modifica-
tions may be made to the above-described embodiment(s)
without departing substantially from the spirit and principles
of the disclosure. All such modifications and variations are
intended to be included herein within the scope of this dis-
closure and protected by the following claims.

The mvention claimed 1s:

1. A non-transitory computer-readable medium embody-
ing a program executable in at least one computing device, the
program configured to perform a stateless verification by the
at least one computing device that a user of a client has access
to a communication address, wherein when executed the pro-
gram causes the at least one computing device to at least:

generate encrypted verification data for a user account, the

encrypted verification data including a first verification
code and the communication address associated with the
user of the client;
send the encrypted verification data to the client using a
first network and a first communication protocol;

transmit a second verification code to the communication
address using a second network and a second commu-
nication protocol; and

in response to recerving from the client via the first com-

munication protocol the encrypted verification data and
the transmitted second verification code recerved by the
communication address, verily that the second verifica-
tion code was received by the communication address by
decrypting the received verification data, retrieving the
sent first verification code from the decrypted verifica-
tion data, and observing that the retrieved first verifica-




US 9,270,666 B2

11

tion code matches the second verification code recerved
by the at least one computing device.

2. The non-transitory computer-readable medium of claim
1, wherein the first verification code 1s unavailable 1n
encrypted form to the client.

3. The non-transitory computer-readable medium of claim
1, wherein the at least one computing device 1s configured not
to persist the first verification code or the second verification
code 1n data storage.

4. The non-transitory computer-readable medium of claim
1, wherein when executed the program further causes the at
least one computing device to authenticate the client for
access to the user account betfore sending the encrypted veri-
fication data to the client.

5. The non-transitory computer-readable medium of claim
1, wherein the encrypted verification data further comprises a
timestamp, and wherein when executed the program further
causes the at least one computing device to, 1 response to
retrieving the timestamp from the decrypted verification data,
determine that an age of the retrieved timestamp 1s less than a
maximum threshold age.

6. The non-transitory computer-readable medium of claim
1, wherein when executed the program further causes the at
least one computing device to determine that the client has not
performed a maximum number of communication address
verifications.

7. A system for performing a stateless verification that a
user of a client has access to a communication address, the
system comprising;:

at least one computing device; and

at least one application executed 1n the at least one com-

puting device, wherein when executed the at least one

application causes the at least one computing device to at

least:

generate encrypted verification data for a user account,
the encrypted venfication data including a first veri-
fication code and the communication address associ-
ated with the user of the client:

send the encrypted verification data to the client via a
network page using a first network and a first commu-
nication protocol;

transmit a second verification code to the communica-
tion address using a second network and a second
communication protocol; and

in response to receiving from the client via the first
communication protocol the encrypted verification
data and the transmitted second verification code
recerved by the communication address, verily that
the transmitted second verification code was recerved
by the communication address by decrypting the
recerved verification data, retrieving the sent first veri-
fication code from the decrypted verification data, and
observing that the retrieved first verification code
matches the second verification code received by the
at least one computing device.

8. The system of claim 7, wherein the encrypted verifica-
tion data 1s sent to the client via hypertext transfer protocol
(HTTP), and the encrypted verification data and the second
verification code are received from the client via an HTTP
form submission.

9. The system of claim 7, wherein the client 1s unable to
decrypt the encrypted verification data.

10. The system of claim 7, wherein the at least one com-
puting device 1s configured not to persist the first verification
code or the second verification code 1n data storage.

11. The system of claim 7, wherein the encrypted verifica-
tion data further includes an 1dentifier of the user account.
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12. The system of claim 7, wherein when executed the at
least one application further causes the at least one computing
device to at least return an error to the client in response to
determining that the retrieved first verification code does not
match the second verification code.
13. A method for performing a stateless verification that a
user of a client has access to a communication address, the
method comprising:
generating, via at least one of one or more computing
devices, encrypted verification data for a user account,
the encrypted verification data including a first verifica-
tion code and the communication address associated
with the user of the client:
sending, using a first network and via at least one of the one
or more computing devices, the encrypted verification
data to the client via a first communication protocol;

transmitting, using a second network and via the at least
one of the one or more computing devices, a second
verification code to the communication address via a
second communication protocol;

recerving from the client via the first communication pro-

tocol, by the one or more computing devices, the
encrypted verification data and the transmitted second
verification code received by the commumnication
address:; and

verilying, by the one or more computing devices, that the

transmitted second verification code was received by the
communication address by decrypting the received veri-
fication data, retrieving the sent first verification code
from the decrypted verification data, and observing that
the retrieved first verification code matches the second
verification code recerved by the one or more computing
devices.

14. The method of claim 13, further comprising generating,

by the one or more computing devices, anetwork page includ-
ing the encrypted verification data 1n a hidden form field.

15. The method of claim 13, further comprising authenti-
cating, by the one or more computing devices, the client
betore sending the encrypted verification data to the client.

16. The method of claim 13, wherein generating the
encrypted verification data further comprises encrypting, by
the one or more computing devices, the encrypted verification
data using a symmetric key.

17. The method of claim 13, wherein the encrypted verifi-
cation data further includes an 1dentifier of the user account,
and the method further comprises identifying, by the one or
more computing devices, the user account by retrieving the
identifier of the user account from the decrypted verification
data.

18. The method of claim 13, wherein the encrypted verifi-
cation data further includes a timestamp, and the method
turther comprises determining, by the one or more computing
devices, that the encrypted verification data 1s within a maxi-
mum threshold age by retrieving the timestamp from the
decrypted verification data and comparing an age of the
retrieved timestamp to the maximum threshold age.

19. The method of claim 13, wherein the encrypted verifi-
cation data 1s sent to the client via hypertext transter protocol
(HTTP), and the encrypted verification data and the second
verification code are received from the client via an HTTP
form submaission.

20. The method of claim 13, wherein the one or more
computing devices are configured not to persist the first veri-
fication code or the second verification code 1n data storage.
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