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WORK MACHINE, MANAGEMENT SYSTEM
OF WORK MACHINE, AND METHOD OFK
MANAGING WORK MACHINE

FIELD

The present invention relates to a work machine, a man-
agement system ol a work machine, and a method of manag-
ing a work machine.

BACKGROUND

In recent years, a technology to acquire and manage opera-
tion information or information related to security of a work
machine such as an excavator or a dump truck 1s known. For
example, Patent Literature 1 discloses a technology 1n which,
when security data 1s registered to a construction machine
through a server, a portable input device transmits new secu-
rity data to the server, the server transmits registered data to
the portable input device after registration, the portable input
device stores the registration data, an administrator or an
operator transmits the new security data from the portable
input device on the construction machine to the construction
machine, the construction machine collates the security data
transmitted from the portable mput device and security data
stored 1n a controller of the construction machine, and the
construction machine performs remote communication with
the server to acquire new security data when inconsistency 1s
caused.

CITATION LIST
Patent Literature

Patent Literature 1: Japanese Patent Application Laid-open
No. 2002-322685

SUMMARY

Technical Problem

To newly register the security data of the construction
machine, the administrator or the operator needs to go to the
construction machine to perform a registration operation, and
thus 1t may be troublesome. Therefore, for the new registra-
tion of the security data, and the like, a demand to cause
clectronic equipment of the work machine to perform prede-
termined processing by remote control from an external man-
agement device has been increasing. By the way, when pro-
cessing 1s requested from the management device to the
clectronic equipment provided in the work machine by
remote control, the electronic equipment of the work machine
1 may not be able to execute the request from the management
device 11 the electronic equipment of the work machine 1s not
ON. As a result, the management device wastefully repeats
transmission of the request, and wastelul communication
may be caused.

An objective of the present invention 1s to suppress waste-
tul communication when a management device requests pro-
cessing to a device provided in a work machine by remote
control.

Solution to Problem

According to the present invention, a work machine pro-
vided with a device configured to execute processing, the
work machine comprises: a communication terminal device
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configured to, when the communication terminal device has
received a request command for causing the device to execute
processing from a command source outside the work
machine, return notification of reception completion to the
command source, and output the request command to the
device that executes processing corresponding to the request
command, and transmit processing completion notification
indicating the processing has been completed to the com-
mand source when the device that executes processing corre-
sponding to the request command executed the processing.

In the present mmvention, 1t 1s preferable that the work
machine comprises: a storage unit configured to store the
request command, wherein the communication terminal
device causes the storage unit to store the request command
before the communication terminal device outputs the
request command to the device that executes processing cor-
responding to the request command, and outputs the request
command to the device that executes processing correspond-
ing to the request command at a timing at which the request
command 1s able to be output.

In the present invention, it 1s preferable that the timing at
which the request command 1s able to be output 1s a timing
after the device that executes processing corresponding to the
request command 1s started, and the device to which the
request command has been input executes the processing, and
outputs notification indicating the processing has been
executed to the communication terminal device after the
execution.

In the present invention, it 1s preferable that the processing
1s processing of setting an operator who 1s capable of operat-
ing the work machine.

According to the present invention, a work machine pro-
vided with a device configured to execute processing, the
work machine comprises: a communication terminal device
configured to, when the communication terminal device has
received a request command for causing the device to execute
processing from a command source outside the work
machine, return notification of reception completion to the
command source, and cause a storage unit to temporarily
store the request command, output the request command to
the device that executes processing corresponding to the
request command aifter the device 1s started, and transmit
processing completion notification indicating the processing
has been completed to the command source when the device
that executes processing corresponding to the request com-
mand has executed the processing.

According to the present invention, a management system
of a work machine, comprises: the work machine provided
with a device configured to execute processing; a manage-
ment device configured to transmit a request command for
causing the device to execute processing; and a communica-
tion terminal device provided in the work machine, the com-
munication terminal device configured to return notification
of reception completion to the management device when the
communication terminal device has received the request
command from the management device, and output the
request command to the device that executes processing cor-
responding to the request command, and transmit processing
completion notification indicating the processing has been
completed to the management device when the device that
executes processing corresponding to the request command
has executed the processing, wherein the management device
determines the request command has been received by the
work machine when the management device has received the
notification of reception completion.

In the present invention, 1t 1s preferable that the communi-
cation terminal device includes a storage unit configured to
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store the request command, and causes the storage unit to
store the request command before the communication termi-
nal device outputs the request command to the device that
executes processing corresponding to the request command,
and outputs the request command to the device that executes
processing corresponding to the request command at a timing,
at which the request command 1s able to be output.

In the present invention, 1t 1s preferable that the timing at
which the request command 1s able to be output 1s a timing,
alter the device that executes processing corresponding to the
request command 1s started, and the device to which the
request command has been input executes the processing, and
outputs notification indicating the processing has been
executed to the communication terminal device after the
execution.

In the present invention, it 1s preferable that the processing,
1s processing of setting an operator who 1s capable of operat-
ing the work machine, and the management device includes a
storage unit configured to store a list in which an operator who
1s capable of operating the work machine 1s registered, and
rewrites the list when the management device has recerved the
processing completion notification.

According to the present invention, a method of managing
a work machine comprises: transmitting a request command
for causing a device provided in the work machine to execute
processing from a command source outside the work

machine; returning notification of reception completion to the
command source when having received the request command
to output the request command to the device that executes
processing corresponding to the request command; and trans-
mitting processing completion notification to the command
source when the device that executes processing correspond-
ing to the request command has executed the processing.
The present invention can suppress wasteful communica-
tion when a management device requests processing to a
device provided 1n a work machine by remote control.

BRIEF DESCRIPTION OF DRAWINGS

FIG. 1 1s a diagram 1illustrating a site to which a manage-
ment system of a work machine according to the present
embodiment 1s applied.

FI1G. 2 1s a diagram 1illustrating an example of the manage-
ment system of a work machine according to the present
embodiment.

FIG. 3 1s a flowchart 1llustrating a processing procedure of
a method of controlling a work machine according to the
present embodiment.

DESCRIPTION OF EMBODIMENTS

Embodiments for implementing the present invention will
be described 1n detail with reference to the drawings.

Outline of Management System 100

FIG. 1 1s a diagram 1llustrating a site to which a manage-
ment system 100 of a work machine according to the present
embodiment. The management system of a work machine
(heremaftter, appropriately referred to as management sys-
tem) 100 manages a work machine 1 by causing a manage-
ment device 40 to collect operation information of the work
machine 1 through a communication line 101, causing the
clectronic equipment provided in the work machine 1 and
equipment controlled by the electronic equipment (hereinat-
ter, appropnately referred to as electronic equipment, and the
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like) to execute some sort of processing, and changing setting
of the electronic equipment, and the like.

In the example illustrated in FIG. 1, the management sys-
tem 100 collects operation information of a dump truck MCD
and an excavator MCS, and causes electronic equipment and
the like hereof to execute some sort of processing. However,
in the present embodiment, the work machines are not limited
to the example. For example, the management system 100
may manage a wheel loader, a bulldozer, a forklift, or the like.
Heremafter, the dump truck MCD and the excavator MCS are
approprately referred to as work machines 1.

In the management system 100, the management device 40
and a communication terminal device 20 provided in the work
machine 1 perform communication through a wireless com-
munication system applied to mobile communication such as
mobile phones, a wireless local area network (LAN), or sat-
cllite communication. The management device 40 1s, for
example, installed 1n a management facility 3. The manage-
ment facility 3 may be installed 1n the site 1n which the work
machine 1 operates, or may be installed 1n a place far from the
site 1n which the work machine 1 operates, for example, a
place where a service person who executes preventive main-
tenance of the work machine 1, and the like, or a place where
the administrator of the site stays. Further, the management
device 40 may be installed 1n a predetermined place, or may
be a device that can be moved to any place, such as a portable
terminal provided with a wireless communication function.

In the present embodiment, the management device 1s con-
nected to the communication line 101 through a communica-
tion device 103. A base station 6 1s connected to the commu-
nication line 101. The base station 6 relays and transmits
various types of information transmitted from a communica-
tion device provided in the work machine 1 to the manage-
ment device 40.

The communication terminal device 20 provided in the
work machine 1 recerves a processing request command from
the management device 40, and transmits, to the management
device 40, various types of information or a signal responding
to the operation information of the work machine 1 and the
above-described processing request command. The commu-
nication terminal device 20 transmits information outside
through an antenna 34A. The management device 40 receives
(acquires) the various types of information transmaitted from
the communication terminal device 20 of the work machine 1
through the base station 6, the communication line 101, and
the communication device 103.

The management device 40 requests processing to the elec-
tronic equipment, and the like provided 1n the work machine
1, and changes setting of functions of the electronic equip-
ment, and the like. In this case, the management device 40
transmits, to the communication line 101, an instruction or
information to be transmitted to the work machine 1, through
the communication device 103. The 1nstruction or the infor-
mation 1s transmitted from the base station 6 1n a form of radio
wave. The antenna 34A of the work machine 1 receives the
radio wave including the instruction or the information trans-
mitted from the base station 6.

The communication terminal device 20 of the work
machine 1 executes processing of demodulation and conver-
s1on of the radio wave recerved by the antenna 34 A so that the
radio wave becomes the original information that can be read
by a processing unit 20C of the communication terminal
device 20 described below. As described above, the work
machine 1, to be more specific, the communication terminal
device 20, and the management device 40 can mutually
exchange information by wireless communication. Next, the
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work machine 1, the management device 40, and the man-
agement system 100 will be described more detail.
<Management System 100>

FIG. 2 1s a diagram 1llustrating an example of the manage-
ment system 100 of the work machine according to the
present embodiment. The management system 100 of the
work machine includes an on-vehicle system 1S provided in
the work machine 1 and the management device 40 provided
in the management facility. The on-vehicle system 1S and the
management device 40 exchange information through the
communication line 101, the communication device 103, and
the base station 6.

In the management system 100, the communication termi-
nal device 20 of the on-vehicle system 1S receives (acquires)
an 1nstruction or information transmitted from the manage-
ment device 40 through the communication line 101. The
communication terminal device 20 transmits the recerved
instruction or information to the electronic equipment, and
the like of the work machine 1 through a signal line 30
provided 1n the on-vehicle system 1S, and causes the elec-
tronic equipment to execute the instruction.

In the present embodiment, for the purpose of 1llustration,
a single work machine 1, a single on-vehicle system 1S, and
a single management device 40 are connected through the
communication line 101. However, the numbers of the work
machine 1 and the management device 40 are not limited.
Next, the on-vehicle system 1S will be described.
(on-Vehicle System 1S)

The on-vehicle system 1S includes the communication
terminal device 20 and a monitor 22. These pieces of elec-
tronic equipment are electrically connected to the signal line
30 provided 1in the work machine 1. These pieces of electronic
equipment connected to the signal line can be communicated
with each other. Hereinafter, the signal line 30 provided in the
work machine 1 1s appropriately referred to as in-vehicle
signal line 30. These pieces of electronic equipment provided
in the work machine 1 and connected to the in-vehicle signal
line 30 are not limited to the above-described example.

Akey switch 32 1s provided in the vicinity of a driver’s seat.
The key switch 32 1s provided between a storage battery 24
and the pieces of electronic equipment such as the commu-
nication terminal device 20 and the monitor 22. Power from
the storage battery 24 as a power source provided in the work
machine 1 1s supplied to the pieces of electronic equipment
through the key switch 32. When the key switch 32 1s turned
ON, the power 1s supplied from the storage battery 24 to the
pieces of electronic equipment. When the key switch 32 1s
turned OFF, the power supplied from the storage battery 24 to
the pieces of electronic equipment 1s cut oif.

When the operator of the work machine 1 operates the key
switch 32, the power 1s supplied from the storage battery 24 to
the pieces of electronic equipment of the work machine 1 and
a starter motor (not illustrated).

The communication terminal device 20 includes the pro-
cessing unit 20C, a storage unit (first storage unit) 20M, and
a communication umt 34. The processing unit 20C 1s, for
example, a central processing unit (CPU). The storage unit
20M 1s, for example, a random access memory (RAM), aread
only memory (ROM), a flash memory, or a combination
thereol. The storage unit 20M stores computer programs in
which istructions of processing executed by the communi-
cation terminal device 20 are described, information neces-
sary for the processing, and the like. Further, the storage unit
20M temporarnly stores the instruction or the information
transmitted from the management device 40. A region where
the 1nstruction or the information transmitted from the man-
agement device 40 1s temporarily stored is called storage
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region 20MSR. The storage region 20MSR 1s a region where
information 1s freely read and written. The communication
unit 34 1s ON 1n a power saving mode even when the key
switch 32 1s OFF, and can supply the power source of the
processing unit 20C to start the processing unit 20C when
having received a request command from the management
device 40. When the communication unit 34 repeats a period
of power source ON and a period of power source OFF at a
predetermined cycle 1n every predetermined time when the
key switch 32 1s OFF, a control unit of the communication line
101 may retry and transmit the request command to the com-
munication unmt 34 at a predetermined cycle until the com-
munication unit 34 receives the request command.

The communication unit 34 1s provided with the commu-
nication antenna 34 A, and can realize wireless communica-
tion with the base station 6. The communication unit 34 can
exchange information with the management device through
the base station 6, the communication line 101, and the com-
munication device 103. The in-vehicle signal line 30 1s, for
example, a controller area network (CAN).

The monitor 22 1s a display device that displays various
types of information of the work machine 1 on a screen 22P,
and functions as an mput device that input an ID number, and
the like. The monitor 22 1s, for example, a liquid crystal
display device, and may be provided with a touch panel as an
input device, for example. The input device may be a separate
device from the display device of the monitor 22. The monitor
22 1s provided with a control device 22CNT {for realizing
various functions of the monitor 22. The control device
22CNT 1s provided with a processing unit 22C and a storage
unit 22M. The processing unit 22C 1s, for example, a CPU.
The storage unit 22M 1s, for example, a RAM, a ROM, a flash
memory, or a combination thereof. The storage unit 22M
stores computer programs in which instructions of processing
executed by the processing unit 22C are described, informa-
tion necessary for the processing, an ID number for 1dentify-
ing an operator who can operate the work machine 1, and the
like. In the present embodiment, the monitor 22 performs
communication with the communication terminal device 20
through the m-vehicle signal line 30.

In the present embodiment, a second signal line 37 differ-
ent from the 1n-vehicle communication line 30 1s connected to
the monitor 22. The second signal line 37 1s, for example, a
controller area network (CAN). An ID reader 23A 1s con-
nected to the second signal line 37. The ID reader 23 A per-
forms communication with the monitor 22 through the sec-
ond signal line 37. In the present embodiment, the ID number
1s read through the ID reader 23 A. However, the ID number
may be mput through a keyboard or a touch panel provided in
the monitor 22.

In the present embodiment, the monitor 22 identifies the
input ID number, and manages the operator who can operate
the work machine 1, 1n addition to displaying and inputting of
various types ol mformation. The monitor 22 identifies, for
example, the operator who can operate the work machine 1
with an ID number given to the operator. Therefore, the stor-
age unit 22M of the control device 22CNT stores an 1D
number (hereimafter, appropriately referred to as operation
permission ID number) that enables the operation of the work
machine 1. When an ID number acquired by the control
device 22CN'T of the monitor 22 through the ID reader 23 A
accords with the operation permission ID number stored 1n
the storage unit 22M, the processing unit 22C causes the work
machine 1 to be 1n an operable state (unlocked state). When
the ID number acquired by the control device 22CN'T differs
from the operation permission ID number stored 1n the stor-
age umt 22M, the processing unit 22C causes the work
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machine 1 to be 1n an inoperable state (locked state). With
such processing, the monitor 22 authorizes the operator who
can operate the work machine 1.

An example of processing of when the monitor 22 autho-
rizes the operator will be described. The operator causes the
ID reader 23 A to read an own 1D number, or inputs the own ID
number through the keyboard of the monitor 22 1n a state
where the key switch 32 of the work machine 1 1s ON. The
acquired ID number 1s compared with the operation permis-
sion ID number stored 1n the storage umit 22M, in the monitor
22, to be more speciiic, to be specific, in the processing unit
22C of the control device 22CNT'T. In the present embodiment,
as a means to put the ID number to the ID reader 23A, a
dedicated key in which the ID number 1s registered, or a
portable communication terminal device may be used.

When the two ID numbers accord with each other, the
processing unit 22C permits start of an engine by an operation
of the key switch 32. The processing unit 22C may display, on
the screen 22P, information that the operator has been autho-
rized, that 1s, the work machine 1 i1s operable. When the
acquired ID number and the operation permission ID number
do not accord with each other, the processing unit 22C pro-
hibits the start of the engine by an operation of the key switch
32. The processing unit 22C may display, on the screen 22P,
information that the operator has not been authorized, that is,
the work machine 1 1s not operable.

By the operation permission ID number stored in the stor-
age unit 22M of the monitor 22 being rewritten, an ID number
that enables the operation of the work machine 1, that 1s, the
operation permission ID number can be changed. In this case,
the control device 22CN'T of the monitor 22 acquires a newly
input operation permission ID number through the commu-
nication terminal device 20 and the 1n-vehicle signal line 30,
and rewrites the operation permission ID number stored 1n the
storage unit 22M.

(Management Device 40)

The management device 40 manages the ID number that
enables the operation of the work machine 1, and the like. In
the present embodiment, the management device 40 manages
a plurality of work machines 1. However, the number of work
machines 1 managed by the management device 40 1s not
limited.

The management device 40 includes a processing unit 41,
a storage unit (second storage unit) 42, and an input/output
unit 43. The processing unit 41 1s, for example, a CPU. The
storage unit 42 1s, for example, a RAM, a ROM, a flash
memory, a hard disk drive, or a combination thereof. The
input/output unit 43 performs an input/output of information
between the communication device (second communication
device) 103 connected to the management device 40 and the
processing unit 41.

The communication device 103 1s electrically connected to
the input/output unmit 43 of the management device 40. The
communication device 103 1s electrically connected with the
communication line 101. With such a structure, the manage-
ment device 40 1s connected to the communication line 101
through the communication device 103. The management
device 40, to be more specific, the processing unit 41 of the
management device 40 recerves (acquires) various types of
information transmitted from the communication terminal
device 20 of the work machine 1 through the communication
line 101 and the communication device 103. Further, the
processing unit 41 transmits an instruction, information, or
the like to the work machine 1 through the communication
device 103 and the communication line 101.

Information of the operation permission ID number of the
work machine 1, and the like are stored 1n the storage unit 42
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of the management device 40. The operation permission 1D
number 1s, for example, described 1n an ID number database
ID_DB created for each work machine 1 managed by the
management device 40. The ID number database 1D_DB
corresponds to a list in which operators who can operate the
work machine 1 are registered. The management device 40
inputs a request to rewrite an operation permission ID number
of a particular work machine 1 through an input/output device
44 electrically connected to the mnput/output unit 43. Further,
the request to rewrite an operation permission ID number of a
particular work machine 1 may be mput from a terminal
device 105 connected to the communication line 101 other
than the management device 40, through the communication
line 101 and the commumnication device 103.

When rewriting the operation permission ID number of the
work machine 1, the processing unit 41 of the management
device 40 transmits a command to rewrite the operation per-
mission ID number (hereinatter, appropriately referred to as
rewriting command) and a new operation permission ID num-
ber to the corresponding work machine 1. The communica-
tion terminal device 20 of the work machine 1 that has
received the rewriting command and the new operation per-
mission ID number transmits the recerved rewriting com-
mand and the new operation permission ID number to the
monitor 22 through the 1in-vehicle signal line 30. The control
device 22CNT of the monitor 22 that has received the rewrit-
ing command and the new operation permission 1D number
rewrites the operation permission ID number of the storage
umt 22M 1nto the recerved operation permission ID number.
When the operation permission ID number has been rewrit-
ten, the communication terminal device 20 transmits notifi-
cation that the operation permission ID number has been
rewritten to the management device 40. When having
received the notification that the operation permission ID
number has been rewritten from the work machine 1, the
processing unit 41 rewrites the operation permission ID num-
ber 1n the ID number database ID_DB. In the present embodi-
ment, rewriting ol the operation permission ID number
includes rewriting of the ID 1nto a different operation permis-
s1on ID number, deletion of the existing operation permission
ID number, and addition of a new operation permission 1D
number. When the operation permission 1D number 1s
deleted, a rewnting command of deletion and the operation
permission ID number to be deleted are transmaitted.

When the management device 40 transmits the rewriting
command to rewrite the operation permission ID number of
the work machine 1 through the communication line 101,
there may be a case where the power source of the pieces of
clectronic equipment provided 1n the work machine 1 1s OFF
as a result of the key switch 32 of the work machine 1 being
OFF. In this case, the power source of the monitor 22 as the
pieces ol electronic equipment that rewrites the operation
permission ID number 1s OFF. Therefore, the momtor 22
cannot acquire the rewriting command and the new operation
permission ID number received by the communication termi-
nal device 20 and cannot execute processing of rewriting the
operation permission ID number. Thus, information that the
processing of rewriting the operation permission ID number
has been executed 1s not transmitted from the communication
terminal device 20 to the management device 40. Therelore,
there 1s a possibility that the management device 40 continu-
ously transmits the rewriting command, and the like until the
management device 40 recerves the notification that the pro-
cessing has been executed transmitted from the work machine
1.

In this case, when the number of times that the rewriting
command and the like have been transmitted reaches a pre-
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determined number of times, the management device 40 may
determine that the request of the processing has been failed.

In addition, until the management device 40 receives the
notification that the processing has been executed, which has
been transmitted from the work machine 1, the management 5
device 40 cannot recognize the operation permission ID num-
ber of the work machine 1 has been rewritten. In this case, 1t

1s necessary to send an operator to the site where the work
machine 1 that has the operation permission ID number to be
rewritten works, and to directly rewrite the operation permis- 10
sion ID number. Therelfore, 1t requires labor. Further, rewrit-
ing at the site requires a time, and therefore, the work etfi-
ciency may be decreased.

In the present embodiment, when having received arequest
command for causing a device provided 1n the work machine 15
1 to execute processing and data necessary for the execution
of the processing, {from a command source outside the work
machine 1, the communication terminal device 20 returns
notification of reception completion of the request command
to the command source. The communication terminal device 20
20 outputs, after confirming the device that executes process-
ing has been started, the request command and the data nec-
essary for the execution of the processing to the device that
executes processing corresponding to the request command.
When the device has executed the processing, the communi- 25
cation terminal device 20 transmits, to the command source,
processing completion notification that indicates the process-
ing has been completed. To be specific, when having received,
from the management device 40 outside the work machine 1,

a rewriting command that 1s a request command to cause the 30
monitor 22 provided in the work machine 1 to execute the
rewriting processing ol the operation permission 1D number
and the operation permission ID number necessary for the
execution ol the rewriting processing, the communication
terminal device 20 outputs notification of reception comple- 35
tion of the request command to the management device 40.
After confirming the monitor 22 has been started, the com-
munication terminal device 20 transmits the rewriting com-
mand and the operation permission ID number necessary for
the execution of the rewriting processing to the monitor 22. 40
When the monitor 22 has executed the rewriting processing of
the operation permission ID number, the communication ter-
minal device 20 transmits, to the management device 40, the
processing completion notification that indicates the process-
ing has been completed. 45

As described above, when having received the request
command from the management device 40 1nstalled outside
the work machine 1, the communication terminal device 20
transmits the nofification of reception completion of the
request command to the management device 40. The man- 50
agement device 40 can determine that the request command
has been accepted by the communication terminal device 20
by receiving the notification of the reception completion.
Therefore, 1t 1s not necessary to repeat wasteful transmission
of the request command. As a result, the communication 55
terminal device 20 can reduce the wasteful communication
when the management device 40 requests processing to the
device provided in the work machine 1 by remote control.

It 1s not necessary for the management device 40 to trans-
mit the request command after grasping whether the power 60
source 15 supplied to the pieces of electronic equipment pro-
vided 1n the work machine 1. Therefore, the processing of
transmitting the request command becomes simple, and the
possibility that the timing to transmit the request command 1s
limited to a particular timing can be reduced. Further, 1t 1s not 65
necessary for the management device 40 to wastetully repeat
the transmission of the request command until the power
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source 1s supplied to the pieces of electronic equipment pro-
vided 1n the work machine 1. Further, when the pieces of
clectronic equipment (in the present embodiment, the moni-
tor 22) that executes the request command has executed the
request command, the communication terminal device 20
transmits the processing completion notification to the man-
agement device 40. Theretfore, the management device 40 can
grasp the request command has been executed.

It 1s not necessary to rewrite the operation permission 1D
number at the site while operating the monitor 22 of the work
machine 1, and the like. Therefore, it 1s not necessary for the
administrator to dispatch an operator to the site where the
work machine 1 having the operation permission ID number
to be rewritten works. Therefore, the labor to rewrite the
operation permission ID number can be reduced, and a
decrease 1n work efficiency can be suppressed. Further, the
management device 40 can determine whether the request
command has been accepted by the communication terminal
device 20 by the reception completion notification. There-
fore, the decrease 1n work efficiency can be suppressed. Fur-
ther, the management system 100 can rewrite the operation
permission ID number by remote control from the manage-
ment device 40. Therefore, 1t 1s not necessary that the operator
rewrites the operation permission ID number at the site.
Therefore, for example, an owner or the administrator of the
work machine 1 can rewrite the operation permission 1D
number by remote control using the management system 100.
Therefore, convenience 1s enhanced. Next, a processing pro-
cedure of a method of managing a work machine according to
the present embodiment will be described.

FIG. 3 1s a flowchart illustrating a processing procedure of
a method of managing a work machine according to the
present embodiment. The flowchart illustrates a series of
processing executed by an owner OW of the work machine 1,
the management device 40, the commumnication terminal
device 20 of the work machine 1, and the monitor 22 of the
work machine 1. Heremafter, while an example of rewriting
the operation permission ID number by a request of the owner
OW of the work machine 1 will be described, the operation
permission ID number may be rewritten by a request of the
administrator of the site other than the owner OW, {for
example.

In step S101, the owner OW transmits the rewriting request
of the operation permission ID number from the terminal
device 105 illustrated 1n FIG. 2 to the management device 40
through the communication line 101. The rewriting request
includes at least one of a change to a new operation permis-
s1on ID number, an addition of the new operation permission
ID number, and a deletion of the existing operation permis-
sion ID number. In step S201, the management device 40 that
has received the rewriting request writes, 1n a during-process-
ing list 1n the storage unit 42, the processing status 1s that the
rewriting processing of the operation permission ID number
1s being 1n execution. Here, the during-processing list 1s a list
of processing that 1s currently being executed by the manage-
ment device 40. Next, in step S202, the management device
40 transmits the rewrnting command, and the like, to the
communication terminal device 20 of the work machine 1
through the communication device 103, the communication
line 101, and the base station 6 illustrated 1n FIG. 2.

In step S301, the communication terminal device 20 of the
work machine 1 recerves the rewriting command, and the like.
In step S302, the commumnication terminal device 20 transmits
the notification of reception completion of the writing com-
mand to the management device 40 through the communica-
tion unit 34, the base station 6, the communication line 101,
and the communication device 103. Further, 1n step S303, the
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communication terminal device 20 outputs the rewriting
command, and the like received from the management device
40 to the monitor 22 through the in-vehicle signal line 30
illustrated in FIG. 2 after confirming the key switch 32 1s ON
by checking the power has been supplied to the monitor 22,
for example.

The communication terminal device 20 may temporarily
store the rewriting command, and the like 1n the storage unit
20M when outputting the rewriting command, and the like to
the momitor 22. In this case, the rewriting command, and the
like are stored in the storage region 20MSR. The communi-
cation terminal device 20 outputs the rewriting command,
and the like stored 1n the storage unit 20M to the monitor 22
at a timing at which the rewriting command can be output.
The timing at which the rewriting command can be output 1s,
for example, a timing after the monitor 22 has been started,
that 1s, a timing after the power source has been supplied. In
this case, the communication terminal device 20 outputs the
rewriting command, and the like stored 1n the storage unit
20M to the monitor 22 when having detected the key switch
32 illustrated 1n FI1G. 2 1s turned ON. Accordingly, the com-
munication terminal device 20 can suppress an increase 1n the
number of outputs of the rewriting command, and the like to
the monitor 22, thereby to decrease the communication load
of the in-vehicle signal line 30. The timing at which the
rewriting command can be output 1s not limited to the above-
described timing.

In the present embodiment, the rewriting command, and
the like are temporarily stored 1n the storage unit 20M of the
communication terminal device 20. However, the storage 1s
not limited to the above example. The storage unit 1n which
the rewriting command, and the like are temporarily stored
may just be provided between the communication terminal
device 20 and the monitor 22.

When the key switch 32 1s turned ON, the power 1s supplied
from the storage battery 24 illustrated in FIG. 2 to the monitor
22, so that the power source 1s supplied and the monitor 22 1s
started. In step S401, the rewrnting command, and the like
output from the communication terminal device 20 are input
to the started monitor 22, to be specific, the control device
22CNT. Next, in step S402, the processing unit 22C of the
control device 22CNT executes processing based on the
rewriting command, and the like. To be specific, the process-
ing umt 22C rewrites the operation permission 1D number
stored 1n the storage umt 22M based on the mput rewriting
command, and the like. For example, when the rewriting
command and a new operation permission ID number have
been 1nput, the processing unit 22C writes and stores the new
operation permission ID number 1n the storage unit 22M.
Further, the processing unit 22C deletes the operation permis-
s1ion ID number to be deleted from the storage unit 22M when
the rewriting command, and the like to delete the existing
operation permission ID number have been input. When the
processing of step S402 has been executed, the processing
unit 22C of the monitor 22 outputs, 1n step S403, the process-
ing completion notification that the rewriting processing of
the operation permission ID number has been completed to
the communication terminal device 20 through the in-vehicle
signal line 30.

When the rewriting processing of the operation permission
ID number has not been normally completed due to some sort
of causes, the processing unit 22C of the monitor 22 generates
the processing completion notification including information
thereol, and outputs the notification to the communication
terminal device 20. That 1s, in the present embodiment, the
processing completion notification output from the monitor
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22 includes either the processing has been normally com-
pleted or the processing has not been normally completed (the
same applies thereafter).

In step S304, the processing completion notification output
from the monitor 22 1s mput to the communication terminal
device 20. Next, 1n step S305, the communication terminal
device 20 transmits the notification of reception completion
and the processing completion notification to the manage-
ment device 40 through the communication unit 34, the base
station 6, the communication line 101, and the communica-
tion device 103.

In step S203 after step S202, the management device 40, to
be specific, the processing unit 41 determines whether having
received the reception completion notification of the rewrit-
ing command within a given period. When having recerved
the rewriting command (Yes 1n step S203), the processing
unit 41 moves the processing to step S204.

In step S204, after receiving the reception completion noti-
fication of the rewriting command, the processing unit 41
determines whether having received the processing comple-
tion notification from the communication terminal device 20
in a gven period. When having received the processing
completion notification from the communication terminal
device 20 (Yes 1n step S204), the processing unit 41 rewrites,
in step S203, the operation permission ID number in the 1D
number database ID_DB to an operation permission ID num-
ber corresponding to the rewriting command, and the like
transmitted to the communication terminal device 20 of the
work machine 1 in step S202. Next, 1in step S206, the process-
ing unit 41 of the management device 40 writes “the process-
ing completion notification given, the request succeeded™ 1n
the processing status of the during-processing list. With the

series ol processing, the operation permission ID number 1s
rewritten 1n both of the work machine 1 and the management
device 40.

When having not received the reception completion noti-
fication of the rewriting command 1n a given period (No 1n
step S203), the processing unit 41 determines a timeout 1n
step S207. Next, 1n step S206, the processing unit 41 writes
“no reception response, the request failed” 1n the processing
status of the during-processing list.

In step S204, when having not recerved the processing
completion notification 1n a given period (No 1n step S204),
the processing unit 41 determines a timeout 1 step S208
because there has been no response within a given time since
the rewriting command, and the like was recetved by the work
machine 1. Next, the processing unit 41 writes, 1n step S206,
“the reception response given, the request failled” 1n the pro-
cessing status of the during-processing list. After step S206,
the owner OW views the processing status, and determines
whether the rewriting request should be transmitted again.
Note that, after steps S207 and S208, the processing unit 41
may automatically return to step S201, and execute the sub-
sequent processing again. The determination of the timeout
1s, for example, transmitted to the terminal device 103 or the
input/output device 44 of the management device 40, and
notified to the owner OW or the administrator of the manage-
ment device 40 side.

In the present embodiment, the management device 40
informs the owner OW or the administrator of the manage-
ment device 40 side of the processing status of the request of
rewriting the operation permission ID number according to
the following six stage status, for example.

The first stage 1s a state of during the processing of the
request, and 1s a state 1n which the management device 40 has
received the request of rewriting the operation permission 1D
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number from the owner OW but has not transmitted the
request to the work machine 1 yet. Step S201 corresponds to
the first stage.

The second stage 1s a state of during the request, and 1s a
state 1n which the management device 40 has transmitted the
request of rewriting the operation permission 1D number to
the work machine 1, but the reception completion notification
of the rewriting command has not been given from the work
machine 1. Steps S202 and S301 correspond to the second
stage.

The third stage 1s a state of the reception response given,
and 1s a state in which the management device 40 has recerved
the notification of the reception completion of the rewriting,
command from the communication terminal device 20 of the
work machine 1. Step S203 corresponds to the third stage.

The fourth stage 1s a state of the request succeeded, and 1s
a state 1n which the management device 40 has received, from
the communication terminal device 20 of the work machine 1,
the processing completion notification that the processing of
rewriting the operation permission ID number has been suc-
ceeded. Step S204 corresponds to the fourth stage.

The fifth stage 1s a state of the request failed, and 1s a state
in which the management device 40 has recerved, from the
communication terminal device 20 of the work machine 1, the
processing completion notification that the processing of the
operation permission ID number has been failed. Step S204
corresponds to the fifth stage.

The sixth stage 1s a state of the timeout, and 1s a state in
which, after transmission of the request of rewriting the
operation permission ID number, no processing completion
notification has been given from the communication terminal
device 20 or the monitor 22 for a given time. Step S208
corresponds to the sixth stage.

The management device 40 terminates the processing of
the request recerved from the owner OW 1n any of the first,
second, and third stages. About the request to rewrite the
operation permission ID number, for example, the request of
new registration or deletion, the management device 40 deter-
mines the request has been reflected 1n the monitor 22 of the
work machine 1 in the fourth stage, and rewrites the operation
permission ID number in the ID number database 1ID_DB,
similarly to the operation permission ID number of the moni-
tor 22. The management device 40 determines the request has
not been reflected 1n the monitor 22 of the work machine 1 in
the third stage, and does not rewrite the operation permission
ID numberin the ID number database IID DB. The owner OW
or the admimstrator of the management device 40 side can
more accurately grasp the progress of the processing by con-
firming the above-described first to sixth stages in the pro-
cessing of rewriting the operation permission 1D number.

In the present embodiment, the processing executed by the
clectronic equipment of the work machine 1 has been the
processmg of changmg the operation permission ID number,
that 1s, the processing of setting the operator who can operate
the work machine 1 (including a new registration, a change, a
deletion, and a setting value change of the function to identity
the operator). However, the processing 1s not limited thereto.
The processing executed by the electronic equipment of the
work machine 1 may be, for example, a change, an addition,
or a deletion of a control parameter of an engine controller or
a pump controller.

While the present embodiment has been described, the
present embodiment 1s not limited by the above-described
content. Further, the above-described configuration elements
include things easily assumed by a person skilled 1n the art,
substantially the same things, and things within so-called a
scope of equivalents. In addition, the above-described con-
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figuration elements can be appropriately combined. Further,
at least one of various omissions, replacements, and changes
of the configuration elements can be made without departing
from the gist of the present embodiment.

REFERENCE SIGNS LIST

1 WORK MACHINE
1S ON-VEHICLE SYSTEM

3 MANAGEMENT FACILITY
20 COMMUNICATION TERM.
20C PROCESSING UNIT
20M STORAGE UNIT

22 MONITOR

22P SCREEN

22CNT CONTROL DEVIC.
22C PROCESSING UNIT
22M STORAGE UNIT

23A 1D READER

30 SIGNAL LINE
32 KEY SWITCH

34 COMMUNICATION UNIT
40 MANAGEMENT DEVICE
41 PROCESSING UNIT

42 STORAGE UNIT

44 INPUT/OUTPUT DEVICE
100 MANAGEMENT SYSTEM
101 SIGNAL LINE
103 COMMUNICATION DEVIC
105 TERMINAL DEVICE

NAL DEVICE
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(IN-VEHICLE SIGNAL LIN.
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The invention claimed 1s:

1. A work machine provided with a device configured to
execute processing, the work machine comprising:

a communication terminal device configured to, when the
communication terminal device has received a request
command for causing the device to execute processing
from a command source outside the work machine,
return notification of reception completion to the com-
mand source, and output the request command to the
device that executes processing corresponding to the
request command, and transmit processing completion
notification indicating the processing has been com-
pleted to the command source when the device that
executes processing corresponding to the request com-
mand executed the processing.

2. The work machine according to claim 1, comprising:

a storage unit configured to store the request command,

wherein the communication terminal device causes the
storage umit to store the request command before the
communication terminal device outputs the request
command to the device that executes processing corre-
sponding to the request command, and outputs the
request command to the device that executes processing
corresponding to the request command at a timing at
which the request command 1s able to be output.

3. The work machine according to claim 2, wherein the
timing at which the request command 1s able to be outputis a
timing aiter the device that executes processing correspond-
ing to the request command 1s started, and the device to which
the request command has been 1nput executes the processing,

and outputs notification indicating the processing has been
executed to the communication terminal device after the
execution.

4. The work machine according to claim 1, wherein the
processing 1s processing of setting an operator who 1s capable
of operating the work machine.
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5. A work machine provided with a device configured to

execute processing, the work machine comprising:

a communication terminal device configured to, when the
communication terminal device has recerved a request
command for causing the device to execute processing
from a command source outside the work machine,
return notification of reception completion to the com-
mand source, and cause a storage umt to temporarily
store the request command,

output the request command to the device that executes
processing corresponding to the request command after
the device 1s started, and

transmit processing completion notification indicating the
processing has been completed to the command source
when the device that executes processing corresponding
to the request command has executed the processing.

6. A management system of a work machine, comprising:

the work machine provided with a device configured to
execute processing;

a management device configured to transmit a request
command for causing the device to execute processing;
and

a communication terminal device provided in the work
machine, the communication terminal device config-
ured to return notification of reception completion to the
management device when the communication terminal
device has received the request command from the man-
agement device, and output the request command to the
device that executes processing corresponding to the
request command, and transmit processing completion
notification indicating the processing has been com-
pleted to the management device when the device that
executes processing corresponding to the request com-
mand has executed the processing,

wherein the management device determines the request
command has been received by the work machine when
the management device has received the notification of
reception completion.

7. The management system of a work machine according to

claim 6, wherein the communication terminal device includes
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a storage unit configured to store the request command, and
causes the storage unit to store the request command before
the communication terminal device outputs the request com-
mand to the device that executes processing corresponding to
the request command, and outputs the request command to
the device that executes processing corresponding to the
request command at a timing at which the request command
1s able to be output.

8. The management system of a work machine according to
claim 7, wherein the timing at which the request command 1s
able to be output 1s a timing after the device that executes
processing corresponding to the request command is started,
and the device to which the request command has been 1mnput
executes the processing, and outputs notification indicating
the processing has been executed to the communication ter-
minal device after the execution.

9. The management system of a work machine according to
claim 6, wherein the processing 1s processing of setting an
operator who 1s capable of operating the work machine, and

the management device mcludes a storage unit configured

to store a list 1n which an operator who 1s capable of
operating the work machine 1s registered, and rewrites
the list when the management device has received the
processing completion notification.

10. A method of managing a work machine comprising;

transmitting a request command for causing a device pro-

vided 1n the work machine to execute processing from a
command source outside the work machine;

returning notification of reception completion to the com-

mand source when having received the request com-
mand to output the request command to the device that
executes processing corresponding to the request com-

mand; and

transmitting processing completion nofification to the
command source when the device that executes process-
ing corresponding to the request command has executed
the processing.
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