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ADAPTIVE CLIENT-AWARE SESSION
SECURITY

CROSS REFERENCE TO RELATED
APPLICATIONS

This application incorporates by reference for all purposes
the full disclosure of co-pending U.S. patent application Ser.
No. 14/154,048, filed Jan. 13, 2014, entitled “ADAPTIVE

CLIENT-AWARE SESSION SECURITY AS A SERVICE”.

BACKGROUND

The security of resources 1s of importance 1n many con-
texts. Unauthorized access to various types of data, for
example, can have numerous adverse consequences, such as
unrealized revenue, data loss, a loss of customer goodwill,
damage to reputation, and/or even civil or criminal penalties.
As a result, numerous techniques have been employed to
prevent unauthorized access to data. Users of a website, for
example, are often required to provide credentials, such as a
username and password, before certain types of data are pro-
vided. At the same time, various techniques have been devel-
oped to improve usability, such as by avoiding the need to
have a user input credentials for each request that 1s made. For
example, the use of sessions enables users to log into a system
once, thereby obtaining the ability to access certain data over
multiple requests.

Over the course of a session, a user may, through an appro-
priate computing device, submit multiple requests to a sys-
tem. In many instances, from the point of view of the system
receiving the requests, requests associated with the same
session may indicate different origins (e.g., Internet Protocol
(IP) addresses) of the requests. Various networking equip-
ment may intercept requests from a user device and, for
various purposes, cause the requests to identity a different
source address for the requests, where the identified source
may change over the course of a session. In addition, common
activity can cause the source of requests to change over the
course of a session. For example, a user may take a portable
device between home and work, thereby causing a new IP
address to be assigned to the device each time the device 1s
moved from one location to another. As a result of the com-
mon occurrence of IP address changes during a session, 1t can
be difficult to distinguish between legitimate requests that
identify a new IP address and unauthorized behavior, such as
unauthorized access to and use of cookies to impersonate a
user.

BRIEF DESCRIPTION OF THE DRAWINGS

Various embodiments 1n accordance with the present dis-
closure will be described with reference to the drawings, 1n
which:

FIG. 1 shows an illustrative example of an environment in
which various embodiments can be practiced;

FIG. 2 shows an 1llustrative example of an environment,
which may incorporate the environment of FIG. 1, 1n accor-
dance with at least one embodiment;

FI1G. 3 shows an illustrative example of a representation of
a database table which may be used 1n accordance with at
least one embodiment;

FI1G. 4 shows a diagram illustrating various aspects of the
present disclosure;

FIG. 5 shows an 1llustrative example of a process for pro-
cessing requests in accordance with at least one embodiment;
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FIG. 6 shows an illustrative example of a process for updat-
ing a database 1n accordance with at least one embodiment;

FIG. 7 shows an 1llustrative example of an environment 1n
which various embodiments can be implemented;

FIG. 8 shows an 1llustrative example of a representation of
a database table which may be used 1n accordance with at
least one embodiment;

FIG. 9 shows an illustrative example of a representation of
a database table which may be used 1n accordance with at
least one embodiment;

FIG. 10 shows an 1llustrative example of a process for
utilizing a service in accordance with at least one embodi-
ment,

FIG. 11 shows an illustrative example of a process for
providing a service 1n accordance with at least one embodi-
ment,

FIG. 12 shows an illustrative example of a process for
updating a database 1n accordance with at least one embodi-
ment;

FIG. 13 shows an 1llustrative example of a process for
providing a service 1n accordance with at least one embodi-
ment; and

FIG. 14 illustrates an environment i which various
embodiments can be implemented.

DETAILED DESCRIPTION

In the following description, various embodiments will be
described. For purposes of explanation, specific configura-
tions and details are set forth 1n order to provide a thorough
understanding of the embodiments. However, 1t will also be
apparent to one skilled 1n the art that the embodiments may be
practiced without the specific details. Furthermore, well-
known features may be omitted or simplified in order not to
obscure the embodiment being described.

Techniques described and suggested herein include using,
changes 1n requests to determine how to process the requests.
In some examples, sessions are used to track requests from
clients’ computer systems. A client computer system may
utilize information, such as a cookie, that encodes informa-
tion associated with a session, such as a session identifier to
identify the session for which a request 1s submitted. Requests
may be received with source information identifying a source
of the requests, such as a source Internet Protocol (IP) address
for each request. In some 1nstances, the source information
may change over the course of a session and the reason for the
change can vary. Some causes of a change 1n source informa-
tion during a session may be mnocuous. A mobile client
device may, for instance, be moved from one network to
another, such as from a home network to a corporate network
at a place of employment. In other examples, networking
equipment may change the source information en route as
part of normal operations. In some instances, the reasons for
a change 1n source information are due to unauthorized
behavior, such as unauthorized access to the information
about the session being used to submit unauthorized requests.

The techniques described and suggested herein include
classitying source information and using classifications of
source 1formation to determine how to process requests
when the source information changes. In an example, classi-
fications of source information are used to determine whether
a change 1n source over a session 1s unexpected, thereby
enabling a system to operate differently than 1t would other-
wise operate when unexpected changes 1n source occur. In the
example of source IP addresses, IP addresses are classified as
being fixed or variable, where a fixed classification for an IP
address corresponds to a lower likelihood (relative to a vari-
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able classification for another IP address) that, once a request
from the IP address i1s received on a session, a subsequent
request on the session will be received from another IP
address. In some embodiments, when requests over a session
change from an IP address classified as fixed to another IP
address, such a change may be characterized as unexpected.
Information about IP addresses may be tracked over the
course of sessions and used to update and make more accurate
the classifications.

In some embodiments, scoring 1s used to indicate a confi-
dence of a classification. For example, if arequest on a session
1s recerved from a first IP address and a subsequent request on
the session 1s received from a second IP address, a score for at
least the first IP address may be updated to indicate that it 1s
less likely to be classified as fixed (1f classified as fixed) or that
it 1s more likely to be variable (1f already classified as vari-
able). In this manner, the confidence that a classification for
an IP address 1s classified correctly may be used 1n determin-
ing how to process requests when subsequent requests on a
session are recerved from another IP address.

Various techniques may be used to implement classifica-
tions of source information. For example, 1n some embodi-
ments, each IP address of a plurality of IP addresses receives
its own corresponding classification that 1s maintained 1n a
database or other data store. In some examples, IP addresses
are grouped by block, subnet, by recorded behavior (e.g.,
groups ol IP address to/from requests are recetved over com-
mon sessions) and/or 1n other ways. Each group may receive
a corresponding classification. Reclassification of one or
more IP addresses 1n a group may cause the group to be split,
where a subset of the group receives a new classification and
its relative complement continues to have 1ts previous classi-
fication. Other techniques and greater detail of the techniques
mentioned above are discussed below.

The techniques described and suggested herein are also
usable to provide services to other service providers (service
provider customers) to enable the service provider customers
to determine how to process requests when information 1ndi-
cating a source ol the requests changes over sessions. A
service provider customer of a service provider may, for
example, operate a website where access to at least a portion
of the website requires successful completion of a strong
authentication process (e.g., presentation of a valid username
and password). In some examples, the service provider main-
tains a database having stored therein information about sets
of IP addresses (which may be individual IP addresses), such
as described above and in more detail below. The service
provider 1s configured to receive requests over a network
regarding IP address movement detected by service provider
customers (e.g., when a source IP address associated with a
session changes during the session). The service provider
may provide responses regarding whether the detected move-
ments are unexpected. For example, the responses may indi-
cate whether intra-session movement of an IP address is
unexpected according to calculations of the service provider.
As another example the responses may contain recommen-
dations regarding whether the service provider customers
should require performance of a strong authentication pro-
cess (e.g., require presentation of a username and password
and/or other credentials) before providing access that would
have been provided had intra-session IP address movement
been detected.

To utilize such services, 1n an embodiment, a service pro-
vider customer services requests recerved by the service pro-
vider customer. The requests may be, for example, requests to
access web pages ol a website operated by the service pro-
vider customer. The service provider customer may be con-
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figured to detect when a source IP address associated with a
session changes during the session, such as when a request
made as part of a session indicates a particular source IP
address and then when another request made as part of the
session indicates another source IP address. When the change
in source IP address 1s detected, the service provider customer
may submit a request to the service provider where the
request specifies the previous source IP address and the cur-
rent source IP address. The request to the service provider
may be made prior to fulfillment of the request for which the
source IP address changed or the service provider customer
may fulfill the request for which the source IP address
changed so that the service provider customer can later utilize
a response Irom the service provider for determining how to
process a future request. Upon receipt of the request from the
service provider customer, the service provider may consult a
database to determine whether the change from the previous
source IP address to the current source IP address 1s unex-
pected and, based at least in part on the determination, pro-
vide a response to the request, such as noted above. For
responses 1ndicating unexpected changes in source IP
address, the service provider customer may report back to the
service provider whether performance of a strong authentica-
tion process was successiul to enable the service provider to
update 1ts database.

Various techniques may be utilized to prevent customers of
the service provider from adversely atfecting other customers
ol the service provider by, either inadvertently or maliciously,
providing false reporting information to the service provider
(e.g., by submitting requests indicating fake changes 1in
source IP address and falsely reporting successiul perfor-
mance of a strong authentication process.) In some embodi-
ments, IP addresses are classified differently for different
customers of the service provider. Data recerved by the ser-
vice provider are processed so that information reported by a
customer of the service provider has a greater effect on infor-
mation used for the customer than for other customers. In this
manner, 1f a customer provides incorrect data, the customer 1s
primarily affecting the accuracy of the service as applied to
that specific customer. For example, 1n some examples, an IP
address may have a global classification and one or more
customer-specific classifications. Information reported to the
service provider about an IP address may disproportionately
aifect the customer-specific classification of the IP address
corresponding to the customer relative to a global classifica-
tion and/or one or more customer-specific classifications for
other customers. As a result, customers of the service provider
are prevented from providing false data to cause changes 1n
source IP addresses from being determined by the service
provider as being not unexpected when real data would cause
the service provider to determine that the same changes are
unexpected.

To improve the accuracy of results provided by the service
provider, other techniques may be used. For example, as
noted above, a database may contain global information
about an IP address and customer-specific information about
the IP address. Analysis by the service provider may allow
information by some customers to affect the global informa-
tion differently than for other customers. For example, ser-
vice provider customers may have reputation scores that are
used to determine the effect of information reported by the
customers. A reputation score may indicate a level of trust 1n
information provided by a corresponding customer and, con-
sequently, may be used to determine how information
reported by the customer affects corresponding global infor-
mation. The reputation score may be determined in various
ways. For instance, an algorithm for computing a reputation
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score may be configured such that, when a customer reports
information about an IP address, that customer’s reputation
score mcreases when that information 1s confirmed by other
customers (e.g., other customers that reported the same find-
ings 1n connection with the same IP address (or set of IP
addresses)). Reputation scores may be static for some cus-
tomers. Some customers may, for example, due to size, repu-
tation and the like may be trusted and, as a result, information
provided by such customers may be allowed to affect the
global mformation more than information provided by other
customers. Other variations are discussed in more detail
below.

FIG. 1 shows an illustrative example of an environment
100 1n which various embodiments may be practiced. In this
example, a client device 102 executes an application, such as
a browser application, that submits requests to a system
implementing website 104 which, while illustrated 1n the
figure as a single server, may comprise multiple computing
devices (e.g., web servers, application servers, databases and/
or other devices) that are collectively configured to provide
the website. Further, while a website 104 1s used for the
purpose of 1illustration, the techniques described and sug-
gested herein are applicable to other contexts where a client
device 102 may submit requests to a system to cause the
system to perform one or more operations, such as provide
access to a resource that 1s not necessarily provided in the
form of a website. Techniques described and suggested
herein, for example, are applicable to mobile applications on
mobile devices that communicate with backend systems sup-
porting the applications, electronic mail applications that
communicate with one or more electronic mail servers and
other contexts.

As 1llustrated 1n FIG. 1, the client device 102 may submiat
requests to the website 104 (i.e., to one or more servers used
to implement the website 104. When received from the web-
site 104, one or more requests may 1dentily a first source
Internet Protocol (IP) address 106. The source IP address 106
may be identified 1n the request as the source for various
reasons. For example, the source IP address 106 may be the
actual IP address assigned to the client device 102. In other
examples, the client device 102 may be assigned a particular
IP address different from the source IP address 106, but
another device 1n a network shared with the client device 102
(such as a proxy device, firewall device, network address
translation (NAT) device) may cause requests from the client
device to 1dentity a source IP address as the source IP address
106. Generally, various mechanisms utilized to implement a
computer network may cause requests from the client device
102 to 1dentity a source IP address different than that which 1s
assigned to the client device 102. Further, 1t should be noted
that FIG. 1 shows example IP addresses and that the actual
source IP addresses of requests may vary. For example,
source 1P addresses may be from public IP address space.

As 1llustrated 1n the figure, the source IP address 1dentified
in requests received by the website 104 1n connection with a
session 1nitiated for the client device 102 may change. The
change may be caused by various events. For example, the
client device 102 may be a portable computing device trans-
ferred from one network to another as a result of physical
movement (e.g., by an employee bringing home a notebook
computer used at his/her oflice, causing the notebook com-
puter to cease communicating on a corporate network and
start commumnicating on a home network). As another
example, a device different from the client device 102 (e.g., a
proxy device, firewall device or NAT device) may cause a
source IP address from requests from the client device 102 to
change en route to the website 104. As yet another example,
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a security breach may result 1n an unauthorized computing
device submitting requests on a session 1nitiated for the client
device 102. For 1nstance, a security breach may result 1n an
unauthorized computer system obtaining a cookie stored on
the client device 102 and attempting to use the cookie to
submit requests to the website 104 1n a manner impersonating,
the client device 102.

Accordingly, FIG. 1 1llustrates a client device 108 submiut-
ting requests to the website 104 where the requests have an
identified source IP address 110 that 1s different from the
source IP address 106. The client device 108 may be the same
as the client device or, 1n the example of an authorized client
device 108, the client device 108 may be different from the
client device 102. As illustrated, requests on the same session
that 1dentity different source IP addresses may be treated
differently by the website 104. In some instances, for
example, a change in a source IP address for requests submiut-
ted on a session may cause requests to be denied, or at least
processed differently than they would had the requests 1den-
tified the same source IP address. As discussed in more detail
below, how a change in source IP address 1s treated by the
website 104 may depend on a classification of a source IP
address for which a session 1s 1nitiated. Further, the classifi-
cation may be adaptive so that better performance and higher
security 1s achieved over time.

FIG. 2 illustrates an example environment 200 1n which
embodiments can be implemented. In this example, a client
device 202 executes an application 208 that 1s able to send and
receive requests across at least one network 204 (i.e., the
client device 202 i1s able to send and receive requests 1n
accordance with the mstructions comprising the application
208). The client device can be any appropriate computing
device capable of receiving, determining, and/or processing
input, as may include a tablet computer, a smart phone, an
clectronic book reader, a desktop computer, a notebook com-
puter, a personal data assistant, a smartphone, a video gaming
console, a television set top box, or a portable media player,
among others. In at least one embodiment, the application
208 1s a Web browser operable to submit requests (e.g.,
Hypertext Transtier Protocol (HTTP) requests) to a destina-
tion across one or more networks as may ivolve networks
such as wired or wireless data networks, cellular networks,
the Internet, satellite networks and the like. In the example
illustrated 1n FIG. 2, the request can be directed to another
entity, such as a resource provider 206 (which may be a
computing resource service provider), content delivery sys-
tem, or other such system configured to receive and process
the request, generate and return an appropriate response. In at
least some embodiments, the resource provider 1s a provider
of shared resources in a multi-tenant computing resource
service provider environment, such as a “cloud” provider. The
request might be directed to a Web service provided by the
provider 206, for example, where the request 1s received to
one of a set of application programming interfaces (APIs) or
other such interfaces of a network interface layer 214, which
may comprise one or more computing devices configured to
provide a network interface configured to recerve requests,
transmit responses to the requests and, 1n some embodiments,
perform at least some processing of the requests. In some
embodiments, as 1llustrated 1n FIG. 2, the network interface
layer 214 can cause information for the request to be directed
to an appropriate application server 220 or other such com-
ponent that includes logic and/or mstructions for processing
the request, which may include processing information pro-
vided in the request.

For many types of requests (e.g., calls or other such trans-
missions) over a network 204, operations may be performed
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to authenticate a source of the request and/or protect the
information 1n the request from being available to an unin-
tended third party. In some embodiments, a client device 202
submitting a request to the provider environment 206 must
first be authenticated to at least one component of the provider
environment. In this example, the client device provides at
least one security credential, such as a username, account
number, password, biometric information or other such infor-
mation, that 1s recerved to the network interface layer 214 and
directed to an authentication service 216 or other such com-
ponent, which can be part of, or separate from, the provider
environment. The authorization service can compare infor-
mation based at least 1n part on the received credential(s)
(e.g., one or more hash calculations of the received creden-
t1al(s) or the credential(s) itsell/themselves) against informa-
tion stored 1n a user data store 218 or other such location, and
can determine, based at least 1 part on the comparison,
whether to authenticate the client device and/or a user of the
client device. Approaches for conventional authentication of
a user or client device based upon one or more credentials are
known 1n the art and as such will not be discussed herein in
detail, although the scope of the present disclosure 1s not
limited to conventional authentication techniques. In some
embodiments, the authentication might be a multi-factor
authentication (MFA) that requires multiple matching cre-
dentials for the client device.

In this example, successtul authentication causes informa-
tion for the request (or information dertved therefrom and/or
associated therewith) to be routed to the appropriate applica-
tion server 220 or other such component to process informa-
tion for the request. In at least some embodiments, this
requires 1itializing a session and generating a session iden-
tifier to be provided to the client device. In some embodi-
ments, the application server 220 provides the session i1den-
tifier with other information in the form of a cookie or other
secure token. A copy of the session identifier and other cookie
information 224 can be stored locally, such as in a security
data store 222 or other such location. A copy 212 of the cookie
can also be sent across the network to be stored on the client
device 202, whether 1n local storage 212, memory, memory
used by the browser application or another appropriate loca-
tion. The application 208 may be configured such that, when
the client device submits a subsequent request on that session,
the request 1s submitted with the cookie such that the request
1s recerved to the application server 220 (or another, associ-
ated application server of the environment 206). The applica-
tion server (or another appropriate component) can ensure
that a copy of the cookie was included with the request, and
can compare the mformation in the recerved copy of the
cookie with the cookie mnformation 224 stored locally. If the
information, such as the session identifier and a key value,
match the information stored locally, the request can be pro-
cessed. If the cookie was not provided, or the information
does not match, the client device can be required to perform
another authentication with the authorization service 216 or
another such entity or component before a request 1s pro-
cessed successtully. In at least some embodiments, logged-in
or otherwise authenticated entities may have been provided
by an external federation system or other such source.

In an approach such as that discussed above, authorization
events can be classified into what will be referred to herein as
“strong” authentication events and “weak” authentication
events. A strong authentication event can refer to a situation
where a client device has successtully participated 1n a cor-
responding authentication process (“strong authentication
process”), such as by providing at least one credential that 1s
validated by a component such as a server, which then creates
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a session (1.€., on the server). The server provides a credential,
such as a cookie for the session, to the client device. The client
device can present a copy of the cookie with subsequent
requests on the session to obtain access to one or more
resources for the session, at least until a next strong authen-
tication event 1s needed, requested, etc. In at least some
embodiments, the server generates and/or assigns an 1denti-
fier for the session that 1s included 1n the cookie. The cookie
can also include a key and an 1ssuance time or other such time
stamp or timing information.

Weak authentication events can refer to situations where a
client participates 1n a corresponding authentication process
(“weak authentication process”) where a request or other
communication 1s recerved with a copy of a credential, such
as a copy of a cookie on a session, where that credential 1s
used to authenticate the request. In at least some embodi-
ments, a copy of the cookie returned 1n response to a weak
authentication event can include timing information for the
last weak authentication event that happened, as well as an
operation count corresponding to that last weak authentica-
tion event. Other information can be included, such as bio-
metric mformation, among other types of information. The
operation count can be set to zero (or another appropriate
value) when the session 1s created 1n response to a strong
authentication event, and the operation event incremented
cach time a subsequent weak authentication event occurs
whereby a request 1s authenticated and processing performed.
An example of a cookie format includes the current time
stamp signed under the session key, along with the 1dentifier
for the session. When the server (or a related server) receives
such a cookie, the server can look up a session corresponding
to the 1dentifier and can validate information 1n the cookie,
such as a timestamp matching a timestamp issued by the
server for this session. When the presented cookie 1s vali-
dated, such that weak authentication occurs, the cookie
returned by the server can be encoded to include updated
information, such as a new timestamp, incremented operation
count, and the like.

Various other approaches to including and/or encoding
information in a cookie or session token can be utilized as
well within the scope of the various embodiments. In addi-
tion, while specific examples of strong and weak authentica-
tion processes are used for the purpose of illustration, other
types of authentication processes may be used for strong and
weak authentication processes. Further, in some embodi-
ments, there are more than two different types of authentica-
tion processes, each having corresponding requirements for
successiul authentication. The authentication processes, as
noted, may be categorized by security levels so that, as dis-
cussed 1n more detail below, different authentication pro-
cesses may be required at different times. For instance, as
discussed in more detail herein, one type of authentication
process (if any) may be suitable until an event triggers a
requirement for a different authentication process. The trig-
ger may be, for example, a change 1n an IP address used to
submit requests on the session and/or receipt of a request of a
type for which a different type of authentication process 1s
required (such as a request for information classified as sen-
sitive, a request to complete a commercial transition, and/or
the like).

As discussed in more detail below, the type of authentica-
tion process that1s required for fulfillment of a request may be
dependent on various factors and the results of various opera-
tions. In some embodiments, when the source IP address of a
request changes from one request on a session to the next, the
way 1n which a source IP address 1s classified may atfect how
a request 1s processed and, 1n particular, what type of authen-
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tication 1s required for fulfillment of a request. In some
embodiments, classifications and other information about IP
addresses are maintained 1n a database which 1s 1llustrated 1n
FIG. 2 as an IP movement database 226. The IP movement
database, 1n an embodiment, maintains information about IP
addresses 1 association with the IP addresses. The main-
tained information may include, for instance, information
indicative of how the IP address 1s classified (e.g., fixed or
variable) and/or a confidence score for a classification. As
part of 1ts operations, the authorization service 216 may
monitor changes to source IP addresses over sessions (al-
though such may be performed by another system, such as in
the network intertface layer 214). When the authorization
service 216 detects that a source IP address for a session has
changed, the authorization service 216 may access query the
IP movement database 226 to access information about the
source IP address from which the change was detected. Based
at least 1n part on the accessed information, as discussed 1n
more detail below, the IP authorization service 216 may pro-
vide an appropriate response to the network interface layer
214 to enable the network interface layer 214 to respond to a
request appropriately, which may include communicating,
with the application server 220 to obtain a response fulfilling
the request, by transmitting content requesting login creden-
tials and/or 1n other ways.

FIG. 3 shows an illustrative example of a database table
300, which may be used in the IP movement database 226,
described above 1n connection with FIG. 2. In the example
database table 300 of FIG. 3, data 1s organized by columns
and rows. In this example, each row corresponds to a set of IP
addresses, 1dentified 1n the first row. Sets may have different
numbers of members 1n accordance with various embodi-
ments. For example, in some embodiments, a database utiliz-
ing the table 300 includes a row for each IP address of a set of
IP addresses, which may comprise all IP version four (IPv4)
addresses or which may selectively have rows for IP
addresses. In other words, each set may have one member. In
some embodiments, a row may correspond to more than one
IP address, such as a block of IP addresses. When data about
an IP address 1s requested from the database (e.g., in the form
ol an appropriately configured database query), information
in a row corresponding to a block of IP addresses of which the
IP address 1s a member may be provided. As discussed below,
rows may be divided (e.g., one row may become two rows) or
combined (multiple rows being consolidated into a single
row) as appropriate. It should be noted that, while IP
addresses are used throughout the present disclosure for 1llus-
trative purposes, any information (e.g., netmask information)
that 1s usable to identify a source may also be used 1n addition
to or instead of IP addresses.

In some embodiments, a row 1s added each time a request
1s recerved 1dentifying a source IP address that 1s not in the
table. The table may also be pre-populated and/or updated
using information known about IP addresses (e.g., informa-
tion from the American Registry for Internet Numbers
(ARIN)). For example, IP address registration information
may be used to determine ownership of blocks of IP addresses

and such blocks may be used to populate rows 1n the database
table 300.

As 1llustrated 1n FIG. 3, the database table 300 includes a
column for a classification score (middle column) and a col-
umn for a classification (right-hand column), which in this
example contains a value of FIXED or VARIABLE, although
other classifications, including classification schemes with
more than two possible classifications, may be used. The
classification score, in an embodiment, 1s calculated to be a
confidence score using a heuristic configured to correlate
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with a likelihood that a source 1P address 1s fixed or vanable.
Fixed IP addresses may be IP addresses for which source IP
addresses do not change during a session. Varnable IP
addresses may be IP addresses for which source IP addresses
do change during a session. In an example, some systems may
relatively rarely reassign IP addresses and, as a result, fixed IP
addresses rarely change over a single session. Other systems
may relatively often cause the source IP address for requests
submitted from the same client to change over a session and,
as a result, variable IP addresses may be IP addresses deter-
mined to be 1 such systems.

In FIG. 3’s illustrative example, classification scores range
between zero and one, where classification scores of zero
correspond to IP addresses determined definitely to be fixed
and where scores of one correspond to IP addresses deter-
mined definitely to be variable. It should be noted that deter-
minations of whether an IP address 1s fixed or variable are not
necessarily correct determinations, but may be the result of
data strongly but incorrectly indicating a particular classifi-
cation or may be the result of a guess (e.g., default value used
to populate the table 300 with 1mitial values).

In this example, scores between zero and one correspond to
scores for which a definite determination has not been made.
The scores may be calculated using a heuristic such that,
generally, IP addresses more likely to be fixed have a rela-
tively lower score and IP addresses more likely to be variable
have a relatively larger score. For example, the heuristic may
be configured such that, for a first IP address used to submit
requests on a session, 1f requests from the first IP address
change to have a diflerent source IP address, a score for the
first IP address may increase. Likewise, 1f multiple requests
are received with the same source IP address, the score for the
source IP address may decrease. As one illustrative example,
for an IP address, the heuristic may be or otherwise based at
least 1n part on (1) the number sessions for which multiple
requests have been received from the IP address and (2) the
number of sessions for which a request has been received
from the IP address and at least one other IP address. If the
numbers 1n the previous sentence are M and N, respectively,
the heuristic may be N divided by M. In this manner, 1f the IP
address remains the same for every session, the heuristic
would be zero, 11 the IP address always changes during a
session, the heuristic would be one, and 11 the IP address
sometimes changes during a session, the heuristic would be
between zero and one.

As another illustrative example, the previous example may
be modified to take into account the number of requests
received from the IP address. The heuristic may be, for
instance, based at least in part on M and N (from the previous
example) and K, where K 1s the number of requests recerved
from the IP address. For instance, the heuristic may be the
previous example’s heuristic divided by K. As yet another
example, the heuristic may be based at least 1n part on N and
K (without N), such as by being or otherwise based at least 1n
part on N divided by K. In these examples, 1f sessions asso-
ciated with the IP address (e.g., because of a requests on the
session recerved from the IP address) often change IP address,
the heuristic will be closer to one and if sessions associated
with the IP address relatively infrequently change IP address,
the heuristic will be closer to zero. Of course, the heuristics
described herein are 1llustrative 1n nature and the scope of the
present disclosure 1s not limited to those heuristics explicitly
described.

It should be noted that the particular arrangement of data in
FIG. 3 1s also illustrative 1n nature, and other ways of orga-
nizing data may be used, in addition to ways of organizing
data that does not necessarily utilize a relational table. Also, a
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database that stores information used 1n accordance with the
various techniques may also store other data, such as data
used for the calculation of the classification score (e.g., values
for K, M, and N 1n the above examples), although such data
may be stored separately. Further, as noted above, 1n some
embodiments, a row may correspond to a plurality of IP
addresses (e.g., a block of IP addresses). When using data in
the table 300 to determine a classification for an IP address,
data for an IP address may be inherited from a row corre-
sponding to a block of which the IP addresses 1s a member.
Similarly, when data in the table 300 1s updated due to
recorded activity in connection with an IP address, data for a
corresponding block may be updated and/or, as discussed
clsewhere herein, a row for block may be divided and the data
tor the resulting blocks may be updated accordingly.

In some embodiments, the classification score for an IP
address may be determinative of the classification of the IP
address. In some embodiments, however, both a current clas-
sification of an IP address and 1ts classification score are used
to determine whether the IP address should be reclassified.
Accordingly, as illustrated in FIG. 3, the table 300 also
includes a column for classifications of corresponding IP
address sets. FIG. 4 illustrates how both a current classifica-
tion of an IP address set and a classification value can be used
to determine whether to update a classification. For example,
in FIG. 4 a representation 400 of ranges, between zero and

one, 1s shown. The representation 400 includes ranges for
fixed classifications (labeled as “FIXED™) and ranges for

variable classifications (labeled as “VARIABLE”). Also in
FIG. 4, a number line with points 0<a<b<1 1s shown. As an
example, “a” may be 0.33 and “b” may be 0.66, although
other values may be selected and the values selected are not
necessarily equidistant from the closest endpoints.

For the fixed ranges (i.¢., ranges of fixed IP addresses), in
various embodiments, IP addresses classified as fixed remain
classified as fixed as long as their classification scores remain
between zero and “b”. For an IP address classified as fixed to
change 1ts classification to variable, a classification score, 1n
some embodiments, must exceed “b.”” For variable ranges
(1.e., ranges of variable IP addresses), in various embodi-
ments, IP addresses classified as fixed remain classified as
variable as long as their classification scores remain between
“a” and 1. For an IP address classified as variable to change 1ts
classification to fixed, a classification score for the IP address
must fall below “a.” In this manner, classification values are
allowed to fluctuate a large range before a classification,
thereby preventing erratic behavior 11 a classification value
fluctuates below and above a certain value. Further, as 1llus-
trated, IP addresses classified as fixed may have classification
values that are the same as or even greater than IP addresses
classified as vanable.

The values for “a” and “b” can be selected 1n various ways.
For example, “a” and “b” may be selected and statically
maintained. In some embodiments, values for “a” and “b” are
configurable 1n ways that vary. In some examples, a system
that implements various techniques described herein config-
ures “a” and “b” on a per-account basis. Account holders,
which may be users that submit the requests for other entities
(such as customers of a computing resource service provider
that utilize computing resource services to enable users to
submit requests), may select security settings that correspond
to different values of “a” and *“b.”” An account holder may, for
instance, select a high security setting where “b” 1s relatively
closer to one than for lower security settings. In this manner,
classifications of IP addresses would more often be and
remain fixed, thereby requiring reauthentication more often
as a result 1n changes to source IP address over a session. High
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security settings may also have “a” further from zero, thereby
allowing variable IP addresses to be classified as fixed more
casily. Similarly, account holders that select lower security
settings where “b” 1s further from 1, thereby allowing IP
addresses to be classified as variable more easily, thereby
preventing reauthentication in many instances. Also, lower
security settings may correspond to “a” being closer to zero,
thereby allowing IP addresses to keep a vaniable classification
for longer betfore a reclassification is required. There may be
multiple different security settings to choose from, each with
different values for “a” and “b” and, in some instances,
account holders are able to select “a” and b directly.

FIG. 5 shows an 1llustrative example of a process 500 for
processing a request 1 accordance with various embodi-
ments. The process 500 may be performed by any suitable
system, such as by the authorization service 216, described
above, or a system comprising the authorization service 216,
application server 220 and the network interface layer 214
described above. In an embodiment, the process 500 includes
receiving 302 a request. Reterring to FIG. 2, for instance, the
authorization service 216 may receive the request from the
network interface layer (which also received the request) to
determine whether fulfillment of the request 1s authorized.
The request may be configured in accordance with an appro-
priate protocol (e.g., HI'IP) so as to be processable by the
system that receives 1t.

Upon receipt 502 of the request, the process 500 may
include determining 504 whether the request was submitted
on an existing session. Determining 504 whether the request
was submitted on an existing session may be performed, for
example, by determiming whether the request was submitted
with a cookie having a session identifier or whether the
request was submitted with other information indicative of a
session and, 11 so, whether the session 1s still valid. Generally,
any way by which a determination whether a request was
submitted on a session may be performed.

If determined 504 that the request was submitted on an
ex1sting session, the process 500 may include performing 506
a strong authentication process. In the example of a website,
performance 506 of the strong authentication process may
include providing a login web page to the client that submiut-
ted to the request (1.e., directed to the source IP address of the
request), recerving login information (e.g., login credentials
or information based at least in part thereon), 1f any are
received, and veritying the recerved login information. The
scope of the present disclosure 1s not, however, limited to such
authentication processes but includes, for instance, any
authentication process sulificient and/or required for genera-
tion of a session. Upon performing 506 the strong authenti-
cation process, the process 500 may include determining 508
whether authentication is successtul, such as by determining
whether the recerved login information 1s valid and matches
an account of a system for which the process 500 1s being
performed.

If determined 508 that the strong authentication process
was performed successtully (e.g., valid login credentials were
provided), the process 500 may include generating 510 a
session 1dentifier (session ID), which may be a random, serial
or other value that identifies the session uniquely 1n the sys-
tem performing the process 500 or 1s otherwise usable to
identify the session. A response to the request may then be
provided 512. Providing 512 the response to the request may
include performing one or more operations (e.g., calculations
and/or data access operations) to generate the response, gen-
erating a cookie or other information to include with the
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response and providing the response and cookie or other
information over a network to the source IP address identified
in the request.

Performance of the process 500 may also include updating,
514 1P address classification data, which may be data associ-
ated with the source IP address of the recerved 502 request,
such as may be stored in a database as described above or 1n
another manner. Updating 514 the IP address classification
data may be performed by, for example, updating a classifi-
cation score, updating a classification (if applicable), updat-
ing any statistics for the IP address and/or in other ways.
Further, updating 514 the IP address classification data may
be performed for the source IP address or a plurality (e.g.,
block) of IP addresses that contain the source IP address of the
request. In addition, as discussed 1n more detail below, updat-
ing the IP address classification may be performed for the
source IP address (or a set containing the source IP address ) of
the request that was recerved 502 and/or, 1f applicable, for a
different source IP address of an earlier request on the same
session. For instance, 11 an update that causes a classification
score for the source IP address of a previous request on the
same session to be increased, the source IP address the
request that was recerved 502 may also be updated so that its
corresponding classification score increases. Further, 1n some
instances, updating 514 the IP address classification data may
include generating new database records, such as when a
request 1s recetved from a source IP address that 1s not 1n a
database that maintains IP address classification data.

It should be noted that, while FIG. 5 shows updating 514
the IP address classification data after providing 3512 the
response to the request, the update may be performed at other
times, such as prior to or concurrent with generating the
session ID or prior to or concurrent with providing the
response to the request. Further different updates may be
performed at different times during performance of the pro-
cess 300. Also, updating the IP address classification data
may be performed asynchronously with performance of some
or all of the remainder of the operations of the process 500.

Returning to the 1llustrated embodiment, 11 determined 504
that the recerved 502 request was submitted on an existing,
session, the process 300 may include determining 516
whether the request was recerved from (i.e., 1dentifies the
source IP address as) the same IP address as a previous
request on the same session, which may be the immediately
prior received request. An application server or authorization
service may, for example, maintain a database (e.g., Security
database 222 described above) with information about ses-
s1ons which may store, 1n association with a session identifier,
information such as one or more IP addresses from which one
or more requests were recerved on the session. Determining
whether the request was recerved from the same IP address
may, therefore, include accessing an appropriate database.

If determined 516 that the request was received from the
same IP address, the process 500 may include performing 518
a weak authentication process. Performing the weak authen-
tication process may include, for example, analyzing the
request and information provided therewith to determine 1t
the information/request 1s valid, such as described above. The
weak authentication process may be any authentication pro-
cess different from a strong authentication process. In some
embodiments, a weak authentication process 1s an authenti-
cation process performed to authenticate a request without
requiring additional information (e.g., login credentials) from
a client device. A weak authentication process may include,
for example, verifying a session 1dentifier, verifying a digital
signature generated using a session key for the session and/or
other operations. Upon performance 518 of the weak authen-
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tication process, the process 500 may include determining
520 whether authentication was successful, such as described
above. If determined 520 that authentication was successful,
the process 500 may include providing 512 a response to the
request and updating 514 IP address classification data, such
as described above.

If 1t 1s determined 3516 that the request was recerved 502
from a different IP address than a previous request’s source 1P
address, the process may include determining 522 a classifi-
cation for the source IP address of the previous request. Deter-
mining the classification may be performed in various ways,
such as by accessing a database, such as described above, to
determine the classification. In some embodiments, data for
the previous request’s IP address 1s accessed and the change
in IP address 1s used to determine whether to change an
existing classification, e.g., by updating a classification score
and determining whether the updated score corresponds to a
changed classification. As noted above, 1n some embodi-
ments, IP addresses may be classified as variable or fixed.
Accordingly, as illustrated 1n FIG. 3, 11 determined 522 that
the previous IP address 1s classified as variable, the process
500 may include performing a weak authentication process,
such as described above and proceeding based at least 1n part
on performance of the weak authentication process, such as
described above. If, however, 1t 1s determined 522 that the
previous IP address is classified as fixed, the process 500 may
include performing 524 a strong authentication process,
which may be the same or a different strong authentication
process, such as described above. A different strong authen-
tication process may require, for instance, additional data
from the client for authentication (e.g., providing a city of
birth and/or mother’s maiden name in addition to username
and password).

Upon performing 524 the strong authentication process, a
determination may be made 526 whether reauthentication
was successiul. If determined 524 that performance of the
strong authentication process was successiul, the process 5300
may include providing 512 a response to the request, such as
described above and updating IP address classification data.
If, however, it 1s determined 508, 518, 528 that authentica-
tion/reauthentication was unsuccessiul, the process 500 may
include denying 528 the request, which may be performed by
providing a response indicating that the request 1s denied, one
or more reasons for the requests’ denial, repeat performance
of the strong authentication process or another strong authen-
tication process, and/or other operations. Denying 3528 the
request may, 1n some embodiments, include simply not per-
forming additional operations (such as providing a response
indicating the denial). Other variations are also considered as
being within the scope of the present disclosure.

FIG. 6 shows an 1llustrative example of a process 600 for
updating IP address classification data, such as during perfor-
mance of the process 300 discussed above 1n connection with
FIG. 5. The process 600 may be performed by any system that
manages 1P address classification data, such as by an autho-
rization service 216 or another system with access to the IP
Movement database 226. In an embodiment, the process 600
may include recerving IP address movement data, which may
be any data that indicates whether and/or how an IP address
has changed during a session. The movement data may also
include data about a recent (e.g., pending) request that was
received, such as a source IP address for the request, a source
IP address (or addresses) for one or more previous requests
recetrved on the same session, statistics about the IP address
recorded over time (perhaps over multiple sessions) and the
like. In an embodiment, the process includes accessing 606
data stored 1n a database, such as described above in connec-




US 9,270,662 Bl

15

tion with FIG. 3. For example, 1f a request 1s received with a
new source IP address, a query may be submitted to a data-
base for a database record corresponding to the source IP
address from which a previous request was received.

A classification score may be calculated 608 as described
above and a determination may be made 610 whether to
reclassily the source IP address for the previous request.
Referring to FI1G. 4, the determination 610 whether to reclas-
sify the IP address may be based at least in part on the
classification score and the current classification, although, 1n
some embodiments, the classification score alone or in used
in conjunction with other data 1s determinative of whether to
reclassity. If 1t 1s determined 610 to not reclassity the IP
address, the process 600 may include updating 612 the clas-
sification score 1n the database. If, however, 1t 1s determined
610 to reclassify the IP address, the process 600 may include
updating 614 the classification 1n the database as well as
updating 612 the classification score 1n the database. While
updating the database classification 1s 1llustrated as a separate
operation from updating the classification score, such may be
performed 1n a single update, such as through a command to
the database to update both.

Further, as noted above, a database may associate scores
and classifications with corresponding sets of IP addresses.
Accordingly, the process 600 may be adapted to such embodi-
ments. For example, classification scores and classifications
may be calculated and updated for blocks of IP addresses.
Also, as noted, a reclassification of an IP address may include
splitting a record for a single set of IP addresses into two sets.
Numerous techniques may be performed to determine which
records to update. For example 1n some embodiments, move-
ment from one IP address to another during a session may be
tracked over multiple sessions and multiple clients and used
to generate a directed graph where each node represents an 1P
address from which a request was received and an edge from
a first node to a second indicates that, during a session, a
source IP address changed from the IP address represented by
the first node to the IP address represented by the second
node. Sets of IP addresses may be determined by locating,
strongly connected components 1n the graph (1.e., maximal
strongly connected subgraphs). Data may be maintained and
updated on a set-wide basis.

Further, as noted, other information may be used when
determining whether to reclassity an IP address (or a set
containing the IP address) and/or whether to perform reau-
thentication. For instance, 1n some embodiments, informa-
tion about the IP addresses mnvolved 1n a session may be used
in determining whether to require reauthentication when an
IP address as variable may otherwise indicate that reauthen-
tication 1s unnecessary. For example, a database ol geo-
graphic information that associates IP addresses with geo-
graphic locations may be utilized to determine whether
certain IP address changes are unlikely. Jumps of large geo-
graphic distances, for example, may indicate a higher likel:-
hood of an authorized request and, therefore, may indicate a
need for reauthentication. As another example, 1n embodi-
ments where graphs are constructed as described above, 1P
address jumps from a strongly connected component 1n a
graph to an IP address outside the strongly connected com-
ponent (perhaps to another strongly connected component)
may indicate a need for reauthentication regardless of an IP
address classification of variable. Other variations are also
considered as being within the scope of the present disclo-
sure.

In some embodiments, systems are configured to provide
advance warning of an IP address change for a device sub-
mitting requests on a session. A device causing legitimate
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source IP address changes for requests submitted by a device
may transmit a communication indicating a change in IP
address. The communication may be sent to, for example, the
client device and/or a system to which the client device sub-
mits requests. The system recerving the requests from the
client device may recerve a communication (from the client
device or from another device) indicating a source 1P address
change for the client device. The communication may include
a digital signature or other authentication information that
enables a determination of the communication’s authenticity.
As aresult of receipt of the communication, the system may
process arequest from the client device with a changed source
IP address differently than it would process the request with
the changed source IP address had it not received the com-
munication. For example, the system may require only suc-
cessiul completion of a weak authentication process when 1t
would otherwise require successiul completion of a strong
authentication process upon detecting a change 1n a source IP
address during the same session.

Other vanations considered as being within the scope of
the present disclosure relate to methods by which information
may be recorded to determine whether changes of source 1P
addresses over a session are unexpected, thereby requiring
stronger authentication. For example, machine learnming tech-
niques may be used to enable determinations of whether IP
address changes are expected. Observations may be recorded
where the observations include detected change from a first
source (IP address or block of IP addresses) to a second
source (IP address or block of IP addresses), whether strong,
authentication required as a result of a change was successiul
to train a model that can then be used as a predictor for future
detections of changed IP address. Such a model may be used,
for example, to determine whether a change from a first IP
address to a second IP address during a session 1s expected
and, therefore, whether to require stronger authentication,
such as described above.

]As noted above, the various techniques described above
and additional techniques described below may be used to
provide services to others, such as other service providers
who process requests on behalf of users. FIG. 7, accordingly,
shows an 1illustrative example of an environment which may
be used to implement various embodiments of the present
disclosure. As 1illustrated in FIG. 7, the environment 700
includes a plurality of user devices 702. The user devices may
be any suitable device configured to communicate over a
network, such as devices listed below. In the example of FIG.
7, the user devices 702 communicate with various service
provider customers 704 that, as illustrated, utilize services of
an IP address movement service 706. The service provider
customers 704 may, for example operate websites, backend
systems to mobile applications and/or other systems config-
ured to process requests from the user devices 702. The IP
address movement service 706 may be a computer system
(e.g., collection of computing devices collectively configured
to provide information regarding intra-session movement of
IP address or other request source 1dentifiers to enable use of
the provided information to be used in determining how to
process requests, such as by imposing a requirement that
reauthentication be performed successtully before a request
1s fulfilled. The IP address movement service 706 may, for
example comprise one or more servers, such as described
below, and may comprise an IP address movement database
708, which may store organized data maintained for sets of IP
addresses, such as described above and as described below.

To utilize the IP address movement service 706, a service
provider customer 704 may, during the processing of requests
of the user devices 702, detect that a request on a session
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indicated a second source IP address when the session was
previously associated with a first source IP address (e.g.,
because a previous request on the session 1dentified the first
source IP address). As a result of detecting the change 1n
source IP address over a session, the service provider cus-
tomer 704 may transmuit a request (e.g., in the form of an API
call comprising information suificient for fulfillment by the
IP address movement service and formatted 1n a manner the
IP address movement service 1s configured to process) to the
IP movement service. The request may, for example, specily
an IP address previously associated with a session (1.e., an IP
address 1dentified as a source IP address for a previous request
in the session when a subsequent request on the session 1den-
tified a different source IP address). The request may include
other information, such as information used to authenticate
the requestor and, 1n some embodiments, a second source 1P
address (e.g., the IP address identified 1n the subsequent
request on the session).

Upon receipt of a request from a service provider customer
704, the IP address movement service may access one or more
records from the IP address movement database 708 and use
the accessed records to determine whether an 1ntra-session
move from the IP address previously associated with the
session 1s unexpected. The one or more records may corre-
spond to the IP address previously associated with the session
and, 1n some embodiments, may include one or more records
corresponding to the second source IP address so that the
determination may be based at least in part on both IP
addresses. The IP address movement service may provide
information about the determination to the service provider
customer 704 that submitted the request. The mnformation
may be provided 1n various ways 1n accordance with various
embodiments. For example, the information may indicate
whether the change was unexpected. In some embodiments,
the response may provide a recommendation to perform one
or more actions, such as require reauthentication.

Upon receipt of the response, the service provider cus-
tomer 704 may operate 1n accordance with the response from
the IP address movement service 706. For example, the ser-
vice provider customer 704 may require reauthentication to
be performed before one or more additional requests on the
session are fulfilled. The service provider customer 704 may
also perform additional operations, such as by providing
information about whether reauthentication (or another
authentication process) was performed successiully to enable
the IP address movement service 706 to update the IP address
movement database 708, such as by recalculating one or more
classification scores and/or by reclassitying the source IP
address specified 1n the request to the IP address movement
service 706. Feedback regarding the IP address(es) specified
in the request may be provided by the service provider cus-
tomer 704 as 1t 1s available or 1n other ways, such as 1 batch
uploads.

FIG. 8 shows an illustrative example of a database table
800, which may be used 1n the IP movement database(s) 226,
708, described above 1n connection with FIGS. 2 and 7 and/or
otherwise. In many aspects, the database table 800 1s used to
store data that 1s stored by the database 300 described above
in connection with FIG. 3. For example, the database table
800, 1n this example, includes classification scores for sets of
IP addresses and classifications that may have been deter-
mined based at least 1n part on the classification scores, such
as described above. With the database table 800, however,
there are classification scores for multiple entities. In this
example, there 1s a row corresponding to a global classifica-
tion score and classification and one or more rows that pro-
vide customer-specific scores and classifications. The various
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rows corresponding to the same IP address set may be used
together or separately in various embodiments. In some
embodiments, the row for the global score/classification of an
IP address 1s used for service provider customers that have not
provided feedback regarding an IP address in the set.

When a service provider customer has provided feedback
regarding an IP address 1n the set, a row corresponding to the
customer may be used to calculate and generate a response
instead of or 1 addition to the global row for the set of IP
addresses. For example, in some embodiments, the row cor-
responding to the service provider customer may be used to
generate a response for a request from the service provider
customer without using the global row for the set of IP
addresses. In other embodiments, the row corresponding to
the service provider customer and the row corresponding to
the global values for the set of IP addresses may be used
together. As an illustrative example, 11 the classifications in
both rows agree, the agreed classification may correspond to
whether a move from an IP address 1n the set and specified in
a request from a service provider customer 1s unexpected and
aresponse may be provided accordingly. If the classifications
in both rows do not agree, the corresponding classification
scores may be used to calculate a classification for a response
that 1s determinative of the information 1n the response to be
given (€.g., whether a move from an IP address specified 1n a
request 1s unexpected). An average of the two classification
scores may be used to determine a classification, where the
average may be used to determine a classification such as
described above 1n connection with FIG. 4. The average may
be weighted, where the weight corresponding to the service
provider customer may depend on one or more factors, such
as a reputation score for the service provider customer, an
amount of feedback provided by the service provider cus-
tomer, an amount of feedback provided by the service pro-
vider customer and verified by feedback of one or more other
service provider customers, a predetermined weight 1nput
corresponding to, for example, customers that are determined
to be trusted and/or other factors.

Similarly, when the customers provide feedback about IP
addresses 1n IP address sets, the manner 1n which the database
table 800 1s updated may vary 1n accordance with different
embodiments and, 1n various embodiments, may vary among
customers. As an example, feedback regarding an IP address
in an IP address set may be used to update a row specific to the
customer service provider that provided the feedback. The
amount, 1f any, by which the feedback aflects an update to the
global row corresponding to the IP address (1.¢., an IP address
set that contains the IP address) may be determined based at
least 1in part on various factors, such as the factors described
above. In this manner, by making responses and updates to the
database table 800 customer specific, customers are pre-
vented from providing false data to adversely afiect the accu-
racy of the data 1n the database table 800. Thus, an entity that
poses as a service provider customer who submits fake
requests speciiying IP addresses and who provides false
information about reauthentication after a session moves
from the specified IP address, 1s prevented from causing an IP
address movement service from providing incorrect informa-
tion regarding whether an intra-session move from one IP
address to another 1s unexpected. Thus, entities with mali-
cious intent are prevented from causing harm to users by
submitting requests on others’ sessions and preventing detec-
tion by causing an IP address movement service to provide
incorrect information.

As noted, information about what feedback service pro-
vider customers have provided may be used in determining
how to provide responses to requests to an IP address move-
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ment service and/or how to process feedback from the service
provider customers. FI1G. 9, accordingly, shows an illustrative
example of a database table 900 which may be used 1n con-
nection with the database table 800 described above 1n con-
nection with FIG. 8 or in connection with data stored in
accordance with other embodiments. In the embodiment
illustrated 1n FIG. 9, information about the quality and quan-
tity of the information provided by service provider custom-
ers 1s maintained 1n the database table. As illustrated, each
row of the database table 900 includes an entry that, when
populated, includes a value for a reputation score, anumber of
movement reports, and an agreement score. Beginning with
the number of movement reports (whose values are, in this
embodiment, 1n the column labeled “Movement Reports 1n
the drawing), the number of movement reports may be a
number of reports for IP addresses for which a service pro-
vider customer has provided feedback (e.g., IP addresses for
which the service provider customer has provided feedback
alter requiring reauthentication after a requests on sessions
associated with the IP addresses have indicated different
source 1P addresses). For example, 1f a service provider cus-
tomer has provided 100 total reports for 80 IP addresses (1.¢.,
some IP addresses having multiple reports), the number in the
database for the number of movement reports may be 100.
Other values which correlate or otherwise correspond to a
number of reports recerved (historically or over a time period)
may also be used.

The agreement score for a service provider customer, 1n an
embodiment, indicates how other service provider customers
report information about IP addresses consistent with the
information provided by the service provider customer. In an
embodiment, the agreement score 1s or 1s otherwise based at
least 1n part on a number of reports for an IP address that the
service provider has provided feedback for and that at least a
mimmum number of other service provider customers (which

may be one) has also provided feedback. As an example, the
agreement score for a service provider customer may be:

a+1/a+d+1

where the variable a represents the number of times feedback
by the service provider customer agrees with feedback from
another service provider customer and the variable d repre-
sents the number of times feedback from another service
provider customer disagreed with feedback from another ser-
vice provider customer. In this manner, the more the service
provider customer disagrees with other service provider cus-
tomers, the lower the agreement score will be and, the more
often feedback from the service provider customer agrees
with feedback from other service provider customers, the
higher the agreement score will be (with a limit of 1 that 1s
achieved with full agreement).

It should be noted that agreement scores may be calculated
in various ways. For example, the numbers for a and d, above,
may be calculated on an IP address basis or an IP address set
basis. For example, in some embodiments, feedback from a
service provider customer about an IP address may be said to
agree with feedback from another service provider customer
when both service provider customers have indicated the
same result (e.g., successiul or unsuccesstul reauthentica-
tion) after sessions moving from the same IP address. As
another example, 1n some embodiments, feedback from a
service provider customer about an IP address in an IP
address set may be said to agree with feedback from another
service provider customer when the service provider custom-
ers have indicated the same result with respect to IP addresses
in the same IP address set (where the IP addresses for which

10

15

20

25

30

35

40

45

50

55

60

65

20

teedback was provided by the respective service provider
customers may be, but are not necessarily, the same).

For a service provider customer, the value of the reputation
score for the service provider customer may be based at least
in part on the number of movement reports and the agreement
score so that, increases in either the number of movement
reports or the agreement score correspond to agreements in
the reputation score. For example, the reputation score for a
service provider customer may be or may be otherwise based
at least 1 part on the product of the number of movement
reports and the reputation score. As another example, to keep
the reputation score between zero and one, the reputation
score may be based at least in part on the product of a function
of the number of movement reports with a horizontal asymp-
tote with a value of one, such as a function based on an
arctangent of the number of movement reports, where the
function 1s scaled to have a horizontal asymptote at one.

It should be noted the particular formulas and functions
discussed above are provided for the purpose of illustration
and that numerous variations are considered as being within
the scope of the present disclosure. For example, variations of
the formulas and different formulas may be used. Also, in
some embodiments, reputation scores may be manually set.
As an example, service provider customers who are trusted
may have high reputation scores input mnto a system that
operates 1n accordance with techniques described herein. As
another example, service provider customers who have
exhibited consistently high (i.e., above a threshold) agree-
ment scores for longer than a threshold amount of time may
have static high reputation scores. Other variations are also
considered as being within the scope of the present disclo-
sure.

As discussed above, a reputation score for a service pro-
vider customer may be used to determine how feedback from
the service provider customer aflects updates to a global
classification score. For example, in embodiments where the
reputation score 1s calculated to be between zero and one, the
global classification score may be calculated such as
described above with, however, contributions by a service
provider multiplied by the corresponding reputation score. As
an 1llustrative example, a global classification score for an IP
address set may be a weighted average of customer-specific
classification scores, where the weights are based at least 1n
part on the reputation scores of the customers that have pro-
vided feedback regarding the IP address set.

As discussed, the various techniques described herein and
variations thereof may be used to provide services to service
provider customers (and other entities). FIG. 10 shows an
illustrative example of a process 1000 that may be performed
to utilize services of an IP address movement service, such as
described above. For example, the process may be performed
by a service provider customer, such as described above in
connection with FIG. 7. The process may be performed, for
instance, by a server ol a service provider customer or a
collection of computing devices that each are configured to
perform one or more operations of the process 1000. As
illustrated 1n FIG. 10, the process 1000 1includes receiving a
request. The request may be, for example, a request from a
user device such as described above in connection with FIG.
7. The request may be, as an example, an HI'TP request or
other request that identifies a source IP address or other
request source 1dentifier. As noted, the techniques described
herein may be applied for use with requests recerved in accor-
dance with protocols other than HTTP.

Upon receipt 1002 of the request, the process 1000 may
include determining 1004 whether the request was submitted
on an existing session (1.e., whether the request corresponds
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to a session that has already been established). As discussed,
the request may include a cookie that specifies an identifier of
a session, and, therefore, the process 1000 may include deter-
mimng whether the identifier provided corresponds to a cur-
rently active (e.g., non-expired) session, although other ways
of determining whether the request was submitted on an
ex1sting session may also be used. If determined 1004 that the
request was not submitted on an existing session, the process
may include establishing 1006 a session which, 1 various
embodiments, may include generating a new session or
renewing an existing session. Establishing a session may be
performed by, for example, providing an 1dentifier of a ses-
s10n 1n a cookie or otherwise to the device that submitted the
request and perform other operations, such as, if applicable,
updating a session database used to maintain nformation
about existing sessions.

If, however, 1t 1s determined 1004 that the request does
correspond to an existing session, the process 1000 may
include determining 1008 whether the request i1dentifies a
source IP address (current IP address) the same as a source IP
address 1dentified by a previous request on the same session
(previous IP address), which may be a source IP address
identified 1n the immediately preceding request on the same
session or another previously submitted request. If deter-
mined 1008 that the request identifies a source IP address the
same as a source IP address 1dentified by a previous request
on the same session, the process 1000 may include performs-
ing a weak authentication request tulfillment process, which
may include performing a weak authentication process, as
noted above, and fulfilling or not fulfilling the request in
accordance with the outcome of the weak authentication pro-
cess. (It should be noted that the determination of whether the
request was submitted on an existing session may be or oth-
erwise comprise performance of the weak authentication pro-
cess and, as a result, the operation(s) involved 1n performance
of the weak authentication process may not be repeated upon
determining 1008 that the request identifies a source IP
address the same as a source IP address 1dentified by a pre-
vious request on the same session.)

If, however, 1f determined 1008 that that the request 1den-
tifies a source IP address different from a source IP address
identified by a previous request on the same session, the
process may include submitting the current IP address and/or
the previous IP address to an IP address movement service,
such as described above 1n connection with FIG. 7. As noted,
submitting 1012 the request may 1nclude transmitting, over a
network, the request as an API call to the IP address move-
ment service. The IP address movement service may process
the request and provide, in response to the request, such as
described above. The response may include information indi-
cating whether the intra-session change from the previous IP
address to the current IP address was unexpected. Accord-
ingly, the process 1000 may include receiving 1014 a
response to the request that includes a recommendation from
the IP address movement service. As noted, the recommen-
dation may be 1n various forms, such as a value that indicates
whether the change from the previous IP address to the cur-
rent IP address during the session was unexpected as deter-
mined based at least 1n part on the calculations of the IP
address movement service.

In some embodiments, the recommendation 1s from more
than two possible recommendations. As noted above, for
instance, classification scores may be maintained for IP
addresses 1n a database maintained by and/or accessible to the
IP address movement service. The particular recommenda-
tion provided may be based at least 1n part on the score and/or
the classification. As an illustrative example, recommenda-
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tions may be provided to correlate with ranges of possible
classification scores. For intra-session movement from IP
addresses with scores strongly indicating fixed IP addresses,
an authentication process may be recommended where the
recommended authentication process 1s stronger than a dif-
terent authentication process that would be recommended for
an [P address with a classification score that, while still
indicative of and having a corresponding fixed classification,
less strongly indicates that the IP address i1s fixed rather than
variable. For instance, in some instances multi-factor authen-
tication may be recommended for some intra-session source
IP address movement from some fixed IP addresses while
single-factor authentication may be recommended for other
intra-session source IP address movement from other fixed IP
addresses.

As 1illustrated 1n the embodiment of FIG. 10, however,
recommendations are from a set of two recommendations,
corresponding to a recommendation to perform a strong
authentication process and a recommendation to perform a
weak authentication process. In an embodiment, the process
1000 includes determining 1016, based at least in part on the
recommendation received 1014 from the IP address move-
ment service, whether to perform a weak authentication pro-
cess or to perform a strong authentication process. (Although,
as noted, additional types of authentication processes may be
selected from and the process 1000 may be modified accord-
ingly.) If determined 1016 to perform a weak authentication
process, the process 1000 may include performing 1010 the
weak authentication process, such as described above. IT
determined 1016 to perform the strong authentication pro-
cess, the process 1000 may include performing 1018 a strong
authentication request fulfillment process, which may
include fulfilling the request contingent on successiul fulfill-
ment of the strong authentication process, which may include
performing reauthentication, as noted above.

Upon performance 1018 of the strong authentication
request fulfillment process, the process 1000 may include
reporting 1020 a result of performance of the strong authen-
tication request fulfillment process. Reporting 1020 the result
ol performance of the strong authentication request fulfill-
ment process may include submitting an API call to the IP
address movement service (or another service separate from
the IP address movement service that 1s configured to accept
and utilize reporting results of performance of strong authen-
tication processes). The API call may include an indication of
whether performance of a strong authentication process was
successful and other information, such as information
authenticating the API call.

As with all processes described herein, variations of the
process 100 are considered as being within the scope of the
present disclosure. For example, a system performing the
process 1000 may perform other operations in addition to
those illustrated. For instance, a system performing the pro-
cess 1000 may cache or otherwise store information provided
in a response from the IP address movement service so that,
when 1ntra-session movement from an IP address that was
already checked with the IP address movement service 1s
detected, stored information may be referred to so as to not
require contacting the IP address movement service an addi-
tional time and, for instance, incurring additional charges.
Cached or otherwise stored information may be stored with a
timestamp so that data that 1s determined to be stale (e.g., that
has not been updated for a specified amount of time) may be
flushed from the system, disregarded, weighted less during
calculations and/or otherwise dealt with.

Further, while FIG. 10 shows a process 1000 that includes
detecting intra-session IP source IP address movement, ser-
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vices of an IP address movement service may be used without
detecting 1ntra-session source IP address movement. For
example, requests may be submitted to an IP address move-
ment service for the purpose of collecting information, for
system testing to determine how changes to network address-
ing will cause other systems to perform and/or for other
reasons.

FI1G. 11 shows anillustrative example of a process 1000 for
processing requests to an IP address movement service in
accordance with at least one embodiment. The process 1100
may be performed by any suitable system, such as by an IP
address movement service, such as described above. The
process 1100 may be performed by a server of the IP address
movement service or a collection of servers each playing a
role 1n performance of the process 1100, such as a combina-
tion of a webserver and application server. As 1illustrated in
FIG. 11, the process 1100 includes receiving current and/or
previous IP address from a service provider customer (or,
generally, from any entity). The IP address(es) may be
received in any suitable manner, such as through an electronic
request to the system performing the process 1100, where the
request may be in the form of an API call transmitted over a
network.

Upon receipt 1102 of the current and/or previous IP
address(es), the process 1100 may include accessing 1104
one or more records from an IP address movement database,
such as a database storing information in one or more tables
such as described above. The record(s) may be accessed,
for example, by submitting a query to the database where the
query specifies the IP address(es). Once the database
record(s) have been accessed, the process 1100 may include
determining a movement classification. The movement clas-
sification may be determined 1n various ways 1n accordance
with various embodiments. For example, 1n some embodi-
ments, the movement classification corresponds to a classifi-
cation of the previous IP address recerved 1102, where the
classification may be a customer-specific classification unless
one does not exist and, 1n that case, the classification may be
a global classification. For example, intra-session movement
away from an IP address classified as fixed may correspond to
an unexpected movement classification. Similarly, intra-ses-
sion IP address movement from an IP address classified as
variable may correspond to a movement classification of not-
unexpected.

In other embodiments, determination 1006 of the move-
ment classification 1s more complex. For example, the move-
ment classification may be based at least 1n part on informa-
tion about the previous IP address and current IP address. As
an example, IP addresses may be mapped to geographic loca-
tions and movement between geographic locations greater
than a threshold distance may correspond to movement clas-
sifications of unexpected. As a similar example, movement
between IP addresses of geographic locations greater than a
threshold distance, where the time between requests corre-
sponding respectively to the previous and current IP
addresses 1s determined to be isuilficient for travel between
the locations, may correspond to movement classifications of
unexpected. Other complex methods of determining the
movement classification may be used, including variations
such as described above.

Once the determination 1106 of the movement classifica-
tion has been made, the process may include determiming,
whether intra-session movement from the previous IP address
(e1ther any movement from the previous IP address or specific
movement between the previous IP address and current 1P
address) 1s unexpected, where the classification may indicate
directly whether the movement was unexpected. I deter-
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mined 1108 that the intra-session IP address movement 1s
unexpected, the process 1100 may include providing 1110 a
recommendation corresponding to unexpected movement,
where the recommendation may be 1n the form of a response
to a request that was recerved. The recommendation may, for
example, indicate a recommendation to perform a strong
authentication process (e.g., requiring successiul reauthenti-
cation) before fulfilling a request. The indication may be
explicit or implicit (e.g., by indicating that the movement was
unexpected). If determined 1108 that intra-session movement
from the previous IP address was not unexpected, the process
1100 may include providing 1112 a recommendation corre-
sponding to not-unexpected movement. The recommenda-
tion may be explicit or implicit, as described above, and may
indicate, for example, that a request may be fulfilled upon
successiul performance of a weak authentication process.

Other operations not 1llustrated in FIG. 11 may also be
performed. For example, the process may include authenti-
cating a caller that provided the current and/or previous IP
address, evaluating policy applicable to the request made by
the caller, generating one or more log entries corresponding to
the request and/or 1ts fulfillment, generating one or more
accounting records for use of the service and/or other opera-
tions.

As discussed, feedback regarding whether reauthentica-
tion and/or other strong authentication processes are fulfilled
alter detection of intra-session IP address movement may be
received and used to update stored information used to pro-
cess requests. Some techniques for updating stored data used
to enable providing a service are discussed above. FIG. 12
shows an i1llustrative example of a process 1200 for maintain-
ing stored information about IP addresses 1n accordance with
various embodiments. The process 1200 may be performed
by any suitable system, such as by an IP address movement
service or another entity that operates an IP address move-
ment database. The process 1200 may be performed by one or
more servers each configured to perform one or more roles in
performance of the process 1200.

In an embodiment, the process 1200 includes receiving
1202 IP address movement data. The IP address movement
data may comprise data that indicates, for each IP address of
one or more IP addresses, whether performance of a strong
authentication process after detection of 1ntra-session source
IP address movement away from the IP address was success-
ful. Receiving 1202 the IP address movement data may be
performed 1n various ways in accordance with various
embodiments. The information may 1nclude, for example, a
previous IP address (where “previous™ 1s used as above) and
an 1indication of whether performance of the strong authent-
cation process was successiul. In some embodiments, the IP
address movement data 1s provided by an entity that submiut-
ted a request to check whether intra-session source IP address
movement from an IP address 1s unexpected. The IP address
movement data may be provided each time a request 1s made
for an IP address and/or collected and transterred in a batch.
An API call to a system performing the process 1200 may be
used as a way of providing the data, although any way of
providing data 1s considered as being within the scope of the
present disclosure.

In some embodiments, the IP address movement data for
an IP address 1s received from an entity different from an
entity that submitted a request to check whether intra-session
source IP address movement from the IP address i1s unex-
pected. Referring to FIG. 7, in some embodiments, user
devices provide IP address movement data. As an example, an
IP address movement service may require that service pro-
vider customers msert tracking pixels (also referred to as clear
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pixels) 1n web pages accessed by user devices. When a user
device loads a webpage received from a service provider, part
of rendering the webpage may include transmitting (e.g., to
the system performing the process 1200) a request for a
tracking pixel. Because the request for the tracking pixel waill
typically indicate the same source IP address as the request
tor the webpage, the system performing the process 11200
may match, by source IP address, requests to check intra-
session movement from previous IP addresses to the source
IP address of a request for a tracking pixel. A webpage of the
service provider customer provided as a result of successiul
reauthentication (generally, successful performance of a
strong authentication process) may be required to include
another, different, tracking pixel so that, when a request 1s
submitted by the user device for the other tracking pixel, the
system performing the process 1200 can match the request for
the other tracking pixel to the current IP address specified in
the request to check the previous IP address and, therefore,
determine that the reauthentication process (generally, strong
authentication process) was performed successtully. Other
information may be passed in requests for tracking pixels,
such as client and/or session 1dentifiers or other information
that enables the system performing the process 1200 to deter-
mine, based at least 1n part on information provided from user
devices, whether strong authentication processes performed
alter detection of intra-session source IP address movement
for which the strong authentication process was recom-
mended.

Other ways of obtaining IP address movement data may
also be used instead of or in addition to techniques described
above. For example, 1n some embodiments, a service provider
may provide authentication services. Users of the service
provider customers’ systems may, for example, communicate
with the service provider to perform authentication processes
using computing infrastructure of the service provider. Thus,
users of a service provider customer system may communi-
cate with the service provider for authentication to gain
access to functionality of a service provider customer system.
Users may, for instance, provide login credentials (e.g., user-
name and password) to the service provider for verification
and prool of verification may be provided to the service
provider customer. In such embodiments, the service pro-
vider may match information 1n requests to an IP address
movement service to authentication attempts made to an
authentication service and/or may detect lack of attempts
made to the authentication service in order to determine and
utilize IP address movement data.

Returming to the illustrative embodiment of FIG. 12, upon
receiving 1202 IP address movement data, the process 1200
may include accessing customer and/or IP address records
from a database, such as from one or more databases utilizing
one or more tables, such as described above. Accessing the
record(s) may be performed 1n any suitable manner, such as
by submitting a query configured to cause the database to
provide the record(s). Information from the records may be
used to calculate 1206 a customer-specific classification
score and/or to calculate 1208 a global classification score,
such as described above. While illustrated 1in a particular
order, calculation of the customer-specific score and global
score, 1f applicable, may be performed in a different order
than 1llustrated, as may other operations described herein for
some operations. If applicable, customer records which may
include, for example, a reputation score, agreement score
and/or other information may be used to calculate the global
and/or customer-specific score(s). The database may then be
updated 1210 based at least 1n part on the calculated score(s).
Updating 1210 the database may include determiming
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whether any classification(s) should change based at least in
part on the calculated score(s), such as described above. The
database may be used to process future requests.

As noted, numerous variations are considered as being
within the scope of the present disclosure. For example, tech-
niques may be employed to prevent using the database as an
informational tool to build up one’s own database. Requests,
for mstance, may be throttled to limit the rate at which data
can be accessed from the database. Similarly, as noted above,
techniques may be employed to prevent customers from
unduly adversely atfecting information provided to other cus-
tomers. Other techniques, such as introducing entropy into
responses provided from an IP address movement service,
may limit the value of information obtained for the purpose of
building one’s own database.

Other variations are also considered as being within the
scope of the present disclosure. For example, techniques
described above relate to the calculation of classifications for
IP addresses that are stored and used to respond to requests for
recommendatory information involving intra-session source
IP address movement. In some embodiments, classifications
and corresponding recommendatory information may be gen-
erated dynamically, such as 1n response to requests that are
recetved. In such embodiments, an IP Address movement
database may store reporting information that 1s recerved over
a period of time. The database may, for instance, store records
that each indicates an IP address and whether authentication
required after intra-session source change from the source IP
address was successiul. The records may also each, for an IP
address, indicate the source IP address to which a source
associated with a corresponding session changed. In other
words, a record may indicate a previous source IP address for
a session, a subsequent source IP address for the session, and
a result of authentication required as a result of a change from
the previous source IP address to the subsequent source IP
address. As with all databases described herein, data may be
organized 1n various ways in various embodiments, such as
using one or more relational tables or 1n other ways.

FIG. 13 shows an 1llustrative example of a process 1300 for
processing requests to an IP address movement service in
accordance with at least one embodiment. The process 1300
may be performed by any suitable system, such as by an IP
address movement service, such as described above. The
process 1300 may be performed by a server of the IP address
movement service or a collection of servers each playing a
role 1n performance of the process 1300, such as a combina-
tion of a webserver and application server. As illustrated in
FIG. 13, the process 1300 includes obtaining 1302 IP address
movement data, such as mformation indicating a first IP
address and information indicating whether an authentication
process required as a result of a session moving from the first
IP address to another IP address was performed successiully.
The IP address movement data may also include a second IP
address to which the session moved, such as described above.
The IP address movement data may be obtained 1n any suit-
able manner, such as described above. For example, a service
provider customer may provide a report to a service provider
performing the process 1300. As another example, informa-
tion may be received from a client of a service provider
customer, such as described above. As yet another example,
system performing the process 1300 may determine the IP
address movement data and provide the data from one com-
ponent of the system to another. For instance, the system may
receive an indication that the authentication process was
required as a result of intra-session IP address movement and,
as a result of a threshold amount of time passing without an
indication that the authentication process was performed suc-
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cessiully, may determine (1.e., operate on the assumption)
that the authentication process was performed unsuccess-
tully. Generally, any suitable way of obtaining IP address
movement data 1s considered as being within the scope of the
present disclosure.

Upon receipt of IP address movement data, the process

1300 may include adding 1304 the obtained IP address move-
ment data to a data store configured to store the IP address
movement data. The data store may implement a database,
such as described above, or may store data in other ways,
including ways described above. Generally, any manner of
storing the data so that the data i1s searchable for the purpose
of performing other operations described 1n more detail
below may be used. Further, to avoid unmanageable amounts
of data, various techniques may be employed, such as by
flushing stale data (1.e., data entered more than a threshold
amount of time ago) and otherwise trimming the amount of
data 1n the data store. In addition, data may be weighted 1n
calculations so that older data 1s less influential on calcula-
tions than more recent data. As illustrated in FIG. 13, the
above operations (and/or any other operations).

As with other processes described herein, the process 1300
may include receiving 1306 a previous IP address from a
service provider customer, such as described above. As
above, the previous IP address may be received with a current
IP address to indicate intra-session IP address movement
from the previous IP address to the current IP address. The
previous IP address (and, in some embodiments, current 1P
address) may be recetved 1n a request from the service pro-
vider customer. To respond to the request, the process 1300
may include accessing 1308 applicable IP address movement
data from the data store. The applicable data may, for
instance, include records comprising reports of intra-session
IP address movement and results of resulting required authen-
tication processes, such as described above, or information
based thereon. The applicable data may be the data associated
with the previous IP address received from the service pro-
vider customer. In embodiments where the service provider
customer provides a current IP address in addition to the
previous IP address, the applicable data may include data
corresponding to intra-session IP address movement between
the previous IP address and current IP address and may
exclude data associated with movement from the previous IP
address but not to the current IP address, although both types
of data may be used. The data may be accessed 1n any suitable
manner, such as by searching the data store, submitting a
query configured in accordance with a manner by which the
data 1s organized, or otherwise 1dentifying from a corpus of
data, the applicable data. For example, 11 the data 1s organized
in one or more XML files, an XPath query against the data
may be executed.

Once the applicable data has been accessed 1308, the pro-
cess 1300 may include calculating 1310, based at least in part
on the accessed applicable data, a classification score for the
previous IP address (or, for the previous IP address/current 1P
address pair), such as described above. A response may be
generated 1312, based at least in part on the calculated 1310
classification score, such as described above. For example,
the response may be generated to include recommendatory
information regarding whether intra-session movement from
the previous IP address (and/or intra-session movement from
the previous IP address to the current IP address) 1s unex-
pected and/or whether performance of an authentication pro-
cess should be required. The generated 1312 response may
then be provided 1314 to the service provider customer, such
as described above. Asillustrated 1n FIG. 13, the operations of

10

15

20

25

30

35

40

45

50

55

60

65

28

the process 1300 may be repeatedly performed as additional
previous IP addresses (e.g., 1n requests) are received.

FIG. 14 1llustrates aspects of an example environment 1400
for implementing aspects in accordance with various embodi-
ments. As will be appreciated, although a web-based environ-
ment 1s used for purposes of explanation, different environ-
ments may be used, as appropriate, to implement various
embodiments. The environment includes an electronic client
device 1402, which can include any appropriate device oper-
able to send and/or receive requests, messages or information
over an appropriate network 1404 and, in some embodiments,
convey information back to a user of the device. Examples of
such client devices include personal computers, cell phones,
handheld messaging devices, laptop computers, tablet com-
puters, set-top boxes, personal data assistants, embedded
computer systems, electronic book readers and the like. The
network can include any appropriate network, including an
intranet, the Internet, a cellular network, a local area network,
a satellite network or any other such network and/or combi-
nation thereof. Components used for such a system can
depend at least 1n part upon the type of network and/or envi-
ronment selected. Protocols and components for communi-
cating via such a network are well known and will not be
discussed herein in detail. Communication over the network
can be enabled by wired or wireless connections and combi-
nations thereof. In this example, the network includes the
Internet, as the environment includes a web server 1406 for
receiving requests and serving content 1n response thereto,
although for other networks an alternative device serving a
similar purpose could be used as would be apparent to one of
ordinary skill in the art.

The 1llustrative environment 1includes at least one applica-
tion server 1408 and a data store 1410. It should be under-
stood that there can be several application servers, layers or
other elements, processes or components, which may be
chained or otherwise configured, which can interact to per-
form tasks such as obtaining data from an appropriate data
store. Servers, as used herein, may be implemented 1n various
ways, such as hardware devices or virtual computer systems.
In some contexts, servers may refer to a programming module
being executed on a computer system. As used herein, unless
otherwise stated or clear from context, the term “data store”
refers to any device or combination of devices capable of
storing, accessing and retrieving data, which may include any
combination and number of data servers, databases, data stor-
age devices and data storage media, 1n any standard, distrib-
uted, virtual or clustered environment. The application server
can include any appropnate hardware, software and firmware
for integrating with the data store as needed to execute aspects
of one or more applications for the client device, handling
some or all of the data access and business logic for an
application. The application server may provide access con-
trol services in cooperation with the data store and 1s able to
generate content including, but not limited to, text, graphics,
audio, video and/or other content usable to be provided to the
user, which may be served to the user by the web server in the
form of Hypertext Markup Language (“HTML”), Extensible
Markup Language (“XML”), JavaScript, Cascading Style
Sheets (“CSS™) or another appropriate client-side structured
language. Content transferred to a client device may be pro-
cessed by the client device to provide the content 1n one or
more forms including, but not limited to, forms that are per-
ceptible to the user audibly, visually and/or through other
senses including touch, taste, and/or smell. The handling of
all requests and responses, as well as the delivery of content
between the client device 1402 and the application server
1408, can be handled by the web server using PHP: Hypertext
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Preprocessor (“PHP”), Python, Ruby, Perl, Java, HTML,
XML or another appropriate server-side structured language
in this example. It should be understood that the web and
application servers are not required and are merely example
components, as structured code discussed herein can be
executed on any appropriate device or host machine as dis-
cussed elsewhere herein. Further, operations described herein
as being performed by a single device may, unless otherwise
clear from context, be performed collectively by multiple
devices, which may form a distributed and/or virtual system.

The data store 1410 can include several separate data
tables, databases, data documents, dynamic data storage
schemes and/or other data storage mechanisms and media for
storing data relating to a particular aspect of the present
disclosure. For example, the data store 1llustrated may include
mechanisms for storing production data 1412 and user infor-
mation 1416, which can be used to serve content for the
production side. The data store also 1s shown to include a
mechanism for storing log data 1414, which can be used for
reporting, analysis or other such purposes. It should be under-
stood that there can be many other aspects that may need to be
stored 1n the data store, such as page 1image information and
access rights information, which can be stored in any of the
above listed mechanisms as appropriate or i additional
mechanisms 1n the data store 1410. The data store 1410 1s
operable, through logic associated therewith, to receive
instructions from the application server 1408 and obtain,
update or otherwise process data in response thereto. The
application server 1408 may provide static, dynamic or a
combination of static and dynamic data 1n response to the
received mstructions. Dynamic data, such as data used in web
logs (blogs), shopping applications, news services and other
such applications may be generated by server-side structured
languages as described herein or may be provided by a con-
tent management system (“CMS”) operating on, or under the
control of, the application server. In one example, a user,
through a device operated by the user, might submit a search
request for a certain type of 1item. In this case, the data store
might access the user information to verify the identity of the
user and can access the catalog detail information to obtain
information about i1tems of that type. The information then
can be returned to the user, such as in aresults listing on a web
page that the user 1s able to view via a browser on the user
device 1402. Information for a particular item of interest can
be viewed 1n a dedicated page or window of the browser. It
should be noted, however, that embodiments of the present
disclosure are not necessarily limited to the context of web
pages, but may be more generally applicable to processing,
requests 1n general, where the requests are not necessarily
requests for content.

Each server typically will include an operating system that
provides executable program instructions for the general
administration and operation of that server and typically will
include a computer-readable storage medium (e.g., a hard
disk, random access memory, read only memory, etc.) storing
instructions that, when executed by a processor of the server,
allow the server to perform 1ts intended functions. Suitable
implementations for the operating system and general func-
tionality of the servers are known or commercially available
and are readily implemented by persons having ordinary skall
in the art, particularly in light of the disclosure herein.

The environment, in one embodiment, 1s a distributed and/
or virtual computing environment utilizing several computer
systems and components that are interconnected via commu-
nication links, using one or more computer networks or direct
connections. However, 1t will be appreciated by those of
ordinary skill in the art that such a system could operate
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equally well 1n a system having fewer or a greater number of
components than are 1llustrated in FIG. 14. Thus, the depic-
tion of the system 1400 1n FIG. 14 should be taken as being
illustrative 1n nature and not limiting to the scope of the
disclosure.

The various embodiments further can be implemented 1n a
wide variety of operating environments, which 1n some cases
can include one or more user computers, computing devices
or processing devices which can be used to operate any of a
number of applications. User or client devices can include any
ol a number of general purpose personal computers, such as
desktop, laptop or tablet computers running a standard oper-
ating system, as well as cellular, wireless and handheld
devices running mobile software and capable of supporting a
number of networking and messaging protocols. Such a sys-
tem also can include a number of workstations running any of
a variety of commercially-available operating systems and
other known applications for purposes such as development
and database management. These devices also can include
other electronic devices, such as dummy terminals, thin-cli-
ents, gaming systems and other devices capable of commu-
nicating via a network. These devices also can include virtual
devices such as virtual machines, hypervisors and other vir-
tual devices capable of communicating via a network.

Various embodiments of the present disclosure utilize at
least one network that would be familiar to those skilled in the
art for supporting communications using any of a variety of
commercially-available protocols, such as Transmission
Control Protocol/Internet Protocol (*“TCP/IP”), User Data-
gram Protocol (“UDP”), protocols operating 1n various layers
of the Open System Interconnection (“OSI”) model, File
Transter Protocol (“FTP”), Umversal Plug and Play
(“UpnP”), Network File System (“NFS”"), Common Internet
File System (“CIFS”) and AppleTalk. The network can be, for
example, a local area network, a wide-area network, a virtual
private network, the Internet, an intranet, an extranet, a public
switched telephone network, an infrared network, a wireless
network, a satellite network and any combination thereof.

In embodiments utilizing a web server, the web server can
run any of a variety of server or mid-tier applications, includ-
ing Hypertext Transter Protocol (“HTTP””) servers, FTP serv-
ers, Common Gateway Intertace (“CGI”) servers, data serv-
ers, Java servers, Apache servers and business application
servers. The server(s) also may be capable of executing pro-
grams Or scripts in response to requests from user devices,
such as by executing one or more web applications that may
be implemented as one or more scripts or programs written in
any programming language, such as Java®, C, C# or C++, or
any scripting language, such as Ruby, PHP, Perl, Python or
TCL, as well as combinations thereof. The server(s) may also
include database servers, including without limitation those
commercially available from Oracle®, Microsoft®, Sybase®
and IBM® as well as open-source servers such as MySQL,
Postgres, SQLite, MongoDB, and any other server capable of
storing, retrieving and accessing structured or unstructured
data. Database servers may include table-based servers,
document-based servers, unstructured servers, relational
servers, non-relational servers or combinations of these and/
or other database servers.

The environment can include a variety of data stores and
other memory and storage media as discussed above. These
can reside 1n a variety of locations, such as on a storage
medium local to (and/or resident 1n) one or more of the
computers or remote from any or all of the computers across
the network. In a particular set of embodiments, the informa-
tion may reside in a storage-area network (“SAN") familiar to
those skilled 1n the art. Similarly, any necessary files for
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performing the functions attributed to the computers, servers
or other network devices may be stored locally and/or
remotely, as appropriate. Where a system includes comput-
erized devices, each such device can include hardware ele-
ments that may be electrically coupled via a bus, the elements
including, for example, at least one central processing unit
(“CPU” or “processor’”), at least one input device (e.g., a
mouse, keyboard, controller, touch screen or keypad) and at
least one output device (e.g., a display device, printer or
speaker). Such a system may also include one or more storage
devices, such as disk drives, optical storage devices and solid-
state storage devices such as random access memory
(“RAM”) or read-only memory (“ROM™), as well as remov-
able media devices, memory cards, tlash cards, etc.

Such devices also can include a computer-readable storage
media reader, a communications device (e.g., a modem, a
network card (wireless or wired), an infrared communication
device, etc.) and working memory as described above. The
computer-readable storage media reader can be connected
with, or configured to receive, a computer-readable storage
medium, representing remote, local, fixed and/or removable
storage devices as well as storage media for temporarily
and/or more permanently containing, storing, transmitting
and retrieving computer-readable information. The system
and various devices also typically will include a number of
software applications, modules, services or other elements
located within at least one working memory device, including
an operating system and application programs, such as a
client application or web browser. It should be appreciated
that alternate embodiments may have numerous variations
from that described above. For example, customized hard-
ware might also be used and/or particular elements might be
implemented in hardware, software (including portable sofit-
ware, such as applets) or both. Further, connection to other
computing devices such as network input/output devices may
be employed.

Storage media and computer readable media for containing
code, or portions of code, can include any appropriate media
known or used 1n the art, including storage media and com-
munication media, such as, but not limited to, volatile and
non-volatile, removable and non-removable media 1mple-
mented 1n any method or technology for storage and/or trans-
mission of iformation such as computer readable 1nstruc-
tions, data structures, program modules or other data,
including RAM, ROM, Electrically Erasable Programmable
Read-Only Memory (“EEPROM”), flash memory or other
memory technology, Compact Disc Read-Only Memory
(“CD-ROM”), digital versatile disk (DVD) or other optical
storage, magnetic cassettes, magnetic tape, magnetic disk
storage or other magnetic storage devices or any other
medium which can be used to store the desired information
and which can be accessed by the system device. Based on the
disclosure and teachings provided herein, a person of ordi-
nary skill in the art will appreciate other ways and/or methods
to implement the various embodiments.

The specification and drawings are, accordingly, to be
regarded 1n an 1llustrative rather than a restrictive sense. It
will, however, be evident that various modifications and
changes may be made thereunto without departing from the
broader spirit and scope of the invention as set forth in the
claims.

Other vanations are within the spirit of the present disclo-
sure. Thus, while the disclosed techniques are susceptible to
various modifications and alternative constructions, certain
illustrated embodiments thereol are shown in the drawings
and have been described above 1n detail. It should be under-
stood, however, that there 1s no intention to limit the invention
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to the specific form or forms disclosed, but on the contrary, the
intention 1s to cover all modifications, alternative construc-
tions and equivalents falling within the spirit and scope of the
invention, as defined 1n the appended claims.

The use of the terms “a” and “an” and “the” and similar
referents 1n the context of describing the disclosed embodi-
ments (especially 1n the context of the following claims) are
to be construed to cover both the singular and the plural,
unless otherwise indicated herein or clearly contradicted by
context. The terms “comprising,” “having,” “including” and
“containing’” are to be construed as open-ended terms (i.e.,
meaning “including, but not limited to,”) unless otherwise
noted. The term “connected,” when unmodified and referring
to physical connections, 1s to be construed as partly or wholly
contained within, attached to or joined together, even if there
1s something intervening. Recitation of ranges of values
herein are merely intended to serve as a shorthand method of
referring individually to each separate value falling within the
range, unless otherwise idicated herein and each separate
value 1s incorporated 1nto the specification as 11 1t were 1ndi-
vidually recited herein. The use of the term “set” (e.g., “a set
of items™) or “subset” unless otherwise noted or contradicted
by context, 1s to be construed as a nonempty collection com-
prising one or more members. Further, unless otherwise noted
or contradicted by context, the term “subset”™ of a correspond-
ing set does not necessarily denote a proper subset of the
corresponding set, but the subset and the corresponding set
may be equal.

Conjunctive language, such as phrases of the form “at least
one of A, B, and C,” or “at least one of A, B and C,” unless
specifically stated otherwise or otherwise clearly contra-
dicted by context, 1s otherwise understood with the context as
used 1n general to present that an 1tem, term, etc., may be
either A or B or C, or any nonempty subset of the set of A and
B and C. For instance, in the illustrative example of a set
having three members used 1n the above conjunctive phrase,
“at least one of A, B, and C” and “at least one of A, B and C”
refers to any of'the following sets: {A}, {B}, {C}, {A, B}, {A,
C},{B,C},{A, B, C}. Thus, such conjunctive language is not
generally intended to imply that certain embodiments require
at least one of A, atleast one of B and at least one of C to each
be present.

Operations of processes described herein can be performed
in any suitable order unless otherwise indicated herein or
otherwise clearly contradicted by context. Processes
described herein (or variations and/or combinations thereof)
may be performed under the control of one or more computer
systems configured with executable instructions and may be
implemented as code (e.g., executable instructions, one or
more computer programs or one or more applications)
executing collectively on one or more processors, by hard-
ware or combinations thereof. The code may be stored on a
computer-readable storage medium, for example, 1n the form
of a computer program comprising a plurality of instructions
executable by one or more processors. The computer-read-
able storage medium may be non-transitory.

The use of any and all examples, or exemplary language
(e.g., “such as”) provided herein, 1s intended merely to better
i1lluminate embodiments of the invention and does not pose a
limitation on the scope of the mmvention unless otherwise
claimed. No language 1n the specification should be construed
as indicating any non-claimed element as essential to the
practice of the invention.

Preferred embodiments of this disclosure are described
herein, including the best mode known to the inventors for
carrying out the invention. Variations of those preferred
embodiments may become apparent to those of ordinary skill
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in the art upon reading the foregoing description. The mven-
tors expect skilled artisans to employ such variations as
appropriate and the inventors intend for embodiments of the
present disclosure to be practiced otherwise than as specifi-
cally described herein. Accordingly, the scope of the present
disclosure includes all modifications and equivalents of the
subject matter recited in the claims appended hereto as per-
mitted by applicable law. Moreover, any combination of the
above-described elements 1n all possible variations thereof 1s
encompassed by the scope of the present disclosure unless
otherwise 1indicated herein or otherwise clearly contradicted
by context.

All references, including publications, patent applications
and patents, cited herein are hereby incorporated by reference
to the same extent as 1f each reference were individually and
specifically indicated to be incorporated by reference and
were set forth 1n its entirety herein.

What 1s claimed 1s:

1. A computer-implemented method, comprising:

under the control of one or more computer systems con-

figured with executable 1nstructions,

receiving requests to access one or more computing
resources, the requests including a request from an
application executing on a remote computing device
associated by the request with a first source Internet
Protocol address, the request including a cookie
encoding information about a session including infor-
mation usable to authenticate the request using a weak
authentication process;

determining, based at least 1n part on the information
about the session, whether the first source Internet
Protocol address 1s different from a second source
Internet Protocol address previously associated with
the session;

as a result of determining that the first source Internet
Protocol address 1s different from the second source
Internet Protocol address, determining, based at least
in part on a classification of the second source Internet
Protocol address from a set of classifications that
includes a fixed Internet Protocol address classifica-
tion and a variable Internet Protocol Address classifi-
cation, whether to require a strong authentication pro-
cess for tulfillment of the request;

as a result of determining to require the strong authen-
tication process, performing the strong authentication
process; and

as a result of successiul authentication by performance
of the strong authentication process, performing one
or more operations to fulfill the request and updating
a database that maintains information about the clas-
sification of the second source Internet protocol
address.

2. The computer-implemented method of claim 1, wherein:

the requests mclude a second request, after the request,

from the application that associates the remote comput-
ing device with the first source Internet Protocol address
and includes the cookie or a second cookie encoding
second information about the session, the second infor-
mation about the session usable to authenticate the
request by the weak authentication process;

as a result of the second request being associated with the

first source Internet Protocol address, performing the
weak authentication process without performing the
strong authentication process; and

as a result of successiul authentication by performance of

the weak authentication process, fulfilling the second
request.
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3. The computer-implemented method of claim 1, wherein
determining whether to require the strong authentication pro-
cess comprises accessing, from the database, a database
record corresponding to the second source Internet Protocol
address.

4. The computer-implemented method of claim 3, wherein
updating the database comprises:

calculating a score for the second source Internet Protocol

address:

using the calculated score to make a determination whether

to reclassily the second source Internet Protocol address
as fixed or dynamic; and

updating the database record as a result of determining to

reclassity the second source Internet Protocol address.

5. The computer-implemented method of claim 4, wherein:

the database record associates a categorization of fixed or

dynamic with a plurality of Internet Protocol addresses
that includes the first source Internet Protocol address:
and

reclassitying the second source Internet Protocol address

COMpPrises:

dividing the plurality of Internet Protocol addresses into
at least two subsets comprising a first subset and a
second subset having an empty intersection with the
first subset, the first subset having the second source
Internet Protocol address; and

reclassitying the first subset.

6. The computer-implemented method of claim 1, wherein
successiul authentication by a set of strong authentication
processes that mclude the strong authentication process 1s
required by the one or more computer systems before the
weak authentication process 1s usable to authenticate
requests.

7. A system, comprising:

one or more processors; and

memory 1including instructions that, when executed by the

one or more processors, cause the system to:

receive a first request associated with an 1dentifier and a
first source:

receive a second request associated with the identifier
and a second source, the second source different from
the first source;

determine, based at least 1n part on a classification of the
first source, whether a change from the first source to
another source 1s unexpected;

determine, based at least in part on whether the change 1s
determined to be unexpected, whether to require per-
formance of an authentication process as a result of
the detected change; and

cause performance of at least one operation to be con-
tingent at least in part on successtul fulfillment of the
authentication process.

8. The system of claim 7, wherein the instructions that
cause the system to determine whether to require perfor-
mance of the authentication process as a result of the detected
change cause the system to determine whether to require
performance of the authentication process as a result of the
detected change further based at least 1n part on the second
source.

9. The system of claim 7, wherein the at least one operation
1s part of fulfillment of a third request recerved after the
second request.

10. The system of claim 7, wherein the instructions, when
executed by the one or more processors, further cause the
system to calculate a confidence score for the classification
and determine the classification of the first source based at
least 1n part on the calculated confidence score.
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11. The system of claim 10, wherein calculating the con-
fidence score 1s based at least in part on at least one of a
network topology, public registration information about
sources 1ncluding the first source and second source, or geo-
graphic information associated with the first source and sec-
ond source.

12. The system of claim 10, wherein calculating the con-
fidence score 1s based at least in part on at least one of a
number of requests made during a session or a number of
observations recorded mnvolving the first source.

13. The system of claim 7, wherein the mstructions that
cause the system to determine the classification cause the
system to, 1n response to receipt of the request, calculate a
classification score and determine the classification based at
least 1n part on the calculated classification score.

14. The system of claim 7, wherein determining the clas-
sification of the first source 1s based at least 1n part on a
classification of a plurality of sources that includes the first
source.

15. The system of claim 7, wherein:

determining the classification of the first source 1s based at

least 1n part on a confidence score for the classification;
and

the mstructions, when executed by the one or more proces-

sors, further cause the system to, as a result of a lack of
successiul fulfillment of the authentication process,
update the confidence score.
16. The system of claim 7, wherein determining the clas-
sification of the first source 1s based at least 1n part on an
account setting for an account associated with the 1dentifier.
17. A non-transitory computer-readable storage medium
having stored thereon 1nstructions that, when executed by one
Or more processors of a computer system, cause the computer
system to:
detect a first change 1n first source network address infor-
mation for requests submitted as part of a first session;

detect a second change 1n second source network address
information for requests submitted as part of a second
session; and

after detecting the first change, as a result of the first source

network address information before the first change
being classified differently than the second source net-
work address information before the second change,
cause an authentication requirement for the first session
to be ditferent than an authentication requirement for the
second session after detecting the change 1n the second
source network address information.

18. The non-transitory computer-readable storage medium
of claim 17, wherein the 1nstructions that cause the authenti-
cation requirement for the first session to be different than the
authentication requirement for the second session, when
executed by the one or more processors, cause the system to
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require receipt of login credentials for fulfillment of at least
one request submitted during the first session.

19. The non-transitory computer-readable storage medium
of claim 17, wherein the change 1n the first source network
address information and the change in the second source
network address information each include a change of source
Internet Protocol address.

20. The non-transitory computer-readable storage medium
of claim 17, further comprising instructions that, when
executed by the one or more processors, cause the system to,
as a result 1n detecting the first change, access a database to
determine whether to require additional authentication for a
pending request of the first session.

21. The non-transitory computer-readable storage medium
of claim 17, wherein:

the first change 1s a change from a first network address to

a second network address; and
the instructions further comprise instructions that, when
executed by the one or more processors, cause the sys-
tem to calculate a confidence score for a classification of
the first network address as a fixed network address; and
determine the classification based at least 1n part on the
calculated confidence score.
22. The non-transitory computer-readable storage medium
of claim 17, wherein:
the first change 1s a change from a first network address to
a second network address; and

the instructions that cause the computer system to cause the
authentication requirement for the first session to be
different than the authentication requirement for the sec-
ond session comprise instructions that, when executed
by the one or more processors, cause the computer sys-
tem to determine a classification for the first network
address based at least 1n part on a security preference of
an entity associated with the first session.
23. The non-transitory computer-readable storage medium
of claim 17, wherein:
the first change 1s a change from a first network address to
a second network address; and

the instructions further comprise instructions that, when
executed by the one or more processors, further cause
the computer system to reclassily the first network
address from fixed to dynamic as a result of successiul
reauthentication in accordance with the authentication
requirement for the first session.

24. The non-transitory computer-readable storage medium
of claim 17, wherein the authentication requirement for the
first session includes successful fulfillment of a strong
authentication requirement and the authentication require-
ment for the second session includes successtul fulfillment of
a weak authentication requirement.
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