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OPEN CONNECTION MANAGER
VIRTUALIZATION AT SYSTEM-ON-CHIP

TECHNICAL FIELD

This disclosure relates generally to network communica-
tions and, more specifically, to an open connection manage-
ment virtualization at system-on-chip.

BACKGROUND

A wireless communication system can be utilized to pro-
vide wireless access to various communication services (€.g.,
voice, video, data, messaging, content broadcast, etc.) for
users of the system. Wireless communication systems can
operate according to a variety of network specifications and/
or standards, such as, for example, universal mobile telecom-
munications system (UMTS), third generation partnership
project (3GPP) long term evolution (L'TE), high speed packet
access (HSPA). These specifications and/or standards use
different modulation techniques, such as code division mul-
tiple access (CDMA), time division multiple access

(TDMA), frequency division multiple access (FDMA),
multi-carrier CDMA (MC-CDMA), single-carrier CDMA
(SC-CDMA), orthogonal frequency division multiple access

(OFDMA), single-carrier frequency division multiple access
(SC-FDMA), and so on.

Communication devices (e.g., wireless communication
devices), such as mobile phones, electronic tablets, electronic
gaming devices, and computers, are increasingly using appli-
cations to perform various functions and to communicate
information between these communication devices and other
communication devices (e.g., other mobile phones, electronic
tablets, electronic gaming devices, computers, servers, etc.).
An application can reside on a user’s communication device,
in a cloud, and/or on a server farm, for example.

The above-described description 1s merely intended to pro-
vide a contextual overview of wireless communication net-
works, and 1s not intended to be exhaustive.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1llustrates a block diagram of an example system
that can facilitate adaptively controlling a trusted memory
and resources (e.g., functional blocks) used in connection
with applications employed by communication devices 1n a
communication network, in accordance with various aspects
and embodiments described herein.

FI1G. 2 a block diagram of another example system that can
facilitate adaptively controlling a trusted memory and
resources used 1 connection with applications employed by
communication devices 1n a communication network, in
accordance with various aspects and embodiments described
herein.

FIG. 3 1llustrates a diagram of still another example system
that can facilitate adaptively controlling access to and use of
a trusted memory and resources (e.g., functional blocks) used
for applications employed by communication devices 1n a
communication network, in accordance with various aspects
and embodiments described herein.

FI1G. 4 depicts a block diagram of an example connection-
manager kernel component in accordance with various
aspects and embodiments of the disclosed subject matter.

FIG. 5 presents a block diagram of an example kernel
component in accordance with various aspects and embodi-
ments of the disclosed subject matter.
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FIG. 6 illustrates a block diagram of an example commu-
nication network in accordance with various aspects and

embodiments of the disclosed subject matter.

FIG. 7 depicts a block diagram of an example user equip-
ment (UE) 1n accordance with an aspect of the disclosed
subject matter.

FIG. 8 1llustrates a block diagram of an example access
point in accordance with an aspect of the disclosed subject
matter.

FIG. 9 1llustrates a tlow diagram of an example method that
can facilitate controlling access to information and resources
associated with a communication device in a communication
network, 1n accordance with various aspects and embodi-
ments described herein.

FIG. 10 presents a flow chart of an example method that
can facilitate controlling functional blocks used by applica-
tions that are used by a communication device in a commu-
nication network, i accordance with various aspects and
embodiments described herein.

FIG. 11 depicts a flow diagram of an example method that
can facilitate enabling an application or user to select desired
functional blocks of the set of functional blocks of a commu-
nication device to facilitate performing operations in connec-
tion with the application, 1n accordance with various aspects
and embodiments described herein.

FIG. 12 1llustrates a flow chart of an example method that
can facilitate authenticating an application associated with a
communication device to facilitate controlling access to
information and resources in a trusted zone environment of
the communication device, 1n accordance with various
aspects and embodiments described herein.

FIG. 13 presents a flow chart of an example method that
can facilitate caching information 1n a trusted zone environ-
ment of a communication device, 1n accordance with various
aspects and embodiments described herein.

FIG. 14 1s a schematic block diagram 1llustrating a suitable
operating environment.

FIG. 15 1s a schematic block diagram of a sample-comput-
ing environment.

DETAILED DESCRIPTION

Various aspects of the disclosed subject matter are now
described with reference to the drawings, wherein like refer-
ence numerals are used to refer to like elements throughout.
In the following description, for purposes of explanation,
numerous specilic details are set forth 1n order to provide a
thorough understanding of one or more aspects. It may be
evident, however, that such aspect(s) may be practiced with-
out these specific details. In other instances, well-known
structures and devices are shown 1n block diagram form 1n
order to facilitate describing one or more aspects.

Communication devices (e.g., wireless communication
devices), such as mobile phones, electronic tablets, electronic
gaming devices, and computers, can be used to communicate
voice and data information to other communication devices
and/or to perform other desired functions (e.g., perform cal-
culations, take photographs, play video or music content, play
games, etc.). Communication devices also are increasingly
using applications to perform various functions and to com-
municate information between these communication devices
and other communication devices.

With respect to commumnication devices, there exists a
number of different communication device manufacturers,
different types of operating systems, and different types of
communication platforms. With regard to operating an appli-
cation 1n a communication network, these different commu-
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nication device manufacturers, different types of operating
systems, and different types of communication platiorms can
impact the communication network 1n different ways, which
can thereby result 1n an undesirable fragmentation 1ssue in the
communication network. Such fragmentation can cause an
inellicient use of resources by the communication network,

an inetficient use of resources by communication devices, and
a lower quality of experience for communication device
users.

Techniques for controlling (e.g., adaptively controlling)
access to a trusted memory and resources (e.g., functional
blocks and other modem functions) that can be employed by
applications used by user equipment (UE) are presented
herein. A UE (e.g., communication device) can comprise a
connection-manager (CM) kernel component (e.g., an open
source CM kernel component) that can be embedded at the
system-on-chip (SOC) level to facilitate resource control at
the SOC level. The CM kernel component can facilitate pro-
viding connection manager acceleration at the hardware level
(e.g., SOC level) embedded into the chip sets. Various modem
interfaces can be provided to the CM kernel component, for
example, running northbound as a micro kernel.

The CM kernel component can operate 1n conjunction with
an operating system (OS) kernel component, wherein the CM
kernel component can facilitate controlling all or a portion of
embedded resources (e.g., embedded functional blocks and/
or other modem functions) and the OS kernel component can
tacilitate controlling a certain portion of the resources (e.g., a
portion of the functional blocks or modem functions). The
CM kernel component can comprise or be associated with
(e.g., communicatively connected to) functional blocks (e.g.,
embedded functional blocks) that can provide access control
tools (e.g., intelligent access control tools), network enabler
functions and observability APIs for network enhancement
(e.g., network optimization), traffic flow monitoring and fil-
tering, quality of experience (QOE) executive routines, and
traif]

ic flow time shifting. The CM kernel component also can
perform or provide analytics (e.g., using analytics engines),
cross-layer observability, security and firewall tags (e.g.,
security and firewall functionality embedded at the chip, SOC
fabric, or interconnects), cache management at SOC level,
and policy enforcement (e.g., 1n accordance with defined
communication enhancement criteria).

The CM kernel component and a trusted memory compo-
nent can operate 1n a trusted execution environment to facili-
tate secure performance of operations within the trusted
execution environment. The CM kernel component can adap-
tively collect information from control registers and analytics
associated with the communication network, and can map
such information to, and/or store such information in, the
trusted memory component. The memory map associated
with the trusted memory component can be well defined and
standardized with regard to format, scalability, and security.
The disclosed subject matter can facilitate enabling compo-
nents, applications, and other features to be developed around
the CM kernel component and trusted memory component.

The CM kernel component can control access to the trusted
memory component, wherein the CM kernel component can
cnable the trusted memory component to be accessible to
trusted APIs and trusted applications (e.g., trusted and/or
certified applications) to facilitate enabling trusted applica-
tions associated with the UE to have knowledge of contextual
network-related information. For instance, the CM kernel
component can facilitate providing an environment, wherein
trusted applications can use (e.g., directly use) the hardware
services (e.g., services associated with the embedded func-
tional blocks) without having to use the OS kernel component
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(e.g., rich OS kernel). The disclosed subject matter can facili-
tate enabling applications to be network aware and to operate
more elficiently and in accordance with defined communica-
tion enhancement critenia (e.g., based on communication-
network optimization or enhancement practices).

Referring now to the drawings, FIG. 1 illustrates a block
diagram of an example system 100 that can facilitate adap-
tively controlling a trusted memory and resources (e.g., func-
tional blocks) used in connection with applications employed
by communication devices (e.g., UEs) 1n a communication
network, 1n accordance with various aspects and embodi-
ments described herein. The system 100 can comprise a UE
102 (e.g., mobile and/or wireless communication device,
such as a mobile phone (e.g., 3GPP universal mobile telecom-
munications system (UMTS) phone), electronic notebook,
clectronic pad or tablet, electronic gaming device, personal
digital assistant (PDA), computer, set-top box, etc.) that can
operate and communicate in a communication network envi-
ronment. In an aspect, the UE 102 can be communicatively
connected via a wireless communication connection(s) via an
access point (AP) 104 to a communication network(s) 106.

In an aspect, as the UE 102 1s moved through a wireless
communication network environment, at various times, the
UE 102 can be connected (e.g., wirelessly connected) to one
of a plurahty of APs (e g.. macro or cellular AP, femto AP,
pico AP, wi-fi AP, wi-max AP, hotspot (e.g., hotspot 1.x,
hotspot 2.x, where x 1s an 1nteger number; UE 102 function-
ing as a mobile hotspot; etc.), etc.), such as an AP 104, that can
operate 1in the wireless communication network environment.
An AP (e.g., 104) can serve a specified coverage area to
facilitate communication by the UE 102 or other UEs in the
wireless communication network environment. The AP 104
can serve a respective coverage cell (e.g., macrocell, femto-
cell, picocell, etc.) that can cover a respective specified area,
and the AP 104 can service mobile wireless devices, such as
UE 102, located 1n the respective area covered by the respec-
tive cell, where such coverage can be achieved via a wireless
link (e.g., uplink (UL), downlink (DL)). When an attachment
attempt 1s successtul, the UE 102 can be served by the AP 104
and incoming voice and data traffic can be paged and routed
to the UE 102 through the AP 104, and outgoing voice and
data traflic from the UE 102 can be paged and routed through
the AP 104 to other communication devices (e.g., another
UE) i the communication network environment. In an
aspect, the UE 102 can be connected and can communicate
wirelessly using virtually any desired wireless technology,
including, for example, cellular, wi-1i, wi-max, wireless local
area networks (WLAN), etc.

At desired times, the UE 102 can utilize one or more
applications, such as, for example, application, 108, applica-
tion, 110, and/or (up through) application, 112, wheremn k can
be virtually any desired number. In accordance with various
implementations, all or a portion of the applications (e.g.,
108, 110, 112, etc.) can reside 1n the UE 102 and/or all or a
portion of the applications (e.g., 108, 110, 112, etc.) can
reside 1n another communication device(s) associated with
the communication network 106. In some 1implementations,
the communication network 106 can facilitate wireless con-
nection with the UE 102 connected to the AP 104 and facili-
tate communication by or between a UE 102 and another
UE(s) (not shown) or other type of communication device(s)
(e.g., computer, server or server farm that can include an
application server or content server that can be provide video
content, audio content, and/or other content comprising other
types of information, etc.) (not shown), wherein the commu-
nication device(s) can be associated with (e.g., communica-
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tively connected to) the communication network 106 1n the
communication network environment.

In accordance with various implementations, all or a por-
tion of the applications (e.g., 108, 110, 112, etc.) canreside in
the UE 102 and/or all or a portion of the applications (e.g.,
108, 110, 112, etc.) can reside 1n a remote communication
device(s) associated with the communication network 106.
An application (e.g., 108, 110, or 112) being used by the UE
102 can have functions that can be executed by the UE 102
and/or by the remote communication device associated with
the application. An application (e.g., 108, 110, 112, etc.) can
be, for example, a messaging application, a gaming applica-
tion, a utility application, a financial application, a news
application, a social networking application, a video applica-
tion, an 1mage capture application (e.g., a video capture or
photograph capture application), a music application, an
online shopping application, a location-detection application,
a geographical-map-generation application, a cryptographic
application (e.g., for encryption or decryption), a digital
rights management (DRM) application, a mobile-to-mobile
(M2M) type of application, a VoIP type of application, or a
near real time (NRT) type of application, among other types
of applications. In some implementations, the UE 102 can be
connected (e.g., directly) with one or more applications (e.g.,
108, 110, or 112) using, for example, one or more various
types of wireless communication technology, such as near
field communication (NFC) technology, bluetooth technol-
ogy, zigbee technology, etc. In certain implementations, the
UE 102 can function as a mobile hotspot (e.g., AP) to which
one or more applications can be wirelessly connected to
facilitate communication of traffic (e.g., voice or data tratfic)
between an application(s) and the communication network
106 via the UE 102. It 1s to be further appreciated and under-
stood that one or more commumnication devices (e.g., remote
communication device) can be located within a cloud,
wherein, for example, the cloud can include a server farm
comprising one or more servers (€.g., application servers ) that
can be utilized to perform respective application functions
(e.g., VoIP, video streaming, messaging, multimedia, elec-
tronic gaming, news-related functions, social media func-
tions, finance-related functions, etc.) based at least 1n part on
the type of application.

The communication network 106 can include one or more
wireline communication networks and one or more wireless
communication networks, wherein the one or more wireless
communication networks can be based on one or more vari-
ous types of commumnication technology or protocols, such as,
for example, 3G, 4G, or X generation (xG) network, where x
can be virtually any desired integer or real value; wi-i; etc.
The communication network 106 (e.g., a core network, or a
network comprising a core network and/or an IP-based net-
work) can facilitate routing voice and data communications
between a communication device(s) (e.g., UE 102) and other
communication devices (e.g., remote communication device)
associated with the communication network 106 in the com-
munication network environment. The communication net-
work 106 also can allocate resources to the UE 102 or other
UEs 1n the communication network 106, convert or enforce
protocols, establish and enforce quality of SErvice (QOS) for
the UEs (e.g., UE 102), provide applications or services in the
communication network 106, translate signals, and/or per-
form other desired functions to facilitate system interoper-
ability and communication 1n the communication network
106 (e.g., wireless portion of the communication network 106
or wireline portion of the communication network 106). The
communication network 106 further can include desired
components, such as routers, nodes, switches, interfaces,
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controllers, etc., that can facilitate communication of data
between communication devices in the communication net-
work environment.

The UE 102 can comprise a CM kernel component 114 that

can facilitate establishing connections between the UE 102

(and applications used by the UE 102) and the communica-
tion network 106 and/or another communication device asso-
ciated with the communication network 106, controlling data
stored 1n a trusted memory component 116 that can be asso-
ciated with (e.g., communicatively connected to) the CM
kernel component 114, controlling operation of a cache
memory component associated with the CM kernel compo-
nent 114, controlling operation of the applications (e.g., 108,
110, 112, etc.), controlling operation of functional blocks
(e.g., Tunctional blocks comprising baseband functions), and/
or performing other operations that can facilitate desired
operation of the UE 102, as more fully disclosed herein.

The CM kermel component 114 also can facilitate perform-
ing kernel functions in connection with the UE 102. For
instance, the CM kernel component 114 can comprise a dedi-
cated kernel that can facilitate performing certain operations
comprising, for example, managing certain input/output data
requests (e.g., from software and/or an application), translat-
ing certain requests mto istructions (e.g., data processing
instructions ) for execution by a processor component or other
component (e.g., a functional block(s)) of the UE 102, etc.

In some 1implementations, the CM kernel component 114
can facilitate performing resource manager-related functions
for the UE 102. For instance, the CM kernel component 114
can facilitate managing certain resources (e.g., functional
blocks comprising baseband functions, modem blocks com-
prising modem functions, etc.) contained on the UE 102
and/or performing other desired operations 1n connection
with such resources of the UE 102.

The UE 102 also can comprise an operating-system (OS)
kernel component 118 (e.g., rich OS kernel) that can be
employed to facilitate performing operations by the UE 102,
including, for example, managing input/output data requests
(c.g., from software and/or an application), translating
requests 1nto instructions (e.g., data processing instructions)
for execution by a processor component or other component
of the UE 102, etc. The OS kernel component 118 can be
associated with (e.g., communicatively connected to) the CM
kernel component 114 (e.g., via a bus).

The UE 102 also can comprise a functional block compo-
nent 120 that can comprise a set of functional blocks (e.g.,
functional block sub-components comprising respective
baseband functions), comprising functional block, 122, func-
tional block, 124, and/or (up through) functional block 126,
wherein | can be virtually any desired number. The respective
functional blocks (e.g., 122, 124, 126, etc.) can perform
respective functions (e.g., baseband functions), such as, for
example, data compression or decompression, data encryp-
tion or decryption, location detection, network-awareness
functions (e.g., network-condition sensing (e.g., network-
congestion sensing), power level sensing, and/or other func-

tions, such as disclosed herein), etc. The set of functional
blocks (e.g., 122, 124, 126, etc.) can be located on or embed-

ded 1n the SOC (e.g., can be at the SOC level on the SOC chip
set), wherein the functional blocks can be or can comprise
firmware or hardware, for example. The CM kernel compo-
nent 114 can be embedded in the SOC (e.g., can be at the SOC
level on the SOC chip set) and/or can have access to at least
some of the control layers at the SOC, and can facilitate
controlling operation of the functional blocks (e.g., 122, 124,
126, etc.) 1n the set of functional blocks.
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In some 1mplementations, the UE 102 can comprise an
interface component 128 that can facilitate interacting with
applications (e.g., 108,110, 112, etc.) or users associated with
the UE 102. The interface component 128 (e.g., API compo-
nent) can comprise one or more interfaces, such as one or
more APIs, that can facilitate communicating, presenting, or
exposing data, which can be stored 1n or processed by com-
ponents ol the trusted zone environment of the UE 102, to one
or more of the applications that are determined to be trusted
and/or certified by the CM kernel component 114. The data
can comprise, for example, data stored 1n the trusted memory
component 116, data stored in the cache component, or data
processed by the functional blocks or modem functions,
wherein the trusted memory component 116, cache compo-
nent, functional blocks, and/or modem functions also can be
part of the trusted zone environment and/or can be embedded
at the SOC level (e.g., on the SOC chip set).

The CM kernel component 114 facilitate controlling (e.g.,
adaptively controlling) access to information (e.g., stored 1n
the trusted memory component or cache component) in the
trusted zone environment associated with UE 102. The CM
kernel component 114 also can operate to facilitate adaptively
controlling certain resources (e.g., secure, embedded, and/or
proprietary functional blocks or modem functions) of the UE
102, for example, 1n connection with using applications (e.g.,
108, 110, 112, etc.) associated with the UE 102. The CM
kernel component 114 also can facilitate adaptively control-
ling operation of the applications (e.g., 108, 110, 112, etc.)
and the UE 102, and enhancing use of network resources of
the communication network 106 in connection with use of
applications by the UE 102 (e.g., by enabling dynamic com-
munication-network optimization or enhancement practices),
in accordance with defined communication enhancement cri-
teria.

The CM kernel component 114 can be associated with
(e.g., communicatively connected to) the set of functional
blocks (e.g., 122,124, 126, etc.) and the APIs of the interface
component 128, wherein the CM kernel component 114,
tfunctional blocks, and/or the APIs can provide access control
tools (e.g., mtelligent access control tools), network enabler
functions and observability APIs for network enhancement
(e.g., network optimization), traffic flow monitoring and fil-
tering, QOE executive routines, and traffic flow time shifting.
The CM kernel component 114 also can perform or provide
analytics (e.g., via employing analytics engines), cross-layer
observability, security and firewall tags (e.g., security and
firewall functionality embedded at the chip, SOC fabric, or
interconnects ), cache management at the SOC level (e.g., via
the cache manager component and the cache component), and
policy enforcement (e.g., 1n accordance with defined commu-
nication enhancement criteria).

Various other aspects and implementations of the CM ker-
nel component 114 and other components of the UE 102 will
be described heremn. The CM kemmel component 114 can
control access to information stored in the trusted memory
component 116 and access to the functional blocks (e.g., 122,
124,126, etc.) of the UE 102 by an application (e.g., 108, 110,
or 112) associated with the UE 102, in accordance with
defined communication enhancement criteria. The defined
communication enhancement criteria can comprise, for
example, a criterion(s) (e.g., a defined trust criterion(s)) relat-
ing to a defined trust level associated with access to the trusted
memory component 116 and the functional blocks (e.g., 122,
124, 126, etc.).

The CM kernel component 114 can facilitate recerving,
collecting, or obtaining information relating to the commu-
nication network 106, traffic flows, and/or functional blocks
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(e.g., 122, 124, 126, etc.) of or associated with the UE 102.
The CM kernel component 114 can map such information to,
and/or store such information 1n, the trusted memory compo-
nent 116. In some 1implementations, the CM kernel compo-
nent 114 can receive, collect, or obtain information from
control registers and analytics associated with the set of func-
tional blocks (e.g., 122,124,126, c¢tc.)oithe UE102. The CM
kernel component 114 also can generate analytics informa-
tion relating to the communication network 106, traffic flows,
or the functional blocks (e.g., 122, 124, 126, ctc.) based at
least 1n part on information (e.g., a subset of the received,
collected, or obtained information) relating to the communi-
cation network 106, tratfic flows, and tunctional blocks (e.g.,
122,124,126, ctc.) of the UE 102. The CM kernel component
114 can store and/or map the mformation (e.g., received
information, analytics information, etc.) relating to the com-
munication network 106, traffic flows, and/or functional
blocks (e.g., 122, 124, 126, ctc.) of the UE 102 1n or to the
trusted memory component 116 of the UE 102.

The CM kernel component 114 can control access to the
information stored in the trusted memory and access to the
functional blocks (e.g., 122,124,126, ctc.) by the application
(e.g.,108) based at least in part on the defined communication
enhancement criteria (e.g., comprising the defined trust cri-
terion(s))relating to the defined trust level. For instance, if the
CM kernel component 114 determines that an application
satisfies the defined trust criterion(s), the CM kernel compo-
nent 114 can determine that the application 1s a trusted appli-
cation that has established a defined trust level with the
trusted zone environment, mncluding the CM kernel compo-
nent 114, trusted memory component 116, and the set of
functional blocks (e.g., 122, 124, 126, etc.). A trusted appli-
cation can be, for example, an application (e.g., 108) that was
obtained (e.g., downloaded) from a trusted application store
or source, and/or an application that has been certified as a
trusted application by the CM kernel component 114 or
another authorized certifying entity (e.g., associated with the
trusted application store or source), and/or an application that
has been authenticated by the CM kernel component 114
and/or has satisfied any other applicable criterion(s) specified
by the defined trust critena.

Inresponse to determining that the application (e.g., 108) 1s
a trusted application, the CM kernel component 114 can grant
access rights to the trusted application to allow the trusted
application to access the information stored in the trusted
memory component 116 and access to use one or more of the
functional blocks of the set of functional blocks (e.g., 122,
124, 126, etc.) of the UE 102. If the CM kernel component
114 determines that the application 1s not a trusted applica-
tion, the CM kernel component 114 can deny access to the
trusted memory component 116 and/or to all or some of the
functional blocks of the set of functional blocks (e.g., 122,
124, 126, etc.) of the UE 102.

The CM kernel component 114 also can facilitate adap-
tively controlling the use and operation of functional blocks
of the set of functional blocks (e.g., 122, 124, 126, ctc.) 1n
connection with applications (e.g., 108, 110, or 112) that are
used by the UE 102. In some implementations, the CM kernel
component 114 can monitor or track, and can receive or
collect, information relating to the activity, behavior, and/or
traffic flows (e.g., voice or data traflic flows) associated with
the UE 102 and network-related conditions (e.g., network
events, network state information, network-related triggers,
network-related controls, etc.) associated with the communi-
cation network 106. The CM kernel component 114 can
receive or obtain a portion of the information relating to the
communication network 106 and/or traffic flow from one or
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more sensors or APIs (e.g., API sub-components) associated
with the UE 102. The CM kernel component 114 also receive
or obtain another portion of the mformation relating to the
communication network 106 and/or traific flow from the
communication network 106.

The CM kernel component 114 can analyze the informa-
tionrelating to the activity, behavior, and/or traffic flows (e.g.,
voice or data trailic tlows) associated with the UE 102 and
network-related conditions to generate analysis results. As
part of the analysis, the CM kernel component 114 can access
and apply policy information (e.g., communication enhance-
ment policy information), for example, obtained from a
policy database (e.g., stored 1n a data store) of the UE 102.
The policy information can be based at least 1n part on the
defined communication enhancement criteria (e.g., which
can be 1n accordance with desired optimization practices).

The CM kernel component 114 can determine a desired
enhanced operation condition to employ 1n connection with a
particular application (e.g., 108), based at least 1n part on the
analysis results and policy data (e.g., from the policy data-
base), 1n accordance with the defined communication
enhancement criteria. For instance, the CM kernel compo-
nent 114 can determine respective operational (e.g., switch-
ing) states or operational modes to employ for one or more of
the respective functional blocks of the set of functional blocks
(e.g., 122,124, 126, etc.) that can utilized 1n connection with
the particular apphcatlon (e.g., 108), based at least 1n part on
the analysis results, 1n accordance with the defined commu-
nication enhancement criteria. For example, the CM kernel
component 114 can determine which, if any, functional
blocks of the set of functional blocks (e.g., 122,124,126, etc.)
can be accessed and used by the application (e.g., 108) based
at least 1n part on whether the application 1s determined to be
a trusted application that 1s permitted to access one or more of
the functional blocks 1n the set, in accordance with the defined
communication enhancement criteria (e.g., comprising the
defined trust criterion(s)). In some implementations, there
can be one or more functional blocks in the set that can be an
open or non-secure (e.g., less secure or open) functional
block(s) that 1s permitted to be used by trusted or non-trusted
applications.

If the CM kernel component 114 determines that the appli-
cation (e.g., 108) 1s a trusted application permitted to access at
least a portion of the functional blocks or 11 1t determines that
a functional block(s) of the set 1s an open or non-secure (e.g.,
less secure or open) functional block(s) that 1s permitted to be
used by trusted or non-trusted applications, the CM kernel
component 114 can determine other aspects of the enhanced
operation condition relating to such functional block(s) that is
to be used 1n connection with the application (e.g., 108). For
instance, the CM kernel component 114 can determine the
respective operational (e.g., switch) states or modes of the
respective fTunctional blocks of the set of functional blocks, in
accordance with the defined communication enhancement
criteria. The CM kernel component 114 can determine, for
example, which functional block(s) of the set to employ (e.g.,
determine which tunctional block(s) can be desirable (e.g.,
most favorable, best available, optimal, etc.) to employ), and,
for a functional block(s) being employed, the desired (e.g.,
most favorable, best available, optimal, etc.) operational state
or mode of that functional block(s). In accordance with the
defined communication enhancement criteria, the functional
block(s) employed also can be based at least 1n part on one or
more preferences of the application (e.g., 108) or the UE user.

Based at least in part on such determinations, the CM
kernel component 114 can control (e.g., adaptively control)
and/or set the respective operational states or modes of the
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respective functional blocks of the set of functional blocks
(e.g., 122, 124, 126, ctc.), in accordance with the defined
communication enhancement criteria. In some implementa-
tions, to facilitate controlling or setting of the respective
operational states or modes of the respective functional
blocks, the CM kernel component 114 can generate control
instructions that can facilitate desirably switching or chang-
ing the operational states or modes of the respective func-
tional blocks (e.g., 122, 124, 126, etc.) to facilitate enhancing
(e.g., optimizing, acceptably improving or augmenting, etc.)
operation of the UE 102 and/or the communication network
106. The CM kernel component 114 can communicate the
control instructions to the set of functional blocks (e.g., 122,
124, 126, etc.), or a portion thereot, (e.g., via the kernel
component or network resource manager component of the
CM kernel component 114) to facilitate controlling the
respective operational states or modes of the respective func-
tional blocks of the set of functional blocks (e.g., 122, 124,
126, ctc.).

In certain implementations, the CM kernel component 114
also can provide update information to the communication
network 106 (e.g., the base station 104, or another component
of the communication network 106 via the base station 104)
to facilitate notifying the communication network 106 that
the UE 102 1s operating in accordance with the enhanced
operation condition, in accordance with the defined commu-
nication enhancement criteria. The communication network
106 can use this information to facilitate implementing a
desired network operational modification, 11 any, based at
least 1in part on the enhanced operation condition employed by
the UE 102, including the respective functional blocks of the
set of Tunctional blocks (e.g., 122,124,126, etc.), to facilitate
desired operation of the communication network 106, 1n
accordance with the defined communication enhancement
criteria (e.g., in accordance with desired optimization prac-
tices).

The disclosed subject matter also can facilitate enabling an
application or user to select desired functional blocks of the
set of functional blocks (e.g., 122, 124, 126, etc.) of the UE
102 to facilitate performing operations in connection with the
application (e.g., 108). In response to determining that the
application is a trusted application, and/or the user 1s a trusted
user, the CM kernel component 114 and/or the trusted
memory component 116 can facilitate providing (e.g., pre-
senting, exposing, communicating, etc.) information relating
to the communication network 106, the traffic flow associated
with the UE 102, and/or the functional blocks to the applica-
tion (e.g., 108) and/or the user.

The information can comprise information received or col-
lected by the CM kernel component 114, analytics informa-
tion and/or analysis results generated by the CM kernel com-
ponent 114 or the communication network 106 (e.g., by a
network management component of the communication net-
work 106), policy data, and/or other information. The CM
kernel component 114 and/or the trusted memory component
116 can provide the information relating to the set of func-
tional blocks (e.g., 122,124,126, etc.) to the application (e.g.,
108) to facilitate notifying the application (e.g., 108) and/or
user of the availability of all or a portion of the set of func-
tional blocks of the UE 102. The information relating to the
respective Tunctional blocks also can relate to the respective
functions (e.g., baseband functions) that can be performed by
the respective functional blocks, as more fully disclosed
herein.

The mformation also can comprise a recommendation(s)
regarding an enhanced operation condition(s) as determined
by the CM kernel component 114, in accordance with the
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defined communication enhanced criteria. The recommenda-
tion(s) regarding the enhanced operation condition(s) can, for
example, indicate which functional block(s) and/or which
operational state or mode of the functional block(s) can be
desirable (e.g., most favorable, best available, optimal, etc.).
Such information relating to the communication network
106, the traffic flow, and/or the functional blocks can be
provided to the UE 102 and/or user via one or more interfaces
of the iterface component 128.

The application (e.g., 108) or associated user (e.g., using
the UE 102) can analyze the information relating to the com-
munication network 106 and traffic flow, and/or the informa-
tion relating to the set of functional blocks (e.g., available
functional blocks). The application (e.g., 108) or user can
select one or more desired (e.g., favored, best available, opti-
mal, etc.) functional blocks based at least 1n part on analysis
results obtained from analyzing such information, a prefer-
ence(s) of the application (e.g., 108) or user, and the defined
communication enhancement criteria. The application (e.g.,
108) or another component of the UE 102 can communicate
selection information, which can relate to and indicate the one
or more desired functional blocks that were selected by the
application or user, to the CM kernel component 114.

The CM kernel component 114 can receive the selection
information from the application (e.g., 108) or user (e.g., via
an 1tertace). The CM kermnel component 114 can 1mitialize
(e.g., switch on and/or set an operational mode) the one or
more desired (e.g., favored, best available, optimal, etc.)
functional blocks (e.g., 122) of the set of functional blocks
(e.g., 122, 124, 126, ctc.) based at least in part on (e.g., 1n
response to) the selection information, in accordance with the
defined communication enhancement criteria. Such selection
ol the desired one or more functional blocks and setting of the
operational state(s) and/or mode(s) ol the desired one or more
functional blocks can constitute an enhanced operation con-
dition associated with the UE 102.

The CM kernel component 114 can facilitate establishing a
communication connection between the application (e.g.,
108) (and associated UE 102) and the communication net-
work 106 to facilitate imitiating a communication session
associated with the application (e.g., 108), wherein the appli-
cation can use the one or more desired functional blocks (e.g.,
122) of the set of functional blocks (e.g., 122, 124, 126, etc.)
during the communication session. The communication con-
nection can be, for example, a 3G, 4G, or wi-f1 communica-
tion connection.

In some 1mplementations, the CM kernel component 114
can provide (e.g., communicate, present) update information
to the communication network 106 (e.g., the base station 104,
or another component of the communication network 106 via
the base station 104) to facilitate notifying the communica-
tion network 106 that the UE 102 1s operating in accordance
with the enhanced operation condition, 1n accordance with
the defined communication enhancement criteria. The com-
munication network 106 can use this information to facilitate
implementing a desired network operational modification, 1f
any, based at least in part on the enhanced operation condition
employed by the UE 102, including the respective functional
blocks of the set of functional blocks (e.g., 122, 124, 126,
etc.), to facilitate desired operation of the communication
network 106, in accordance with the defined communication
enhancement criteria (e.g., in accordance with desired opti-
mization practices).

The disclosed subject matter also can facilitate authenti-
cating an application associated with the UE 102 to facilitate
controlling access to information and resources 1n the trusted
zone environment of the UE 102. One or more of the appli-
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cations (e.g., 108, 110, 112, etc.) associated with the UE 102
can be obtained (e.g., via download) from an application store
or other source, can be 1nstalled on the UE 102, and/or can be
accessible (e.g., through an application service or server via
the communication network 106, or via another source). The
CM kernel component 114 can determine whether the respec-
tive applications (e.g., 108, 110, 112, etc.) associated with the
UE 102 are authenticated and/or certified to facilitate control-
ling access to resources (e.g., functional blocks and modem
functions), access to the trusted memory component 116 and
the data stored therein, access to the cache component, and/or
access to other portions of the trusted zone environment.

The CM kernel component 114 can recetve authentication
information or certification information relating to a particu-
lar application (e.g., 108) from the application or another
entity (e.g., application store or source of the application, a
certifying enftity that certifies applications, etc.). In some
implementations, an application (e.g., 108) can be certified
through an authorized application store or other authorized
entity that 1s authorized to certily applications as being
trusted with respect to the trusted zone environment, 1nclud-
ing the CM kernel component 114 and the trusted memory
component 116, in accordance with the defined communica-
tion enhancement criteria (e.g., comprising the defined trust
criteria). In other implementations, an application also can be
self-certifying (e.g., automatically self-certifying), for
example, by being able to provide information (e.g., authen-
tication 1information, certification standards information,
etc.), to the CM kernel component 114, that can indicate (e.g.,
prove) that the application satisfies the requirements for being
certified as a trusted or certified application, 1n accordance
with the defined communication enhancement critera.

The CM kemel component 114 can analyze the authenti-
cation mformation or the certification information submitted
by the application or other entity to facilitate determiming
whether the application 1s authenticated and/or certified to be
a trusted or certified application. For instance, the CM kernel
component 114 can analyze the authentication information to
tacilitate determining whether the authentication information
1s valid, for example, by matching corresponding authentica-
tion information stored 1n a data store associated with the CM
kernel component 114, and/or whether the authentication
information 1s suificient to determine that the application 1s a
trusted application, 1n accordance with the defined commu-
nication enhancement criteria. The CM kernel component
114 also can analyze the certification information to facilitate
determining whether the certification information 1s suifi-
cient to satisiy the defined trust criteria for determining the
application to be a trusted application. For example, the CM
kernel component 114 can analyze the certification informa-
tion to facilitate determining whether the certification infor-
mation 1s valid information and satisfies the set of certifica-
tion standards relating to certification of an application as a
trusted application.

The CM kernel component 114 can determine whether the
application 1s authenticated or certified as a trusted applica-
tion based at least 1n part on the analysis results. If the CM
kernel component 114 determines that the application 1s a
trusted application, the CM kernel component 114 can grant,
to the application, access to all or a portion of the information
stored 1n the trusted memory component 116 and/or access to
all or a portion of the set of functional blocks (e.g., 122, 124,
126, ctc.).

I the CM kernel component 114 determines that the appli-
cation 1s not a trusted application, the CM kernel component
114 can deny the application access to all or a portion of the
information stored in the trusted memory component 116




US 9,270,659 B2

13

and/or deny access to all or a portion of the set of functional
blocks (e.g., 122,124, 126, etc.). For example, 1n connection
with a non-trusted application, the CM kernel component 114
can deny access to the trusted memory component 116 (and
the data stored therein), and can deny access to all or a portion
of the functional blocks of the set, although, 1 any of the
tfunctional blocks are open functional blocks that are not part
of the trusted zone environment, the CM kernel component
114 can permit the non-trusted application to use the open
functional block(s) of the UE 102.

FI1G. 2 depicts a block diagram of another example system
200 that can facilitate adaptively controlling a trusted
memory and resources (e.g., functional blocks) used 1n con-
nection with applications employed by UEs (e.g., communi-
cation devices) 1n a communication network, 1n accordance
with various aspects and embodiments described herein. The
system 200 can comprise a UE 202, an AP 204, a communi-
cation network 206, a set of applications (e.g., comprising
application, 208, application, 210, and/or (up through) appli-
cation, 212), a CM kernel component 214, a trusted memory
component 216, an OS kernel component 218, a functional
block component 220 (e.g., comprising functional block,
222, functional block, 224, and/or (up through) functional
block, 226), and an interface component 228. The respective
components (e.g., UE 202, AP 204, communication network
206, applications, CM kemel component 214, trusted
memory component 216, etc.) can comprise the respective
features and functions, such as more fully described herein.

In accordance with various implementations and aspects,
the CM kernel component 214 can comprise a connection
manager component 230 (CM COMP. 230), a kernel compo-
nent 232 (KERNEL COMP. 232), a resource manager com-
ponent 234 (RM COMP. 234), and a cache manager compo-
nent 236 (CACHE MGR. COMP. 236). The UE 202 also can
comprise a cache component 238. The CM kernel component
214 and cache component 238 can be part of the trusted zone
environment of the UE 202 and/or can be embedded at the
SOC level (e.g., embedded on the SOC chip set).

The connection manager component 230 can facilitate
controlling the establishing of communication connections
between an application (and the UE 202) and the communi-
cation network 206 and/or a communication device associ-
ated with the communication network 206. The connection
manager component 230 can operate to facilitate adaptively
controlling certain resources (e.g., secure, embedded, and/or
proprietary functional blocks) of the UE 202, for example,
when using applications. The connection manager compo-
nent 230 also can facilitate adaptively controlling operation
of the applications (e.g., 208, 210, 212, etc.) and the UE 202,
and enhancing use of network resources of the communica-
tion network 206 in connection with use of applications by the
UE 202 (e.g., by enabling dynamic communication-network
optimization or enhancement practices), 1n accordance with
defined communication enhancement critera.

In accordance with various aspects and implementations,
the connection manager component 230 can perform a variety
of functions based at least in part on the connection manager
component 230 being aware of network-related information
and/or traific flow-related information and exposing such
information to various APIs (e.g., which can be called to
perform tasks) of the interface component 228 to facilitate
performing the various functions. For instance, the connec-
tion manager component 230 can interact with applications
(e.g., 208, 210, 212, etc.) and users of UEs (e.g., 202) via
APIs, controls, components, etc. (e.g., network-aware APIs,
controls, components, etc.), as more fully disclosed herein.
The connection manager component 230 also can monitor the
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signal strength for each access network of the communication
network 206 to facilitate determining whether or when to
make a hand-oif of the UE 202 from one access network to
another access network and/or determining how the respec-
tive operations of the respective functional blocks are to be
controlled, in accordance with the defined communication
enhancement criteria. The connection manager component
230 also can facilitate triggering hand-offs of the UE 202
from one access network to another access network.

In some implementations, the connection manager compo-
nent 230 can perform access arbitration to facilitate arbitrat-
ing between different access networks to facilitate determin-
ing which access network the UE 202 1s to utilize, link
arbitration to facilitate arbitrating between different commu-
nication links to facilitate determining which link the UE 202
1s to use to communicate tratfic, and/or QOS arbitration to
facilitate arbitrating between different QOS requests associ-
ated with different traffic flows or applications to facilitate
determining respective QOS parameters for the respective
traffic flows or applications. The connection manager com-
ponent 230 also can perform data synchronization to synchro-
nize data being respectively communicated using respective
applications (e.g., 208,210, and/or 212, etc.) employed by the
UE 202.

The connection manager component 230 also can provide
network awareness to the applications (e.g., 208, 210, 212,
etc.) by providing (e.g., presenting, exposing, communicat-
ing, etc.) network-related information and/or traific tlow-
related information to the applications (e.g., 208, 210, 212,
etc.), as more fully disclosed herein. The connection manager
component 230 further determine and generate recommen-
dations for enhanced operation conditions (e.g., 1 accor-
dance with enhanced or optimized practices), and can provide
such recommendations for enhanced operation conditions to
the applications and/or users of the UEs (e.g., 202), as more
tully disclosed herein.

The kernel component 232 can facilitate performing vari-
ous kernel functions in connection with operation of the UE
202. The CM kernel component 232 can comprise a dedicated
kernel that can facilitate performing certain operations com-
prising, for example, managing certain input/output data
requests (e.g., from software and/or an application), translat-

ing certain requests mto istructions (e.g., data processing
instructions) for execution by a processor component or other
component (e.g., a functional block(s)) of the UE 202, eftc.
The resource manager component 234 can facilitate per-
forming resource manager-related functions for the UE 202.
For example, the resource manager component 234 can facili-
tate managing certain resources (e.g., functional blocks com-
prising baseband functions, modem blocks comprising
modem functions, etc.) contained on (e.g., embedded at the
SOC level on) the UE 202 and/or performing other desired
operations 1n connection with such resources of the UE 202.
The system 200 also can employ 3G, 4G, and wi-f1 tech-
nology to facilitate voice and data communications, wherein
3G dnivers, 4G drnivers, and wi-f1 drivers can be used by the
UE 202 to facilitate communicating voice or data via a 3G,
4G, or wi-11 wireless communication connection, respec-
tively. The resource manager component 234 (e.g., intercon-
nect baseband manager) can be associated with the 3G driv-
ers, 4G drivers, wi-fi drivers, and connection manager
component 230. The resource manager component 234 can
tacilitate controlling operation (e.g., controlling switching or
operational modes) of the respective functional blocks (e.g.,
embedded baseband functions) of the set of functional blocks
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(functional block, 222, functional block, 224, functional
block; 226, etc.) ot the tunctional block component 220, as
more fully disclosed herein.

In some implementations, the connection manager compo-
nent 230 and/or resource manager component 234 can facili-
tate controlling access to the trusted memory component 216
and the data stored therein, in accordance with the defined
communication enhancement criteria. For instance, the con-
nection manager component 230 and/or resource manager
component 234 can allow access to data and/or expose data
stored 1n the trusted memory component 216 to applications
(¢.g., certified and/or authenticated applications) determined
to be trusted by the CM kernel component 214, wherein the
data stored in the trusted memory component 216 can be
exposed to a trusted application via one or more 1nterfaces
(e.g., APIs) of the interface component 228.

The cache manager component 236 can facilitate control-
ling access to and use of the cache component 238, which can
be used to cache or temporarily store data associated with an
application (e.g., 208) or UE user. The cache component 238
can comprise a set ol memory builers (e.g., bulfer memory
sub-components) that can be employed to store (e.g., tempo-
rarily store) data and provide stored data. The cache compo-
nent 238 can comprise volatile and/or nonvolatile memory.

Information associated with an application (e.g., 208) can
be stored 1n the cache component 238 for a variety of reasons,
such as, for example, desiring to temporarily store data in the
cache component 238 until a particular condition(s) occurs,
enabling various of pieces to be collected and stored 1n the
cache component 238 until all desired pieces of data have
been collected, etc. The cache manager component 236 can
store the set of information associated with the application
(e.g., 208) 1n the cache component 238. The set of informa-
tion can comprise data relating to the application (e.g., 208),
UE user, communication network 206, or other factors or
entities. The cache manager component 236 canreceive (e.g.,
from the application, communication network 206, user,
etc.), and/or the CM kernel component 214 or resources (e.g.,
tfunctional block(s)) associated with the CM kernel compo-
nent 214 can generate information that can be included in the
set of information stored 1n the cache component 238.

The cache manager component 236 can specily and set the
condition(s) or can receive condition setting information
from the application (e.g., 208) or user that can facilitate
setting or speciiying the condition(s) by the cache manager
component 236. The condition(s) can relate to a network-
related condition associated with the communication network
206, a traffic flow-related condition associated with the traffic
flow, a UE-related condition associated with the UE 202, an
application-related condition associated with the application
(e.g., 208), a user-related condition associated with the UE
user, and/or another type of condition (e.g., condition(s) relat-
ing to a date, an amount or type of data, etc.).

The cache manager component 236 can set the type of
processing to be performed on the set of information in
response to an occurrence of the condition(s) relating to the
processing of the set of information. The type of processing
can be set based at least 1 part on processing-related infor-
mation recerved from the application or user, or can be deter-
mined by the CM kernel component. In some implementa-
tions, depending 1n part on the information being collected,
the application (e.g., 208), the condition(s) associated with
storing the set of information, and/or the type of processing to
be performed on the set of information, information can con-
tinue to be collected and stored 1n the cache component 238
with the set of information, for example, until the condition(s)
has been satisfied, has been detected, or has occurred.
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The cache manager component 236 can monitor or track
the conditions associated with the communication network,
traffic flow, communication device, application, user, and/or
other type(s) of condition, to facilitate determining or detect-
ing whether the condition(s) associated with the set of infor-
mation has been satisfied, has been detected, or has occurred.
If the cache manager component 236 or another component
(e.g., connection manager component 230, resource manager
component 234, asensor(s) (e.g., traflic load sensor, network-
congestion sensor, etc.), etc.) detect or determine that the
condition(s) has been satisfied or has occurred, the cache
manager component 236 can facilitate processing the set of
information, and/or providing the set of information to
another component (e.g., functional block, application, etc.)
for processing, based at least in part on the type of processing
to be performed on the set of information.

For example, the type of processing can be to retrieve the
set of information from the cache component 238 and trans-
mit the set of information to the application or user. In such
instance, the cache manager component 236 can retrieve or
read the set of information from the cache component 238 and
can transmit the set of mnformation to the application (e.g.,
208) or to the UE user via a desired interface.

As another example, the type of processing can be to
retrieve the set of information from the cache component,
perform one or more operations (e.g., evaluations, calcula-
tions, compression or decompression, encryption or decryp-
tion, DRM-related operations, etc.) on the set of information
to generate processed information, and transmit the pro-
cessed information to the application or user. In such
instance, the cache manager component 236 can retrieve or
read the set of information from the cache component 238,
can send the set of information to one or more functional
blocks (e.g., 222, 224, and/or 226), wherein one or more
operations can be performed on the set of information by the
one or more functional blocks to generate processed data
based at least 1n part on the type of processing to be performed
on the set of mnformation. The connection manager compo-
nent 230 and/or resource manager component 234 can facili-
tate communicating the processed data and/or the set of infor-
mation from the one or more functional to the application
(e.g., 208) or to the UE user via a desired intertace.

FIG. 3 illustrates a diagram of an example system 300 that
can facilitate adaptively controlling access to and use of
trusted memory and resources (e.g., functional blocks) used
for applications employed by communication devices (e.g.,
UEs) 1n a communication network, 1 accordance with vari-
ous aspects and embodiments described herein. The system
300 can be part of a UE, for example, to facilitate enhanced
communications by the UE in a communication network. The
system 300 can comprise a CM kernel component 302 that
can perform various functions to facilitate adaptively control-
ling access to and use of trusted memory and adaptively
controlling functional blocks, comprising secure and/or
embedded functional blocks, to facilitate desired (e.g.,
enhanced, optimal, favorable, acceptable, etc.) operation of
the UE and/or the communication network, as more fully
disclosed herein.

The system 300 also can comprise an OS kernel component
304 that can be associated with an OS kernel interface com-
ponent 306. The OS kernel component 304 (e.g., rich OS
kernel) can be employed to facilitate performing operations
by the UE, including, for example, managing input/output
data requests (e.g., from soitware and/or an application),
translating requests into instructions (e.g., data processing
instructions) for execution by a processor component or other
component of the UE, etc. The OS kernel component 304 can




US 9,270,659 B2

17

be associated with (e.g., communicatively connected to) the
CM kernel component 114 (e.g., via the OS kernel interface
component 306, a bus, and/or an interface (e.g., baseband
service interface component 310)).

The system 300 also can comprise a policy application 5
framework 308 that can be employed to store policy data and
other information that can facilitate adaptively controlling
operation of the Tunctional blocks (e.g., embedded functional
blocks) and/or other resources of the UE to facilitate desired
operation of the UE and/or the communication network, as 10
more fully disclosed herein. The policy data can comprise
network-related data and/or tralfic flow-related data, for
example. The CM kemel component 302 can update the
policy data based 1in part on additional or new network-related
data and/or traffic flow-related data received from various 15
network-aware APIs, controls, components, etc.

The CM kernel component 302 can access the policy data
maintained in the policy database or table stored in a data
store of the policy application framework 308 via an interface
component (e.g., the baseband service interface component 20
310) and/or a bus. The CM kernel component 302 can facili-
tate controlling operation of the respective functional blocks
(e.g., embedded functional blocks) based at least in part on
the policy data. The CM kernel component 302 also can
facilitate determining whether an application 1s a trusted or 25
certified application and/or controlling access by an applica-
tion (e.g., trusted or certified application) to the trusted
memory component (not shown in FIG. 3) or the cache
memory (not shown in FIG. 3) based at least in part on the
policy data. 30

The baseband service interface component 310 (e.g., micro
core baseband service interface) can be associated with (e.g.,
communicatively connected to) the CM kernel component
302 to facilitate enabling the CM kernel component 302 to
access or iteract with the resource manager component 312 35
(e.g., which can be at the baseband level), long term evolution
(LTE) drivers 314 (e.g., 4G drivers), 3G drivers 316, wi-1i
drivers 318, and enhancement (e.g., optimization) embedded
drivers 320. The resource manager component 312 can be
associated with and can facilitate managing various 40
resources, such as L'TE resources 322, 3G resources 324, and
wi-11 resources 326, wherein at least a portion of the resources
can be functional blocks that can perform various types of
functions (e.g., data compression, location detection, data
encryption, etc.). It 1s to be appreciated and understood that, 45
while the baseband service interface component 310 and the
resource manager component 312 are depicted 1n FIG. 3 as
being separate components from the CM kernel component
302, the disclosed subject matter 1s not so limited. In accor-
dance with various implementations, the CM kernel compo- 50
nent can comprise the baseband service interface component
and/or the resource manager component (e.g., as depicted 1in
FIG. 2).

The CM kernel component 302 can be associated with an
API component 328 that can be or can comprise an applica- 55
tion service 1nterface, and can make available various APIs
(e.g., open and/or network-aware APIs) that can be employed
to facilitate obtaining network-related information and/or
traffic flow-related information that can be used by the CM
kernel component 302 to facilitate controlling, and making 60
determinations regarding, operation ol functional blocks,
such as the embedded functional blocks, as more fully dis-
closed herein.

The system 300 also can comprise a plurality of applica-
tions, such as application 330, application 332, and applica- 65
tion 334, that can perform various functions or services (e.g.,
process data, present video or audio content, communicate or
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receive voice or data, etc.). The applications (e.g., 330, 332,
334, etc.) can be associated with a service provisioning and
activation layer or component 336, which can be associated
with the API component 328. Via the service provisioning and
activation layer or component 336, the applications (e.g., 330,
332, 334, ctc.) and/or UE user can be exposed to or can access
network-related information and traific flow-related informa-
tion, such as the mformation obtained or derived by the APIs
of the API component 328. The applications (e.g., 330, 332,
334, etc.) and/or UE user can review operation recommenda-
tions recerved from the CM kernel component 302 and/or can
make decisions or determinations regarding the operation of
the application and/or functional blocks, as more fully dis-
closed herein.

FIG. 4 depicts a block diagram of an example CM kernel
component 400 in accordance with various aspects and
embodiments of the disclosed subject matter. The CM kernel
component 400 can be employed by a UE to facilitate adap-
tively controlling access to and use of trusted memory and
operation of resources, such as functional blocks (e.g.,
embedded or secure functional blocks), of the UE, 1n accor-
dance with various aspects and embodiments described
herein.

The CM kernel component 400 can comprise a monitor
component 402 that can momnitor or track activity, behavior,
and/or tratfic tlows (e.g., voice or data traific flows) associ-
ated with the UE. The monitor component 402 also can moni-
tor or track network-related conditions (e.g., network state
information, network-related triggers, network-related con-
trols, etc.) associated with the communication network. The
monitor component 402 can monitor or track signal strength
for each access network of the communication network.

The CM kernel component 400 can include an aggregator
component 404 that can aggregate data recerved (e.g.,
obtained) from various entities (e.g., monitor component 402
or another component(s) of the CM kernel component 400,
communication network, application, a server or other com-
munication device, processor, data store, etc.). The aggrega-
tor component 404 can correlate respective items of data
based at least in part on type of data (e.g., video content, audio
content, textual data, metadata, etc.), application to which the
data relates, source of the data, time or date the data was
generated or received, etc., to facilitate analyzing of the data
by the analyzer component 406. For example, the aggregator
component 404 can aggregate data relating to an application
and/or other data (e.g., data relating to the communication
network) to facilitate determining whether respective func-
tional blocks (e.g., embedded or secure functional blocks) of
a subset of functional blocks associated with the CM kernel
component 400 are to be enabled (e.g., switched to an on
state) or disabled (e.g., switched to an off state) 1n connection
with the application.

The CM kernel component 400 can include the analyzer
component 406, which can analyze data to facilitate deter-
mining whether an application 1s a trusted and/or certified
application, determining whether an application 1s permitted
to access the trusted memory component or resources in the
trusted zone environment of the UE, determining whether
respective Tunctional blocks of a subset of functional blocks
(e.g., associated with the CM kernel component 400) are to be
enabled or disabled, generating a recommendation regarding
the enabling or disabling of respective blocks 1n connection
with an application, controlling the enabling and disabling of
respective Tunctional blocks, providing or exposing network-
related information and traflic flow-related information to an
application(s) or a user, etc., and can generate analysis results,
based at least 1n part on the data analysis. For example, the
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analyzer component 406 can analyze information relating to
network-related information and traffic flow-related informa-
tion associated with the communication network and/or UE,
and can generate analysis results that can facilitate determin-
ing whether respective functional blocks of a subset of tunc-
tional blocks (e.g., associated with the kernel component) are
to be enabled or disabled in connection with an application
used by the UE.

The CM kernel component 400 can include an exposer
component 408 that can provide, present, or expose informa-
tion to applications of the UE, a user of the UE, or various
components of the UE. The exposer component 408 can
facilitate providing, presenting, or exposing information
stored 1n the trusted memory component (e.g., to a trusted
application) and/or information stored 1n the cache compo-
nent. The exposer component 408 also can provide, present,
or expose information relating to various functional blocks
(e.g., embedded or secure functional blocks) that are avail-
able on the UE (e.g., in the partitioned area of the UE via the
kernel component) to applications of the UE and/or the UE
user. The exposer component 408 further can provide,
present, or expose network-related information (e.g., network
conditions, network states, network-related notifications, net-
work events, network triggers, etc.) and traffic flow-related
information (e.g., traific flow associated with the UE) to
applications of the UE and/or the UE user.

In accordance with various implementations, the CM ker-
nel component 400 also can comprise a connection manager
component 410, a kernel component 412, a resource manager
component 414, and a cache manager component 416. The
respective components (€.g., connection manager component
410, kernel component 412, resource manager component
414, cache manager component 416) can comprise the
respective features and functions, such as more fully
described herein.

The CM kernel component 400 can comprise an operation
enhancement component 418 that can facilitate determining
whether respective functional blocks (e.g., embedded or
secure Tunctional blocks) of the subset of functional blocks
associated with the kernel component are to be enabled or
disabled 1n connection with the application, based at least 1n
part on analysis results relating to an analysis of the network-
related information and the traffic flow-related information,
in accordance with the defined communication enhancement
criteria. The operation enhancement component 418 can
tacilitate controlling (e.g., adaptively controlling) the opera-
tion (e.g., switching states or operational modes) of the func-
tional blocks based at least 1n part on a determination regard-
ing whether respective functional blocks of the subset of
tfunctional blocks associated with the kernel component are to
be enabled or disabled. The operation enhancement compo-
nent 418 can facilitate generating and sending, to the kernel
component 412, instructions indicating respective switching
states or operational modes that are to be used for respective
tfunctional blocks associated with the CM kernel component
400.

The operation enhancement component 418 also can gen-
crate an operation enhancement recommendation relating to
an enhanced operation condition (e.g., a preferred enhanced
operation condition), and can facilitate sending the operation
enhancement recommendation to an application or UE user
for consideration. The operation enhancement recommenda-
tion can specily desirable (e.g., preferred, optimal, enhanced,
favorable, etc.) respective switching states or operational
modes that can be used for respective functional blocks asso-
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ciated with the CM kernel component 400 1n connection with
an application, 1n accordance with the defined communica-
tion enhancement criteria.

The CM kernel component 400 also can comprise an inter-
face component 420 that can comprise one or more interfaces,
including APIs (e.g., open or network-aware APIs), and/or
can interact with one or more interfaces, including APIs that
can facilitate obtaiming network-related information and trat-
fic flow-related information. The APIs associated with the
interface component 420 also can facilitate communicating
or exposing the network-related information and traific tlow-
related information to applications or users associated with
the UE. For example, the interface component 420 or another
component of the CM kernel component 400 can call or
initialize an API associated with the interface component 420
to facilitate having that API perform one or more functions
that the API 1s configured to perform. The APIs can comprise,
for example, a traffic-load-aware API(s), a network-conges-
tion-aware API(s), a network-state nofification API(s), an
application-state notification API(s), a data-delivery-service
API(s) (e.g., a ime-shift-data-delivery-service API), and/or
other network-aware APIs, among other APIs that can be
employed by or interacted with by the interface component
420.

The CM kernel component 400 also can include a synchro-
nization component 422 that can perform data synchroniza-
tion to synchronize data being respectively communicated
using respective applications employed by the UE. For
example, the data synchronization can be performed with
respect to data delivery 1in connection with an application,
wherein the CM kernel component 400 can facilitate sched-
uling data delivery (e.g., adjusting scheduling of data deliv-
ery, time-shifting data delivery (e.g., micro-shifting data
delivery, macro-shifting data delivery)) to or from the UE 1n
connection with an application.

The CM kernel component 400 can comprise an authenti-
cation component 424 that can facilitate authenticating the
kernel component 412 of the UE, an application associated
with the UFE, a user associated with the UE, and/or other
entities or components associated with the UE based at least
in part on respective credentials of the kernel component 412,
applications, UE users, or other entities or components asso-
ciated with the UE. For instance, the authentication compo-
nent 424 can perform authentication on the application to
facilitate determining whether the application 1s a trusted or
certified application, and/or can perform authentication on
the kernel component 412, UE user, and/or application to
facilitate determining whether access to and use of the subset
of functional blocks (e.g., embedded or secure functional
blocks) associated with the CM kernel component 400 1s to be
permitted or granted to the UE user or application. The
authentication component 424 can request that the kernel
component 412, UE user, or application provide authentica-
tion mformation (e.g., a valid authentication credential, a
valid authentication or security token, application certifica-
tion-related information, etc.) that can indicate that the UE
user or application 1s authorized to access and use the subset
of functional blocks associated with the CM kernel compo-
nent 400, and/or can indicate that the application 1s a trusted
or certified application that can be permitted to access the
trusted zone environment of the UE, including the trusted
memory component, the cache component, and/or the set of
functional blocks.

The authentication component 424 can analyze the
received authentication information, and can compare such
authentication information to stored authentication informa-
tion (e.g., stored 1n the data store) to facilitate determinming,
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whether the recerved authentication information matches
stored authentication information associated with (e.g.,
mapped to) the UE user or application. With respect to
whether an application 1s trusted or certified, if the recerved
authentication information and/or certification information
matches the corresponding stored authentication information
and/or certification mformation, the authentication compo-
nent 424 can determine that the application 1s a trusted and/or
certified application, and can grant access rights to the appli-
cation to access or use the trusted memory component and/or
the cache component, and/or the data respectively stored
therein. If the recerved authentication information and/or cer-
tification information does not match the corresponding
stored authentication information and/or certification infor-
mation, the authentication component 424 can determine that
the application 1s not a trusted and/or certified application,
and can deny access to the trusted memory component and/or
the cache component, and/or the data respectively stored

therein.

With respect to the functional blocks, if the received
authentication information matches the corresponding stored
authentication information, the authentication component
424 can grant access rights to the UE user or application to use
the subset of functional blocks, wherein the CM kernel com-
ponent 400 can be employed to facilitate controlling the
switching states or operational modes of the functional blocks
of the subset of Tunctional blocks 1n connection with opera-
tion of the application. If the received authentication infor-
mation does not match the corresponding stored authentica-
tion information, the authentication component 424 can deny
use of the subset of functional blocks to the UE user or
application and/or the subset of functional blocks can remain
invisible to the UE user, application, and/or other components
of the UE 1n the open area of the UE.

Access or use rights to the subset of functional blocks
associated with the CM kernel component 400 can be limited
to users or applications associated with a particular commu-
nication service provider, for example, wherein, 11 communi-
cation services are being provided to the UE via the particular
communication service provider, the subset of functional
blocks can be available for use by the UE, UE user, or appli-
cation, and, 1f communication services are being provided to
the UE wvia another communication service provider, the
authentication component 424 can restrict or deny access to
and use of the subset of functional blocks associated with the
kernel component. For instance, the particular service pro-
vider can provide the kernel component 412 with a token or
other authentication information (e.g., a security token or
other authentication credential), and the kernel component
412 can provide that token to the connection manager com-
ponent 410 and/or the authentication component 424 to facili-
tate authenticating the UE user, application, and/or kernel
component 412.

The CM kernel component 400 can include an arbitrator
component 426 that can arbitrate between respective features,
between respective Tunctions, between respective techniques,
between QOSs, between respective links, etc. For example,
the arbitrator component 426 can perform access arbitration
to facilitate arbitrating between diflerent access networks to
facilitate determining which access network the UE 1s to
utilize. The arbitrator component 426 can perform link arbi-
tration to facilitate arbitrating between different communica-
tion links to facilitate determining which link the UE 1s to use
to communicate tratfic. The arbitrator component 426 also
can perform QOS arbitration to facilitate arbitrating between
different QOS requests associated with different tratfic flows
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or applications to {facilitate determining respective QOS
parameters for the respective tratiic flows or applications.

The CM kernel component 400 can comprise a processor
component 428 that can work 1n conjunction with the other
components (e.g., monitor component 402, aggregator com-
ponent 404, analyzer component 406, ctc.) to facilitate per-
forming the various functions of the CM kernel component
400. The processor component 428 can employ one or more
processors, microprocessors, or controllers that can process
data, such as information relating to applications, users, the
communication network, traffic flows, interftaces, APIs, func-
tional blocks, determining whether to switch on or off or
change operational modes of functional blocks, authentica-
tion, mappings, policies, defined communication enhance-
ment criteria, algorithms, protocols, iterfaces, tools, and/or
other information, to facilitate operation of the CM kernel
component 400, as more fully disclosed herein, and control
data tlow between the CM kernel component 400 and other
components (e.g., communication network, base station, an
application, a server or other communication device, a cloud,
etc.) associated with the CM kernel component 400.

The CM kernel component 400 also can include a data
store 430 that can store data structures (e.g., user data, meta-
data), code structure(s) (e.g., modules, objects, hashes,
classes, procedures) or instructions, information relating to
applications, users, the communication network, tratfic flows,
interfaces, APIs, functional blocks, determining whether to
switch on or off or change operational modes of functional
blocks, authentication, mappings, policies, defined commu-
nication enhancement criteria, algorithms, protocols, inter-
faces, tools, and/or other information, to facilitate controlling
operations associated with the CM kernel component 400. In
an aspect, the processor component 428 can be functionally
coupled (e.g., through a memory bus) to the data store 430 1n
order to store and retrieve information desired to operate
and/or confer functionality, at least 1n part, to the monitor
component 402, aggregator component 404, analyzer com-
ponent 406, etc., and/or substantially any other operational
aspects of the CM kernel component 400.

FIG. § depicts a block diagram of an example kernel com-
ponent 500 in accordance with various aspects and embodi-
ments of the disclosed subject matter. The kernel component
500 can be employed by a UE to facilitate controlling (e.g.,
adaptively controlling) operation of resources, such as func-
tional blocks (e.g., embedded or secure functional blocks)
and modem functions, of the UE, in accordance with various
aspects and embodiments described herein.

The kernel component 500 can comprise a communicator
component 502 that can facilitate controlling communication
of data between the functional blocks associated with the
kernel component 500 and the connection manager compo-
nent, applications, processor component, and/or data store,
etc. The communicator component 502 also can facilitate
controlling communication of data between dedicated
memory associated with the kernel component 500 and the
connection manager component, applications, processor
component, and/or data store, etc. The communicator com-
ponent 502 further can facilitate controlling communication
of data between a dedicated processor component or dedi-
cated processor resources associated with the kernel compo-
nent 500 and the connection manager component, applica-
tions, processor component, and/or data store, etc. The
communicator component 502 also can facilitate establishing
secure communication between the kernel component 500
and the communication network to facilitate desired (e.g.,
proper, acceptable, enhanced, optimal, etc.) cross-layer
enhancement or optimization practices, in accordance with
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the defined communication enhancement criteria, including
practices or capabilities relating to, for example, compression
and decompression of data, rate shaping, event notification to
the communication and event notification from the commu-
nication network to UE subsystems or components of the UE.

The kernel component 500 also can comprise an interface
component 304 that can facilitate providing various inter-
faces, tools, and/or protocols to, for example, the connection
manager component, applications associated with the UE,
and/or processor component, etc., to facilitate enabling the
kernel component 500 and/or the other components perform
various functions that can facilitate enhancing the operation
of the UE and the communication network, including desir-
ably and adaptively controlling operation of the functional
blocks associated with the kernel component 500, in accor-
dance with the defined communication enhancement criteria.

The kernel component 500 also can comprise an API com-
ponent 506 that can comprise or can interact with various
APIs (e.g., open or network-aware) APIs) that can perform
various functions and can facilitate obtaining network-related
information (e.g., network conditions, states, notifications,
events, triggers, etc.) and traffic flow-related information
(c.g., traffic flow-related conditions, states, notifications,
events, triggers, etc.) associated with the communication net-
work or UE. The APIs associated with the API component
506 can facilitate communicating or exposing the network-
related information and traffic flow-related information to
applications or users associated with the UE. For example, the
API component 506 or another component of or associated
with the kernel component 500 can call or initialize an API
associated with the API component 506 to facilitate having
that API perform one or more functions that the API is con-
figured to perform. The APIs can comprise, for example, a
traffic-load-aware API(s), a network-congestion-aware
API(s), a network-state notification API(s), an application-
state notification API(s), a data-delivery-service API(s) (e.g.,
a time-shift-data-delivery-service API), and/or other net-
work-aware APIs, among other APIs that can be employed by
or interacted with by the API component 506.

The kernel component 500 can comprise a functional block
manager component 508 that can facilitate controlling opera-
tion of the respective functional blocks of a subset of func-
tional blocks (e.g., embedded, secure, or proprietary) associ-
ated with the kernel component 500. For instance, the
functional block manager component 508 can facilitate con-
trolling the respective switching states (e.g., on state, oif
state) or operational modes (e.g., first type of operational

mode, second type of operational mode, etc.) of the respective
functional blocks of the subset of functional blocks, 1n accor-
dance with the defined communication enhancement criteria.
The various functional blocks can perform respective func-
tions (e.g., data compression or decompression, location
detection, data encryption or decryption, interference mitiga-
tion, etc.), such as more fully described herein.

In some 1mplementations, the kernel component 500 can
include an authentication facilitator component 510 that can
comprise one or more tokens, such as authentication or secu-
rity tokens, or authentication information that can facilitate
controlling access to and use of the subset of functional
blocks by applications and a UE user. For instance, the one or
more tokens, or authentication information, can be employed
to facilitate authenticating the kernel component 500, an
application, or a UE user with the connection manager com-
ponent of the UE to facilitate enabling access to and use of the
functional blocks of the subset of functional blocks during
operation of the UE (e.g., operation of an application associ-
ated with the UE) 1n the communication network. In certain
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implementations, access or use rights to the subset of func-
tional blocks associated with the kernel component 500 can
be limited to users or applications associated with a particular
communication service provider, for example, wherein, 1f
communication services are being provided to the UE via the
particular communication service provider, the subset of
functional blocks can be available for use by the UE, UE user,
or application, and, 1f communication services are being pro-
vided to the UE via another communication service provider,
access to and use of the subset of functional blocks associated
with the kernel component 500 can be restricted or prohib-
ited. For example, the particular service provider can provide
the kernel component 300 with a token or other authentication
information (e.g., a security token or other authentication
credential), and the kernel component 500 can provide that
token to the connection manager component to facilitate
authenticating the UE user, application, and/or kernel com-
ponent 500.

The kernel component 500 can comprise a processor com-
ponent 512 that can work 1n conjunction with the other com-
ponents (e.g., communicator component 502, interface com-
ponent 304, API component 506, etc.) to facilitate performing
the various functions of the kernel component 500. The pro-
cessor component 312 can employ one or more processors,
microprocessors, or controllers that can process data, such as
information relating to applications, users, the communica-
tion network, traffic flows, APIs, functional blocks, determin-
ing whether to switch on or off or change operational modes
of functional blocks, authentication, policies, defined com-
munication enhancement criteria, algorithms, protocols,
interfaces, tools, and/or other information, to facilitate opera-
tion of the kernel component 500, as more fully disclosed
herein, and control data flow between the kernel component
500 and other components (e.g., connection manager coms-
ponent, kernel imnterface component, functional blocks, com-
munication network, base station, an application, a server or
other communication device, a cloud, etc.) associated with
the kernel component 500.

The kernel component 500 also can include a data store 514
that can store data structures (e.g., user data, metadata), code
structure(s) (e.g., modules, objects, hashes, classes, proce-
dures) or instructions, information relating to applications,
users, the communication network, traffic flows, APIs, func-
tional blocks, determining whether to switch on or off or
change operational modes of functional blocks, authentica-
tion, policies, defined communication enhancement criteria,
algorithms, protocols, interfaces, tools, and/or other informa-
tion, to facilitate controlling operations associated with the
kernel component 500. In an aspect, the processor component
512 can be functionally coupled (e.g., through a memory bus)
to the data store 514 1n order to store and retrieve information
desired to operate and/or confer functionality, at least 1n part,
to the communicator component 502, interface component
504, API component 506, etc., and/or substantially any other
operational aspects of the kernel component 500.

FIG. 6 illustrates a block diagram of an example commu-
nication network 600 1n accordance with various aspects and
embodiments of the disclosed subject matter. The communi-
cation network 600 can include a core network 602 (e.g.,
mobile core network) that can facilitate communications by
UEs wirelessly connected to the communication network
600. A UE can be communicatively connected to the core
network 602 via an AP (e.g., base station). The core network
602 can facilitate wireless communication of voice and data
assoclated with communication devices, such as UEs, asso-
ciated with the communication network 600. The core net-
work 602 can facilitate routing voice and data communica-
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tions between UEs and/or other communication devices (e.g.,
phone, computer, email server, multimedia server, audio
server, video server, news server, financial or stock informa-
tion server, other communication devices associated with an
IP-based network 604 (e.g., the Internet), etc.) associated
with the communication network 600. The core network 602
also can allocate resources to the UEs associated with the
communication network 600 1n the communication network
environment, convert or enforce protocols, establish and
enforce QoS for the UEs, provide applications or services in
the network, translate signals, and/or perform other desired
functions to facilitate system interoperability and communi-
cation in the wireless communication network. The core net-
work 602 further can include desired components, such as
routers, nodes (e.g., general packet radio service (GPRS)
nodes, such as serving GPRS support node (SGSN), gateway
GPRS support node (GGSN), etc.), switches, interfaces, con-
trollers, etc., that can facilitate communication of data
between communication devices associated with the commu-
nication network 600.

The communication network 600 can include the IP-based
network 604, which can facilitate communications by com-
munication devices (e.g., UEs) that are connected to the com-
munication network 600 via a wireless connection, or a wire-
line or landline connection. For example, a UE can be
communicatively connected to the IP-based network 604 via
a wireless communication connection with the core network
602, wherein the UFE can communicate with other communi-
cation devices connected to the communication network 600.
A UE can transmit messages, use applications, access or
download content, etc., via the core network 602 and/or the
[P-based network 604, or another communication network
(not shown).

The communication network 600 can contain a network
management component 606 that can control operations and
functions associated with the communication network 600.
The network management component 606 also can track, and
analyze information relating to, resource usage by the com-
munication network 600, particularly the core network 602,
in relation to servicing the UE or other UEs, resource usage by
a UE associated with the communication network 600, wire-
less state transitions associated with the UE or other UEs, user
behavior or activity, application behavior or activity, and/or
other factors, to facilitate controlling operations and func-
tions associated with the communication network 600. The
network management component 606 also can facilitate pre-
senting or making available information (e.g., network-re-
lated information, tratfic flow-related information, etc.) relat-
ing to the communication network 600 to UEs associated with
the communication network 600 to facilitate enhanced opera-
tion of the UEs and the communication network 600, 1n
accordance with the defined communication enhancement
criteria. The network management component 606 can facili-
tate applyving communication enhancement rules (e.g., based
on or corresponding to the defined communication enhance-
ment criteria), protocols, and/or algorithms, to facilitate con-
trolling and/or enhancing operation of the communication
network 600.

The communication network 600 also can include a pro-
cessor component 608 that can work 1n conjunction with
(and/or be part of) the other components (e.g., core network
602, IP-based network 604, network management component
606, ctc.) to facilitate performing the various functions of the
communication network 600. The processor component 608
can employ one or more processors, miCroprocessors, or Con-
trollers that can process data, such as information relating to
wireless or wireline communications; applications; users;
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network-related conditions, states, or events; traffic flow-
related conditions, states, or events; network resources or
functions; a mapping; and/or other information, to facilitate
operation of the communication network 600, as more fully
disclosed herein, and control data flow between the commu-
nication network 600 and other components (e.g., UE, base
station, an application, a server or other communication

device, a cloud, etc.) associated with the communication net-
work 600.

The communication network 600 also can include a data
store 610 that can store data structures (e.g., user data, meta-
data), code structure(s) (e.g., modules, objects, hashes,
classes, procedures) or instructions, information relating to
wireless or wireline communications; applications; users;
network-related conditions, states, or events; traffic flow-
related conditions, states, or events; network resources or
functions; a mapping; and/or other information, to facilitate
controlling operations associated with the communication
network 600. In an aspect, the processor component 608 can
be functionally coupled (e.g., through a memory bus) to the
data store 610 1n order to store and retrieve information
desired to operate and/or confer functionality, at least 1n part,
to the core network 602, IP-based network 604, network
management component 606, etc., and/or substantially any
other operational aspects of the communication network 600.

FIG. 7 depicts a block diagram of an example UE 700 1n
accordance with an aspect of the disclosed subject matter. In
an aspect, the UE 700 can be a multimode access terminal,
wherein a set of antennas 769 ,-769 , (Q 1s a positive integer)
can recerve and transmit signal(s) from and to wireless
devices like access points, access terminals, wireless ports
and routers, and so forth, that operate in a radio access net-
work. It should be appreciated that antennas 769 ,-769 , can
be part of the communication platform 702, which can com-
prise electronic components and associated circuitry that can
provide for processing and manipulation of recerved signal(s)
and signal(s) to be transmitted, e.g., by receivers and trans-
mitters 704, multiplexer/demultiplexer (mux/demux) com-
ponent 706, and modulation/demodulation (mod/demod)
component 708.

In another aspect, the UE 700 can include a multimode
operation chipset(s) 710 that can allow the UE 700 to operate
in multiple communication modes 1n accordance with dispar-
ate technical specification for wireless technologies. In an
aspect, multimode operation chipset(s) 710 can utilize com-
munication platform 702 1n accordance with a specific mode
of operation (e.g., voice, GPS). In another aspect, multimode
operation chipset(s) 710 can be scheduled to operate concur-
rently (e.g., when Q>1) in various modes or within a multi-
task paradigm.

In accordance with various implementations, the UE 700
can comprise a CM kernel component 712, an application
component 714, a trusted memory component 716, a cache
component 718, a functional block component 720 (e.g.,
comprising a set ol functional blocks (e.g., embedded or
secure functional blocks, and/or open functional blocks), and
an OS kernel component 722. The respective components
(e.g., CM kernel component 712, application component 714,
trusted memory component 716, cache component 718, func-
tional block component 720, OS kernel component 722) can
comprise the respective features and functions, such as more
tully described herein.

The UE 700 also can include a processor(s) 724 that can be
configured to confer functionality, at least 1n part, to substan-
tially any electronic component within the UE 700, 1n accor-
dance with aspects of the disclosed subject matter. The pro-
cessor(s) 724 can facilitate enabling the UE 700 to process
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data (e.g., symbols, bits, or chips) for multiplexing/demulti-
plexing, modulation/demodulation, such as implementing
direct and inverse fast Fourier transforms, selection of modu-
lation rates, selection of data packet formats, inter-packet
times, etc. The processor(s) 724 also can facilitate enabling
the UE 700 to process data relating to messaging, voice calls,
applications, services, wireless states, users, the communica-
tion network (e.g., network-related conditions, states, notifi-
cations, events, etc.), traflic tlows (e.g., traffic flow-related
conditions, states, notifications, events, etc.), APIs, functional
blocks, determining whether to switch on or off or change
operational modes of functional blocks, authentication, map-
pings, defined communication enhancement criteria, efc.

The UE 700 also can contain a data store 726 that can store
data structures (e.g., user data, metadata); code structures
(e.g., modules, objects, classes, procedures) or instructions;
message hashes; data relating to messaging, voice calls,
applications, services, wireless states, users, the communica-
tion network (e.g., network-related conditions, states, notifi-
cations, events, etc.), traflic tflows (e.g., traffic flow-related
conditions, states, notifications, events, etc.), APIs, functional
blocks, determining whether to switch on or off or change
operational modes of functional blocks, authentication, map-
pings, defined communication enhancement criteria, and/or
other data; user policies; network or device information like
policies and specifications; attachment protocols; code
sequences for scrambling, spreading and pilot (e.g., reference
signal(s)) transmission; frequency offsets; cell IDs; encoding
algorithms; compression algorithms; decoding algorithms;
decompression algorithms; etc. In an aspect, the processor(s)
724 can be functionally coupled (e.g., through a memory bus)
to the data store 726 1n order to store and retrieve information
(e.g., data structures; code structures; instructions; algo-
rithms; data relating to messaging, voice calls, applications,
services, wireless states, users, the communication network
(e.g., network-related conditions, states, notifications, events,
etc.), traffic tlows (e.g., traific tlow-related conditions, states,
notifications, events, etc.), APIs, functional blocks, determin-
ing whether to switch on or off or change operational modes
of functional blocks, authentication, mappings, defined com-
munication enhancement criteria, etc.) desired to operate and/
or confer functionality, at least 1n part, to the communication
platform 702, multimode operation chipset(s) 710, CM ker-
nel component 712, application component 714, trusted
memory component 716, cache component 718, functional
block component 720, OS kernel component 722, and/or
substantially any other operational aspects of the UE 700.

FIG. 8 1llustrates a block diagram of an example AP 800
(e.g., femtocell, picocell, macro base station, etc.) in accor-
dance with an aspect of the disclosed subject matter. The AP
800 can recerve and transmit signal(s) from and to wireless
devices like access points (e.g., femtocells, picocells, base
stations, etc.), access terminals (e.g., UEs), wireless ports and
routers, and the like, through a set of antennas 869,-869,.. In
an aspect, the antennas 869,-869,; are a part of a communi-
cation platform 802, which comprises electronic components
and associated circuitry that can provide for processing and
manipulation of received signal(s) and signal(s) to be trans-
mitted. In an aspect, the communication platform 802 can
include a receiver/transmitter 804 that can convert signal
from analog to digital upon reception, and from digital to
analog upon transmission. In addition, receiver/transmitter
804 can divide a single data stream into multiple, parallel data
streams, or perform the reciprocal operation.

In an aspect, coupled to recerver/transmitter 804 can be a
multiplexer/demultiplexer (mux/demux) 806 that can facili-
tate manipulation of signal in time and frequency space. The
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mux/demux 806 can multiplex information (e.g., data/traific
and control/signaling) according to various multiplexing
schemes such as, for example, time division multiplexing
(ITDM), frequency division multiplexing (FDM), orthogonal
frequency division multiplexing (OFDM), code division mul-
tiplexing (CDM), space division multiplexing (SDM), etc. In
addition, mux/demux component 806 can scramble and
spread information (e.g., codes) according to substantially
any code known 1in the art, e.g., Hadamard-Walsh codes,
Baker codes, Kasami codes, polyphase codes, and so on. A
modulator/demodulator (mod/demod) 808 also can be part of
the communication platform 802, and can modulate informa-
tion according to multiple modulation techniques, such as
frequency modulation, amplitude modulation (e.g., M-ary
quadrature amplitude modulation (QAM), with M a positive
integer), phase-shift keying (PSK), and the like.

The AP 800 also can comprise a processor(s) 810 that can
be configured to contfer and/or facilitate providing function-
ality, at least partially, to substantially any electronic compo-
nent 1n or associated with the AP 800. For instance, the
processor(s) 810 can facilitate operations on data (e.g., sym-
bols, bits, or chips) for multiplexing/demultiplexing, modu-
lation/demodulation, such as effecting direct and 1nverse fast
Fourier transforms, selection of modulation rates, selection of
data packet formats, inter-packet times, etc., to facilitate
between an associated UE and the communication network.

In another aspect, the AP 800 can include a data store 812
that can store data structures; code instructions; rate coding
information; information relating to measurement of radio
link quality or reception of information related thereto; infor-
mation relating to establishing a communications connection
between a communication device (e.g., UE) and other com-
munication devices; system or device information like poli-
cies and specifications; code sequences for scrambling;
spreading and pilot transmission; floor plan configuration;
access point deployment and frequency plans; scheduling
policies; and so on. The processor(s) 810 can be coupled to
the data store 812 1n order to store and retrieve information
(e.g., information relating to multiplexing/demultiplexing or
modulation/demodulation, information relating to radio link
levels, information relating to establishing communication
connections associated with a UE(s) served by the AP 800,
etc.) desired to operate and/or confer functionality to the
communication platform 802, and/or other operational com-
ponents of AP 800.

The aforementioned systems and/or devices have been
described with respect to interaction between several compo-
nents. It should be appreciated that such systems and compo-
nents can include those components or sub-components
specified therein, some of the specified components or sub-
components, and/or additional components. Sub-compo-
nents could also be implemented as components communi-
catively coupled to other components rather than included
within parent components. Further yet, one or more compo-
nents and/or sub-components may be combined into a single
component providing aggregate functionality. The compo-
nents may also interact with one or more other components
not specifically described herein for the sake of brevity, but
known by those of skill 1n the art.

In view of the example systems and/or devices described
herein, example methods that can be implemented 1n accor-
dance with the disclosed subject matter can be further appre-
ciated with reference to flowcharts 1n FIGS. 9-13. For pur-
poses ol simplicity of explanation, example methods
disclosed herein are presented and described as a series of
acts; however, 1t 1s to be understood and appreciated that the
disclosed subject matter 1s not limited by the order of acts, as
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some acts may occur in different orders and/or concurrently
with other acts from that shown and described herein. For
example, a method disclosed herein could alternatively be
represented as a series of interrelated states or events, such as
in a state diagram. Moreover, interaction diagram(s) may
represent methods in accordance with the disclosed subject
matter when disparate entities enact disparate portions of the
methods. Furthermore, not all 1llustrated acts may be required
to implement a method 1n accordance with the subject speci-
fication. It should be further appreciated that the methods
disclosed throughout the subject specification are capable of
being stored on an article of manufacture to facilitate trans-
porting and transferring such methods to computers for
execution by a processor or for storage in a memory.

FIG. 9 illustrates a tlow chart of an example method 900
that can facilitate controlling (e.g., adaptively controlling)
access to information and resources (e.g., functional blocks)
associated with a communication device (e.g., UE) 1n a com-
munication network, 1n accordance with various aspects and
embodiments described herein. In accordance with various
aspects, the method 900 can be employed by, for example, a
CM kernel component and/or a trusted memory component
of the communication device.

At 902, information relating to communication network,
traffic flows, and functional blocks of the communication
device can be stored in a trusted memory component 1n a
trusted zone environment of the communication device. The
CM kernel component can facilitate receiving, collecting, or
obtaining information relating to communication network,
traffic flows, and functional blocks of the communication
device, and can map such mformation to, and/or store such
information in, the trusted memory component. In some
implementations, the CM kernel component can receive, col-
lect, or obtain information from control registers and analyt-
ics associated with the set of functional blocks of the com-
munication device. The CM kernel component also can
generate analytics information relating to the communication
network, traffic flows, or the functional blocks based at least
in part on information (e.g., a subset of information) relating
to communication network, traffic flows, and functional
blocks of the communication device. The CM kernel compo-
nent can store and/or map the information (e.g., recerved
information, analytics information, etc.) relating to commus-
nication network, traffic flows, and functional blocks of the
communication device 1n or to the trusted memory compo-
nent of the communication device.

At 904, access to the information stored in the trusted
memory component and access to the functional blocks of the
communication device by an application associated with the
communication device can be controlled based at least in part
on the defined communication enhancement criteria, com-
prising a criterion(s) relating to a defined trust level associ-
ated with access to the trusted memory component and the
functional blocks. The CM kernel component can control
access to the information stored 1n the trusted memory com-
ponent and access to the functional blocks by the application
based at least in part on the criterion(s) (e.g., trust criterion(s))
relating to the defined trust level associated with access to the
trusted memory component and the functional blocks. For
instance, 1f the CM kernel component determines that an
application satisfies the trust criterion(s), the CM kernel com-
ponent can determine that the application 1s a trusted appli-
cation that has (e.g., satisfies) a defined trust level with the
trusted zone environment, including the CM kernel compo-
nent, trusted memory component, and the set of functional
blocks. A trusted application can be, for example, an appli-
cation that was obtained (e.g., downloaded) from a trusted
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application store or source, and/or an application that has
been certified as a trusted application by the CM kernel com-
ponent or another authorized certitying entity (e.g., associ-
ated with the trusted application store or source), and/or an
application that has been authenticated by the CM
kernel component and/or has satisfied any other applicable
criterion(s) specified by the defined trust critenia.

In response to determining that the application 1s a trusted
application, the CM kernel component can grant access rights
to the trusted application to allow the trusted application to
access the mnformation stored 1n the trusted memory compo-
nent and access to use one or more of the functional blocks of
the set of functional blocks of the communication device. In
response to determining that the application 1s not a trusted
application, the CM kernel component can deny access to the
trusted memory component and/or to all or some of the func-
tional blocks of the set of functional blocks of the communi-

cation device.

FIG. 10 presents a tlow chart of an example method 1000
that can facilitate controlling (e.g., adaptively controlling)
functional blocks used by applications that are used by a
communication device (e.g., UE) 1n a communication net-
work, 1n accordance with various aspects and embodiments
described herein. In accordance with various aspects, the
method 1000 can be employed by, for example, a CM kernel
component.

At 1002, traffic tlow-related conditions and network-re-
lated conditions associated with the communication device
and/or the communication network can be monitored. The
CM kernel component can monitor or track the traffic-flow
related conditions and the network-related conditions (e.g.,
network events, network state information, network-related
triggers, network-related controls, etc.) associated with the
communication device and/or the communication network.
For instance, the CM kernel component can monitor the activ-
ity, behavior, and/or traffic tlows (e.g., voice or data traffic
flows) associated with the communication device and net-
work-related conditions associated with the communication
network.

At 1004, information relating to the tratfic flow-related
conditions and the network-related conditions associated
with the communication device and/or the communication
network can be received or generated. The CM kernel com-
ponent can recerve, collect, obtain, and/or generate informa-
tion relating to the traffic-flow related conditions and the
network-related conditions associated with the communica-
tion device and/or the communication network. For example,
the CM kernel component can recerve or obtain a first subset
of information relating to the communication network and/or
traffic flow that 1s detected by one or more sensors or APIs
(e.g., API sub-components) associated with the communica-
tion device, and/or receive or obtain a second subset of infor-
mation relating to the communication network and/or traffic
flow from the communication network.

At 1006, the information relating to the traffic flow-related
conditions and the network-related conditions associated
with the communication device and/or the communication
network can be analyzed. The CM kemnel component can
analyze the first subset and/or second subset of information,
and can generate a third subset of information (e.g., analytics
information) relating to the communication network and/or
traffic tlow based at least 1n part on the results of the analysis.
In some 1implementations, some of the information recerved
from the communication network can be analytics informa-
tion generated by the communication network (e.g., gener-
ated by the network management component).
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In accordance with various implementations, the CM ker-
nel component can comprise or can be associated with the set
of functional blocks (e.g., functional blocks comprising base-
band functions), wherein respective functional blocks can
perform respective functions (e.g., data compression or
decompression, data encryption or decryption, location
detection, network-awareness functions (e.g., network-con-
dition sensing, power level sensing, etc.), etc.) The CM kernel
component and the set of functional blocks can be embedded
at the SOC level and within the trusted zone environment.

The CM kernel component also can analyze the informa-
tion relating to the communication network and/or the traffic
flow to facilitate determining which functional blocks of the
set to use, and respective operational states or modes of the
respective functional blocks of the set of functional blocks to
implement, 1n connection with the application, 1n accordance
with the defined communication enhancement criteria. As
part of the analysis or evaluation, the CM kernel component
can access and apply policy imnformation (e.g., communica-
tion enhancement policy information), for example, obtained
from a policy database (e.g., stored in a data store of the
communication device). The policy information can be based
at least 1n part on the defined communication enhancement
criteria (e.g., which can be 1n accordance with desired opti-
mization practices).

At 1008, respective operational states or modes of the
respective functional blocks of the set of functional blocks to
utilize 1n connection with the application can be determined,
based at least 1n part on the analysis results, 1n accordance
with the defined communication enhancement criteria. The
CM kernel component can determine the respective opera-
tional states or modes of the respective functional blocks of
the set of functional blocks (e.g., can determine a desired
enhanced operation condition) to employ in connection with
the application, based at least in part on the analysis results
and policy data (e.g., from the policy database), 1n accordance
with the defined communication enhancement criteria. For
instance, the CM kernel component can determine which, 1f
any, functional blocks of the set can be accessed and used by
the application based at least in part on whether the applica-
tion 1s determined to be a trusted application that 1s permitted
to access one or more of the functional blocks 1n the set, 1n
accordance with the defined communication enhancement
criteria (e.g., a trust criterion(s) of the defined communication
enhancement criteria). In some implementations, there can be
one or more Tunctional blocks 1n the set that can be an open or
non-secure (€.g., less secure or open) functional block(s) that
1s permitted to be used by trusted or non-trusted applications.

If the CM kernel component determines that the applica-
tion 1s a trusted application permitted to access at least a
portion of the functional blocks or if 1t determines that a
tfunctional block(s) of the set 1s an open or non-secure (e.g.,
less secure or open) functional block(s) that 1s permaitted to be
used by trusted or non-trusted applications, the CM kernel
component can determine an enhanced operation condition 1n
connection with the application. For instance, the CM kernel
component can determine the respective operational (e.g.,
switch) states or modes of the respective functional blocks of
the set of functional blocks, 1n accordance with the defined
communication enhancement criteria. The CM kernel com-
ponent can determine, for example, which functional block(s)
of the set to employ (e.g., which functional block(s) can be
desirable (e.g., most favorable, best available, optimal, etc.)
to employ), and, for a functional block(s) being employed, the
desired (e.g., most favorable, best available, optimal, etc.)
operational state or mode of that functional block(s). In accor-
dance with the defined communication enhancement criteria,
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the functional block(s) employed also can be based at least in
part on one or more preferences of the application or the
communication device user.

At 1010, the respective operational states or modes of the
respective Tunctional blocks of the set of functional blocks
associated with the CM kernel component (e.g., the embed-
ded CM kernel component) can be controlled (e.g., adaptively
controlled) based at least 1n part on the results of the deter-
mination at 1008, 1n accordance with the defined communi-
cation enhancement criteria. The CM kernel component can
control the respective operational states or modes of the
respective functional blocks based at least 1n part on the
results of the determination at 1008, in accordance with the
defined communication enhancement criteria.

In some 1implementations, the CM kernel component can
generate control instructions or switching recommendations
that can facilitate desirably switching or changing the opera-
tional states or modes of the respective functional blocks of
the set of functional blocks to facilitate enhancing (e.g., opti-
mizing, acceptably improving or augmenting, etc.) operation
of the communication device and/or the communication net-
work. The CM kernel component can communicate the con-
trol istructions or switching recommendations to the set of
functional blocks, or a portion thereof, (e.g., via the kernel
component or network resource manager component of the
CM kernel component) to facilitate controlling the respective
operational (e.g., switching) states or modes of the respective
functional blocks of the set of functional blocks.

In certain implementations, the CM kernel component also
can provide update mnformation to the communication net-
work (e.g., the base station, another component of the com-
munication network via the base station) to facilitate notify-
ing the communication network that the communication

device 1s operating 1n accordance with the enhanced opera-
tion condition, 1n accordance with the defined communica-
tion enhancement criteria. The commumnication network can
use this information to facilitate implementing a desired net-
work operational modification, 1f any, based at least 1n part on
the enhanced operation condition employed by the commu-
nication device, including the respective functional blocks of
the set of functional blocks, to facilitate desired operation of
the communication network, in accordance with the defined
communication enhancement criteria (e.g., 1n accordance
with desired optimization practices).

In accordance with various implementations, after the
information relating to the traffic flow-related conditions and
the network-related conditions associated with the commu-
nication device and/or the communication network 1s ana-
lyzed at reference numeral 1006, alternatively or additionally,
the method 1000 can proceed to reference point A, wherein,
for example, the method 1100 can proceed to provide infor-
mation relating to the communication network and traffic
flow to the application or user, e.g., via one or more interfaces
(e.g., APIs), to facilitate enabling an application or user to
select desired (e.g., favored, best available, optimal, etc.)
functional blocks of the set of functional blocks to facilitate
performing operations in connection with the application, in
accordance with the defined communication enhancement
criteria.

Referring next to FIG. 11, depicted 1s a flow chart of an
example method 1100 that can facilitate enabling an applica-
tion or user to select desired functional blocks of the set of
functional blocks of a communication device to facilitate
performing operations 1n connection with the application, in
accordance with various aspects and embodiments described
herein. In accordance with various aspects, the method 1100
can be employed by, for example, the CM kernel component
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and/or the trusted memory component of the communication
device. In some implementations, the method 1100 can pro-
ceed from reference point A of the method 1000.

At 1102, information relating to the communication net-
work and the traific flow associated with the communication
device can be presented via an interface(s) (e.g., an API(s)) to
an application (e.g., trusted application) and/or user of the
communication device. The CM kernel component and/or the
trusted memory component can facilitate providing (e.g., pre-
senting, exposing, communicating, etc.) the information
relating to the communication network and the traffic tlow
associated with the communication device to the application
and/or user. The CM kernel component can do this, for
example, 1n response to determining that the application 1s a
trusted application, and/or the user 1s a trusted user, 1n accor-
dance with the defined communication enhancement criteria.

The information can comprise information recerved or col-
lected by the CM kernel component, analytics information
and/or analysis results generated by the CM kernel compo-
nent or the communication network (e.g., by the network
management component), policy data, and/or other informa-
tion. The information also can comprise arecommendation(s)
regarding an enhanced operation condition(s) determined by
the CM kernel component, in accordance with the defined
communication enhanced criteria, wherein the recommenda-
tion(s) regarding the enhanced operation condition(s) can
indicate which functional block(s) and/or which operational
state or mode of the functional block(s) 1s desirable (e.g.,
most favorable, best available, optimal, etc.). The CM kernel
component and/or the trusted memory component can pro-
vide the various portions of information to the application or
user via one or more interfaces (e.g., APIs) provided by the
communication device.

At 1104, information relating to (e.g., identifying) the set
of functional blocks of the communication device can be
provided (e.g., presented, exposed, communicated, etc.) to
the application and/or user. The CM kernel component and/or
the trusted memory component can provide the information
relating to the set of functional blocks (e.g., embedded or
secure functional blocks, and/or open functional blocks) to
the application (e.g., via an interface, such as an API) to
facilitate notifying the application and/or user of the avail-
ability of all or a portion of the set of functional blocks on the
communication device. The information relating to the
respective Tunctional blocks also can relate to the respective
functions (e.g., baseband functions) that can be performed by
the respective functional blocks, as more fully disclosed
herein. Depending on the trust level of the application or user,
and the respective availability of the respective functional
blocks of the set, all or a portion of the functional blocks of the
set can be available to the application at a given time.

In some implementations, the CM kernel component, the
trusted memory component, and/or all or a portion (e.g., a first
subset) of the set of functional blocks can reside 1n the trusted
zone environment of the communication device. The trusted
zone environment can be a secure and trusted area of the
communication device, wherein the first subset of the func-
tional blocks, the CM kernel component, and the trusted
memory component can remain invisible to, and access to the
first subset of the functional blocks and the trusted memory
component can be restricted to, certain applications (e.g.,
trusted applications) or other authorized entities (e.g., autho-
rized users) to facilitate securing the CM kernel component,
trusted memory component, and the first subset of functional
blocks from being attacked, destroyed, or taken over by the
unauthorized applications or other unauthorized entities. The
set of functional blocks also can comprise a second subset of
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functional blocks that can reside 1n an open area of the com-
munication device, wherein the second subset of functional
blocks can be accessed by the OS kernel component, for
example.

At 1106, selection information can be received from the
application or user, ¢.g., via the communication device. The
CM kernel component can receive the selection information,
which can facilitate selection of a functional block(s) of the
set of functional blocks, from the application or user.

For example, the application or user (e.g., using the com-
munication device) can analyze the information relating to
the communication network and traffic flow, and the infor-
mation relating to the set of functional blocks (e.g., available
functional blocks), and one or more desired (e.g., favored,
bestavailable, optimal, etc.) functional blocks can be selected
based at least 1n part on such information, a preterence(s) of
the application or user, and the defined commumnication
enhancement criteria. The application or other component of
the communication device can communicate selection infor-
mation relating to the one or more desired functional blocks
that were selected to the CM kernel component.

At 1108, one or more desired (e.g., favored, best available,
optimal, etc.) functional blocks of the set of functional blocks
can be mmitialized (e.g., switched on and/or operational mode
set) based at least in part on (e.g., in response to) the selection
information, 1n accordance with the defined communication
enhancement criteria. The CM kernel component can facili-
tate setting the operational state(s) and/or mode(s) of the
desired one or more functional blocks of the set of functional
blocks based at least 1n part on the selection information, in
accordance with the defined communication enhancement
criteria, wherein such selection of the desired one or more
functional blocks and setting of the operational state(s) and/or
mode(s) of the desired one or more functional blocks can
constitute an enhanced operation condition.

At 1110, a communication connection between the appli-
cation (and communication device) and the communication
network can be established. The CM kernel component can
facilitate establishing the communication connection
between the application (and communication device) and the
communication network to facilitate initiating a communica-
tion session associated with the application, wherein the
application can use the one or more desired functional blocks
of the set of functional blocks during the communication
session. The communication connection can be a 3G, 4G, or
wi-11 communication connection, for example.

In some implementations, the CM kernel component can
provide update information to the communication network
(e.g., the base station, another component of the communica-
tion network via the base station) to facilitate notifying the
communication network that the communication device 1s
operating 1n accordance with the enhanced operation condi-
tion, 1n accordance with the defined communication enhance-
ment criteria. The communication network can use this infor-
mation to {facilitate implementing a desired network
operational modification, 11 any, based at least 1n part on the
enhanced operation condition employed by the communica-
tion device, including the respective functional blocks of the
set of functional blocks, to facilitate desired operation of the
communication network, in accordance with the defined
communication enhancement criteria (e.g., 1 accordance
with desired optimization practices).

Turming to FI1G. 12, illustrated 1s a flow chart of an example
method 1200 that can facilitate authenticating an application
associated with a communication device to facilitate control-
ling access to information and resources 1n a trusted zone
environment of the communication device, in accordance
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with various aspects and embodiments described herein. In
accordance with various aspects, the method 1200 can be
employed by, for example, the CM kernel component of the
communication device.

At 1202, authentication information or certification infor-
mation relating to an application can be recerved from the
application associated with the communication device or
another entity. The application can be downloaded from an
application store or other source on to the communication
device or can otherwise be associated with the communica-
tion device for use by the communication device or associated
user. The CM kernel component can receive the authentica-
tion information or the certification information relating to
the application from the application or another entity, such as
the entity (e.g., application store or source) that certified the
application.

In some implementations, an application can be certified
through an authorized application store or other authorized
entity that 1s authorized to certity applications as being
trusted with respect to the trusted zone environment, includ-
ing the CM kernel component and trusted memory compo-
nent. In other implementations, an application also can be
self-certitying (e.g., automatically self-certifying), for
example, by being able to provide information (e.g., authen-
tication information, certification standards information,
etc.), to the CM kernel component, that can indicate (e.g.,
prove) that the application satisfies the requirements for being

certified as a trusted or certified application.

A1 1204, the authentication information or the certification
information can be analyzed to generate analysis results. The
CM kernel component can analyze the authentication infor-
mation or the certification information submitted by the
application or other entity to facilitate determining whether
the application 1s authenticated and/or certified to be a trusted
or certified application. For instance, the CM kernel compo-
nent can analyze the authentication information to facilitate
determining whether the authentication information 1s valid,
for example, by matching corresponding authentication
information stored 1n a data store associated with the CM
kernel component, and/or whether the authentication infor-
mation 1s suflicient to determine that the application 1s a
trusted application, 1n accordance with the defined commu-
nication enhancement criteria (e.g., comprising defined trust
criteria). The CM kernel component also can analyze the
certification information to facilitate determining whether the
certification mformation 1s suificient to satisty the defined
trust criteria for determining the application to be a trusted
application (e.g., determining whether the certification infor-
mation 1s valid information and satisfies the set of certifica-
tion standards relating to certification of an application as a
trusted application).

At 1206, a determination can be made regarding whether
the application 1s authenticated or certified as a trusted appli-
cation based at least in part on the analysis results. The CM
kernel component can determine whether the application 1s
authenticated or certified as a trusted application based at
least 1 part on the analysis results.

At1208, access to all or a portion of the information stored
in the trusted memory component and/or access to all or a
portion of the set of functional blocks can be granted to the
application, in response to determining that the application 1s
a trusted application. The CM kernel component can grant, to
the application, access to all or a portion of the information
stored 1n the trusted memory component and/or access to all
or a portion of the set of functional blocks, 1n response to
determining that the application 1s a trusted application.
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FIG. 13 presents a tlow chart of an example method 1300
that can facilitate caching information 1n a trusted zone envi-
ronment of a communication device, 1n accordance with vari-
ous aspects and embodiments described herein. In accor-
dance with various aspects, the method 1300 can be employed
by, for example, the CM kernel component, comprising a
cache manager component, and/or a cache component of the
communication device.

At1302, a set of information associated with an application
used by the communication device can be stored in the cache
component. The CM kernel component (e.g., employing the
cache manager component) can store the set of information
associated with the application 1n the cache component. The
set of information can comprise data relating to the applica-
tion, user, communication network, or other factors or enti-
ties. The CM kernel component can recetve (e.g., from the
application, communication network, user, etc.) or generate
information that can be included in the set of information
prior to or during the execution of the method 1300.

The cache component and/or CM kernel component can be
embedded at the SOC level (e.g., in a chip set) of the com-
munication device. The cache component and/or CM kernel
component also can be located within a secure trusted zone
environment of the communication device to facilitate secur-
ing information, such as the set of information, and securing
the operation and functionality of the components of the
communication device that are within the trusted zone envi-
ronment.

At 1304, a condition(s) relating to processing of the set of
information can be set. The CM kernel component can
specily and set the condition(s) or can receive condition set-
ting information from the application or user that can facili-
tate setting or specilying the condition(s) by the CM kernel
component. The condition(s) can relate to a network-related
condition associated with the communication network, a trat-
fic flow-related condition associated with the traffic flow, a
communication device-related condition associated with the
communication device, an application-related condition
associated with the application, a user-related condition asso-
ciated with the communication device user, and/or another
type of condition (e.g., condition(s) relating to a date, an
amount or type of data, etc.).

At 1306, the type of processing to be performed on the set
of information can be set. The CM kernel component can set
the type of processing to be performed on the set of informa-
tion 1n response to an occurrence of the condition(s) relating
to the processing of the set of information. The type of pro-
cessing can be set based at least 1n part on processing-related
information received from the application or user, or can be
determined by the CM kernel component.

At 1308, conditions associated with the communication
network, traffic flow, communication device, application,
user, and/or another type(s) of condition can be monitored.
The CM kernel component can monitor or track the condi-
tions associated with the communication network, traffic
flow, communication device, application, user, and/or other
type(s) of condition.

At 1310, an occurrence of the condition(s) relating to the
processing ol the set of mformation can be detected. The
CM kernel component can detect the occurrence of the con-
dition(s) relating to the processing of the set of information.

At 1312, the set of information can be processed, 1n accor-
dance with the type of processing to be performed on the
set of information, 1n response to the occurrence of the con-
dition(s) relating to the processing of the set of information.
The CM kernel component can facilitate processing the set of
information based at least 1n part on the type of processing to
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be performed on the set of information, 1n response to detect-
ing the occurrence of the condition(s) relating to the process-
ing of the set of information. For example, the type of pro-
cessing can be to retrieve the set of information from the
cache component and transmit the set of information to the
application or user. As another example, the type of process-
ing can be to retrieve the set of information from the cache
component, perform one or more operations (e.g., evalua-
tions, calculations, compression or decompression, encryp-
tion or decryption, DRM-related operations, etc.) on the setof
information to generate processed information, and transmuit
the processed information to the application or user.

In order to provide a context for the various aspects of the
disclosed subject matter, FIGS. 14 and 15 as well as the
tollowing discussion are intended to provide a brief, general
description of a suitable environment in which the various
aspects of the disclosed subject matter may be implemented.
While the subject matter has been described above 1n the
general context of computer-executable instructions of a
computer program that runs on a computer and/or computers,
those skilled 1n the art will recognize that this disclosure also
can or may be implemented in combination with other pro-
gram modules. Generally, program modules include routines,
programs, components, data structures, etc. that perform par-
ticular tasks and/or implement particular abstract data types.
Moreover, those skilled i the art will appreciate that the
inventive methods may be practiced with other computer
system configurations, including single-processor or multi-
processor computer systems, mini-computing devices, main-
frame computers, as well as personal computers, hand-held
computing devices (e.g., PDA, phone, electronic tablets or
pads, etc.), microprocessor-based or programmable con-
sumer or 1ndustrial electronics, and the like. The illustrated
aspects may also be practiced 1n distributed computing envi-
ronments where tasks are performed by remote processing,
devices that are linked through a communications network.
However, some, 11 not all aspects of this disclosure can be
practiced on stand-alone computers. In a distributed comput-
ing environment, program modules may be located 1n both
local and remote memory storage devices.

With reference to FIG. 14, a suitable environment 1400 for
implementing various aspects of this disclosure includes a
computer 1412. The computer 1412 includes a processing
unit 1414, a system memory 1416, and a system bus 1418. It
1s to be appreciated that the computer 1412 can be used 1n
connection with implementing one or more of the systems or
components shown and described 1n connection with FIGS.
1-8, or otherwise described herein. The system bus 1418
couples system components including, but not limited to, the
system memory 1416 to the processing unit 1414. The pro-
cessing unit 1414 can be any of various available processors.
Dual microprocessors and other multiprocessor architectures
also can be employed as the processing unit 1414.

The system bus 1418 can be any of several types of bus
structure(s ) including the memory bus or memory controller,
a peripheral bus or external bus, and/or a local bus using any

variety of available bus architectures including, but not lim-
ited to, Industrial Standard Architecture (ISA), Micro-Chan-
nel Architecture (MSA), Extended ISA (EISA), Intelligent
Drive Electronics (IDE), VESA Local Bus (VLB), Peripheral
Component Interconnect (PCI), Card Bus, Universal Serial
Bus (USB), Advanced Graphics Port (AGP), Personal Com-
puter Memory Card International Association bus (PCM-
CIA), Firewire (IEEE 1394), and Small Computer Systems
Interface (SCSI).

The system memory 1416 includes volatile memory 1420

and nonvolatile memory 1422. The basic input/output system
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(BIOS), containing the basic routines to transier information
between elements within the computer 1412, such as during
start-up, 1s stored 1n nonvolatile memory 1422. By way of
illustration, and not limitation, nonvolatile memory 1422 can
include read only memory (ROM), programmable ROM
(PROM), electrically programmable ROM (EPROM), elec-
trically erasable programmable ROM (EEPROM), flash
memory, or nonvolatile random access memory (RAM) (e.g.,
terroelectric RAM (FeRAM)). Volatile memory 1420

includes random access memory (RAM), which acts as exter-
nal cache memory. By way of illustration and not limitation,
RAM 1s available in many forms such as static RAM
(SRAM), dynamic RAM (DRAM), synchronous DRAM
(SDRAM), double data rate SDRAM (DDR SDRAM),
enhanced SDRAM (ESDRAM), Synchlink DRAM
(SLDRAM), direct Rambus RAM (DRRAM), direct Rambus
dynamic RAM (DRDRAM), and Rambus dynamic RAM.

Computer 1412 also includes removable/non-removable,
volatile/non-volatile computer storage media. FIG. 14 1llus-
trates, for example, a disk storage 1424. Disk storage 1424
includes, but 1s not limited to, devices like a magnetic disk
drive, floppy disk drive, tape drive, Jaz drive, Zip drive,
L.S-100 drive, tlash memory card, or memory stick. The disk
storage 1424 also can include storage media separately or 1n
combination with other storage media including, but not lim-
ited to, an optical disk drive such as a compact disk ROM
device (CD-ROM), CD recordable drive (CD-R Drive), CD
rewritable drive (CD-RW Drive) or a digital versatile disk
ROM drive (DVD-ROM). To facilitate connection of the disk
storage devices 1424 to the system bus 1418, a removable or
non-removable interface 1s typically used, such as interface
1426.

FIG. 14 also depicts software that acts as an intermediary
between users and the basic computer resources described in
the suitable operating environment 1400. Such software
includes, for example, an operating system 1428. Operating
system 1428, which can be stored on disk storage 1424, acts
to control and allocate resources of the computer system
1412. System applications 1430 take advantage of the man-
agement of resources by operating system 1428 through pro-
gram modules 1432 and program data 1434 stored, e.g., 1n
system memory 1416 or on disk storage 1424. It 1s to be
appreciated that this disclosure can be implemented with
various operating systems or combinations of operating sys-
tems.

A user enters commands or information into the computer
1412 through input device(s) 1436. Input devices 1436
include, but are not limited to, a pointing device such as a
mouse, trackball, stylus, touch pad, keyboard, microphone,
joystick, game pad, satellite dish, scanner, TV tuner card,
digital camera, digital video camera, web camera, and the
like. These and other iput devices connect to the processing
umt 1414 through the system bus 1418 via interface port(s)
1438. Interface port(s) 1438 include, for example, a serial
port, a parallel port, a game port, and a universal serial bus
(USB). Output device(s) 1440 use some of the same type of
ports as input device(s) 1436. Thus, for example, a USB port
may be used to provide input to computer 1412, and to output
information from computer 1412 to an output device 1440.
Output adapter 1442 1s provided to illustrate that there are
some output devices 1440 like monitors, speakers, and print-
ers, among other output devices 1440, which require special
adapters. The output adapters 1442 include, by way of 1llus-
tration and not limitation, video and sound cards that provide
a means of connection between the output device 1440 and
the system bus 1418. It should be noted that other devices
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and/or systems of devices provide both input and output capa-
bilities such as remote computer(s) 1444.

Computer 1412 can operate 1n a networked environment
using logical connections to one or more remote computers,
such as remote computer(s) 1444. The remote computer(s)
1444 can be a personal computer, a server, a router, a network
PC, a workstation, a microprocessor based appliance, a peer
device or other common network node and the like, and
typically includes many or all of the elements described rela-
tive to computer 1412. For purposes of brevity, only a
memory storage device 1446 1s 1llustrated with remote com-
puter(s) 1444. Remote computer(s) 1444 1s logically con-
nected to computer 1412 through a network interface 1448
and then physically connected via communication connec-
tion 1450. Network interface 1448 encompasses wire and/or
wireless communication networks such as local-area net-
works (LAN), wide-area networks (WAN), cellular networks,
ctc. LAN technologies imnclude Fiber Distributed Data Inter-
tace (FDDI), Copper Distributed Data Interface (CDDI), Eth-
ernet, Token Ring and the like. WAN technologies include,
but are not limited to, point-to-point links, circuit switching,
networks like Integrated Services Digital Networks (ISDN)
and variations thereon, packet switching networks, and Digi-
tal Subscriber Lines (DSL).

Communication connection(s) 1450 refers to the hard-
ware/software employed to connect the network interface
1448 to the bus 1418. While communication connection 1450
1s shown for 1llustrative clarity inside computer 1412, 1t can
also be external to computer 1412. The hardware/software
necessary for connection to the network interface 1448
includes, for exemplary purposes only, internal and external
technologies such as, modems including regular telephone
grade modems, cable modems and DSL modems, ISDN
adapters, and Ethernet cards.

FI1G. 15 1s a schematic block diagram of a sample-comput-
ing environment 1500 (e.g., computing system) with which
the subject matter of this disclosure can interact. The system
1500 includes one or more client(s) 1510. The client(s) 1510
can be hardware and/or software (e.g., threads, processes,
computing devices). The system 1500 also includes one or
more server(s) 1530. Thus, system 1500 can correspond to a
two-tier client server model or a multi-tier model (e.g., client,
middle tier server, data server), amongst other models. The
server(s) 1530 can also be hardware and/or software (e.g.,
threads, processes, computing devices). The servers 1530 can
house threads to perform transformations by employing this
disclosure, for example. One possible communication
between a client 1510 and a server 1530 may be 1n the form of
a data packet transmitted between two or more computer
processes.

The system 1500 includes a communication framework
1550 that can be employed to facilitate communications
between the client(s) 1510 and the server(s) 1530. The
client(s) 1510 are operatively connected to one or more client
data store(s) 1520 that can be employed to store information
local to the chient(s) 1510. Sumilarly, the server(s) 15330 are
operatively connected to one or more server data store(s)
1540 that can be employed to store information local to the
servers 1530.

It 1s to be noted that aspects, features, and/or advantages of
the disclosed subject matter can be exploited 1n substantially
any wireless telecommunication or radio technology, e.g.,
wi-11; bluetooth; worldwide interoperability for microwave
access (WiMAX); enhanced general packet radio service (en-
hanced GPRS); third generation partnership project (3GPP)
long term evolution (LTE); third generation partnership
project 2 (3GPP2) ultra mobile broadband (UMB); 3GPP
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umversal mobile telecommunication system (UMTS); high
speed packet access (HSPA); high speed downlink packet

access (HSDPA); high speed uplink packet access (HSUPA);
GSM (global system for mobile communications) EDGE
(enhanced data rates for GSM evolution) radio access net-
work (GERAN); UMTS terrestrial radio access network (U'T-
RAN); LTE advanced (LTE-A); etc. Additionally, some or all
of the aspects described herein can be exploited in legacy
telecommunication technologies, e.g., GSM. In addition,
mobile as well non-mobile networks (e.g., the internet, data
service network such as iternet protocol television (IPTV),
etc.) can exploit aspects or features described herein.

Various aspects or features described herein can be imple-
mented as a method, apparatus, system, or article of manu-
facture using standard programming or engineering tech-
niques. In addition, various aspects or features disclosed in
the subject specification can also be realized through program
modules that implement at least one or more of the methods
disclosed herein, the program modules being stored 1n a
memory and executed by at least a processor. Other combi-
nations of hardware and software or hardware and firmware
can enable or implement aspects described herein, including
disclosed method(s). The term “article of manufacture™ as
used herein 1s mtended to encompass a computer program
accessible from any computer-readable device, carrier, or
storage media. For example, computer-readable storage
media can include but are not limited to magnetic storage
devices (e.g., hard disk, floppy disk, magnetic strips, etc.),
optical discs (e.g., compact disc (CD), digital versatile disc
(DVD), blu-ray disc (BD), etc.), smart cards, and memory
devices comprising volatile memory and/or non-volatile
memory (e.g., flash memory devices, such as, for example,
card, stick, key drive, etc.), or the like. In accordance with
various implementations, computer-readable storage media
can be non-transitory computer-readable storage media and/
or a computer-readable storage device can comprise com-
puter-readable storage media.

As 1t 1s employed 1n the subject specification, the term
“processor’”’ can refer to substantially any computing process-
ing unit or device comprising, but not limited to, single-core
processors; single-processors with software multithread
execution capability; multi-core processors; multi-core pro-
cessors with software multithread execution capability;
multi-core processors with hardware multithread technology;
parallel platforms; and parallel platforms with distributed
shared memory. A processor can be or can comprise, for
example, multiple processors that can include distributed pro-
cessors or parallel processors 1n a single machine or multiple
machines. Additionally, a processor can comprise or refer to
an integrated circuit, an application specific integrated circuit
(ASIC), a digital signal processor (DSP), a programmable
gate array (PGA), afield PGA (FPGA), aprogrammable logic
controller (PLC), a complex programmable logic device
(CPLD), a state machine, a discrete gate or transistor logic,
discrete hardware components, or any combination thereof
designed to perform the functions described herein. Further,
processors can exploit nano-scale architectures such as, but
not limited to, molecular and quantum-dot based transistors,
switches and gates, 1n order to optimize space usage or
enhance performance of user equipment. A processor may
also be implemented as a combination of computing process-
ing units.

A processor can lacilitate performing various types of
operations, for example, by executing computer-executable
instructions. When a processor executes instructions to per-
form operations, this can include the processor performing
(e.g., directly performing) the operations and/or the processor
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indirectly performing operations, for example, by facilitating
(e.g., facilitating operation of), directing, controlling, or
cooperating with one or more other devices or components to
perform the operations. In some implementations, a memory
can store computer-executable mstructions, and a processor
can be communicatively coupled to the memory, wherein the
pProcessor can access or retrieve computer-executable mstruc-
tions from the memory and can facilitate execution of the
computer-executable instructions to perform operations.

In certain implementations, a processor can be or can com-
prise one or more processors that can be utilized 1n supporting,
a virtualized computing environment or virtualized process-
ing environment. The virtualized computing environment
may support one or more virtual machines representing com-
puters, servers, or other computing devices. In such virtual-
1zed virtual machines, components such as processors and
storage devices may be virtualized or logically represented.

In the subject specification, terms such as “store,” “stor-
age,” “data store,” data storage,” “database,” and substantially
any other information storage component relevant to opera-
tion and functionality of a component are utilized to refer to
“memory components,” entities embodied 1n a “memory,” or
components comprising a memory. It 1s to be appreciated that
memory and/or memory components described herein can be
either volatile memory or nonvolatile memory, or can include
both volatile and nonvolatile memory.

By way of illustration, and not limitation, nonvolatile
memory can include read only memory (ROM), program-
mable ROM (PROM), electrically programmable ROM
(EPROM), electrically erasable ROM (EEPROM), or flash
memory. Volatile memory can include random access
memory (RAM), which acts as external cache memory. By
way ol 1llustration and not limitation, RAM 1is available in

many forms such as synchronous RAM (SRAM), dynamic
RAM (DRAM), synchronous DRAM (SDRAM), double
data rate SDRAM (DDR SDRAM), enhanced SDRAM (ES-
DRAM), Synchlink DRAM (SLDRAM), and direct Rambus
RAM (DRRAM). Additionally, the disclosed memory com-
ponents of systems or methods herein are intended to com-
prise, without being limited to comprising, these and any
other suitable types of memory.

As used 1n this application, the terms “component”™, “sys-
tem”, “‘platform™, “framework”, “layer”, ‘“interface”,
“agent”, and the like, can refer to and/or can include a com-
puter-related entity or an enfity related to an operational
machine with one or more specific functionalities. The enti-
ties disclosed herein can be either hardware, a combination of
hardware and software, software, or software 1n execution.
For example, a component may be, but 1s not limited to being,
a Process running on a processor, a processor, an object, an
executable, a thread of execution, a program, and/or a com-
puter. By way of illustration, both an application running on
a server and the server can be a component. One or more
components may reside within a process and/or thread of
execution and a component may be localized on one com-
puter and/or distributed between two or more computers.

In another example, respective components can execute
from various computer readable media having various data
structures stored thereon. The components may communicate
via local and/or remote processes such as 1n accordance with
a signal having one or more data packets (e.g., data from one
component interacting with another component 1n a local
system, distributed system, and/or across a network such as
the Internet with other systems via the signal). As another
example, a component can be an apparatus with specific
functionality provided by mechanical parts operated by elec-

tric or electronic circuitry, which 1s operated by a software or
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firmware application executed by a processor. In such a case,
the processor can be internal or external to the apparatus and
can execute at least a part of the software or firmware appli-
cation. As yet another example, a component can be an appa-
ratus that provides specific functionality through electronic
components without mechanical parts, wherein the electronic
components can include a processor or other means to
execute soltware or firmware that confers at least 1n part the
functionality of the electronic components. In an aspect, a
component can emulate an electronic component via a virtual
machine, e.g., within a cloud computing system.

In addition, the term “or” 1s intended to mean an inclusive
“or”” rather than an exclusive “or.”” That 1s, unless specified
otherwise, or clear from context, “X employs A or B” is
intended to mean any of the natural inclusive permutations.
That 1s, 1f X employs A; X employs B; or X employs both A
and B, then “X employs A or B” 1s satisfied under any of the
foregoing instances. Moreover, articles “a” and “an” as used
in the subject specification and annexed drawings should
generally be construed to mean “one or more” unless speci-
fied otherwise or clear from context to be directed to a singu-
lar form.

Moreover, terms like “user equipment” (UE), “mobile sta-
tion,” “mobile,” “wireless device,” “wireless communication
device,” “‘subscriber station,” “subscriber equipment,”
“access terminal,” “terminal,” “handset,” and similar termi-
nology are used herein to refer to a wireless device utilized by
a subscriber or user of a wireless communication service to
receive or convey data, control, voice, video, sound, gaming,
or substantially any data-stream or signaling-stream. The
foregoing terms are utilized interchangeably 1in the subject
specification and related drawings. Likewise, the terms
“access point” (AP), “base station,” “node B,” “evolved node
B” (eNode B or eNB), “home node B” (HNB), “home access
point” (HAP), and the like are utilized interchangeably 1n the
subject application, and refer to a wireless network compo-
nent or appliance that serves and recerves data, control, voice,
video, sound, gaming, or substantially any data-stream or
signaling-stream from a set of subscriber stations. Data and
signaling streams can be packetized or frame-based flows.

Furthermore, the terms “user,” “subscriber,” “customer,”
“consumer,” “owner,” “agent,” and the like are employed
interchangeably throughout the subject specification, unless
context warrants particular distinction(s) among the terms. It
should be appreciated that such terms can refer to human
entities or automated components supported through artifi-
cial intelligence (e.g., a capacity to make inference based on
complex mathematical formalisms), which can provide simu-
lated vision, sound recognition and so forth.

As used herein, the terms “example,” “exemplary,” and/or
“demonstrative” are utilized to mean serving as an example,
instance, or illustration. For the avoidance of doubt, the sub-
ject matter disclosed herein 1s not limited by such examples.
In addition, any aspect or design described herein as an
“example,” “exemplary,” and/or “demonstrative” 1s not nec-
essarily to be construed as preferred or advantageous over
other aspects or designs, nor 1s 1t meant to preclude equivalent
exemplary structures and techniques known to those of ordi-
nary skill 1in the art. Furthermore, to the extent that the terms
“includes,” “has,” “contains,” and other similar words are
used 1n erther the detailed description or the claims, such
terms are intended to be inclusive, 1n a manner similar to the
term “comprising’ as an open transition word, without pre-
cluding any additional or other elements.

It 1s to be appreciated and understood that components
(e.g., communication device, UE, AP, communication net-

work, application, CM kernel component, connection man-
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ager component, kernel component, resource manager coms-
ponent, cache manager component, cache component,
functional block, processor component, data store, etc.), as
described with regard to a particular system or method, can
include the same or similar functionality as respective com-
ponents (e.g., respectively named components or similarly
named components) as described with regard to other sys-
tems or methods disclosed herein.
What has been described above includes examples of sys-
tems and methods that provide advantages of the disclosed
subject matter. It 1s, of course, not possible to describe every
conceilvable combination of components or methods for pur-
poses ol describing the disclosed subject matter, but one of
ordinary skill in the art may recognize that many further
combinations and permutations of the disclosed subject mat-
ter are possible. Furthermore, to the extent that the terms
“includes,” “has,” “possesses,” and the like are used 1n the
detailed description, claims, appendices and drawings such
terms are intended to be inclusive 1n a manner similar to the
term “‘comprising” as “‘comprising”’ 1s interpreted when
employed as a transitional word 1n a claim.
What is claimed 1s:
1. A method, comprising;:
storing, by a system comprising a processor, imformation
relating to a communication network and a traffic flow in
a trusted memory of a communication device;

controlling, by the system, access to the information stored
in the trusted memory and access to functional blocks of
the communication device by an application associated
with the communication device, based on whether the
application 1s a trusted application, 1n accordance with a
defined communication enhancement criterion, wherein
the trusted memory and the functional blocks are 1n a
trusted zone of the communication device that 1s asso-
ciated with a defined trust level that 1s a higher trust level
than another defined trust level associated with another
zone of the communication device that comprises
another memory, wherein the functional blocks are
embedded 1n a system-on-chip component to facilitate
resource control and security of the functional blocks
within the system-on-chip component, and wherein
access to a control layer of the system-on-chip compo-
nent facilitates the controlling of the access to the func-
tional blocks by the application; and

in response to determining the application 1s the trusted

application, analyzing, by the system, the information
relating to the communication network and the traific
flow associated with the communication device to facili-
tate determiming a functional block of the functional
blocks that 1s to be utilized by the application based on a
result of the analyzing relating to a level of network
congestion of the communication network and an
amount of the traffic flow associated with the commu-
nication device.

2. The method of claim 1, further comprising:

receiving, by the system, authentication information in

connection with the application; and

determining, by the system, whether the application 1s the

trusted application based on the authentication informa-
tion.

3. The method of claim 1, further comprising;

monitoring, by the system, a first condition relating to the

communication network and a second condition relating
to the traffic flow:

receiving, by the system, data associated with the first

condition relating to the communication network and
the second condition relating to the traffic flow; and
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analyzing, by the system, the data associated with the first
condition relating to the communication network and
the second condition relating to the traffic flow.

4. The method of claim 3, further comprising;

determinming, by the system, whether to use the functional
block of the functional blocks i connection with the
application, based on a first result of the analyzing of the
data and a second result of determining whether the
application 1s the trusted application; and

determining, by the system, an operational state of the
functional block to utilize 1n connection with the appli-
cation, based on a third result of the determining whether
to use the functional block.

5. The method of claim 3, further comprising;

presenting, by the system, the data to the application,
wherein the application 1s determined to be the trusted
application to facilitate analysis of the data by the appli-
cation; and

presenting, by the system, resource information relating to
the functional blocks to the application to facilitate
analysis of the resource information by the application.

6. The method of claim 5, further comprising;

receving, by the system, selection information from the
application, wherein the selection imnformation facili-
tates operating the communication device 1n accordance
with an enhanced operation condition that satisfies a
defined communication enhancement criterion relating
to operation of the communication device;

imitializing, by the system, a functional block of the func-
tional blocks, based on the selection information, in
accordance with the defined communication enhance-
ment criterion; and

establishing, by the system, a communication connection
between the application and a network device of the
communication network to facilitate communicating
traffic based on operation of the functional block.

7. The method of claim 6, further comprising:

presenting, by the system, operational information relating
to the enhanced operation condition to the network
device to facilitate notitying the network device that the
communication device 1s operating in accordance with
the enhanced operation condition to facilitate a modifi-
cation of a network operational parameter 1n response to
the enhanced operation condition.

8. The method of claim 1, further comprising:

storing, by the system, data associated with the application
in a cache memory 1n the trusted zone of the communi-
cation device;

setting, by the system, a processing condition relating to
processing of the data; and

setting, by the system, a type of processing to be performed
on the data.

9. The method of claim 8, further comprising:

monitoring, by the system, condition-related information
relating to the processing condition; and

detecting, by the system, an occurrence of the processing
condition based on the condition-related information.

10. The method of claim 9, turther comprising:
retrieving, by the system, the data from the cache memory;

processing, by the system, the data to generate processed
data, based on the type of processing; and

presenting, by the system, the processed data to the appli-
cation.
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11. A system, comprising;:
a processor; and
a memory that stores executable instructions that, when
executed by the processor, facilitate performance of
operations, comprising;:
storing data relating to a communication network and a
traific flow 1n a trusted memory of user equipment;
and
controlling access to the data stored in the trusted
memory and access to a resources of the user equip-
ment by an application associated with the user equip-
ment, based on whether the application 1s a trusted
application, 1n accordance with a defined communi-
cation enhancement criterion relating to a defined
trust level associated with the trusted memory,
wherein the defined trust level facilitates indicating
whether the application 1s suiliciently trusted to per-
mit the application to access the trusted memory and
the resources, wherein the resources are located at a
system-on-chip level to facilitate resource control and
security of the resources at the system-on-chip level,
and wherein access to a control layer at the system-
on-chip level facilitates the controlling of the access
to the resources; and
in response to determining the application 1s the trusted
application, analyzing the data relating to the commu-
nication network and the traffic flow associated with
the user equipment to {facilitate determining a
resource of the resources to be utilized by the appli-
cation based on a result of the analyzing relating to
network congestion of the communication network
and the traffic flow associated with the user equip-
ment.
12. The system of claim 11, wherein the operations further
comprise:
receiving an authentication credential in connection with
the application; and
determining whether the application 1s the trusted applica-
tion based on the authentication credential, wherein the
trusted memory and the resources are 1n a trusted zone of
the user equipment that 1s associated with the defined
trust level that 1s a higher trust level than another defined
trust level associated with another zone of the user
equipment that comprises another memory.
13. The system of claim 11, wherein the operations further
comprise:
monitoring a condition relating to the communication net-
work and another condition relating to the traflic flow;
receiving the data associated with the condition relating to
the communication network and the other condition
relating to the tratfic tlow; and
analyzing the data associated with the condition relating to
the communication network and the other condition
relating to the traflic flow to generate an analysis result.
14. The system of claim 13, wherein the resources com-
prises functional blocks, and wherein the operations further
comprise:
determining whether to use a functional block of the func-
tional blocks 1n connection with the application, based
on the analysis result and a second result of a determi-
nation of whether the application is the trusted applica-
tion; and
determining an operational mode of the functional block to
utilize 1n connection with the application based on the
analysis result that indicates a level of the network con-
gestion of the communication network and an amount of
the traffic flow associated with the user equipment, in
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response to determining the functional block 1s to be
used 1n connection with the application.
15. The system of claim 13, wherein the resources com-

prises functional blocks, and wherein the operations further

comprise:
exposing, via a first interface, the data to the application,
wherein the application 1s determined to be the trusted
application to facilitate analysis of the data by the appli-
cation; and
exposing, via a second interface, resource information
relating to the functional blocks to the application to
facilitate analysis of the resource information by the
application.

16. The system of claim 15, wherein the operations further
comprise:

recerving selection information from the application,

wherein the selection mnformation facilitates operation
of the user equipment 1n accordance with an enhanced
operation condition that satisfies a defined communica-
tion enhancement criterion relating to operation of the
user equipment;

setting an operational parameter of a functional block of

the set of functional blocks, based on the selection infor-
mation, in accordance with the defined communication
enhancement criterion; and

establishing a communication connection between the

application and a network device of the communication
network to facilitate communication of traffic based on
operation of the functional block.

17. The system of claim 11, wherein the operations further
comprise:

storing data associated with the application in a cache

memory 1n the trusted zone of the user equipment; and
setting a processing condition and a type of processing in
connection with processing the data.

18. The system of claim 17, wherein the operations further
comprise:

sensing the processing condition has occurred;

retrieving the data from the cache memory; and

processing the data to generate processed data, based on

the type ol processing; and communicating the pro-
cessed data to the application.

19. A computer-readable storage device storing executable
instructions that, in response to execution, cause a system
including a processor to perform operations, comprising;:

storing data relating to a communication network and a

traffic flow 1n a trusted memory of a commumnication
device;

controlling access to the data stored 1n the trusted memory

and access to a set of resources of the communication
device by an application associated with the communi-
cation device, based on whether the application 1s a
trusted application, 1n accordance with a defined com-
munication enhancement criterion, wherein the trusted
memory and the set of resources are 1n a trusted zone of
the communication device that i1s associated with a
defined trust level that 1s a higher trust level than another
defined trust level associated with another zone of the
communication device that comprises another memory,
wherein the set of resources are embedded 1n a system-
on-chip component to facilitate security of the set of
resources 1n the system-on-chip component, and
wherein access to a control layer of the system-on-chip
component facilitates the controlling of the access to the
set of resources; and

in response to determiming the application 1s the trusted

application, analyzing the data relating to the commu-
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nication network and the tratfic flow associated with the
communication device to {facilitate determining a
resource of the set of resources that 1s to be utilized by
the application based on a result of the analyzing that
relates to a level of congestion of the commumnication 5
network and an amount of the traffic tlow associated
with the communication device.

20. The computer-readable storage device of claim 19,

wherein the operations further comprise:

receiving certification-related information 1 connection 10
with the application; and

determining whether the application 1s the trusted applica-
tion based on the certification-related information.
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