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PROCESS INSTALLATION NETWORK
INTRUSION DETECTION AND PREVENTION

BACKGROUND

Modern process installations are used to provide and/or
produce a variety of products and materials used every day.
Examples of such process installations include petroleum
refining 1nstallations, pharmaceutical production installa-
tions, chemical processing installations, pulp and other pro-
cessing installations. In such installations, a process control
and measurement network may include thousands or even of
tens of thousands of various field devices communicating,
with a control room, and sometimes with one another, to
control the process. Given that malfunctions 1n a given field
device could cause the process to go out of control, the physi-
cal characteristics, and electrical communication of field
devices 1s generally subject to stringent specifications.

Traditionally, field devices 1n a given process installation
have generally been able to communicate over a process
control loop or segment with a control room and/or other field
devices via wired connections. An example of a wired process
communication protocol 1s known as the Highway Address-
able Remote Transducer (HART®) protocol. HART® com-
munication 1s one of the primary communication protocols
used 1n the process industries. Recently, 1t has become pos-
sible, and potentially desirable in some cases, to permit pro-
cess installations access to the Internet. While such a feature
provides the ability to interact with the process installation
from virtually any connected computer around the globe, 1t
also provides the potential for a malicious entity, such as a
hacker, to attempt to influence the process mstallation with-
out travelling to the physical location of the process installa-
tion.

Another recent development with respect to process instal-
lations 1s utilization of wireless communication. Such wire-
less commumnication simplifies process installations 1n that 1t
1s no longer required to provide long runs of wires to the
various field devices. Moreover, one such wireless protocol,
WirelessHART (IEC 62591), expands upon the traditional
HART® protocol and provides vastly increased data transter
rates. For example, WirelessHART supports communication
up to 250 Kbps. Relevant portions of the Wireless HART®
Specification include: HCF_Spec 13, revision 7.0; HART
Specification 65—Wireless Physical Layer Specification;
HART Specification 75—TDMA Data Link Layer Specifi-
cation (TDMA refers to Time Division Multiple Access);
HART Specification 85—Network Management Specifica-
tion; HART Specification 155—Wireless Command Specifi-
cation; and HART Specification 290—Wireless Devices
Specification. While wireless communication provides a
number of advantages for process installations, 1t also allows
for devices 1n the physical proximity of the process installa-
tion to potentially engage and affect the wireless communi-
cation network.

(iven the recent connectivity of process installations, 1t 1s
now vitally important that process communication be pro-
tected from 1ntrusion and activities of malicious entities. This
applies for process installations that may be connected to the
Internet, process installations that employ wireless process
communication, or both. Accordingly, providing a process
installation with the ability to detect and prevent intrusion
upon a process communication loop would further help
secure the various process installations that rely upon process

communication.

SUMMARY

A process communication device includes a process com-
munication mterface for communicating on a process com-
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2

munication loop i accordance with a process communica-
tion protocol. A controller 1s coupled to the process
communication mterface. A rules store 1s coupled to the con-
troller, and has at least one process communication packet
rule that1s based on the process communication protocol. The
controller applies the at least one process communication
packet rule to at least one process communication packet
received from the process communication interface, and gen-

crates event information when a process communication
packet fails at least one process commumnication packet rule.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a diagrammatic view of a process communication
system 1n accordance with an embodiment of the present
invention.

FIG. 2 1s a diagrammatic view ol a process communication
and control system within which embodiments of the present
invention are particularly applicable.

FIG. 3 1s a diagrammatic view of another process commu-
nication and control environment with which embodiments
of the present invention are particularly useful.

FIG. 4 1s a diagrammatic view of a process communication
security appliance 1n accordance with an embodiment of the
present invention.

FIG. 5 1s a flow diagram of a method of providing intrusion
detection and prevention 1n a process installation 1n accor-
dance with an embodiment of the present invention.

FIG. 6 1s a tlow diagram of a method of providing intrusion
detection and prevention 1n a process nstallation 1n accor-
dance with another embodiment of the present invention.

L1

DETAILED DESCRIPTION OF ILLUSTRATIV.
EMBODIMENTS

Embodiments of the present mnvention generally leverage
specific knowledge of the HART® protocol (both wired and
wireless) and/or HART® Device Descriptions (DD’s) to
monitor process communication network traific coming nto
the process communication loop, leaving the process com-
munication loop, or even transiting the process communica-
tion loop for anomalies. While embodiments of the present
invention are generally described with respect to HART®
process communication loops, embodiments of the present
invention can be practiced with any suitable process commu-
nication protocols that support device descriptions.

The HART® protocol has a hybnid physical layer consist-
ing of digital communication signals superimposed on a stan-
dard 4-20 mA analog signal. The data transmission rate 1s
approximately 1.2 Kbps/sec. HART® communication 1s one
of the primary communication protocols in process indus-
tries. Both wireless and wired HART® communications
share a substantially similar application layer. Moreover, the
command content of both wireless and wired HART® com-
munications 1s identical. Accordingly, while the physical lay-
ers may vary, at the application layer, these two process
communication protocols are very similar.

Process communication network security on and over
HART® networks 1s important, and becoming more so as
HART® network traific can now be transported over TCP/IP
networks as well as wireless networks. Some network secu-
rity has been provided by devices such as those sold under the
trade designation Model 1420 Wireless Gateway from Emer-
son Process Management, of Chanhassen, Minn. This device
provides the ability to authenticate sender and recerver, verily
that the data 1s valid, encrypt process communication data,
and manage periodic changes to encryption keys automati-




US 9,270,642 B2

3

cally. While the process communication security provided by
the Model 1420 1s invaluable to modern process communica-
tion networks, embodiments of the present mvention gener-
ally build upon the security provided by the 1420 Wireless
Gateway by leveraging additional knowledge about the
HART® protocol 1tself, HART® device descriptions (DD’s)

or a combination thereof. While embodiments of the present
invention are applicable to any device that has access to the
process communication, 1t 1s preferred that embodiments of
the present invention be embodied in either a firewall appli-
ance, a gateway, such as an improved wireless gateway, or an
access point type of device.

FI1G. 11s a diagrammatic view of a process communication
system 10 in accordance with an embodiment of the present
invention. System 10 includes a workstation 12 and server 14
communicatively coupled to one another over plant local area
network 16. Network 16 1s coupled to Internet 18 via local
area network firewall 20. Local area network firewall 20 1s a
well-known device providing only selected TCP/IP traffic
therethrough. In the embodiment 1llustrated in FIG. 1, a pro-
cess communication security appliance 22 is coupled to plant
L.AN 16 by virtue of connection 24, and 1s further coupled to
devices 1-r via port 26. Process communication security
appliance 22 protects the process communication segments/
loops from malicious activity originating over Internet 18
and/or Plant LAN 16. A processor within process communi-
cation security appliance 22 executes soltware instructions
that are able to receive one or more process communication
packets and test whether the packet(s) satisfies one or more
rules that are based specifically upon HART® process com-
munication rules, device description requirements, or a com-
bination thereof.

FI1G. 2 1s a diagrammatic view of a process communication
and control system 350 within which embodiments of the
present invention are particularly applicable. A number of
workstations 52, 54, and 56 are coupled together via plant
LAN 16. Additionally, a wireless process communication
gateway 38 1s also coupled to LAN 16 via connection 60. The
arrangement shown i FIG. 2 1s the current environment
within which the Model 1420 Smart Wireless Gateway oper-
ates. Gateway 58 communicates with one or more field
devices 62 via WirelessHART® communication. Accord-
ingly, embodiments of the present invention may be practiced
using the processor, or other suitable controller, disposed
within gateway 58.

FIG. 3 1s a diagrammatic view of another process commu-
nication and control environment with which embodiments
of the present invention are particularly usetul. Specifically,
one or more gateways (1-n) 70, 72 are communicatively
coupled via device 74. Each gateway can communicate with
one or more access points. In accordance with an embodiment
of the present invention, one of the access points 76 1s con-
figured, through hardware, software, or a combination
thereol, to receive process communication packets and
inspect the process communication packets to determine 1f
the communication complies with one or more rules that are
based on the HART® protocol, Device Descriptions, or a
combination thereof. Access point 76 listens to data in the
wireless network and inspects packets as they arrive. As a
result of inspections, certain aspects of communication traffic
can be tracked (source address, arrival rate, known device,
new device, joinrequests, et cetera) and statistics and/or alerts
can be provided to the gateway upon detection of events.
Embodiments of the present invention also include the utili-
zation of a plurality of gateways and respective access points
to provide a redundant parr.
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FIG. 4 1s a diagrammatic view of a process communication
security appliance 1n accordance with an embodiment of the
present invention. Security appliance 100 includes a network
interface 102 coupleable to a data communication network,
such as an Ethernet-based data communication network. Port
102 1s coupled to network interface physical layer 104 to
generate and recerve data communication packets in accor-
dance with known techniques. Network interface physical
layer 104 1s coupled to controller 106 which 1s preferably a
microprocessor that includes, or 1s coupled to, suitable
memory, such as random access memory, read-only memory,
flash memory, et cetera, to store and execute program instruc-
tions. Security appliance 100 also preferably includes a wired
process communication port 108 and/or a wireless process
communication port 110 coupled to antenna 112. In embodi-
ments where security appliance 100 1s embodied within a
wireless access point, no wired process communication port
1s required. Each of ports 108, 110 may be coupled to a
HART® process communication interface 114. Interface 114
enables controller 106 to communicate with external devices,
such as field devices, using the known HART® protocol. In
some embodiments, HART® communication may be pro-
vided over an IP network, thus network interface physical
layer 104 may also be a source of HART® packets.

In accordance with an embodiment of the present inven-
tion, security appliance 100 includes rules store 116. Option-
ally, security appliance 100 may include device description
store 118. Rules store 116 includes non-volatile memory that
stores one or more rules that may be enforced upon HART®
process communication based upon an underlying under-
standing of the HART® protocol. Rules store 116 enables
controller 106 to determine 1f the construction and/or content
of packets 1n the HART® network are valid. Further, the
validity of the source and destination of the packets can be
determined. Finally, the content of the packet itself can be
analyzed to determine if 1t 1s proper. For example, a mal-
tformed packet may have a bad cyclic redundancy check, byte
count, pay load size, et cetera. If the packet 1s invalid, security
appliance 100 would not forward the packet to the requested
destination. Additionally, and/or alternatively, security appli-
ance 100 can store event data related to the detection of the
malformed packet, and/or send an appropriate communica-
tion to a responsible party. Moreover, controller 106 may
track and/or analyze the event data such that if a number of
malformed packets are detected from a single source within a
specific period of time, controller 106 may determine that an
attack 1s currently active. If so, controller 106 may notily the
user and/or a responsible party that the attack may be occur-
ring, along with details of the suspected source of the attack.
Further still, controller 106 can act to reject all packets from
that source until the user intervenes.

As 1llustrated 1n FIG. 4, security appliance 100 may also
include a device description store 118. With the current state
of the art of memory technology, 1t 1s economically feasible
for store 118 to be large enough to contain device descriptions
of all known field devices that communicate 1n accordance
with the HART® protocol as of the date of manufacture for
security appliance 100. Moreover, as new HART®-commu-
nicating devices are produced, device description store 118
may be updated dynamically by virtue of data network com-
munication port 102. Maintaining a comprehensive device
description store 118 allows for additional checks and/or tests
to be performed upon the process communication packets.
For example, 1f a given process communication packet is
from a field device that, according to 1ts device description, 1s
only known to provide a temperature measurement, a packet
indicative of a process pressure from such field device would
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be deemed malicious even i the packet otherwise complied
with all rules set forth in rules store 116.

There are a number of different types of commands that are
used 1n the HART® protocol. These types of commands
include universal commands, common practice commands,
wireless commands, device family commands, and device-
specific commands. With the exception of the device-specific
commands, at least some knowledge of commands 1n each
type can be known based upon the HART® specification
itsell. Moreover, even device-specific commands can be scru-
tinized if the process communication security appliance con-
tains a device description relative to a particular specific field
device.

One example of a rule stored 1n rules store 116 that can be
enforced at the application-layer of a HART® protocol
packet 1s as follows. Since, for a given HART® revision, the
byte count relative to each and every command 1s known, 11 a
packet 1s indicative of a command, the known byte count can
be enforced for the packet. Even for device-specific com-
mands, some rules can be provided. Specifically, the com-
mand range can be tested to determine 1f 1t 1s within an
allowable range (such as 128-240and 64768-65021). Further,
the total byte count of the packet can be determined and
compared with the contents of the byte count field to check for
valid agreement.

One of the synergies of embodying the functionality of the
process communication security appliance within a gateway,
such as the Model 1420, 1s that the gateway 1s aware of all
individual field devices on the network. Moreover, the gate-
way has the additional advantage 1n that 1t has access to all the
information required (specifically decryption keys) to
decrypt and inspect all HART® packets. Additionally, the
security appliance, preferably embodied within a gateway,
can build a database or list of known destination/wireless
devices and ensure that only messages for those devices are
sent/forwarded. Further still, the security appliance can check
and/or allow forwarding of packets only from known/config-
ured sources. Finally, as set forth above, the packet construc-
tion 1tself can be inspected to determine if the header content
1s proper, 1f the byte count corresponds with the actual size of
the packet, 11 the CRC checksum 1s valid, and 11 the destina-
tion address 1s valid. In addition to these security measures,
the processor of the controller of the security appliance can
react to dynamic communication changes. Specifically,
known neural network and/or artificial intelligence algo-
rithms can be employed to allow controller 106 to essentially
learn normal process communication network tratfic. Addi-
tionally, or alternatively, a set of statistics relative to the
network commumnication and/or various destinations and
sources can be maintained. If changes are detected relative to
the learned normal communication and/or statistically stored
parameters, an alert can be transmitted to a responsible party
by virtue of either data commumnication network port 102 or a
process communication port 108, 110. Additionally, suspi-
cious patterns of communication can be specifically 1denti-
fied based upon rules. For example, if controller 106 observes
a number of destination address requests, where the device ID
1s simply incremented or decremented with each request, the
pattern would appear to be an application searching for a
device. Such searching could be considered to be malicious.
Further, device address requests that repeatedly increment or
decrement an expanded device type may also signify an appli-
cation searching for a hit. This would also be considered to be
a malicious 1ndicator. Further still, destination address
requests that include simply incrementing or decrementing,
message fields, such as command, byte count, data fields,
may indicate an application that i1s attempting to find an
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available device, and/or disrupt the process communication
network. Detection of such a pattern could be considered a
malicious 1ndicator.

In the event that a malicious 1ndicator 1s discovered, it 1s
preferably logged locally 1n the security appliance. Addition-
ally, the security appliance can include a simple network
management protocol or syslog option to report the event
and/or additional status information to a responsible party or
information technology application. Syslog 1s a well known
logging mechamism used by server type applications to log
events/alerts to an external server or database for further
analysis.

FIG. 5 1s a flow diagram of a method of providing intrusion
detection and prevention in a process installation 1n accor-
dance with an embodiment of the present invention. Method
200 begins at block 202 where a security appliance or process
communication gateway receives at least one process com-
munication packet and decrypts the packet. At block 204,
method 200 applies at least one rule against the decrypted
packet, where the rule 1s based on a prior1 knowledge of the
HART protocol As set forth above, one exemplary rule 1s that
for a given HART command, the byte count of the packet
must match that set forth 1n the HART specification. At step
206, method 200 determines whether the decrypted packet
passed all of the rules applied in block 204. It all rules were
successiully passed, then control passes to block 208 where
the packet 1s forwarded to 1ts intended recipient. If however,
the packet failed at least one rule, then control passes to block
210, where the security event 1s preferably logged or en event
generated, and the packet 1s blocked from further communi-
cation to the intended recipient.

FIG. 6 1s a flow diagram of a method of providing intrusion
detection and prevention 1n a process nstallation 1n accor-
dance with an embodiment of the present invention. Method
300 begins at block 302 where a security appliance or process
communication gateway receives at least one process com-
munication packet and decrypts the packet, as required. At
block 304, method 300 applies at least one rule against the
decrypted packet, where the rule 1s based on a process com-
munication protocol (such as HART or FOUNDATION
Fieldbus) device description (DD). As set forth above, one
exemplary rule that 1s based on a device description would be
a process variable temperature transmitter providing a pro-
cess tluid pressure value. At step 306, method 300 determines
whether the decrypted packet passed all ofthe rules applied in
block 304. It all rules were successtully passed, then control
passes to block 308 where the packet 1s forwarded to its
intended recipient. IT however, the packet failed at least one
rule, then control passes to block 310, where the security
event 1s preferably logged, and the packet i1s blocked from
further communication to the intended recipient.

Methods 200 and 300 are not mutually exclusive. Instead,
the positive result of one method can be provided as the input
to the other method to provide process installation intrusion
detection and prevention based on both detailed knowledge of
the process communication packets and device descriptions.

Although the present invention has been described with
reference to preferred embodiments, workers skilled 1n the art
will recognize that changes may be made 1n form and detail
without departing from the spirit and scope of the mvention.

What 1s claimed 1s:

1. A process communication device comprising:

a process communication interface configured to commu-
nicate with at least one field device on a process com-
munication loop 1 accordance with a process commu-
nication protocol;
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a controller coupled to the process communication inter-
face:

arules store coupled to the controller, the rules store having
at least one process communication packet rule that 1s
based on the process communication protocol

a device description store coupled to the controller, the
device description store having at least one device
description related to a process variable measured by the
at least one field device and wherein the at least one field

device 1s described by the at least one device description
stored 1n the device description store; and

wherein the controller applies the at least one process com-

munication packet rule and the at least one device
description to at least one process communication
packet received from the process communication inter-
face, and generates event information when a process
communication packet fails the at least one process
communication packet rule or if the at least one commu-
nication packet 1s not 1n accordance with the at least one
device description for the at least one field device; and

a network interface coupled to the controller, wherein the

controller 1s configured to forward the process commu-
nication packet through the network interface 11 the pro-
cess communication packet passes all process commu-
nication packet rules.

2. The process communication device of claim 1, wherein
the process communication protocol 1s the HART® (High-
way Addressable Remote Transducer) protocol.

3. The process communication device of claim 1, wherein
the protocol imposes a digital signal on a 4-20 mA analog
current signal.

4. The process communication device of claim 1, wherein
the process communication interface 1s a wired process com-
munication interface.

5. The process communication device of claim 1, wherein

the process communication interface 1s a wireless process
communication interface.

6. The process communication device of claim 5, wherein
the process communication interface 1s also a wired process
communication interface.

7. The process communication device of claim 1, wherein
the controller 1s configured to decrypt the at least one process
communication packet before applying the at least one pro-
cess communication packet rule.

8. The process communication device of claim 7, wherein
the process communication device 1s embodied within a pro-
cess communication gateway.

9. The process communication device of claim 1, wherein
at least one process communication packet rule relates an
allowable number of packet bytes to a process communica-
tion protocol command contained 1n the packet.

10. The process communication device of claim 1, wherein
the at least one process communication packet rule includes
an allowable command range.

11. The process communication device of claim 1, wherein
the process communication device 1s embodied within an
access point.

12. A method of providing process communication protec-
tion, the method comprising;

obtaining at least one process communication packet sent

from a field device 1n accordance with a process com-
munication protocol;
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applying at least one rule against the process communica-
tion packet, wherein the at least one rule 1s based on the
process communication protocol;

applying at least a second rule against the process commu-
nication packet, wherein the at least a second rule 1s
based upon a device description for the field device

related to a process variable measured by the at least one
field device; and
determining an event based on whether the at least one

process communication packet passed each of the at
least one rule and at least a second rule; and

selectively forwarding the at least one process communi-
cation packet based on whether the at least one process
communication packet passed each of the at least one
rule.

13. The method of claim 12, and further comprising log-

ging the event.

14. A process communication device comprising:

a process communication interface configured to commu-
nicate with at least one process device on a process
communication loop in accordance with a process com-
munication protocol;

a controller coupled to the process communication inter-
face:

a device description store coupled to the controller, the
device description store having at least one process coms-
munication packet rule that 1s based on a device descrip-
tion related to a process variable measured by the at least
one lield device for the at least one process device; and

wherein the controller applies the at least one process com-
munication packet rule to at least one process commu-
nication packet recerved from the process communica-
tion interface, and generates event information when a
process communication packet fails at least one process
communication packet rule; and

a network interface coupled to the controller, wherein the
controller 1s configured to forward the process commu-
nication packet through the network interface 11 the pro-
cess communication packet passes all process commu-
nication packet rules.

15. A method of providing process communication protec-

tion, the method comprising;

obtaining at least one process communication packet in
accordance with a process communication protocol,
wherein the at least one process communication packet
carries communication to or from at least one field
device;

retrieving a device description from a device description
store 1n a process communication security device which
describes the atleast one field device related to a process
variable measured by the at least one field device;

applying at least one rule against the process communica-
tion packet, wherein the at least one rule 1s based the
retrieved device description;

determining an event based on whether the at least one
process communication packet passed each of the at
least one rule; and

selectively forwarding the at least one process communi-
cation packet based on whether the at least one process
communication packet passed each of the at least one
rule.

16. The method of claim 15, and further comprising log-

ging the event.
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