US009270619B2
a2y United States Patent (10) Patent No.: US 9,270,619 B2
Senniappan et al. 45) Date of Patent: Feb. 23, 2016
(54) LOGICAL SWITCH 8,806,005 B2 8/2014 Miri et al.
2005/0120160 Al1* 6/2005 Ploufteetal. ..................... 711/1
(71) Applicant: Microsoft Corporation, Redmond, WA 2007/0067435 Al 3/2007 Landis et al.
(US) 2013/0058229 Al* 3/2013 Casadoetal. ................ 370/252
2013/0070762 Al 3/2013 Adams et al.
(72) Inventors: Pradeep Senniappan, Redmond, WA 2013/0329725 AL*® 12/2013 Nakiletal. ....cooovviins 370/360
(US); Karthikeyan Nenmeli
Ravichandran, Bellevue, WA (US); FOREIGN PATENT DOCUMENTS
Natalia Valervevna Varava, Bellevue, Ep 2431883 AD 19019
WA (US); Gregory M. Cusanza, WO 2012109868 Al 8/2012
Redmond, WA (US)
(73) Assignee: Microsoft Technology Licensing, LLC, OTHER PUBLICATIONS
Redmond, WA (US) “How to Create a Logical Switch in VMM,” TechNet Library for
N _ b fisclai h Fih System Center 2012, 2013 Microsofit Available at: http://technet.
(*) Notice: Su Ject‘ 10 any disc almer_..;t ¢ term ol this microsoft.com/en-us/library/1j628154(d=printer).aspx.
patent 1s extended or adjusted under 35 3 . . .
US.C 154(b) by 66 d How to Configure Network Settings on a Host by Applying a Logi-
I (b) by 4Ys. cal Switch in VMM,” TechNet Library for System Center 2012, 2013
‘ Microsoit Available at: http://technet.microsoft.com/en-us/library/
(21) Appl. No.: 13/925,551 1i628156(d=printer).aspx.
(22) Filed: Jun. 24, 2013 (Continued)
(65) Prior Publication Data
US 2014/0376560 A1 Dec. 25, 2014 Primary Examiner — Frank Duong
(74) Attorney, Agent, or Firm — Henry Gabryjelski; Doug
(51) Int. Cl. Barker; Micky Minhas
HO4L 1/00 (2006.01)
HO4L 12/947 (2013.01)
HO4L 12/931 (2013.01) (37) ABSTRACT
HO4L 12/24 (2006.01)
(52) U.S.CL Configuring third party solutions to operate with virtual
cCpC HO4L 49/25 (2013.01); HO4L 41/12 machines and virtual switches 1n a distributed network envi-
(2013.01); HO4L 49/70 (2013.01) ronment. The method includes recerving information at a
(58) Field of Classification Search logical switch about third party solutions 1n a distributed
None network. The method further includes recerving information
See application file for complete search history. at the logical switch about requirements for virtual compo-
nents of the distributed network. The method further includes
(56) References Cited the logical switch automatically configuring third party solu-

U.S. PATENT DOCUMENTS

8,345,692 B2
8,340,935 B2
8,387,000 B2

1/2013 Smith
1/2013 Mayo et al.
2/2013 Pirzada et al.

tions 1n the distributed network to meet the requirements for
the virtual components of the distributed network.

21 Claims, 2 Drawing Sheets

P, #Lﬂz

r——————- 110

1S e T

! IﬂH:I--l: |

B A S el

B e (=
T 104
V Switch !

141 | Switch

I

]! 106-1 108
r-r-----—-—-——"—"™—™—"—"™—=—"™/"™/"™/"™"™/""™/""™/"™/"™/=/7/7/"7/ 77/ 7 7/ 7777777777 i
I r========" |
| | L)
| VMM | Logical Switch 1 !
| 116 1 )

[
| e )
- - - - - - - 1
102-1




US 9,270,619 B2
Page 2

(56) References Cited

OTHER PUBLICATIONS

Cain, et al., “Networking in VMM 2012 SP1—Logical Networks
(Part I)”, Published on: Feb. 14, 2013, Available at: http://web.
archive.org/web/20130606053029/http://blogs.technet.com/b/
scvmmy/archive/2013/02/14/networking-in-vmm-2012-sp1-logical-
networks-part-1-aspx.

“International Search Report and Written Opinion received for PCT
Patent Application No. PCT/US2014/043593”, Mailed Date: Nov. 3,
2014, 14 pages.

“Windows Server 2012 Hyper-V Component Architecture”,
Published on: Feb. 29, 2012, Available at: http://download

microsoft.com/download/8/6/D/86D659D0-127F-4723-9D46-
5AFO3F8A92F3/Windows%20Server%20E2%80%9C8%E2%80%
9D%20Beta%20Hyper-V%20Component%20Architec-
ture%20Poster.pdf.

Gautreau, Brian, “Dell Reference Architecture for Hyper-V,
PowerEdge Blade Servers, Forcel0 Switches, and Compellent Stor-
age Center”, In Dell Technical White Paper, Nov. 2011, 30 pages.
“Impact of Virtualization on Cloud Networking™, In White Paper of

Arista Networks, Retrieved on: May 1, 2013, 7 pages.

“Simplify Virtual Machine Management and Migration with
Ethernet Fabrics in the Datacenter”, In White Paper of Microsoft—
Virtualization, Mar. 2011, 20 pages.

* cited by examiner



US 9,270,619 B2

Sheet 1 of 2

Feb. 23, 2016

U.S. Patent

| 9inbi4
20T
[ _
m “ | “
— _ —
! ) _ 071 “
1 yoyms [eoibo | ANWA “
. _ _
L _
e |
|
— _ Toor|
sos _ TFIT
0)IM
IS UONMS A
h0L" = ]
FFOF 1} p—demy -
T TS
- T
| _
| |
C —— (0L
T : |
X
204 ~
00}




U.S. Patent Feb. 23, 2016 Sheet 2 of 2 US 9,270,619 B2

200

202

Receive Information At A Logical Switch About

Third Party Solutions In A Distributed Network

204

Receive Information At The Logical Switch About
Requirements For Virtual Components
Of The Distributed Network

200

Automatically Configure Third Party Solutions In The
Distributed Network To Meet The Requirements For The
Virtual Components Of The Distributed Network




US 9,270,619 B2

1
LOGICAL SWITCH

BACKGROUND
Background and Relevant Art

Computers and computing systems have affected nearly
every aspect of modern living. Computers are generally
involved 1n work, recreation, healthcare, transportation,
entertainment, household management, etc.

Further, computing system functionality can be enhanced
by a computing systems ability to be interconnected to other
computing systems via network connections. Network con-
nections may include, but are not limited to, connections via
wired or wireless Ethernet, cellular connections, or even com-
puter to computer connections through serial, parallel, USB,
or other connections. The connections allow a computing
system to access services at other computing systems and to
quickly and efliciently receive application data from other
computing system.

Some computing functionality 1s implemented 1n the con-
text of distributed computing and virtualization as 1mple-
mented 1n datacenters. In virtualization scenarios, virtual
computing hardware 1s implemented using actual physical
hardware. For example, several virtual machines may be
installed on a physical machine or set of physical machines
interconnected with physical networking hardware. Further,
the virtual machines may be interconnected using virtual
network adapters and virtual switches. However, 1n many
cases the virtual switches make use of an actual physical
switch to accomplish communication between diflerent vir-
tual machines that requires communication between different
physical machines.

Thus, virtual networks in a datacenter typically have vari-
ous types ol physical server hardware, physical network inter-
face cards (nics) on host physical machines, physical top of
rack (TOR) switches and network services configurations in
theirr environments. Administrators currently configure this
physical hardware independently, one piece at a time. This
can be error prone and time consuming as an administrator
needs to manually maintain consistency in such configura-
tions across all virtualization hosts and switches these hosts
are connected to i order to enable a) basic connectivity
tfunctions for virtualized workloads; b) adequate availability
of physical nics and switches hosts are connected to; and c)
VM migration capabilities across hosts.

Additionally, tenants of a datacenter hosting a virtual net-
work for the tenant today have to configure virtual nics
(vNics) of their virtual machines (VMs) one by one.

The subject matter claimed herein 1s not limited to embodi-
ments that solve any disadvantages or that operate only in
environments such as those described above. Rather, this
background 1s only provided to 1llustrate one exemplary tech-
nology area where some embodiments described herein may
be practiced.

BRIEF SUMMARY

One embodiment illustrated herein includes a method that
may be practiced 1n a distributed computing environment.
The method includes acts for configuring third party solutions
to operate with virtual machines and virtual switches 1n a
distributed network environment. The method includes
receiving information at a logical switch about third party
solutions 1n a distributed network. The method further
includes recewving information at the logical switch about
requirements for virtual components of the distributed net-
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work. The method further includes the logical switch auto-
matically configuring third party solutions in the distributed
network to meet the requirements for the virtual components
of the distributed network.

This Summary 1s provided to introduce a selection of con-
cepts 1n a simplified form that are further described below 1n
the Detailed Description. This Summary 1s not ntended to
identify key features or essential features of the claimed sub-
ject matter, nor 1s 1t intended to be used as an aid 1n determin-
ing the scope of the claimed subject matter.

Additional features and advantages will be set forth 1n the
description which follows, and in part will be obvious from
the description, or may be learned by the practice of the
teachings herein. Features and advantages of the imnvention
may berealized and obtained by means of the instruments and
combinations particularly pointed out in the appended
claims. Features of the present invention will become more
tully apparent from the following description and appended
claims, or may be learned by the practice of the invention as
set forth hereinatter.

BRIEF DESCRIPTION OF THE DRAWINGS

In order to describe the manner 1n which the above-recited
and other advantages and features can be obtained, a more
particular description of the subject matter brietly described
above will be rendered by reference to specific embodiments
which are illustrated 1n the appended drawings. Understand-
ing that these drawings depict only typical embodiments and
are not therefore to be considered to be limiting 1n scope,
embodiments will be described and explained with additional
specificity and detail through the use of the accompanying
drawings 1n which:

FI1G. 1 illustrates a virtualization fabric; and

FIG. 2 illustrates a method of configuring third party solu-
tions to operate with virtual machines 1n a distributed network
environment.

DETAILED DESCRIPTION

The described embodiments implement what 1s referred to
herein as a logical switch. A logical switch centralizes and
simplifies virtual network provisioning, administration, and
monitoring using network aggregation. In particular, an
administrator can interact with the logical switch to define
what functionality should be supported 1n a virtual network.
The logical switch can be connected to third party solutions,
such as physical hardware devices, software solutions or
combinations thereof, such as switches, TOR switches, for-
warding hardware and/or applications, monitoring hardware
and/or applications, quality of service hardware and/or appli-
cations, firewall hardware and/or applications, security gate-
way hardware and/or applications functions, DOS attack
function. The logical switch can then automatically, config-
ure network hardware to allow the network hardware to meet
virtual system requirements or to enable additional function-
ality. For example, the logical switch could be used to con-
figure solutions to create or extend forwarding functionality,
monitoring functionality, firewall functionality, DOS attack
remediation, IP allocation and management, performance
acceleration, gateway functions, efc.

For example, an administrator can indicate that a virtual
network should support certain forwarding, bandwidth, fil-
tering, etc. parameters. The administrator can configure these
parameters one time 1n a logical switch user interface. The
logical switch can then be responsible for ensuring that all
third party solutions, such as physical network hardware and/
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or software solutions plugged into the logical switch are
configured to support such parameters. This allows for easy
deployment and migration of workloads across a fabric as
there are assurances that the various portions of the fabric
support the desired parameters by automatic configuration by
the logical switch without an administrator needing to con-
figure each hardware device individually. Additionally, when
a solution goes out of compliance with the parameters, the
logical switch can automatically, without network adminis-
trator interaction, cause the solution to be brought back into
compliance and/or alert an administrator 1f the solution can-
not be brought back into compliance. Further, when new
solutions are added to the fabric and connected to the logical
switch, the logical switch can automatically configure the
solutions to be compliant with the specified parameters with-
out a network administrator needing to manually configure
the solutions individually.

Referring now to FIG. 1, an example 1s illustrated. FIG. 1
illustrates a distributed network topology fabric 100. Within
the distributed network topology fabric 100 1s a set 102 of
datacenters. While three datacenters are illustrated 1n the set
102, it should be appreciated that virtually any number of
datacenters may be implemented within a distributed network
topology fabric. Further, the datacenters may be of similar or
different types of datacenters. For example, in one embodi-
ment, a single private datacenter under virtually complete
control of an enterprise may be implemented. In another
example, multiple private datacenters under virtually com-
plete control of an enterprise may be implemented. In yet
another example, a datacenter may be a public cloud data-
center under the control of a hosting entity, but which hosts
tenants’ virtual networks. In yet another alternative embodi-
ment, an enterprise may use a combination of private cloud
data center(s) and public cloud data center(s). Etc.

FI1G. 1 illustrates, for example, a datacenter 102-1. At the
datacenter 102-1, 1s a combination of physical components
and virtual components. In particular, FIG. 1 1llustrates a set
104 of physical host machines. Each of the physical host
machines includes a physical network interface card (nic),
such as the nic 106-1 1llustrated on the physical host machine
104-1. The nics are connected to a physical switch 108 that
connects the physical host machines 1n the datacenter 102-1.
The switch 108 can also connect the physical host machines
to other datacenters or other hardware and/or devices external
to the datacenter 102-1.

FI1G. 1 further illustrates various virtual components imple-
mented at the datacenter 102-1. For example, the physical
host machine 104-1 hosts a set 110 of virtual machines. In the
illustrated example, virtual machine 110-1 also includes a
virtual network interface card (vnic) 112-1. Each of the vir-
tual machines includes a vnic connected to the virtual switch
114-1 that facilitates communication to and from wvirtual
machines.

FI1G. 1 further illustrates a virtual switch 114-1 on the host
machine 104-1. Each host machine includes one or more
virtual switches to enable communication between virtual
machines on the same host and to components off of a given
host. The virtual switch leverages the capabilities of the
physical switch 108 to enable communication between physi-
cal components.

FI1G. 1 further illustrates a virtual machine monitor (VMM)
116. The VMM 116 1s a server that may be used to place and
configure virtual components 1n the datacenter 102-1. The
VMM 116 may be implemented using one or more of the
physical host machines in the set 104 or on some other avail-
able hardware device. Additionally, the physical switches
may support functionality, and such functionality needs to be
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enabled 1f desired for use by a virtual components. Similarly,
for vnics to support certain functionality, such functionality
needs to be enabled by the underlying physical nics.

Ordinarily, configuration of physical hardware would be
performed by an administrator interacting with the devices
individually to configure devices in the data center 102-1.
Further, placement of virtual components (such as virtual
machines), and migration of virtual components as physical
hardware changes or failures in the network would ordinarily
be performed by administrator interaction with the VMM
116. However, embodiments herein implement a logical
switch 118 implemented on top of the virtual switch 114 as
part of the VMM 116 that can automatically configure and
monitor aspects for network functionality, such as connectiv-
ity and capabilities, 1n a virtualized datacenter.

A logical switch 1s a scalable, pluggable, and extensible
virtual network services platform that that supports third
party network services to plug into the key virtual machine
(VM) and virtual networking operations. The integration with
third party solutions (including hardware devices and/or soft-
ware solutions) can be enabled on various levels. For
example, 1n some embodiments the logical switch may be
configured to interact with third party solutions (hardware
and/or software) by using a plugin. The plugin 1s a server side
solution deployed at the VMM that allows the logical switch
118 to communicate directly with the third party solutions. In
particular, third parties provide plugins that can be installed
on the VMM that allows for communication with application
programming interfaces (APIs) at the solutions provided by
the third parties. The VMM invokes third party code provided
by the plugin.

Alternatively, host level extensions may be implemented.
In particular, drivers can be 1nstalled at the hosts 1n the set 104
of hosts. This allows the hosts to interact with third party
solutions.

In yet another alternative embodiment, third parties can
provide interface extensions that can be plugged into the user
interface portion of the VMM. Thus, administrators can con-
figure third party solutions using interface components pro-
vided by third party solution providers, but integrated into the
native VMM configuration interface.

In yet another embodiments, native hardware APIs may be
used. In particular, the hardware may support certain APIs
and the VMM can be configured to communicate natively to
the third party solutions. For example, a VMM may be con-
figured to communicate natively to TOR switches, VPN and
NAT gateways, load balancers, and the like.

The virtual components are limited in their capabilities by
what the physical components can provide. For example, the
virtual switch 114-1 can provide functionality that 1s enabled
by the physical switch 108. The logical switch 118 can deter-
mine and configure physical component properties, virtual
component requirements, and match virtual component
requirements to physical component (or other third party
solution) capabilities. In particular, embodiments can 1imple-
ment network classification that 1s independent from a VM
network, facilitated by the logical switch. This allows fine-
tuning networking capabilities that VMs demand and at the
same time allows an administrator to move VM workloads
across the datacenter to match these demands to the capabili-
ties of the underlying networking equipment.

Configuration and monitoring of aspects of network func-
tions (e.g. connectivity and capability) 1 a virtualized data-
center can be done at a central place, 1.e. at the logical switch.
The logical switch functions as a single virtual switch across
all hosts plugged 1nto this logical switch 118.
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Embodiments provide simplified extensibility. In particu-
lar a logical switch 118 1s built on top of an extensible virtual
switch 114 and allows combining value-add services enabled
by various network services. For example, an administrator
can provide configuration in the logical switch to enable
forwarding functionality, monitoring functionality, firewall
tunctionality, DOS attack remediation, IP allocation and
management, performance acceleration, gateway functions,
etc. The logical switch coordinates network connectivity and
policy management across entities plugged into it. It also
enables servicing functions (e.g. version management, main-
tenance) across a distributed environment.

For example the logical switch 118 may use the native
virtual switch 114 for packet forwarding, third party switch
extension for packet monitoring and an IP address manage-
ment service for IP allocation management functions.

Embodiments may implement network topology and con-
nectivity discovery. Virtual network connectivity discovery in
enabled by the logical switch, 1n combination with the func-
tionality of physical and/or virtual networking equipment.
Network connectivity 1s learned from a network topology that
1s either declared by an administrator or discovered by the
logical switch querying various physical and virtual compo-
nents 1n the network. Alternatively or additionally, network
topology could be published by third parties via logical
switch integration. In particular, the logical switch may
include APIs that allows third party equipment to declare
functionality that 1s enabled and/or being implemented. A
topology published by one party or entered into the VMM 116
can be shared across multiple parties managing the same
portion of the datacenter. This further lowers the entry point
for third parties to innovate on top of the VMM 116 virtual-
1zation enabled datacenters.

Embodiments may enable advanced compliance capabili-
ties. In particular, the VMM 116 actively monitors the con-
figuration of the physical environment enabling the logical
switch 118 to detect the physical environment’s health, avail-
ability and utilization. This may include, for example, VL AN,
PVLAN, and other settings on TOR physical switches to
which hosts are connected, physical NIC and NIC teaming,
parameters, management and other host vNics, third party
virtual switch extensions that are part of the logical switch
and VM vNics attached to the logical switch.

In a condition when either the configuration of a network-
ing entity deviates from the desired state, or the health of the
networking entity that is a part of a logical switch 1s affected,
the state of an aflected enfity 1s flagged as incompliant pro-
viding a relevant detailed description of the problem detected
and an alert 1s sent to an administrator. The effect of such
conditions on a larger set of operations enabled by the logical
switch 1s calculated. Notably, a failure\incompliance 1n one
subcomponent can aifect the state of a larger system.

In addition to tlagging imcompliance and alerting the
administrator, the VMM 116 may additionally or alterna-
tively support a) automatic (built-in and enabled by third
parties) and manual remediation of incompliance for various
conditions; b) evaluating the larger impact of incompliance
via aggregation; ¢) avoiding placing workloads on incompat-
ible virtual and physical equipment. In this way the logical
switch can either attempt to remediate solutions that are out of
compliance, and/or alter a network admimstrator of such
non-compliance.

Embodiments enable division of responsibilities between
capability and connectivity. The logical switch matches net-
work capabilities and connectivity requested by the virtual
workloads to the underlying capabilities and connectivity
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ecnabled by the physical infrastructure. This abstracts work-
loads from the specifics of the fulfilling such requests by the
physical environment.

The logical switch platform supports dynamic changes in
both physical and virtual networks. It also allows tenants to
define and manage their own networks. For example, a tenant
can define L3 (IP space) for their networks, the VMM and a
third party plugins can jointly enable L2 1solation for such
networks.

Embodiments may enable effective datacenter utilization.
VM placement 1n a datacenter can take into account what
logical switch can provide connectivity and capability
demanded by the VM. Embodiments can also find a healthy
host that can meet VM requirements at VM deployment or
migration time. The logical switch allows configuring the
physical environment 1n a more dynamic and optimal fashion
where the environment can be provisioned on demand mstead
of being statically overprovisioned ahead of time for both
network virtualization-based and even VLAN-based VM
workloads.

The following discussion now refers to a number of meth-
ods and method acts that may be performed. Although the
method acts may be discussed 1n a certain order or illustrated
in a flow chart as occurring in a particular order, no particular
ordering 1s required unless specifically stated, or required
because an act 1s dependent on another act being completed
prior to the act being performed.

Referring now to FIG. 2, a method 200 1s illustrated. The
method 200 may be practiced i a distributed computing
environment and includes acts for configuring third party
solutions to operate with virtual machines 1n a distributed
network environment. The method includes receiving infor-
mation at a logical switch about third party solutions 1n a
distributed network (act 202). For example, the logical switch
118 may receive information about physical switches, TOR
switches, routers, gateways, load balancers, etc.

The method 200 further includes recerving information at
the logical switch about requirements for virtual components
of the distributed network (act 204). For example, the logical
switch 118 may receive information about functionality and/
or performance desired from the virtual components. For
example, the logical switch may include or be coupled to a
user interface that allows an administrator to specily certain
forwarding functionality, monitoring functionality, firewall
functionality, DOS attack remediation, IP allocation and
management, performance acceleration, gateway functions,
etc.

The method 200 further includes the logical switch auto-
matically configuring third party solutions in the distributed
network to meet the requirements for the virtual components
of the distributed network (act 206). For example, the logical
switch can coordinates network connectivity and policy man-
agement across entities plugged into i1t to accomplish the
specified functionality. In particular, the logical switch can
configure third-party solutions to achieve the desired func-
tionality.

As noted above, the method 200 may be practiced where
receiving mnformation at a logical switch about third party
solutions 1n a distributed network 1s performed by the logical
switch communicating with the third party solutions and the
third party solutions providing the information about the third
party solutions directly to the logical switch. Alternatively or
additionally, the method 200 may be practiced where receiv-
ing mnformation at a logical switch about third party solutions
in a distributed network 1s performed by the logical switch
receiving configuration metadata from a network administra-
tor.
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With respect to recerving information about requirements
for virtual components, the method 200 may be practiced
where receiving information at the logical switch about
requirements for virtual components of the distributed net-
work comprises receiving information about requirements
tor virtual components of the distributed network 1n require-
ment metadata from a network administrator.

The method 200 may be practiced where the logical switch
automatically configuring third party solutions in the distrib-
uted network to meet the requirements for the virtual compo-
nents of the distributed network comprises the logical switch
directly configuring third party solutions by communicating
with the third party solutions using native third party solution
protocols. For example, communicating with third party solu-
tions using third party solution protocols may include the
logical switch communicating using a plug-in at the logical
switch that enables the plug-in to communicate directly with
third party solutions in third party solution’s native protocol.
Alternatively or additionally, the method of claim 5, wherein
communicating with third party solutions using third party
solution protocols comprises the logical switch communicat-
ing directly with third party solutions using APIs exposed by
the third party solutions.

Further, the methods may be practiced by a computer sys-
tem 1ncluding one or more processors and computer readable
media such as computer memory. In particular, the computer
memory may store computer executable instructions that
when executed by one or more processors cause various func-
tions to be performed, such as the acts recited 1n the embodi-
ments.

Embodiments of the present invention may comprise or
utilize a special purpose or general-purpose computer includ-
ing computer hardware, as discussed 1n greater detail below.
Embodiments within the scope of the present invention also
include physical and other computer-readable media for car-
rying or storing computer-executable instructions and/or data
structures. Such computer-readable media can be any avail-
able media that can be accessed by a general purpose or
special purpose computer system. Computer-readable media
that store computer-executable 1nstructions are physical stor-
age media. Computer-readable media that carry computer-
executable nstructions are transmission media. Thus, by way
of example, and not limitation, embodiments of the invention
can comprise at least two distinctly different kinds of com-
puter-readable media: physical computer readable storage

media and transmission computer readable media.

Physical computer readable storage media includes RAM,
ROM, EEPROM, CD-ROM or other optical disk storage
(such as CDs, DVDs, etc), magnetic disk storage or other
magnetic storage devices, or any other medium which can be
used to store desired program code means in the form of
computer-executable 1instructions or data structures and
which can be accessed by a general purpose or special pur-
pose computer.

A “network” 1s defined as one or more data links that
cnable the transport of electronic data between computer
systems and/or modules and/or other electronic devices.
When information 1s transierred or provided over a network
or another communications connection (either hardwired,
wireless, or a combination of hardwired or wireless) to a
computer, the computer properly views the connection as a
transmission medium. Transmissions media can include a
network and/or data links which can be used to carry or
desired program code means in the form of computer-execut-
able instructions or data structures and which can be accessed
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by a general purpose or special purpose computer. Combina-
tions of the above are also included within the scope of
computer-readable media.

Further, upon reaching various computer system compo-
nents, program code means in the form of computer-execut-
able 1nstructions or data structures can be transferred auto-
matically from transmission computer readable media to
physical computer readable storage media (or vice versa). For
example, computer-executable instructions or data structures
received over a network or data link can be bufifered in RAM
within a network interface module (e.g., a “NIC”), and then
eventually transferred to computer system RAM and/or to
less volatile computer readable physical storage media at a
computer system. Thus, computer readable physical storage
media can be included 1n computer system components that
also (or even primarily) utilize transmission media.

Computer-executable mstructions comprise, for example,
instructions and data which cause a general purpose com-
puter, special purpose computer, or special purpose process-
ing device to perform a certain function or group of functions.
The computer executable instructions may be, for example,
binaries, intermediate format istructions such as assembly
language, or even source code. Although the subject matter
has been described 1n language specific to structural features
and/or methodological acts, 1t 1s to be understood that the
subject matter defined 1n the appended claims 1s not neces-
sarilly limited to the described features or acts described
above. Rather, the described features and acts are disclosed as
example forms of implementing the claims.

Those skilled 1n the art will appreciate that the invention
may be practiced in network computing environments with
many types of computer system configurations, including,
personal computers, desktop computers, laptop computers,
message processors, hand-held devices, multi-processor sys-
tems, microprocessor-based or programmable consumer
clectronics, network PCs, minicomputers, mainirame com-
puters, mobile telephones, PDAs, pagers, routers, switches,
and the like. The mvention may also be practiced 1n distrib-
uted system environments where local and remote computer
systems, which are linked (either by hardwired data links,
wireless data links, or by a combination of hardwired and
wireless data links) through a network, both perform tasks. In
a distributed system environment, program modules may be
located 1n both local and remote memory storage devices.

Alternatively, or in addition, the functionally described
herein can be performed, at least 1n part, by one or more
hardware logic components. For example, and without limi-
tation, illustrative types of hardware logic components that
can be used include Field-programmable Gate Arrays (FP-
(GAs), Program-specific Integrated Circuits (ASICs), Pro-
gram-specific Standard Products (ASSPs), System-on-a-chip
systems (SOCs), Complex Programmable Logic Devices
(CPLDs), etc.

The present invention may be embodied 1n other specific
forms without departing from 1ts spirit or characteristics. The
described embodiments are to be considered 1n all respects
only as 1llustrative and not restrictive. The scope of the mven-
tion 1s, therefore, indicated by the appended claims rather
than by the foregoing description. All changes which come
within the meaning and range of equivalency of the claims are
to be embraced within their scope.

What 1s claimed 1s:

1. A computer-implemented method of configuring third
party solutions to operate with virtual machines in a distrib-
uted network environment, the computer-implemented
method being performed by one or more processors when
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executing computer executable 1nstructions for implement-
ing the method, and wherein the computer-implemented
method comprises:

monitoring at a server configured as a virtual machine

monitor a plurality of requirements for virtual compo-

nents ol physical host machines running at a datacenter,

cach physical host machine being connected to a physi-
cal switch, and

cach physical host machine running one or more virtual
machines that are connected to one another at the
physical host machine and to other host components
through a virtual switch that connects to other virtual
machines on the physical host machine or other com-
ponents on other host components by the physical
switch;

providing a single virtual switch across the physical host

machines running at a datacenter, physical host
machines being connected to the logical switch through
one or more of the virtual switches at the wvirtual
machines running at the physical hosts,

wherein the single virtual switch coordinates network con-

nectivity and policy management across all physical

host machines connected to the single virtual switch by

performing the following:

receiving information at the single virtual switch about
one or more third party solutions based on network
services comprising both third party software and

hardware device solutions across all said physical
host machines connected to the single virtual switch;

receiving information at the single virtual switch about
said requirements for virtual components of the
physical host machines; and

based on the information received about the one or more
third party solutions and the requirements for virtual
components of the physical host machines, the single
virtual switch automatically configuring at least one
of the third party solutions to meet the requirements of
the virtual components of at least one physical host
machine at which one or more virtual machines are
deploved on behalfl of the at least one third party
solution.

2. The computer-implemented method of claim 1, wherein
the various levels of the configured function of the single
virtual switch comprises at least one of:

a configuration to interact with the third party solutions by

using a plugin;

configuring lost level extensions with drivers installed at

the physical host machines;

configuring interface extensions that can be plugged nto a

user interface portion of the virtual machine monitor;
and

configuring the virtual machine momtor with native hard-

ware for one or more application program interfaces
(APIs) that communicate natively to the third party solu-
tions.

3. The computer-implemented method of claim 1, wherein
receiving information at the single virtual switch about the
third party solutions 1s performed by receiving at the single
virtual switch configuration metadata from a network admin-
istrator.

4. The computer-implemented method of claim 1, wherein
receiving information at the single virtual switch about the
requirements for virtual components comprises receiving,
information about the requirements for virtual components 1n
the form of metadata from a network administrator.

5. The computer-implemented method of claim 1 wherein
the single virtual switch automatically configuring the third
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party solutions to meet the requirements of the virtual com-
ponents comprises the single virtual switch directly config-
uring third party solutions by communicating with the third
party solutions using native third party solution protocols.

6. The computer-implemented method of claim 5, wherein
communicating with third party solutions using third party
solution protocols comprises the single virtual switch com-
municating using a plug-in that enables the plug-in to com-
municate directly with third party solutions 1n the third party
solution’s native protocol.

7. The computer-implemented method of claim 5, wherein
communicating with third party solutions using third party
solution protocols comprises the single virtual switch com-
municating directly with third party solutions using applica-
tion program interfaces (APIs) exposed by the third party
solutions.

8. The computer-implemented method of claim 1, wherein
the third party solution comprises a top of rack (TOR) switch.

9. In a distributed computing environment, a system for
configuring third party solutions to operate with virtual
machines 1n a distributed network environment, the system
comprising;

one or more processors; and

one or more computer readable devices containing com-

puter executable mnstructions that when executed by the
one or more processors cause the system to perform the
following computer-implemented method:
monitoring at a server configured as a virtual machine
monitor a plurality of requirements for virtual com-
ponents of physical host machines running at a data-
center,
cach physical host machine being connected to a
physical switch, and
cach physical host machine running one or more vir-
tual machines that are connected to one another at
the physical host machine and to other host com-
ponents through a virtual switch that connects to
other wvirtual machines on the physical host
machine or other components on other host com-
ponents by the physical switch;
providing a single virtual switch across the physical host
machines running at a datacenter, physical host
machines being connected to the logical switch
through one or more of the virtual switches at the
virtual machines running at the physical hosts,
wherein the single virtual switch coordinates network
connectivity and policy management across all physi-
cal host machines connected to the single virtual
switch by performing the following:
receiving information at the single virtual switch
about one or more third party solutions based on
network services comprising both third party soft-
ware and hardware device solutions across all said
physical host machines connected to the single vir-
tual switch;
receiving information at the single virtual switch
about said requirements for virtual components of
the physical host machines; and
based on the information received about the one or
more third party solutions and the requirements for
virtual components of the physical host machines,
the single virtual switch automatically configuring
at least one of the third party solutions to meet the
requirements of the virtual components of at least
one physical host machine at which one or more
virtual machines are deployed on behalf of the at
least one third party solution.
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10. The system of claim 9, wherein the various levels of the
configured function of the single virtual switch comprises at
least one of:

a configuration to interact with the third party solutions by

using a plugin;

configuring lost level extensions with drivers installed at

the physical host machines;

configuring interface extensions that can be plugged into a

user interface portion of the virtual machine monitor;
and

configuring the virtual machine momtor with native hard-

ware APIs that communicate natively to the third party
solutions.

11. The system of claim 9, wherein receiving information

at the single virtual switch about the third party solutions 1s
performed by recerving at the single virtual switch configu-
ration metadata from a network administrator.
12. The system of claim 9, wherein receiving information
at the single virtual switch about the requirements for virtual
components comprises receiving information about the
requirements for virtual components in the form of metadata
from a network administrator.
13. The system of claim 9, wherein the single virtual switch
automatically configuring the third party solutions to meet the
requirements of the virtual components comprises the single
virtual switch directly configuring third party solutions by
communicating with the third party solutions using native
third party solution protocols.
14. The system of claim 9, wherein communicating with
third party solutions using third party solution protocols com-
prises the single virtual switch communicating using a plug-
in that enables the plug-in to communicate directly with third
party solutions 1n the third party solution’s native protocol.
15. The system of claim 9, wherein communicating with
third party solutions using third party solution protocols com-
prises the single virtual switch communicating directly with
third party solutions using application program interfaces
(APIs) exposed by the third party solutions.
16. The system of claim 9, wherein the third party solution
comprises a top of rack (TOR) switch.
17. A computing system comprising;:
a server comprising a virtual machine monitor that moni-
tors a plurality of requirements for virtual components
of physical host machines running at a datacenter,
cach physical host machine being connected to a physi-
cal switch, and

cach physical host machine running one or more virtual
machines that are connected to one another at the
physical host machine and to other host components
through a virtual switch that connects to other virtual
machines on the physical host machine or other com-
ponents on other host components by the physical
switch;

a single virtual switch across the physical host machines
running at the datacenter, physical host machines being
connected to the logical switch through one or more of
the virtual switches at the virtual machines runming at
the physical hosts,

wherein the single virtual switch coordinates network con-
nectivity and policy management across all physical
host machines connected to the single virtual switch by
performing the following:
receiving information at the single virtual switch about

one or more third party solutions based on network
services comprising both third party software and

5

10

15

20

25

30

35

40

45

50

55

60

12

hardware device solutions across all said physical

host machines connected to the single virtual switch;

receiving information at the single virtual switch about
said requirements for virtual components of the
physical host machines; and

based on the information recerved about the one or more
third party solutions and the requirements for virtual
components of the physical host machines, the single
virtual switch automatically configuring at least one
of the third party solutions to meet the requirements of

the virtual components of at least one physical host
machine at which one or more virtual machines are

deployed on behall of the at least one third party
solution.

18. The computing system of claim 17, wherein receiving
information at the single virtual switch about the third party
solutions 1s performed by receiving at the single virtual
switch configuration metadata from a network administrator,
and wherein recerving information at the single virtual switch
about the requirements for virtual components comprises
receiving mnformation about the requirements for virtual com-
ponents 1n the form of metadata from a network administra-
tor.

19. The computing system of claim 17, wherein the single
virtual switch automatically configuring the third party solu-
tions to meet the requirements of the virtual components
comprises the single virtual switch directly configuring third
party solutions by communicating with the third party solu-
tions using native third party solution protocols.

20. The computing system of claim 19, wherein commu-
nicating with third party solutions using third party solution
protocols comprises at least one of the following;:

the single virtual switch commumicating using a plug-in

that enables the plug-in to communicate directly with
third party solutions 1n the third party solution’s native
protocol; and

the single virtual switch communicating directly with third

party solutions using application program interfaces
(APIs) exposed by the third party solutions.
21. A computer-implemented method performed by one or
more processors when executing computer executable
instructions for implementing the method, and wherein the
computer-implemented method comprises:
recerving information at a logical switch about one or more
third party solutions based on network services compris-
ing both third party software and hardware device solu-
tions across a plurality of physical host machines con-
nected to the logical switch;
wherein each physical host machine runs one or more
virtual machines that are connected to one another at the
physical host machine and to other host components
through a virtual switch that connects to other virtual
machines on the physical host machine or other compo-
nents on other host components by a physical switch;

receving 1nformation at the logical switch about said
requirements for virtual components of the physical host
machines; and

based on the information received about the one or more

third party solutions and the requirements for virtual
components of the physical host machines, the logical
switch automatically configuring at least one of the third
party solutions to meet the requirements of the virtual
components of at least one physical host machine at

which one or more virtual machines are deployed on
behalf of the at least one third party solution.
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