US009270575B2
12 United States Patent (10) Patent No.: US 9,270,575 B2
Alexander, Jr. et al. 45) Date of Patent: *Feb. 23, 2016
(54) SERVICE NODE USING SERVICES APPLIED (58) Field of Classification Search
BY AN APPLICATION NODE CPC .. HO4L 12/4633; HO4L, 45/14; HO4L 63/0272

See application file for complete search history.
(71) Applicants:Cedell Adam Alexander, Jr., Durham,
NC (US); Christopher Y. Metz, (56) References Cited

Danville, CA (US); Jim Guichard, New
Boston, NH (US); David Delano Ward., U.S. PATENT DOCUMENTS

Somerset, WI (US) 7558273 Bl 7/2009 Grosser, Jr. et al
7,860,100 B2 12/2010 Khalid et al.
(72) Inventors: Cedell Adam Alexander, Jr., Durham, 7,948,986 Bl 52011 Ghosh et al.
NC S$SY: Christovher Y. Metz 8,345,682 B2 1/2013 Pignataro et al.
(T5); P ’ 8,619,773 B2  12/2013 Filsfils et al
Danville, CA (US); Jim Guichard, N 015, 15 Lilslils et al
Banfl ef\IH ([é _)i) - ; ];l lf ar\i, ilw 0.049.008 B2* 6/2015 Guichard ............... HO4L, 45/02
oston, NH (US); David Delano Ward, 9,049,099 B2* 6/2015 Pignataro ............. HO41. 45/02
Somerset, WI (US) 0,112,723 B2  8/2015 Alexander, Jr. et al.
2006/0062218 Al 3/2006 Sasagawa
(73) Assignee: Cisco Technology Inc., San Jose, CA 2006/0233155 Al 10/2006 Srivastava
(US) 2007/0115913 Al 5/2007 Lietal.
2007/0237147 A1 10/2007 Quinn et al.
: : : : : 2008/0177896 Al 7/2008 Quinn et al.
3t .
(*) Notice: Subject‘ to any dlsclalmer,i the term of this 2008/0198840 A | 27008 Guichard ef al.
patent is extended or adjusted under 35 2008/0276085 Al  11/2008 Davidson et al.
U.S.C. 154(b) by O days. (Continued)
Tlhl.s patent 1s subject to a terminal dis- Primary Examiner — Un C Cho
Clalinet. Assistant Examiner — Jeremy Costin
(21) Appl No.: 14/797.377 (74) Attorne.y} Ag@'ﬂt} or Firm — The Law Oftice of Kirk D.
T i Williams
(22) Filed: Jul. 13, 2015 (57) ABSTRACT
(65) Prior Publication Data Packets are encapsulated and sent from a service node to an

application node for applying one or more Layer-4 to Layer-7
services to the packets, with service-applied packets being
returned to the service node. An identification of a virtual
Related U.S. Application Data private network (VPN) may be carried within a request

packet, encapsulating a particular packet, sent by a service

(63) Continuation of application No. 12/827,157, filed on node to an app]ica‘[ion node for app]ying 9 service to the

US 2015/0319079 Al Nowv. 5, 2015

Jun. 30, 2010, now Pat. No. 9,112,723. particular packet; with the corresponding response packet
sent to the service node including an identification of the VPN
(51) Int.Cl. for use by the service node 1n forwarding the services-applied
HO4L 12/721 (2013.01) packet. Additionally, parameters may be included 1n a request
HO4L 29/06 (2006.01) packet to identily a particular service of a general service to
HO4L 12/46 (2006.01) be applied to a particular packet encapsulated in the request
(52) U.S. CL packet.
CPC ......... HO4L 45/14 (2013.01); HO4L 12/4633
(2013.01); HO4L 63/0272 (2013.01) 25 Claims, 6 Drawing Sheets

(" sTaRT )20
!

SERVICE NCDE RECEIVES,
OR GENERATES, A PACKET

— 202

l — 20
EVALUATE PACKET TG DETERMINE WHETHER OR NOT
TO FORWARD TO AN APPLICATION NODE
205 — 206
PERFORM LOCAL PROCESSING
Bl o o—  (E.G., APPLY FEATURE,
. FORWARD OR DROP)
YES
¥ .- 2'“]
ACQUIRE ANY NEEDED PARAMETERS AND
CREATE REQUEST PACKET WITH ADDITIONAL
ATTRIBUTES AS NEEDED FOR PROCESSING BY ONE OR
MORE APPLICATION NODES
(E.G., VPN CORRESPONDING TC RECEIVED INTERFACE,
SERVICE PARAMETERS)
I ~ 212
SEND REQUEST PAGKET (E.G., SERVICEWIRE
ENGAPSULATED PAGKET) TO AN APPLIGATION NODE
. — 214
RECEE CORRESPONDING RESPONSE FACKET
INCLUDING SERVICES-APPLIED PACKET AFTER ONE OR
MORE L4-7 APPLICATIONS (E.G., FW, NAT, NBAR,
ENGRYPTION, AUTHENTIGATICN, IPSEC)
APPLIED BY THE APPLICATION NODE(S}
l — 216
PROCESS SERVICES-APFLIED PACKET
(E.G., APPLY FEATURE, FORWARD OR DROP, FORWARD
ACCORDING TO CORRESPONDING YPN FORWARDING
INFORMATICN OF MULTIPLE SETS OF VPN FORWARDING
INFORMATION MAINTAINED, REPEAT)
20~ ("Enn e




US 9,270,575 B2

Page 2

(56) References Cited 2010/0254385 Al  10/2010 Sharma et al.
2011/0161494 A1 6/2011 McDysan et al.
U S PATENT DOCUMENTS 2012/0026897 Al  2/2012 Guichard et al.

2012/0027016 Al 2/2012 Filsfils et al.
2008/0320303 Al  12/2008 Khalid et al. ggjéﬁgggggi if %8% gmchtﬂfd ettﬂll*
; . . 1 1 1 1Z2N4taro €L dl.
2009/0037713 AL 2/2009 Khalid et al. 2012/0063450 Al 3/2012 Pignataro et al.

2010/0058329 Al
2010/0165985 Al

3/2010 Durazzo et al.
7/2010 Sharma et al.

* cited by examiner




US 9,270,575 B2

VI TANOIA
(SIMHOMLIN
d3WOLSND 6Ll
(3AON 3D2INY3S)
" N-3JIA30 |
— ONIHOLIMS col
— 13MOVd
y—
~
.m ..oo 2ol
7 | ~
(ML dSY | (3AON 3DINN3S)
‘adsd “93) L — 3DIA3d

- W - JAON ONIHOLIMS
—_ NOILVOINddY 13Movd
(— e
> S
e 601 %
“ ° G0}
= (M1 MSVY
= ‘asd “o'3) WHOMIIN

801 } — 3AON Y3AINOYd

NOILVYOINiddV J9IAM3S

U.S. Patent

LO}

Ll

(SHINOMLIAN
UINOLSND

4/08

AMOMILEN



U.S. Patent Feb. 23, 2016

151
| SERVICE NODE l

| (E.G., PACKET SWITCHING
B DEVICE/APPLIANCE)

Sheet 2 of 6 US 9,270,575 B2

NT )
RESPONSE

PACKET INCLUDING
SERVICES-APPLIED

PACKET

(162)

171

=

PROCESSING

REQUEST
PACKET
ENCAPSULATING
ORIGINAL PACKET

152

153 —

APPLICATION NODE(S)
(E.G., PACKET SWITCHING
DEVICE, CISCO ASR 1000)

FIGURE 1B

172

MEMORY

STORAGE DEVICE(S)

173

(INSTRUCTIONS, DATA)

ELEMENT(S) I_(INSTRUCTIONS, DATA) COMPONENT(S)

1 (E.G., COMMUNICATION/

PARTICULAR MACHINE/
APPARATUS OR
COMPONENT THEREOF

170

175

e

SPECIALIZED

179

INTERFACE(S)

NETWORK, USER,
DISPLAY, ETC.)

FIGURE 1C

~

177



U.S. Patent Feb. 23, 2016 Sheet 3 of 6 US 9,270,575 B2

START 200
202

SERVICE NODE RECEIVES.
OR GENERATES. A PACKET

204
EVALUATE PACKET TO DETERMINE WHETHER OR NOT
TO FORWARD TO AN APPLICATION NODE

PERFORM LOCAL PROCESSING
NC (E.G., APPLY FEATURE,
FORWARD OR DROP)

206

SEND TO

APPL. NODE
?

YES

210

ACQUIRE ANY NEEDED PARAMETERS AND
CREATE REQUEST PACKET WITH ADDITIONAL
ATTRIBUTES AS NEEDED FOR PROCESSING BY ONE OR
MORE APPLICATION NODES
(E.G., VPN CORRESPONDING TO RECEIVED INTERFACE,
SERVICE PARAMETERS)

I ~ 212

SEND REQUEST PACKET (E.G., SERVICEWIRE
ENCAPSULATED PACKET) TO AN APPLICATION NODE

214

RECEIVE CORRESPONDING RESPONSE PACKET
INCLUDING SERVICES-APPLIED PACKET AFTER ONE OR
MORE L4-7 APPLICATIONS (E.G., FW, NAT, NBAR,
ENCRYPTION, AUTHENTICATION, IPSEC)

| APPLIED BY THE APPLICATION NODE(S)

216

PROCESS SERVICES-APPLIED PACKET
(E.G., APPLY FEATURE, FORWARD OR DROP, FORWARD

ACCORDING TO CORRESPONDING VPN FORWARDING
INFORMATION OF MULTIPLE SETS OF VPN FORWARDING
INFORMATION MAINTAINED, REPEAT)

FIGURE 2A



U.S. Patent Feb. 23, 2016 Sheet 4 of 6 US 9,270,575 B2

SERVICE DEFINITION AT

SERVICE NODE

(PACKET SWITCHING DEVICE)
250

251 —» ServiceWire service-path <service-path-name>

252 —» description <text>
253 —» nexthop <ip-address> service-id <service-id>

254 —» [backup-nexthop <ip-address> service-id <service-id>]
255 —» mode hairpin

e

FIGURE 2B

SERVICEWIRE
REQUEST
PACKET

280

INFORMATION TO GET REQUEST PACKET
281 ~| FROM THE SERVICE NODE TO THE (FIRST) APPLICATION NODE

(E.G., MPLS, ETHERNET, GRE, HDLC, PPP PACKET)

SERVICEWIRE ENCAPSULATION
282 (E.G, HEADER WITH FIRST NIBBLE AS ZERO, AND
TLVS SUCH AS: SERVICE ID TLV, VPN TLV,
PARAMETERS TLV DEFINING SPECIFIC SERVICE FROM THE
GENERAL SERVICE CORRESPONDING TO THE SERVICE ID)

283 ~_| ORIGINAL PACKET
(E.G., IP PACKET)

FIGURE 2C



U.S. Patent Feb. 23, 2016 Sheet 5 of 6 US 9,270,575 B2

START 300
302

APPLICATION NODE RECEIVES REQUEST PACKET FOR
WHICH TO APPLY ONE OR MORE SERVICES TO THE

PACKET ENCAPSULATED THEREIN

304

DETERMINE SERVICES TO PERFORM BASED INFORMATION
INCLUDED IN THE PACKET
(E.G., SERVICE IDENTIFIER TLV, OTHER TLVS)

306

APPLY ONE OR MORE SERVICES TO THE ENCAPSULATED
PACKET
— 308

|  PERFORM SOME
YES—» REMEDIAL OR OTHER

PACKET

DROPPED
?

ACTION

NO

310

SEND SERVICE-APPLIED PACKET (E.G., ANOTHER REQUEST
PACKET INCLUDING APPROPRIATE ATTRIBUTES) TO ANOTHER
APPLICATION NODE; OR
SEND A RESPONSE PACKET (INCLUDING THE
SERVICES-APPLIED PACKET) TO THE SERVICE NODE
ORIGINALLY SENDING THE ORIGINAL REQUEST PACKET, WITH
THE RESPONSE PACKET POSSIBILY INCLUDING ONE OR MORE

ATTRIBUTES (E.G., VPN IDENTIFICATION, RESULTS)

312 END

FIGURE 3A



U.S. Patent Feb. 23, 2016 Sheet 6 of 6 US 9,270,575 B2

SERVICE DEFINITION AT
APPLICATION NODE

350
N

351 —» ServiceWire <service-name>

352 —» description <text>

353 —» service-id <service-id>

354 —» input <input-service-interface>
355 —» output <output-service-interface>
356 —» ((nexthop <ip-address>

([optimize—-12] | [rewrite-service-id <service-id>]))

FIGURE 3B

SERVICEWIRE
RESPONSE
PACKET

380

INFORMATION TO GET RESPONSE PACKET
381 FROM APPLICATION NODE TO

NEXT APPLICATION NODE OR SERVICE NODE
(E.G., MPLS, ETHERNET, GRE, HDLC, PPP PACKET)

SERVICEWIRE ENCAPSULATION
(E.G, HEADER WITH FIRST NIBBLE AS ZERO, AND
382 TLVS SUCH AS: SERVICE ID TLV, VPN TLV,
PARAMETERS TLV DEFINING SPECIFIC SERVICE FROM THE
GENERAL SERVICE CORRESPONDING TO THE SERVICE ID)

383 SERVICES-APPLIED PACKET
(E.G., IP PACKET)

FIGURE 3C



US 9,270,575 B2

1

SERVICE NODE USING SERVICES APPLIED
BY AN APPLICATION NODE

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application 1s a continuation of U.S. patent applica-
tion Ser. No. 12/827,157, filed Jun. 30, 2010, which 1s hereby
incorporated by reference 1n its entirety.

TECHNICAL FIELD

The present disclosure relates generally to communicating,
information in a network.

BACKGROUND

The communications industry 1s rapidly changing to adjust
to emerging technologies and ever increasing customer
demand. This customer demand for new applications and
increased performance of existing applications 1s driving
communications network and system providers to employ
networks and systems having greater speed and capacity
(e.g., greater bandwidth). In trying to achieve these goals, a
common approach taken by many communications providers
1s to use packet switching technology.

Layer-4 to layer-7 services are often applied to packets
being sent through a packet switching device. Service Inser-
tion Architecture, such as that disclosed 1n US Patent Appli-
cation Publication 2008/0177896 A1 published Jul. 24, 2008,
teaches one approach to providing network services outside
the packet switching device.

BRIEF DESCRIPTION OF THE DRAWINGS

The appended claims set forth the features of one or more
embodiments with particularity. The embodiment(s),
together with 1ts advantages, may be best understood from the
tollowing detailed description taken 1n conjunction with the
accompanying drawings ol which:

FIG. 1A 1llustrates a network operating according to one
embodiment;

FIG. 1B illustrates a network operating according to one
embodiment;

FI1G. 1C illustrates an apparatus or component used 1n one
embodiment;

FIG. 2A illustrates a process performed 1n one embodi-
ment;

FIG. 2B illustrates a configuration process performed in
one embodiment;

FIG. 2C illustrates a packet format used 1n one embodi-
ment;

FIG. 3A 1llustrates a process performed in one embodi-
ment;

FIG. 3B illustrates a configuration process performed in
one embodiment; and

FIG. 3C illustrates a packet format used 1 one embodi-
ment,

DESCRIPTION OF EXAMPLE EMBODIMENTS

1. Overview

Disclosed are, inter alia, methods, apparatus, computer-
storage media, mechanisms, and means associated with a
service node (e.g., packet switching device) using one or
more services applied to packets by an application node (e.g.,
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2

a packet switching device and/or computing platform). An
example of an application node used in one embodiment 1s a

Cisco ASR 1000, which 1s a packet switching device with
service processing capability. One embodiment includes a
packet switching device, which sends packets to one or more
application nodes to apply one or more services to a packet,
cither internally generated or received from an external
source.

In one embodiment, the packet switching device performs
operations, including: maintaining forwarding information
for a plurality of virtual private networks (VPNs); creating a
request packet corresponding to a particular packet, with the
request packet including: the particular packet, a service 1den-
tification of at least one service of one or more services to be
applied to the particular packet by one or more application
nodes, and an 1dentification of a particular VPN associated
with the particular packet; forwarding the request packet to a
particular application node of said one or more application
nodes; receiving a response packet corresponding to said
forwarded request packet, the response packet including a
service-applied packet corresponding to the particular packet
alfter said one or more services have been applied to the
particular packet by said one or more application nodes, with
the response packet including a particular identification of the
particular VPN; and forwarding the service-applied packet or
a packet dertved from the service-applied packet according to
forwarding information for the particular VPN. In one
embodiment, an application node performs one or more ser-
vices described 1n a request packet to an embedded packet.

In one embodiment, the packet switching device performs
operations, including: creating a request packet correspond-
ing to a particular packet, with the request packet including:
the particular packet, an identification of a general service to
be applied to the particular packet by one or more application
nodes, and one or more service parameters for the general
service deflning a particular service of the general service;
forwarding the request packet to a particular application node
ol said one or more application nodes; receiving a response
packet corresponding to said forwarded request packet, the
response packet including a service-applied packet corre-
sponding to the particular packet after at least the particular
service has been applied to the particular packet by said one or
more application nodes; and forwarding the service-applied
packet or a packet derived from the service-applied packet
from the packet switching device. In one embodiment, the
request and/or response packet includes an identification of a
particular virtual private network (VPN) associated with the
particular packet. In one embodiment, an application node
performs one or more services described in arequest packet to
an embedded packet.

2. Description

Disclosed are, inter alia, methods, apparatus, computer-
storage media, mechanisms, and means associated with a
service node (e.g., packet switching device) using one or
more services applied to packets by an application node (e.g.,
a packet switching device and/or computing platform). Note,
a particular packet having one or more services applied to 1t
by an application node 1s referred to herein as a services-
applied packet, regardless of whether the application of the
service(s) resulted 1n the same particular packet, a modified
particular packet, or a different packet.

Embodiments described herein include various elements
and limitations, with no one element or limitation contem-
plated as being a critical element or limitation. Each of the
claims individually recites an aspect of the embodiment 1n 1ts
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entirety. Moreover, some embodiments described may
include, but are not limited to, inter alia, systems, networks,
integrated circuit chips, embedded processors, ASICs, meth-
ods, and computer-readable media containing instructions.
One or multiple systems, devices, components, etc. may coms-
prise one or more embodiments, which may include some
clements or limitations of a claim being performed by the
same or different systems, devices, components, etc. A pro-
cessing element may be a general processor, task-specific
processor, or other implementation for performing the corre-
sponding processing. The embodiments described hereinai-
ter embody various aspects and configurations, with the fig-
ures 1llustrating exemplary and non-limiting configurations.
Note, computer-readable media and means for performing,
methods and processing block operations (e.g., a processor
and memory or other apparatus configured to perform such
operations) are disclosed and are 1n keeping with the exten-
sible scope and spirit of the embodiments. Note, the term
“apparatus’” 1s used consistently herein with 1ts common defi-
nition of an appliance or device. The term “packet” refers to
a data packet or frame, such as, but not limited to, an Internet
Protocol (IP) packet or Ethernet frame; and the format of a
packet includes at least a packet header and payload.

Note, the steps, connections, and processing of signals and
information illustrated 1n the figures, including, but not lim-
ited to any block and flow diagrams and message sequence
charts, may typically be performed 1n the same or 1n a differ-
ent serial or parallel ordering and/or by different components
and/or processes, threads, etc., and/or over different connec-
tions and be combined with other functions in other embodi-
ments, unless this disables the embodiment or a sequence 1s
explicitly or implicitly required (e.g., for a sequence of read
the value, process said read value—the value must be
obtained prior to processing it, although some of the associ-
ated processing may be performed prior to, concurrently
with, and/or after the read operation). Also note, nothing,
described or referenced 1n this document 1s admitted as prior
art to this application unless explicitly so stated.

The term “one embodiment™ 1s used herein to reference a
particular embodiment, wherein each reference to “one
embodiment” may refer to a different embodiment, and the
use of the term repeatedly herein in describing associated
features, elements and/or limitations does not establish a
cumulative set of associated features, elements and/or limi-
tations that each and every embodiment must include,
although an embodiment typically may include all these fea-
tures, elements and/or limitations. In addition, the terms
“first,” “second,” etc. are typically used herein to denote dii-
ferent units (e.g., a first element, a second element). The use
of these terms herein does not necessarily connote an order-
ing such as one unit or event occurring or coming before
another, but rather provides a mechanism to distinguish
between particular units. Moreover, the phrases “based on x”
and “in response to X are used to indicate a minimum set of
items “xX” from which something 1s derived or caused,
wherein “x” 1s extensible and does not necessarily describe a
complete list of items on which the operation 1s performed,
etc. Additionally, the phrase “coupled to™ 1s used to indicate
some level of direct or indirect connection between two ele-
ments or devices, with the coupling device or devices modi-
tying or not modifying the coupled signal or communicated
information. Moreover, the term “or” 1s used herein to i1den-
tify a selection of one or more, including all, of the conjunc-
tive items. Additionally, the transitional term “comprising,”
which 1s synonymous with “including,” “containing,” or
“characterized by,” 1s inclusive or open-ended and does not
exclude additional, unrecited elements or method steps.
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4

Finally, the term ““particular machine,” when recited 1n a
method claim for performing steps, refers to a particular
machine within the 35 USC §101 machine statutory class.
Disclosed are, inter alia, methods, apparatus, computer-
storage media, mechanisms, and means associated with a
service node (e.g., a packet switching device) using one or
more services applied to packets by an application node (e.g.,
a packet switching device and/or computing platform). One
embodiment includes a method, comprising: maintaining, by

a packet switching device, forwarding information for a plu-
rality of virtual private networks (VPNs); creating, by the
packet switching device, a request packet corresponding to a
particular packet, with the request packet including: the par-
ticular packet, a service identification of at least one service of
one or more services to be applied to the particular packet by
one or more application nodes, and an identification of a
particular VPN associated with the particular packet; for-
warding, by the packet switching device, the request packet to
a particular application node of said one or more application
nodes; receiving, by the packet switching device, a response
packet corresponding to said forwarded request packet, the
response packet including a service-applied packet corre-
sponding to the particular packet after said one or more ser-
vices have been applied to the particular packet by said one or
more application nodes, with the response packet including a
particular 1dentification of the particular VPN; and forward-
ing, by the packet switching device, the service-applied
packet or a packet derived from the service-applied packet
according to forwarding information for the particular VPN.

In one embodiment, said one or more services include at
least one service from a group of services consisting of:
layer-4, layer-5, layer-6, and layer-7 services. In one embodi-
ment, said one or more services 1nclude at least one service
from a group of services consisting of: Firewall (FW), Net-
work Address Translation (NAT), Network-based Applica-
tion Recognition (NBAR), authentication, encryption and
Internet Protocol Security (IPsec). In one embodiment, the
identification of the particular VPN 1s encoded 1n a type-
length-value (TLV) element in the request packet; and
wherein the particular identification of the particular VPN 1s
encoded 1n a TLV element in the response packet. In one
embodiment, the identification of the particular VPN 1n the
request packet and the particular identification of the particu-
lar VPN 1n the response packet are each encoded 1n a same
type-length-value (TLV) element 1n the respective said
request and response packets. In one embodiment, the request
packet includes a Multiprotocol Label Switching (MPLS)
label stack for reaching the application node, immediately
followed by a nibble of value zero 1dentifying that the request
packet has encoded therein service information, wherein said
service mformation includes the service identification. In one
embodiment, the response packet includes a Multiprotocol
Label Switching (MPLS) label stack for reaching the packet
switching device, immediately followed by a nibble of value
zero 1dentitying that the response packet has encoded therein
service 1nformation, wherein said service information
includes the particular identification of the particular VPN. In
one embodiment, each of said one or more application nodes
1s external to the packet switching device. One embodiment
includes: receiving, by the packet switching device, the par-
ticular packet from a node external to the packet switching
device; and determining, by the packet switching device, to
torward the particular packet to the particular application
node for applying at least one of said one or more services to
the particular packet by said one or more application nodes. In
one embodiment, each of said one or more application nodes
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1s external to the packet switching device. One embodiment
includes: creating, by the packet switching device, the par-
ticular packet.

One embodiment includes a packet switching device, com-
prising: one or more storage devices configured for maintain-
ing different forwarding information for each of a plurality of
virtual private networks (VPNs); a first interface of a plurality
of mterfaces configured to receive a particular packet, with
the first interface associated with a particular VPN of the
plurality of VPNs; a classifier configured to determine, for a
particular packet recerved on the first interface, to forward the
particular packet to an application node of one or more appli-
cation nodes, remote from the packet switching device, for
applying one or more services to the particular packet by said
one or more application nodes; a packet processor configured
to create a request packet corresponding to the particular
packet, with the request packet including: the particular
packet, a service identification of at least one service of one or
more services to be applied to the particular packet by said
one or more application nodes, and an identification of the
particular VPN; and a second interface of the plurality of
interfaces configured to send the request packet to the appli-
cation node; wherein the packet switching device 1s config-
ured to receive a response packet, corresponding to said sent
request packet, on one of the plurality of interfaces, with the
response packet including a service-applied packet corre-
sponding to the particular packet after said one or more ser-
vices have been applied to the particular packet by said one or
more application nodes, with the response packet including a
particular identification of the particular VPN; and wherein
the packet switching device 1s configured to forward the ser-
vice-applied packet or a packet dertved from the service-
applied packet from one of the plurality of interfaces accord-
ing to forwarding information for the particular VPN stored 1n
at least one of said storage devices.

In one embodiment, wherein said one or more services
include at least one service from a group of services consist-
ing of: layer-4, layer-5, layer-6, and layer-7 services. In one
embodiment, the identification of the particular VPN 1n the
request packet and the particular identification of the particu-
lar VPN 1n the response packet are each encoded in a same
type-length-value (TLV) element in the respective said
request and response packets.

One embodiment includes a method, comprising: receiv-
ing, by an application node of one or more application nodes
in a network, a request packet, including: a particular packet,
a service 1dentification of at least one service of one or more
services to be applied to the particular packet by said one or
more application nodes, and an i1dentification of a particular
virtual private network (VPN); applying, by the application
node based on the service identification said received 1n the
request packet, said at least one service to the particular
packet said recerved 1n the request packet, such that the result
of said applying operation 1s a service-applied packet corre-
sponding to the particular packet; creating, by the application
node, a response packet corresponding to said receirved
request packet, with the response packet including: the ser-
vice-applied packet, and a particular identification of the par-
ticular VPN, such that a service node can determine the for-
warding information corresponding to the particular VPN;
and sending the response packet to: the service node, or
another application node for applying one or more additional
services of said one or more services to the service-applied
packet before a packet derived from the service-applied
packet 1s communicated to the service node.

In one embodiment, said operation of applying said at least
one service to the particular packet includes applying said at
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6

least one service to the particular packet based on the particu-
lar VPN. In one embodiment, the application node sends the
response packet to the service node and not to said another
application node. In one embodiment, the request packet
includes a Multiprotocol Label Switching (MPLS) label stack
for reaching the application node, immediately followed by a
nibble of value zero identifying that the request packet has
encoded therein service information, wherein said service
information 1icludes the service 1dentification. One embodi-
ment mcludes: identitying, by the application node based on
a nibble of value zero immediately following a Multiprotocol
Label Switching (MPLS) label stack for reaching the appli-
cation node included in the request packet, that the request
packet includes service information, wherein said service
information includes the service 1dentification and the 1den-
tification of the particular VPN.

One embodiment includes a method, comprising: creating,
by a packet switching device, a request packet corresponding
to a particular packet, with the request packet including: the
particular packet, an identification of a general service to be
applied to the particular packet by one or more application
nodes, and one or more service parameters for the general
service defining a particular service of the general service;
forwarding, by the packet switching device, the request
packet to a particular application node of said one or more
application nodes; recerving, by the packet switching device,
a response packet corresponding to said forwarded request
packet, the response packet including a service-applied
packet corresponding to the particular packet after at least the
particular service has been applied to the particular packet by
said one or more application nodes; and forwarding the ser-
vice-applied packet or a packet dertved from the service-
applied packet from the packet switching device.

In one embodiment, the identification of the general ser-
vice and said one or more service parameters for the general
service are encoded 1n one or more type-length-value (TLV)
clements 1n the request packet. In one embodiment, the gen-
eral service 1s a Firewall (FW) service, and the particular
service 1S a service from a group consisting of: inside to
outside, and outside to inside. One embodiment includes:
maintaining, by a packet switching device, forwarding infor-
mation for a plurality of virtual private networks (VPNs);
wherein the request packet and the response packet each
include an 1dentification of a particular VPN of the plurality of
VPNs, with the particular VPN associated with the particular
packet; and wherein said operation of forwarding the service-
applied packet or a packet derived from the service-applied
packet from the packet switching device 1s based on said
maintained forwarding information for the particular VPN.
One embodiment includes: recerving, by the packet switching
device, the particular packet from a node external to the
packet switching device; and determining, by the packet
switching device, to forward the particular packet to the par-
ticular application node for applying at least one of said one or
more services to the particular packet by said one or more
application nodes. In one embodiment, each of said one or
more application nodes 1s external to the packet switching
device. One embodiment includes: creating, by the packet
switching device, the particular packet.

One embodiment includes: receiving, by an application
node of one or more application nodes 1n a network, a request
packet, including: a particular packet, an 1identification a gen-
eral service to be applied to the particular packet by one or
more application nodes, and one or more service parameters
for the general service defining a particular service of the
general service; applying, by the application node, the par-
ticular service to the particular packet, such that the result of
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said applying operation 1s a service-applied packet corre-
sponding to the particular packet; creating, by the application
node, a response packet corresponding to said received
request packet, with the response packet including: the ser-
vice-applied packet; and sending the response packet to: a
service node, or another application node for applying one or
more additional services of said one or more services to the
service-applied packet before a packet derived from the ser-
vice-applied packet 1s communicated to the service node. In
one embodiment, the identification of the general service and
said one or more service parameters for the general service
are encoded in one or more type-length-value (TLV) elements
in the request packet. In one embodiment, the request packet
and the response packet each include an 1dentification of a
particular virtual private network (VPN) of a plurality of
VPNs, with the particular VPN associated with the particular
packet. In one embodiment, said application of the particular
service to the particular packet 1s based on the particular VPN.

Expressly turning to the figures, FIG. 1A 1illustrates net-
work 100 operating according to one embodiment, wherein a
service node (e.g., packet switching device 102-103) sends a
packetto an application node (108-109) for performing one or
more services to the packet by one or more application nodes
(108-109). Network 100 illustrates a typical configuration of
a service provider network 101, which has edge packet

switching devices 102-103 communicatively coupled to cus-
tomer networks 111-119; and within service provider net-
work 101, service provider nodes 102-103 and 108-109 are
communicatively coupled (105).

Note, one embodiment performs the operations of sending
packets to application node(s) for applying service(s) in one
or more networks different than network 100:; and one
embodiment performs the operations of receiving packets by
application node(s) for applying service(s) in one or more
networks different than network 100.

As 1llustrated 1n FIG. 1A, packet switching devices 102-
103 (“‘service nodes™) are configured for sending packets to
one or more application nodes 108-109 for applying one or
more services, with the resulting services-applied packet
being returned to the originating packet switching device
(102-103). Thus, packet switching devices 102-103 do not
have to have the capability for the service applied to the
particular service, and allowing development of new services
to be performed by an application node 108-109, without
having to integrate into a packet switching device 102-103,
which 1s typically more costly in terms of development and
testing.

Next, shown in FIG. 1B 1s a generalized configuration
including service node 151 (e.g., packet switching device/
appliance), application node(s) 133 (e.g., packet switching
device/appliance such as, but not limited to, a Cisco ASR
1000), communicatively coupled via network 152. As shown,
service node 151 sends a request packet (161) encapsulating
an original packet to application node(s) 153, which applies
one or more services to the original packet. A response packet
1s sent (162) from application node(s) 153 to originating
service node 151, with the response packet including the
encapsulated services-applied packet (e.g., the result of one
or more services being applied to the original packet, which 1s
typically the same, or a modification of, the original packet).

FIG. 1C 1s a block diagram of an apparatus or component
170 used 1n one embodiment associated with a service node
(e.g., packet switching device) using one or more services
applied to packets by an application node (e.g., a packet
switching device and/or computing platiorm). In one embodi-
ment, apparatus or component 170 performs one or more
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processes corresponding to one of the tlow diagrams 1llus-
trated or otherwise described herein.

In one embodiment, apparatus or component 170 includes
one or more processing element(s) 171, memory 172, storage
device(s) 173, specialized component(s) 175 (e.g. optimized
hardware such as for performing operations, etc.), and inter-
tace(s) 177 for communicating information (e.g., sending and
receiving packets, user-interfaces, displaying information,
etc.), which are typically communicatively coupled via one or
more communications mechanisms 179, with the communi-
cations paths typically tailored to meet the needs of the appli-
cation. In one embodiment apparatus or component 170 cor-
responds to, or 1s part of, a service or application node
illustrated 1n one of the other figures or otherwise described
herein.

Various embodiments of apparatus or component 170 may
include more or less elements. The operation of apparatus or
component 170 1s typically controlled by processing element
(s) 171 using memory 172 and storage device(s) 173 to per-
form one or more tasks or processes. Memory 172 1s one type
of computer-readable/computer-storage medium, and typi-
cally comprises random access memory (RAM), read only
memory (ROM), flash memory, integrated circuits, and/or
other memory components. Memory 172 typically stores
computer-executable instructions to be executed by process-
ing element(s) 171 and/or data which 1s manipulated by pro-
cessing element(s) 171 for implementing functionality 1n
accordance with an embodiment. Storage device(s) 173 are
another type of computer-readable medium, and typically
comprise solid state storage media, disk drives, diskettes,
networked services, tape drives, and other storage devices.
Storage device(s) 173 typically store computer-executable
instructions to be executed by processing element(s) 171
and/or data which 1s mampulated by processing element(s)
171 for implementing functionality in accordance with an
embodiment.

FIG. 2A illustrates a process performed 1n one embodiment
by a service node, such as, but not limited to, a packet switch-
ing device. Processing begins with process block 200. In
process block 202, the service node receives or generates a
packet. For example, the packet may be generated by the
service nodeitsell, or even by processing of another packet. In
process block 204 (assuming it 1s not already known that the
packet should be sent to an application node, e.g., based on a
generated packet or all packets being sent to an application
node), the packet 1s evaluated to determine whether or not 1t
should be sent to an application node. As identified 1n process
block 205, 11 the packet should not be sent to an application
node, then 1n process block 206, normal local processing of
the packet 1s performed (e.g., apply one or more features,
torward or drop, etc.). Otherwise processing proceeds to pro-
cess block 210, as process block 205 1dentified that the packet
1s to be sent to an application node for applying one or more
Layer-4 to Layer-7 services by one or more application nodes
to the packet.

Note, the use of the phrase “applying one or more services
to the packet” includes a series of applications applied to the
packet, with the packet possibly being modified between the
application of some of these services such that one or more of
the services 1s applied to a modified original packet. Further,
examples of these Layer-4 to Layer-7 services include, but are
not limited to, Firewall (FW), Network Address Translation
(NAT), Network-based Application Recognition (NBAR),
authentication, encryption and Internet Protocol Security (I1P-
5€C).

In process block 210, any parameters (e.g., VPN 1dentifi-
cation, specialized service parameters, label stacks, etc.) are
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acquired, and the request packet 1s created. The request
packet includes the original packet, as well as other Service-
Wire attributes, such as, but not limited to: an 1dentification of
one or more services to be applied to the packet, an 1dentifi-
cation of a virtual private network (VPN) associated with the
packet (e.g., a VPN associated with an interface on which the
packet was received), etc. In one embodiment, the service
identification 1s a single value. In one embodiment, the ser-
vice 1dentification includes the identification of a generalized
service (e.g., Firewall) and a specific service of the general-
1zed service (e.g., inside-to-outside, outside-to-inside). Next,
in process block 212, the request packet (e.g., a ServiceWire
packet encapsulating the original packet) 1s sent to an appli-
cation node. In process block 214, a response packet, corre-
sponding to the sent request packet, 1s received, with the
response packet being a ServiceWire packet encapsulating
the services-applied packet corresponding to the original
packet (1.e., the result of one or more services being applied to
the original packet by one or more application nodes). In
process block 216, the service node processes the services-
applied packet. Examples of such processing include, but are
not limited to: the service node applies one or more additional
services to the services-applied packet; the service node for-
warding or dropping the services-applied packet; the service
node performing a lookup operation in the corresponding
forwarding information for the VPN identified in the response
packet from multiple sets of forwarding information main-
tained for different VPNs; repeat the process illustrated in
FIG. 2A by returning to process block 204, etc. Processing of
the flow diagram of FIG. 2A 1s represented by process block
219.

FIG. 2B illustrates a command 250, used in one embodi-
ment, for configuring the service definition 1n a service node.
As shown, command 250 includes:

a user-defined name of the ServiceWire service (251);

a user description/comment (2352);

application node defimition (253) including the address of

the application node to which to send a packet as well as
the 1dentification of the service(s) to be applied (e.g.,
which may be a specific service, or a generalized service
and one or more values to define a specific service of the
generalized service);

backup application node definition (254); and

mode hairpin (255) defining that the one or more applica-

tion nodes will return a response packet including the
services applied packet to the originating service node.

Next, FIG. 2C illustrates a ServiceWire request packet
(280) used 1n one embodiment. As shown, request packet 280
encapsulates original packet 283, which 1s to have one or
more services applied to it by one or more application nodes.
In one embodiment, request packet 280 comprises one or
more fields 281, which includes information to get the request
packet from the service node to the first application node of
one or more application nodes. The format of request packet
280 may be 1n one of an extensible number of formats, such
as, but not limited to, MPLS, Ethernet, GRE, HDLC, PPP,
etc., with one or more fields 281 contforming to the particular
packet format. ServiceWire encapsulation 282 includes infor-
mation required for defining the one or more applications to
be applied to original packet 283, as well as possibly addi-
tional information (e.g., VPN 1nformation to be returned to
the service node so 1t can properly forward a packet). In one
embodiment such as when field 281 includes an MPLS label
stack, field 282 has 1ts first nibble as zero to 1dentily Service-
Wire encapsulation follows, when normally the first nibble
would be four or six to 1dentify an IPv4 or IPv6 packet 1s
encapsulated. In one embodiment, ServiceWire encapsula-
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tion 282 encodes the ServiceWire information (e.g., identifi-
cation of a service, identification of a general and specific
services, VPN imnformation, etc.) in one or more Type-Length-
Value (TLV) structures.

FIG. 3A illustrates a process performed, in one embodi-
ment, by an application node. Processing begins with process
block 300. Inprocess block 302, the application node receives
the request packet for which to apply one or more services to
the packet encapsulated therein. Typically, the application
node 1s remote from the service node (e.g., communicatively
coupled via a network external to the service and application
nodes). In one embodiment, the service and application nodes
are within a same packet switching appliance, such as with
the application node being a blade server.

Next, in process block 304, the application node 1dentifies,
based on information included 1n the request packet (e.g., in
the Service Wire encapsulation) one or more services to apply
to the encapsulated packet. In process block 306, the appli-
cation node applies one or more of the identified service(s) to
the encapsulated packet. As determined 1n process block 307,
if the packet was dropped, then 1n process block 308, some
remedial or other action 1s typically taken. Otherwise, in
process block 310, the services-applied packet (e.g., the origi-
nal packet or a modification thereof based on the application
ol one or more services) 1s sent 1n a request packet to another
application node to apply one or more services; or the ser-
vices-applied packet 1s sent 1n a response packet back to the
originating service node. The response packet may include
one or more attributes or other information, such as, but not
limited to, an identification of a VPN associated with the
services-applied packet (e.g., the same or different 1dentifier
identifying a VPN 1n the ServiceWire or other encapsulation
of the recerved request packet). Processing of the tlow dia-
gram of FIG. 3A 1s complete as indicated by process block
312.

FIG. 3B illustrates a command 350, used 1n one embodi-
ment, for configuring the service definition 1n an application
node. As shown, command 350 includes:

a user-defined name of the ServiceWire service (351);

a user-defined description/comment (352);

identification (353) of the service(s) to be applied (e.g.,
which may be a specific service, or a generalized service
and one or more values to define a specific service of the
generalized service), which corresponds the service
identification in service node definition (253) i FIG.
2B;

teatures (354) of the one or more services to be applied at
an 1put-service-interface;

teatures (355) of the one or more services to be applied at
an output-service-interface; and

optional forwarding information (356). If not included, a
response packet will be created and sent to the originat-
ing service node. Otherwise, the nexthop keyword 1ndi-
cates a next application node 1n the service path (this 1s
the service chaining case where the one or more services
are applied by multiple application nodes). The opti-
mize-12 keyword enables a forwarding optimization for
traffic recetved on native transport connections. When
optimize-12 1s configured, an optimized forwarding
mechanism that increases packet throughput 1s used for
traffic recerved on native transport connections. The
optimized forwarding mechanism 1s: swap the source
and destination MAC addresses 1n the packet, and for-
ward the packet back out the interface that it was
received on. When the optional rewrite-service-1d key-
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word 1s configured, the application node will use this as
the 1dentification (353) of the service to be applied by the
next application node.
In one embodiment, when an application node sends a packet
to another application node for applying additional services 5
of the one or more services to be applied to a packet, it sends
a request packet 280 of FIG. 2C to the next application node.
Next, FIG. 3C illustrates a ServiceWire response packet
(380) used 1n one embodiment. As shown, response packet
380 encapsulates the services-applied packet 383, which 1s 10
the original packet after having the one or more services
applied to 1t by one or more application nodes. Thus, services-
applied packet 383 packet can be the original packet, or a
modification thereof resulting from the application of these
SErvices. 15
In one embodiment, response packet 380 comprises one or
more fields 381, which includes information to get the
response packet from the application node to the service
node. The format of response packet 380 may be in one of an
extensible number of formats, such as, but not limited to, 20
MPLS, Ethernet, GRE, HDLC, PPP, etc., with one or more
ficlds 381 conforming to the particular packet format. Ser-
viceWire encapsulation 382 includes information for use by
the service node 1n processing encapsulated services-applied
packet 383 (e.g., VPN information so the service node can 25
properly forward services-applied packet 383). In one
embodiment such as when field 381 includes an MPLS label
stack, field 382 has its first nibble as zero to 1dentily Service-
Wire encapsulation follows, when normally the first nibble
would be four or six to 1dentify an IPv4 or IPv6 packet 1s 30
encapsulated. In one embodiment, ServiceWire encapsula-
tion 382 encodes the ServiceWire information (e.g., identifi-
cation of a service, 1identification of a general and specific
services, VPN imnformation, etc.) in one or more Type-Length-
Value (TLV) structures. 35
In view of the many possible embodiments to which the
principles of our invention may be applied, 1t will be appre-
ciated that the embodiments and aspects thereotf described
herein with respect to the drawings/figures are only illustra-
tive and should not be taken as limiting the scope of the 40
invention. For example, and as would be apparent to one
skilled 1n the art, many of the process block operations can be
re-ordered to be performed belfore, after, or substantially con-
current with other operations. Also, many different forms of
data structures could be used 1n various embodiments. The 45
invention as described herein contemplates all such embodi-
ments as may come within the scope of the following claims
and equivalents thereof.
What is claimed 1s:
1. A packet switching device, comprising;: 50
one or more processing elements;
memory;
a plurality of interfaces configured to send and receive
packets; and
one or more packet switching mechanisms configured to 55
packet switch packets among said interfaces;
wherein the packet switching device 1s configured to per-
form operations, including:
receiving on one of the plurality of interfaces a particular
packet from another packet switching device; and 60
in response to determining to apply a service to the par-
ticular packet by one or more application nodes located
remotely from the packet switching device:
creating a request packet encapsulating the particular
packet, with the request packet including an 1dentifica- 65
tion of a general service to be applied to the particular
packet by said one or more application nodes, and one or

12

more service parameters for the general service defining
a particular service of the general service, with the 1den-
tification of the general service and said one or more
service parameters said included 1n the request packet in
fields not within the particular packet;

forwarding the request packet to a particular application

node of said one or more application nodes, wherein
cach of said one or more application nodes 1s external to
the packet switching device;

recerving on one of the plurality of interfaces from an

external source, a response packet corresponding to said
forwarded request packet, the response packet encapsu-
lating a service-applied packet corresponding to the par-
ticular packet after at least the particular service has been
applied to the particular packet, not to the request packet,
by said one or more application nodes;

extracting the service-applied packet from the response

packet; and

sending the service-applied packet or a packet derived

from the service-applied packet from the packet switch-
ing device on one of the plurality of interfaces;
wherein the packet switching device, said another packet
switching device, and each of said one or more applica-
tion nodes are different stand-alone appliances commu-
nicatively coupled via one or more networks.
2. The packet switching device of claim 1, wherein the
identification of the general service and said one or more
service parameters for the general service are encoded 1n one
or more type-length-value (TLV) elements 1in the request
packet.
3. The packet switching device of claim 1, wherein the
general service 1s a Firewall (FW) service.
4. The packet switching device of claim 1, wherein said
operations include:
maintaining, by the packet switching device, forwarding
information for a plurality of virtual private networks
(VPNs);

wherein the request packet and the response packet each
include an 1dentification of a particular VPN of the plu-
rality of VPNs, with the particular VPN associated with
the particular packet; and

wherein said operation of sending the service-applied

packet or a packet derived from the service-applied
packet from the packet switching device 1s based on said
maintained forwarding information for the particular
VPN.

5. An application node, comprising:

one or more processing elements;

memory;

a plurality of interfaces configured to send and receive

packets; and

wherein the application node 1s configured to perform

operations, including;:

recerving on one of the plurality of interfaces by the appli-

cation node of one or more application nodes a request
packet from a particular service node different from said
one or more application nodes, including: a particular
packet, an identification of a general service to be
applied to the particular packet by said one or more
application nodes, and one or more service parameters
for the general service defining a particular service of the
general service, with the i1dentification of the general
service and said one or more service parameters said
included in the request packet 1n fields not within the
particular packet;

extracting the particular packet from said recerved request

packet;
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applying the particular service to the particular packet,
such that the result of said applying operation 1s a ser-
vice-applied packet corresponding to the particular
packet;

creating a response packet corresponding to said received

request packet, with the response packet encapsulating
the service-applied packet; and

sending the response packet to: the particular service node,

or another application node for applying one or more
additional services to the service-applied packet before a
packet derived from the service-applied packet 1s com-
municated to the particular service node;

wherein the particular service node and the application

node are different stand-alone appliances communica-
tively coupled via one or more networks.

6. The application node of claim 5, wherein the 1dentifica-
tion of the general service and said one or more service
parameters for the general service are encoded 1n one or more
type-length-value (TLV) elements in the request packet.

7. The application node of claim 5, wherein the request
packet and the response packet each include an identification
of a particular virtual private network (VPN) of a plurality of
VPNs, with the particular VPN associated with the particular
packet.

8. The application node of claim 7, wherein said applica-
tion of the particular service to the particular packet 1s based
on the particular VPN.

9. A method, comprising:

receiving, by a packet switching device from another

packet switching device via a network, a particular
packet; and

in response to determiming by the packet switching device

to apply a particular service to the particular packet by
one or more application nodes located remotely from the
packet switching device:
creating, by the packet switching device, a request packet
encapsulating the particular packet, with the request
packet including one or more additional attributes for the
particular service to be applied to the particular packet
by said one or more application nodes, with said one or
more additional attributes said included in the request
packet 1n fields not within the particular packet;

forwarding, by the packet switching device, the request
packet to a particular application node of said one or
more application nodes, wherein each of said one or
more application nodes 1s external to the packet switch-
ing device;

receiving, by the packet switching device from an external

source, a response packet corresponding to said for-
warded request packet, the response packet encapsulat-
ing a service-applied packet corresponding to the par-
ticular packet after at least the particular service has been
applied to the particular packet, not to the request packet,
by said one or more application nodes;

extracting the service-applied packet from the response

packet; and

sending the service-applied packet or a packet dernived

from the service-applied packet from the packet switch-
ing device;

wherein the packet switching device, said another packet

switching device, and each of said one or more applica-
tion nodes are diflerent stand-alone appliances commu-
nicatively coupled via one or more networks.

10. The method of claim 9, where said one or more addi-
tional attributes are included 1n the request packet in fields
between forwarding information for the request packet and
the particular packet.
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11. The method of claim 10, wherein said one or more
additional attributes and the particular packet are 1n adjacent
fields 1n the request packet.
12. The method of claim 9, comprising:
maintaining, by the packet switching device, forwarding
information for a plurality of virtual private networks
(VPNs);

wherein the request packet and the response packet each
include an i1dentification of a particular VPN of the plu-
rality ol VPNs, with the particular VPN associated with
the particular packet; and

wherein said operation of sending the service-applied

packet or a packet derived from the service-applied
packet from the packet switching device 1s based on said
maintained forwarding information for the particular
VPN.

13. The method of claim 12, wherein said one or more
additional attributes include the identification of the particu-
lar VPN 1n the request packet.

14. The method of claim 13, where said one or more addi-
tional attributes are imncluded 1n the request packet in fields
between forwarding information for the request packet and
the particular packet.

15. The method of claim 14, wherein said one or more
additional attributes and the particular packet are 1n adjacent
fields 1in the request packet.

16. A method, comprising:

receving, by an application node of one or more applica-

tion nodes 1n a network, a request packet from a particu-
lar service node different from said one or more appli-
cation nodes requesting a particular service, with the
request packet including one or more additional
attributes and a particular packet, with said one or more
additional attributes said included 1n the request packet
in fields not within the particular packet;

extracting the particular packet from said recerved request

packet;

applying, by the application node, the particular service to

the particular packet based on said one or more addi-
tional attributes, such that the result of said applying
operation 1s a service-applied packet corresponding to
the particular packet;

creating, by the application node, a response packet corre-

sponding to said recerved request packet, with the
response packet encapsulating the service-applied
packet; and

sending the response packet to: the particular service node,

or another application node for applying one or more
additional services to the service-applied packet before a
packet derived from the service-applied packet 1s com-
municated to the particular service node;

wherein the particular service node and the application

node are different stand-alone appliances communica-
tively coupled via one or more networks.

17. The method of claim 16, wherein the request packet and
the response packet each include an 1dentification of a par-
ticular virtual private network (VPN) of a plurality of VPNs,
with the particular VPN associated with the particular packet.

18. The method of claim 17, wherein said application of the
particular service to the particular packet 1s based on the
particular VPN.

19. The method of claim 17, wherein said one or more
additional attributes include the identification of the particu-
lar VPN 1n the request packet; and wherein the 1dentification
of the particular VPN 1n the response packet 1s located 1n
fields between forwarding information for the response
packet and the service-applied packet.
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20. The method of claim 16, where said one or more addi-
tional attributes are included 1n the request packet 1n fields
between forwarding information for the request packet and
the particular packet; and wherein said one or more additional
attributes and the particular packet are 1n adjacent fields 1n the
request packet.

21. A packet switching device, comprising:

one or more processing elements;

memory;

a plurality of interfaces configured to send and receive
packets; and

one or more packet switching mechanisms configured to
packet switch packets among said interfaces;

wherein the packet switching device 1s configured to per-
form operations, including:

receiving a particular packet from another packet switch-
ing device via a network; and

in response to determining to apply a particular service to
the particular packet by one or more application nodes
located remotely from the packet switching device:

creating a request packet encapsulating the particular
packet, with the request packet including one or more
additional attributes for the particular service to be
applied to the particular packet by said one or more
application nodes, with said one or more additional
attributes said included 1n the request packet in fields not
within the particular packet;

forwarding the request packet to a particular application
node of said one or more application nodes, wherein
cach of said one or more application nodes 1s external to
the packet switching device;

receiving from an external source a response packet corre-
sponding to said forwarded request packet, the response
packet encapsulating a service-applied packet corre-
sponding to the particular packet after at least the par-
ticular service has been applied to the particular packet,
not to the request packet, by said one or more application
nodes;

extracting the service-applied packet from the response
packet; and

sending the service-applied packet or a packet derived
from the service-applied packet from the packet switch-
ing device;

wherein the packet switching device, said another packet
switching device, and each of said one or more applica-
tion nodes are diflerent stand-alone appliances commu-
nicatively coupled via one or more networks.
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22. The packet switching device of claim 21, where said
one or more additional attributes are included 1n the request
packet in fields between forwarding information for the

request packet and the particular packet.
23. An application node, comprising:

one or more processing elements;

memory;

a plurality of imterfaces configured to send and receive
packets; and

wherein the application node 1s configured to perform
operations, including;:

receving, by the application node of one or more applica-
tion nodes 1n a network, a request packet from a particu-
lar service node different from said one or more appli-
cation nodes requesting a particular service, with the
request packet including one or more additional
attributes and a particular packet, with said one or more
additional attributes said included 1n the request packet
in fields not within the particular packet;

extracting the particular packet from said received request
packet;

applying the particular service to the particular packet
based on said one or more additional attributes, such that
the result of said applying operation 1s a service-applied
packet corresponding to the particular packet;

creating a response packet corresponding to said received
request packet, with the response packet encapsulating
the service-applied packet; and

sending the response packet to: the particular service node,
or another application node for applying one or more
additional services to the service-applied packet before a
packet derived from the service-applied packet 1s com-

municated to the particular service node;

wherein the particular service node and the application
node are different stand-alone appliances communica-
tively coupled via one or more networks.

24. The application node of claim 23, wherein the request
packet and the response packet each include an identification
of a particular virtual private network (VPN) of a plurality of
VPNs, with the particular VPN associated with the particular
packet.

25. The method of claim 24, wherein said application of the
particular service to the particular packet 1s based on the
particular VPN.
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