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1

METHOD AND SYSTEM TO IDENTIFY A
NETWORK DEVICE ASSOCIATED WITH
POOR QOS

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application 1s a continuation of U.S. patent applica-
tion Ser. No. 11/466,390, filed on Aug. 22, 2006, which 1s
incorporated herein by reference 1n its entirety for all pur-
poses.

FIELD

This application relates generally to computer network
communications, and particularly to a method of and system
for identitying a particular network device which contributes
to poor quality of service of real-time data transmission
across a network.

BACKGROUND

Popularity of IP (Internet Protocol) telephony (e.g. VoIP,
video calls, etc) 1s increasing, and deployments of IP Tele-
phony are correspondingly increasing in terms of number of
subscribers and size of networks. The increasing number of
subscribers using IP telephony for their day to day commu-
nication places increased load on network infrastructure,
which leads to poorer voice quality owing to inadequate
capacity or faulty infrastructure.

IP telephony places strict requirements on IP packet loss,
packet delay, and delay variation (or jitter). In multi-site com-
plex customer networks, there may be many WAN edge rout-
ers that imterconnect many branches of an enterprise or of
many small businesses managed by a service provider.

Probable causes of poor voice quality at the WAN edge
router are Codec conversions, mismatched link speeds, and
bandwidth oversubscription owing to number of users, num-
ber of links, and/or link speed. Each of these causes results in
buffer overruns, leading to packet discards, which 1n turn
degrades the quality of voice or service.

BRIEF DESCRIPTION OF DRAWINGS

The present invention 1s illustrated by way of example and
not limitation 1n the figures of the accompanying drawings, in
which like references indicate similar elements and 1n which:

FIG. 1 1s a schematic representation of a system compris-
ing a WAN 1n accordance with an example embodiment.

FI1G. 2a 1s a schematic representation of a computer system
in accordance with an example embodiment.

FIG. 2b shows a network which includes the computer
system of FIG. 2a.

FI1G. 3a shows a table of MOS scores with their associated
qualities.

FIG. 3b shows a table of expected MOS values based on
impairment factors.

FIGS. 4a and 45 show flow diagrams of methods, 1n accor-
dance with example embodiments, to i1dentily a network
device contributing to a poor QoS 1n a real-time data network.

FIG. 5 shows a diagrammatic representation of a machine
in the example form of a computer system within which a set
of instructions, for causing the machine to perform any one or
more ol the methodologies discussed herein, may be
executed.

DETAILED DESCRIPTION

In the following description, for purposes of explanation,
numerous specific details are set forth 1n order to provide a
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2

thorough understanding of an embodiment of the present
invention. It will be evident, however, to one skilled 1n the art
that the present invention may be practiced without these
specific details.

FIG. 1 shows a system 100 to 1identify a particular network
device which contributes to poor quality of service of real-
time data transmission across a network, in accordance with
an example embodiment. The system 100 includes a network,
shown by way of example as an IP WAN 102, which includes
a plurality of network devices, e.g. routers. Some routers (not
shown) form the backbone of the WAN 102, while other
routers 104 to 108 are arranged at the edge of the WAN 102
and are therefore WAN edge routers. Each WAN edge router
104 to 108 may connect a plurality of miscellaneous network
devices and/or computer systems to the WAN 102. In this
example embodiment, however, the WAN edge routers 104 to
108 are connected to the respective switches 110 to 114. The
routers 104 to 108 and switches 110 to 114 are examples of
level 3 (L3) network devices.

A plurality of IP telephones 124 to 132 are connected via
the switches 110 to 114 and routers 104 to 108 to the WAN
102. The IP telephones 124 to 132 may be fixed or mobile
telephones, e.g. VoIP telephones. In addition, the system 100
may include a voice application server 120, such as a voice-
mail system, IVR (Interactive Voice Response) system, or the
like, and also includes a computer system in the form of a call
manager 122, in accordance with an example embodiment. It
should however be noted that the example embodiments are
not limited to voice only transmission but also extend to any
real-time (or time critical communications) such as video.

It 1s to be understood that the example IP telephones 124 to
132 communicate with one another and/or with other tele-
phones by digitising voice or other sound (or even video with
video telephones) and by sending the voice data 1n a stream of
IP packets across the WAN 102 or other network. It 1s impor-
tant for networks carrying voice streams to provide a high
quality of service (QoS) so that the voice 1s clear or at least
audible when recerved by a recerver telephone. Thus, packet
loss or delay 1s undesirable as it lowers the QoS. This 1s not
necessarily a problem with conventional data packet trans-
mission, €.g., with non-voice or non real-time data, as
dropped packets can be retransmitted and delayed packets
reassembled in due course.

FIG. 2a shows an example embodiment of a computer
system 200 (e.g., a computer server) for implementing the
methodology described herein. In an example embodiment,
the computer system 200 may be configured as the Call Man-
ager 122 of FIG. 1. Thus, the computer system 200 may act as
a call processing agent. However, it should be noted that the
computer system 200 may also form part of (e.g., embedded
within) a telephony endpoint such as an IP telephone.

The computer system 200 includes a processor 202 and a
network interface device 206 (e.g. a network card) for com-
munication with a network. The processor 202 comprises a
plurality of conceptual modules, which corresponded to func-
tional tasks performed by the processor 202. To this end, the
computer system 200 may include a machine-readable
medium, e.g. the processor 202, main memory, and/or a hard
disk drive, which carries a set of instructions to direct the
operation of the processor 202, for example being 1n the form
ol a computer program. More specifically, the processor 202
1s shown by way of example to include: a monitoring module
210 to monitor network devices connected to the system 200;
a generating module 212 to generate a sample real-time data
stream; a comparing module 214 to compare quality of the
sample real-time data stream with pre-defined quality crite-
ria; a detecting module 216 to detect network devices 1n a
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network of which the system 200 forms part; and a determin-
ing module 218 to determine whether or not any detected
network devices are contributing to a poor QoS. It 1s to be
understood that the processor 202 may be one or more micro-
processors, controllers, or any other suitable computing
device, resource, hardware, software, or embedded logic.
Furthermore, the functional modules 210 to 218 may distrib-
uted among several processors, or alternatively may be con-
solidated within a single processor, as shown in FIG. 2a.

It 1s important to note that the computer system 200 need
not include all the modules 210 to 218. Accordingly, some of
the conceptual modules 210 to 218 may also be distributed
across different network devices. For example, 1n an example
embodiment, the monitoring module 210, the detecting mod-
ule 216, the determining module 218, and a reporting module
may be provided in a network management system. Further,
in an example embodiment, the generating module 212 and
the detecting module 216 may be provided 1n a call agent. It
should also be noted that the multiple module (e.g., duplicate
modules) may also be provided 1n different devices across the
network.

The monitoring module 210 monitors .3 network devices
in a network to which the computer system 200 1s connected.
The monitoring module 210 1s configured to poll or interro-
gate the network devices intermittently, e.g. at pre-defined
monitoring intervals, to determine performance data or sta-
tistics for at least one but preferably for all interfaces on the
network devices. The monitoring module 210 1s particularly
configured to momitor performance statistics for network
routers. The performance statistics which are monitored
include processor utilisation and memory utilisation of each
monitored network device, for example expressing the
memory utilisation of each device as a percentage of maxi-
mum memory utilisation. The monitoring module 210 may
turther monitor non-error IP packets which are dropped or
discarded, e.g. also 1n the form of a percentage. The monitor-
ing module 210 may thus, for 1nstance, record that 10% of
non-error data packets are being dropped by a particular
network device (e.g., due to buller overruns).

These performance statistics which are monitored provide
an indication of whether or not the particular network device,
such as router 104 to 108, 1s coping satistactorily with tratfic
on each of its interfaces, e.g. ATM (Asynchronous Transier
Mode) interface, T1 interface, etc. The traific statistics may be
temporarily stored for later use, e.g. on a memory module
connected to the computer system 200.

The generating module 212 may be operable to generate
and send a sample real-time data stream (e.g., a known voice
clip) to a remote network device or other computer system.
The sample real-time data stream may be of a known quality,
so that quality degradation can be measured. It 1s to be appre-
ciated that the generating module 212 may be remote from the
other modules, e.g. hosted by a router or switch. The sample
stream 1s transmitted between two endpoints, namely a source
endpoint and a destination endpoint (which may be randomly
selected). The generating module 212 may serve as the source
endpoint, while the destination endpoint may be a remote
computer system, e.g. a router or switch. One or more net-
work devices (e.g. WAN edge routers 104 to 108) are 1n the
path of the sample stream, so that the quality of the data
stream after transmission 1s influenced by the networks
device(s). In other embodiments, the generating module 212
can be located on a system separate from the computer system
200, the computer system 200 optionally serving as a desti-
nation endpoint.

The comparing module 214 may compare quality of the
sample real-time data stream after transmission with pre-
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4

defined quality criteria which, for example, include impair-
ment factors such as Codec type, network topology, etc. The
quality of the sample stream after transmission may be mea-
sured by a measuring module (refer turther to FI1G. 25) which
need not form part of the computer system 200. If the quality
of the sample real-time data stream after transmission is lower
than an expected quality based on the impairment factors, the
detecting module 216 may detect which network devices
(particularly L3 network devices, e.g. routers and switches) in
the transmission path of the sample stream are potentially
contributing to a low QoS.

The determining module 218 then determines whether or
not any of the detected network devices 1n the sample stream
path are over-loaded or are performing poorly based on the
performance statistics gathered by the monitoring module
210.

Referring now to FI1G. 25, a system 250 1s shown 1n accor-
dance with an example embodiment. In this example embodi-
ment, the call manager 122 provides the computer system 200
illustrated generally in FIG. 24. In addition to modules 210 to
218, the call manager 122 also includes a reporting module
220 to generate a report or an alert regarding network devices
which may be contributing to a low QoS. In an example
embodiment, the system 230 includes a switch 112 which
comprises a processor 260 having a measuring module 262
thereon. The measuring module 262 1s configured for receiv-
ing a sample stream from the generating module 212, and for
measuring the quality of the sample stream after transmis-
sion. The measuring module 262 may be configured to trans-
mit the measured sample stream quality back to the call
manager 122. To perform the measuring, the measuring mod-
ule 262 may use any appropriate method or algorithm, for
example the MOS estimation algorithm. In this regard, the
call manager 122 may include a memory module 252, e.g. a
hard disk drive, having stored thereon an MOS lookup table
254 which comprises a plurality of pre-defined expected
MOS values for associated impairment factors—Codec
types, 1n this example.

FIG. 3a shows a table 270 of MOS values with their asso-
ciated qualities, and 1s 1llustrated merely to give an indication
of the range of MOS values, while FIG. 35 shows a table 280
of expected MOS values based on impairment factors, which
in this example embodiment include a codec type. However,
it 1s to be understood that the codec type 1s often matched to
a particular network topology, and that selection of a particu-
lar codec from table 280 may thus automatically take into
account a network topology as an impairment factor.

An example embodiment 1s further described 1n use with
reference to F1IGS. 4a and 4b. F1G. 4a shows a high-level flow
diagram of a method 300, 1n accordance as an example
embodiment, for identifying a network device adversely
alfecting the communication of real-time data (e.g., commu-
nicated using (Real-time Transmission Protocol (RTP)). Net-
work devices 1n a network are monitored, at block 302, using
for example the monitoring module 210. The monitoring of
the network devices may include intermittently polling or
interrogating the network devices to gather performance sta-
tistics (e.g., data about hardware components of the network
device such as bufler overruns) for each respective network
device. The monitoring of the network devices may be done
repetitively at predefined monitoring intervals. Also at pre-
defined intervals (or at any time a network test 1s run), a
sample real-time data stream (e.g., a known voice clip) 1s
generated and transmitted, at block 304, by the generating
module 212 (the generating module 212 therefore acting as a
source endpoint), to one or more destination endpoints. Atthe
destination endpoint, the quality of the sample real-time data
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stream 1s measured, at block 306, for example, using the
associated measuring module 262. The quality of the sample
stream after transmission through the network 1s compared
with the quality of the sample stream before transmission
(which may be perfect or undistorted), to measure the extent
to which the quality of the sample stream has been degraded
or reduced. The comparing module 214 compares, at block
308, the quality of the sample stream against predefined qual-
ity criteria. If the quality of the sample stream after transmis-
sion violates, at block 310, the quality criteria, e.g. 1 the
quality 1s lower than predefined minimum criteria, the detect-
ing module 216 detects or establishes the particular network
devices which are in the path of the sample stream (e.g., using
RTP traceroute functionality). Based on the monitored traific
statistics gathered at block 302, the determining module 218
determines, at block 314, whether or not any of the detected
network devices 1n the network path traversed by the sample
stream (the sample stream path) are contributing to poor
quality of service of the sample stream.

Referring to FIG. 4B, a flow diagram of a method 350, in
accordance with an example embodiment, for identifying a
network device adversely aflecting the communication of
real-time data 1s shown. The call manager 122 (e.g., utilizing,
the monitoring module 210) may monitor, at block 352, rout-
ers connected to the WAN 102. Depending on the configura-
tion of the monitoring module 210, all routers connected to
the WAN 102 may be monitored, or instead only the WAN
edge routers 104 to 108 may be monitored. The WAN edge
routers 104 to 108 may cause bottlenecks which may lead to
a low quality of service. However, 1n certain circumstances
other routers may also contribute to the low quality of service.
The performance statistics (e.g., router operating data) which
are thus gathered by the momnitoring module 210 may be
temporarily stored by the call manager 122, for example on
the memory module 252.

Although the call manager 122 may be used for measuring
the quality of any real-time data stream, the example embodi-
ment may find particular application 1n measuring the quality
of sound or voice streams, for example, voice streams used for
IP telephony. Thus, at block 354, the generating module 212
may generate a sample voice stream of known quality (e.g.
having a MOS of 5), and may transmit the sample voice
stream to a destination endpoint, for example switch 112. It
will be noted that in the given example, because the call
manager 122 1s the source endpoint and the switch 112 1s the
destination endpoint, WAN edge routers 104 and 106 both lie
in the path of the sample voice stream. Thus, the quality of the
sample stream as received by switch 112 will be affected by
the performance of WAN edge routers 104 to 106. In addition,
the generating module 212 may transmit the sample voice
stream to other destination endpoints, for example switch
114, to gauge the performance of WAN edge router 108.
Thus, there may be a plurality of destination endpoints 1n the
system 250 so that the sample voice streams pass through as
many WAN edge routers as possible.

In another example embodiment, one of the WAN edge
routers 104 to 106 may be the destination endpoint. Instead
of, or in addition to, the call manager 122 may be a destination
endpoint, and a router or switch may be a source endpoint. In
such a case, the call manager 122 may include the measuring
module 262, and the router or switch used as the source
endpoint may include the generating module 212. Thus, there
may be a plurality of source endpoints, and a single destina-
tion endpoint.

The measuring module 262 of switch 112 may measure, at
block 356, the quality of the received sample voice stream in
accordance with the MOS estimation algorithm, and transmut
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data indicitive of the measured voice quality back to the call
manager 122. The comparing module 214 may thereafter
compare, at block 358, the measured value of the sample
voice stream against an expected quality value. For example,
the comparing module 214 may determine what quality value
1s to be expected based on the network topology and/or all the
codec used for transmitting the sample voice stream. The
comparing module 214, using impairment factors, may thus
determine an expected quality of the sample voice signal after
transmission. For example, 11 the sample voice stream was
transmitted using the G.711 codec, the expected MOS 15 4.10
(refer to table 280 of FIG. 3a). The MOS lookup table may
therefore be similar or identical to table 280. Therefore, 1f the
quality of the sample voice signal as measured by the mea-
suring module 262 1s less then 4.10, at block 360, the quality
of the sample voice stream 1s lower than expected for the
particular network configuration and codec, and the call man-
ager 122 may then be configured to detect, at block 362, all
routers 1n the path of the sample voice stream, for example by
using the RTP traceroute command. In the example system
250, the WAN edge routers 104 to 106 are 1n the path of the
sample voice stream. There may of course be other routers
(not shown) 1n the path as well, these other routers forming
part of the WAN 102 backbone. The detecting module 216
may 1n such a case be configured to identity, at block 364,
which of the detected routers are WAN edge routers. As
previously mentioned, itmay be the WAN edge routers which
cause a bottleneck and therefore contribute to a poor quality
of service.

Using the traflic statistics gathered at block 352 by the
monitoring module 210, the determining module 218 may
then determine, at block 366, which of the detected WAN
edge routers 104 to 106 1n the sample stream path, if any, are
contributing to the poor quality of service, and more specifi-
cally, which of these routers’ interfaces are contributing to a
poor quality of service. For example, 11 the traific statistics
show that an ATM interface of WAN edge router 104 had
(and/or has) a very high memory or CPU usage (for example
80% to 100%) or was (and/or 1s) discarding an unusually high
amount of non-error packets (e.g. one in 10 non-error packets
were (and/or are) being discarded) it 1s likely or at least
possible that the ATM interface of WAN edge router 104 1s
contributing to a poor quality of service.

It 1s to be understood that the order of some of the steps/
operations described above may be changed and the same
result may still be achieved. For example, the step of moni-
toring the routers, at block 352, may be performed later 1n the
process, for example before or after the quality of the sample
voice stream 1s measured at block 356, or before or after the
WAN edge routers 104 to 108 are 1dentified, at block 364.

Thereporting module 226 may generate a report (e.g. inthe
form of a dashboard), at block 368, which summarizes the
performance of each interface of each of the identified poten-
tially faulty WAN edge routers 104 to 106 insofar as 1t relates
to transmission quality of real-time data such as voice
streams. The network administrator, after seeing the report,
may be 1n a better position to correct the problem, for example
by adjusting or bypassing the WAN edge router 104 to 108
which 1s causing the low quality of service.

FIG. 5 shows a diagrammatic representation of machine in
the example form of a computer system 400 within which a
set of istructions, for causing the machine to perform any
one or more of the methodologies discussed herein, may be
executed. In alternative embodiments, the machine operates
as a standalone device or may be connected (e.g., networked)
to other machines. In a networked deployment, the machine
may operate in the capacity of a server or a client machine in
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server-client network environment, or as a peer machine 1n a
peer-to-peer (or distributed) network environment. The

machine may be a personal computer (PC), a tablet PC, a
set-top box (STB), a Personal Digital Assistant (PDA), a

8

contributing to a poor quality of service. The network admin-
istrator may therefore not need to check the performance of
every network device 1n the network, but rather 1s provided
with a shortlist of network devices which are potentially

cellular telephone, a web appliance, a network router, switch 5 degrading voice quality.

or bridge, or any machine capable of executing a set of
instructions (sequential or otherwise) that specily actions to
be taken by that machine. Further, while only a single
machine 1s 1llustrated, the term “machine’ shall also be taken
to include any collection of machines that individually or
jointly execute a set (or multiple sets) of instructions to per-
form any one or more of the methodologies discussed herein.

The example computer system 400 includes a processor
402 (e.g., a central processing unit (CPU), a graphics process-
ing unit (GPU) or both), a main memory 404 and a static
memory 406, which communicate with each other via a bus
408. The computer system 400 may further include a video
display unit 410 (e.g., a liqud crystal display (LLCD) or a
cathode ray tube (CRT)). The computer system 400 also
includes an alphanumeric input device 412 (e.g., akeyboard),
a user intertace (UI) navigation device 414 (e.g., a mouse), a
disk drive unit 416, a signal generation device 418 (e.g., a
speaker) and a network interface device 420.

The disk drive unit 416 includes a machine-readable
medium 422 on which 1s stored one or more sets of mstruc-
tions and data structures (e.g., software 424) embodying or
utilized by any one or more of the methodologies or functions
described herein. The software 424 may also reside, com-
pletely or at least partially, within the main memory 404
and/or within the processor 402 during execution thereof by
the computer system 400, the main memory 404 and the
processor 402 also constituting machine-readable media.

The software 424 may further be transmitted or received
over a network 426 via the network interface device 420
utilizing any one of a number of well-known transier proto-
cols (e.g., HT'TP).

While the machine-readable medium 422 1s shown 1n an
example embodiment to be a single medium, the term
“machine-readable medium™ should be taken to include a
single medium or multiple media (e.g., a centralized or dis-
tributed database, and/or associated caches and servers) that
store the one or more sets of instructions. The term “machine-
readable medium” shall also be taken to include any medium
that 1s capable of storing, encoding or carrying a set of instruc-
tions for execution by the machine and that cause the machine
to perform any one or more of the methodologies of the
present mvention, or that 1s capable of storing, encoding or
carrying data structures utilized by or associated with such a
set of instructions. The term “machine-readable medium”
shall accordingly be taken to include, but not be limited to,
solid-state memories, optical and magnetic media, and carrier
wave signals.

Although an embodiment of the present invention has been
described with reference to specific example embodiments, 1t
will be evident that various modifications and changes may be
made to these embodiments without departing from the
broader spirit and scope of the mvention. Accordingly, the
specification and drawings are to be regarded 1n an illustrative
rather than a restrictive sense.

The call manager 122 and/or switch 112, or any other
computer system or network device 1n accordance with an
example embodiment may be 1n the form of computer system
400.

The example methods, devices and systems described
herein may be used for troubleshooting voice quality 1ssues in
a network environment. A network administrator may, based
on the generated report, 1dentity which network devices are
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What 1s claimed 1s:

1. A method comprising;:

transmitting a sample data stream at a known first quality 1in

a network between a source endpoint and a destination
endpoint across a test data path that includes at least two
network devices, at least one of the two network devices
being a WAN edge router that lies between the source
endpoint and the destination endpoint in the test data
path;

comparing a measured second quality of the received

sample data stream with the known first quality of the
transmitted sample data stream;

determining that the measured second quality 1s less than

the known first quality; and

in response to the determination that the measured second

quality fails to meet the known first quality, performing

operations including;

identifying at least one network device in the test data
path;

obtaining device performance data of the at least one
network device, wherein the device performance data
of the WAN edge router 1s obtained from an iterface
of the WAN edge router;

using the device performance data of the WAN edge
router to determine 11 the WAN edge router 1s contrib-
uting to the failure of the measured second quality to
meet the known first quality; and

generating a network report based on the device pertor-
mance data, the network report relating the at least
one device in the test data path to a failure of the
measured second quality to meet the known first qual-
ty.

2. The method of claim 1, wherein the device performance
data includes at least one of processor utilization, memory
utilization, bandwidth oversubscription, buffer overrun, or a
number of non-error packets that are discarded due to butier
overrun.

3. The method of claim 1, further comprising;

monitoring a plurality of network devices to obtain corre-

sponding performance data prior to transmitting the
sample data stream;
identifying the at least one network device 1n the test data
path from the momtored network devices; and

obtaining the device performance data of the at least one
network device 1n the test data path from the perfor-
mance data obtained prior to transmitting the sample
data stream.

4. The method of claim 1, wherein the operations per-
formed 1n response to the determination that the measured
second quality fails to meet the known first quality criteria
include:

interrogating a WAN edge router 1n the test data path to

obtain device performance data for the WAN edge
router.

5. The method of claim 1, wherein the sample data stream
includes a voice data stream.

6. A non-transitory machine-readable storage medium
storing instructions that, when executed by a machine, cause
the machine to perform operations comprising:

transmitting a sample data stream at a known first quality 1in

a network between a source endpoint and a destination
endpoint across a test data path that includes at least two
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network devices, at least one of the two network devices
being a WAN edge router that lies between the source
endpoint and the destination endpoint in the test data
path;

comparing a measured second quality of the received 5

sample data stream with the known first quality of the
transmitted sample data stream;

determining that the measured second quality fails to meet

the known first quality; and

in response to the determination that the measured second

quality fails to meet the known first quality, performing

operations including:

identifying at least one network device 1n the test data
path;

obtaining device performance data of the at least one
network device, wherein the device performance data
of the WAN edge router 1s obtained from an interface
of the WAN edge router;

using the device performance data of the WAN edge
router to determine 1f the WAN edge router 1s contrib-
uting to the failure of the measured second quality to
meet the known {first quality; and

generating a network report based on the device pertor-
mance data, the network report relating the at least
one device in the test data path to a failure of the
measured second quality to meet the known first qual-
ty.

7. The non-transitory machine-readable storage medium of
claim 6, wherein the device performance data includes at least
one of processor utilization, memory utilization, bandwidth
oversubscription, buffer overrun, or a number of non-error
packets that are discarded due to bufier overrun.

8. The non-transitory machine-readable storage medium of
claim 6, wherein 1nstructions further cause the machine to
perform operations comprising:

monitoring a plurality of network devices to obtain corre-

sponding performance data prior to transmitting the
sample data stream;
identifying the at least one network device 1n the test data
path from the monitored network devices; and

obtaining the device performance data of the at least one
network device in the test data path from the perfor-
mance data obtained prior to transmitting the sample
data stream.

9. The non-transitory machine-readable storage medium of
claim 6, wherein the operations performed in response to the
determination that the measured second quality fails to meet
the known first quality include:

interrogating a WAN edge router 1n the test data path to

obtain device performance data for the WAN edge
router.

10. The non-transitory machine-readable storage medium
of claim 6, wherein the sample data stream includes a voice
data stream.
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11. An apparatus comprising;:

a network 1nterface unit configured to enable communica-
tions over a network; and

a processor configured to:

transmit a sample data stream at a known first quality 1n
the network between a source endpoint and a destina-
tion endpoint across a test data path that includes at
least two network devices, at least one of the two
network devices being a WAN edge router that lies
between the source endpoint and the destination end-
point in the test data path;

compare a measured second quality of the recerved
sample data stream with the known first quality of the
transmitted sample data stream and to determine that

the measured second quality fails to meet the known
first quality;

identify at least one network device 1n the test data path;

obtain device performance data of the at least one net-

work device, wherein the device performance data of
the WAN edge router 1s obtained from an interface of
the WAN edge router;

use the device performance data of the WAN edge router
to determine 11 the WAN edge router 1s contributing to
the failure of the measured second quality to meet the
known first quality; and

generate a network report based on the device perfor-
mance data, the network report relating the at least
one device in the test data path to a failure of the
measured second quality to meet the know first qual-
ity.

12. The apparatus of claim 11, wherein the device perior-
mance data includes at least one of processor utilization,
memory utilization, bandwidth oversubscription, butfer over-
run, or a number of non-error packets that are discarded due
to buller overrun.

13. The apparatus of claim 11, wherein the processor 1s
turther configured to:

monitor a plurality of network devices to obtain corre-
sponding performance data prior to transmitting the
sample data stream,

identity the at least one network device 1n the test data path
from the monitored network devices, and

obtain the device performance data of the at least one
network device 1n the test data path from the perfor-
mance data obtained prior to transmitting the sample
data stream.

14. The apparatus of claim 11, wherein the processor 1s
turther configured to interrogate a WAN edge router 1n the test
data path to obtain device performance data for the WAN edge
router.
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