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MANAGING IMAGING OF MULITIPLE
COMPUTING DEVICES

BACKGROUND

Generally described, computing devices utilize a commu-
nication network, or a series of communication networks, to
exchange data. Companies and organizations operate com-
puter networks that interconnect a number of computing,
devices to support operations or provide services to third
parties. The computing systems can be located 1n a single
geographic location or located in multiple, distinct geo-
graphic locations (e.g., interconnected via private or public
communication networks). Specifically, data centers or data
processing centers, herein generally referred to as a “data
center,” may 1nclude a number of interconnected computing
systems to provide computing resources to users of the data
center. The data centers may be private data centers operated
on behall of an organization or public data centers operated
on behalt, or for the benefit of the general public.

To facilitate increased utilization of data center resources,
individual computing devices within a data center may be
configured to provide specific functionality according to the
requirements of the data center. For example, various com-
puting devices may be associated with different operating
systems or operating system configurations to enable a com-
puting device to provide different desired functionalities, or
to provide similar functionalities more efficiently. These
operating systems or operating system configurations are
often contained within a device image, which a computing
device may process 1n order implement the desired software
configuration. This implementation of a desired software
configuration 1s generally referred to as provisioning.

BRIEF DESCRIPTION OF THE DRAWINGS

The foregoing aspects and many of the attendant advan-
tages of this disclosure will become more readily appreciated
as the same become better understood by reference to the
following detailed description, when taken in conjunction
with the accompanying drawings, wherein:

FIG. 1 1s a block diagram depicting an illustrative environ-
ment for managing provisioning of multiple computing
devices, the environment including a number of computing
devices, a number of collections of computing devices with a
control device, and a device image manager;

FIGS. 2A and 2B are block diagrams of the provisioning
management environment of FIG. 1 illustrating the transfer of
devices 1mages, detection of provision event, and loading of
device images on multiple computing devices;

FIGS. 3A and 3B are block diagrams of the provisioning,
management environment of FIG. 1 illustrating the determi-
nation of device images based on information relating to
multiple computing devices;

FIG. 4 1s a block diagram of the provisioning management
environment of FIG. 1 illustrating the updating of a device
1mage;

FIG. 5A 1s a flow diagram depicting an 1llustrative routine
for transmitting a set of device images implemented by the
device image manager shown 1n FIG. 1;

FIG. 5B 1s a flow diagram depicting an illustrative provi-
sion management routine implemented by the device image
manager shown 1n FIG. 1; and

FI1G. 6 15 a flow diagram depicting an illustrative routine for
provisioning implemented by a computing device shown in

FIG. 1.
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2
DETAILED DESCRIPTION

Generally described, aspects of the present disclosure
relate to the management of device 1maging processes occur-
ring on multiple computing devices. Specifically, systems
and methods are disclosed which facilitate imaging of mul-
tiple computing devices. In one aspect, device 1mages are
transmitted to a number of computing devices by a device
image manager. Illustratively, each device image can corre-
spond to a soltware configuration of a computing device, such
as an operating system or operating system kernel. The com-
puting devices then store the devices images such that they
may be accessed at a later time. Illustratively, the computing,
devices may store the device images on a local hard disk drive
of each of the computing devices. The device image manager
may then detect that some or all of the computing devices
should load at least one of the 1mages. Once a determination
1s made that some or all of the computing devices under the
control of the device image manager should load an 1mage,
the device 1image manager may send a command to the rel-
evant computing devices to load a specified device image.
The computing device may then determine whether the speci-
fied device image exists within locally accessible storage. If
s0, the computing device may process the device image with-
out requiring transmission of the specified image from the
device 1mage manager in response to the command from the
device 1mage manager. In this way, network resources
required to load one or more device images onto multiple
computing devices may be reduced.

In some embodiments, the device 1image manager may
turther be capable of selecting one or more device images to
be placed on a computing device. This determination may be
made, at least 1n part, according to the characteristics of the
computing device, such as the computing device’s hardware,
network configuration, performance, or location. Addition-
ally, the determination may be made, at least in part, accord-
ing to the intended function or functions of the computing
device. In still more embodiments, the device image manager
may be further capable of updating device images stored by
computing devices.

Specific embodiments and example applications of the
present disclosure will now be described with reference to the
drawings. These embodiments and example applications are
intended to illustrate, and not limit, the present disclosure.

FIG. 1 1s a block diagram depicting an illustrative environ-
ment 100 for managing provisioning of multiple computing
devices. The 1llustrated environment includes multiple com-
puting devices 106. In the 1llustrated environment, some com-
puting devices 106 are arranged 1nto collections of computing
devices 110. Illustratively, a collection of computing devices
may correspond to multiple physical computing devices
arranged within a shared housing. In other embodiments, a
collection of computing devices may correspond to multiple
virtual computing devices, such as virtual machine instances,
which share a single physical computing device. As will be
appreciated by one skilled 1n the art, a collection of comput-
ing devices may correspond to collections of physical com-
puting devices, virtual computing devices, or combinations of
the two. Collections of computing devices 110 may further
include a control device 112. This control device 112 can
correspond to a computing device which functions to control
some or all activities of computing devices 106 within the
collection of computing devices 110. Each computing device
106 has access to a storage device 108. As depicted in FIG. 1,
these storage devices 108 may be individual to the computing
devices 106 or shared between a number of computing
devices 106, such as computing devices 106 within a collec-
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tion of computing devices 110. These storage devices 108
may correspond to a hard disk drive, either internal or external
to a computing device, to network accessible storage, or to
other storage devices accessible by the computing devices
106 or control devices 112.

The illustrated environment further includes a device
image manager 102 1n communication with the computing
devices 106 via a network 104. The network 104 may be, for
instance, a wide area network (WAN), a local area network
(LAN), or a global communications network.

Hlustratively, the device image manager may manage pro-
visioning of computing devices 106 by transmitting device
images to the computing devices 106 or the collection of
computing devices 110. As used herein, provisioning of a
computing device refers to the processes of accessing and
loading a device image onto the computing device. In some
embodiments, such provisioning may alter the software of a
computing device such that the device may carry out addi-
tional or different functionality, generally referred to as repro-
visioning. The computing devices 106 or collection of com-
puting devices 110 may store the transmitted set of device
images 1n storage 108. In this manner, the device images may
later be accessed by the computing devices 106 or collection
of computing devices 110 independent of the device image
manager 102. The device image manager may further manage
provisioning by detecting provision events and sending a
provision command to the computing devices 106 or collec-
tion of computing devices 110. The provision events may
correspond to an automated detection that one or more com-
puting devices 106 or collection of computing devices 110
should be provisioned, or to a recerved mput speciiying
devices to be provisioned. The device image manager may
then cause the computing devices 106 or collection of com-
puting devices 110 to load a specified device image by trans-
mitting a provision command. An example of the interaction
between components 1 a provisioning process will be
described in more detail with respect to FIGS. 2A and 2B,
below.

In some embodiments, the device image manager 102 may
be operable to determine which device images to transmit or
cause to be transmitted based on identified configuration
information of the computing devices 106 or the collection of
computing devices 110. The configuration imnformation may
correspond to hardware profile information, network profile
information, benchmarking information, or computing
device location information. Illustratively, configuration
information may correspond to hardware components of the
computing device 106, such as information corresponding to
a central processing unit of the computing device 106. Con-
figuration information may Ifurther correspond to an IP
address of the computing device 106. Additional examples of
configuration mmformation will be discussed with respect to
FIG. 3A, below. The device image manager 102 may use the
configuration information to determine a set of device images
which should be transmitted to the computing devices 106 or
the collections of computing devices 110. One example 1llus-
tration of an interaction by which the device image manager
102 may determine a set of device 1images based on configu-
ration information will be discussed 1n more detail with
respectto FIGS. 3A and 3B, below. In other embodiments, the
set o device images may be determined 1n advance or other-
wise preset, such that a common set of device 1mages 1s
transierred to each computing device 106 or group of com-
puting devices. In still more embodiments, the devices
images to be transierred may be specified manually 1n
response to mput recerved from an operator or client of the
device image manager 102.
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In some embodiments, the device image manager 102 may
be operable to update device images stored by computing
devices 106 or collection of computing devices 110. The
device 1mage manager 102 may determine that an update
ex1sts for one or more of the device images which have been
transmitted to computing devices 106 or collection of com-
puting devices 110. The device image manager may deter-
mine which devices are currently storing the non-updated
device image and transmit a device image update to the rel-
evant devices. One example illustration of such an update
process will be discussed with respect to FIG. 4, below.

With reference to FIG. 2A, an illustrative interaction for
provisioning multiple computing devices will be described.
Asillustrated in FIG. 2 A, the device image manager 102 may
transier a set of device 1images to computing devices 106. As
previously described, the set of device images may be
selected by an operator of the device image manager 102, may
be a predetermined set of device images, or may be deter-
mined based on configuration information of a computing
devices 106 as will be described 1n FIGS. 3A and 3B, below.
Additionally, the device image manger 102 may transmit a set
of device images to a single computing device, such as com-
puting device 106 A, or to multiple computing devices, such
as computing devices 1068 and 106C. Transmission of the
device images to computing devices 106 A-C may occur
simultaneously, sequentially, or 1n any order. Additionally,
transmission of device images may occur intermittently, such
that portions of the set of device images are transmitted sepa-
rately. For example, the device image manager 102 may trans-
mit device 1mages or portions of device images during peri-
ods of lowered activity across the network 104 or portions of
the network. In some embodiments, the device image man-
ager 102 may transmit device images or portions of device
images during periods of lowered activity by the computing
devices 106. One skilled 1n the art will appreciate that trans-
mission of the device images to computing devices 106 may
be accomplished by additional or alternative timings or
mechanisms while not departing from the scope of the current
disclosure. Subsequent to receiving the device images, the
computing devices may store the device images 1n a device
image storage, such as storage 108 of FIG. 1.

With continued reference to FIG. 2A, the device image
manager 102 may detect that a provision event has occurred.
In some embodiments, this detection will correspond to a
provision request by an operator of the device image man-
ager, a client, or another entity. This provision request may
correspond to a consumer demand for resources at a data
center housing computing devices 106. In other embodi-
ments, this detection may be automated, such that the device
image manager 102 or another computing device detects that
a provision should occur. One skilled 1n the art will appreciate
that provisioning may occur in response to a variety of events.
By way of non-limiting example, a provision event may cor-
respond to an addition of one or more computing devices,
such that these computing devices must be provisioned 1n
order to be utilized. A provision event may further correspond
to a reallocation of computing device resources, such as when
demand 1s i1ncreased or decreased for certain functionality
provided by provisioning. By way of further example, a pro-
vision event may correspond to a detection that utilization of
computing devices providing a specific functionality has
reached a predetermined threshold. When such a threshold
has been reached, a provision event may indicate desirability
to reconfigure additional computing devices with the specific
functionality in order to reduce overall utilization levels and
provide additional computing resources. A provision event
may still further correspond to a detection of malfunction on
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one or more computing devices. Additionally, a detected pro-
vision event may correspond to a detection of a change in
configuration of a computing device.

After detection of a provision event, the device image
manager 102 may transmit a provision command to comput-
ing devices 106 A-C. This provision command may specily
the type of provisioning which 1s to occur, the specific device
image which 1s to be loaded, or other information suificient to
allow the computing device 106 to load a device 1image cor-
responding to the provision command. As will be appreciated
by one skilled 1n the art, transmission of provision commands
to computing devices 106 A-C may occur simultaneously or
in any order. In some embodiments, provision commands
may be transferred only to a single computing device 106,
such as computing device 106A, or group of computing
devices 106, such as computing devices 106B. As will be
appreciated by one skilled 1n the art, the provision command
may be transmitted through a variety of processes.

By way of non-limiting example, a provision command
may correspond to a command sent from the device image
manger 102 via and application programming interface
(API). A provision command may further correspond with
boot 1nstructions to a computing device 106. Such boot
istructions may direct the computing device 106 to take
specified actions after a reboot of the computing device. For
example, a computing device 106 may be configured to
receive boot instructions from a device image manager 102 on
cach boot of the computing device 106. On detection of a
provision event, the boot image manager 102 may modity the
boot instructions such that the computing device 106 loads a
specified device image when 1t next boots.

In response to receiving a provision command, the com-
puting devices 106 then process the corresponding device
image. If the corresponding device image was previously
transmitted to the computing device 106 and stored 1n device
image storage, the computing device 106 may process the
device 1image without requiring retransmission of the device
image from the device image manager 102 or another loca-
tion. I the device image was not previously stored by the
computing device 106, transmission of the device image may
be required from another source.

In some embodiments, processing the device image may
correspond to copying all or part of a specified device image
to an 1image destination storage of the computing device 106.
The image destination storage corresponds to a storage of the
computing device 106 on which the device image 1s to be
loaded. In some embodiments, this image destination storage
may be distinct from the device image storage 108, which
stores the received device images. Image destination storage
may correspond to random access memory (RAM) of the
computing device 106, to a hard disk drive of the computing
device 106, or to other storage accessible by the computing
device 106. After copying all or part of the specified device
image to the image destination storage, the computing device
106 may run the software now located on the 1mage destina-
tion storage. This software corresponds with the software
contained within the specified device image. In some embodi-
ments; the device 1image may contain an operating system,
operating system kernel, or operating system configuration.
As will be appreciated by one skilled in the art, device images
may contain a variety of soltware or software configurations.

In st1ll more embodiments, processing of a specified device
image may require loading of more than one device image by
a computing device 106. By way of illustrative example, a
computing device 106 may utilize a temporary device image
containing a temporary operating system. The computing
device may load this temporary operating system 1into RAM,
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and reboot to operate via the temporary operating system. The
temporary operating system may then load a final device
image 1nto a non-temporary storage of the computing device
106. The temporary operating system may then cause the
computing device 106 to reboot and load the software con-
tained within the final device image from the non-temporary
storage.

In some embodiments, loading of multiple device 1images
may be required gain unrestricted write access to an 1mage
destination storage location. Such access may be restricted,
for example, by a current operating system which 1s operating
from the 1mage destination storage. By loading an interme-
diate device 1mage, such as one containing a temporary oper-
ating system, unrestricted access to the 1mage destination
storage may be gained. The computing device 106 may then
load the desired device image containing the new operating
system onto the image destination storage.

As will be appreciate by one skilled 1n the art, the provision
command may correspond to a single command, or to series
of commands which cause the processing of a device image or
images. For example, where mtermediary device images
must be processed in order to load a final desired device
image, the mitial provision command may specily each
device image that must be loaded, only a portion of the device
images which must be loaded, or only the first device image to
be loaded. The device image manager 102 may subsequently
communicate with the software loaded by intermediary
device 1mages to specily additional intermediary device
images or the final desired device image. One of ordinary skill
in the art will appreciate that a variety of provision commands
and 1mage loading techniques may be utilized without depart-
ing from the scope of the present disclosure.

With reference now to FIG. 2B, an illustrative interaction
for provisioning multiple computing devices 106 contained
within collections of computing devices 110 will be
described. As illustrated in FIG. 2A, the device image man-
ager 102 may transier a set of device images to a collection of
computing devices 110 which contain a control device 112.
As previously described, the set of device images which are
transferred may be selected by an operator of the device
image manager 102, may be a predetermined set of device
images, or may be determined based on configuration infor-
mation of a collection of computing devices 110 or comput-
ing devices 106 contained within the collection of computing
devices 110. The number of device images transferred to a
collection of computing devices 110 may increase where the
computing devices 106 within the collection have many
potential functionalities. On 1llustrative example for deter-
mining device images based on configuration information
will be described in FIGS. 3A and 3B, below. Transmission of
the device images to the collection of computing devices 110
may occur simultaneously or non-simultaneously. Addition-
ally, as described above, transmission of device images may
occur intermittently, such that portions of the set of device
images are transmitted separately. For example, the device
image manager 102 may transmit device 1images or portions
of device images during periods of lowered activity across the
network 104 or portions of the network. The device image
manager 102 may further transmit device images during peri-
ods of lowered activity by a collection of computing devices
110. One skilled 1n the art will appreciate that transmission of
the device images to a collection of computing devices 110
may be accomplished by additional or alternative timings or
mechanisms while not departing from the scope of the current
disclosure. Subsequent to receiving the device images, the
collection of computing devices 110 may store the device
images 1n device image storage 108. In some embodiments,
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storing of the device images may be accomplished by the
control device 112. In still more embodiments, the control
device 112 may transier some or all ofthe device images to an
individual storage of one or more of the computing devices
106. 5

With continued reference to FIG. 2B, the device image

manager 102 may detect that a provision event has occurred.
As described with reference to FIG. 2A, detection may cor-
respond to a provision request by an operator, a client, or
another entity, or may be automated such that the device 10
image manager 102 or another computing device detects that
a provision should occur without requiring human 1input.
Similarly to as described above with respect to FIG. 2A, a
detection of a provision event may correspond to an addition
of one or more collections of computing devices 110 or com- 15
puting devices 106 with a collection of computing devices
110, to a reallocation of computing device resources, a detec-
tion of a change 1n configuration of collections of computing,
devices 110, or to a detection of a malfunction of one or more
collections of computing devices 110. 20

After detection of a provision event, the device image
manager 102 may transmit a provision command to control
devices 112 within the collections of computing devices 110.
This provision command may specily parameters of the pro-
visioning, such as which computing devices 106 should be 25
provisioned, what image should be loaded into each comput-
ing device 106, or other information sufficient to allow the
control device 112 to provision the computing devices 106.
As will be appreciated by one skilled 1n the art, transmission
of provision commands to collections of computing devices 30
110 may occur simultaneously or in any order.

In response to receiving a provision command, 1n one
embodiment, the control devices 112 may then cause the
loading of corresponding device image onto appropriate
computing devices 106. If the corresponding device image 35
was previously transmitted to the collection of computing,
devices 110 and stored in device image storage 108, the
collection of computing devices 110 may process the device
image without requiring retransmission of the device image
from the device image manager 102 or another location. If the 40
device 1mage was not previously stored by the collection of
computing devices 110, such as in storage 108, transmission
of the device image may be required from an alternative
source outside the collection of computing devices 110.

In other embodiments, the control device 112 may forward 45
an appropriate provision command to each individual com-
puting device 106. The control device 112 may determine the
appropriate provision command based on the provision com-
mand recerved from the device image manager 102. For
example, the device image manger 102 may transmit a pro- 50
vision command to control device 112 A specifying that com-
puting device 106A 1s to be provisioned with a first device
image. The provision command may further specily that
computing device 1068 1s to be provisioned with second
device image. In this illustrative example, control device 55
112A may determine two separate commands for the com-
puting devices 106 A and 106B, each command speciiying the
appropriate device image to be loaded by the individual com-
puting device 106. One 1llustration of an mdividual comput-
ing device 106 provisioning itself based on a provision com- 60
mand 1s discussed with respect to FIG. 2A, above.

In other embodiments, the control device 112 may directly
control provisioning of one or more computing devices 106.

In these embodiments, the control device 112 may copy all or
part of the device image to an 1image destination storage of the 65
computing device 106. The image destination storage may
correspond to random access memory (RAM) of the comput-
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ing device 106, to a hard disk drive of the computing device
106, or to other storage accessible by the computing device
106 1n order to load the software included within the device
image. For example, the control device 112 may directly load
a device image onto an 1mage destination storage accessible
by the computing device 106. This direct loading may not
require any processing by the computing device 106. In some
embodiments, the computing device 106 may not be aware
that the control device 112 1s loading a device image onto an
image destination storage. The control device 112 may fur-
ther reboot the computing device 106 in order to cause the
device to load the device image as copied to the image desti-
nation storage. In some embodiments, causing the computing
device 106 to load the device image may correspond to a
modification of a boot mstruction of the computing device
106. In some embodiments, utilizing a control device 112 1n
order to provision a computing device 106 may eliminate or
reduce the need to use temporary device 1mages 1n order to
load a desired device image.

With reference now to FIG. 3A, an 1llustrative interaction
for determining a set of device images based on configuration
information of computing devices 106 will be described. As
illustrated in FIG. 3A, computing devices 106 A-C may trans-
fer device configuration information to device image man-
ager 102. In one embodiment, the device configuration infor-
mation may be based on or include one or more device
profiles, such as a hardware profile, network profile, bench-
mark profile, or location profile, or other configuration infor-
mation associated with the computing devices 106. These
profiles will be discussed 1n greater detail below. Illustra-
tively, computing devices 106 may determine device configu-
ration information by querying or identifying hardware com-
ponents of the computing devices 106, performing
benchmarking or testing on the computing devices 106,
obtaining data previously generated or associated with the
computing devices 106, or inferring information based on any
of the above or any other information associated with the
computing devices 106. The process of determining device
configuration mformation may be guided by or based upon
device provisioning preferences, which may comprise infor-
mation i1dentifying or interpretable to identily one or more
profiles, types, or specific pieces of device configuration
information for the computing devices 106 to obtain or deter-
mine.

Specifically, and for purposes of example, device configu-
ration imnformation may include hardware profile information
associated with a hardware component of a computing device
including, but not limited to, a network interface controller
(NIC), a central processing unit (CPU), a computing device
basic mput/output system (BIOS), computing device firm-
ware, a motherboard, a daughterboard, an expansion board, a
bus, a computer readable media drive, a memory, a storage
device, a computer display, an input or output interface, or a
computing device enclosure. Device configuration informa-
tion may further include network profile information or loca-
tion information corresponding to or associated with a or
logical location 1n a network or data center, including, but not
limited to, information associated or determined from with a
MAC address, a static IP address, a logical device group
identifier, a control device 1dentifier, a serial number or 1D
corresponding to one or more components of the computing
device 106, a data storage location, information 1dentifying
one or more speciiic stances of a device 1mage manager
102, or other information that may indicate or be used to infer
a logical or location. Device configuration information may
still further include benchmark profile information associated
with one or more performance benchmarks of a computing
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device 106 or computing device component, including but not
limited to, processor performance; energy usage; bus speed;
drive or data storage component throughput or seek time;
network bandwidth, throughput, or latency to one or more
remote or local network locations; or other benchmark data
associated with the computing device.

Hlustrative, the computing devices transier device configu-
ration information to the device image manager 102. Trans-
terring device configuration information may include trans-
mitting data comprising the device configuration information
across a direct connection or network 104 of FIG. 1, trans-
mitting or 1dentifying a pointer or reference to a location of
device configuration information stored on a storage device
or computer memory, or any combination thereof. Upon
receipt, the device image manager 102 may utilize the device
configuration information to select a set of device images
based on hardware qualifications associated with the device
images. Illustratively, hardware qualifications may be mini-
mum hardware requirements needed by a computing device
106 1n order to run soitware contained within a device image.
In one embodiment, the device image manager 102 may
compare device configuration information corresponding to a
computing device 106 to a set of hardware qualifications
associated with a number of device images in order to identity
a set ol device images capable of be loaded on the computing
device 106. In a further embodiment, the device image man-
ager 102 may determine a set of device images by comparing
network profiles, location profiles, benchmark profiles, or
additional non-essential hardware profiles included 1n the
device configuration information to the set of hardware quali-
fications.

For example, the device image manager 102 may compare
the device configuration information corresponding to the
computing device 106 A to a set of hardware qualifications
associated with a group of filty device images to 1dentify a set
of ten different device images that may be loaded on comput-
ing device 106A. In an alternate embodiment, the device
image manager 102 may 1dentity all device images as poten-
tially able to be loaded on the computing device 106 A, or may
skip the step entirely. To continue this example, the device
image manager 102 may further compare the device configu-
ration information to the set of hardware qualifications to
narrow this imitial set of device images down to a set of device
images appropriate for computing device 106 A. For example,
if device configuration information such as a network profile
associated with computing device 106A indicates that the
computing device 106 A 1s located 1n a network subnet that 1s
dedicated to servicing client DNS queries, a comparison of
the device configuration information with the set of hardware
qualifications may cause the device image manager 102 to
identify three device images out of the initial set of ten that
correspond to operating systems, software, or operating sys-
tem configurations for responding to DNS queries.

As another example, if device configuration information
such as a location profile associated with the computing
device 106 A 1indicates that the computing device 106A 1s
located 1n a data center 1n an area with high energy costs, a
comparison of the device configuration information with the
hardware qualification information may cause the device
image manager 102 to identily two device images out of the
initial set of ten that correspond to operating systems, soit-
ware, or operating system configurations configured for low
power usage. As still another example, 11 device configuration
information such as a benchmark profile associated with the
computing device 106 A indicates that the computing device
106 A 15 associated with a high network latency to a particular
group ol network clients, a comparison of the device configu-
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ration information with the hardware qualification informa-
tion may cause the device image manager 102 to identify one
device image out of the initial set of ten that corresponds to an
operating systems, software, or operating system configura-
tion configured for long term backup or storage of content,
rather than rapid service of content to the group of network
clients. As still another example, a comparison of the device
configuration mformation with hardware qualifications may
cause the device image manager 102 to 1dentity all ten of the
initial set of device images as potential images for the com-
puting device 106 A.

As yet another example, each device 1mage may be asso-
ciated with one or more specific categories. Illustratively,
these categories may correspond to functionalities of a com-
puting device 106, such as a database server or web services
host server. Device images may be manually associated with
specific categories. In some embodiments, device 1mages
may be automatically associated with a category based on
soltware contained within the device image or hardware
requirements associated with the device image. The device
image manager 102 may utilize these categories 1n order to
determine a set of device images which may be loaded onto a
computing device 106. Illustratively, the device image man-
ager 102 may use configuration information of the computing
device 106 A to determine that the computing device 106 A 1s
suitable for loading device images within a database server
category. This determination may be based on configuration
information indicating computing device 106A has a large
amount of storage space. The device image manager 102 may
further determine that the computing device 106A 1s also
suitable for loading device images contained within a web
services host category. This determination may be based on
confliguration information indicating that computing device
106 A has a large amount of network resources. The device
image manager 102 may then determine that the set of device
images to be transmitted to computing device 106 A 1s the set
of device images contained within the categories “database
server” and “web services host.”

Still further, a set of device 1images may be determined
based 1n part on past, present, or estimated future demand for
specific functionality. For example, where demand for a spe-
cific functionality has historically increased, the device image
manager 102 may sent to a computing device 106 A a device
image which allows the device to implement that specific
functionality. As a further example, where estimations of
future user demand indicate that demand 1s falling for a spe-
cific functionality, the device image manager 102 may be less
likely to send to a computing device 106 A a device image
which allows the device to implement that specific function-
ality. In some embodiments, the device image manager 102
may further gather information as to the number of comput-
ing devices 106 which are currently storing a device image
implementing a specific functionality. For example, where
future demand 1s expected to decrease for that specific func-
tionality, and the number of computing devices 106 storing
the device image 1s high, the device image manager 106
would be less likely to transmit the device 1image to an addi-
tion computing device 106. Conversely, where demand 1s
expected to rise for a functionality, and the number of com-
puting devices 106 storing a device 1image or 1mages 1imple-
menting that functionality 1s low, a device 1mage manager
may be more likely to transmit that device image or images.

Although the selection of a first set of device images that
may be loaded on the computing device 106 A and the selec-
tion of a second subset of device images 1s described here for
the purpose of example as two logical steps, it should be
understood that the process of identily one or more appropri-
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ate device 1mages may be implemented or executed 1n one,
two, or any other number of logical steps by the device image
manager 102.

After the device image manager 102 has selected a set of
device images for the computing devices 106, the device 5
image manager 102 may cause the selected device image to
be transierred to the computing devices 106.

With reference now to FI1G. 3B, an illustrative interaction
for determining a set of device images based on configuration
information of collections of computing devices 110 will be 10
described. As illustrated 1n FI1G. 3B, control devices 112 may
transier device configuration information to the device image
manager 102. As described above with reference to FIG. 3A,
the device configuration information may be based on or
include one or more device profiles, such as a hardware pro- 15
file, network profile, benchmark profile, or location profile, or
other configuration mformation associated with collections
of computing devices 110, control devices 112, or computing
devices 106 which exist within collections of computing
devices 110. Illustratively, the control devices 112 may deter- 20
mine device configuration of the computing devices 106, the
control devices 112, or the collections of computing devices
110 by directly querying or identifying hardware information
of the relevant devices. In some embodiments, the control
devices 112 may query the computing devices 106, which 25
may provide hardware information to the control devices 112.

As described above with reference to FIG. 3 A, the process of
determining device configuration information may be guided

by or based upon device provisioning preferences, which may
comprise information 1identifying or interpretable to identity 30
one or more profiles, types, or specific pieces ol device con-
figuration information for the collections of computing
devices 110 to obtain or determine.

After the control devices 112 have determined their asso-
ciated device configuration information, the device configu- 35
ration information 1s transierred to the device image manager
102. Transferring device configuration information may
include transmitting data comprising the device configuration
information across a direct connection or network 104 of F1G.

1, transmitting or identifying a pointer or reference to a loca- 40
tion of device configuration information stored on a storage
device or computer memory, or any combination thereof.

After the device image manager 102 has access to device
configuration information corresponding to the collections of
computing devices 110, the device image manager may uti- 45
lize the device configuration information to select a set of
device 1images based on hardware qualifications associated
with the device images. In one embodiment, the device image
manager 102 may compare device configuration information
corresponding to a computing device 106 to a set of hardware 50
qualifications associated with a number of device images 1n
order to 1dentily a set of device images capable of be loaded
on the computing device 106 of the collection of computing
devices 110. In a further embodiment, device image manager
102 may determine a set of device images by comparing 55
network profiles, location profiles, benchmark profiles, or
additional non-essential hardware profiles included 1n the
device configuration information to the set of hardware quali-
fications.

For example, the device image manager 102 may compare 60
device configuration information corresponding to a collec-
tion of computing devices 110 to a set ol hardware qualifica-
tions associated with a group of fifty device images to identify
a set of ten different device images that may be loaded on the
collection of computing devices 110. In an alternate embodi- 65
ment, the device image manager 102 may 1dentity all device
images as potentially able to be loaded on a collection of
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computing devices 110, or may skip the step entirely. To
continue this example, the device 1image manager 102 may
further compare the device configuration information to the
set of hardware qualifications to narrow this initial set of
device images down to a set of device images appropriate for
a collection of computing devices 110. For example, 11 device
configuration information such as a network profile associ-
ated with a collection of computing devices 110 indicates that
the collection of computing devices 110 1s located 1n a net-
work subnet that 1s dedicated to servicing client DNS queries,
a comparison ol the device configuration information with the
set of hardware qualifications may cause the device image
manager 102 to identify three device images out of the 1nitial
set of ten that correspond to operating systems, software, or
operating system configurations for responding to DNS que-
ries.

Similar to as described above with respect to FIG. 3A, each
device 1image may be associated with one or more specific
categories. The device image manager 102 may utilize these
categories 1n order to determine a set of device images which
may be loaded onto a collection of computing devices 110.
[lustratively, the device 1image manager 102 may use con-
figuration information of the collection of computing devices
110 to determine that the collection of computing devices 110
1s suitable for loading device images within a database server
category. The device image manager 102 may further deter-
mine that the collection of computing devices 110 1s also
suitable for loading device images contained within a web
services host category. The device image manager 102 may
then determine that the set of device images to be transmitted
to the collection of computing devices 110 1s the set of device
images contained within the categories “database server” and
“web services host.” Additionally, the device image manager
112 may associate individual computing devices within the
collection of computing device 110 with specific categories,
as described with reference to FIG. 3A. In some embodi-
ments, the device 1image manager 112 may determine an
appropriate set of device images based on all categories of
device images which may be loaded on any computing device
106 within a collection of computing devices 110.

As another example, 1f device configuration information
such as a location profile associated with a collection of
computing devices 110 indicates that the collection of com-
puting devices 110 1s located 1n a data center 1n an area with
high energy costs, a comparison of the device configuration
information with the hardware qualification information may
cause the device image manager 102 to i1dentily two device
images out of the mitial set of ten that correspond to operating
systems, soltware, or operating system configurations con-
figured for low power usage. As still another example, 1f
device configuration information such as a benchmark profile
associated with a collection of computing devices 110 1ndi-
cates that the collection of computing devices 110 1s associ-
ated with a high network latency to a particular group of
network clients, a comparison of the device configuration
information with the hardware qualification information may
cause device image manager 102 to identily one device image
out of the mitial set of ten that corresponds to an operating
systems, software, or operating system configuration config-
ured for long term backup or storage of content, rather than
rapid service of content to the group of network clients. As
still another example, a comparison of the device configura-
tion information with hardware qualifications may cause the
device image manager 102 to 1dentify all ten of the initial set
of device images as potential images for a collection of com-
puting devices 110. Although the selection of a first set of
device images that may be loaded on collection of computing
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devices 110 and the selection of a second subset of device
images 1s described here for the purpose of example as two
logical steps, 1t should be understood that the process of
identifying one or more appropriate device images may be
implemented or executed 1n one, two, or any other number of
logical steps by the device image manager 102.

Once the device image manager 102 has selected a set of
device 1mages for the collection of computing devices 106,
device 1image manager 102 may cause the selected device

image to be transferred to the collection of computing devices
110.

With reference now to FIG. 4, an illustrative interaction for
updating a device image will be described. As 1llustrated in
FIG. 4, the device image manager 102 may determine a
device image update event. This event may correspond to any
event which notifies the device image manager 102 that a
device 1image update exists for a device image which 1s man-
aged by the device image manager 102. By way of non-
limiting example, such an event may correspond to an update
received from a manufacturer or developer of software con-
tained within the device image, to a modification of software
or software configuration by a client or operator of the device
image manager, or to other modification of device images. In
order to update a device image or images stored by computing
devices 106, the device image manager 102 may first deter-
mine which computing devices 106 have stored the non-
updated image. One skilled 1n the art will appreciate that such
a determination may be made through a vanety of processes
without departing from the scope of the present disclosure.
For example, the device image manager 102 may keep a
record of all computing devices 106 which have previously
received a non-updated device image. Further, the device
image manager 102 may query some or all of the computing
devices 106 1n order to determine the status of device images
stored by the computing devices 106. In some embodiments,
a request from a computing device 106 may signal that the
computing device 106 requires a device image update. As
illustrated in FIG. 4, the device image manager 102 may
determine that computing device 106A requires a device
image update.

The device image manager 102 may next transfer the
device 1mage update to the determined computing device
106A. The device image update may correspond to a full copy
of the updated device image, to a portion of the updated
device 1image, or to other information sufficient to allow the
computing device 106 A to update a device image. By way of
non-limiting example, a device image update may correspond
to a patch file for a device 1image, or to an executable which
updates the device image when processed by the computing,
device 106 A. In some embodiments, device 1mage manager
may transmit a location of a device image update file to the
computing device 106 A. The location of the image file may,
in some 1nstances, correspond to other computing devices
106 or to other storage devices. Where a location of a file 1s
specified, the computing device 106 may further retrieve the
image update file from the specified location.

After reception of the device image update, the computing
device 106A may then update the device image using the
device image update. One skilled 1in the art will appreciate that
the method used to update the device image may vary accord-
ing to the format of the device image update. For example,
where the device image update 1s an executable file or a patch,
the computing device 106 A may execute the file. Where the
device 1image update 1s a new device 1image, the computing
device 106 A may replace the non-updated device image 1n
device 1mage storage with the updated device image 106A.
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Other vanations will be recognized by one skilled in the art
without departing from the scope of this disclosure.

With reference now to FIG. 5A, one embodiment of a
routine 500 implemented by a device image manager 102 for
sending a set of device 1images to a set of computing devices
will be described. At block 502, the device image manager
102 determines or 1dentifies a set of computing devices 106 to
which device images will be transmitted. In some embodi-
ments, the device image manager 102 may determine that all
computing devices 106 should receive device images. In
other embodiments, the device image manager 102 may
determine that only computing devices 106 meeting certain
criteria should receive device images. By way of non-limiting
example, such criteria may correspond to network, hardware,
benchmarking, location, or current provisioning information.
Such criteria may further correspond to manual criteria speci-
fied by an operator of the device image manager 102. Other
criteria for determiming applicable computing devices 106
will be appreciated by one skilled 1n the art. In still more
embodiments, a set of computing devices 106 may be deter-
mined by recewving input from an operator or client of the
device image manager 102.

At block 504, the device image manager 102 determines
the set of device images which should be sent to the deter-
mined set of computing devices 106. As discussed above with
respect to FIGS. 3A and 3B, the device image manager 102
may use configuration information to determine a set of
device 1mages which should be transmitted to computing
devices 106 or the collections of computing devices 110. In
some embodiments, the device image manager 110 may uti-
lize configuration nformation to associate a computing
device 106 or collection of computing devices 110 with cat-
egories of device images, such as categories corresponding to
specific Tunctionality. other embodiments, the set of device
images may be determined in advance or otherwise preset,
such that a common set of device images 1s transierred to each
computing device 106 or collection of computing devices
110. In still more embodiments, the devices images to be
transierred may be specified manually 1n response to input
received from an operator or client of the device image man-
ager 102. Though the determination of the set of device
images 1s discussed subsequent to a determination of the set
of computing devices, one skilled in the art will appreciate
that the order of these blocks may be interchanged, such that
a set of device 1images 1s determined prior to determining a set
of computing devices 106.

At block 506, once both the set of computing devices and
set of device images has been determined, the device image
manager 102 may transmit or cause the transmission of the set
of device images to the set of computing devices. As dis-
cussed previously with respect to FIG. 1, the device image
manager 102 may send all device images 1n the set of device
images during the same period, or may transmit portions of
the set of device images over discreet periods of time. For
example, the device image manager 102 may transmit images
during periods of low network utilization, encouraging eifi-
cient use of network resources. Further, the device image
manager 102 may send the set of device images to individual
computing devices 106 simultaneously or at different times.
These different times may correspond to periods of low activ-
ity for the individual computing devices 106. In some
embodiments, the device image manager 102 may utilize a
peer to peer network model to distribute device images. In
such a peer to peer model, computing devices 106 may, after
reception of a device image or images, act to retransmit the
device 1image or images to other computing devices 106
which have not yet received them. One skilled in the art wall
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appreciate that a variety of processes may be used to send the
set of device images without departing from the scope of the
current disclosure. The routine 500 may then end.

With reference now to FIG. 5B, one embodiment of a
routine 550 implemented by a device image manager 102 for
provisioning multiple computing devices will be described.
[lustratively, this routing may be implemented subsequent to
a routine which causes the multiple computing devices to
store a set of device 1images, such as routine 500 of FIG. 5A.
As will be appreciated by one skilled 1n the art, routine 500 of
FIG. 5A may be implemented multiple times before imple-
mentation of routine 550 of FIG. 5B. Further, routines 500 of
FIG. SA and 550 of FIG. 5B may be implemented simulta-
neously on the same or different computing systems. Still
turther, routines 500 of FIG. 5A and 550 of FIG. 5B may be
implanted in any order. For example, routine 550 of FIG. 5B
may occur before routine 500 of FIG. SA, as long as the
computing device which 1s to be provisioned has access to the
relevant stored device image.

With continued reference to FIG. 5B, at block 552, the
device image manager 102 detects that a provision event has
occurred. Similarly to as discussed above with respect to FIG.
2A, a provision event may correspond to a number of events.
For example, a provision could be requested by an operator of
the device image manager 102, a client, or another entity. In
some embodiments, the device image manager 102 or another
computer may detect a change in configuration or a maliunc-
tion of one or more computing devices 106. In other embodi-
ments, the device image manager 102 or another computer
may detect the addition of one or more computing devices
106 or collections of computing devices 110. In still more
embodiments, a provision event may be detected by the
device 1image manager 102 based on a determination that
computing resources may be better allocated by provisioning
one or more computing devices 106. Such a determination
may correspond to a detection that utilization of computing,
devices 106 providing a specific functionality has reached a
predetermined threshold, such that provisioming may provide
additional computing resources providing the specific func-
tionality. One skilled 1n the art will appreciate that provision-
Ing may occur in response to a variety of events.

At block 554, the device image manager 102 determines
the set of computing devices which are to be provisioned. In
some embodiments, the computing devices which are to be
provisioned may be based on the provision event which was
detected. Provisioning may occur on a single computing
device 106 or a group of computing devices 106.

At block 556, the device image manager 102 may option-
ally update a device image which has been stored by the
computing devices 106 which are to be provisioned. This may
correspond to requesting a device 1mage update from the
device image manager 102. This device image update may
then be used to update a device image prior to loading the
device 1mage.

At block 558, a provision command 1s sent to the deter-
mined computing devices 106 to be provisioned. As dis-
cussed above with respect to FIG. 2A, a provision command
may be transmitted through a variety of processes. By way of
non-limiting example, a provision command may correspond
to a command sent from the device image manger 102 via an
application programming interface (API). In some embodi-
ments, a provision command may be transmitted with boot
instructions to the determined set computing device 106 to be
provisioned. As discussed above, a provision command may
correspond with a command to load multiple device images 1n
order to provision to a final desired device image. In some
embodiments, a provision command may specity all device
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images to be loaded. In other embodiments, the device image
manager 102 may further communicate with the computing
devices 106 1n order to specity additional required device
images. In still more embodiments, a computing device 106
may be preprogrammed to use specified intermediary device
images, such as temporary operating systems, 1n order to
process a final device image. The routine 550 may then end.

With reference to FIG. 6, one example of a routine to
provision based on multiple device images will be described.
In FIG. 6, a boot 1mage must first be processed 1n order to
provision the machine with the provision image. Such a boot
image may be required, for example, where the provision
image 1s to be placed on an 1image destination storage already
in use by operating system of the computing device 106. In
some embodiments, a boot image may correspond to a tem-
porary operating system which 1s loaded into RAM or other
storage separate from the image destination storage. The tem-
porary operating system may then write to previously 1nac-
cessible portions of the image destination storage.

With continued reference to FIG. 6, at block 602 the com-
puting device 106 obtains anumber of device images from the
device 1image manager 102. These device images contain a
number of software configurations which may be loaded by
the computing device 106. In some embodiments, these
device 1images may correspond to various operating systems
or operating system configurations usable by the computing
device 106. By way of non-limiting example, these operating
systems or configurations may allow the computing device
106 to carry out functionalities such as a web services host, a
file storage host, networking component, or database server.
Other potential functionalities will be apparent to one skilled
in the art.

After obtaiming the device images, at block 604 the com-
puting device 106 may store those device images on device
image storage 108 such that they will be accessible in the
future. As discussed above, storage 108 may correspond to a
hard disk drive of the computing device 106, to network
attached storage, or to any storage medium suflicient to store
the device images such that they are available during provi-
sioning. As will be appreciated by one skilled in the art,
blocks 602 and 604 may, in some embodiments, be repeated
a number of times before the routine continues to block 606.

At block 606, the computing device 106 receives a provi-
sion command from the device image manager 102. In this
illustrative example, the provision command specifies mul-
tiple device images to be loaded by the computing device 106,
as described above 1n FIGS. 2A and 2B. These device images
correspond to both a boot image and a provision image to be
used during provisioning. The provision image contains an
operating system able to be loaded by the computing device
106. The boot 1mage corresponds to a temporary operating,
system to be used by the computing device 106 1n order to
gain unrestricted write access to a image destination storage
device. In this illustrative example, the 1mage destination
storage device 1s distinct from the device image storage 108.
Either the boot image or the provision 1mage may correspond
with 1images previously received from a device image man-
ager 102, as described above 1n FIGS. 2A and 2B. Further, the
boot 1image may be provided by a source other than the device
image manager 102, such as by an operator of the computing
device 106. Illustratively, the operator may provide a boot
image corresponding to a temporary operating system from a
umversal serial bus hard drive. The computing device 106
may be further operable to determine whether device images
are authorized to be loaded onto the computing device 106 A.
For example, the computing device 106 may only load images
that are signed with specified digital encryption keys. In
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another example, the computing device 106 may only load
images when authentication 1s recerved from a trusted source.
Such a trusted source could be another network connected
entity, such as another computing device 106, or an operator
of a computing device 106. Illustratively, the operator of the
computing device could be authenticated by use of a pass-
word, by use of biometric hardware, or by other authentica-
tion mechanisms. One skilled 1n the art will appreciate that
different images could be associated with different security
schemas or mechanisms, and that various authentication
methods could be used without departing from the scope of
the current disclosure. Further, as will be appreciated by one
skilled 1n the art, the destination to which a device image 1s to
be written may be required to be diflerent than the source of
the device image. This requirement may occur, for example,
where loading the device image requires writing to the
entirety of the destination storage device. In some embodi-
ments, loading the device image may not require writing to
the entirety of the destination storage device. In such embodi-
ments, the image destination storage and the device image
storage 108 may be the same storage device.

At block 608, the computing device 106 determines
whether the boot image specified in the provision command
exists within local storage 108. If the boot 1mage does not
ex1st within local storage, computing device 106 proceeds to
block 612 and requests the necessary boot image from the
device image manager 102. Optionally, 11 the boot image does
exist within local storage, the computing device 106 may
update the boot image before proceeding. This may corre-
spond to requesting a device 1image update from the device
image manager 102. This device image update may then be
used to update a device image prior to loading the device
image.

At block 614, after gaining access to the boot 1image, the
computing device 106 reboots 1tself 1n order to load the boot
image. In this illustrative embodiment, the computing device
106 loads the boot image into RAM during the boot process.
As described above, the boot 1mage contains a temporary
operating system which enables the computing device to gain
unrestricted write access to an 1mage destination storage
device on which the provision image will be loaded. The boot
image further contains code which allows the computing
device 106 to load the provision image.

At block 616, the computing device 106 determines
whether the provision 1mage specified within the provision
command exists within local storage 108. If the provision
image does not exist within local storage 108, the computing
device 106 may request the provision image from the device
image manager 102. Optionally, 1f the provision image does

exist within local storage the computing device 106 may
update the provision image before proceeding. As will be
appreciated by one skilled 1n the art, though blocks 616-620
are described subsequently to blocks 608-14, blocks 616-620
may be performed at any point between receiving a provision
command at block 606 and loading the provision image.

At block 622, the computing device 106 may provision
itselt with the provision image. In this illustrative embodi-
ment, provisioning corresponds to writing the operating sys-
tem and mnformation contained within the provision image to
a destination storage device associated with the computing
device 106. After writing the information within the provision
image, the computing device 106 may reboot 1n order to load
the operating system within the provision image. In this man-
ner, the computing device 106 may be provisioned to carry
out a desired functionality associated with the provision
image.
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At block 624, atter provisioning the computing device 106
with the provision 1mage, the computing device 106 reboots
itsell 1 order to load the provision image. In this i1llustrative
embodiment, the computing device 106 loads the software
contained within the provision image from a storage. As such,
the computing device 106 1s able to implement the function-
ality associated with the provision image. The routine 600
may then end.

It will be appreciated by those skilled in the art and others
that all of the functions described 1n this disclosure may be
embodied in software executed by one or more processors of
the disclosed components and mobile communication
devices. The software may be persistently stored in any type
of non-volatile storage.

Conditional language, such as, among others, “can,’
“could,” “might,” or “may,” unless specifically stated other-
wise, or otherwise understood within the context as used, 1s
generally intended to convey that certain embodiments
include, while other embodiments do not include, certain
features, elements and/or steps. Thus, such conditional lan-
guage 1s not generally intended to imply that features, ele-
ments and/or steps are 1n any way required for one or more
embodiments or that one or more embodiments necessarily
include logic for deciding, with or without user mput or
prompting, whether these features, elements and/or steps are
included or are to be performed in any particular embodi-
ment.

Any process descriptions, elements, or blocks 1n the tlow
diagrams described herein and/or depicted in the attached
figures should be understood as potentially representing mod-
ules, segments, or portions of code which include one or more
executable instructions for implementing specific logical
functions or steps 1n the process. Alternate implementations
are included within the scope of the embodiments described
herein 1 which elements or functions may be deleted,
executed out of order from that shown or discussed, including
substantially concurrently or 1n reverse order, depending on
the functionality involved, as would be understood by those
skilled 1n the art. It will further be appreciated that the data
and/or components described above may be stored on a com-
puter-readable medium and loaded into memory of the com-
puting device using a drive mechanism associated with a
computer readable storing the computer executable compo-
nents such as a CD-ROM, DVD-ROM, or network intertace
turther, the component and/or data can be included 1n a single
device or distributed in any manner. Accordingly, general
purpose computing devices may be configured to implement
the processes, algorithms, and methodology of the present
disclosure with the processing and/or execution o the various
data and/or components described above.

It should be emphasized that many variations and modifi-
cations may be made to the above-described embodiments,
the elements of which are to be understood as being among
other acceptable examples. All such modifications and varia-
tions are mtended to be included herein within the scope of
this disclosure and protected by the following claims.

What 1s claimed 1s:

1. A system for management of provisioning of devices,
comprising;

a computing system comprising a processor coupled to
memory, the memory containing computer-executable
istructions for execution by the computing system to
implement a device image manager, wherein execution
of the computer-executable instructions causes the com-
puting system to:
transmit a set of device images to multiple computing

devices, wherein the set of device 1images includes a
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first device 1mage which, when processed by a com-
puting device, enables the computing device to carry
out a first desired functionality and a second device
image which, when processed by the computing
device, enables the computing device to carry out a
second desired functionality different from the first
desired functionality, wherein transmission of the set
of device images causes the multiple computing
devices to store the set of device images locally to
individual computing devices of the multiple comput-
ing devices, and wherein transmission of the set of
device 1mages to the multiple computing devices
occurs 1ndependently from implementation, at the
multiple computing devices, of instructions to provi-
sion the multiple computing devices with a device
image of the set of device images;

subsequent to transmitting the set of device images,
recerve a request to provision the multiple computing
devices according to the first desired functionality
corresponding to the first device image; and

in response to the recerved request, transmit instructions
to the multiple computing devices to process, at indi-
vidual computing devices of the multiple computing
device, the first device image of the set of device
images, as previously recerved imndependently from
implementation of instructions to provision the mul-
tiple computing devices with a device image of the set
ol device images and as stored locally to individual
computing devices of the multiple computing
devices, wherein the instructions specily the first
device 1image, and wherein the processing enables
cach of the multiple computing devices to carry out
the first desired functionality.

2. The system of claim 1, wherein at least one of the set of
device images 1includes at least one of an operating system or
an operating system kernel.

3. The system of claim 1, wherein the set of device images
1s determined at least 1n part based on a characteristic of the
multiple computing devices.

4. The system of claim 3, wherein the characteristic of the
multiple computing devices 1s determined at least in part
based on at least one of a device hardware profile, a device
network profile, a device benchmark profile, and device loca-
tion information.

5. The system of claim 1, wherein causing the multiple
computing devices to store the set of device images locally to
individual computing devices of the multiple computing
devices 1ncludes causing each of the multiple computing
devices to store the set of device images at a data storage
device internal to each computing devices.

6. The system of claim 5, wherein causing each of the
multiple computing devices to store the set of device images
locally includes causing each the multiple computing devices
to store the set of device 1images on a hard disk drive.

7. The system of claim 1, wherein causing the multiple
computing devices to store the set of device images locally to
individual computing devices of the multiple computing
devices includes causing at least one of the multiple comput-
ing devices to store the set of device images on a rack control
device of a computing rack including the at least one com-
puting device.

8. The system of claim 1, wherein causing the multiple
computing devices to store the set of device images locally to
individual computing devices of the multiple computing
devices includes causing at least one of the multiple comput-
ing devices to store the set of device images on network
accessible storage, the network accessible storage being dis-
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tinct from the device image manager and sharing a local area
network with the at least one computing device.

9. The system of claim 1, wherein execution of the com-
puter-executable instructions further causes the computing
system to:

recerve an updated device image, the updated device image

corresponding to an image of the set of device images;
and

transmit the updated device image to the multiple comput-

ing devices, wherein transmission of the updated device
image causes the multiple computing devices to store the
updated device image.
10. The system of claim 9, wherein the instructions to
process, at individual computing devices of the multiple com-
puting device, the first device 1image of the set of device
images, include instructions to request transmission of the
updated device image.
11. The system of claim 1, wherein the instructions to
process, at individual computing devices of the multiple com-
puting device, the first device 1image of the set of device
images, include nstructions to verily the at least one device
image.
12. A method for provisioning a set of computing devices,
comprising;
determiming, at an 1mage management device, a set of
device 1mages including a first device 1mage corre-
sponding to a first set of mstructions executable by a
computing device to enable the computing device to
carry out a first desired functionality and a second device
image that corresponds to a second set of instructions
executable by the computing device to enable the com-
puting device to carry out a second desired functionality;

transmitting, from data storage associated with the image
management device, the set of device images to a deter-
mined set of computing devices independent of 1mple-
mentation, at the set of computing devices, of nstruc-
tions to provision the set of computing devices with a
device image of the set of device images, wherein trans-
mission of the set of device images causes the set of
computing devices to store the set of device images
locally to individual computing devices within the set of
computing devices;

detecting at the 1mage management device, a provision

event, the provision event corresponding to a detection
that at least one computing device of the set of comput-
ing devices should be enabled to implement the first
desired functionality; and

transmitting, by the image management device, instruc-

tions to the at least one computing device to process, at
the at least one computing device, the first device image
of the previously stored set of device 1mages, wherein
the instructions specily the first device image, and
wherein the processing enables the at least one comput-
ing device to carry out the first desired functionality.

13. The method of claim 12, wherein the set of device
images 1s determined at least 1n part based on a characteristic
of the at least one computing device.

14. The method of claim 12, wherein the characteristic of
the atleast one computing device 1s determined at least 1n part
based on at least one of a device hardware profile, a device
network profile, a device benchmark profile, and device loca-
tion information.

15. The method of claim 12, wherein causing the set of
computing devices to store the set of device images includes
causing each of the set of computing devices to store the set of
device 1images on at least one of a hard disk drive, a rack
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control device, and a network accessible storage distinct from
the source of the transmitted set of device images.

16. The method of claim 12 further comprising:

receiving an updated device image, the updated device

image corresponding to an image of the set of device >
images; and

transmitting the updated device image to the set of com-

puting devices, wherein transmission of the updated
device 1mage causes set of computing devices to store
the updated device image.

17. The method of claim 16, wherein transmaitting instruc-
tions to the at least one computing device to process at least
one locally stored device image of the stored set of device
images includes transmitting istructions to the at least one

computing device to request transmission of the updated
device 1mage.

18. The method of claim 12, wherein transmitting istruc-
tions to the at least one computing device to process at least
one locally stored device 1mage ot the stored set ot device .,
images includes transmitting instructions to the at least one
computing device to verily the at least one device image.

19. The method of claim 12 further comprising:

determining a second set of device 1images, the second set

of device images distinct from the previously deter- .
mined set of device images;

transmitting the second set of device images to the deter-

mined set of computing devices;

detecting a second provision event; and

in response to the detected second provision event, causing

at least one computing device of the set of computing
device to process at least one device image of the second
set of device images.

20. A system for provisioning a set of computing devices,
comprising; 15
a computing system comprising a processor coupled to

memory, the memory containing computer-executable

instructions for executable by the computing system to

implement a device image manager, wherein execution

of the computer-executable instructions causes the com-

puting system to:

determine a set of computing devices;

determine a set of device images including a first device
image that, when processed by a computing device of
the set of computing devices, enables the computing -
device to carry out a first desired functionality and a
second device image that, when processed by the
computing device of the set of computing devices,
enables the computing device to carry out a second
desired functionality; 50

independent of implementation, at the set of computing
devices, of mstructions to provision the set of com-
puting devices with a device image of the set of device
images, cause the set of computing devices to store
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the set of device images locally to individual comput-
ing devices of the set of computing devices; and

transmit 1nstructions to the set of computing devices to
process, at individual computing devices of the set of
computing devices, the first device image of the pre-
viously stored set of device images, wherein the
instructions specily the first device image, and
wherein the processing enables each computing
device of the set of computing device to carry out the
first desired functionality.

21. The system of claim 20, wherein the set of device
images 1s determined at least 1n part based on a characteristic
of the set of computing devices.

22. The system of claim 21, wherein the characteristic of
the set of computing devices 1s determined at least in part
based on at least one of a device hardware profile, a device
network profile, a device benchmark profile, and device loca-
tion information.

23. The system of claim 20, wherein causing the set of
computing devices to store the set of device images includes
causing each of the set of computing devices to store the set of
device 1images on at least one of a hard disk drive, a rack
control device, and a network accessible storage distinct from
the device image manager.

24. The system of claim 20, wherein execution of the
computer-executable instructions further causes the comput-
ing system to:

recerve an updated device image, the updated device image

corresponding to an 1image of the set of device images;
and

transmit the updated device image to the set of computing

devices, wherein transmission of the updated device
image causes the multiple computing devices to store the
updated device image.

25. The system of claim 24, wherein transmitting instruc-
tions to the set of computing devices to process the first device
image of the stored set of device images includes transmitting
instructions to the set of computing devices to request trans-
mission of the updated device image.

26. The system of claim 20, wherein transmitting instruc-
tions to the set of computing devices to process the first device
image of the stored set of device images includes transmitting
instructions to the set of computing devices to verily the first
device image.

277. The system of claim 20, wherein the execution of the
computer-executable instructions further causes the comput-
ing system to determine a second set of device images, the
second set of device images comprising device images dis-
tinct from the device images contained within the previously
determined set of device images, wherein causing the set of
computing devices to store the set of device images includes
causing the set of computing devices to store the second set of
device 1mages.
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