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SYSTEM AND METHOD FOR TEMPORARY
SECURE BOOT OF AN ELECTRONIC
DEVICE

CROSS REFERENCE TO RELATED
APPLICATIONS

This application claims priority of U.S. Provisional No.
61/565,955 filed on Dec. 1, 2011.

BACKGROUND OF THE INVENTION

1. Field of the Invention

The mvention relates to system and method of temporary
secure boot process of an electronic device. More particu-
larly, the invention relates to a temporary secure boot process
by use of unique device information.

2. Description of the Prior Art

Electronic devices are installed with an operating system.
Normally 1n a boot up process, a bootloader would 1mitiate
components of the electronic device and load the operating
system so that a user may operate the electronic device to
perform various functions. Some user specific data or user-
installed programs are also controlled by the operation sys-
tem. However, when the electronic device encounters error or

1s sent to the care center for examination, user might not wish
to reveals personal data/files during examination, or the elec-
tronic device may not be able to boot up as normal.

SUMMARY OF THE INVENTION

The mvention discloses system and method of temporary
secure boot process of an electronic device. A method of
temporary secure boot process according to an embodiment
of the invention comprises: generating a first token according
to an identification data of the electronic device; sending a
request along with the first token to a service provider, the
request corresponding to a boot package; recerving a second
token and a boot package from the service provider; verifying,
the second token and the boot package; and executing the
boot package according to verification result.

Another embodiment of the invention comprises: an elec-
tronic device, configured to execute at least an operating
system by a processor. The processor comprises: a token
generator, configured to generate a first token according to a
first key; a token verification unit, configured to vernly a
second token according to the first key of a first key pair; a
boot package execution unit configured to execute a secure
boot package according to the verification of the second
token; and a key pair unit configured to store at least the first
key, the first key being one key of a first key pair. The system
turther comprises a communication interface unit within the
clectronic device configured to transmit the first token and
receive the second token and the secure boot package; and a
service provider configured to verily the first token and to
generate the second token according to a second key of the
first key pair and the secure boot package according to a third
key of a second key pair according to the verification of the
first token.

Yet 1n another embodiment of the invention discloses
method for boot package processing. The method comprises:
receiving a first token along with a request from an electronic
device; veritying an identity of the electronic device accord-
ing to the first token; 1 response to the 1dentity being con-
firmed, generating a second token comprising at least partial
content of the first token; securing a boot package corre-
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2

sponding to the request by the second token; and sending the
second token and the secured boot package to the electronic
device.

These and other objectives of the present mvention will no
doubt become obvious to those of ordinary skill in the art after
reading the following detailed description of the preferred

embodiment that 1s illustrated 1n the various figures and draw-
ngs.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 illustrates a data authentication system according to
an embodiment of the invention.

FIG. 2 1llustrates a block diagram of the electronic device
according to an embodiment of the mnvention.

FIG. 3 illustrates a secure boot method according to an
embodiment of the invention.

FIG. 4 illustrates identification token generation according,
to an embodiment of the invention.

FIG. 5 depicts an embodiment of boot package processing,
flow according to an embodiment of the mnvention.

FIG. 6 illustrates embodiment of authentication token and
secure boot package generation according to an embodiment
of the ivention.

FIG. 7 illustrates embodiment of secure boot package pro-
cessing flow of the service provider of the invention.

FIG. 8 depicts an embodiment of boot package verification
flow of the electronic device of the invention

DETAILED DESCRIPTION

The 1invention discloses system and method for temporary
secure boot processing ol an electronic device. The electronic
device may send request to a service provider for providing a
boot package that can only be executed temporarily. To
ensure security of the request, the electronic device may
generate a token along with the request. In response to the
request, the service provider may verily the token to deter-
mine 1dentity of request sender. Once confirmed, the service
provider sends a secure boot package along with another
token. The electronic device also verifies the token and the
secure boot package to confirm the identity of the service
provider. The electronic device and the service provider may
generate the tokens according to particular information held
by the two parties only. In addition, to avoid such information
being stolen by malicious party, the electronic device may
process the request and the token 1 a secure domain that
cannot be accessed by unauthorized user.

Please refer to FIG. 1, which illustrates a secure boot pro-
cessing system according to an embodiment of the invention.
As 1llustrated, the system comprises an electronic device 100
and a service provider 200. The electronic device 100 may be
a handheld device such as mobile phone, tablet, game con-
sole, PDA, and/or other kinds. The electronic device 100 may
also be a personal computer, desktop computer, laptop com-
puter. In some circumstances, user might wish to boot up the
clectronic device 100 without affecting operating system or
revealing personal data, for example the electronic device 1s
sent to care center for inspection. User might lock the elec-
tronic device 100 with some security mechamsm, such as
password or unlock pattern. In order to preserve privacy of
user but still be able to mspect the functionality of the elec-
tronic device 100, another boot package may be executed
temporarily 1in a secure domain and be removed upon comple-
tion of execution. To obtain the temporary boot package, the
clectronic device may send a request to the service provider
200 for downloading the temporary boot package, such as
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manufacturer of the electronic device 100. The electronic
device 100 may send an 1dentification (ID) token which con-
tains unique information corresponding to the electronic
device 100 along with the request to the service provider 200.
The request and the ID token may also be stored 1n a memory
device, such as SD or micro SD card, and be transmitted to the
service provider via another electronic device, such as a per-
sonal computer. User may communicate with the service
provider 200 through the other electronic device, for example
logging on the service provider and uploading the ID token
via a personal computer.

The service provider 200 may verily identity of the elec-
tronic device 100 and record the activity for security reason.
In response to the request and confirmation of the ID token,
the service provider 200 may send back a secure boot package
along with an authentication token to the electronic device
100. The authentication token 1s also verified by the electronic
device 100 so as to confirm the identity of boot package
sender. Once confirmed, the electronic device 100 may
execute the boot package temporarily and reboot by normal
procedure when the execution of the boot package finishes.
Similarly, the boot package and the authentication token may
be recetved by the other electronic device that sends the
request and be stored 1n a storage device that can be accessed
by the electronic device 100. For example, when the service
provider 200 verifies the ID token sent by a logged-in user, the
user then may access the secure boot package and the authen-
tication token by downloading them and storing 1n the SD/mi-
cro SD card or hard-disk memory of a personal computer. The
clectronic device 100 can access the files from the SD or
micro SD card or by connecting to the personal computer via
USB connection.

Next please refer to FIG. 2, which 1illustrates a block dia-
gram of the electronic device 100 according to an embodi-
ment of the invention. The electronic device 100 comprises,
among others, a processor 110 and a communication interface
170. The processor 110 1s configured to execute at least an
operating system and a plurality of applications in normal
domain (not shown) and private programs 1n a secure domain
120. The secure domain 120 may be configured to execute
applications and/or programs with security demand. In the
embodiment of the mvention, the secure domain 120 may
comprise, among others, a token generator 130, a token veri-
fication unit 140, a boot package execution unit 150, and akey
pair unit 160. The token generator 130 1s configured to gen-
crate the ID token sent to the service provider 200, and the
token verification unit 140 1s configured to verily the authen-
tication token received from the service provider 200. The
token generator 130 generates the ID token from unique
information of the electronic device 100, such as identifica-
tion data. The identification data may be device serial number,
IMFEI number, MAC address, IMSI number, and/or other
information that 1s unique and can be used to specity the
clectronic device 100. Furthermore, to provide better secu-
rity, the ID token 1s generated by combiming other data gen-
erated 1n random. The unique imnformation and the random
data may be processed by a predetermined algorithm and
secured by a key that 1s known to the electronic device 100
and the service provider 200 only. The predetermined algo-
rithm may be an encryption algorithm known 1n the art.

The token verification unit 140 verifies the authentication
token according to another predetermined algorithm, which
may be a decryption algorithm known in the art. Both the
clectronic device 100 and the service provider 200 may pos-
sess at least one pair of keys used for encryption and decryp-
tion. The key pair 1s stored in the key pair unit 160. The keys
may be stored during manufacturing stage or obtained by a
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4

secure procedure, and different electronic device 100 may
hold different pair of keys. The key pair may be RSA public
and private key pair. The electronic device 100 holds the
public key while the service provider 200 holds the private
key. The 1D token may be generated by encrypting the iden-
tification data and the random data by the public key of the
clectronic device 100, and be verified by the service provider
200 by using the private key for decryption. Therefore, the
token generator 130 and the service provider 200 may share
corresponding pair of algorithms for encryption and decryp-
tion respectively. Similarly, the token verification unit 140
shares corresponding pair of algorithms for decryption with
the service provider 200. Details of the token generation and
verification will be described later.

The boot package execution unit 150 1s configured to
execute the boot package received from the service provider
200 upon verification of the authentication token being con-
firmed. To provide better security, the boot package may be
turther secured by a key, and the boot package execution unit
150 may verily the secure boot package prior to execution. In
this case, as described above, the boot package execution unit
150 may access corresponding key 1n the key pair unit 160
and use corresponding algorithms for boot package protec-
tion. Similar to the tokens, the service provider 200 may
secure the boot package by signing or encrypting with a
private key and the boot package execution unit 150 may
verily the secure boot package by corresponding public key.
For example, the boot package may be signed with a signature
generated from the private key of the service provider 200.
The boot package may be designated to perform specific
tasks, such as file system backup, customization, system
check and/or others. The electronic device 100 may send
request ol particular boot package for specific purpose.

The electronic device 100 also comprises a communication
interface 170 which 1s configured to communicate with the
service provider 200. The communication interface may tran-
sit the ID token, authentication token and boot package
between the electronic device 100 and the service provider
200 via suitable transmission protocol. The transmission pro-
tocol may be wired or wireless protocol. The communication
interface 170 may be configured to communicate with
another electronic device, such as a personal computer. The
tokens and boot package are transmitted between the elec-
tronic device 100 and the service provider 200 via the other
clectronic device. For example, the communication interface
may be a USB interface or memory interface.

FIG. 3 illustrates a secure boot method according to an
embodiment of the mvention. The method may be 1mple-
mented by the system shown in FIG. 1. The method starts
from generating an 1D token by the electronic device 100 1n
step 310. The ID token 1s generated according to some unique
data possessed by the electronic device 100 and encrypted by
one key of a first key pair. Then the ID token 1s sent from the
clectronic device 100 to the service provider 200 in step 320.
The ID token may be attached to a request for demanding a
boot package or combined within the request. The service
provider 200 may verily the ID token to confirm 1dentity of
requesting device and whether 1t 1s reliable (step 330). The ID
token may be verifies by another key of the key pair. In
response to confirmation of the ID token, the service provider
200 generates an authentication token which comprises imnfor-
mation that should be verified by the receiver (1.e. the elec-
tronic device 100 1n this embodiment) 1n step 340. Then the
service provider 200 sends the authentication token along
with secure boot package to the electronic device 100 (step
350). The authentication token may be generated from the
content within the ID token and encrypted by another key of
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the first key pair. In other embodiments, the authentication
token may further comprise other information thatneeds to be
verified by the receiver and be processed by other operations,
such as SHA. Upon receiving the authentication token, the
clectronic device first verifies the authentication token 1n step
360. Similarly, the authentication token may be verified by
the key held by the electronic device 100. The electronic
device 100 also verifies the secure boot package according to
a key, which may be one of another key pair shared by the
clectronic device 100 and the service provider 200 (step 370).
I1 both the authentication token and the secure boot package
are confirmed, the secure boot package 1s executed 1n a secure
domain for temporarily booting up the electronic device 100
to perform specific task in step 380. Upon completion of the
execution of the secure boot package, the electronic device
100 will be restarted by normal boot procedure in step 390.
While restarting, the secure boot package may be erased from
the electronic device 100 and thus cannot be executed again.

In below token generations and verifications will be
described 1n further details. FIG. 4 illustrates identification
token generation according to an embodiment of the mven-
tion. As shown 1n FIG. 4, the identification token 1s generated
from identification data of the electronic device 100 and
random data. The identification data may be device serial
number, IMEI number, MAC address, IMSI and/or other data
that 1s unique and can be used to identily the electronic device
100. The random data can only be used for once to ensure
security. The random data may also be used to hide the 1den-
tification data from stealing. In one embodiment of the inven-
tion, the length of the random data 1s longer than the 1denti-
fication data. Therefore, 1identification token of each request
would be different for each request and 1s only valid to cor-
responding request. The ID data and random data are pro-
cessed by a first algorithm according to a first public key of a
key pair. For each key patir, a public key 1s held by the elec-
tronic device 100 and the private key 1s held by the service
provider 200. The electronic device 100 may not know the
private key, but it can be verified by the public key as known
in the art. The first algorithm may be any kind of encryption
algorithm, such as RSA encryption.

Next please refer to FIG. 5, which depicts an embodiment
ol boot package processing flow of the electronic device 100.
The processing flow starts from step 510, an identification
token 1s generated according to a first public key and sent to
the service provider 200 along with a request for boot pack-
age. The ID token may be generated according to FI1G. 4. The
first public key 1s one of a key pair comprising the first public
key and a corresponding first private key. The first public key
1s held by the electronic device 100 and the first private key 1s
held by the service provider 200. One or more key pairs may
be shared by the electronic device 100 and the service pro-
vider 200. Next an authentication token and a secure boot
package corresponding to the ID token are received from the
service provider 200 (step 520). The ID token, authentication
token and the secure boot package may be transmitted via
wireless protocol and/or accessed via a storage device. For
example, the authentication and the secure boot package may
be downloaded and stored 1n an SD card or micro SD card.
The electronic device 100 then verifies the authentication
token according to the first public key 1n step 330. The authen-
tication token may be verified by decrypting the authentica-
tion token by the first public key and confirming the content
within. Upon confirmation of the authentication token, the
clectronic device next verifies the secure boot package
according to a second public key 1n step 540. Sumilarly, the
second public key may correspond to a second private key
used to sign or encrypt the secure boot package. Next the
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secure boot package 1s executed according to the verification
result 1 step 550. If the verification fails, the secure boot
package would not be executed and be discarded. If verifica-
tion 1s successiul, the secure boot package 1s executed 1n a
secure domain of the electronic device 100. Upon completion
of the boot package execution, the electronic device 100 1s
restarted by normal boot-up procedure and enters the operat-
ing system. The identification token and secure boot package
may be erased from the electronic device 100. Please note that
the random data used to generate the ID token will be cleared
as well and cannot be used again.

FIG. 6 illustrates embodiment of authentication token and
secure boot package generation of the service provider 200.
As described above, authentication token 1s generated upon
confirmation of ID token recerved from the electronic device
100. Content of the ID token may be used to generate the
authentication token so that it can only be verified by the
sender of the ID token. In this embodiment, ID data and
random data of the electronic device 100 1s used to generate
the authentication token according to a second algorithm and
a first private key. The first private key 1s 1n pair with the first
public key of FIG. 4, and the second algorithm may be any
kind of encryption algorithm as well. In another embodiment
ol the mnvention, other data may be combined 1nto the authen-
tication token as well, for example other data that need to be
verified. Yet in another embodiment of the invention, the
content of the authentication token may be preprocessed
before encryption, such as hash operation. The boot package
requested by the electronic device 100 1s processed by a third
algorithm and a second private key to generate a secure boot
package too. The second private key 1s 1n pair with a second
public key held by the electronic device 100 and the third
algorithm may be any suitable encryption/compression algo-
rithm or used as a signature. In the embodiment of F1G. 4 and
FIG. 6, the key pair may be distributed to the electronic device
100 during manufacturing stage or be requested by certain
secure registration procedure to the service provider 200, and
be stored 1n a secure memory that can only be accessed in
secure domain.

FIG. 7 illustrates embodiment of secure boot package pro-
cessing flow of the service provider 200 of the invention.
First, an ID token along with a request 1s received by the
service provider 200 1n step 710. The request may demand for
a boot package of a specific task. Prior to sending the boot
package, the ID token 1s verified according to a first private
key 1n step 720. The ID token comprises mnformation of the
request sender’s 1dentity and should be generated by a first
public key 1n pair with the first private key. Furthermore, the
ID token may be checked to confirm whether the request
sender 1s associated with the service provider 200, for
example manufactured by the service provider 200, regis-
tered to the service provider 200, and/or other relationships.
The service provider 200 may also record an event corre-
sponding to the request. The event may comprise information
of the 1dentity of requesting device, time of request received,
type of request and confirmation result, etc.

In response to the identification token 1s confirmed, the
service provider 200 generates an authentication token
according to content of the ID token and the first private key
in step 730. To make sure the response from the service device
200 1s sent to the right requesting device, the authentication
token may comprise the ID data and the random data within
the 1D token so that it can only be verified by the requesting
device that generates these data. To provide better protection,
the ID data and random data may be pre-processed by opera-
tions such as hash operation prior to encrypting by the first
private key. In other embodiment of the invention, the authen-
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tication token may also comprise other information that 1s
necessary. Then the boot package corresponding to the
request 1s secured according to a second private key 1n step
740. The boot package may be signed with a signature gen-
crated by the second private key for example. The authent-
cation token 1s then sent to the requesting device along with
the secured boot package 1n step 750. In one embodiment of
the invention, the token and secured boot package may be sent
via wireless protocol. In another embodiment of the mmven-
tion, the authentication token and boot package may be stored
in a storage device that can be accessed by the electronic
device 100, such as an SD card.

FIG. 8 depicts an embodiment of boot package verification
flow of the electronic device 100 of the invention. Upon
receiving the authentication token and the secure boot pack-
age, the electronic device 100 needs to verily both of them
prior to execution so that it can be ensured the boot package 1s
received Irom a trusted service provider. The authentication
token 1s processed by a fourth algorithm according to a first
public key. The fourth algorithm may be a decryption algo-
rithm corresponding to the second algorithm of FIG. 6, and
the first public key 1s 1n pair with the first private key. As a
result, the authentication token may be decrypted into 1den-
tification data and random data. The electronic device 100
may compare the decrypted 1dentification data with 1ts own
identification to confirm the authentication token 1s sent from
the service provider and 1t 1s the right recipient. The decrypted
random data may also be compared with the random data of
FIG. 4. The secure boot package 1s processed by a fifth algo-
rithm according to a second private key to confirm the boot
package. The fifth algorithm may be a decryption/decompres-
s1on algorithm corresponding to the third algorithm of FIG. 6
and the second public key 1s 1n pair with the second private
key. Please note that the public key of the key pairs 1s held by
the electronic device 100 and the private key is held by the
service provider 200. In yet another embodiment of the inven-
tion, the second key pair may be encrypted within the authen-
tication token and the electronic device 100 can only obtain
the second public key 1n response to confirmation of the
authentication token. In the case that the service provider
provides boot packages to multiple electronic devices 100,
the key pair 1s different for each electronic device. The algo-
rithms and keys used for token generation and verification
may be stored 1n a secure domain of the electronic device 100
during manufacturing stage or be requested by certain regis-
tration process.

In one embodiment of the invention, the electronic device
may be a handheld device such as smart phone, tablet, game
console, PDA, multimedia player and/or other devices. In one
embodiment of the invention, the temporary secure boot pro-
cess may be initiated by specific user input, such as long press
of power button and home key during device boot up. Yet 1in
another embodiment of the mvention, the temporary secure
boot process may be executed by a boot loader 1n a secure
domain or other soiftware implemented by TrustZone tech-
nology, the tokens and boot package may be transmitted via
wireless transmission or via hardwire connection to a storage
device, such as SD card, USB external memory, etc.

Those skilled in the art will readily observe that numerous
modifications and alterations of the device and method may
be made while retaining the teachings of the mvention.
Accordingly, the above disclosure should be construed as
limited only by the metes and bounds of the appended claims.

What is claimed 1s:
1. A method of temporary secure boot process of an elec-
tronic device, comprising;:
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generating a first token according to an 1dentification data
of the electronic device;

sending a request along with the first token to a service
provider, the request corresponding to a boot package;

recerving a second token and the boot package from the
service provider;

verilying the second token and the boot package; and

executing the boot package according to verification result;
wherein the generating of the first token comprises:

generating random data; and

encrypting the identification data and the random data
according to a first key.

2. The method of claim 1, further comprising:

upon completion of the execution, erasing the boot pack-
age and then restarting the electronic device.

3. The method of claim 1, wherein the veritying of the

second token and the boot package comprises:

decrypting the second token by the first key;

confirming content of the second token with the 1dentifi-
cation data; and

in response to the second token being confirmed, veriiying
the boot package by a second key.

4. The method of claim 3, further comprises clearing the

random data from the electronic device.

5. The method of claim 1, wherein the 1dentification data 1s
one of the following: device serial number, IMEI number,
MAC address and IMSI number.

6. The method of claim 1, wherein the executing of boot
package 1s executed in a secure domain of the electronic
device.

7. A system for temporary boot up process, comprising;

an electronic device, configured to execute at least an oper-
ating system by a processor, the electronic device com-
prises:

a token generator, configured to generate a first token by
encrypting an identification data of the electronic
device and a random data according to a first key;

a token verification umt, configured to verily a second
token according to the first key of a first key pair;

a boot package execution unit, configured to execute a
secure boot package according to the verification of
the second token; and

a key pair unit, configured to store at least the first key,
the first key being one key of a first key patr.

8. The system of claim 7, further comprising:

a communication interface unit within the electronic
device, configured to transmit the first token and recerve
the second token and the secure boot package; and

a service provider, configured to verify the first token and to
generate the second token according to a second key of
the first key pair and to generate the secure boot package
according to a third key of a second key pair according to
the verification result of the first token.

9. The system of claim 7, wherein the service provider 1s
turther configured to generate the second token by encrypting
content of the first token according to the second key, and to
generate the secure boot package by signing a boot package
with the third key.

10. The system of claim 7, wherein the boot package execu-
tion unit 1s Turther configured to verily the secure boot pack-
age according to a fourth key of a second key pair.

11. The system of claim 10, wherein the first key pair 1s a
RS A key pair, the first key 1s a public key and the second key
1s a private key; the second key pair 1s another RSA key pair,
the fourth key 1s a public key and the third key 1s a private key.
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12. The system of claim 10, wherein the fourth key 1s
encrypted within the second token by the service provider,
and 1s obtained by the electronic device by decrypting the
second token.

13. The system of claim 7, wherein the secure boot package
1s downloaded 1nto a storage device accessible by the elec-
tronic device.

14. The system of claim 7, wherein the processor 1s further
configured to erase the secure boot package and restart the
clectronic device upon execution completion of the secure
boot package, and execute the operating system.

15. The system of claim 7, wherein the token generator, the
token verification unit, the boot package execution unit and
the key pair unit are implemented 1n a secure domain of the
electronic device, the secure domain 1s unable to be accessed
by the operating system.

16. A method for boot package processing, comprising:

receiving a {irst token along with a request from an elec-

tronic device;

10
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veritying an 1dentity of the electronic device according to
the first token;
in response to the identity being confirmed, generating a
second token comprising at least partial content of the
first token;
securing a boot package corresponding to the request; and
sending the second token and the secured boot package to
the electronic device;
wherein the step of veritying the 1dentity of the electronic
device further comprises decrypting the first token to
obtain an 1dentification data of the electronic device and
a random data according to a second key of a first key
pair,
wherein the first token 1s generated by a first key of the first
key patr.
17. The method of claim 16, wherein the step of generating
the second token further comprises encrypting at least the
identification data and the random data by the first key.
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