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associated with a single first identification information 1tem
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FIG. 3
143

First connection information

information . . . . . .
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First identification

ID11 P11
P12
P13
ID12 P21
P22
P23
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FIG. 7
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Detect connection to
power storage device

5104
I Perform mutual authentication I
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Obtain first identification information
S108
Obtain first connection information
S110

Store in first charge/discharge information

5112

IS
upload to unauthorized
connection detecting device
available?

Y
Upload first charge/discharge information >l14

End
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FIG. S

. . 5202
Detect connection with
charge/discharge device

5204
I Perform mutual authentication I
5206
Obtain second identification information
5208
Obtain second connection information
S210

Store in second charge/discharge information

5212

IS
upload to unauthorized
connection detecting device
available?

Y
Upload second charge/discharge information 5214

End
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FIG. 10
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Recelve and store first
charge/discharge information
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Detect unauthorized
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FIG. 12

Receive and store second 5602
charge/discharge information
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with single second identification
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End
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FIG. 13
200 300
Charge/discharge device Power storage device
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UNAUTHORIZED CONNECTION
DETECTING DEVICE, UNAUTHORIZED
CONNECTION DETECTING SYSTEM, AND
UNAUTHORIZED CONNECTION
DETECTING METHOD

TECHNICAL FIELD

The present invention relates to an unauthorized connec-
tion detecting device, an unauthorized connection detecting,
system, and an unauthorized connection detecting method for
detecting whether or not a power storage device connectable
to a charge/discharge device for charging or discharging with
power 1s an unauthorized power storage device or whether or
not the charge/discharge device 1s an unauthorized charge/
discharge device.

BACKGROUND OF INVENTION
Background Art

In recent years, secondary batteries are used for various
purposes such as electric vehicles. The secondary batteries
are mncluded 1 a device (hereinaiter referred to as power
storage device), such as an electric vehicle. The power storage
device 1s connected to a charge/discharge device to be
charged or discharged. In relation to the above techmique,
some conventional techniques have been proposed to prevent
a connection to an unauthorized power storage device or an
unauthorized charge/discharge device (see Patent Literatures
1 and 2, for example).

CITATION LIST
Patent Literature

[PTL 1]
Japanese Patent No. 44077353
[PTL 2]
Japanese Unexamined Patent Application Publication No.

2010-200528

SUMMARY OF INVENTION

The above conventional techmiques have a problem 1n that
the techniques cannot detect such an unauthorized power
storage device or an unauthorized charge/discharge device,
and thus fail to prevent the connection to the unauthorized
power storage device or the unauthorized charge/discharge
device.

The present invention provides an unauthorized connec-
tion detecting device, an unauthorized connection detecting,
system, and an unauthorized connection detecting method
which are capable of detecting an unauthorized power storage
device or an unauthorized charge/discharge device that have
a cryptographic module of an authentic product introduced
thereinto 1n an unauthorized manner.

An unauthorized connection detecting device according to
an aspect ol the present invention detects whether or not a
power storage device that 1s connectable to a charge/dis-
charge device for charging or discharging with power 1s an
unauthorized power storage device. The unauthorized con-
nection detecting device includes: a communications unit
which receives first charge/discharge information 1in which
first 1dentification information and first connection informa-
tion are associated each other, the first identification informa-
tion being mmformation for identifying an encryption key of
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2

the power storage device used for mutual authentication
between the charge/discharge device and the power storage
device connectable to the charge/discharge device, and the
first connection information being information on the power
storage device and obtained when the power storage device 1s
connected to the charge/discharge device; and an unauthori-
zation detecting unit which detects whether or not the power
storage device connected to the charge/discharge device 1s the
unauthorized power storage device, by determining, using the
first identification information and the first connection infor-
mation mcluded 1n the received first charge/discharge infor-
mation, whether or not two or more power storage devices
associated with a single first identification information 1tem
are present.

It 1s noted that such a general and specific aspect may be
implemented 1n the form of a system, a method, an integrated
circuit, a computer program, or a non-transitory computer-
readable recording medium such as a CD-ROM, or any com-
bination of systems, methods, integrated circuits, computer
programs, or computer-readable recording media.

The present invention successiully implements an unau-
thorized connection detecting device which 1s capable of
detecting an unauthorized power storage device or an unau-
thorized charge/discharge device that have a cryptographic
module of an authentic product introduced thereinto 1n an

unauthorized manner.

BRIEF DESCRIPTION OF DRAWINGS

FIG. 1 shows a structure of an unauthorized connection
detecting system including an unauthorized connection
detecting device according to an embodiment.

FIG. 2 depicts a block diagram showing a functional struc-
ture of the unauthorized connection detecting device accord-
ing to the embodiment.

FIG. 3 exemplifies first charge/discharge information
according to the embodiment.

FIG. 4 exemplifies second charge/discharge information
according to the embodiment.

FIG. 5 depicts a block diagram showing a functional struc-
ture of a charge/discharge device according to the embodi-
ment.

FIG. 6 depicts a block diagram showing a functional struc-
ture of a power storage device according to the embodiment.

FIG. 7 depicts a flowchart exemplifying an operation per-
formed by the charge/discharge device according to the
embodiment.

FIG. 8 depicts a flowchart exemplilying an operation per-
tformed by the power storage device according to the embodi-
ment.

FIG. 9 depicts a flowchart exemplifying mutual authenti-
cation processing performed by the charge/discharge device
and the power storage device according to the embodiment.

FIG. 10 depicts a tlowchart exemplifying an operation of
how the unauthorized connection detecting device according
to the embodiment detects an unauthorized power storage
device.

FIG. 11 depicts a flowchart exemplifying an operation of
how the unauthorized connection detecting device according
to the embodiment detects an unauthorized charge/discharge
device.

FIG. 12 depicts a flowchart exemplifying an operation of
how the unauthorized connection detecting device according
to Modification 1 of the embodiment detects an unauthorized
charge/discharge device.
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FIG. 13 depicts a flowchart exemplifying mutual authenti-
cation processing performed by the charge/discharge device
and the power storage device according to Modification 2 of
the embodiment.

FI1G. 14 depicts a block diagram showing a minimal struc-

ture of the unauthorized connection detecting device accord-
ing to the embodiment and Modifications thereof.

DETAILED DESCRIPTION OF INVENTION

| Underlying Knowledge Forming Basis of the Present Inven-
t1on]

In the case where a power storage device or a charge/
discharge device 1s not an authentic one but unauthorized one,
such unauthorized devices could have performance prob-
lems, burst into flame, and cause electric leakage, and could
be misused for theft of electricity. Moreover, when the unau-
thorized power storage device and the unauthorized charge/
discharge device are connected with each other, information
may be exchanged therebetween. The exchange could cause
the leakage of the information.

In relation to the above problems, some conventional tech-
niques have been proposed to prevent a connection to an
unauthorized power storage device or an unauthorized
charge/discharge device (see Patent Literatures 1 and 2, for
example). In order to prevent an unauthorized connection, the
techniques 1nvolve mutual authentication between a power
storage device and a charge/discharge device to determine
whether the charge/discharge device can or cannot charge the
power storage device.

However, the inventor has found out that the above con-
ventional techniques have the after-described problem. Spe-
cifically, the problem 1s that the above conventional tech-
niques are unable to detect an unauthorized power storage
device or an unauthorized charge/discharge device, and thus
might not be able to prevent a connection to the unauthorized
power storage device or the unauthorized charge/discharge
device.

In other words, when a cloned cryptographic module (a
secret key and a public key certificate) of an authentic product
1s introduced into an unauthentic power storage device or an
unauthentic charge/discharge device 1n an unauthorized man-
ner, the clone allows the unauthentic power storage device or
charge/discharge device to receive mutual authentication. As
a result, the unauthentic power storage device or charge/
discharge device cannot be detected. Hence, the conventional
techniques cannot prevent a connection to the unauthentic
and unauthentic power storage device or charge/discharge
device.

In order to solve the above problems, an unauthorized
connection detecting device according to an implementation
of the present invention detects whether or not a power stor-
age device that 1s connectable to a charge/discharge device for
charging or discharging with power 1s an unauthorized power
storage device. The unauthorized connection detecting
device 1ncludes: a communications unmit which receives first
charge/discharge information 1n which first identification
information and first connection information are associated
cach other, the first identification information being informa-
tion for identifying an encryption key of the power storage
device used for mutual authentication between the charge/
discharge device and the power storage device connectable to
the charge/discharge device, and the first connection infor-
mation being information on the power storage device and
obtained when the power storage device 1s connected to the
charge/discharge device; and an unauthorization detecting
unit which detects whether or not the power storage device
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4

connected to the charge/discharge device 1s the unauthorized
power storage device, by determining, using the first 1denti-
fication information and the {first connection information
included 1n the recerved first charge/discharge information,
whether or not two or more power storage devices associated
with a single first identification information item are present.

Hence, the unauthorized connection detecting device
detects whether or not a power storage device 1s an unautho-
rized power storage device by (1) receiving the first charge/
discharge information in which the first identification infor-
mation for identilying a secret key of a power storage device
and the first connection information on a power storage
device are associated each other, and (11) determining, based
on the first charge/discharge information, whether or not two
or more power storage devices associated with a single first
identification information are present. Here, on authentic
power storage devices, a single first identification informa-
tion item 1s assigned to one power storage device. When a
cryptographic module of an authentic product 1s introduced 1n
an unauthorized manner, however, two or more power storage
devices associated with a single first identification informa-
tion item are to be present. Hence, 1n the case where two or
more power storage devices associated with a single first
identification information are present, the unauthorized con-
nection detecting device 100 can determine that any one or
more of the power storage devices are unauthorized ones.
Thus, the unauthorized connection detecting device can
detect an unauthorized power storage device having a cryp-
tographic module of an authentic product introduced 1n an
unauthorized manner.

For example, the communications unit may receive the first
charge/discharge information 1n which the first identification
information and the first connection information are associ-
ated each other, the first connection mformation including
information indicating a time and a position when and where
the power storage device was charged or discharged, and the
unauthorization detecting unit may detect whether or not the
power storage device connected to the charge/discharge
device 1s the unauthorized power storage device, by deter-
mining, based on a relationship between times and positions
included 1n a first connection information item associated
with a single first identification information 1item, whether or
not two or more power storage devices associated with the
single first 1dentification information item are present, the
first connection information item being included 1n the first
connection information, and the first connection information
item and the single first identification information item being
included in the received first charge/discharge information.

Thus, the unauthorized connection detecting device
detects whether or not a power storage device 1s an unautho-
rized power storage device by determining, based on a rela-
tionship between times and positions associated with a single
first 1dentification information item, whether or not two or
more power storage devices associated with the single first
identification information item are present. In other words, 1n
the case where there 1s an unnatural relationship between
times and positions associated with a single first identification
information item, the unauthorized connection detecting
device determines that two or more power storage devices
associated with the single first identification information 1tem
are present. For example, in the case where a power storage
device cannot possibly travel a distance between two posi-
tions within a time period between two times when the two
positions and the two times are associated with a single first
identification information 1item, the unauthorized connection
detecting device determines that two or more power storage
devices associated with the single first identification informa-
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tion item are present. Thus, the unauthorized connection
detecting device can detect an unauthorized power storage
device having a cryptographic module of an authentic product
introduced 1n an unauthorized manner.

For example, the communications unit may recerve the first
charge/discharge information 1n which the first identification
information, time information, and position information are
associated one another, the time information indicating a time
when the charge/discharge device charged or discharged the
power storage device, and the position information indicating,
a position where the charge/discharge device was.

Information on a time included in the first charge/discharge
information received by the unauthorized connection detect-
ing device 1s time mformation indicating the time at which a
charge/discharge device charges or discharges a power stor-
age device. Information on a position 1s position information
such as global positioning system (GPS) information indicat-
ing a position of the charge/discharge device. Since the above
teatures allow the unauthorized connection detecting device
to receive easily created first charge/discharge information,
the unauthorized connection detecting device can easily
detect an unauthorized power storage device having a cryp-
tographic module of an authentic product introduced 1n an
unauthorized manner.

An unauthorized connection detecting device according to
an implementation of the present invention detects whether or
not a charge/discharge device that 1s connectable with a
power storage device and charges or discharges the power
storage device 1s an unauthorized charge/discharge device.
The unauthorized connection detecting device may include: a
communications unit which receiwves second charge/dis-
charge information 1n which second identification informa-
tion and second connection information are associated each
other, the second 1dentification information being informa-
tion for identifying an encryption key of the charge/discharge
device used for mutual authentication between the power
storage device and the charge/discharge device connectable
with the power storage device, and the second connection
information being information on the charge/discharge
device and obtained when the charge/discharge device 1s con-
nected with the power storage device; and an unauthorization
detecting unit which detects whether or not the charge/dis-
charge device connected with the power storage device 1s the
unauthornized charge/discharge device, by determining, using
the second 1dentification information and the second connec-
tion information included in the received second charge/dis-
charge information, whether or not two or more charge/dis-
charge devices associated with a single second 1dentification
information item are present.

Thus, the unauthorized connection detecting device
detects whether or not a charge/discharge device 1s an unau-
thorized charge/discharge device, by (1) receiving the second
charge/discharge information 1n which the second identifica-
tion information and the second connection information are
associated each other, and (11) determining, using the second
charge/discharge information, whether or not two or more
charge/discharge devices associated with a single second
identification information are present. The second 1dentifica-
tion mnformation 1s for identitying the encryption key of the
charge/discharge device, and the second connection informa-
tion 1s on the charge/discharge device. Here, on authentic
charge/discharge devices, a single second identification
information 1tem 1s assigned to one charge/discharge device.
When a cryptographic module of an authentic product is
introduced 1n an unauthorized manner, however, two or more
charge/discharge devices associated with a single second
identification information i1tem are to be present. Hence, 1n
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the case where two or more charge/discharge devices associ-
ated with a single second identification information are
present, the unauthorized connection detecting device 100
can determine that any one or more of the power storage
devices are unauthorized ones. Thus, the unauthorized con-
nection detecting device can detect an unauthorized charge/
discharge device having a cryptographic module of an
authentic product introduced 1n an unauthorized manner.

For example, the communications umt may receive the
second charge/discharge information in which the second
identification mformation and the second connection infor-
mation are associated each other, the second connection
information including charge/discharge device identification
information 1dentitying the charge/discharge device, and the
unauthorization detecting unit may detect whether or not the
charge/discharge device connected with the power storage
device 1s the unauthorized charge/discharge device, by deter-
mining whether or not two or more charge/discharge device
identification information i1tems, included 1n a second con-
nection information item associated with a single second
identification information item, indicate mutually different
charge/discharge devices, thereby determining whether or
not two or more charge/discharge devices associated with the
single second 1dentification information 1tem are present, the
two or more charge/discharge device identification informa-
tion 1items being included 1n the charge/discharge device 1den-
tification information, the second connection information
item being included 1n the second connection information,
and the second connection information 1tem and the single
second 1dentification item being included in the recerved sec-
ond charge/discharge information.

Thus, the unauthorized connection detecting device
detects whether or not a charge/discharge device 1s an unau-
thorized charge/discharge device, by determining whether or
not two or more charge/discharge device identification infor-
mation items associated with a single second identification
information 1tem 1indicate mutually different charge/dis-
charge devices, thereby determining whether or not two or
more charge/discharge devices associated with the single sec-
ond identification information item are present. In other
words, 1n the case where two or more charge/discharge device
identification information 1items associated with a single sec-
ond 1dentification information item indicate ditferent charge/
discharge devices, the unauthornized connection detecting
device determines that two or more charge/discharge devices
associated with the single second identification information
item are present. Thus, the unauthorized connection detecting
device can detect an unauthorized charge/discharge device
having a cryptographic module of an authentic product intro-
duced in an unauthorized manner.

For example, the communications umt may receive the
second charge/discharge information in which the second
identification mformation and the second connection infor-
mation are associated each other, the second connection
information including, as the charge/discharge device 1denti-
fication information, position information indicating a posi-
tion of the charge/discharge device, and the unauthorization
detecting unit may detect whether or not the charge/discharge
device connected with the power storage device 1s the unau-
thorized charge/discharge device, by determining whether or
not two or more position information items, included 1 a
second connection information item associated with a single
second 1dentification information 1tem, indicate mutually dif-
terent positions, thereby determining whether or not two or
more charge/discharge devices associated with the single sec-
ond identification information item are present, the two or
more position information items being included in the posi-
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tion 1information, the second connection information item
being included 1n the second connection information, and the
second connection information item and the single second
identification information item being included 1n the recerved
second charge/discharge information.

Thus, the charge/discharge device 1dentification informa-
tion included in the second charge/discharge information
received by the unauthorized connection detecting device 1s
position information mdicating the position of a charge/dis-
charge device. The unauthorized connection detecting device
detects whether or not a charge/discharge device 1s an unau-
thorized charge/discharge device, by determining whether or
not two or more position information items associated with a
single second 1dentification information 1tem indicate mutu-
ally different positions, thereby determining whether or not
two or more charge/discharge devices associated with the
single second identification information 1tem are present. The
two or more position information i1tems are included in the
position information. Here, the charge/discharge device 1s
provided at a predetermined position, and never found at two
or more places. Hence, 1n the case where two or more position
information 1tems associated with a single second identifica-
tion information 1tem indicate different positions each other,
the unauthorized connection detecting device determines that
two or more charge/discharge devices associated with the
single second identification information item are present.
Thus, the unauthorized connection detecting device can
detect an unauthorized charge/discharge device having a
cryptographic module of an authentic product introduced 1n
an unauthorized manner.

For example, the communications unit may receive the
second charge/discharge information in which the second
identification information and the second connection infor-
mation are associlated each other, the second connection
information including direct current information indicating,
as the charge/discharge device identification information, a
fluctuation of a direct current provided from the charge/dis-
charge device, and the unauthorization detecting unit may
detect whether or not the charge/discharge device connected
with the power storage device 1s the unauthorized charge/
discharge device, by determining whether or not two or more
direct current information items, included 1n a second con-
nection information item associated with a single second
identification information item, indicate mutually different
fluctuations, thereby determining whether or not two or more
charge/discharge devices associated with the single second
identification information item, the two or more direct current
information 1tems being included 1n the direct current infor-
mation, the second connection information item being
included 1n the second connection information, and the sec-
ond connection information 1tem and the single second 1den-
tification information item being included in the received
second charge/discharge information.

Thus, the charge/discharge device 1dentification informa-
tion included 1n the second charge/discharge information
received by the unauthorized connection detecting device
may be direct current information indicating a fluctuation of
a direct current provided from a charge/discharge device. The
unauthorized connection detecting device may detect
whether or not a charge/discharge device 1s an unauthorized
charge/discharge device, by determiming whether or not two
or more direct current information items associated with a
single second 1dentification information 1tem 1ndicate mutu-
ally different fluctuations, thereby determining whether or
not two or more charge/discharge devices associated with the
single second identification information item are present. The
two or more direct current information 1tems are included in
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the direct current information. Here, a direct current provided
from a charge/discharge device has fluctuation which 1s
unmique to the charge/discharge device itself. Through the
analysis of the fluctuation using a phase sample of the direct
current, the charge/discharge device can be identified. Hence,
in the case where two or more direct current information
items associated with a single second identification informa-
tion 1tem 1ndicate different fluctuations each other, the unau-
thorized connection detecting device determines that two or
more charge/discharge devices associated with the single sec-
ond identification information item are present. Thus, the
unauthorized connection detecting device can detect an unau-
thorized charge/discharge device having a cryptographic
module of an authentic product introduced in an unauthorized
mannet.

For example, the communications umt may receive the
second charge/discharge information in which the second
identification information and the second connection infor-
mation are associated each other, the second connection
information including the power storage device identification
information identifying the power storage device connected
to the charge/discharge device, and the unauthorization
detecting unit may detect whether or not the charge/discharge
device connected with the power storage device 1s the unau-
thorized charge/discharge device, by determining whether or
not the number of power storage devices, 1dentified by two or
more power storage device identification information items
included 1n a second connection information item associated
with a single second 1dentification information 1tem, 1s larger
than or equal to a predetermined threshold, thereby determin-
ing whether or not two or more charge/discharge devices
associated with the single second identification information
item are present, the two or more power storage device 1den-
tification information 1tems being included in the power stor-
age device 1dentification information, the second connection
information i1tem being included 1n the second connection
information, and the second connection information 1tem and
the single second identification information item being
included 1n the recerved second charge/discharge informa-
tion.

Thus, the unauthorized connection detecting device
detects whether or not a charge/discharge device 1s an unau-
thorized charge/discharge device, by determining whether or
not the number of power storage devices, 1dentified by two or
more power storage device identification imnformation 1tems
associated with a single second identification information
item, 1s larger than or equal to a predetermined threshold,
thereby determining whether or not two or more charge/
discharge devices associated with the single second 1dentifi-
cation information 1tem are present. Here, the two or more
power storage device identification information items being
included 1n the power storage device identification informa-
tion. Here, the number of power storage devices to be con-
nected to one charge/discharge device 1s limited. In the case
where the number of the connected power storage devices 1s
larger than or equal to a predetermined threshold, two or more
charge/discharge devices associated with a single second
identification information item are to be present. In other
words, 1n the case where the number of power storage devices
associated with a single second identification information
item 1s larger than or equal to a predetermined threshold, the
unauthorized connection detecting device 100 determines
that two or more charge/discharge devices associated with the
single second identification information item are present.
Thus, the unauthorized connection detecting device can
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detect an unauthorized charge/discharge device having a
cryptographic module of an authentic product introduced 1n
an unauthorized manner.

For example, the communications unit may receive inior-
mation via one of a communications network connected with
a charge station for charging the power storage device when
the power storage device 1s connected and a communications
network connected to the charge/discharge device.

Thus, the unauthorized connection detecting device
receives mformation via the communications network con-
nected either with the charging station or a charge/discharge
device. In other words, when a power storage device 1s either
charged at the charging station or one of charged and dis-
charged by a charge/discharge device, the unauthorized con-
nection detecting device can easily receive the information.
Thus, the unauthorized connection detecting device can eas-
1ly obtain information and detect an unauthorized charge/
discharge device having a cryptographic module of an
authentic product introduced 1n an unauthorized manner.

It 1s noted that the present mvention can be implemented
not only as the unauthorized connection detecting device but
also as (1) an unauthorized connection detecting system
including a charge/discharge device and an unauthorized con-
nection detecting device which detects whether or not a
power storage device connectable to the charge/discharge
device 1s an unauthorized power storage device or (11) a power
storage device and an unauthorized connection detecting
device which detects whether or not a charge/discharge
device for charging or discharging the power storage device 1s
an unauthorized charge/discharge device.

In addition, the present invention can be implemented in
the form of an unauthorized connection detecting method
including characteristic processing carried out by the unau-
thorized connection detecting device or the unauthorized
connection detecting system as steps. Moreover, the steps
included 1n the unauthorized connection detecting method
may be implemented 1n the form of a program to be executed
by a computer and a computer-readable recording medium in
which the program 1s stored. As a matter of course, the pro-
gram may be distributed via a recording medium such as a
CD-ROM and a transmission medium such as the Internet. In
addition, the present invention may be implemented in the
form of an 1ntegrated circuit having characteristic processing
units included in the unauthorized connection detecting
device. The present mvention may be implemented 1n the
form of any given combinations of the device, the method, the
integrated circuit, the computer program, and the recording
medium.

Described hereinafter 1s an embodiment with reference to
the drawings. It 1s noted that the embodiment below shows
general or specific examples. The numerical values, shapes,
materials, constituent elements, arrangement positions and
connecting schemes of the constituent elements, steps, and an
order of steps all described 1n the embodiment are mere
examples, and shall not limit the scope of the present mnven-
tion. Among the constituent elements 1n the embodiment,
constituent elements notrecited in any one of the independent
claims are described as arbitrary constituent elements.

FIG. 1 shows a structure of an unauthorized connection
detecting system 10 including an unauthorized connection
detecting device 100 according to the embodiment.

As shown 1n FI1G. 1, the unauthorized connection detecting
system 10 1ncludes the unauthorized connection detecting
device 100, a charge/discharge device 200, a power storage
device 300, and a charging station 500.

The unauthorized connection detecting device 100 detects
one of (1) whether or not a power storage device connectable
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to the charge/discharge device 200 1s an unauthorized power
storage device and (11) whether or not a charge/discharge
device connected to the power storage device 300 1s an unau-
thorized charge/discharge device. It1s noted that the unautho-
rized connection detecting device 100 may be either a gen-
eral-purpose computer or a computer especially for detecting
the unauthorized charge/discharge device or the unauthorized
power storage device. The unauthorized connection detecting
device 100 shall be detailed later.

The charge/discharge device 200 1s connected with a power
storage device, such as the power storage device 300, and
charges or discharges the power storage device with power.
Here, the charge/discharge device 200 1s an authentic one and
could be connected with an unauthorized power storage
device. Furthermore, the charge/discharge device 200 1s con-
nected to a distribution board 1n a house 400, and supplies
power to a load for use 1n the house 400 and receives power
from the house 400.

In addition, the charge/discharge device 200 1s connected
to the unauthorized connection detecting device 100 via the
house 400 and a communications network 600. The charge/
discharge device 200 can transmit the information held 1n
itself to the unauthorized connection detecting device 100.
The charge/discharge device 200 shall be detailed later.

The power storage device 300 1s connected to a charge/
discharge device, such as the charge/discharge device 200.
The power storage device 300 receives power from and dis-
charges power to the charge/discharge device 200. Here, the
power storage device 300 1s an authentic one and could be
connected to an unauthorized charge/discharge device. In the
embodiment, the power storage device 300 1s an electric
vehicle including a secondary battery such as a lithtum-ion
secondary battery; however, the power storage device 300
shall not be limited to an electric vehicle.

When connected to the charging station 500, the power
storage device 300 can be charged by the charging station 500
with power. Here, when connected to the charging station
500, the power storage device 300 1s connected to the unau-
thorized connection detecting device 100 via the charging
station 500 and the communications network 600. Then, the
power storage device 300 can transmit the information held in
itself to the unauthorized connection detecting device 100.
The power storage device 300 shall be detailed later.

The charging station 500 1s a facility to charge a power
storage device, such as the power storage device 300, with
power. Moreover, following an instruction of the unautho-
rized connection detecting device 100, the charging station
500 transmits the information held 1in the power storage
device 300 to the unauthorized connection detecting device
100.

Described next 1s a detailed structure of the unauthorized
connection detecting device 100.

FIG. 2 depicts a block diagram showing a functional struc-
ture of the unauthorized connection detecting device 100
according to the embodiment.

As shown 1n FIG. 2, the unauthornized connection detecting
device 100 includes a communications unit 110, an unautho-
rization detecting umt 120, a control unit 130, and a storage
unit 140. Moreover, the storage unit 140 stores secret key data
141, a public key certificate 142, first charge/discharge infor-
mation 143, and second charge/discharge information 144.

Through the communications network 600, the communi-
cations unit 110 transmits and receives information to and
from the charge/discharge device 200 connected to the house
400 or the power storage device 300 connected to the charg-
ing station 500. Specifically, the communications unit 110
receives the first charge/discharge information in which first
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identification information and first connection information
are assoclated each other. In other words, the communica-
tions umt 110 recerves the later-described first charge/dis-
charge information 273 from the charge/discharge device 200
via the communications network 600 with which the charge/
discharge device 200 1s connected. Then, the first charge/
discharge information 273 received by the communications
unit 110 1s stored by the control unit 130 1n the first charge/
discharge information 143 1n the storage unit 140.

FIG. 3 exemplifies the first charge/discharge information
143 according to the embodiment.

As shown 1n FIG. 3, the first charge/discharge information
143 1s an information group in which the first identification
information and the first connection information are associ-
ated each other.

Here, the first 1dentification information 1s information for
identifying an encryption key of a power storage device used
for mutual authentication between the charge/discharge
device 200 and the power storage device connectable to the
charge/discharge device 200. Specifically, 1n the embodi-
ment, the first identification information 1s ID information of
a public key certificate, so that the ID information 1s used for
identifying the public key certificate of a power storage
device connectable to the charge/discharge device 200.

Furthermore, the first connection information 1s informa-
tion on a power storage device and obtained when the power
storage device 1s connected to the charge/discharge device
200. Specifically, the first connection information includes
information indicating a time and a position when and where
the power storage device was charged or discharged. In other
words, the communications unit 110 receives the first charge/
discharge information 273 in which the first identification
information and the first connection information are associ-
ated each other. Here, the first connection information
includes information indicating a time and a position when
and where a power storage device was charged or discharged.

More specifically, the first connection information
includes (1) time 1information indicating a time at which the
charge/discharge device 200 charged or discharged the power
storage device and (11) position information indicating where
the charge/discharge device 200 was. Here the position infor-
mation may be, for example, GPS information of the charge/
discharge device 200. It 1s noted that, 1n the case where
address information of the charge/discharge device 200 1s
previously registered in the unauthorized connection detect-
ing device 100, the position information may be the ID 1nfor-
mation of the charge/discharge device 200 to identity the
charge/discharge device 200.

Hence, the communications unit 110 receirves from the
charge/discharge device 200 the first charge/discharge infor-
mation 273 1n which the first identification information, the
time information, and the position information are associated
one another. Here, the time information indicates a time when
the charge/discharge device 200 charged or discharged a
power storage device, and the position information indicates
a position where the charge/discharge device 200 was. Then,
the first charge/discharge information 273 is stored by the
control unit 130 on the first charge/discharge information 143
in the storage unit 140.

As shown 1n FIG. 2, the communications unit 110 recerves
the second charge/discharge immformation i which second
identification mformation and second connection informa-
tion are associated each other. Specifically, when the power
storage device 300 1s connected to the charging station 300,
the communications unit 110 recerves the after-described
second charge/discharge mmformation 373 from the power
storage device 300 via the communications network 600.
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Then, the second charge/discharge information 373 recerved
by the communications unit 110 1s stored by the control unit
130 on the second charge/discharge information 144 in the
storage unit 140.

FIG. 4 exemplifies the second charge/discharge informa-
tion 144 according to the embodiment.

As shown 1n FIG. 4, the second charge/discharge informa-
tion 144 1s an information group in which the second 1denti-
fication information and the second connection information
are associated each other.

Here, the second identification information 1s information
for 1dentifying the encryption key of a charge/discharge
device used for mutual authentication between the power
storage device 300 and the charge/discharge device connect-
able with the power storage device 300. Specifically, 1n the
embodiment, the second identification information 1s 1D
information of a public key certificate, so that the ID infor-
mation 1s used for 1dentifying the public key certificate of a

charge/discharge device connectable to the power storage
device 300.

Furthermore, the second connection information 1s infor-
mation on a charge/discharge device and obtained when
charge/discharge device 1s connected with the power storage
device 300. Specifically, the second connection information
includes charge/discharge device i1dentification information
for 1identifying the charge/discharge device and power storage
device 1dentification information for identifying the power
storage device 300 connected to the charge/discharge device.

Here, the charge/discharge device identification informa-
tion 1s position mformation, such as GPS information indi-
cating the position of the charge/discharge device. It 1s noted
that the charge/discharge device identification information
may be position information, such as GPS information, indi-
cating the position of the power storage device 300 obtained
when the power storage device 300 was connected to a
charge/discharge device.

Moreover, the charge/discharge device identification infor-
mation shall not be limited to the above-described position
information; mstead, the charge/discharge device 1dentifica-
tion information may be, for example, direct current informa-
tion which can identily a charge/discharge device. In other
words, a direct current provided from a charge/discharge
device has fluctuation which 1s unique to the charge/discharge
device 1tself. Through the analysis of the fluctuation using a
phase sample of the direct current, the charge/discharge
device 1dentification information can identily a charge/dis-
charge device.

Furthermore, the power storage device identification infor-
mation 1s, for example, ID information on a power storage
device for identifying the power storage device 300. It i1s
noted that any information may be used as the power storage
device identification information as far as the information can
identify the power storage device. The information includes
ID information of a public key certificate, so that the 1D
information 1s used for identifying the public key certificate
ol the power storage device 300.

Hence, the communications unit 110 receives the second
charge/discharge information 373 from the power storage
device 300. Here, the second charge/discharge information
373 associates the second 1dentification information with the
second connection mformation that includes (1) the charge/
discharge device i1dentification information for identifying a
charge/discharge device and (11) the power storage device
identification information for identifying the power storage
device 300 connected to the charge/discharge device. Then,
the second charge/discharge information 373 received by the
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communications unit 110 1s stored by the control unit 130 on
the second charge/discharge information 144 1n the storage
unit 140.

As shown 1n FIG. 2, the unauthorization detecting unit 120
detects whether or not a power storage device connected to
the charge/discharge device 200 1s an unauthorized power
storage device by determining, using the first identification
information and the first connection information included 1n
the first charge/discharge information received by the com-
munications unit 110, whether or not two or more power
storage devices associated with a single first identification
information 1tem are present. In other words, the unauthori-
zation detecting unit 120 reads through the control unit 130
the first charge/discharge information 143 stored 1n the stor-
age unit 140, and performs the above detection.

Specifically, the unauthorization detecting unit 120 detects
whether or not a power storage device connected to the
charge/discharge device 200 1s an unauthorized power stor-
age device, by determining, based on a relationship between
times and positions included 1n a first connection information
item associated with a single first identification information
item, whether or not two or more power storage devices
associated with the single first identification information 1tem
are present. Here, the first connection mformation item 1s
included 1n the first connection information, and the first
connection information item and the single first identification
information 1tem are included 1n the first charge/discharge
information.

In addition, the unauthorization detecting unit 120 detects
whether or not a charge/discharge device connected with the
power storage device 300 1s an unauthorized charge/dis-
charge device, by determining, using the second identifica-
tion information and the second connection information
included in the second charge/discharge information recerved
by the communications unit 110, whether or not two or more
charge/discharge devices associated with a single second
identification information item are present. In other words,
the unauthorization detecting unit 120 reads through the con-
trol umit 130 the second charge/discharge information 144
stored 1n the storage unit 140, and performs the above detec-
tion.

Specifically, the unauthorization detecting unit 120 detects
whether or not the charge/discharge device connected with
the power storage device 300 1s an unauthorized charge/
discharge device, by determining whether or not two or more
charge/discharge device identification information items,
included 1n a second connection information item associated
with a single second 1dentification information 1tem, indicate
mutually different charge/discharge devices, thereby deter-
mimng whether or not two or more charge/discharge devices
associated with the single second identification information
item are present. Here, the two or more charge/discharge
device identification information items are mcluded in the
charge/discharge device identification information, the sec-
ond connection information item 1s included in the second
connection information, and the second connection informa-
tion item and the single second identification item are
included 1n the second charge/discharge information.

To be more specific, the unauthorization detecting unit 120
detects whether or not the charge/discharge device connected
with the power storage device 300 1s an unauthorized charge/
discharge device, by determining whether or not two or more
position information items, mncluded 1n a second connection
information 1tem associated with a single second identifica-
tion mnformation 1tem, indicate mutually different positions,
thereby determining whether or not two or more charge/
discharge devices associated with the single second 1dentifi-

10

15

20

25

30

35

40

45

50

55

60

65

14

cation information item are present. Here, the two or more
position information items are included 1n the position infor-
mation, the second connection information item 1s included in
the second connection information, and the second connec-
tion mnformation i1tem and the single second identification
information i1tem are included 1n the single second identifica-
tion information.

Moreover, the unauthorization detecting unit 120 detects
whether or not the charge/discharge device connected with
the power storage device 300 1s an unauthorized charge/
discharge device, by determining whether or not the number
of the power storage devices 300, identified by two or more
power storage device identification information items
included 1n a second connection information item associated
with a single second identification information item, 1s larger
than or equal to a predetermined threshold, thereby determin-
ing whether or not two or more charge/discharge devices
associated with the single second identification information
item are present. Here, the two or more power storage device
identification information items are included in the power
storage device 1dentification information, the second connec-
tion mformation item is included in the second connection
information, and the second connection information 1tem and
the single second identification information 1tem are included
in the second charge/discharge information

The control unit 130 gives an instruction to and controls the
communications unit 110 and the unauthorization detecting
unit 120.

For example, the control unit 130 (1) writes, in the first
charge/discharge information 143 1n the storage unit 140, the
first charge/discharge information 273 received by the com-
munications unit 110 from the charge/discharge device 200,
and (11) writes, 1 the second charge/discharge information
144 1n the storage unit 140, the second charge/discharge
information 373 recerved by the communications unit 110
from the power storage device 300.

In addition, the control unit 130 reads the first charge/
discharge information 143 or the second charge/discharge
information 144 stored 1n the storage unit 140, and provides
the read first charge/discharge information 143 or the second
charge/discharge information 144 to the unauthorization
detecting unit 120.

Furthermore, the control unit 130 1s also capable of creat-
ing a list of cryptographic modules of an unauthorized power
storage device or an unauthorized charge/discharge device
detected by the unauthorization detecting unit 120.

It 1s noted that the secret key data 141 and the public key
certificate 142 stored in the storage unit 140 are used for
mutual authentication when the communications unit 110
receives information from the charge/discharge device 200 or
the power storage device 300.

Described next 1s a detailed structure of the charge/dis-
charge device 200.

FIG. 5 depicts a block diagram showing a functional struc-
ture of the charge/discharge device 200 according to the
embodiment.

As shown i FIG. 5, the charge/discharge device 200
includes a communications unit 210, a certificate information
obtaining unit 220, a certificate verification unit 230, a time
information detecting unit 240, a position information detect-
ing umt 250, a control unmit 260, and a storage unit 270.
Moreover, the storage unit 270 stores secret key data 271, a
public key certificate 272, and first charge/discharge informa-
tion 273.

The communications unit 210 transmits and receives infor-
mation to and from one of the unauthorized connection
detecting device 100 and a power storage device. Specifically,
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the communications unit 210 transmits the first charge/dis-
charge information 273 that 1s stored 1n the storage unit 270 to
the unauthorized connection detecting device 100 via the
house 400 and the communications network 600.

Here, the first charge/discharge information 273 1s created
when the power storage device 1s connected to the charge/
discharge device 200. Similar to the first charge/discharge
information 143 shown 1n FIG. 3, the first charge/discharge
information 273 1s an information group in which the first
identification information and the first connection informa-
tion (time information and position information) are associ-
ated each other.

The first identification information 1s ID mformation of a
public key certificate, so that the ID information i1s used for
identifyving the public key certificate of the power storage
device connected to the charge/discharge device 200. The first
identification information i1s obtained by the certificate infor-
mation obtaining unit 220 when the power storage device 1s
connected to the charge/discharge device 200. In other words,
the certificate information obtaiming unit 220 obtains the 1D
information of the public key certificate from the power stor-
age device via the communications unit 210 when the power
storage device 1s connected to the charge/discharge device
200, and stores the mformation 1n the first charge/discharge
information 273 1n the storage unit 270.

In addition, the time information in the first connection
information indicates a time when the charge/discharge
device 200 charged or discharged the power storage device.
The time information 1s obtained by the time information
detecting unit 240 when the power storage device 1s con-
nected to the charge/discharge device 200. In other words, the
time information detecting unit 240 obtains the time informa-
tion when the power storage device 1s connected to the
charge/discharge device 200, and stores the information 1n the
first charge/discharge information 273 1n the storage unit 270.

Moreover, the position information 1n the first connection
information includes GPS information indicating the position
of the charge/discharge device 200. The position information
1s obtained by the position information detecting unit 250
when the power storage device 1s connected to the charge/
discharge device 200. In other words, the position 1nforma-
tion detecting unit 250 obtains the position information when
the power storage device 1s connected to the charge/discharge
device 200, and stores the information in the first charge/
discharge information 273 1n the storage unit 270.

It 1s noted that in the case where address information of the
charge/discharge device 200 1s previously registered 1n the
unauthorized connection detecting device 100, the position
information may be the ID information of the charge/dis-
charge device 200 for identifying the charge/discharge device
200. Here, the ID information of the charge/discharge device
200 1s obtained by the position information detecting unit 250
when the power storage device 1s connected to the charge/
discharge device 200.

When a power storage device 1s connected to the charge/
discharge device 200, the certificate verification unit 230
performs mutual authentication between the power storage
device and the charge/discharge device 200 using the secret
key data 271 and the public key certificate 272 stored 1n the
storage unit 270. A specific description of how the certificate
verification unit 230 performs the mutual authentication shall
be described later.

The control unit 260 controls the communications unit 210,
the certificate information obtaining unit 220, the certificate
verification umt 230, the time information detecting unit 240,
and the position information detecting unit 2350.
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Specifically, when a power storage device 1s connected to
the charge/discharge device 200, the control unit 260 causes
the certificate information obtaining unit 220 to obtain first
identification information, the time information detecting
unit 240 to obtain time mformation, and the position nfor-
mation detecting unit 250 to obtain position information.
Then, the control unit 260 stores the obtained information in
the first charge/discharge information 273 1n the storage unit
270. In addition, the control unit 260 causes the communica-
tions unit 210 to read the first charge/discharge information
273 from the storage unit 270 and to transmit the read first
charge/discharge imnformation 273 to the unauthorized con-
nection detecting device 100.

Moreover, when a power storage device 1s connected to the
charge/discharge device 200, the control unit 260 causes the
certificate verification unit 230 to perform, via the communi-
cations unit 210, mutual authentication between the power
storage device and the charge/discharge device 200.

Described next 1s a detailed structure of the power storage
device 300.

FIG. 6 depicts a block diagram showing a functional struc-
ture of the power storage device 300 according to the embodi-
ment.

As shown 1n FI1G. 6, the power storage device 300 includes
a communications unit 310, a certificate information obtain-
ing unit 320, a certificate verification unit 330, a charge/
discharge device identification information obtaining unit
340, a power storage device identification information
obtaining unit 350, a control unit 360, and a storage unit 370.
Moreover, the storage unit 370 stores a secret key data 371, a
public key certificate 372, and the second charge/discharge
information 373.

The communications unit 310 transmits and recerves infor-
mation to and from one of the unauthorized connection
detecting device 100 and a charge/discharge device power
storage device. Specifically, the commumnications unit 310
transmits the second charge/discharge information 373,
which 1s stored in the storage umt 370, to the unauthorized
connection detecting device 100 via the charging station 500
and the communications network 600.

Here, the second charge/discharge information 373 1s cre-
ated when the power storage device 300 1s connected to the
charge/discharge device. Similar to the second charge/dis-
charge information 144 shown 1n FIG. 4, the second charge/
discharge information 373 1s a group of information 1n which
the second 1dentification information and the second connec-
tion information (the charge/discharge device identification
information and the power storage device 1dentification infor-
mation) are associated each other.

The second 1dentification information 1s ID information of
a public key certificate, so that the 1D information 1s used for
identifying the public key certificate of the charge/discharge
device connected with the power storage device 300. The first
identification information 1s obtained by the certificate infor-
mation obtaining unit 320 when the charge/discharge device
1s connected to the power storage device 300. In other words,
the certificate information obtaining unit 320 obtains the 1D
information of the public key certificate from the charge/
discharge device via the communications unit 310 when the
charge/discharge device 1s connected to the power storage
device 300, and stores the information in the second charge/
discharge information 373 1n the storage unit 370.

Moreover, the charge/discharge device identification infor-
mation 1n the second connection information 1s, for example,
capable of identiiying a charge/discharge device, such as GPS
information indicating a position of the charge/discharge
device. The charge/discharge device identification informa-
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tion 1s obtained by the power storage device i1dentification
information obtaining unit 350 when the charge/discharge
device 1s connected to the power storage device 300. In other
words, the power storage device i1dentification information
obtaining unit 350 obtains the charge/discharge device 1den-
tification information when the charge/discharge device 1s
connected to the power storage device 300, and stores the
information in the second charge/discharge information 373
in the storage unmit 370.

In addition, the power storage device 1dentification infor-
mation 1n the second connection information 1s, for example,
capable of identifying a power storage device 300, such as ID
information for identifying the power storage device 300. The
power storage device identification information 1s obtained
by the charge/discharge device identification information
obtaining unit 340 when the charge/discharge device 1s con-
nected with the power storage device 300. In other words, the
charge/discharge device identification information obtaining
unit 340 obtains the charge/discharge device identification
information when the charge/discharge device 1s connected
with the power storage device 300, and stores the information
in the second charge/discharge information 373 in the storage
unit 370.

When a charge/discharge device 1s connected with the
power storage device 300, the certificate verification unit 330
performs mutual authentication between the charge/dis-
charge device and the power storage device 300 using the
secret key data 371 and the public key certificate 372 stored 1n
the storage unit 370. A specific description of how the certifi-
cate verification unit 330 performs the mutual authentication
shall be described later.

The control unit 360 controls the communications unit 310,
the certificate information obtaining unit 320, the certificate
verification unit 330, the charge/discharge device 1dentifica-
tion information obtaining unit 340, and the power storage
device 1dentification information obtaining unit 350.

Specifically, when a charge/discharge device 1s connected
with the power storage device 300, the control unit 360 causes
the certificate information obtaining unit 320 to obtain second
identification information, the charge/discharge device 1den-
tification information obtaining unit 340 to obtain charge/
discharge device i1dentification information, and the power
storage device 1dentification information obtaining unit 350
to obtain power storage device identification information.
Then, the control unit 360 stores the information in the second
charge/discharge information 373 in the storage unit 370. In
addition, the control unit 360 causes the communications unit
310 to read the second charge/discharge information 373
from the storage umt 370 and to transmit the read second
charge/discharge information 373 to the unauthorized con-
nection detecting device 100.

Moreover, when a charge/discharge device 1s connected to
the power storage device 300, the control unit 360 causes the
certificate verification unit 330 to perform, via the communi-
cations unit 310, mutual authentication between the charge/
discharge device and the power storage device 300.

Described next 1s processing performed by the charge/
discharge device 200.

FI1G. 7 depicts a flowchart exemplifying an operation per-
formed by the charge/discharge device 200 according to the
embodiment.

As shown 1n FIG. 7, the communications unit 210 first
detects that a power storage device has been connected to the
charge/discharge device 200 (S102). Here, the charge/dis-
charge device 200 can be connected not only to an authentic
power storage device 300 but also to an unauthorized power
storage device.
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Hence, the certificate verification unit 230 performs mutual
authentication between the power storage device and the
charge/discharge device 200, using the secret key data 271
and the public key certificate 272 stored 1n the storage unit
270 (S104). A specific description of how the certificate veri-
fication umt 230 performs the mutual authentication shall be
described later.

Then, when the mutual authentication 1s properly per-
formed, the processing proceeds to the next step. Here, even
though the connected power storage device 1s an unautho-
rized one, the mutual authentication could be properly per-
formed between the unauthorized power storage device and
the charge/discharge device 200, in the case where a crypto-
graphic module of the authentic power storage device 300 1s
analyzed 1n an unauthorized manner and the analyzed module
1s cloned and fraudulently introduced into the unauthorized
power storage device.

Then, through the communications unit 210, the certificate
information obtaining unit 220 obtains the first identification
information from the power storage device connected to the
charge/discharge device 200 (S106). Specifically, the certifi-
cate information obtaining unit 220 obtains ID information of
the public key certificate of the power storage device.

In addition, the time information detecting unit 240 obtains
time information and the position information detecting unit
250 obtains position information, so that the charge/discharge
device 200 obtains first connection information including the

time information and the position information (S108). It 1s
noted that, in the case where address information of the
charge/discharge device 200 1s previously registered 1n the
unauthorized connection detecting device 100, the position
information may be the ID information of the charge/dis-
charge device 200 to identily the charge/discharge device
200. Here, the ID information of the charge/discharge device
200 may be obtained by the position information detecting
unit 250 when the power storage device 1s connected to the
charge/discharge device 200.

Then, the control unit 260 stores in the first charge/dis-
charge mformation 273 in the storage unit 270 the first 1den-
tification information and the first connection information
obtained by the communications unit 210, the certificate
information obtaining unit 220, and the time information
detecting unit 240 (S110).

Then, the control unit 260 determines whether or not the
communications unit 210 can transmit (upload) the first
charge/discharge mformation 273 to the unauthorized con-
nection detecting device 100 (S112). For example, when the
charge/discharge device 200 1s connected to the unauthorized
connection detecting device 100 via the communications net-
work 600, the control unit 260 determines that the communi-
cations unit 210 can upload the first charge/discharge infor-
mation 273 to the unauthorized connection detecting device
100.

Then, in the case where the determination result shows that
he communications unit 210 can upload the first charge/
1scharge information 273 to the unauthorized connection
etecting device 100 (5S112: Y), the control unit 260 causes
he communications umt 210 to read the first charge/dis-
charge information 273 from the storage unit 270, and to
transmit the read first charge/discharge information 273 to the
unauthorized connection detecting device 100 (S114).

In the case where the determination result shows that the
communications unit 210 cannot upload the first charge/dis-
charge mformation 273 to the unauthorized connection
detecting device 100 (S112: N), the control unmit 260 finishes

processing.




US 9,270,463 B2

19

It 1s noted that the control unit 260 may wait until the
communications unit 210 1s ready to upload the first charge/
discharge information 273 to the unauthorized connection
detecting device 100. Upon determining that the communi-
cations unit 210 1s ready for the upload, the control unit 260
may cause the communications unit 210 to transmait the first
charge/discharge information 273 to the unauthorized con-
nection detecting device 100.

Alternatively, the control unit 260 may wait until a prede-
termined amount of information 1s accumulated 1n the first
charge/discharge information 273. Then, the control unit 260
may cause the communications unit 210 to transmait the first
charge/discharge information 273 to the unauthorized con-
nection detecting device 100.

Hence, the processing performed by the charge/discharge
device 200 ends.

Described next 1s processing performed by the power stor-
age device 300.

FIG. 8 depicts a tlowchart exemplifying an operation per-
formed by the power storage device 300 according to the
embodiment.

As shown 1n FIG. 8, the communications unit 310 first
detects that a charge/discharge device has been connected to
the power storage device 300 (5202). Here, the power storage
device 300 can be connected not only to an authentic charge/
discharge device 200 but also to an unauthorized charge/
discharge device.

Then, the certificate verification unit 330 performs mutual
authentication between the power storage device 300 and the
connected charge/discharge device, using the secret key data
371 and the public key certificate 372 stored 1n the storage
unit 370 (S204). A specific description of how the certificate
verification unit 330 performs the mutual authentication shall
be described later.

Then, when the mutual authentication i1s properly per-
tformed, the processing proceeds to the next step. Here, even
though the connected charge/discharge device 1s an unautho-
rized one, the mutual authentication could be properly per-
formed between the unauthorized connected charge/dis-
charge device and the power storage device 300, in the case
where a cryptographic module of the authentic charge/dis-
charge device 200 1s analyzed 1n an unauthorized manner and
the analyzed module 1s cloned and fraudulently introduced
into the unauthorized charge/discharge device.

Then, through the communications unit 310, the certificate
information obtaiming unit 320 obtains the second identifica-
tion mnformation from the charge/discharge device connected
with the power storage device 300 (S206). Specifically, the
certificate information obtaining unit 320 obtains ID infor-
mation ol the public key certificate of the power storage
device.

In addition, the charge/discharge device identification
information obtaiming unit 340 obtains charge/discharge
device identification imformation and the power storage
device 1dentification information obtaining unit 350 obtains
power storage device identification imnformation, so that the
power storage device 300 obtains second connection infor-
mation including the charge/discharge device identification
information and the power storage device identification infor-
mation (S208).

Then, the control unit 360 stores 1n the first charge/dis-
charge information 373 in the storage unit 370 the second
identification information and the second connection infor-
mation obtained by the communications unit 310, the certifi-
cate information obtaining unit 320, and the charge/discharge
device 1dentification information obtaining unit 340 (5210).
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Then, the control unit 360 determines whether or not the
communications unit 310 can transmit (upload) the second
charge/discharge mnformation 373 to the unauthorized con-
nection detecting device 100 (S212). For example, when the
power storage device 300 1s connected to the charging station
500, the power storage device 300 1s connected to the unau-
thorized connection detecting device 100 via the communi-
cations network 600. Hence, the control unit 360 determines
that the communications unit 310 can upload the second
charge/discharge imnformation 373 to the unauthorized con-
nection detecting device 100.

Then, in the case where the determination result shows that
he communications unit 310 can upload the second charge/
1scharge information 373 to the unauthorized connection
etecting device 100 (5212: Y), the control unit 360 causes
he communications unit 310 to read the second charge/dis-
charge iformation 373 from the storage unit 370, and to
transmit the read second charge/discharge information 373 to
the unauthorized connection detecting device 100 (S214).

In the case where the determination result shows that the
communications unit 310 cannot upload the second charge/
discharge information 373 to the unauthorized connection
detecting device 100 (S212: N), the control unit 360 finishes
processing.

It 1s noted that the control unit 360 may wait until the
communications unit 310 i1s ready to upload the second
charge/discharge information 373 to the unauthorized con-
nection detecting device 100. Upon determining that the com-
munications unit 310 1s ready for the upload, the control unit
360 may cause the communications unit 310 to transmit the
second charge/discharge information 373 to the unauthorized
connection detecting device 100.

Alternatively, the control unit 360 may wait until a prede-
termined amount of information 1s accumulated 1n the second
charge/discharge information 373. Then, the control unit 360
may cause the communications unit 310 to transmit the sec-
ond charge/discharge information 373 to the unauthorized
connection detecting device 100.

Hence, the processing performed by the power storage
device 300 ends.

Next, described 1n detail 1s mutual authentication process-
ing (S104 in FIG. 7 and S204 in FIG. 8) performed by a
charge/discharge device and a power storage unit. It 1s noted
that the mutual authentication processing is performed (1) by
an authentic charge/discharge device 200 and one of an
authentic power storage unit and an unauthorized power stor-
age unit, and (11) by an authentic power storage device 300
and one of an authentic charge/discharge device and an unau-
thorized charge/discharge device. In the processing below,
the mutual authentication 1s performed by the charge/dis-
charge device 200 and the power storage device 300 for the
sake of simplicity.

FIG. 9 depicts a tlowchart exemplitying mutual authenti-
cation processing performed by the charge/discharge device
200 and the power storage device 300 according to the
embodiment.

As shown 1n FIG. 9, the certificate verification unit 230 1n
the charge/discharge device 200 first transmuits the public key
certificate 272 stored 1n the storage unit 270 to the certificate
verification unit 330 1n the power storage device 300 (5302).
Furthermore, the certificate verification unit 330 transmaits the
public key certificate 372 stored 1n the storage unit 370 to the
certificate verification unit 230 (S304).

Then, the certificate verification unit 230 checks the
received certificate (S306). In the case where the certificate 1s




US 9,270,463 B2

21

invalid (S310: N), the processing ends. In the case where the
certificate 1s valid (8310:Y), the processing proceeds to the
next step.

Moreover, the certificate verification unit 330 also checks
the received certificate (S308). In the case where the certifi-
cate 1s mvalid (58312: N), the processing ends. In the case
where the certificate 1s valid (8312: Y), the processing pro-
ceeds to the next step.

Then, the certificate verification unit 330 creates a random
number rl, and transmits the random number rl to the cer-
tificate verification umt 230 (S314). Then, the certificate veri-
fication unit 230 recerves the random number rl. In response
to the random number rl, the certificate verification unit 230
creates a signature Sig(rl) using a secret key SKs described 1in
the secret key data 271, and a random number r2.

Next, the certificate verification unit 230 transmits the ran-
dom number r2 and the signature Sig(rl) to the certificate
verification unit 330 (8316). Then, the certificate verification
unit 330 recetves the random number r2 and the signature
S1g(rl), and checks the signature Sig(rl) using a public key
described in the public key certificate 272.

In the case where the certificate verification unit 330 deter-
mines that the signature Sig(rl) 1s valid, the certificate veri-
fication unit 330 creates, 1n response to the random number
r2, a signature S1g(r2) using a secret key SK_1described in the
secret key data 371. Then, the certificate verification unit 330
transmits the signature Sig(r2) to the certificate verification
unit 230 (5318). In the case where the certificate verification
unit 330 determines that the signature Sig(rl) 1s invalid, the
certificate verification unit 330 returns NG to the certificate
verification unit 230, and breaks oif the connections with the
charge/discharge device 200.

Then, the certificate verification unit 230 receives the sig-
nature S1g(r2), and checks the signature Sig(r2) using a public
key described in the public key certificate 372.

Then, 1n the case where the certificate verification unit 230
determines that the signature Sig(r2) 1s valid, the certificate
verification unit 230 returns OK to the certificate verification
unit 330 (5320). In the case where the certificate verification
unit 230 determines that the signature Sig(r2) 1s invalid, the

certificate verification unit 230 returns NG to the certificate

verification unit 330, and breaks oif the connections with the
charge/discharge device 300.

Hence, the mutual authentication processing (S104 1n FIG.
7 and S204 in FIG. 8) performed by the charge/discharge

device and the power storage unit ends.

Described next 1s how the unauthorized connection detect-
ing device 100 detects an unauthorized power storage device.

FI1G. 10 depicts a tlowchart exemplilying an operation of
how the unauthorized connection detecting device 100
according to the embodiment detects an unauthorized power
storage device.

As shown 1n FIG. 10, the communications unit 110 first
receives the first charge/discharge information 273 from the
charge/discharge device 200 via the communications net-
work 600 (5402). Then, the first charge/discharge informa-
tion 273 recerved by the communications unit 110 1s stored by
the control unit 130 1n the first charge/discharge information
143 1n the storage unit 140 (5402).

Here, in the case where the charge/discharge device 200 1s
connected with an authentic power storage apparatus, the
communications unit 110 recerves first charge/discharge
information 273 corresponding to the authentic power stor-
age apparatus. In the case where the charge/discharge device
200 1s connected with an unauthorized power storage device,
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the communications umt 110 receives first charge/discharge
information 273 corresponding to the unauthorized power
storage device.

Then, using the first identification information and the first
connection information included 1n the first charge/discharge
information receirved by the communications unit 110, the
unauthorization detecting unit 120 determines whether or not
two or more power storage devices associated with a single
first 1dentification information 1tem are present (S404).

In the case where the determination result shows that two
or more power storage devices associated with a single first
identification information item are present (S404: Y), the
unauthorization detecting unit 120 detects that the power
storage device connected to the charge/discharge device 200
1s an unauthorized one (S406). In other words, the unautho-
rization detecting unit 120 reads the first charge/discharge
information 143 stored 1n the storage umt 140 to perform the
above detection.

Specifically, the unauthornization detecting unit 120 detects
whether or not the power storage device connected to the
charge/discharge device 200 1s an unauthorized power stor-
age device, by determining, based on a relationship between
times and positions included 1n a first connection information
item associated with a single first identification information
item, whether or not two or more power storage devices
associated with the single first identification information item
are present. Here, the first connection information item 1s
included 1n the first connection information, and the first
connection information item and the single first identification
information item are included 1n the first charge/discharge
information.

For example, the unauthorization detecting unit 120 deter-
mines whether or not an unnatural relationship 1s found
between the times and positions (1) included 1n the first con-
nection mformation and (11) associated with a single first
identification information item, and determines whether or
not two or more power storage devices associated with the
single first identification information are present. Here, the
unnatural relationship 1s the case where, for example, a power
storage device cannot possibly travel a distance between the
positions within a time period between the times. Based on a
previously prepared database table, the unauthorization
detecting unit 120 can determine whether or not the relation-
ship 1s unnatural.

It 1s noted that, 1n the case where the address information of
the charge/discharge device 200 and the ID information of the
charge/discharge device 200 for identifying the charge/dis-
charge device 200 are associated each other and previously
registered in the unauthorized connection detecting device
100, the information on the positions may be the ID informa-
tion of the charge/discharge device 200.

Then, the control unit 130 creates a list of cryptographic
modules of unauthorized power storage devices detected by
the unauthorization detecting unit 120, and stores the list in
the storage unit 140.

In the case where the determination result shows that no
other power storage device associated with a single first 1den-
tification information 1s present (S404: N), the unauthoriza-
tion detecting unit 120 determines that the power storage
device 1s not an unauthorized one and finishes the processing.

Hence, the unauthorized connection detecting device 100
finishes the processing for detecting an unauthorized power
storage device.

Described next 1s how the unauthorized connection detect-
ing device 100 detects an unauthorized charge/discharge
device.
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FIG. 11 depicts a flowchart exemplifying an operation of
how the unauthorized connection detecting device 100
according to the embodiment detects an unauthorized charge/
discharge device.

As shown 1n FIG. 11, the communications unit 110 first
receives the second charge/discharge mformation 373 from
the power storage device 300 via the communications net-
work 600 (5502). Then, the second charge/discharge infor-
mation 373 recerved by the communications unit 110 1s stored

by the control unit 130 1n the second charge/discharge infor-
mation 144 in the storage umt 140 (S502).

Here, 1n the case where the power storage device 300 1s
connected to an authentic power storage apparatus, the com-
munications unit 110 receives second charge/discharge infor-
mation 373 corresponding to the authentic power storage
apparatus. In the case where the power storage device 300 1s
connected to an unauthorized power storage device, the com-
munications unit 110 receives second charge/discharge infor-
mation 373 corresponding to the unauthorized power storage
device.

Then, using the second 1dentification information and the
second connection information included in the second
charge/discharge information recerved by the communica-
tions unit 110, the unauthorization detecting unit 120 deter-
mines whether or not two or more charge/discharge devices
associated with a single second identification information
item are present (S504).

Then, 1n the case where the determination result shows that
two or more charge/discharge device associated with the
single second identification information item are present
(S504:Y), the unauthorization detecting unit 120 detects that
the charge/discharge device connected with the power stor-
age device 300 1s an unauthorized one (S506). In other words,
the unauthorization detecting unit 120 reads the second
charge/discharge information 144 stored in the storage unit
140 to perform the above detection.

Specifically, the unauthorization detecting unit 120 detects
whether or not a charge/discharge device connected with the
power storage device 300 1s an unauthorized charge/dis-
charge device, by determining whether or not two or more
charge/discharge device identification information items,
included 1n a second connection information associated with
a single second identification information item, indicate
mutually different charge/discharge devices, and thereby
determining whether or not two or more charge/discharge
devices associated with the single second identification infor-
mation item are present. Here, the two or more charge/dis-
charge device 1dentification information 1tems are included 1in
the charge/discharge device i1dentification information, the
second connection information 1item 1s 1ncluded 1n the second
connection information, and the second connection informa-
tion item and the single second identification item are
included 1n the second charge/discharge information.

To be more specific, the unauthorization detecting unit 120
detects whether or not a charge/discharge device connected
with the power storage device 300 1s an unauthorized charge/
discharge device, by determining whether or not two or more
position information items, mncluded 1n a second connection
information 1tem associated with a single second identifica-
tion mnformation 1tem, indicate mutually different positions,
thereby determining whether or not two or more charge/
discharge devices associated with the single second 1dentifi-
cation information 1tem are present. Here, the two or more
position information items are included 1n the position infor-
mation, the second connection information item 1s included in
the second connection information, and the second connec-
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tion information item and the single second identification
information 1tem are included 1n the single second 1dentifica-
tion information.

It 1s noted that the position information 1items can indicate
different positions each other because the owner of the
charge/discharge device has moved to a new address. In this
case, the unauthorization detecting unit 120 obtains informa-
tion showing that the charge/discharge device has moved to
accurately determine whether or not two or more charge/
discharge devices associated with the above single 1dentifi-
cation information item are present.

Moreover, the unauthorization detecting unit 120 may
detect whether or not a charge/discharge device connected
with the power storage device 300 1s an unauthorized charge/
discharge device by determining whether or not the number
of the power storage devices 300, identified by two or more
power storage device i1denfification information 1tems
included 1n a second connection information i1tem associated
with a single second 1dentification information 1tem, 1s larger
than or equal to a predetermined threshold, thereby determin-
ing whether or not two or more charge/discharge devices
associated with the single second identification information
item are present. Here, the two or more power storage device
identification information items are included in the power
storage device 1dentification information, the second connec-
tion information item 1s mcluded in the second connection
information, and the second connection information item and
the single second 1dentification information item are included
in the second charge/discharge information

Here, the unauthorization detecting unit 120 may change
the above threshold, depending on the kind of a charge/dis-
charge device. In other words, 1n the case where the charge/
discharge device 1s for a commercial facility or a charging
station, the threshold of the unauthornization detecting unit
120 may be set higher than that of the charge/discharge device
for the standard home.

Then, the control unit 130 creates a list of cryptographic
modules of unauthorized charge/discharge devices detected
by the unauthorization detecting unit 120, and stores the listin
the storage unit 140.

In the case where the determination result shows that no
other charge/discharge device associated with a single second
identification information 1s present (S504: N), the unautho-
rization detecting unit 120 determines that the charge/dis-
charge device 1s not an unauthorized one and finishes the
processing.

Hence, the unauthorized connection detecting device 100
finishes the processing for detecting an unauthorized charge/
discharge device.

[Modification 1]

Described next 1s a modification of how the unauthorized
connection detecting device 100 detects an unauthorized
charge/discharge device.

FIG. 12 depicts a tlowchart exemplifying an operation of
how the unauthorized connection detecting device 100
according to Modification 1 of the embodiment detects an
unauthornized charge/discharge device.

As shown 1n FIG. 12, the communications unit 110 first
receives the second charge/discharge information 373 from
the power storage device 300 via the communications net-
work 600 (5602). Then, the second charge/discharge infor-
mation 373 recerved by the communications unit 110 is stored
by the control unit 130 1n the second charge/discharge infor-
mation 144 in the storage unit 140 (5602).

Then, the unauthorization detecting unit 120 determines
whether or not multiple position information items, included
in the second connection information and associated with a
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single second 1dentification information 1tem included in the
second charge/discharge information, indicate different posi-
tions each other (S604).

Then, 1n the case where the determination result shows that
the multiple position information 1items 1ndicate a single posi-
tion (S604: N), the unauthorization detecting unit 120 deter-
mines whether or not the number of power storage devices
300 1s larger than or equal to a predetermined threshold
(S606). Here, the power storage devices 300 are identified by
multiple power storage device identification information
items (1) included 1n the second connection information and
(1) associated with a single second 1dentification information
item 1ncluded 1n the second charge/discharge information.

Then, 1n the case where the determination result shows that
the multiple position information items indicate different
positions each other (S604:Y) or the number of power storage
devices 300 identified by the multiple power storage device
identification information items 1s larger than or equal to a
predetermined threshold (S606: Y), the unauthorization
detecting unit 120 detects that the charge/discharge device
connected with the power storage device 300 1s an unautho-
rized one (S608).

Then, the control unit 130 creates a list of cryptographic
modules of unauthorized charge/discharge devices, and
stores the list 1n the storage unit 140.

Furthermore, 1n the case where the determination result
shows that the number of the power storage devices 300
identified by the multiple power storage device identification
information items 1s smaller than the predetermined threshold
(S606: N), the unauthorization detecting unit 120 determines
that the charge/discharge device connected with the power
storage device 300 1s not an unauthorized one, and finishes the
processing.

Here, the unauthorization detecting unit 120 may change
the above threshold, depending on the kind of a charge/dis-
charge device. In other words, 1n the case where the charge/
discharge device 1s for a commercial facility or a charging
station, the threshold of the unauthorization detecting unit
120 may be set higher than that of the charge/discharge device
tor the standard home.

Hence, the unauthorized connection detecting device 100
finishes the processing for detecting an unauthorized charge/
discharge device.
| Modification 2]

In the above embodiment and Modification 1, the first
identification information 1s information for i1dentifying a
public key certificate of a power storage device connectable to
the charge/discharge device 200. In Modification 2, the first
identification information 1s information for i1dentifying a
secret key ol the power storage device. Moreover, in the above
embodiment and Modification 1, the second identification
information 1s information for identifying a public key cer-
tificate of a charge/discharge device connectable with the
power storage device 300. In Modification 2, the second
identification information 1s information for identifying a
secret key of the charge/discharge device.

In other words, the charge/discharge device 200 stores in
the storage unit 270 a list of information for identifying a
secret key ol a power storage device. With reference to the
secret key list, the charge/discharge device 200 1dentifies the
secret key of a power storage device connected to the charge/
discharge device 200, and stores in the storage unit 270 the
first charge/discharge information 273 using the information
tor 1dentifying the secret key as the first identification infor-
mation.

Similarly, the power storage device 300 stores 1n the stor-
age umt 370 a list of information for identitying a secret key

10

15

20

25

30

35

40

45

50

55

60

65

26

of a charge/discharge device. With reference to the secret key
l1st, the power storage device 300 i1dentifies the secret key of
a charge/discharge device connected to the power storage
device 300, and stores in the storage unit 370 the second
charge/discharge information 373 using the mnformation for
identifying the secret key as the second identification infor-
mation.

It1s noted that when the unauthorized connection detecting,
device 100 holds the above secret key list, the charge/dis-
charge device 200 or the power storage device 300 does not
have to hold the secret key list. Instead, the charge/discharge
device 200 or the power storage device 300 may obtain the list
from the unauthorized connection detecting device 100 via
the commumnications network 600. In other words, the charge/
discharge device 200 or the power storage device 300 trans-
mits the key ID of a secret key to the unauthorized connection
detecting device 100, and obtains information for identifying
the secret key. It 1s noted that, 1n this case, the unauthorized
connection detecting device 100 can prevent an unauthorized
connection by performing verification using the recerved
secret key.

Next, described 1n detail 1s mutual authentication process-
ing (S104 1 FIG. 7 and S204 in FIG. 8) performed by a
charge/discharge device and a power storage unit. It 1s noted
that the mutual authentication processing is performed (1) by
an authentic charge/discharge device 200 and one of an
authentic power storage unit and an unauthorized power stor-
age unit, and (1) by an authentic power storage device 300
and one of an authentic charge/discharge device and an unau-
thorized charge/discharge device. In the processing below,
the mutual authentication 1s performed by the charge/dis-
charge device 200 and the power storage device 300 for the
sake of simplicity.

FIG. 13 depicts a tlowchart exemplifying mutual authenti-
cation processing performed by the charge/discharge device
200 and the power storage device 300 according to Modifi-
cation 2 of the embodiment.

As shown 1n FIG. 13, the charge/discharge device 200 first
transmits a key ID(IDp_1); namely a secret key, to the power
storage device 300 (5702). Moreover, the power storage
device 300 transmits a key ID (IDv_1); namely a secret key, to
the charge/discharge device 200 (S704).

Then, with reference to the secret key list stored in the
storage unit 270, the charge/discharge device 200 searches for
the secret key of the power storage device 300 (5706). With
reference to the secret key list stored 1n the storage unit 370,
the power storage device 300 searches for the secret key of the
charge/discharge device 200 (5708).

Then, the power storage device 300 creates a random num-
ber rl, and transmits the random number rl1 to the charge/
discharge device 200 (S5710). Then, the charge/discharge
device 200 encrypts the received random number rl with a
secret key SKp_1, creates the random number r2, and trans-
mits the encrypted random number r1 and the random number
r2 (S712).

Then, the power storage device 300 receirves the random
number r2 and information created of the encrypted random
number rl with the secret key SKp_1, and checks whether the
information matches the result of the encryption of the ran-
dom number r1 with the secret key SKp_1.

Then, 1n the case where the power storage device 300
determines that the information matches the encryption
result, the power storage device 300 encrypts the random
number r2 with a secret key SKv_1 and transmits the
encrypted random number r2 to the charge/discharge device
200 (S714). It 1s noted that 1n the case where the information
tails to match the encryption result, the power storage device
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300 returns NG to the charge/discharge device 200, and
breaks off the connections to the charge/discharge device
200.

Then, the charge/discharge device 200 recerves the inior-
mation created of the encrypted random number r2 with the
secret key SKv_1, and checks whether the information
matches the result of the encryption of the random number r2
with the secret key SKv_1.

Then, 1n the case where the charge/discharge device 200
determines that the information matches the encryption
result, the charge/discharge device 200 returns OK to the
power storage device 300 (5716). It 1s noted that in the case
where the information fails to match the encryption result, the
charge/discharge device 200 returns NG to the power storage
device 300, and breaks off the connections to the power
storage device 300.

Hence, the mutual authentication processing (S104 1n FIG.
7 and S204 in FIG. 8) performed by the charge/discharge
device and the power storage unit ends.

As described above, the unauthorized connection detecting
device 100 according to the embodiment of the present inven-
tion and the modifications thereof detects whether or not a
power storage device 1s an unauthorized power storage device
by (1) recewving the first charge/discharge information in
which the first 1dentification information for identitying a
secret key of a power storage device and the first connection
information on a power storage device are associated each
other, and (11) determining, using the first charge/discharge
information, whether or not two or more power storage
devices associated with a single first identification informa-
tion are present. Here, on authentic power storage devices, a
single first identification information 1tem 1s assigned to one
power storage device. When a cryptographic module of an
authentic product 1s mtroduced in an unauthorized manner,
however, two or more power storage devices associated with
a single first identification information 1tem are to be present.
Hence, in the case where two or more power storage devices
associated with a single first identification information are
present, the unauthorized connection detecting device 100
can determine that any one or more of the power storage
devices are unauthorized ones. Thus, the unauthorized con-
nection detecting device 100 can detect an unauthorized
power storage device having a cryptographic module of an
authentic product introduced 1n an unauthorized manner.

Furthermore, the unauthorized connection detecting
device 100 detects whether or not a power storage device 1s an
unauthorized power storage device by determining, based on
a relationship between times and positions associated with a
single first identification information 1tem, whether or nottwo
or more power storage devices associated with the single first
identification information item are present. In other words, 1n
the case where there 1s an unnatural relationship between
times and positions associated with a single first identification
information item, the unauthorized connection detecting
device 100 determines that two or more power storage
devices associated with the single first identification informa-
tion 1tem are present. For example, 1n the case where a power
storage device cannot possibly travel a distance between two
positions within a time period between two times when the
two positions and the two times are associated with a single
first 1dentification information item, the unauthorized con-
nection detecting device 100 determines that two or more
power storage devices associated with the single first identi-
fication information 1tem are present. Thus, the unauthornized
connection detecting device 100 can detect an unauthorized
power storage device having a cryptographic module of an
authentic product introduced 1n an unauthorized manner.
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In addition, information on a time included in the first
charge/discharge information received by the unauthorized
connection detecting device 100 1s time 1information imdicat-
ing the time at which a charge/discharge device charges or
discharges a power storage device. Information on a position
1s position information such as GPS information indicating a
position of the charge/discharge device. Since the above fea-
tures allow the unauthorized connection detecting device 100
to recerve easily created first charge/discharge information,
the unauthorized connection detecting device 100 can easily
detect an unauthorized power storage device having a cryp-
tographic module of an authentic product introduced 1n an
unauthorized manner.

In addition, the unauthorized connection detecting device
100 detects whether or not a charge/discharge device 1s an
unauthornized charge/discharge device by receiving the sec-
ond charge/discharge information in which the second 1den-
tification information and the second connection information
are associated each other, and (1) determining, using the
second charge/discharge information, whether or not two or
more charge/discharge devices associated with a single sec-
ond 1dentification information i1tem are present. The second
identification information 1s mformation for identitying the
encryption key of the charge/discharge device, and the second
connection information 1s mformation on the charge/dis-
charge device. Here, on authentic charge/discharge devices, a
single second 1dentification information item 1s assigned to
one charge/discharge device. When a cryptographic module
of an authentic product 1s introduced 1n an unauthorized man-
ner, however, two or more charge/discharge devices associ-
ated with a single second identification information item are
to be present. Hence, 1n the case where two or more charge/
discharge devices associated with a single second 1dentifica-
tion mnformation 1tem are present, the unauthorized connec-
tion detecting device 100 can determine that any one or more
of the power storage devices are unauthorized ones. Thus, the
unauthorized connection detecting device 100 can detect an
unauthorized charge/discharge device having a cryptographic
module of an authentic product introduced in an unauthorized
mannet.

Furthermore, the unauthorized connection detecting
device 100 detects whether or not a charge/discharge device 1s
an unauthorized charge/discharge device, by determining
whether or not two or more charge/discharge device identifi-
cation information items associated with a single second
identification information item indicate mutually different
charge/discharge devices, thereby determining whether or
not two or more charge/discharge devices associated with the
single second 1dentification information item are present. In
other words, 1n the case where two or more charge/discharge
device identification information items associated with a
single second 1dentification information 1tem indicate differ-
ent charge/discharge devices, the unauthorized connection
detecting device 100 determines that two or more charge/
discharge devices associated with the single second 1dentifi-
cation information item are present. Thus, the unauthorized
connection detecting device 100 can detect an unauthorized
charge/discharge device having a cryptographic module of an
authentic product introduced 1n an unauthorized manner.

Moreover, the charge/discharge device identification infor-
mation mcluded 1n the second charge/discharge information
received by the unauthorized connection detecting device 100
1s position information indicating the position of a charge/
discharge device. The unauthorized connection detecting
device 100 detects whether or not a charge/discharge device 1s
an unauthorized charge/discharge device by determining
whether or not two or more position mnformation items asso-
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ciated with a single second 1dentification information item
indicate different positions each other, thereby determining
whether or not two or more charge/discharge devices associ-
ated with the single second identification information item
are present. The two or more position information items are
included 1n the position information. Here, the charge/dis-
charge device 1s placed at a predetermined position, and never
found at two or more sites. Hence, 1n the case where two or
more position mformation items associated with a single
second 1dentification information i1tem indicate different
positions each other, the unauthorized connection detecting,
device 100 determines that two or more charge/discharge
devices associated with the single second 1dentification infor-
mation item are present. Thus, the unauthorized connection
detecting device 100 can detect an unauthorized charge/dis-
charge device having a cryptographic module of an authentic
product introduced 1n an unauthorized manner.

Furthermore, the charge/discharge device identification
information included 1n the second charge/discharge infor-
mation received by the unauthorized connection detecting
device 100 may be direct current information indicating a
fluctuation of a direct current provided from a charge/dis-
charge device. The unauthorized connection detecting device
100 may detect whether or not a charge/discharge device 1s an
unauthorized charge/discharge device, by determining
whether or not two or more direct current information 1tems
associated with a single second identification information
item 1ndicate mutually different fluctuations, thereby deter-
mimng whether or not two or more charge/discharge devices
associated with the single second identification information
item are present. The two or more direct current information
items are 1ncluded 1n the direct current information. Here, a
direct current provided from a charge/discharge device has
fluctuation which 1s unique to the charge/discharge device
itself. Through the analysis of the fluctuation using a phase
sample of the direct current, the charge/discharge device can
be 1dentified. Hence, 1in the case where two or more direct
current mnformation items associated with a single second
identification information item indicate different tluctuations
cach other, the unauthorized connection detecting device 100
determines that two or more charge/discharge devices asso-
ciated with the single second 1dentification information item
are present. Thus, the unauthorized connection detecting
device 100 can detect an unauthorized charge/discharge
device having a cryptographic module of an authentic product
introduced 1n an unauthorized manner.

Moreover, the unauthorized connection detecting device
100 detects whether or not a charge/discharge device 1s an
unauthorized charge/discharge device by determining
whether or not the number of power storage devices, 1denti-
fied by two or more power storage device 1dentification infor-
mation items associated with a single second identification
information 1tem, 1s larger than or equal to a predetermined
threshold, thereby determining whether or not two or more
charge/discharge devices associated with the single second
identification information item are present. Here, the two or
more power storage device i1dentification information items
being included in the power storage device identification
information. Here, the number of power storage devices to be
connected to one charge/discharge device 1s limited. In the
case¢ where the number of the connected power storage
devices 1s larger than or equal to a predetermined threshold,
two or more charge/discharge devices associated with a
single second 1dentification information item are to be
present. In other words, in the case where the number of
power storage devices associated with a single second 1den-
tification information 1tem 1s larger than or equal to a prede-
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termined threshold, the unauthorized connection detecting
device 100 determines that two or more charge/discharge
devices associated with the single second 1dentification infor-
mation item are present. Thus, the unauthorized connection
detecting device 100 can detect an unauthorized charge/dis-
charge device having a cryptographic module of an authentic
product introduced in an unauthorized manner.

Furthermore, the unauthorized connection detecting
device 100 recerves information via the communications net-
work 600 connected either with the charging station 500 or a
charge/discharge device. In other words, when a power stor-
age device 1s erther charged at the charging station 300 or one
of charged and discharged by a charge/discharge device, the
unauthorized connection detecting device 100 can easily
recetve the information. Thus, the unauthorized connection
detecting device 100 can easily obtain information and detect
an unauthorized charge/discharge device having a crypto-
graphic module of an authentic product introduced 1n an
unauthorized manner.

Although described 1n detail above 1s the unauthorized
connection detecting device 100 according to an exemplary
embodiment and modifications thereot, those skilled in the art
will readily appreciate that various modifications may be
made 1n the exemplary embodiment and the modifications
without matenally departing from the principles and spirit of
the inventive concept, the scope of which 1s defined in the
appended Claims and their equivalents. Moreover, constitu-
ent elements 1 the embodiment and the modifications may be
combined each other.

For example, 1n the present embodiment and the modifica-
tions thereof, the unauthorized connection detecting system
10 includes both of the charge/discharge device 200 and the
power storage device 300. However, the unauthorized con-
nection detecting device 100 may have only one of the charge/
discharge device 200 and the power storage device 300.

Moreover, the unauthorized connection detecting device
100 does not have to include all the constituent features
shown 1n FIG. 2. FIG. 14 depicts a block diagram showing a
minimal structure of the unauthorized connection detecting
device according to the embodiment and Modifications
thereof. As shown 1n FIG. 14, an unauthorized connection
detecting device 101 includes at least the communications
umt 110 and the unauthorization detecting unit 120. Such a
structure makes 1t possible to achieve an effect similar to that
of the unauthorized connection detecting device 100 accord-
ing to the embodiment and the modifications thereof.

In addition, the present invention can be implemented 1n
the form of an unauthorized connection detecting method
including characteristic processing to be carried out by the
unauthorized connection detecting device or the unautho-
rized connection detecting system as steps. Moreover, the
steps included in the unauthorized connection detecting
method may be implemented 1n the form of a program to be
executed by a computer and a computer-readable recording
medium 1n which the program is stored. As a matter of course,
the program may be distributed via a recording medium such
as a CD-ROM and a transmission medium such as the Inter-
net.

In other words, 1n the embodiment, each of the constituent
clements may be formed of dedicated hardware and 1mple-
mented by executing soitware which 1s suitable to each con-
stituent element. For example, each of the constituent ele-
ments may be implemented by a program executing unit, such
as a CPU or a processor, reading and executing a soitware
program stored 1n a recording medium such as a hard disc or
a semiconductor memory.
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In other words, each of the constituent elements 1n the
unauthorized connection detecting device shown 1n FIG. 2 or
FIG. 14 may be implemented 1n the form of software. Then,
the software to implement an unauthorized connection
detecting device 1n the embodiment 1s a program to cause a
computer to execute the steps included 1n the unauthorized
connection detecting method below. In other words, the unau-
thorized connection detecting method 1s employed by an
unauthorized connection detecting device for detecting
whether or not a power storage device that 1s connectable to a
charge/discharge device for charging or discharging with
power 1s an unauthorized power storage device. The unautho-
rized connection detecting method includes: recerving by the
unauthorized connection detecting device first charge/dis-
charge imnformation in which first identification information
and first connection information are associated each other, the
first 1dentification information being imnformation for identi-
tying an encryption key of the power storage device used for
mutual authentication between the charge/discharge device
and the power storage device connectable to the charge/dis-
charge device, and the first connection information being
information on the power storage device and obtained when
the power storage device 1s connected to the charge/discharge
device; and detecting by the unauthorized connection detect-
ing device whether or not the power storage device connected
to the charge/discharge device 1s the unauthorized power
storage device, by determining, using the first identification
information and the first connection information included 1n
the recerved first charge/discharge information, whether or
not two or more power storage devices associated with a
single first identification information item are present.

Moreover, the unauthorized connection detecting method
1s employed by an unauthorized connection detecting device
tor detecting whether or not a charge/discharge device that 1s
connectable with a power storage device and charges or dis-
charges the power storage device 1s an unauthorized charge/
discharge device. The unauthorized connection detecting
method includes: receiving by the unauthornized connection
detecting device second charge/discharge information 1n
which second 1dentification information and second connec-
tion information are associated each other, the second 1den-
tification 1information being information for identifying an
encryption key of the charge/discharge device used for
mutual authentication between the power storage device and
the charge/discharge device connectable with the power stor-
age device, and the second connection information being
information on the charge/discharge device and obtained
when the charge/discharge device 1s connected with the
power storage device; and detecting by the unauthorized con-
nection detecting device whether or not the charge/discharge
device connected with the power storage device 1s the unau-
thorized charge/discharge device, by determining, using the
second 1dentification information and the second connection
information included 1n the recerved second charge/discharge
information, whether or not two or more charge/discharge
devices associated with a single second 1dentification infor-
mation 1tem are present.

In addition, each of the processing units included 1n an
unauthorized connection detecting device according to an
implementation of the present invention may be implemented
in the form of an integrated circuit; namely, the large scale
integration (LLSI). In other words, each of the processing units
included in FIG. 2 or FIG. 14 may made as separate individual
chups, or as a single chip to include a part or all of the
processing units.
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Furthermore, here, .SI1s mentioned but there are instances
where, due to a difference in the degree of integration, the
designations 1C, LSI, super LSI, and ultra LSI are used.

Furthermore, the means for circuit imntegration 1s not lim-
ited to the LSI, and implementation in the form of a dedicated
circuit or a general-purpose processor 1s also available. In
addition, 1t 1s also acceptable to use a Field Programmable
Gate Array (FPGA) that 1s programmable after the LSI has
been manufactured, and a reconfigurable processor 1n which
connections and settings of circuit cells within the LSI are
reconfigurable.

Furthermore, 1 an integrated circuit technology that
replaces the LSI appears thorough the progress in the semi-
conductor technology or an other derived technology, that
technology can naturally be used to carry out integration of
the constituent elements. Biotechnology can be applied to the
integrated circuit technology.

The present mvention 1s applicable to an unauthorized
connection detecting device which 1s capable of detecting an
unauthorized power storage device or an unauthorized
charge/discharge device that have a cryptographic module of
an authentic product introduced thereinto 1n an unauthorized
manner.

REFERENCE SIGNS LIST
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The mvention claimed 1s:
1. An unauthorized connection detecting device which
detects whether a power storage device that 1s connectable to
a charge/discharge device for charging or discharging with
power 1s an unauthorized power storage device, the unautho-
rized connection detecting device comprising:
a non-transitory memory storing a program; and
a hardware processor that executes the program and causes
the unauthorized connection detecting device to operate as:
a communications unit that receives first charge/discharge
information 1n which first identification information and
first connection information are associated each other,
the first identification information being information for
identifying an encryption key of the power storage
device used for mutual authentication between the
charge/discharge device and the power storage device
connectable to the charge/discharge device, and the first
connection information being information regarding the
power storage device and obtained when the power stor-
age device 1s connected to the charge/discharge device,
and
the communications unit also receives second charge/dis-
charge information 1n which second identification infor-
mation and second connection information are associ-
ated each other, the second identification information
being information for identifying an encryption key of
the charge/discharge device used for mutual authentica-
tion between the power storage device and the charge/
discharge device connectable with the power storage
device, and the second connection information being
information regarding the charge/discharge device and
obtained when the charge/discharge device 1s connected
with the power storage device; and
an unauthorization detecting unit in communication with
the communications unit that determines, using the first
identification information and the first connection infor-
mation included 1n the recerved first charge/discharge
information, whether two or more power storage devices
associated with a single first 1dentification information
item are present and detects that the power storage
device connected to the charge/discharge device 1s the
unauthorized power storage device when the two or
more power storage devices associated with the single
first identification information item are determined to be
Present, and

the unauthorization detecting unit also determines, using
the second identification information and the second
connection information included in the recerved second
charge/discharge information, whether two or more
charge/discharge devices associated with a single sec-
ond identification information item are present and
detects that the charge/discharge device connected to the
power storage device 1s the unauthorized charge/dis-
charge device 1t the two or more charge/discharge
devices associated with the single second 1dentification
information 1tem are determined to be present,

wherein when it 1s the power storage device 1s unautho-
rized charging/discharging by the charge/discharge
device 1s prevented,

the communications unit 1s configured to recerve the first

charge/discharge information in which the first identifi-
cation information and the first connection information
are associated each other, the first connection informa-
tion including information imndicating a time and a posi-
tion when and where the power storage device was
charged or discharged, and
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the unauthornization detecting unit detects whether the
power storage device connected to the charge/discharge
device 1s the unauthorized power storage device, by
determining, based on a relationship between times and
positions included 1n a first connection information 1tem
associated with a single first identification information
item, whether two or more power storage devices asso-
ciated with the single first identification information
item are present, the first connection information 1tem
being included in the first connection information, and
the first connection information 1tem and the single first
identification information item being included in the
received first charge/discharge information, and

wherein when the charge/discharge device 1s unauthorized
charging/discharging by the charge/discharge device 1s
prevented,

The communications unit and the unauthorization detect-
ing unit are implanted by hardware.

2. The unauthorized connection detecting device according,
to claim 1, wherein 1n the first charge/discharge information
the first i1dentification information, time information, and
position information are associated one another, and the time
information indicates a time when the charge/discharge
device charged or discharged the power storage device, and
the position information indicates a position where the
charge/discharge device was previously.

3. The unauthorized connection detecting device according,
to claim 1,

wherein the communications unit 1s configured to recerve
information via one of a communications network con-
nected with a charge station for charging the power
storage device when the power storage device 1s con-
nected and a communications network connected to the
charge/discharge device.

4. The unauthorized connection detecting device according,

to claim 1,

wherein the unauthorized connection detecting device 1s
included in an unauthorized connection detecting sys-
tem which detects whether a power storage device 1s an
unauthorized power storage device, the unauthorized
connection detecting system comprising:

a charge/discharge device which charges or discharges
with power; and the unauthorized connection detecting
device detects whether a power storage device that 1s
connectable to the charge/discharge device 1s an unau-
thorized power storage device.

5. The unauthorized connection detecting device according,
to claim 1, wherein the unauthorized connection detecting
device 1s included in an unauthorized connection detecting
system which detects whether a charge/discharge device for
charging or discharging with power 1s an unauthorized
charge/discharge device, the unauthorized connection detect-
Ing system comprising:

a power storage device; and

the unauthorized connection detecting device detects
whether a charge/discharge device that 1s connectable
with the power storage device and charges or discharges
the power storage device 1s an unauthorized charge/
discharge device.

6. An unauthorized connection detecting method
employed by an unauthorized connection detecting device for
detecting whether a power storage device that 1s connectable
to a charge/discharge device for charging or discharging with
power 1s an unauthorized power storage device, the unautho-
rized connection detecting method comprising:

receving by the unauthorized connection detecting device
first charge/discharge information 1n which first ident-
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fication information and first connection information are
associated each other, the first identification information
being mformation for identifying an encryption key of
the power storage device used for mutual authentication
between the charge/discharge device and the power stor- 5
age device connectable to the charge/discharge device,
and the first connection information being information
regarding the power storage device and obtained when
the power storage device 1s connected to the charge/
discharge device, and 10
receiving second charge/discharge information in which

7. A non-transitory computer-readable recording medium
having a program recorded thereon for causing a computer to
execute an unauthorized connection detecting method
employed by an unauthorized connection detecting device for
detecting whether a power storage device that 1s connectable
to a charge/discharge device for charging or discharging with
power 1s an unauthorized power storage device, the unautho-
rized connection detecting method comprising:

recerving by the unauthorized connection detecting device

first charge/discharge information 1n which first ident-
fication information and first connection information are

second 1dentification information and second connec-
tion information are associated each other, the second
identification information being information for identi-

charging/discharging by the charge/discharge device 1s
prevented.

associated each other, the first identification information

being information for identifying an encryption key of
the power storage device used for mutual authentication

fying an encryption key of the charge/discharge device 15 between the charge/discharge device and the power stor-
used for mutual authentication between the power stor- age device connectable to the charge/discharge device,
age device and the charge/discharge device connectable and the first connection information being information
with the power storage device, and the second connec- regarding the power storage device and obtained when
tion information being information regarding the the power storage device 1s connected to the charge/
charge/discharge device and obtained when the charge/ 20 discharge device, and
discharge device 1s connected with the power storage receving second charge/discharge information 1n which
device: second 1dentification information and second connec-

determining, using the first identification information and tion mformation are associated each other, the second
the first connection information included 1n the recerved identification information being information for identi-
first charge/discharge information, whether two or more 25 fying an encryption key of the charge/discharge device
power storage devices associated with a single first 1den- used for mutual authentication between the power stor-
tification information 1tem are present and detects that age device and the charge/discharge device connectable
the power storage device connected to the charge/dis- with the power storage device, and the second connec-
charge device 1s the unauthorized power storage device tion information being information regarding the
when the two or more power storage devices associated 30 charge/discharge device and obtained when the charge/
with the single first identification information 1tem are discharge device 1s connected with the power storage
determined to be present, and device;

determining, using the second identification information determining, using the first identification information and
and the second connection information included in the the first connection information included 1n the received
received second charge/discharge information, whether 35 first charge/discharge information, whether two or more
two or more charge/discharge devices associated with a power storage devices associated with a single first iden-
single second identification information 1tem are present tification 1information item are present and detects that
and detecting that the charge/discharge device con- the power storage device connected to the charge/dis-
nected to the power storage device 1s the unauthorized charge device 1s the unauthorized power storage device
charge/discharge device 1t the two or more charge/dis- 40 when the two or more power storage devices associated
charge devices associated with the single second 1denti- with the single first identification information item are
fication information 1tem are determined to be present, determined to be present, and

wherein when it 1s the power storage device 1s unautho- determiming, using the second identification information
rized charging/discharging by the charge/discharge and the second connection information included 1n the
device 1s prevented, 45 received second charge/discharge information, whether

in the receiving the first charge/discharge information in two or more charge/discharge devices associated with a
which the first identification information and the first single second 1identification information 1tem are present
connection information are associated each other, the and detecting that the charge/discharge device con-
first connection information includes information indi- nected to the power storage device 1s the unauthorized
cating a time and a position when and where the power 50 charge/discharge device 1f the two or more charge/dis-
storage device was charged or discharged, and charge devices associated with the single second 1denti-

in the detecting whether the power storage device con- fication information 1tem are determined to be present,
nected to the charge/discharge device 1s the unautho- wherein when it 1s the power storage device 1s unautho-
rized power storage device it 1s determined, based on a rized charging/discharging by the charge/discharge
relationship between times and positions included 1n a 55 device 1s prevented,
first connection information item associated with a in the recewving the first charge/discharge information 1n
single first identification information item, whether two which the first identification information and the first
or more power storage devices associated with the single connection information are associated each other, the
first identification information 1tem are present, the first first connection information includes 1information indi-
connection information item being included 1n the first 60 cating a time and a position when and where the power
connection information, and the first connection infor- storage device was charged or discharged, and
mation 1tem and the single first identification informa- in the detecting whether the power storage device con-
tion 1tem being included 1n the received first charge/ nected to the charge/discharge device 1s the unautho-
discharge information, and rized power storage device 1t 1s determined, based on a

wherein when the charge/discharge device 1s unauthorized 65 relationship between times and positions mncluded 1n a

first connection information item associated with a
single first identification information item, whether two
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or more power storage devices associated with the single
first identification information 1tem are present, the first
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associated with a single first identification information
item are present and detects that the power storage

device connected to the charge/discharge device i1s the
unauthorized power storage device when the two or
more power storage devices associated with the single
first identification information item are determined to be
present, and

the unauthorization detecting unit also determines, using
the second 1dentification information and the second

10 connection information included 1n the recerved second
charge/discharge information, whether two or more
charge/discharge devices associated with a single sec-
ond i1dentification information item are present and
detects that the charge/discharge device connected to the
power storage device 1s the unauthorized charge/dis-
charge device i1f the two or more charge/discharge
devices associated with the single second 1dentification
information item are determined to be present,

Wherein when 1t 1s the power storage device 1s unautho-
rized charging/discharging by the charge/discharge
device 1s prevented,

the communications unit 1s configured to recerve the first
charge/discharge information 1n which the first identifi-
cation information and the first connection information
are associated each other, the first connection informa-
tion 1including information imndicating a time and a posi-
tion when and where the power storage device was
charged or discharged, and

the unauthorization detecting unit detects whether the
power storage device connected to the charge/discharge
device 1s the unauthorized power storage device, by
determining, based on a relationship between times and
positions included 1n a first connection information 1tem
associated with a single first 1dentification information
item, whether two or more power storage devices asso-
ciated with the single first identification nformation
item are present, the first connection information item
being included 1n the first connection information, and
the first connection information 1tem and the single first
identification information item being included in the
received first charge/discharge information, and

wherein when the charge/discharge device 1s unauthorized
charging/discharging by the charge/discharge device 1s
prevented,

The communications unit and the unauthorization detect-
ing unit are implanted by hardware.

connection information 1tem being included 1n the first
connection information, and the first connection infor-
mation item and the single first identification informa- °
tion item being included in the received first charge/
discharge information, and

wherein when the charge/discharge device 1s unauthorized
charging/discharging by the charge/discharge device 1s
prevented.

8. An integrated circuit which detects whether a power
storage device that 1s connectable to a charge/discharge
device for charging or discharging with power 1s an unautho-
rized power storage device, the integrated circuit comprising;:

a non-transitory memory storing a program; and 15

a hardware processor that executes the program and causes
the unauthorized connection detecting device to operate
as:

a communications unit that receives first charge/discharge
information in which first identification information and 2°
first connection information are associated each other,
the first identification information being information for
identifying an encryption key of the power storage
device used for mutual authentication between the
charge/discharge device and the power storage device 23
connectable to the charge/discharge device, and the first
connection information being information regarding the
power storage device and obtained when the power stor-
age device 1s connected to the charge/discharge device,
and 30

the communications unit also recerves second charge/dis-
charge information in which second identification infor-
mation and second connection information are associ-
ated each other, the second i1dentification information
being information for identifying an encryption key of 3>
the charge/discharge device used for mutual authentica-
tion between the power storage device and the charge/
discharge device connectable with the power storage
device, and the second connection information being
information regarding the charge/discharge device and 49
obtained when the charge/discharge device 1s connected
with the power storage device; and

an unauthorization detecting unit in communication with
the communications unit that determines, using the first
identification information and the first connection infor- 43
mation included in the received first charge/discharge
information, whether two or more power storage devices S I
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