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(57) ABSTRACT

A method of authenticating communication between a first
and second party (or node) over an msecure, high bandwidth
communications network, in which the first party (C) authen-
ticates the second party (M) using a communications protocol
comprising a first communications phase through a first com-
munications channel over the insecure, high bandwidth com-
munications network to establish a secure mode of commu-
nications between the first and second party, followed by a
second communications phase of receiving mnformation from
the second party over a second communications channel,
such as an empirical channel, and enabling a user to make a
human comparison of the information received from the sec-
ond party with mformation generated by the first party
thereby enabling the user to authenticate the second party in
the event of the mnformation from both parties agrees.
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METHOD AND DEVICE FOR MUTUAL
AUTHENTICATION

CROSS-REFERENCE TO RELATED PATENT
APPLICATIONS

This application 1s a U.S. Nationalization of International

Patent Application no. PCT/GB2007/004963, filed Dec. 21,
2007, which claims priority to Patent Application No. GB
0625851.1, filed Dec. 22, 2006, all of which applications are
expressly incorporated herein by reference in their entireties.

The 1invention relates to improvements in communication
security and 1n particular to improvements 1n communication
over computer-based networks to enable greater security and
customer confidence in performing financial transactions
over such networks.

At present, “Chip and PIN” technology enables an extra
level of authentication technology to be applied to verily that
the customer and card are valid 1n “customer present” trans-
actions. It 1s limited in such circumstances by the need for the
customer to have complete trust 1n the merchant not to use the
data 1t receives improperly, and limited 1n other means of
transaction, for example internet, by the need for there to exist
an authenticated secret channel between the card and the
merchant. Specifically the customer needs to know that he or
she 1s paying the desired merchant the agreed amount 1n the
intended transaction. While this 1s obvious 1n the majority of
“customer present” transactions, it 1s much, more problem-
atic remotely when the communications mediums and equip-
ment used for communication cannot be considered secure.

In conducting transactions over potentially insecure media
such as the Internet, 1t 1s possible for third parties to intercept
communications and/or effect miscommunication thereby to
gain access to confidential customer information for example
through malicious software on a customer’s personal com-
puter and/or through other forms of fraudulent online activity.
Accordingly, the applicant has recognised the need to address
these 1ssues and enable proper authentication of a merchant to
provide a customer with increased assurance of the security of
theirr confidential mmformation before proceeding with an
online transaction, for example. This application provides
means for such authentication, and subsequent secure com-
munication, to be established. This secure channel provides
means for information authenticating the customer and card
to the merchant to be communicated. Thais 1s likely to include
PIN or other personal data from the customer, who can send
it confident 1n the knowledge that it 1s not being sent inse-
curely or to an inappropriate party.

It 1s known how to provide certain levels of security in
trading which provide customers with a level of security in
conducting financial transactions. However, many such trans-
actions rely on a customer providing a merchant with some
confidential information which 1n fact need only be known by
the bank which will facilitate actual transfer of funds to the
merchant’s bank account, and the quantity of information
transmitted 1s limited to the amount a customer can type
conveniently. Furthermore, other potentially valuable infor-
mation such as the customer’s PIN may be considered too
secret to be revealed to the merchant’s system. Accordingly,
the applicant has recognised the need to enable more secure
and higher bandwidth communication between a customer,
merchant and bank which enables financial transactions and
provides a customer with the security of not disclosing certain
confidential information to the merchant and the ability to use
“Chip and PIN” or similar technologies. The applicant’s tech-
nology for performing this 1s able to achieve this result with
simple, cheap, low-power technology as described later.
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Furthermore the applicant’s technology offers the oppor-
tunity to make “Chip and PIN™ style usage more secure by not
storing the PIN on the chip as 1s often done at the time of
writing, and by removing the means by which an untrustwor-
thy merchant could gain useful long-term information about

the card and PIN.

In conducting online transactions, it 1s also possible for
third parties to intercept communications and/or effect mis-
communication thereby to gain access to confidential cus-
tomer information for example through malicious software
on a customer’s personal computer and/or through other
forms of fraudulent online activity. Accordingly, the applicant
has recognised the need to address these 1ssues and enable
proper authentication ol a merchant to provide a customer
with increased assurance of the security of their confidential
information before proceeding with an online transaction, for
example. The authentication of the customer to the merchant
1s achuieved by means such as interactions with the customer’s
card and verification of the customer’s PIN. This technology
will greatly extend the range of circumstances where these

things can be done.

Two prior art patents, namely US 2003/0126094 are WO
02/19211 are thought to be of some relevance here 1n the
sense that they both try not to reveal the customers’ details
(credit card numbers) to the merchant during financial trans-
actions. However neither of them provide authentication of
the Merchant to the Customer or Trusted Third Party. More-
over, 1n not revealing the credit card number, both propose to
use a TTP, whom the customer has to be authenticated to by
passwords and usernames, to solve the problem of anonymity
and confidentiality where the TTP ends up knowing all the
details of customers’ bank accounts. In contrast the present
invention resolves this by using novel security protocols and
new cryptographic primitives without too much work from
the bank or trusted party.

In US 2003/0126094, since the customer wants to remain
anonymous and does not want to reveal his/her personal and
credit card details to the merchant, there 1s a TTP that stores
customers’ details and their proxy card number/ID (of the
identical format which 1s indistinguishable to the merchant).
The customer sends the proxy information to the merchant
who then forwards this to what 1t believes to be the Custom-
er’s bank but what 1s actually the TTP. The TTP uses the proxy
information to look up the real bank account/transaction and
telephone the customer to verity the transaction (termed the
Persistent channel). IT everything 1s OK, TTP goes to the
bank.

This 1s relevant to the present invention 1n two aspects: not
revealing real credit card number to the merchant and using
telephone to obtain a higher security level (authorization from
the customer). But there 1s no authentication of the Merchant
to the Customer or TTP and 1t uses a completely different
approach to that of the present invention, by using a TTP who
also knows everything about the customer.

In WO 02/19211 since the customer wants to remain
anonymous and does not want to reveal credit card’s details to
the merchant, there 1s a TTP termed Billing system that
receives and verifies all the details of the customer’s transac-
tion. And then 1f everything is fine the TTP sends 1ts approval
to the Merchant and the Customer. However, this 1s not be
convenient since 1t requires a TTP trusted by both Customers
and Merchant. This 1s also similar to US 2003/0126094
except that the customer does not receive any strong guaran-
tee from the TTP by telephone conversation. Again neither
provides authentication of the Merchant to the Customer or

1T1P.




US 9,270,450 B2

3

These and other 1ssues are addressed by the present inven-
tion, which seeks to avoid or at least mitigate existing security
issues 1n network communications particularly those
involved 1n financial transactions over the Internet.

According to a first aspect of the invention there 1s provided
a method of authenticating communication between a {first
and second party (or node) over an msecure, high bandwidth
communications network, in which the first party (C) authen-
ticates the second party (M) using a communications protocol
comprising a first communications phase through a first com-
munications channel over the insecure, high bandwidth com-
munications network to establish a secure mode of commu-
nications between the first and second party, followed by a
second communications phase of receiving mformation from
the second party over a second communications channel,
such as an empirical channel, and enabling a user to make a
human comparison of the information recerved from the sec-
ond party with mformation generated by the first party
thereby enabling the user to authenticate the second party in
the event of the mnformation from both parties agrees.

Also, an aspect of the mvention provides a method of
authenticating commumnication by a first node with a second
node over an msecure communications network, comprising;
an agreement stage comprising agreeing a hash function and
communications protocol;

a first message stage comprising sending a first message from
the second node to the first node comprising a longhash
element,

a second communication stage comprising the second node
communicating to the first node a first argument operated on
by the agreed hash function to provide a longhash element,
a third message stage comprising sending a second message
from the first node to the second node enabling the second
node to determine the data committed by the longhash ele-
ment 1t received,

a fourth message stage comprising sending a second message
from the second node to the first node enabling the first node
to determine the data committed by the longhash element it
recetved,

a digest stage wherein the first and second node generate a
digest using at least the two pieces of committed data thereby
to enable the user of the first node to authenticate the second
node by human comparison of both the digests.

Another aspect provides a method of authenticating com-
munication by a first node with a second node over an 1nse-
cure communications network, comprising; an agreement
stage comprising agreeing a hash function and communica-
tions protocol; a first message stage comprising sending a first
message from the second node to the first node comprising a
first longhash element, the first node sending a second mes-
sage comprising a second longhash element; a second com-
munication stage comprising the second node communicat-
ing to the first node a first argument operated on by the agreed
hash function to provide the first longhash element, and the
first node communicating to the second node a second argu-
ment operated on by the agreed hash function to provide the
second longhash element; a digest stage wherein the first and
second node generate a digest using at least the first and
second argument thereby to enable the user of the first node to
authenticate the second node by human comparison of both
the digests.

According to a further aspect of the mmvention there 1s
provided a security device, for enabling authentication of a
merchant to a customer over an insecure communications
network, the security device comprising a processor adapted
to perform encrypted communication of data via a data trans-
fer interface to the communications network, and a user inter-
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face enabling user input of data and output of data to a user,
the security device further being adapted to enable commu-
nication of secure information, such as financial data, to a
third party, such as a bank, via the data transier interface over
the 1nsecure communications network after the user has
authenticated the i1dentity of the merchant using the security
device.

Beneficially, the security device hereinafter often abbrevi-
ated SD, can be a relatively mexpensive electronic device
with the following properties:

1. It 1s stateless (no iformation 1s stored from one use to the
next, so losing it would not compromise any security).

2. It guarantees not to release any information to a party with
whom 1t and the user have not achieved HCBK, or other
suitable protocol, authentication, and then only encrypted
under a key then has been established and authenticated
between the customer and merchant/bank.

3. It does not matter 11 the computer 1t 1s connected to, or the
telephone system, have been corrupted (e.g. by a virus).

4. It has different modes of operation: over the telephone and
over the Internet, for example.

5. It does not require privileged access to the chip on a card

(for example to long term secret cryptographic information):
it acts as an intermediary between the card and the merchant/
bank.

6. The customer thinks of the SD as a device enabling him or
her to make secure electronic connection remotely with a
merchant or bank. The main requirement on the customeris to
check that a short digest value commumnicated by the merchant
corresponds to one calculated by his or her SD. This check
might take any of several forms, as discussed later.

Accordingly, the customer can be confident there 1s no
man-1n-the-middle who can steal his or her card details or
PIN.

In present card transactions, security details of the card are
either directly available to the merchant via a card terminal, or
via plaintext over a medium like the Internet: According to a
turther aspect of the invention, means are provided so that the
combination of a customer’s card and SD can provide this
information to the merchant 1n a form which 1s useless for
doing anything other than verifying to the bank that the cus-
tomer and card are present and approve a particular transac-
tion. This 1s done without using long term public keys and can
therefore be computed suiliciently quickly on cheap, simple
and low-power devices. It also makes practical (possibly with
additional functionality present on the card’s chip or via
online connection to the bank using the same protocol other-
wise used with merchants) customers granting the merchant a
one-time voucher that cannot be used to create new ones. This
could be transmitted to merchants unable to run the protocols
with the customer, either because of lack of equipment or
because the transaction 1s by post.

Other aspects and features of the invention will be apparent
from the specification and appended claims.

Embodiments of the invention will now be described by
way ol example only, with reference to the following draw-
ings i which:

FIG. 1 1s a schematic view of a communications network
comprising a user, or customer, a merchant and a bank;

FIG. 2 1s a schematic block diagram of a first embodiment
of a security device according to the mvention;

FIG. 3 1s a schematic diagram of the communications
involved 1n a run of the SHCBK-SP protocol; and

FIG. 4 1s a schematic block diagram of components of a
hardware form of the imvention for implementing a digest
function based on a Toeplitz model.
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Referring to FIG. 1, there 1s shown a communications
system 10 according to the invention comprising a commu-
nications network 12 such as the internet, which enables
communication between a bank 14, a merchant 16 and a
customer C using customer unit 18 via network interfaces 13,
17 and 19 respectively. Each of the bank 14, merchant 16 and
customer unit 18 might take the form of computer based units,
including mobile phones, personal computers and/or more
sophisticated computer systems such as, web servers and/or
in the case o merchant 16, an interactive website hosted by an
appropriate web server. Whether or not the merchant 16 and
bank 14 choose to communicate via the network 10 or a
separate mechanism 13, 1t 1s assumed that such communica-
tion 1s secured. In many cases this security will be provided by
conventional means such as protocols built on top of a PKI:

In one form therefore, the network 12 1s the Internet and
merchant 16 provides an interactive trading site on the Inter-
net enabling users to purchase goods and services. In this
form of the system 10 the customer unit 18 can be a standard
personal computer forming a web client through which a user,
or customer, 1s able to access the website of merchant 16 and
to view the available goods and services using a standard
Internet browser application.

In another form, customer umt 18 i FIG. 1 represents a
device provided by a merchant at a retail outlet such as a
petrol station or shop, 1n which case the interface 19 between
customer unit 18 and network 12 might be secure as might
also be network 12 itself for example being provided by a
secure and dedicated communications network.

In order to provide the required level of authentication of
merchant 16 to customer 18 1n the circumstances of an inse-
cure network 12 and/or insecure customer unit 18, and/or to
avold giving the merchant any confidential customer infor-
mation, a customer security device 20 1s provided which
interfaces via communications intertace 21 with customer
unit 18.

Therefore, the connection between the SD 20 and the Mer-
chant 21 may be simplified to a single link. This will fre-
quently occur 1n “customer present” transactions where the
SD makes a direct link with hardware provided by the mer-
chant rather than via the customer unit 18 and network 12. In
any case, whether these intermediaries are present or not, the
overall objective will be to enable secure and authenticated
communications between security device (20) and merchant
(16) without relying on security of either the intervening
communications links or intermediaries.

Interface 21 might comprise a wireless or wired connec-
tion. By way of example of a wireless connection, the cus-
tomer security device might be a portable handheld device
comprising a radio frequency, microwave and/or inira-red
receiver and transmitter for interfacing with customer unit 18.
The customer security device 20 might also be connectable
using a wired connection such as a USB connection. Further
variations 1n the form of system 10 will be discussed later.

Referring to FIG. 2 there 1s shown a customer security
device 20 according to the invention comprising a data trans-
fer interface comprising input/output ports 22 enabling com-
munication via interface 21 with other devices such as cus-
tomer unit 18. Security device 20 further comprises a user
interface enabling a user to mput and receive mmformation
from the security device for example by manual data entry
and visual/acoustic output. Here a display 24 1s provided such
as an LCD display capable of displaying alphanumeric infor-
mation and security device 20 further comprises user mnputs
26 comprising a range of keys 1n the form of a confirm button
28, an abort button 29, and an array of 12 keys for example
enabling input of alphanumeric information akin to the keys
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on a mobile phone keypad. Further input keys 32, here two
keys, are provided to enable user interaction for example in
response to information displayed via display unit 24. Other
user inputs that can be included include biometric data read-
ers such as a thumb-print reader. This could be treated in the
protocol logics below like a PIN.

The secunity device further comprises a card interface
enabling the security device 20 to interchange information
with the chip on a credit card 36 by insertion of card 36 into
the card reader 34.

Additionally the security device 20 may contain an 1mput
device 40 for mputting information which might be requested
for example shown on display screen 24, such as barcode data
or similar hence the data might be entered via an optical
character reader or barcode scanner. In one form, the 1input
device 40 might be 1n the form of a wand or other device
removable from security device 20 but connectable thereto
¢.g. via appropriate wiring to enable a user to scan a barcode,
alphanumeric characters and/or other 1mage or biometric
data, remotely from the security device. This may well be

[

appropriate when the security device 20 takes the form of a
desktop device rather than a portable device. Additionally, the
security device 20 may further comprise a printer 38 to enable
marking on a substrate such as a piece of paper. Printer 38
might for example be a dot matrix printer enabling printing,
¢.g. of a barcode onto paper fed through the printer 38 for use
in postal transactions as detailed below. It 1s expected that
such data 1s tested by card/SD by reference to 1dentity infor-
mation held on the card, the success of which 1s a precondition
to the card performing its role 1n the protocols below.”
Analysis

We now analyse the requirements for a security device that
supports credit card transactions.

The normal type of transaction 1s a customer attempting to
pay a merchant, though there may be variants on this such as
“blocking” transactions and giving the merchant the right to
claim payment up to a certain limit. The essential require-
ments for such transactions are
1. The merchant 1s assured that the card 1s genuine and that all
correct 1dentification information required for a transaction
such as a PIN have been entered for this transaction. In many
cases the merchant will also need clearance from the banking
system for the transaction.

2. The customer 1s assured that he or she 1s paying the amount
of money desired to the intended merchant. In particular, he or
she needs to be assured that the information given cannot be
abused by a third party who may be listening or who may be
interfering with the interaction.

3. It 1s hughly desirable also that the customer’s information
cannot be abused, intentionally or otherwise (e.g. 1n a security
leak or via a corrupt employee), by the merchant.

The authentication problem for the merchant 1s relatively
simple, provided the card system’s general security 1s
adequate. The merchant should have separate secure commu-
nication with the banking system (via interface 135 or inter-
faces 17 and 13 via network 12 for example). We note that 1t
1s natural to 1dentily a card by 1ts electronic name and that, 1f
the card contained a certificated public key, the merchant 1s in
a good position to check the validity of said key. In other
words, 1f we desire, 1t 1s practical to implement a PKI of cards.

The authentication problem for the customer i1s harder.
Firstly the customer will not naturally want to i1dentify a
merchant by a usable electronic name, and even 11 this were
done 1t would not be adequate, since customer C needs to
know that no intruder can pay the bill of another customer to
the same merchant using C’s card. In fact, C needs to know
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that his or her card 1s paying the amount required for and
within the particular transaction intended.

PKIs are frequently mis-understood and used incorrectly
by the man 1n the street.

Furthermore, the computing and power requirements of
public key encryption under strong keys (needed both to
check key certificates and use the resulting keys) may be
unattractive to the designers of smart cards and cheap devices

like SDs.

What 1s needed for a customer 1s a way 1n which he or she
can know they are connected to the particular

Internet session

Telephone call

Petrol pump session

Till etc

to which they want to make payment, preferably without
recourse to a PKI.
Protocols

Communications protocols, which are suitable to authen-
ticate merchant 16 to a customer C or user of security device
20 1n the manner required above, will now be described:

The protocols described here fall into the family of proto-
cols termed HCBK, or Hash Commitment Betore Knowl-
edge. These assume that the parties share a high-bandwidth
low-security communications medium which allows a poten-
tial attacker the vulnerabilities of the standard Dolev-Yao
model, plus the ability to carry out combinatorial attacks such
as the “birthday attack™ on cryptographic values, provided
these are computationally feasible. They also assume that
there are low-bandwidth “empirical channels”, typically
mediated by actions of the human user(s): These can have any
of the above vulnerabilities except that communication on
them 1s not spoolable: one party will never believe that a
communication from one party is really from another.

The protocols are designed to allow humans to compare
short values without being vulnerable to combinatorial
attacks such as the birthday attack that would normally apply
to similarly-sized data. To be precise, for human(s) compar-
ing k bits of information, the likelihood of any attack by any
current computer, the probability of a successtul attack suc-
ceeding will be 27* and any unsuccessful attack with a more
than negligible chance of succeeding can be discovered.

While this mode of operation appears similar to Bluetooth,
it avoids known pitfalls of that approach. These are firstly that
the Bluetooth password must be kept secret, whereas there 1s
no need to keep our digest secret, and secondly that password
guessing attacks that can compromise Bluetooth are avoided
here; indeed the protocols are designed to make any analo-
gous attack useless.

The protocols allow secure communications to be obtained
between devices that encounter each other 1n a wide range of
circumstances, based on nothing further than an insecure
means of communication, a mutual understanding of a pro-
tocol, and one or two human users making comparisons.

All the following protocols have both Symmetric and
Asymmetric versions, of which the symmetric versions are
those quoted below. The asymmetric versions are identical:
except that one participant, in our present mvention always
the merchant 16, does not have, the means to satisty itself that
the two digests are equal 1n the final step. In each case the
symmetric versions of the protocols mutually authenticate the
merchant’s and customer’s electronic 1dentities as belonging,
to the two parties agreeing the digests; and a secret shared
session key 1s established that each knows 1s with the other
party. In each case (as presented here) the asymmetric version
authenticates the merchant’s electronic 1dentity to the cus-
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8

tomer, who also knows that the resulting key 1s a secret shared
with the merchant: that 1s the important direction for reasons
discussed earlier.

The following modified HCBK protocol between C and M
can be used. Here C 1s the customer’s security device 20 and
M 1s the merchant 16. The following 1s 1ts symmetric version
and 1s shown schematically in FIG. 3.

1: M—C: M,C,pkM, longhash(hkM,M)

2: C—=M: M, C, longhash(hkC,C),{k}_pkM

3: M—C: hkM

4. C—M: hkC

Sa: C, M display: digest(hkM XOR hkC, (M,C,PkM. k))

Sh: C, M agree on this value through human checking or other
empirical channel

Here, pkM 1s a public key for M. It the card/SD has suili-
cient power 1t can be a strong and possibly certificated public
key. If they do not have this power it can be a weak public key
generated freshly for this session. It must then be strong
enough to resist attack during the period of the transaction,
say about 2 minutes and preferably up to about 5 minutes.
hkM and hkC are random values, and longhash( ) 1s a cryp-
tographic hash function, all of suflicient length that means
that 1t 1s 1infeasible for someone knowing the cryptographic
hashes longhash(hkM,M) and longhash(hkC,C) to compute
any useful approximations to hkM or hkC, and so that 1t 1s
infeasible to use attacks such as the birthday attack to substi-
tute values 1n messages 1 to 4 and so that hkM XOR hkC has
a sulficient degree of cryptographic entropy so that it can key
the cryptographic digest used 1n messages Sa and 5b. k 1s a
proposed session key (for an appropriate form of symmetric-
key cryptography) chosen randomly by C that ¢ used for
secure communication between C and M subsequent to suc-
cessiul completion of the protocol. digest(hk,m) 1s a function
chosen so that, for any distinct ml and m2, as hk
varies uniformly over b-bit values the probability that digest
(hk,m1)=digest(hk,m2) 1s never significantly greater than
27" The length b of the digests is chosen so that a probability
of an attack succeeding of 27 is acceptable.

Step 5b enables a customer therefore to authenticate the
Merchant M by comparison of the digests. In the circum-
stances that the merchant tells the customer the digest (shown
to each of M and C at step 5a above) over the phone the
customer 1s able to make a visual comparison with the digest
displayed on SD 20 and can for example approve a transaction
process by pressing button 28. In the alternative that the
digests do not match then the customer can abort the process,
using button 29 shown in FIG. 2. Other structural arrange-
ments are possible including for example that the Merchant’s
digest 1s transmitted to the Customer either because the cus-
tomer 1s present and can see, the Merchant’s equipment, or
via the msecure network, 1n an appropriately secure way, e.g.
using https over the internet enabling display to the user on a
PC using the user’s internet browser application. The user 1s
able therefore visually or otherwise to compare the digests
shown on the PC 18 and SD 20.

Here, some empirical communication channels are avail-
able between the systems that are not forgeable, these chan-
nels being quite low-bandwidth channels. An example 1s
communication between computers mediated by ordinary
human conversation amongst their users. However, interac-
tion over these channels can still be assumed to be vulnerable
to snooping and perhaps blocking. In the following, an
“empirical channel” 1s a low-bandwidth channel which 1s not
forgeable but which is potentially vulnerable to snooping and
blocking. The term “anonymous” used herein 1s intended to
mean that it 1s not necessary for a node to reveal 1ts long-term
name, public key etc.
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We will term this protocol SHCBK-SP because 1t 1s a
version of the SHCBK protocols designed to secure commu-
nication between a pair of devices. k 1s now a secret shared
between them and can be used as a shared secret key for
symmetric key encryption between the merchant and the
customer’s security device 20.

In a variant of SHCBK-SP, the component {k}_pkM or
Message 2 may bereplaced by longhash(k) or longhash(pkM,

k). This enables Message 2 to be computed significantly
faster on a low power SD. In this variant, the value k used 1n
the Message 5 digest 1s replaced by this new long hash, and
the value {k}_pkM is sent from C to M as an additional
Message 6. It 1s thus possible for the SD to perform the
asymmetric encryption during the period when the customer
1s confirming the agreement of the digest values.

The 1dea of the above protocol works equally well using
Diffie-Hellman, where each of messages 1 and 2 contains a
D-H token and the key thereby established 1s used in place of
k as the session key:

1: M—C: M,C,g X, longhash(hkM,M)
2: C—=M: M,C.2"Y, longhash(hkC,C)k:=¢g"{XY}
3: M—C: hkM
4: C—M: hkC
Sa: C, M display: digest(hkM XOR hkC,(M,C.k))
Sh: C, M agree on this value via human checking
We will term the above protocol SHCBK-PDH because it

establishes a Diffie-Hellman-based key which 1s automati-
cally a shared secret between a pair of nodes using the 1deas

of SHCBK.

In a varniant of this protocol, the value k 1n Message 5a 1s
replaced by the pair (g X, g"Y), meaning that (since g Y can
be computed in advance) the SD does not need to perform the
expensive exponentiation operation before the digest agree-
ment stage of the protocol, which may be valuable when 1t 1s

a low power device.

HCBK3, 1n 1ts standard form, establishes a shared key for
an arbitrary-sized group. The present application only
requires two parties in the group, namely the customer C and
merchant M, so the following description 1s specialised to that
case.

0. C—=M:C,INFO_

The customer, iitiating the protocol, transmits to M 1its
identity C together with other information that 1t wishes the
merchant to know for the purposes of this protocol.

1. M—C:M,INFO,

The merchant sends 1ts corresponding information, includ-
ing a means of initiating secret communication to it which we
assume below 1s a public key pkM.

2. C—=M:longhash(hk)

C invents a new hash key hk. It then sends the merchant a long
hash (substantially immune to an attack due to the birthday
paradox referred to above) of this value.

2b.

This step provides some way of ensuring that C will not
send a Message 3 while any other node or agent 1n G 1s still
waiting for a Message 2. The most obvious way of doing this
1s to use the empirical channel at this point to inform C that all
others are committed. For example, when the merchant has
received Message 2 1t might display an indication of this that
the customer can read.

3. C—=M:{hk}_pkM

In this step, C sends each node the hash key hk under M’s
public key as contained 1n INFO, ,in Message 1, or alterna-
tively sent using any other means of C commumnicating,
securely to M that 1s seemingly contained 1n Messages 0 and
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1. At this point, M can check the value of hk by testing to see
if 1t produces the correct value for Message 2 and they only
proceed if this 1s true.

4a. Each_ A A_displays:digest(hk, (C,INFO_M,INFQO, ,)),

Both parties generate a digest value of the values received
in Messages 0 and, influenced by the value hk, and display
this value together.
4b. Each_ A A—_EachB:Users compare information

The parties compare the displayed digests. If this check
fails, the run 1s abandoned. In the asymmetric protocol only
the customer performs this check.

Each implementation should ensure that the commitment
deduced by C 1n Message 2b does not relate to an earlier run
by M. In other words, 1n Message 4, M should be committed
to the same hash key hk that C saw 1t committed to. This
property will naturally hold in many human-mediated sym-
metric implementations, provided these users follow natural
rules. In other implementations 1t may be necessary or desir-
able to enforce 1t via, for example, timing constraints or
further empirical communications.

If, 1n the earlier protocols SHCBK-SP or SHCBK-PDH,
the nodes wish to exchange authenticated information akin to
the INFO fields described above, they can do so as additions
to their first message exchange as 1n HCBK3. As in that
protocol, the INFO fields should be added to the data com-
ponent of the digest.

This class of protocols are termed HCBK or Hash Com-
mitment Before Knowledge because nodes are committed to
their final digests or hashes before they actually know the
values of these things.

Other protocols may exist or be developed that would
achieve the authenticated transfer of information which
would be required to authenticate the connection to the mer-
chant for security device 20 based on the agreement of some
value generated at both ends of the protocol. Beneficially, the
security device 20 can be adapted to encompass the use of any
such protocol to achieve the desired eflect.

The essential quality that a protocol requires 1s that the
customer gains a means of communicating securely with the
merchant. In particular, the security device 20 requires a
means of communicating data to and from the merchant 16
that 1s both authenticated and secret to them. This would be
provided, for example, by them each knowing a symmetric
key, that they know 1s known to nobody else.

The protocols quoted above all achieve the symmetric key,
hereinaiter referred to as k.

With a third-party protocol the security device provides the
means of transmitting the non-spoofable value on the internet
(eg. via https) and the operation of the method beyond the
initial protocol.

Some possibilities of what happens once the secure con-
nection has been made are described below.

The main point 1s flexibility: essentially now the card has
same degree of connection with the merchant as one 1n its own
credit-card reader, with the added advantage that there 1s no
need to allow merchant’s equipment knowledge of anything
that must be kept confidential such as the PIN.

In the following 1t 1s assumed that the merchant and device
have established the key k using the present protocol or simi-
lar. But other methods of sending each other secure authen-
ticated messages might be envisaged.

Options are:

A. Operate a protocol that would normally apply between the
merchant’s own card reader and the card: all information that
1s normally sent to or from the card 1s now sent via the key k.
The exception 1s that we do not want to send the PIN unen-
crypted to the merchant. The verification to the merchant of
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the PIN 1n the original protocol may come from one of two
forms. It may come as a signal {from the card that a value input
to 1t 1s correct, or it may come through the PIN being sent
(encrypted) to the bank for verification.

In the first case the merchant will now require prooi that the
correct PIN has been entered to a card not 1in the merchant’s
direct control within the time-span of the current transaction.
This 1s straightforward 1f the merchant trusts the SD. If the
merchant does not trust the SD, then we must run a protocol
something like the following:

PINO: Card—=M: Id—unique card 1D

(presumably already known to M thanks to earlier parts of the
overall transaction, making this step redundant)

PIN1: M—Card: N—a fresh nonce

Card prompts SD, customer for PIN, which 1s transmitted
to Card along with a representation T of the transaction that
the customer has agreed to.

PIN2: Card—M: cardsign(Id,N,T)

Here, cardsign 1s a signature mechanism for cards: if the
card has its own certified public key then the above can be
signed by that. T 1s a suitable representation of the informa-
tion that the customer has signified agreement to by typing the
PIN.

The above mechanism can be afforded assurance from the
point of view of the merchant by the checks the merchant will
carry out on the card as part of the interaction.

Any such mechanism clearly has to be policed so that it 1s
not possible to make an unreasonable number of guesses at
the PIN by trial and error: this could be present on the card
itself. (Note that 11, as at present, it 1s the merchant’s hardware
that checks a PIN, then there should be a similar mechanism
to prevent anyone with access to such hardware deducing the
PIN.)

The second alternative (which would be more effective if
any less secure signature mechanism than the above example
were used or 11 more control of PIN guessing 1s required than
1s provided by the card itsell) 1s to delegate the decision about
whether a PIN 1s correct to the bank. We now describe mecha-
nisms for achieving this.

Suppose that the card has a long term shared secret with the
Bank. We will term 1t SId for secret identity, and assume 1t has
the entropy of a typical strong cryptographic key or nonce,
say 160 bits. It 1s important that this secret never becomes
visible outside the card, even to the SD (or else anyone in
temporary possession of the card could obtain i1t with a cor-
rupt SD). There are two possible solutions to this, either have
the card perform the calculations involving SId described
below or have the Card give the SD one-time entropies based
on, for example, a hash of an 1ndex, a timestamp and SId.

In the following we describe two methods how the SD can
use a one-time entropy (E.x), where E 1s the entropy 1tself and
X 1s the information the card has used to generate it. In each
case, however, the card 1tself could perform analogous calcu-
lations using SId 1tself.

1. The SD can compute a longhash H of the PIN, (E.,x), and a
record T of the transaction the customer has approved by
entering the PIN. This must contain the public identities of
Merchant and Customer, the amount and type of transaction,
a unique transaction Id and timestamp. The SD then sends the
Merchant {H,x,T},, where k is the session key between SD
and Merchant. The Merchant then checks T and forwards
{H,x,T} to the Bank, which recomputes the hash using its
knowledge of the PIN and SId, and checks 1t equals H. If so
the PIN 1s verified and presumably the Bank will signal this to
the Merchant.

2. The SD computes {PIN, T}, under some suitable symmet-
ric key encryption algorithm where the (1) the ability to pro-

10

15

20

25

30

35

40

45

50

55

60

65

12

duce this proves knowledge of E, and (11) 1t 1s not feasible for
an agent not knowing E to alter {X} .. so that it equals {X'} ..

for any different X'. The SD then sends the merchant {{PIN,
T}..x} ., and the contents of this are forwarded to the bank
who can once again check the PIN.

Other methods of proving the correctness of the PIN to
merchant and/or bank are envisaged, including ones based on
public encryption and signature mechanisms. These must
have the property that the PIN must not be deducible from
what the merchant sees, as would for example be the case i
the merchant sees a hash of the PIN together with data entirely
known to the merchant: the key to the method 1 above 1s that
there 1s a cryptographic entropy unknown to the merchant that
1s included in the hash together with the PIN. It 1s highly
desirable that 1t also has the property that the merchant cannot
use the PIN information for any other transaction. For
example, omitting some transaction information i Methods
1 and 2 above might make such abuse by the merchant pos-
sible.

We note that the above methodology, provided the trans-

action information T contains sufficient detail, 1s equivalent
to a signed e-cheque being created by the customer to agree to
the given transaction. It would be natural for the bank, as well
as checking the PIN, to decide whether or not to authorise the
transaction and to report accordingly to the Merchant. Thus
we have a second option:
B. Have the customer construct an e-cheque either using the
mechanisms described above or 1n some other way, and have
the SD transmit this to the merchant for onward transmission
to the Bank.

In the event that some other means than a PIN 1s used to
verily the presence of the customer, 11 this (like a PIN) has a
unmique correct value than exactly the same logic as for the PIN
can be used. If there are many correct values, for example
fingerprint, ir1s or facial images, then Method 1 above 1s not
suitable for sending this data to the Bank. Method 2 remains
suitable, as would Method 1 1f the correctness or otherwise of
the data was determined by the card itself so that the data itself
does not have to be sent.

After the PIN 1s verified, Card, customer, merchant and
bank would continue to 1nteract so as to complete the trans-
action satisfactorily, for example as 1n present. Chip and PIN
methods, with all transactions between SD and merchant
encrypted under k.

Toeplitz Matrices

An explanation 1s given here on the use of Toeplitz matrices
and related arithmetic techniques in digest function calcula-
tion. A Toeplitz matrix 1s one whose diagonals (top left to
bottom right) each consist of identical items. An n by b matrix
can thus be described by a sequence of n+b-1 numbers V(1 -
b)...V(0),V(1),...V(n-1)1in which the matrix value m(1,j)
always equals V(1-1).

It 1s known that a perfect Universal Hash function Uh(k,x)
can be computed by dertving a Toeplitz matrix of uniformly
distributed independent random variables over {0,1} from the
uniformly distributed value k (so V(1) 1s the value taken by the
ith random variable) and multiplying the bit value of x by it.
Thus

Uh(k,%)()=Zi—0,n-1 V{I-7)%;

calculates a b-bit hash of n-bit data.

Our requirements of a digest function with output length b
are that,
1. For any input value x; the function digest(k,x), as k varies
uniformly over its range, varies, uniformly over the set of
b-tuples of baits.
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2. The probability, as k varies uniformly, 0 1s any fixed key,
and x#y are an arbitrary pair of distinct data arguments, that
digest(kD0,x)=digest(k,y) 1s as small as possible. The small-
est probability that can apply uniformly to all x and y is 27°.
We require that there should be no computationally feasible
way 1n which an opponent could increase this probability to
more than 2~?+e for some value € much smaller than 2.

This 1s stronger than the specification of a universal hash
function.

This specification 1s met with e=0 11 calculated using the
formula above using a Toeplitz matrix of independent uni-
form binary random variables. In practice the key k cannot be
expected to be long enough to produce this many independent
random variables R(1). We therefore propose that K’s size 1s
within the range of a typical cryptographic entropy (say 160-
512 bits) and that instead of random binary bits we use the
result of seeding a high-quality pseudo-random number gen-
erator PRNG with k.

It 1s believed there are advantages in using a PRNG that (a)
1s not a pre-determined linear one and, more than this, (b) has
a high degree of k-driven randomness about the rules it uses to
compute successive random bits from previous ones. Based
on this model, we suggest two ways of calculating a digest
function.

The first 1s a hardware implementation, as might be imple-
mented as a custom chip or on an FPGA. Referring to FIG. 4
there 1s shown a programmable device 50 such as an ASIC or
FPGA comprising an interface 52 for commumnication with
device 50 including input of key k, as shown schematically.
Device 50 also comprises a clock 54, a PRNG 56, shiit reg-
i1sters 58 and 60, and an XOR accumulator 62 as well a
controller for ensuring suitable functionality.

In the case of a hardware implementation a good candidate
tor this PRNG 56 15 a feedback shiit register seeded with k 1n
which some of the parameters are randomly driven by part of
k independent of the register’s feed, or possibly several such
registers.

For each bit-per cycle (bpc) of the PRNG 56, a separate
circuit of the type shown in FIG. 4 can be used. This contains
two shift registers 58, 60, one of length b/2+1 containing the
pseudo-random bits and one of length b/2 through which a
fraction of the digested information M 1s piped. (M 1s divided
for this purpose 1nto bpc fractions.) Each of these registers 1s
shifted by one bit each cycle 1n opposite directions as shown
in FIG. 4, and they are imitialised with values (possibly 0)
functionally dependent on the key k b bits are produced by
&-1ng each bit of the M-stream with the bit of the PRNG-
stream above 1t and the bit of the PRNG-stream to the right of
this place.

The resulting b bits are XOR-ed into an accumulator 62,
which 1s 1tself in1tialised with some value functionally depen-
dent on k.

The b-bit values produced from each of the bpc fractions of
M are XOR-ed together to produce the final digest.

An equivalent etfect can be produced with a single pair of
shift registers of lengths bpc*b/2 and bpc*b/2+1) that are
shifted bpc each cycle.

The second way of calculating a digest function 1s software
driven. In the case of a soltware implementation (1.e. one
implemented using the functionality of a microprocessor
rather than customised hardware) 1t 1s desirable to have a way
of letting every bit of the data stream x 1nfluence every bit of
the output, 1n a manner akin to the ideal model, while only
shifting the input stream efliciently while dealing with that
stream 1n whole or half-word blocks.

One way of achieving this 1s to use integer multiplication in

half-word blocks: suppose thatr, (iin {(1-D, 2-D, ... }) are
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a series ol halt-word pseudo-random blocks seeded by k, that
X, are the halt-word blocks of x, where the desired digest
length 1s D half words 1n length. Then we observe that 1n the
whole word r;*x; each bit ot x; has a direct influence, for each
bit z, of the lower halt word of the result, either on z, or the
corresponding bit of the upper half word.

We therefore calculate, for each 1, the halt-word products
of x, with the D+1 successive blocks r;, where 1—j 1s 1n the
range {—1 ... D-1}. The upper half words of the products
from the range {-1...D-2} are XORed with the contents of
accumulators calculating the D output words, as are the lower
half words of the products from the range {0 ... D-1} (both
in order, so the lower halt word of the product r;*x; aligns with
the upper half word ot the productr,, , *x,).

By this means a single half-word multiplication achieves
an effect, which 1s equivalent as far as satistying the digest
specification 1s concerned, to a w/2 by w/2 block of the
Toeplitz matrix multiplication where w 1s the number of bits
in a word.

The same technique will work for whole-word digests
provided there 1s a fast implementation of integer multiplica-
tion available that returns both words of the natural double-
length result. In that case a single multiplication replaces a w
by w block of the Toeplitz multiplication.

The above relates to a software implementation of digest
and 1s based on the way integer multiplication can provide a
suificiently good analogue of the Toeplitz model. However,
many other ways of using multiplication and other operations
structurally similar to a convolution to implement digest
functions might be used.

Applications

To implement the above protocols, the security device 20
preferably comprises a display 24 for the digest, an “OK”™ or
coniirm button 28 and an “ABORT” button 29. Preferably,
display 24 1s capable of displaying transaction information
(payee, amount . . . )and a way of inputting a PIN (see below).

k can now be used to protect and authenticate the interac-
tions between a chipped card 36 coupled with an SD 20, and
the merchant 1t 1s connected to. Of course it 1s down to the
design of these interactions as to whether any information
uselul to the merchant can be gleaned long term from this: see
the discussion above.

Telephone Technology

Such technology could be built mto telephones or they
could be built with a plug for SDs 20. Aside from this 1t could
be an add-on on the wire between telephone and socket, or
work via sound signals though the telephone headset. Secu-
rity device 20 can comprise an audio transducer arrangement
for mput and output of audio signals such as a microphone
and speaker.

The assumption here 1s that authentication would arise
because the customer and a representative of the merchant on
the telephone would be playing the human roles 1n the proto-
col. They would compare digests verbally using option (1) or
(2) as set out 1n the following section.

Mobile phones might have modes where they act as SDs.
However they represent powerful computers in themselves,
and may well be open to viruses. So it may be pragmatic that
they enter some sort of special mode when their interface
(probably literally a plug-in with the card reader) 1s active.
This would be more straightforward 1n the case that a mobile
phone was playing the role of a SD for the Internet (see
below), because 1t would not need to be running 1ts normal
telephone function. Of course a mobile phone could provide
a communication medium for a separate SD without such
precautions.
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Internet Technology

At first one would think that 1t 1s impossible to use HCBK-
style protocols to connect a card over the Internet, since no
human 1s 1volved at the merchant end of the transaction.

If, however, we assume that existing secure Internet con-
nections over https provide an adequate level of security for
customers to mteract with merchants or banks, then the prob-
lem 1s soluble. In other words, the solution below handles the
transmission of data for chip and PIN at least as securely as
existing Internet transactions involving credit card numbers,
and transactions on Internet banking, are handled. The advan-
tages over the traditional way of using credit cards online are
the closer engagement with the card, and the additional
authentication provided by the PIN, and the possibility of not
revealing the credit card number to the merchant.

We do not assume that the customer’s computer 1s secure in
any other respect. For example our method 1s secure against
malicious processes that may be subverting the connection
between the SD and the merchant, in the sense that no sensi-
tive information leaks and the transaction cannot be per-
verted.

The first part of the solution 1s to have the SD connected
with the merchant via an mnsecure network. The most likely
mode 1s for 1t to be connected via the customer’s computer
(1.e. the device that 1s hosting the browser over which the
transaction 1s being set up). The manner of this connection
does not matter: 1t could be Bluetooth, some other wireless
technology, infra-red, or via a USB cable. Alternatively the
connection between SD and merchant could be by other
means such as telephone. The SD/card combination then
communicates with the merchant, both in setting up an
encrypted session like the protocol above, and 1n actually
transmitting and recerving information using the established
session key. This interaction would probably be enabled and
directed by the browser or an associated process in the case

that the SD were connected via that computer.

The solution to the lack of a human at the merchant is that
an https connection plays the role of the authenticated chan-
nel from merchant to customer. The SD runs one of the
protocols above with M, and M displays his view of the digest
on the customer’s browser using a secure web connection.

This will not authenticate the customer to the merchant, but
will authenticate the merchant and secret key from the point
of view of the customer, which was the main problem 1den-
tified above.

We are therefore running an Asymmetric version of the
protocol, 1n the sense described above.

So aside from the role of https 1n signalling the merchant’s
digest to the customer, the customer’s computer, and the
Internet that links them, 1s treated as insecure.

The secure link 1s purely between the SD and the merchant
(who will presumably also be runming the protocol 1n secure
hardware).

As outlined above, a telephone augmented by a means of
interfacing with the chip could become an SD for the internet
provided 1t had a means of communicating either with the
customer’s own computer or directly with the merchant’s.

The comparison of digests can be implemented at least in
any ol the following three ways, or conceivably a combina-
tion of more than one of them:

1) The SD’s digest value appears on a display; the customer
compares this value with the one commumicated by the
merchant; the customer presses “OK”™ 1f the two agree.

2) The customer types 1n the digits of the merchant’s digest to
his or her SD. If these agree with the value that the SD has
computed, then the protocol progresses.
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3) For mternet or customer-present transactions, an optical
reader on the SD reads figures or a barcode or similar from
the https display or the merchant’s own equipment. If this
value agrees with the value that the SD has computed, the
protocol progresses.

The vital thing 1n each case 1s that the merchant’s digest 1s
obtained from a source that the customer can trust completely.
This would not usually be the case 11 (3) above were replaced
by a form of electronic communication invisible to the cus-
tomer, for then the customer would not know 11 1t was coming
from the correct source or not.

Exceptfor option 2 above, there 1s no reason why the digest
has to be presented as a series of alphanumeric or similar
characters. Any medium that allows either human or optical
reader to compare accurately would suifice.

Postal Transactions
Two ways are 1dentified here of using an SD for a postal

transaction.

The first 1s that any technology for generating a one-time
time-limited credit card number for the card’s account could
be integrated into the SD.

The second would involve the customer’s SD making a
secure connection to his or her bank using either of our
protocols, or some other protocol giving adequate security,
via telephone or Internet. Once a secure connection has been
made an electronic cheque of a form similar to that set out
carlier would be registered at the bank, which would generate
a unique identifier for this transaction. The customer would
write this number on the order form, which the merchant
would verily upon receipt and carry forward the transaction.

If the SD has a printing device incorporated then, in either
of the above options, 1t would be possible for the SD to output
a label or similar that could be aifixed to the order form.
Customer Present

A traditional credit card transaction gives the merchant tull
access to the card, meaning that the merchant gains long-term
knowledge of the card, and potentially 1ts PIN (e.g. by a fake
PIN-1nput device, video etc). The use of the customer’s SD at
the point of sale 1n conjunction with any of the methods of
conducting a transaction as set out above would, depending
on which was used, either in whole or part remove any pos-
s1ibility of electronic capture of this information and give the
customer more control to prevent PIN-snooping.

This could work either at traditional tills or at vending
machines or similar that could display a digest.

Other Uses
The technology set out herein 1s capable of making secure

connections over a wide range of applications. In particular,
the use of an https-based empirical channel will permait users
to access wide range of services securely and thereby extend
the usability of the HCBK family of protocols and any other
protocol that authenticates two or more parties by manual
comparison of data displayed on devices.

The mvention claimed 1s:

1. A method of performing a financial transaction agreed
between a customer and a merchant comprising authenticat-
ing the merchant to the customer by authenticating commus-
nication between the customer and the merchant over an
insecure, high bandwidth commumnications network, in which
the customer (C) authenticates the merchant (M) using a
communications protocol comprising a first communications
phase through a first communications channel over the 1nse-
cure, high bandwidth communications network to establish a
secure mode of communications between the customer and
merchant, followed by a second communications phase of
receiving information from the merchant over a second com-
munications channel, and enabling a user to make a human
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comparison of the information receitved from the merchant
with information generated by the customer thereby enabling
the user to authenticate the merchant in the event that the
information from both the customer and the merchant agrees
and thereby enabling appropriate instructions to a third party,
via the communication network thereby to enable completion
of the financial transaction, the method comprising the step of
agreeing to a key for communication between the customer
and the merchant.

2. The method according to claim 1, wherein the key 1s a
session key.

3. The method according to claim 1 comprising the follow-
ing the steps of communicating the following messages:

1: M—C: M, C, pkM, longhash(hkM.M)

2: C—=M: M, C, longhash(hkC, C), {k}_pkM

3: M—C: hkM

4: C—M: hkC

Sa: C, M display: digest(hkM XOR hkC, (M, C, PkM, k));

and

Sb: C, M agree on this value through human checking or

other empirical channel.

4. The method according to claim 3 wherein the second
message stage, {k}_pkM, is replaced by one of longhash(k)
and longhash(pkM_ k).

5. The method according to claim 1 comprising the follow-
ing the steps of communicating the following messages:

1: M—C: M, C, g X, longhash(hkM, M)

2: C—»M: M, C, 7Y, longhash(hkC, C) k:=g"{XY}

3: M—C: hkM

4: C—M: hkC

Sa: C, M display: digest(hkM XOR hkC,(M, C, k)); and

Sb: C, M agree on this value via human checking or other

empirical channel.

6. The method according to claim 5 wherein the value of k
in the message 5a, digest(thkM XOR hkC,(M, C, k)), 1s
replaced by the pair (g X, g Y).

7. The method according to claim 1 comprising the steps of
communicating the following messages:

0: C—=M: C, INFO.sub.c

1: M—C: M, INFO.sub.M 2: C—M: longhash(hk)

2b: Ensure C does not send a Message 3 while M 1s waiting

for Message

3: C—M: {hk}_pkM

4a: Each A, A displays: digest(hk, (C, INFO.sub.c, M,

INFOM)),

4b: Fach A, A—.sub.E Each B: Users compare informa-

tion.

8. The method of claim 1 wherein instructional data,
required by the third party to enable the transaction, 1s com-
municated to the third party 1n a secure form such that it 1s not
evident to the merchant.

9. The method according to claim 1 wherein the digest 1s a
digest function of (hk,m) chosen so that, for any distinct m1
and m2, as hk varies uniformly over b-bit values the probabil-
ity that digest(hk,ml)=digest(hk,m?2) 1s never significantly
greater than 2.sup.-b and preferably the length b of the digests
1s chosen so that a probability of an attack succeeding of
2.sup.-b 1s acceptable.

10. The method according to claim 9 comprising the step of
using the long term secret key (SId) to create a one-time
entropy that can be used within the SD.

11. The method of according to claim 1 comprising the step
of implementing a digest function based on the Toeplitz
model.

12. The method of according to claim 1, comprising the
step of using a pseudo-random number generator (PRNG) to
enable determination of a digest function.
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13. The method according to claim 12 comprising the steps
of:

using a PRNG (56) as a feedback shift register seeded with

a key k 1n which some of the parameters are randomly
driven by part of k independent of the register’s feed,
for each bit-per cycle (bpc) of the PRNG (56), using a
separate circuit containing two shift registers (58, 60),
one of length b/2+1 containing pseudo-random bits from
the PRNG (56) and one of length b/2 through which a
fraction of digested information (M) 1s piped, wherein
preferably M 1s divided for this purpose mto bpc frac-
tions,
shifting each of the registers (58, 60) by one bit each cycle
1in opposite directions, the registers being initialized with
values (possibly 0) functionally dependent on the key k,
to produce b bits by &-1ng each bit of the M-stream with
the bit of the PRNG-stream above 1t and the bit of the
PRNG-stream to the right of this place,

followed by the step XOR-1ng the resulting b bits into an
accumulator (62), which 1s itself preferably nitialized
with some value functionally dependent on k, and

the b-bit values produced from each of the bpc fractions of

M are XOR-ed together to produce the final digest.

14. The method according to claim 1 comprising the step of
enabling every bit of a data stream to influence every bit of the
output.

15. The method of according to claim 1, wherein the mer-
chant 1s assured that the card 1s genuine and that all correct
identification information required for a transaction such as a
PIN have been entered for the transaction, the customer 1s
assured that he 1s paying the amount of money desired to the
intended merchant and 1s assured that the information given
cannot be abused by a third party who may be listening or who
may be interfering with the interaction, and wherein the cus-
tomer’s mformation cannot be abused, intentionally or oth-
erwise by the merchant.

16. The method according to claim 1, wherein an authen-
ticated communications channel i1s established between the
customer and the merchant providing the customer with sat-
isfaction of the authenticity of the merchant, and a secure
communication channel 1s provided between the merchant
and the bank, the method enabling transfer of requisite data
from the customer to the merchant and from the customer to
the bank via the merchant to enable the transaction to occur
and wherein at least part of the data transferred to the bank 1s
kept secret from the merchant.

17. The method according to claim 1 wherein the method 1s
performed by a security device for enabling authentication of
a merchant to a customer over an 1secure communications
network, the security device comprising a processor adapted
to perform encrypted communication of data via a data trans-
fer interface to the communications network, and a user inter-
face enabling user mput of data and output of data to a user,
the security device further being adapted to enable commu-
nication of secure information to a third party via the data
transier interface over the insecure communications network
after the user has authenticated the identity of the merchant
using the security device.

18. A method of performing a financial transaction agreed
between a customer and a merchant comprising authenticat-
ing the merchant to the customer by authenticating commu-
nication between the customer and the merchant over an
insecure, high bandwidth communications network, in which
the customer (C) authenticates the merchant (M) using a
communications protocol comprising a first communications
phase through a first communications channel over the 1nse-
cure, high bandwidth communications network to establish a
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secure mode of communications between the customer and
merchant, followed by a second communications phase of
receiving information from the merchant over a second com-
munications channel, and enabling a user to make a human
comparison of the mformation received from the merchant
with information generated by the customer thereby enabling
the user to authenticate the merchant in the event that the
information from both the customer and the merchant agrees
and thereby enabling appropriate instructions to a third party,
via the communication network thereby to enable completion
of the financial transaction, wherein the customer has a long
term shared secret (SId) with the bank to enable secure com-
munication therewith and the communications protocol
cnables the customer’s knowledge of the long term shared
secret (SId) to be communicated to the bank but remain secret
during such communication.

19. A security device for enabling authentication of a mer-
chant to a customer over an 1nsecure communications net-
work, the security device comprising a processor adapted to
perform encrypted communication of data via a data transier
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interface to the communications network, and a user interface
enabling user input of data and output of data to a user, the
security device further being adapted to enable communica-
tion of secure information to a third party via the data transier
interface over the insecure communications network after the
user has authenticated the identity of the merchant using the
security device, wherein the security device 1s further adapted
to agree to a key for communication between the customer
and the merchant.

20. The security device according to claim 19 wherein the
data transier interface enables wireless communication with
the communications network.

21. The security device according to claim 19 comprising a
user interface enabling a user to determine a digest value
determined through communication with a merchant.

22. The security device according to claim 19 comprising a
pseudo random number generator (PRNG) to enable deter-
mination of a digest function.

x x * x x
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